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PABEOYAS MPOrPAMMA YYEBHON AUCLUMNJINHDI

51.0.42 OCHOBbI NOCTPOEHUSA 3aLUULLEHHBIX KOMMbIOTEPHbIX CETEN

1. Koa v HauMeHOBaHMe HanpaBJieHUA NOATrOTOBKMU/CNEeLaNbHOCTH:
10.05.01 KomnbtoTepHas 6€30MacHOCTb

2. NMpodunb noaroToBKu/cneynanmsaLms:

AHanun3 6e30NacHOCTM KOMMbIOTEPHbIX CUCTeM, MaTeMaTn4YecKne MeTobl 3aLUnTbl UHOPMaLIUK
3. Kanudukauua (cteneHb) BbINyCKHUKA:

CneunanuteTt

4. ®opma obyueHus:

OyHasn

5. Kacdepnpa, oTBeualowwasn 3a peanmsauunio AUCLUMNIINHDI:

Kaenpa MHHMOPMALNOHHBIX CUCTEM

6. CocTaBuTENU NporpamMmmbi:

Kosasnb AHapen Cepreesud, koval@cs.vsu.ru, CT.nper, paky/bTeT KOMIbIOTEPHbIX HayK, Kageapa
MHGOPMaLNOHHBIV CUCTEM

7. PekoMeHgoOBaHa:

Hay4Ho-meToau4eckmum cosetoMm ®KH, npotokon HMC Ne5 o1 10.03.2021
8. Y4yeOHbIN ron;:

2024-2025

9.llenu u 3apa4m y4eOHON AUCLUNIUHDI:

n3yyeHne CTyAeHTamu METOLO0JIOMMN NPOEKTUPOBAHNSA N Pean3aumm 3aLnLLEHHbIX KOMMbIOTEPHbIX
CeTeN, C y4EeTOM yrpo3, XapakTEePHbIX [/19 COBPEMEHHbIX MHHOKOMMYHUKALIMOHHbIX CUCTEM U CETEMN.
CTaBATCA 3afa4n: Ha NEKUMNOHHbIX 3aHATUSX MO3HAKOMUTb CTYAEHTOB C OCHOBaMU TEXHOI0M UM
obecnedyeHns nHHOPMaLNOHHON 6e30MacHOCTN KOMIMbIOTEPHbIX CETEN, Ha 1abopaTOPHbLIX 3aHATUAX
BbipaboTaTh HaBbIKN MPUMEHEHNS 3TUX TEXHOIOM M B paMKax 0bLLe METOA0JI0r NN CHUXKEHNS PUCKOB
XapaKTepHbIX, MpeXxae BCero, A1 KOPropaTUBHbLIX CETEM.

10. MecTo yuyebOHOM aucuMnAnHbI B CTPYKTYpe OOM:

aucumMnanHa obssatenbHon YacTu (61.0). [Ing ycnewHoro oCBOEHUA ANCLMMINHLI HE0BX0ANMbI BXOHbIE

3HaHWA B 061aCTU "ceTen 1 CUCTEM nepenayn uHgopmaummn", "KOMMNbIOTEPHLIX ceTeln", "onepaLnoHHbIX



cuctem”, "MeTOLOB M CPELCTB KPUMTOrpaduieckon 3almnTel MHGOpMaLmmn", "KpuntTorpaguyeckmx
NMpPOTOKOJIOB".

11. NMnaHupyemblie pe3ynbTaTbl 00yueHusa no gucuunanHe/Moaynio (3HaHUA, YyMEeHUS, HaBbIKH),
COOTHeCeHHble C NJIaHUPYEeMbIMU pe3ysibTaTaMu 0CBOeHUs obpa3oBaTeNbHON NPOrpamMMbi
(KoMNeTeHUUAMM BbINYCKHUKOB) U UHAUKATOPAMU UX AOCTUXKEHUN:

Kog v Ha3BaHMe KOMMeTeHLNK

OlNK-9 CnocobeH pellaTb 3aga4m
NpoeccMoHaNbHOM OeATENbHOCTU C
Yy4E€TOM TeKyLLero COCTOAHUA n
TEeHAEHLWIN pa3BUTMA METOOB
3alUNTbI UHopMaL MK B
onepaumnoHHbIX CUCTEMaX,
KOMMbIOTEPHBIX CETAX U CUCTEMaX
ynpaaeHns 6a3ammn gaHHbIX, a
TakXXe MeTOoLO0B N CPefCTB 3alnThbl
NHoPMaLMK OT YTEYKK MO
TEXHNYECKUM KaHanaM, CeTen un
CUCTEM Mepefiayun nHgpopmaunn;

OlNK-16 CnocobeH npoBoanTb
MOHUTOPVHI paboTocnocobHOCTH 1
aHann3 3(pPheKTUBHOCTN CPenCTB
3alWMThl UHhopMaLK B
KOMMbIOTEPHBLIX CUCTEMaX U CeTSX;

OlNK-16 CnocobeH npoBoanTb
MOHUTOPWHI paboTocnocobHOCTH 1
aHann3 3(pheKTUBHOCTN CPpenCTB
3alWMThl UHhopMaLK B
KOMMbIOTEPHbLIX CUCTEMaX U CeTHX;

OlMK-16 CnocobeH npoBoanTb
MOHUTOPUHI paboTocnocobHOCTN ©
aHann3 3(pPeKTUBHOCTN CPenCcTB
3alUNTbI MHOpMaLMK B
KOMMbIOTEPHbIX CUCTEMAX U CETSX;

OlNK-16 CnocobeH NpoBoaAnNTb
MOHUTOPUHI paboTocrnocobHOCTN 1
aHan3 3(pPeKTUBHOCTN CpeacTB
3alUNTBI UHopMaL MK B
KOMMbIOTEPHbLIX CUCTEMAX U CETSX;

KOﬂl4Ha3BaHMGMHﬂMKaT0pa
KoMneTeHunmn

OlK-9.9 ymeeT (hopMyiMpoBaTh
N HacTpanBaTb MOAUTUKY
Be3onacHOCTN NOKaNbHbIX
KOMMbIOTEPHBIX CETEN,
NMOCTPOEHHbIX Ha OCHOBE
OCHOBHbIX OMepauoHHbIX
cucTem;

OlK-16.1 3HaeT cpencTea u
MeTOAbl XpaHEeHNA 1 nepefayun
ayTEHTUDUNKALMOHHOW
NH(OPMaLMKN B KOMMbIOTEPHbIX
cucTemax u ceTax;

OlK-16.2 3HaeT MexaHu3Mbl
peanu3auumn atak B cetax TCP/IP;

OlNK-16.3 3HaeT OCHOBHbIE
NPOTOKOJIbl MAEHTUPUKALUN 1
ayTeHTupnKaumm aboHeHToB
ceTy,

OlMNK-16.4 3HaeT 3allUTHbIE
MexaHMW3Mbl U CpeacTBa
obecreyeHns ceTeBon
Be3onacHoCcTw;

3HaHMﬂ,yMeHMH,HaBHKM

yMeTb: pa3pabaTbiBaTb
NONNTUKK 1 MPOLEaYpbI
6e3onacHocTn B 06nacTu
KOMMbIOTEPHbIX ceTen

3HaTb: TEXHOJIOT UK
yAa/leHHOro gocTtyna ¢
NCrMOJIb30BaHNEM
pacnpefeneHHon n
LEeHTpaIn30BaHHON
NpoBepPKaMy NOAJMHHOCTI

3HaTb: TUMOBbIE
YA3BUMOCTU 2 1 3 YPOBHEW

3HaTb:MeTOo4a NPOBEPKU
NOAJIMHHOCTW NMpU
yAaneHoM LOoCTyne n c C
ncnosb3oBaHueMm AAA

3HaTb: MPUHLMM 1
peanu3aLumn CeTeBoro
KapaHTUHa



Kon v Ha3BaHMe KoMMeTeHL K

OMNK-16 CnocobeH NpoBoANTb
MOHUTOPUHI paboTocnocobHOCTN 1
aHann3 3a(peKTUBHOCTN CpeacTB
3alWMThl NHOpMaLmn B
KOMMbIOTEPHbLIX CUCTEMAX N CETSX;

OlNK-16 CnocobeH NpoBoaAnNTb
MOHUTOPWHI paboTocnocobHOCTH 1
aHann3 3(pPeKTUBHOCTN CPpenCTB
3aWWMThl UHhopMaLK B
KOMMbIOTEPHbIX CUCTEMaX U CeTSX;

OlNK-16 CnocobeH npoBoAnTb
MOHUTOPUHI paboTocnocobHOCTN ©
aHann3 3(pPeKTUBHOCTN CPencTB
3alUNTBI UHOpMaLK B
KOMMbIOTEPHbIX CUCTEMAX U CETSX;

OlNK-16 CnocobeH NpoBoaANTb
MOHUTOPKHI paboTocrnocobHOCTH 1
aHann3 3(peKTUBHOCTN CPpencTB
3alWMThl MHOpMaLmn B
KOMMbIOTEPHbLIX CUCTEMAX U CETSX;

OlNK-16 CnocobeH npoBoanTb
MOHUTOPWHI paboTocnocobHOCTH 1
aHann3 3(pPeKTUBHOCTN CPenCTB
3alWMThl UHhopMaLK B
KOMMbIOTEPHbLIX CUCTEMaX U CeTAX;

OMNK-16 CnocobeH NpoBoAnTb
MOHUTOPUHI paboTocnocobHOCTN ©
aHann3 3a(peKTUBHOCTN CpeacTB
3aWMTbl MHOPMaLmn B
KOMMbIOTEPHbLIX CUCTEMAX N CETSX;

ONK-8 CnocobeH NpuMeHsATb MeTOoAbI

Hay4HbIX NCCNELOBAHWIA NPW
npoeefeHnn paspaboTtok B obnactu
obecnevyeHns 6e3onacHOCTU
KOMMbIOTEPHbIX CUCTEM U CETEN;

Kog v Ha3BaHWe nHanKaTopa
KoMneTeHunn

OlK-16.5 3HaeT cpencTtsa u
MeToAbl MPeaoTBPaLLEHNS 1
0bHapy>XeHNs BTOPXXEHUIA;

OlK-16.6 ymeeT
hopMyIMpoBaTb U HaCTpamnBaTb
noanTuKy 6e3onacHoCTu
OCHOBHbIX OMepaLMoHHbIX
CUCTEM, a TaKXXe JIOKaJIbHbIX
KOMMbIOTEPHbIX CeTen,
NOCTPOEHHbIX Ha UX OCHOBE;

OMNK-16.7 ymeeT NpuUMeHATb
3alMLLEHHbIE MPOTOKOJIbI,
Me)XCeTeBble 3KpaHbl 1 CpeacTBa
0bHapy>XeHNs BTOPXXEHN Ons
3aWMUTbl MHDOPMaLUK B CETAX;

Orl1K-16.8 ymeeT ocyLlecTBATb
Mepbl NPOTUBOAENCTBUS
HapyLleHnaM CeTeBow
Be3onacHocTH C
NCNONb30BaHNEM Pa3/INYHbIX
NPOrpaMMHbIX U annapaTHbIX
CPencTB 3alUThbl;

OlK-16.9 BrnageeT HaBbIKamMu
HACTPOMKIN MEXXCETEBbIX
3KPaHOB;

OlK-16.10 Bnageet
MeTOAMKaMu aHasiM3a CEeTEBOro
Tpaurka;

OMNK-8.11 Bnapeet cnocobamu
MOAENMPOBaHNA 6e30MacHOCTM
KOMMbIOTEPHbIX CUCTEM, B TOM
4ymcae MoLenMpoBaHus
ynpaBaeHNs OOCTYMNOM 1
NH(OPMALMOHHLIMU NOTOKAMM B
KOMMbIOTEPHbIX CUCTEMAX

3HaHWS, YMEHUS, HaBbIKK

3HaTb: OCHOBbI
TexHonorun DPI/IPS/IDS

YMEeTb: KOH(UIypMpoBaTh
rpynmnoBble MOMNTUKMN,
CBSi3aHHbIE C
peanu3auunen npouenyp
6e3onacHocTn B OC

yMeTb: KOH(UrypmnpoBaTb
ceTeBble 3KpaHbl TUMa
"NakeTHbIA UnbTP";
cuctemy ViPNet IDS

yMeTb: CO3[aBaThb U
KOH(UryprupoBaTb
3alUMLLEeHHbIe CeTM Ha
OCHOBE TeXHOJIorni
VipNet, KOHTUHEHT,
IPsec/VPN

BJIafleTb: HaBblKaMu
KOHurypuposaHus L2-L7
3KpaHoB

BJlafleTb: HaBblkaMu
nepexsaTa v aHanu3a
CEeTeBOro Tpaguka

BJlafeTb: METOAOM
OTNafKN FPYnnoBbIX
NOJINTUK B peXmMMax
"pesynbTata’ u
"mMogenvpoBaHus"



Kon v Ha3BaHMe KoMMeTeHL K

OMNK-9 CnocobeH pelaTb 3aga4n
npogheccrMoHabHON AeATENIbHOCTU C
Y4E€TOM TEKYLLEro COCTOAHUA 1
TEeHOEHUMNIN pa3BUTUS METOLOB
3alUNTBI UHopMaL MK B
onepaLnoHHbIX CUCTEMAX,
KOMMbIOTEPHLIX CETAX U CUCTEMAX
ynpasaeHns 6azammn gaHHbIX, a
TakXXe MeTo[0B U CPeACTB 3allnThbl
NHOPMaLMK OT YTEYKU NO
TEXHUYECKUM KaHanaM, CeTen un
CUCTEM Nepeaayn nHgpopmauuu;

OMNK-9 CnocobeH pelwaTb 3aga4m
npodeccrMoHabHON AeATENIbHOCTU C
Y4EeTOM TEKYLLEro COCTOAHUA 1
TEHOEHUMNIN pa3BUTMA METOLOB
3alUNTbI UHopMaL MK B
OnepaLnOHHbIX CUCTEMAX,
KOMMbIOTEPHbIX CETAX U CUCTEMAX
ynpaBaeHns 6a3zammn gaHHbIX, a
TakKXXe MeTo[0B 1 CPeACTB 3allnThbl
NHOPMaLMK OT YTEYKM MO
TEXHUYECKUM KaHanaM, CeTen un
CUCTEM Nepeaayn nHpopmauuu;

OMMK-15 CnocobeH
aOMUHNCTPUPOBATE KOMMbIOTEPHbIE
CeTN N KOHTPOMPOBATb
KOPPEKTHOCTb 1X
(bYHKLMOHMPOBAHNS;

OlNK-15 CnocobeH
alMUHUCTPMPOBATL KOMMbIOTEPHbIE
CeTN N KOHTPOIMPOBATb
KOPPEKTHOCTb UX
(bYHKLMOHMPOBAHNS;

OMNK-11 CnocobeH pa3pabaTbiBaTb
NoANTMKK 6€30NacHOCTK, NOANTUKN
ynpasneHua [oCcTyrnoMm u
NH(OPMALMOHHBIMK MNOTOKaMK B
KOMMbIOTEPHbIX CUCTEMAX C Y4ETOM
yrpo3 6e30nacHOCTM UHGOPMaLK 1
TpeboBaHMI No 3aWwmuTe
NHMopMaLMK;

Kog v Ha3BaHWe nHanKaTopa
KoMneTeHunn

OMNK-9.11 3HaeT 0CHOBHbIE
TEHAEHLNN Pa3BUTMA METOLOB
3aWMTbl NHOpMaLMn B
onepaunoHHbIX CUCTEMaX U
cMcTeMax ynpasneHus 6asamu
JaHHbIX

OMK-9.12 3HaeT obwime n
cneumndguyeckmne yrpossl
6e3onacHOCTK onepaumoHHbIX
CUCTEM U CUCTEM YMpaBiEeHNS
6a3 paHHbIX;

OMNK-15.7 BnageeT HaBblKamu
aLAMUHNCTPUPOBaHUA
KOMMbIOTEPHbIX CETEN;

OlMK-15.8 BnageeT HaBblkamMu
paboTbl C CETEBLIM
obopynoBaHNEM 1 CETEBLIM
nporpamMmmHbiM obecrneyeHunem;

OMNK-11.10 ymeeT
hopMyIMpoBaTh U HaCcTpanBaTb
nonnTuky 6esonacHoCTu
NOKaNbHbIX KOMMbIOTEPHbIX
ceTen, NoCTPOeHHbIX Ha Ba3ze
OCHOBHbIX OMepaLMoHHbIX
cucTem

3HaHWS, YMEHUS, HaBbIKK

3HaTb: METOLOJIOT 10
npoekTuposaHua C3M Ha
OCHOBE aHaJ/n3a pNCKOB

3HaTb: Knaccuukaumo
Yyrpo3 B KOHTEKCTe
npoekTnposaHusa C3U1

BNafeTh: HaBblkaMu
ynpaBneHnsa ceTeBbIM
obopynoBaHunem

BNafeTh: HaBblkaMu
ynpaBieHNs CeTEBbIM
obopynoBaHnem n
ceteBbiMn OC

yMeTb: pa3pabaTbiBaTb
NONINTUKK 1 MPOLEeaYpbI
6e3onacHocTn B 06nacTu
KOMMbIOTEPHbIX CETEN



12. O6beM aucuUNINHBI B 3a4e€THbIX eguHULax/yac:

4/144
dopMa NPOMEXYTOYHON aTTecTaLuu:
JK3aMeH

13. TpynoeMKOCTb No BUAaM y4ebHon paboTbl

Bug y4ebHon paboTbl CemecTp 8
AyOunTOpHbIE 3aHATMA 56
JleKLMOHHbIe 3aHATUS 28
lpakTn4eckne 3aHATUSA
JlabopaTopHble 3aHATUSA 28
CamocTodATeNbHas paboTa 52
KypcoBas paboTa
MpoMeXxyTo4yHas aTTecTauns 36
Yacbl Ha KOHTPOb 36
Bcero 144

13.1. Copep>xaHue AUCLMUMNINHbI

n/n HaumeHoBaHwue CoLepxaHue pasfena
pasgena ANCUUNANHBI
ANCLUMMANHBI

1 Obwwue npuHuunel  OBLLMeE MPUHLMMALI

MPOEKTNPOBaAHNA NPOEKTNPOBaHUA I/IHTpaHeT-CeTeI7I>>,

COBPEMEHHbIX COBPEMEHHbIX
KOMMbIOTEPHbIX KOMMbIOTEPHbIX CETEN.
ceTen, 3BecTHble moaenu

NOCTPOEHMNA CETEN.
Mopnenb KopnopaTuBHOMN
cetun CISCO.
[MpoekTnpoBaHMe Ha
ocHoBe WabnoHoB.

2 [poekTnpoBaHue NpoeHTudrkauma yrpos,
3aLUULLEHHbIX aHaNn3 pUCKOB, CO3AaHNe  UHTpPaHeT-CeTen»,
ceTen. CUCTEMbI

NPOTMBOLENCTBNS,
pa3paboTKa OTBETHbIX
Mep NS Cnyyaes
BO3MOXXHbIX HapyLLeHUN
6e3onacHocTu.
CtaHpapTbl B 06nacTu
ynpaBneHus
6e3onacHoOCTbIO ceTen un
CUCTEM Ha UX OCHOBE.

Bcero

56
28

28
52

36
36
144

Peanusauusa pasgena SUCUUMINHLI C
NMOMOLLbIO OHNaMH-Kypca, IYMK

9YMK «WHdpopmaumnoHHas 6e30nacHOCTb

https://edu.vsu.ru/course/view.php?id=2995

9YMK «WHpopmaumoHHasa 6e30nacHOCTb

https://edu.vsu.ru/course/view.php?id=2995



n/n

HanmeHoBaHue
pasgena
OVCUMNINHDI

TexHonorus IPSec.

TexHonorunu
BUPTYaJibHbIX
YaCTHbIX CeTen.
BupTyasnbHble
3alMLLEHHbIe
ceTu.

RADIUS.

CeTeBoM
KapaHTUH.

NHdpacTpyKTypa
OTKPbITbIX

KJIoYen.

ConepXaHue pa3aena
OVCLMJINHBI

TexHosorus IPSec un
conyTCTBYOLLME
NPOTOKOJIbI.
MNpakTuyeckoe
KOH(UryprpoBaHue n
MOWCK HEUCNpPaBHOCTEN
IPSec-nHMpacTpyKTypbl.

TexHonorum VPN un
conyTCTByOLLMe
NPOTOKOJIbI.
lMpakTnyeckoe
KOH(UrypmpoBaHue u
MOWNCK HEUCTPaBHOCTEN
VPN-MHpacTpyKTypbI.
BupTyasnbHble
3alUMLLEHHbIE CeTU B
peLwieHna NMHgoTeKC u
Koz be3sonacHocTu

LeHTpannsauns nposepku
NOAJIMHHOCTH.
icnonb3yemble cpencTsa.
KoHurypuposaHue u
yrnpasneHue
LeHTpann3oBaHHOM
cuctemon AAA.

MoHAaTne n peannsauns
CeTeBOro KapaHTuHa.
lpakTnyeckoe
KOH(UIyprpoBaHnS
KapaHTUHa C pa3nYyHbIMU
BUAAMUN <MPUHYXOEHNA»:
DHCP, IPsec, VPN.

OcHosbl PKI.
CepTuukaThbl C

LM POBLIMM NOANNCAMMN.
CraHgapT X.509.
CtaHpgapTbl PKCS.

Peanusauusa pa3gena AUCLUNINHBI C
NOMOLLbIO OHNAMH-Kypca, IYMK

9YMK «HdpopmaumnoHHas 6e3onacHOCTb
NHTPaHEeT-CeTEen»,
https://edu.vsu.ru/course/view.php?id=2995

IYMK «HopmaLmoHHas 6e30nacHOCTb
NHTPaHeT-CeTemn»,
https://edu.vsu.ru/course/view.php?id=2995

IYMK «HdpopmaumnoHHas 6e30nacHOCTb
NHTpaHeT-ceTemn»,
https://edu.vsu.ru/course/view.php?id=2995

IYMK «HdpopmaLmnoHHasa 6e3onacHOCTb
NHTPaHEeT-CeTen»,
https://edu.vsu.ru/course/view.php?id=2995

IYMK «HopmaLmoHHas 6e30nacHOCTb
NHTpaHeT-ceTemn»,
https://edu.vsu.ru/course/view.php?id=2995



n/n

10

11

12

HanmeHoBaHue
pasgena
OVCUMNINHDI

CmapT-KapThl.

besonacHoCTb
XPaHeHUs n
0bpaboTkum
OaHHbIX B OC
XOCTOB.

be3sonacHocTb
CceTeBbIX
YCTPONCTB 2 1 3
YpOBHe.

AnnapaTHas
peanv3aunsg
IPSec, VPN.

KOHTEKCTHbIN
aHanm3 Tpaduka,
DPI.

TexHonorus IPSec.
(nab.)

TexHonorunm
BUPTYaJIbHbIX
YaCTHbIX CeTEN.
BupTyasbHble
3alMLLEHHbIEe
cetun. (nab.)

ConepXaHue pa3aena
OVCLMJINHBI

Buabl cMapT-KapT v KapT
namsaTn. MO cmapT-KapT.
XUW3HEHHbIe LMKIbl KapT.
MpakTuka
NporpamMMnpPoOBaHnNs 1
NPUMEHEHNa CMapT-KapT.

Mpobnema 3alnThl
IlaHHbIX XOCTOB.
®annoBble CUCTEMbI C
Wwndpaumen.
OrpaHunyeHune
BbIMOJIHEHMSA KOAA.
MonnTtnkn 6e3onacHoOCTH
OC.

V3BecTHble yA3BUMOCTM 2
n 3 ypoBHei. YnpasnieHune
6e30MacHOCTLIO Ha YpOBHE
gocTtyna (port security).
OcHoBaHHad Ha
NoANTMKaX
MapLUpyTU3aLms.

Mpobnemsl
NPON3BOAUTENBHOCTY
KPUMTOLLO30B,
N3BECTHbIE peLleHNns.

KOHTEKCTHbIN aHanun3
Tpaduka, DPI.
AnnapaTHas peaansaunsg
MeXXCeTeBbIX IKPaHOB,
IDS, IPS.

Peanusauuns IPSec
B3aUMOLENCTBUS MEXIY
IIBYMSI KOHEYHbIMMU
cucTemMamu,

®opmuposaHue VPN-ceTun
C UCMNOJIb30BaHNeM
pacnpeneneHHom
NMPOBEPKN NMOAJINHHOCTMW.

Peanusauusa pa3gena AUCLUNINHBI C
NOMOLLbIO OHNAMH-Kypca, IYMK

9YMK «HdpopmaumnoHHas 6e3onacHOCTb
NHTPaHEeT-CeTEen»,
https://edu.vsu.ru/course/view.php?id=2995

IYMK «HdpopmaumnoHHas 6e3o0nacHOCTb
NHTPaHEeT-ceTen»,
https://edu.vsu.ru/course/view.php?id=2995

IYMK «HdpopmaumnoHHas 6e30nacHOCTb
NHTpaHeT-ceTemn»,
https://edu.vsu.ru/course/view.php?id=2995

9YMK «HdpopmaLmnoHHasa 6e3onacHOCTb
NHTPaHEeT-CeTen»,
https://edu.vsu.ru/course/view.php?id=2995

9YMK «HdpopmaumnoHHasa 6e3onacHOCTb
NHTPaHEeT-CeTen»,
https://edu.vsu.ru/course/view.php?id=2995

IYMK «HopmaLmoHHas 6e30nacHOCTb
NHTPaHeT-CeTemn»,
https://edu.vsu.ru/course/view.php?id=2995

IYMK «HdpopmaLmnoHHasa 6e3onacHOCTb
NHTpaHeT-ceTen»,
https://edu.vsu.ru/course/view.php?id=2995



n/n

10

HanmeHoBaHue
pasgena
OVCUMNINHDI

RADIUS. (nab.)

CeTeBon
KapaHTUH. (nab.)

NHdpacTpyKTypa
OTKPbITbIX

Kntoyen. (nab.)

NHdpacTpyKTypa
OTKPbITbIX

Kntoyen. (nab.)

CmapT-KapThl.
(naé.)

be3onacHoCTb
XPaHeHus n
0bpaboTkm
OaHHbIX B OC
XxocToB. (nab.)

be3onacHocTb
XPaHEeHUs 1
0bpaboTkum
OaHHbIX B OC
XOCTOB. (/1ab.)

be3onacHocTb
XpaHeHUs n
0bpaboTkuM
OaHHbIX B OC
X0CTOB. (/1ab.)

be3sonacHocTb
ceTeBblX
yCTpOACTB 2 1 3
ypoBHei. (nab.)

Coaep>xaHue pasgena
ANCLMMIAHBI

®opmMmuposaHune VPN-ceTu
C UCMONb30BaAHNEM
LEeHTpan30BaHHON
NPOBEPKMN NMOAJIMHHOCTY
Ha AAA-cepsepe (RADIUS).

CeTeBOI KapaHTUH
NAP/NPS.

Co3LiaHne KoprnopaTuBHON
nepapxmnyeckom CUCTeMbI
PKI.

BHepgpeHue PKI Ha ocHoBe
0TEeYeCTBEHHbIX
KpUNTOanropnuTMoB.

CmapTtkapTsl 1 PKI.

3almMTa AaHHbIX
KOHeYHbIX cuctem (EFS).

OrpaHunyeHune
BbIMoJIHeHUA M0 B
KOHEYHbIX CUCTEMaX.
Secret Net Studio

PacnpeneneHHoe n
LEeHTpaan3oBaHHoE
ynpaBfieHne
obHOBEHMAMMK C
nomoubto WSUS.

CeTeBble 3KpaHbl 1
TUMNOBbIE aPXUTEKTYpPbI Ha
NX OCHOBE.

Peanusauusa pa3gena AUCLUNINHBI C
NOMOLLbIO OHNAMH-Kypca, IYMK

9YMK «HdpopmaumnoHHas 6e3onacHOCTb
NHTPaHEeT-CeTEen»,
https://edu.vsu.ru/course/view.php?id=2995

IYMK «HopmaLmoHHas 6e30nacHOCTb
NHTPaHeT-CeTemn»,
https://edu.vsu.ru/course/view.php?id=2995

IYMK «HdpopmaumnoHHas 6e30nacHOCTb
NHTpaHeT-ceTemn»,
https://edu.vsu.ru/course/view.php?id=2995

IYMK «HdpopmaLmnoHHasa 6e3onacHOCTb
NHTPaHEeT-CeTEn»,
https://edu.vsu.ru/course/view.php?id=2995

IYMK «HopmaLmoHHas 6e30nacHOCTb
NHTpaHeT-ceTemn»,
https://edu.vsu.ru/course/view.php?id=2995

IYMK «HdpopmaumnoHHas 6e30nacHOCTb
NHTPaHEeT-ceTen»,
https://edu.vsu.ru/course/view.php?id=2995

IYMK «HdpopmaLmnoHHasa 6e3onacHOCTb
WHTpaHeT-ceTen»,
https://edu.vsu.ru/course/view.php?id=2995

IYMK «HdopmaLmnoHHas 6e30nacHOCTb
NHTpaHeT-ceTemn»,
https://edu.vsu.ru/course/view.php?id=2995

9YMK «HdpopmaumnoHHasa 6e3onacHOCTb
NHTPaHEeT-CeTEen»,
https://edu.vsu.ru/course/view.php?id=2995



n/m HaumeHoBaHue CoaepxxaHue pa3gena Peanu3auus pasaena ANCLUTMINHBI C

pasgena ONCLNMIINHBI NOMOLLbIO OHNAMH-Kypca, IYMK
ANCLUNMANHBI

10 be3onacHoCTb O6ecneyeHune Nb Ha 2 9YMK «HdpopmaumnoHHas 6e3onacHOCTb
ceTeBblX YPOBHE KOPropaTUBHbIX NHTPaHEeT-CeTEen»,
yCTpPOACTB 2 1 3 ceTen. https://edu.vsu.ru/course/view.php?id=2995

ypoBHel. (nab.)

11  AnnapaTtHas AnnapaTHble cpencTsa IYMK «HdpopmaumnoHHas 6e3o0nacHOCTb
peanu3sauuns IPSec n VPN. ANKLU NHTpaHeT-ceTemn»,
IPSec, VPN. (nab.)  KoHTUHeHT. 3HakoMCTBO C  https://edu.vsu.ru/course/view.php?id=2995
ViPNet,
12 KOHTEeKCTHbIN ViPNet IDS. IYMK «HdpopmaumnoHHas 6e30nacHOCTb
aHanm3 Tpaduka, NHTpaHeT-ceTemn»,
DPI. (nab.) https://edu.vsu.ru/course/view.php?id=2995

13.2. Tembl (pa3pensl) OUCLUNIUHBI U BUAbI 3aHATUN

No HanmeHoBaHMe NekunoHHble  [pakTnyeckne JlabopaTopHble CamocTosiTeNnbHasa Bcero
n/n  Tembl (pa3aoena) 3aHATUSA 3aHATUSA 3aHATUSA paboTa

1 Obwwme 2 0 2 4
NPUHLMMbI
NPOEKTUPOBAHUSA
COBPEMEHHbIX
KOMMbIOTEPHbIX
ceTen.

2 MpoekTupoBaHne 2 4 2 8
3aLUNLLLEHHBIX
ceTen.

3 TexHonorus 4 4 3 11
IPSec.

4 TexHonorumu 4 2 1 7
BUPTYaJIbHbIX
YaCTHbIX CETEN.
BupTyanbHble
3alMLLEHHbIe
ceTu.

5 RADIUS. 2 2 4 8

6 CeTeBom 1 1 4 6
KapaHTUH.



No HanmeHoBaHue JNlekumoHHble  [MpakTunyeckne JlabopaTopHble CamocToaTenbHas Bcero
n/n  Tembl (pas3gena) 3aHATNS 3aHATNS 3aHATUS paboTa

7 WHppacTpykTypa 2 2 6 10
OTKPbITbIX
KJII04en.

8 CMapT-KapTbl. 1 1 4 6

9 be3sonacHocTb 2 2 8 12
XPaHeHus n
06paboTku
OaHHbIX B OC
XOCTOB.

10 be3onacHoCcTb 4 2 4 10
CeTeBbIX
YCTPOWUCTB 2 1 3
YPOBHe.

11 AnnapaTHas 2 4 10 16
peanu3auns
IPSec, VPN.

12 KOHTEeKCTHbI 2 4 4 10
aHanu3 Tpaduka,
DPI.

28 0 28 52 108

14. MeToaunyeckue yKasaHus gnsa oby4aloLmUXcs No OCBOEHUIO OUCLUMNJINHBI

AncumnnunHa TpebyeT paboTbl C hannamMu-npeseHTaUnAMN NeKUUA U COOTBETCTBYIOLWMUMMK FNaBaMu
PEKOMEHIOBAHHOMN OCHOBHOW NNTEPATypbl, @ TakXe, 0643aTeNbHOr0 BbIMOJHEHNS BCEX JTabOpaTOPHbLIX
3afaHNN B KOMMNbIOTEPHOM Knacce. CaMoCToATeIbHAaA NOArOTOBKa K NabopaTOPHLIM 3aHATUAM He
TpebyeTcs, T.K. HeobXxoANMbIE peKoOMeHAALUNM AAOTCS B ayAUTOPUN, TAE BLINOJHATCA NabopaTopHble
paboThbl.

CamocToaTenbHas paboTa NPoOBOAMTCA B KOMMNbIOTEPHbLIX KNaccax ®KH ¢ MCnonb3oBaHNEM METOANYECKMX
MaTepunanoB pacnosioXeHHbIX Ha y4ebHo-meToanyveckom cepsepe ®KH "\\fs.cs.vsu.ru\Library” n Ha
cepsepe Moodle BI'Y moodle.vsu.ru v BbinosHeHWEM 3aia4 KOHPUrypupoBaHus BupTyaam3nposaHHom UC.
Bo BpeMs camocToATeNIbHOW paboThbl CTYAEHTbI UCNOJb3YIOT 31eKTPOHHO-6MBIMoTeYHble CUCTEMBI,
LOCTYyMHbIe Ha nopTane 3oHanbHoM brubnnotekn BI'Y no agpecy www.lib.vsu.ru. bonbLas 4acTb 3aaHun
MOXeT OblTb BbIMOJIHEHA BHE ayAMTOPUIA Ha AOMALUHEM KOMMbOTEpe, NoC/ie KONMPOoBaHUA METOANYECKMX
yKazaHuin n Heobxogmmoro MO ¢ yyebHo-meTOoAMYecKoro cepeepa OKH.

15. MepeyeHb OCHOBHOM U A,ONO/NIHUTEJILHON NUTEpaTypbl, PECYPCOB MHTEPHET, HeoOXoAUMBIX
011 OCBOEHUSA AUCLUMJINHDI



Ne NCcToYHUK

n/n

1 ®ununnnos, b.U. HopmaLmoHHas 6e3onacHoCcTb. OCHOBbI HAAEXHOCTM CPEACTB CBA3N :
y4ebHuk : [16+] / b.N. ®ununnos, O.I. LLlepcTHeBa. - MockBa ; bepanH : inpekT-Meana, 2019. -
241 c. — YHuBepcuTeTCcKasa bubanoTeka oHAaviH | 31eEKTPOHHO-6mMbimoTeyHas cuctema. —
Pexxum goctyna : https://biblioclub.ru/index.php?page=book&id=499170

2 LLaHbrmH, B. @. HopmaLmoHHas 6e30nacHoCTh : yyebHoe nocobue / B. @. LLlaHbruH. —

MockBa : IMK lpecc, 2014. — 702 ¢. — JlaHb : 31EKTPOHHO-6MbMoTEYHas cuctema. — Pexum
aoctyna : https://e.lanbook.com/book/50578

6) nononHWTENbLHas NUTepaTypa:

Ne NcToYHUK

n/n

1 LaHbruH, B. @. 3awmTa nHopMaLmy B KOMAbIOTEPHbIX CUCTEMaX U CETAX : y4ebHoe rnocobue /
B. ®. lWaHbruH. — MockBa : AMK lpecc, 2012. — 592 ¢. — JlaHb : 31€KTPOHHO-6ubinoTeyHas
cuctema. — Pexxum goctyna : https://e.lanbook.com/book/3032

2 Tomacu, Y. INeKTPOHHbIE CUCTEMbI CBA3M : MpakKTnyeckoe rnocobue /Y. Tomacu ; nep. H.J1.
Bbuptokos. - MockBa : PUL| TexHocghepa, 2007. - 1360 ¢. — YHuBepcuteTCckas bubanoteka
OHJIaUIH ! 3NIEKTPOHHO-bnbanoTe4YHas cncteMa. — Pexxum JocTyna :
https://biblioclub.ru/index.php?page=book&id=135422

3 XabpakeH, [. MaplpyTtunsatops Cisco. lpakTnyeckoe npumMmeHeHne : y4ebHuk / [. XabpakeH. —
MockBa : JMK lNpecc, 2008. — 320 ¢. — JlaHb : 31EKTPOHHO-6MbAnMoTeYHas cuctema. — Pexxum
foctyna : https://e.lanbook.com/book/1076

4 CucTeMbl 3alUnTbl MHGOPMaLmm B BeAyLUnX 3apybexHbix CTpaHax: y4ebHoe nocobue a5 By308B :
[16+] / B.N. ABepyeHkoB, M.IO. PbiToB, I.B. KoHApaLlumH, M.B. PynaHoBCKui. - 4-e n3g., cTep. -
Mocksa : ®amHTa, 2016. - 224 ¢. — YHUBepcuTeTckas bnbanoteka oOHAauH | 371€KTPOHHO-
bubanoTedyHas cnctema. — PexuM JocTtyna :
http://biblioclub.ru/index.php?page=book&id=93351

5 MuKyH YeH, TexHonorus Java Card ™ [s14 cMapT-KapT: APXUTEKTYpa 1 PyKOBOLACTBO

rnporpammucTa. llep ¢ aHrn. / XukyH Yer ; nep. V. Mopo3os ; nep. ¢ aHra. nog pes. M.
CmupHoBa, A. lnacmaH. - MockBa : PUL| TexHocgepa, 2008. - 342 c. : Taba., cxem. —
YHuBepcuteTckas bnbanoteka OHIaH | 31EKTPOHHO-6MbanoTeyHas cnctema. — Pexxum
goctyna : http://biblioclub.ru/index.php?page=book&id=135425
B) MH(DOPMALMOHHbIE 3N1EKTPOHHO-06pa3oBaTeNbHbIE PECYPChI:
Ne n/n NCTOYHUK

1 bnbnnoteka BIY, http://www.lib.vsu.ru

2 Cepsep y4ebHo-MeToanYeckux matepuanos ®KH, \\fs.cs.vsu.ru\Library



Ne n/n McToYHMK

3 DNeKTPOHHbIN yHMBepcuTeT BIY, http://edu.vsu.ru

16. MepeyeHb yuebHO-MeTOAMYECKOro obecneyeHus ons CaMOCTOATENIbHOW paboTbl

Ne n/m WCTOYHUMK
1 CepBep y4ebHo-MeToanYeckux matepmanoB ®KH, \\fs.cs.vsu.ru\Library

2 3YMK «MHdpopmaumnoHHas 6e30nacHOCTb MHTPaHeT-ceTen»,
https://edu.vsu.ru/course/view.php?id=2995

3 INEeKTPOHHBIN pecypc «MporpaMMHo-annapaTHble CPeACTBa 3alnTbl MHGOPMaL N>,
https://edu.vsu.ru/course/view.php?id=3795

17. O6bpasoBaTesibHble TEXHOJIOTMM, UCNOJIb3YyeMble NPU peanunsauum y4ebHON AUCLUNIUHBI,
BKJIlOYasA OUCTaHUMOHHbIe oOpa3oBaTenbHble TexHonoruun ([OT), anekTpoHHoe oby4yeHue (30),
cMellaHHoe obyuyeHue):

1. TexHonorum BUpTYyanusaLum:
Cpegna supTtyanusauum Oracle/Sun Virtual Box
Cpegna supTtyanusauumn KVM/libvirt

2. DNeKTPOHHO-bubAnoTeyHble cucTembl «YHUBepcuteTckas bubnmorteka online» (http://biblioclub.ru),
«JlaHb» (http://lanbook.com)

. ObpazoBaTensHbln noptan Moodle (cepsep Moodle BIY)
. CepBepHsble n knneHTckne OC Microsoft.

. OnepaunoHHasa cnctema GNU/Linux (guctpnbyTtume CentOS).

3

4

5

6. AnnapaTHble ceTeBble 3KpaHbl D-Link, CISCO.

7. ATIKLU KoHTmnHeHT IPC-25 B ncnonHerun UYC n KLU komnaHum «0O00 Kopg be3onacHocTu»
8. MO Secret Net Studio komnaHum «O00 Kop be3sonacHocTw»

9. MO VipNet n MNAK komnaHun OAO NHgpoTeKC.

18. MaTepuanbHo-TexHU4YecKoe obecneyeHne AUCLUNIIUHDI:

1. JleKuMOoHHasa ayanTopms, oCHalweHHasa BUAEONPOEKTOPOM.

2. KoMMblOTEpPHbIN Knacc and npoBefeHns nabopaTopHbIX 3aHATUIN, OCHALLEHHbLIA NMPOrpaMMHbIM
obecneyeHnem VirtualBox. O6bem csoboaHom nocne 3arpy3ku OC onepaTuMBHOM NamMAaTy Ha paboyee
MecTo He MeHee 8 ['b (TpebyeTcs An5 BUPTYanbHbIX MaLLVH).

3. JlabopaTopus 6e30MacHOCTM KOMMbIOTEPHbLIX CETEN BKOYatoWwas: mexceTeson skpaH CISCO cepun
ASA-5500, mapuwpyTusaTtopbl 1 kommyTaTopbl CISCO, D-Link, y4yebHO-MeTOOWYECKNN KOMMAEKC
"be3onacHOCTb KoMmnbloTepHbix ceTen" OAO "WHdoTeKC".

19. OueHoO4YHbIe CpencTBa AJA NPOBeAEeHUA TeKyLL el U NPOMEeXYTO4YHON aTTecTauumn

MopsLoK OLEHKN 0CBOEHMS 0byyvatoLmMmncs y4ebHoro MaTepmana onpeaenseTcs Coaep XxaHnem
cnepyoLWwmx pa3aenos ANCUUNIVHGI:



Ne n/n Pa3pgensl Kon komneTeHumn Kop nHaomkaTopa OueHOYHble CpelcTBa A4

ONCUUMINHBI Tekyllen aTTecTaumm
(Mozynn)

1 1,2 OnnK-9 OMNK-9.9 Nab.1

2 4,5 OlNK-16 OlNK-16.1 Nab.3,4

3 10 OMNK-16 OMK-16.2 Nab.13

4 5 OlNK-16 OlNK-16.3 Nab.4

5 6 OMK-16 OMK-16.4 Nab.5

6 12 OlK-16 OlNK-16.5 Nab.15

7 9 OlNK-16 OMK-16.6 Na6.9

8 12 OMK-16 OMNK-16.7 Nab.15

9 7-11 OlNK-16 OMNK-16.8 Na6.16,17,10,14

10 10,12 OlNK-16 OMNK-16.9 Na6.15,11

11 3,10 OMK-16 OMK-16.10 Na6.1,13

12 9 OrK-8 OMNK-8.11 Nab6.9

13 2 OnK-9 ONnK-9.11 Nab.2

14 2 OrnK-9 OMNK-9.12 Nab6.2,8

15 3 OMNK-15 OMNK-15.7 Nab.1,7

16 3,4 OnK-15 OMK-15.8 Nab.1,6

17 1,2 OMNK-11 OMNK-11.10 Nab.1

MpoMeXyTo4Has aTTecTauus

®opMa KOHTPONS - DK3aMeH

OueHOYHble CPeACTBa A1 MPOMEXYTOYHOIM aTTecTaumm

MUCbMEHHas KOHTPOJIbHas paboTa. Bce nabopaTopHble 3a4aHus Kypca.

20 TunoBble OUuEeHOYHble CPeaAcTBa U MeToAMYeCcKUue MaTepuansl, onpepensiowime npouenypbl
OLLeHMBaHuSA

20.1 TeKyLwWwMN KOHTPOJIb YCNEBAaeMOCTH

MepeyeHb nabopaTopHbIX 3aAaHUi

JNlabopaTopHble 3aaHus (noapobHoe onucaHue, a Takxe Heobxoaumoe MO, KOHDUrYypaLMOHHbIE daltsibl, CKPUMTHI
N NOSICHEHMSA HaxoaaTcsa Ha cepeepax \\FS\Library, edu.vsu.ru)




Peanusauus IPSec B3aumofencTBns MeXAy ABYMS KOHEYHbIMU CUCTEMAMU.

2 MpoeKT MynbTU(UANaIbHON CeTu
3 ®opmupoBaHue VPN-ceTH C NCMOMb30BaHNEM pacrnpefesieHHON NPOBEPKN NOANHHOCTU.
4 ®opmumpoBaHme VPN-ceTn C UCMosib30BaHMEM LIEHTPAIM30BAHHOM MPOBEPKU NOANIMHHOCTU Ha AAA-cepBepe
(RADIUS).
5 CeTeBOW KapaHTWH.
6 Co3paHune KopnopaTUBHON nepapxudeckon cuctemsl PKI.
7 BHepnpeHue PKI Ha ocHOBe 0Te4eCTBEHHbIX KPUMNTOaIrOpUTMOB.
8 CmapTkapThbl 1 PKI.
9 3aWmTa AaHHbIX KOHeYHbIX cucTtem (EFS).
10 OrpaHunyeHune BbinonHeHNA MO B KOHeYHbIX cucTtemax. Secret Net Studio
11 PacnpeneneHHoe 1 LLeHTPaN30BaHHOE yripaBaeHe 06HOBAEHUAMU.
12 CeTeBble 3KpaHbl W TUMOBbIE aPXUTEKTYPbI Ha UX OCHOBE.
13 Ob6ecneyeHune Vb Ha 2 ypoBHe KoprnopaTuBHbIX ceTel. APR.
14 AnnapaTHble cpeacTsa IPSec n VPN.
15 AnnapaTHble ceTeBble 3KpaHbl: IPS/IDS (CISCO ASA, D-Link DFL, ViPNet-IDS)
16 ViPNet Custom
17 | ANKL KOHTUHEHT.

nepequb BOMPOCOB AJiA KOHTPOJIbHbIX pa60T

20.2 MNMpomMeXxyTouHas aTrecTauus

MepevyeHb BONPOCOB K 3K3aMeHyY

Ne Bonpocbl KOHTpOAbLHOW paboThl: 2 BoMpoca B buneTe.

1 Y10 Takoe IPsec, kakune 3afiayun peliaeT, B 4eM OT/IMHME U/UNN HECOOTBETCTBUE TepMuHy VPN? Kak HacTpouTb
IPsec, 4To Takoe hunbTpbl, NOAUTUKK IPsec? Kakne cpefcTBa CyxXaT onsa otnagku IPsec? Kakue y)ke rotosble
noanTrKK IPsec npeakoHpurypuposaHbl Ha OC cemencTtea Windows?

2 OnuwnTe XMN3HEHHBIN LUK cepTudmrkaTa OT MOMeHTa ero co3faHus. Kak MMeHHo co3faeTcs cepTudmkaT, B
Kakow nocnegoBaTenbHOCTU. Kak B 3TOM npouecce ydyacTeyeT CA? VIHCTPYMEHTHI/yTUAUTLI A5 BbINyCKa
CepTuUdnKaToB.

3 Mepbl 0becneyeHns HGopMaLnoHHon 6e3onacHoCTy Ans nHMPacTpykTypsbl PKI.

4 YTo Takoe ynoctosepstowmi LeHTp (CA - Certification Authority)? HazosuTte Tunsl 1 ponun CA. YTo Takoe
nepapxus CA, 4TO NPUHUMAIOT BO BHUMAHME NMpu NPOEKTUPOBAHUN 3TOWN nepapxumn?

5 YT0 Takoe TPaHCMOPTHbIV PEXNM U TYHHENbHbIN pexum IPsec? Ons yero ncnonb3yetcs npoTokon IKE B IPsec?

[ns Yyero ncnosb3ytoTcs puabTpbl IPsec?




Y1o Takoe WSUS, Kakne 3afiaym peLllaeT, U3 KakMX KOMMOHEHTOB COCTOUT? YTo Takoe Zero-Day ya3BMMOCTb?

[ns vero ucnonb3ytoTca npoTokonsl ESP AH B IPsec? Kakne npobnembl MOryT BO3HMKaTb Yy IPsec npm
ncnonb3zosaHuy NAT?

Y1o Takoe VPN, nepedncnute KomnoHeHTbl VPN. Kakune cyLecTBYyOT TexHonornm peanusaumm VPN, Kakme
TpeboBaHMA K IP-ceTn NpeabaBAAET Kaxaas TEXHONOrUs?

Onsa yero ucnone3yetcs npotoko IKE B IPsec? YTo Takoe SA, main-mode (ocHoBHOWM pexxmm) quick-mode
(onepaTuBHGIN pexxnm)? Kakne Tpyu BUAa ayTEHTUDUKALNN KOHEYHbIX CUCTEM 00bIMHO MOAEPKMBAOTCA B
peanm3aumsax IPsec? Korga Kakoi ncnoabsyetca?

10

YTo Takoe CeTEBOW 3KPaH YPOBHS «MPUOXEHUS», B YHEM OT/INYME OT CETEBOr0 3KpaHa «MaKeTHbIN QUIbTP»?
YT1o Takoe unsolicited Tpadumk n yem oTnmyatoTca anepsonbl statefull n stateless? Kak pa3meLleHsl no
OTHOLLUEHWIO K KOPNOPaTUBHOW CETW CETEBbIE 3KPaHbl, ONMULINTE OCHOBHbLIE apXUTEKTYpbI

11

Y10 Takoe EFS, kakue 3aia4m pewwaeT, U3 KaknxX KOMMNOHEHTOB COCTOMT? Kak TeXHU4YeCKu peann3oBaHa
BO3MOXXHOCTb pPacLIMMpPOBKY hanna LpyrumMu Nosib3oBaTensiMun, NepeyncanTe yCaoBus, B KOTOPbIX 3TO
BO3MOXHO?

12

YT10 Takoe DPI, npumeHnmocTb IPS 1 IDS pewwernin? CeTeBon HenTpanuTeT 1 0cobeHHOCTH npumeHeHns DPI B
KOPMOpaTUBHbIX CETSAX.

13

B xone koHdurypuposaHus ViPNet Ha paboyem mecTe afMUHMCTPaTOpa NnoTpeboBanoncs 4ob6aBuUTh elle 0anH
"ABoHeHTCKUI NMyHKT" 018 aAMUHUCTPaLUM HOBOro paoHa ropofa. OnuwmnTe nocnefoBaTe/lbHOCTb AeNCTBUN
aamuHucTpaTopa ViPNet (cxemaTnyHO, HO No wWaram) Ans seefeHns 3Toro All (KOMNbIOTEP YXKe 3aKynJieH)

14

Kak npoBepuTb paboTy KpMNTOKOMMYTaTOPOB, PacrofioXKeHHbIX B huavnanax? B yem otandne ot L3VPN pelteHus
C UCMOJIb30BaHNEM KPUMTOKOMMYTaTOPOB?

15

He 3apaboTtan AMKLL B ponun kpuntownto3za: B MY LYC cTaTyc "He BKAOYeH". Bbl pelumnav npoBepuTb
nocTynHocTb AMKLL co CTOpOHbI KOMMbOTEPa aAMUHUCTPATOPa KOMaHAoM ping. KomaHa nokasana TanMayThbl
oT IP-agpeca KpunToLwio3a. FTOBOPUT I 3TO O TOM, YTO KOMMbOTEp AOMUHUCTPATOPa U KPUMTOLLO3 B AAaHHbIN
MOMeHT He obMeHnBaloTCs NnakeTamn? B Kako nocnenoBaTenbHOCTY Bbl Obl Mckany npuynHy no kotopoi AMKLL
"He BknYeH" B MY LLYC 1 KaKoBbl BO3MOXXHbIE MPUYNHbLI 3TOr0?




