MuHobpHayku Poccum
®ELEPAJIbHOE TOCYOAPCTBEHHOE BIOA>KETHOE OBPA30BATEJIbHOE YYPEXOEHUE
BbICLLUEIO OBPA30BAHUSA
«BOPOHEXXCKUWI rOCY BAPCTBEHHbIN YHUBEPCUTET»
(®Pre0Oy BO «BIr'Y»)
YTBEP)XXOAIO
3aBenyoLmin Kaghenpon
bopucos OMuTpuin HUKonaesmy

Kathenpa nHHOpPMaLMOHHbBIX CUCTEM

21.04.2021

PABOYASl NPOFPAMMA YYEBHOW AUCLUMNJINHBI
51.B.15 CeTu 1 CUCTEMbI TENEKOMMYHUKALIUN
1. Koo u HauMeHOBaHUe HarnpaBJ/ieHUs NOAroTOBKU/CNeuuanbHOCTH:
02.03.01 MaTeMaTunKa 1 KOMMbIOTEPHbIE HAaYKN
2. NMpodunb noaroToBKu/cneynanmsaLms:
KBaHTOBas Teopus nHdopmauun, PacnpeneneHHble CUCTEMbI U UCKYCCTBEHHbIN UHTENINEKT
3. Kanudukauua (cteneHb) BbINyCKHUKA:
bakanaspuaTt
4. ®opma obyueHus:
OyHasn
5. Kacdepnpa, oTBeualowwasn 3a peanmsauunio AUCLUMNIINHDI:
Kaenpa MHHMOPMALNOHHBIX CUCTEM
6. CocTaBuTENU NporpamMmmbi:

Kosasnb AHapen Cepreesud, koval@cs.vsu.ru, CT.nper, paky/bTeT KOMIbIOTEPHbIX HayK, Kageapa
MHGOPMaLNOHHBIV CUCTEM

7. PekoMeHgoOBaHa:

Hay4Ho-meToau4eckmum cosetoMm ®KH, npotokon HMC Ne5 o1 10.03.2021
8. Y4yeOHbIN ron;:

2024-2025

9.llenu u 3apa4m y4eOHON AUCLUNIUHDI:

N3y4YeHne 0CHOB TEXHOJIOM NI KOMIMbIOTEPHbIX CETEN N MHHOKOMMYHUKALIMOHHBIX CUCTEM, NMpnobpeTeHne
HaBbIKOB MPOEKTUPOBAHWNS, pPeann3aumnm n yrnpasaeHns AaHHbIMY cucTeMamu. CTaBsTCs 3aaayqm
MO3HaKOMUTb CTYAEHTOB C 3Ta/lOHHbIMU MOAENSIMY YPOBHEBLIX MPOTOKOJIOB M Ha UX OCHOBE MPOBECTU
MOYPOBHEBOE PACCMOTPEHMNE I/IEMEHTOB CETEBOU MHMPACTPYKTYPbl. HaBbIKW MPOEKTUPOBAHMS,
peanu3aumnm, yrnpaBaeHus u noucka HeMCrnpaBHOCTEN CETEBOV MHMPACTPYKTYPbl CTyAEHTbI NpuobpeTanT
B XOZ€ BbIMNOJIHEHUS 1abOPaTOPHLIX 3aaHWA.

10. MecTo yuyebOHOM aucuMnAnHbI B CTPYKTYpe OOM:

AVNCUMMNANHA BapuaTUBHOM YacTu unkna (b1.B). BxoaHble 3HaHMA B 061aCTu KYpCoB: «ApXUTEKTypa
9BM», «MaTeMaTuU4yeCKun aHanms», «Teopnsa BepoaTHOCTeN», «MaTeMaTyeckasa CTaTUCTUKa», «Teopus



NHOpMaL >,

11. NnaHupyeMmble pe3ynbTaThl 06y4eHUs No AUCLUUNINHE/MOAYNI0 (3HAHUSA, YMEHUS, HAaBbIKM),
COOTHeCeHHblIe C NJIaHMpyeMbIMU pe3ysibTaTaMU OCBOEHUs 0Opa3oBaTeslbHOW NPOrPaMMbi

(koMneTeHUUAMHU BbII'IyCKHVIKOB) U UHOUKaATOPaMU UX BOCTUIKEHUSA:

KopA » Ha3BaHue
KOMMNeTeHLnn

MK-1 CnocobeH
LeMOHCTpupoBaTh 6a3oBble
3HAHMA MAaTEMATUYECKUX U
€CTEeCTBEHHbIX HayK, OCHOB
NPOrpamMMmnPOBaHNS 1
NHMDOPMaLMOHHbIX
TEXHOOr I,

MK-1 CnocobeH
LEMOHCTpMpoBaTh Ha3oBbie
3HaHWA MaTEMaTUYECKUX 1
€CTEeCTBEHHbIX HayK, OCHOB
NpOrpaMMUpPOBaHNA 1
NH(OPMaLMOHHbIX
TEXHOJI0T NN,

MK-1 CnocobeH
IeMOHCTprpoBaTh H6a3oBble
3HaHMA MaTeMaTUYeCKUX 1
€CTeCTBEHHbIX HayK, OCHOB
NpPOrpaMMmnpPOBaHUNS 1
NHOPMALMOHHbIX
TEXHOJIOr U,

Kof v Ha3BaHWe nHaukKaTopa
KOMMNeTeHLnn

MK-1.1 Obnapaet 6a30BbIMU
3HAHUSAMM, NOAyYeHHbIMKU B 06nacTu
MaTeEMATUYeCKUX n (nnn)
€CTEeCTBEHHbIX HayK,
NPOrpamMMmnPOBaHNS 1
NHMOPMALMOHHbBIX TEXHOIOM NI

MK-1.2 YMeeT HaxoguThb,
opMynmnpoBaTh 1 pellaTb
CTaHOapTHbIE 3a4a4uM B COBCTBEHHOM
Hay4YHO-UCCNen0BaTEIbCKON
NesaTeNnbHOCTU B MaTeMaTuKe U
NHOpPMaTUHKeE

MK-1.3 NmeeT NpakTUYeCKnin OnbIT
Hay4HO-MCC1e10BaTENbCKOM
0eAaTeNnbHOCTU B MaTeMaTUKE 1
NHopmaTrKe

12. O6beM aucuUNINHBbI B 3a4e€THbIX eguHULax/yac:

2/72

dopMa NPOMEXXYTOYHON aTTeCTaLuMm:

3a4eT C oueHkomn, KoHTposibHas paboTa

13. TpynoeMKOCTb No BUAaM y4ebHon paboTbl

Bug y4ebHon paboTbl

AyaNTOpPHbIE 3aHATUA
JIeKUNOHHbIE 3aHATUSA
lpakTn4eckne 3aHATUSA
NabopaTopHble 3aHATKA

CamocTodATenbHas paboTa

3HaHus, YMEHWUA, HaBblKW

3HaTb: MPUHLUNGI
opraHusauuu
KOMMbIOTEPHbIX CeTEN 1
CUCTEM TeSIeKOMMYHUKaLNi

yMeTb: PacCYUTbIBATb
OCHOBHbIE XapaKTePUCTUKN
CUIHaJIbHO-KOA0BbIX
KOHCTPYKLMIA C MOMOLLbIO
MaTeMaTU4eCcKoro
MOLeNIMPoBaHNA W
aHaNTUYECKN;
paccyMTbiBaTb U
NAaHMPOBaTb afpecHble
npocTpaHcTBa IPv4, IPv6
ceTen

BNafeTb: MeTodaMu
MaTeEMaTUYeCKoro
MOAE/IMPOBAHNSA CUCTEM
rnepenayn AaHHbIX

CemecTtp 8 Bcero
36 36
24 24
0
12 12
36 36



Bunpg y4yebHon paboThl

KypcoBas paboTa
MpoMeXxyToYHas aTTecTaums
Yacbl Ha KOHTPOJIb

Bcero

13.1. Copep>xaHue AUCLMUNINHbI

n/n

HanmeHoBaHue
pasgena
ONCUUMNHbI

OcHoBHble
onpepeneHus,
Knaccuukaymm,
mMoLenu.

ColiepXxaHue pasfena
ANCUUNMJINHDI

MpeoMeT nlyyveHmsa Kypca,
OCHOBHbI€ onpefeneHus.
CTpyKTypa MHPOPMaLIMOHHON
ceTn. MHOroypoBHeBas
apxuTekTypa ceTu. [ToHaTne
npoTtokona. Mogenb
B3aUMOCBA3W OTKPbITbIX CUCTEM.
®OyYHKUMOHasbHbIE MPO(UIN.

CemecTp 8 Bcero
0
0 0
0
72 72

Peanusauns pasgena AUCLMMINHBI C MOMOLLbIO
OHNalnH-Kypca, 2YMK

IYMK «NHHOKOMMYHUKALNOHHbIE CUCTEMBI 1
ceTu»,
https://edu.vsu.ru/course/view.php?id=2215



n/n

HanmeHoBaHune
pasfena
JNCLUMMNANHBI

dusnyecknin
YPOBEHb
NH(OPMaLMOHHbIX
ceTen.

ConepxxaHue pasgena
ONCUNNANHBI

OCHOBbI TEOPUKN MHGOPMaLIUK.
Mepa nHpopmaumu,
BEPOSTHOCTHBIN MOAXOM.
OCHOBHblE XapaKTepUCTUKM
CUCTEMbI Mepefayn ANCKPETHBLIX
COOOLLEHN 1 TMHNIA CBA3MN.

S HEeKTUBHOCTb UCMONb30BaHMA
4aCTOTHOro Aivana3oHa
cpencTBaMu nepefayn LaHHbIX.
VHthopMaLMOHHbIE eMKOCTU
LVCKPETHOr0 U HernpepbIBHOro
curHanos. Mpepenbl CKOPoCTy
nepenayn SaHHbIX, TEOPEMbI
Hankeucta n LLeHHOHa.
MPVHLMMBI U UCNOJIb3YEMble
BUAbI MOAYNALNUN, NX
ocobeHHoCTU. KomMniekCcHoe
npeacTaBieHne
MOAYJIMPOBaAHHOMO curHana. 1/Q
mMoaysiaTop. NosiHada cuctema
nepegayn gaHHbIX, ee
XapaKTepuCTukmn. BeposTHoCTm
CUMBOJIbHON 1 BUTOBON OWNBKYK
019 MOAYNALMNOHHBIX CXEM.
JNlabopaTopHLIe TEMbI: N3yYyeHune
BO3MOXXHOCTen cpenbl Matlab no
MOZLENMPOBaAHUIO
KOMMYHWUKALNOHHbIX CUCTEM Ha
npumMepe mogenm BPSK
cuctemsl. Communications
Toolbox n Communications
Blockset. PacyeT
KOMMYHUKALNOHHOW CUCTEMBbI.
OnpepeneHne xapakTepucTurK
MOLYNSLMOHHBLIX cxeM. Cpegfa
mMogenunpoBaHma Simulink.
MoZennpoBaHue NMosHon
CUCTEMbI Nepefayn OaHHbIX B
cpegne Simulink. MonenunposaHue
cucTem nepegayn MPSK, QAM.
OnpepeneHne BER, SER
aHaIMTNYECKM 1 C MOMOLLbIO
NMUTALUOHHOI O
MOZLENNPOBaHUS.

Peanusaunsa pasgena AMCUUMINHBI C MOMOLLbIO
OHJlanH-Kypca, IYMK

IYMK «HHOKOMMYHUKALNOHHbIE CUCTEMBI 1
ceTuy,
https://edu.vsu.ru/course/view.php?id=2215



n/n

7

HanmeHoBaHune
pasfena
JNCLUMMNANHBI

YpoBeHb
yrnpaBfieHus
KaHaJsiom obMeHa
JaHHbIMU.

TexHonorum
JIOKaJIbHbIX,
6ecnpoBoHbIX,
CMYTHWKOBbIX
ceTen.

NGN-ceTn.

MapwpyTnsauymsa.

TexHonorun WAN.

ConepxxaHue pasgena
ONCUNNANHBI

Lmndposoe n nornyeckoe
KoaunposaHue. ObHapy>xeHwue u
ncnpasneHne owmnbok.
YnpaBsieHne KaHaaom,
pa3nyHble MOAXObI.
ACVHXPOHHOE N CUHXPOHHOE
opmaTuposaHune. ARQ-MeTobl.
CTaTu4yeckoe v AVHaMUYeckoe
pacnpeneneHns pecypcos
KaHana. JlabopaTopHble TeMbI:
MOLennpoBaHue
NpPOn3BOAUTENIBHOCTH
MPOTOKOJI0B YNpaBJiIeHNS
KaHa/oM.

JlokanbHble CeTW, CTaHAAPTHI
IEEE802.x. MeToabl
KoMMyTauun. PacyeTsl Ethernet
ceTen. becnpoBogHble ceTw.
CnyTHUKOBbLIE CETW.
JNlabopaTopHkle TeMbI: pacyeT
ceTen Ethernet, Fast Ethernet.

MynbTuUMeama n KOMMbOTEPHbIE
ceTun, QoS.

MapLwpyTmsaumnsa B ceTax
nepefayn AaHHbIX. YnpasieHue
NoTOKaMn faHHbIX. MexceTesoe
B3aumopgencTaue. IP.
JNlabopaTopHble TeMbl:
agpecauns B TCP/IP ceTax:
BbIYNC/IEHUS aApPeCcoB NoACEeTEN,
MaCoK NnoaceTen, aapecos
LLUMPOKOBELLAHNS.

CeTun C KOMMyTaUMel NakeToB.
ISDN, undposble ceTtun ¢

NHTErpasibHbIM O6Cﬂy)KI/IBaHI/IeM.

Frame Relay. SDH. ATM.

Peanusaunsa pasgena AMCUUMINHBI C MOMOLLbIO
OHJlanH-Kypca, IYMK

IYMK «HHOKOMMYHUKALNOHHbIE CUCTEMBI 1
ceTuy,
https://edu.vsu.ru/course/view.php?id=2215

IYMK «/NHPOKOMMYHNKALMOHHbIE CUCTEMbI U
ceTu»,
https://edu.vsu.ru/course/view.php?id=2215

SYMK «/IHPOKOMMYHMNKALMNOHHbIE CUCTEMbI U
ceTun»,
https://edu.vsu.ru/course/view.php?id=2215

9YMK «NHHOKOMMYHUKALNOHHbIE CUCTEMBI 1
ceTu»,
https://edu.vsu.ru/course/view.php?id=2215

SYMK «/IHPOKOMMYHMNKALMNOHHbIE CUCTEMbI U
ceTun»,
https://edu.vsu.ru/course/view.php?id=2215



n/n

10

HanmeHoBaHune
pasfena
JNCLUMMNANHBI

MexnyHapoaHble 1
pervoHasnbHble CeTu
obuiero
Ha3HavyeHus.
Internet.

KoprnopaTuBHble
CeTU N CUCTEMBI.
NHdopmaLmoHHas
6e3onacHoOCTb
ceTen.

[MpoekTMpoBaHue
NHMOPMALIMOHHbIX
ceTen.

dursnyeckun
YPOBEHb
NHHDOPMALMOHHbIX
ceTen. (nab.)

dusnyecknin
YPOBEHb
NHMOPMaLMOHHbIX
ceTen. (nab.)

ConepxxaHue pasgena
ONCUNNANHBI

VHTepHeT: NoCTaBLLMKK YCIyT.
OTBETCTBEHHbIE OpraHn3aLnm
NHTepHeT. MHpacTpyKTypHbIe
cnyx6ebl IP-ceTein.
ObopynoBaHMe 1 TEXHOMOr UK
COBpeMeHHbIX IP-ceTen. IPv6.
JlabopaTopHble TeMbI:
MapLUpyTU3aumns B MHTPaHeT
ceTsX, KOH(pUrypuposaHue
KOHEYHbIX Y3/10B U
MapLpyTmnsaTopos. DHCP:
KOH(UrypmpoBaHve Ha CTOpPoHe
cepBepa ¥ KOHeYHbIX y3J10B.
MapwpyTtusauunsa B IHTepHeT.
OnpepeneHne MarmcTpasbHbIX
MapwpyToB B IHTepHeT. DNS:
KOH(UrypmpoBaHve Ha CTOpPoHe
cepBepa 1 KOHEYHbIX Y3/10B.
PerncTtpaTopbl 1 OTBETCTBEHHbIE
opraHmsauunm MHTepHeT.
TyHHENn ons CoCcyLlecTBOBaHMUS
IPv6 1 IPv4 ceTen.

Intranet-cetun. OcobeHHOCTM
nocTpoeHusa intranet-cetei.
be3onacHOCTb ceTen nepegayn
OaHHbIX. VPN. CeTeBble 3KpaHbl.
IPsec. JlabopaTopHble TeMbI:
KoprnopaTueBHasa ceTb BIY.
WccnepnosaHue,
LOKYMEHTUNPOBAHNE.

MeTof010rnsi NPOEKTUPOBAHNSA
NH(OKOMMYHUKALNOHHbIX
cucTem n cetein. Mepapxmyeckas
momenb CISCO. LWabnoHsbl
NMPOEKTUPOBaAHNS.

PacyeT 6104)KeTa MOLLHOCTU U
OCHOBHbIX XapaKTepuCcTuK
KOMMYHUWKALVMOHHOWN CUCTEMBI

MN3yyveHne CKK. OnpegeneHune
BEPOSATHOCTY BUTOBOW OLLUNOKM
KaK (PYHKLUN OTHOLLEHNS
CUTHAN-LWyM ON8 pa3anyHbIX
BMA0B MOOYNSALMM

Peanusaunsa pasgena AMCUUMINHBI C MOMOLLbIO
OHJlanH-Kypca, IYMK

IYMK «HHOKOMMYHUKALNOHHbIE CUCTEMBI 1
ceTuy,
https://edu.vsu.ru/course/view.php?id=2215

IYMK «/NHHhOKOMMYHUKALNOHHbIE CUCTEMBI 1
ceTu,
https://edu.vsu.ru/course/view.php?id=2215

IYMK «NHHhOKOMMYHUKALNOHHbIE CUCTEMbI 1
ceTu»,
https://edu.vsu.ru/course/view.php?id=2215

SYMK «/IHPOKOMMYHMNKALMNOHHbIE CUCTEMbI U
ceTu»,
https://edu.vsu.ru/course/view.php?id=2215

IYMK «NHHhOKOMMYHUKALNOHHbIE CUCTEMBI 1
ceTu»,
https://edu.vsu.ru/course/view.php?id=2215



n/n

10

HanmeHoBaHune
pasfena
JNCLUMMNANHBI

TexHonorumm
JIOKA/bHBbIX,
6ecnpoBOaHbIX,
CMYTHWNKOBbIX
ceTen. (nab.)

MapwpyTnsauymsa.
(nab.)

Me)xayHapoAaHble u
pPervoHanbHbIE CETU
obuiero
Ha3HayeHus.
Internet. (nab.)

MexayHapognHble u
PEernoHasbHble CETU
obuiero
Ha3Ha4YeHus.
Internet. (nab.)

MexayHapognHble u
pervioHanbHble ceTu
obuiero
Ha3Ha4yeHus.
Internet. (nab.)

KopropaTuBHble
ceTn N CUCTEMBI.
VHthopMaLMoHHas
6e3onacHOCTb
cetei. (nab.)

[poekTuposaHue
NH(OPMaLMOHHbIX
ceTen. (nab.)

ConepxxaHue pasgena
ONCUNNANHBI

KoHguryprpoBaHue
NHpacTpykTypHOM WiFi-ceTw,
AAA-cepBepa

MnaHnpoBaHWe afpecHOro
npocTpaHcTBa IPv4-ceTen n
co3faHue ceTu

KoHguryprposaHue
NHDPACTPYKTYPHbIX CNyXx6 |P-
cetn: DHCP n DNS.

MocTpoeHmne, NpoBepKa
paboToCNOCOBHOCTM 1 MOUCK
HeuncnpaBHocTen B IPv4/IPv6
ceTsx (DualStack)

MocTtpoeHune IPv6-over-IPv4, GRE
TYHHEnen.

L2 ya3BMMOCTU UHTPAHET CeTel.
APR.

AHanun3s IP-CBA3HOCTU ”
NMOCTPOEHME Ha 3TON ocHoBe |P-
KapTbl ceTu.

13.2. Tembl (pazpensbl) AUCLUNIUHBI U BUAbI 3aHATUN

No
n/n

HanmeHoBaHue
TeMsbl (pa3aena)

OCHOBHbIe
onpeLeneHus,
Knaccuukaumm,
mMonenu.

JlekumoHHble  TlpaKTuyeckune
3aHATUA 3aHATUA
2

Peanusaunsa pasgena AMCUUMINHBI C MOMOLLbIO
OHJlanH-Kypca, IYMK

IYMK «HHOKOMMYHUKALNOHHbIE CUCTEMBI 1
ceTuy,
https://edu.vsu.ru/course/view.php?id=2215

IYMK «NHHOKOMMYHUKALNOHHbIE CUCTEMBI 1
ceTu»,
https://edu.vsu.ru/course/view.php?id=2215

IYMK «/NHPOKOMMYHUKALMOHHbIE CUCTEMbI U
ceTu»,
https://edu.vsu.ru/course/view.php?id=2215

SYMK «/IHPOKOMMYHUKALNOHHbIE CUCTEMbI U
ceTu»,
https://edu.vsu.ru/course/view.php?id=2215

SYMK «/IHPOKOMMYHUKALMOHHbIE CUCTEMbI U
ceTun»,
https://edu.vsu.ru/course/view.php?id=2215

SYMK «/IHPOKOMMYHMNKALMNOHHbIE CUCTEMbI U
ceTun»,
https://edu.vsu.ru/course/view.php?id=2215

SYMK «/IHPOKOMMYHMNKALMNOHHbIE CUCTEMBI U
ceTun»,
https://edu.vsu.ru/course/view.php?id=2215

NabopaTtopHble CamocTosTenbHas Bcero
3aHATUSA paboTa
1 3



No  HaumeHoBaHwue JlekunoHHble  TpakTuyeckne JlabopaTopHble CamocTosATeNnbHas Bcero
n/n  Tembl (pasgena) 3aHATUS 3aHATUSA 3aHATUS paboTa

2 dur3nyecknn 2 2 4 8
YPOBEHb
NHDOPMALIMOHHBIX
ceTen.

3 YpoBeHb 2 1 4 7
yrnpaBneHns
KaHanoMm obmeHa
OaHHbIMU,

4 TexHonoruu 2 1 3 6
JIOKaJIbHBbIX,
6ecnpoBoaHbIX,
CMYTHUKOBbIX
ceTen.

5 NGN-ceTn. 2 1 4 7
6 MapwpyTtusauma. 2 2 8 12
7 TexHonorum WAN., 2 1 2 5

8 MexnyHapoOHble 2 2 10 14
N pernoHasbHble
ceTtun obuiero
Ha3Ha4YeHuns
Internet.

9 KopriopaTusHble 2 1 2 5
CeTn N CUCTEeMbI.
VHdopMaLIMOHHas
6e3onacHoCTb
ceTen.

10  TlpoekTupoBaHue 2 1 2 5
NHPOPMALIMOHHbIX
ceTen.

20 0 12 40 72

14. MeToamnyeckue yKasaHusa ana oby4aloLwmxcs no 0CBOEHMIO AUCLUNJINHBI

OvcunnnuHa TpebyeT paboTbl C hanaMu-Npe3eHTaUnsAMN NeKUNA N COOTBETCTBYIOLWMUMU FlaBaMu
PEKOMEH0BAHHOM OCHOBHOM NNTepaTypbl, a TakxXe, 0653aTeNbHOro BbIMONHEHUSA BCeX NabopaTopHbIX
3a[aHUN B KOMMbIOTEPHOM KJlacce. CaMoCTOsITENbHAA MOATOTOBKA K NabopaTOPHbLIM 3aHATUAM He
TpebyeTcs, T.K. HeobxoanMble peKoMeHaunMy Ja0TCA B ayAMTOpPUK, rae BbiNoNHATCA NabopaTopHble
paboThl.

CamocToATEeNbHas pa60Ta NMPOBOAUTCHA B KOMMbOTEPHbIX Knaccax ®KH ¢ ncrnosib3oBaHneM MeTogn4eCcKnx



MaTepuanoB pPacrnosioKeHHbIX Ha y4ebHo-meToanyeckom cepsepe ®KH "\\fs.cs.vsu.ru\Library” n Ha
cepsepe Moodle BI'Y moodle.vsu.ru v BbiNoJIHEHMEM 3a4a4 KOH(UIYpUpoBaHUs BupTyannsmposaHHon UC.
Bo Bpemsi camocToaTenbHOW paboTbl CTYAEHTbl WCMOMb3YIOT 3/1EeKTPOHHO-6MBNNOTEYHbIE CUCTEMBI,
LOCTYrMHble Ha nopTane 3oHanbHoW bubanotekn BIY no agpecy www.lib.vsu.ru. YacTb 3afaHuin MoXeT
OblTb BbIMOJIHEHA BHE ayAUTOPUA Ha LOMAlUHEM KOMMbOTEpe, Nocsie KONMpPoBaHUA METOAMNYECKUX
yKa3aHun n Heobxogmmoro MO ¢ y4ebHo-MeToANYeCKOro cepeepa PKH.

15. Nepe4yeHb OCHOBHOMW M OONOJIHUTENILHOW INTEpaTypbl, PEeCypPCcoB UHTEPHET, HeobXoaMMbIX
A OCBOEHUS AUCLUNJINHDI

Ne NCcToYHUK

n/n

1 MyroskuH, A.B. CeTn nepepayqv AaHHbIX : yyebHoe nocobue / A.B. [TyroBKuH ; TOMCKui
[ocynapCTBEHHbIV YHUBEPCUTET CUCTEM yrpaBeHUs 1 Paanod1eKTpoHuku (TYCYP). - ToMcK :
®aKynbTeT ANCTaHUMOHHOro oby4yeHnsa TYCYPa, 2015. - 138 c. : cxem. ,un., Taba. —
YHuBepcuTeTcKas bnbanoteka oHIauH | 31EKTPOHHO-bMbanoTeyHas cnctema. — Pexxum
aoctyna : https://biblioclub.ru/index.php?page=book&id=480793

2 lonueHko, 0.6, BeldncanTesibHble CUCTEMbI, CETU M TEIEKOMMYHMKaLuy : y4ebHoe nocobue /

10.5. MpuueHko ; TOMCKuY FoCcyBapCTBEHHbIVI YHUBEPCUTET CUCTEM YIPaB/IeHUS U
paanosneKTpoHunku (TYCYP), ®akyabTeT ANCTaHUMOHHOro oby4yeHuns. - Tomck : TYCYP, 2015. -
134 c. : cxem., Tabn., un. — YHusepcuteTckas bubanoTeka oOHAaviH : 31€EKTPOHHO-6MbinoTeYHas
cnctema. — Pexium goctyna : https://biblioclub.ru/index.php?page=book&id=480639

6) nonosHMTeNbHaAs AuTepaTypa:

Ne n/m NCTOYHUK

1 Onngpep B.I'. KomnibroTepHble ceTu. [puHUNMbLI, TEXHO0r K, NPOTOKObI / B.I. Onngep, H.A.
Onunepep. - 4-e nza. - CaHkT-MeTepbypr : Mutep, 2010. - 943 c.

B) MH(HOPMALIMOHHbIE 371eKTPOHHO-06pa3oBaTesIbHbIE PECYPChI:

Ne n/m NCTOYHUK

1 BbubnnoTeka BIY, http://www.lib.vsu.ru
2 Cepsep y4ebHo-MeToanYeckux matepuanos ®KH, \\fs.cs.vsu.ru\Library
3 IYMK «NHPOKOMMYHUKALMOHHbIE CUCTEMbBI N CETU»,

https://edu.vsu.ru/course/view.php?id=2215

16. NepeuyeHb yuebHO-MeTOAMYECKOro obecnevyeHns gnsa camocToaTesbHON paboTbi

Ne n/m WCTOYHUK
1 CepBep y4ebHo-MeToanYeckux matepuanos ®KH, \\fs.cs.vsu.ru\Library

2 IYMK «NHPOKOMMYHUKALMOHHbIE CUCTEMbBI U CETU,
https://edu.vsu.ru/course/view.php?id=2215



17. ObpasoBaTenbHble TEXHONOIMU, UCNOJIb3yeMble NPU peannsauumn y4ebHOW AUCLUNINHDI,
BKJIlOYasA OUCTAHUMOHHbIe oOpa3oBaTenbHble TexHonoruun (AOT), anekTpoHHoe obyuyeHue (30),
CMellaHHoe obyyeHue):

1. TexHonorun supTyanmsauum Oracle/Sun Virtual Box

INeKTPOHHO-bnbnoTevHas cuctema «YHmBepcutetTckas bubnmoteka online», http://biblioclub.ru
Obpa3oBaTenbHbI nopTas Moodle (cepsep Moodle BI'Y)

CepBepHble 1 kKaneHTckne OC Microsoft.

OnepaumnoHHasa cuctema GNU/Linux (amnctpmbytne CentOS).

MO MATLAB.

o v e WwN

18. MaTepuanbHo-TexHU4YecKoe obecneyeHne QUCLUNIIUHDI:
1. JleKunoHHaa ayamTopmus, OCHallleHHas BULEONPOEKTOPOM.

2. KoMNblOTEpHbIN Knacc Ana nposefeHns nabopaTopHbIX 3aHATWUNA, OCHALLEHHbI NPOrpaMMHbIM
obecneyeHnem VirtualBox, VirtualPC, MATLAB. O6bem onepaTuBHON NaMaTu Ha paboyee MeCTo He MeHee
4T'b.

3. NNabopaTopus ceTen n cucTem nepenadn nHGopMauun.
19. OueHoYHbIEe CpeacTBa ANA NPOBEAEHUA TeKyLL el U NPOMEXYTOYHON aTTecTauumn

MopsAoK OLEHKN 0CBOEHNS 00yYaoLWMMNCS y4ebHOro MaTepurana onpeaensieTcs CoaepXXaHmem
cnefyowWwmnx pasienos ANCUMMINHGI:

Ne Pa3zpgensl Kog komneTeHuun Kogn uHamkatopa OueHo4YHble cpencTBa AN

n/n OVNCUNMNHBI TeKyLlen aTrTecTaunm
(Mopynn)

1 1-2 MK-1 MK-1.1 KoHTponbHasa paboTa 1

2 4-10 MK-1 MK-1.2 KoHTponbHble paboTsl 2,3

JNlabopaTopHble 3agaHna Ne3-9

3 2-3 MK-1 MK-1.3 KoHTponbHasa paboTa 1
JNlabopaTopHble 3agaHna Nel,2

MpomexyTo4yHas aTTecTaumns
®opMa KOHTPOJIA - 3a4eT C oLeHKon, KoHTposibHaa paboTa
OLeHOYHbIe cpeacTBa A5 MPOMEXYTOYHOW aTTecTalmm

MucbMeHHas KOHTposibHas paboTa. Bo3MOXXHO NosyyeHne OLEeHKU Mo pe3ybTaTaM TEKYLMX aTTecTauuii,
COrJIaCHO MOJIOXKEHW0 0 6aIbHO-PENTUHIOBON CUCTEME 06YYEHNS N OLLEHKMN YCNeBaeMoCTH CTYE€HTOB.

20 Tunosble OLEHOYHbIe cpenctea M MeTogudeckue MaTepuanbl, onpeaensoliue npouenypbl
OLeéHUBaHuA

20.1 TeKyLiMA KOHTPOJIb yCNeBaeMoCTH

MepevyeHb nabopaToOpHbLIX 3a4aHUNA

1 PacyeT b0a>KeTa MOLHOCTM U OCHOBHbIX XapPaKTepPnCTmK
KOMMyHVIKaLI,I/IOHHOVI CNCTEMBI



2 | N3yyeHne CKK. OnpegeneHune BepoaTHOCTN BMTOBON OWNOKHN
KaK (hyHKLUN OTHOLLIEHUS CUTHaN-LUyM 015 Pa3fvyHbIX BULOB
Mooy AaLmMm

3 KoHpurypuposaHue nHgppactpykTypHon WiFi-cetu, AAA-
cepsepa

4 MnaHMpoBaHMe afipeCHOro NPoCTpaHCTBa IPv4-ceTen un
co3JaHune cetu

5 KoHurypmpoBaHume NHGOPacTpyKTYpHbIX Cyxb IP-ceTu:
DHCP un DNS.

6 | MocTpoeHune, npoBepka paboTocnocobHOCTH 1 MOUCK
HeucrnpaBHocTen B IPv4/IPv6 ceTsx (DualStack)

7 | NocTtpoeHune IPv6e-over-IPv4, GRE TyHHenen.

8 | AHanmn3 IP-CBA3HOCTU M NOCTPOEHME Ha 3TON OCHOBe IP-KapThl
ceTu

9 L2 ya3BMMOCTW NHTpaHET ceTei. APR

MepeyeHb 3a4aHU ANA KOHTPOAbHbLIX paboT

No Bonpockl KOHTPOIbHON paboThl 1

1 YTO Takoe INHNS CBA3KN, YeM OTINYaeTCs OT KaHasa nepefayv AaHHbIX? MNepeyncanTte n jante onpeneneHns
XapaKTepUCTMKaM JIMHUIA CBS3U, YKaXXMTe Cnocobbl X npeacTaBaeHns/eauHnLLbI n3mepeHui. MNprueegnte
npuMepsbl MtobbIX N3BECTHLIX BaM 3Ha4YeHW XxapakTepucTuk (Lns nobon cpenbl).

2 MepeyncnuTe TUNOBbIE TOMOAOIUY CETEN. B 4em 0TAnYme TONoNOrMi WnHa (MK LWNHa B TOYKE) 1 3Be3[a.

3 0ns 4ero ncnonb3yeTcs MoAynALUMS, MOXHO 1 6e3 Hee 060NTUCL NpU NepefaYe AaHHbIX, B KAKOM Cily4Yae
(0bbsicHMTE Moyvemy)? B yem npuHLMUnmanbHble oTanydns QAM n PSK Moaynsiumi, Kakue TexHu4eckme
npo6aemMbl MOXXET BbI3BaTb 3TO OTANYME?

4 YTO MMeIT B BUAY, KOr4a roBOpAT, 4TO KOMMYHMKALMOHHaa cCUCTeMa OrpaHM4yeHa no mowHocTn? A no
nonoce? Kak 3Tu orpaHuyeHnsa onpenennts? B nepsoit nabopaTopHol 3ajaye, cnekTpaabHas
a¢pdekTnBHOCTL BPSK nonaranack pasHon 0,5. MoXXeT M CNOXKNUTLCA CUTYyaLmnsa B JaHHOW 3afadve, npu
KOTOpPOW crnekTpasibHasa 3pHeKTUBHOCTb NaeabHON CUCTEMbI COOTBETCTBYIOLLEN YC/IOBUSAM 3afaqm, byneT
MeHbLue 0,57 ECnm 3T0 BO3MOXKHO, TO NPU KakMX YCNOBUAX 3aa4n?

5 YTO Takoe MHOroypoBHEBbIE MOLENN CETU, LJIA Yero OHWM HYXXHbI? [puBeLnTe npuMepsl MoLenein. Hasosute
YPOBHYU 1 ONULLINTE 334341 KaXKA0ro ypoBHS.

6 b.

7 YTO Takoe MynbTUMNJIEKCUPOBAHME N AEeMYNbTUMNIIEKCUPOBAHME NaKeToB (B CTeKe NPOTOKOJIOB), Kak

onpenensieTcs NyTb NakeTa B CTeke (MOXKHO MOKa3aTh Ha NpumMepe HTTP-Bebcepsuca)?




Y10 Takoe KOMMAEKCHOoe NpeacTaBeHne MOAyIMPOBaHHOIO CUrHana. YTo Takoe co3sesane (B T.4.
npumepsbl)? NMoYeMy NCKaXKeHHbIE LLYMOM COCTOSHUS CUrHana B 3allyMJIEHHbIX CO3BE3ANAX COCPEAO0TOYEHbI-
BMMCaHbl B OKPYXKHOCTb, @ He, HarnpuMmep, B 0Ban Uan Apyryto dpurypy? Eciv 31o apdekT onpefeneHHbIx
YCJIOBUIA 3KCMEPUMEHTA, TO KaKMX UMeHHO? MoryT i BbITb «<HECUMMETPUYHbIE» UCKAXKEHUS U B KaKMX
cnyyaax? MoyeMy peanbHO NCMOJb3yEMble CUTHAJIbHbIE CO3BE3ANSA 00bIYHO CUMMETPUYHBI?

9 YT0 Takoe CaMOCMHXPOHM3MPYOLWNACS undposoin kKoa? MNpueeanTte npumep

10 HanuwunTe 0CHOBHbIE 3aBMCUMOCTM MeXAY KPaTHOCTbIO 06HapyXnBaeMbIX OLWMOOK, NCnpaBseMbiX owWnboK 1
KOLOBbIM PacCTOSHNEM KoAa. MpuBennTe NpuMepbl UCMpaBAeHUs 1 0B6HapyXeHUs OLWNBOoK.

11 YT1o Takoe I/Q mooynsTop 1 kKakum obpa3om oH paboTaeT? YTo HY>XHO A5 TOro, 4Tobbl peannsoBaTb €ro
nporpaMmmHoO?

12 OnuwnTe yCTPONCTBO 1 OCHOBHbIE XapaKTepPUCTMKIN ONTOBOJIOKOHHOrO Kabens. Kakme 6bIBatoT THMbl 3TOro
kabens, B 4eM ux oTanyme 1 o61acTu npuMeHeHns. Kakue eLle CyLwecTBYOT Cpefbl nepeaaydu,
MCMONb3YoLMe ONTUYECKUIA Anana3oH?

13 YTo Takoe WHKancynsuna nakeTos, NMpMBEAMTE ee NpuMepbl. YTO Takoe 1 Kak NCNOoJSIb3yeTCsa «3arooBOK»
nakeTa, OT 4ero 3aBUCUT % Cny>xebHoW MH(OPMaLMK B NaKeTe, B KaKUX Cllydasax 3TOT % yMeHbLUaeTCs,
yBennymsas 3. CKOpocTb?

14 Kakue cyecTBy0T CNocobbl NoOAy4YeHNs 3aBUCUMOCTY OTHOCUTENIbHOW OWMOKU OT OTHOLLIEHNS C/LW
(BoLONAZHON KPMBOWM) ANA 3a4aHHOI0 BMAA MOAYALNN? OXapaKTepusynTe «+» 1 «-» 1 0COBEHHOCTU 3TUX
cnocobos.

15 B yem npges OFDM, DMT - MooynsauMiA, C Kakon Lesiblo Ha CTOPOHe MoAynsTopa BbiNoaHAeTCa obpaTHoe BMNd?

16 MpumMepoM Kakoro afnieMeHTa CTPYKTYPbl CETU nepefayn faHHblx sendetca mogem: OO nnn AKL?
ObbscHMTe novemy. O6bacHUTe (6e3 pncyHkos) posan OO n AKL.

17 Mepeyncnute ypoBHM OSI. ONULIMTE Ha3Ha4YeHne KaXKLoro ypoBHs. YTo Takoe NpoToOKO1 npueepnTe
npuMepbl MPOTOKOJI0B, ONULINTE UX paboTy B paMkax MHOrOYpPOBHEBOW MoAenun?

18 YT1o Takoe cbopka 1 pa3bopka MakeToB, A1 YEr0 1 B KaKUX Clydasx npomssoautcs? Yto Takoe MTU?

19 Bosnblie nanm MeHbLle LOMKHO BbITh PACCTOSHME XIMMUHIA MEXAY BEPHbIMU KOLOBLIMU C/I0BaMK, YEM OHO
MOXET MOJIYy4YNTbCA B pe3ysbTaTe owmnbok. O6bACHUTE NoYeMy 1 NPUBEANTE MPUMEPDI.

20 MepeyncnuTe NCMNosiblyeMble B CETAX Cpefbl nepeaayn. Mepeyncnnte 0CHOBHbIE XapaKTepPUCTUKU Cpes,
YKaXUTe KaK BAVAIOT 3TU XapaKTEPUCTUKN Ha XapaKTepUCTUKM CUCTEM Nepeaadn AaHHbIX, OCHOBaHHbIE Ha
3Tux cpepax. Kakune TpeboBaHus NpeabaBafOT K cpefe AYyrnieKCHble CUCTeMbl Nepefayn JaHHbIX? B yem
oTAnymne oT TpeboBaHWUA NONYAYNNEKCHbIX?

21 Kak knaccnuumnpyoTca cetu no Mmacwtaby? (mepeyncnnte npusHakm U NpuMepHble Anana3oHbl 3HaYeHUN
LNs ceTen pa3Hbli MacluTaboB. BeigenuTe Hanbonee HafleXXHble KnacCUMUKaLMOHHbIE MPU3HAKU.

22 YT0 Takoe ¥ Kak UCrosib3yeTcs NopoXKAatoLMA NOANHOM 1 YTO Takoe CTaHAAPTHbIV NOPOXAAOLLNIA NOJINHOM
B CRC?

23 YTO Takoe CTeK MPOTOKOJIOB, YeM OT/INYAETCA OT MHOroypoBHeBoW Mogenn? Yto Takoe GOSIP, gnsa vero u
KeM 00bI4HO (MpuMep) NCnonb3yTca?

24 YTo Takoe cnekTpasbHas 3PMEKTUBHOCTb, €ANHULbI €€ U3MepPeHUs, cnocob BblYncieHna? Mpuesennte
npyvMep BbIYUCAEHNS AN KaKON-Nnbo NMHUM CBA3M (Hanpumep, BUTON napbl U T.M.) C 3aA4aHHbIMK Bamu
(MO>XXHO NPON3BOJILHO) XapaKTepUCTUKaMU.

Ne Bonpocbl KOHTPOIbHON paboThbl 2




1 Ecnn no kaknM-nnbo npnyinHam He paboTaeT npoTokon ARP (Hanpumep, GapBos, HEMCNPABHOCTL), CMOXXET
v y3en nepefaTb IP-makeT 1 Npu Kaknx ycnoBuax?

2 YT0 Takoe Tabnmua komMmyTaTopa? MpueeauTe npuMep Tabauupbl 1 3aN0JHNTE Napy CTPOK. YTO Mpon3ongerT,
ecnn Tabnumua nycta (KOMMyTaTOp TOMIbLKO YTO BKJIOYEH)? Kakum 06pa3omM NponcxXoauT 3amnosiHeHNE 3TON
Tabnuuybl?

3 MpoTokon DHCP: nocnefoBaTeslbHOCTb AENCTBUIA KNIMEHTa 1 cepsepa. Koraa KMeHT NoBTOPHO 3anpocuT
noaTeepXAeHve apeHabl? Korga, npu HenoATBEPXXAEHUN apeHabl niv HegocTynHocTn DHCP-cepeepa,
KJIMEHT JO/MKEH 0CBOBOAMTL NONyYeHHbIN aapec? NpenuMyLLecTsa 1 BO3IMOXHbIe Npobaemsl npu
ncrnons3osaHun DHCP.

4 YTo Takoe aBTOHOMHbIE cuCcTeMbl ceT Internet? ina yero notTpeboBanoch Nx co3pgaHne? Kak BbINMOIHAETCS
MapLupyTu3auma B rnobansHon cetu Internet, kakme TpeboBaHua 06bIYHO NPELbABAAOT K @BTOHOMHbIM
cuctemam? Yto Takoe IGP n EGP (npvBeanTe npuMepbl ANna Ka)xgoro)? [Ona 4ero Hy>XHbl AS, B 4eM Leslb UX
co3faHuns?

5 MycTb IP-agpec HEKOTOPOro y3na noaceTn paseH IP, a 3Ha4eHne Mackmn 4 aTon nogcetn MASK (3anvwem
LaHHble B Buae IP/MASK). 3anuwute agpec B CIDR-Buge. Onpenennte CETEBON U LUNPOKOBELLATEbHbIN
agpeca ona 370ro y3na. Kakoe MakCMMasibHOe Y/UC0 y3/10B MOXeT BbITh B 3TOW noaceTn? [aHHble 3ajayu:
172.16.141.1/255.254.0.0

6 Kak 1 novyemy U3MeHsI0TCA CKOPOCTU nepefayn LaHHbIX MeXAy y3JlaMu nocsie cerMeHTaLmm ceTu C MoMoLLbIo
KOMMYTaTOpPOB? Kakoe [0MoJIHUTEesIbHOe MPerMyLL,eCTBO BO3HUKAET, KOr4a CerMeHT cocTouT 13 1
KomnbtoTepa (1 nopT KoMMyTaTopa - 1 NOAKAYEHNE K KOMMbOTEpPY)?

7 Kak paclumpoBbiBaeTCs 1 4TO 0603Ha4YaeT KaXXAbll 3NeMEHT CMrHanbHoro ctaHgapta Ethernet (Hanpumep,
10Base-2)? MNprBeanTe NpuMepbl CUrHaNbHbIX CTaHAAPTOB U paclungpynTe ux. Yem otanyaeTcs
nepekpecTHbIN (Cross-over) oT napannensHoro (straight-through) kabenn Ha ocHoBe BMTOW Mapbl? Kakune
cpenbl nogaepxunsaeT Ethernet?

8 Kakue cyLecTBYIOT KJlacChl IP-ceTen, Mo KakoMy MPUHLMMY BbINOJIHAETCA pa3fesieHne afpecHoro
npocTpaHcTBa IP Ha kKnacchl? Kakyto Lienb npecinenoBann pa3paboTymky «K1acCoBOro» noaxoaa v Kakme
npobnembl BO3HUKAM nocne Beoda CIDR?

9 YTo Takoe AOMEH KOJIU3MI U MoYeMy XeNaTesIbHO COoKpallaTb KOAMYECTBO Y3/10B B HEM? YTO Takoe No3aHune
konnu3un (late collisions) n Kak NpefOTBPaTUTbL UX BO3HNKHOBEHUE? YTO Takoe BpoaakacT-ooMeH?

10 [laHHble 3a8a4m (CM. NOCTaHOBKY 3afayn B Bonpoce N6): 12.161.131.13/255.255.224.0

11 YT10 3anucaHo B Tabavue mappyTtumsaumm (IP-tabnuue)? ECnm eCcTb HECKOIbKO 3anucen 06 04HOM 1 TOM Xe
Ha3HaYeHUU, Mo KaKoMy NPUHLUUMY BbIBUPAETCS Ta 3anMucb, Ha OCHOBE KOTOPOM ByeT AOCTaBNATLCS NakeT?
Mpumep.

12 Mo Kak1MM ABYM NMpPUYMHAM OrpaHUYMBAOT LJIMHY cerMeHToB ceTel Ethernet? Kakue ectb cnocobbl
«YBJMHUTB» CeTb?

13 OnuwmnTe Kak peannsoBaHa CUCTEMA LOMEHHbIX MMeH Internet (DNS). Mpuseaute npumep DNS-3anpoca
(monyyeHns us cuctemol DNS nHgopmaumm o6 IP-agpece xocTa ¢ umeHeM www.cs.yale.edu). Yem oTanyaoTcs
NTEepaTUBHbLIN U PeKYPCUBHLIN Tunbl DNS-3anpocos?

14 MoyeMy 3agep)xka cermeHTa Fast Ethernet He gosiHbI NpeBbiwaTh 512bt? Kak nony4nnoch 370 4ncno?

15 JaHHble 3aa4m (CM. NOCTaHOBKY 3afayu B Bonpoce N6): 13.11.128.125/255.255.255.128

16 Kakas cyliecTByeT asbTepHaTuBa ncnoab3osaHuio DHCP (kpome py4YHOro HazHaveHns)? MoxHO nu

NprBS3aTh Y KaK KOHKPETHbIN KOMMbIOTEP K KOHKPETHOW IP-KOH(MrypaLumm npy ncnosib3osaHmm DHCP?




17 Y10 Takoe MI0CKas CeTb, Kakue y Hee CyLLeCTBYIOT orpaHuyeHna? Ha kakom 06opyAoBaHUM CTPOSATCA
nioCKune ceTu, a kKakoe obopyanoBaHue TpebyeTcs Ans nepapxmyeckux? Moyemy ceTb Ha OCHOBE
KOMMYTaTOPOB Hefb35 PacCLUMPATb HeorpaHWYeHHo, f06aBnsAg-NOAKI0YasA HOBbIE KOMMYTaTOpPbI?

18 Kakyto 4acTb (B NpoueHTax OT BCEro agpecHoro npoctpaHcTea) IPv4 cocTasnsaoT ceTu kKnacca A, B, C?
06bAcHMTe 4TO Takoe IP-nofceTun, NoYemMy OHM NOABUANCH U KaKoBO MX 0bbI4HOE nNpuMeHeHune. Kak
onpeaennTb K KaKOMY KnacCy OTHOCUTCA KOHKPETHbIN IP-agpec? Kak nony4Ynance Amana3oHbl 3Ha4YeHui IP-
afpecoB Aas Knaccos?

19 Y10 Takoe 6poaaKacT-WTOPM, ONULLINTE NOAPOOHO (MO Waram) Kak BO3HUKaeT?

20 [laHHble 3a8a4m (CM. NOCTaHOBKY 3afayn B Bonpoce N6): 192.168.1.160/255.255.255.192

21 [osmkHO v Bpema ABOMHOro obopoTa B ceTax Ethernet 6biTb 60sbLUE MM MeHbLLE BpEMEHU Nepefayn Kagpa
MVHUManbHOro pasmepa? O6bACHUTE NovyeMy. Kak 3T0 NPMMEHUMO K LyMJIEKCHbIM CeTAM, 00bACHNTE
novemy?

22 Y10 Takoe ARP-NpOTOKOJI, ANS YEro OH HY)KeH 1 Kak paboTaeT (Mo waram)? Y1o Takoe MAC-afipec u Kak ero
onpeaennTb AN4 KOMMbOTepa, 3a KOTopbiM Bbl paboTaeTte?

23 OnnwuTe (nogpobHo) paboTy ceTeBoro obopyaoBaHMA: MOBTOPUTENS, MapLLUpyTM3aTopa, MOCTa,
KOHLeHTpaTopa, KoMMyTaTopa U Ha3oBuTe ypoBHM OSI/ISO Ha KoTopbiXx OHY paboTaloT.

24 YeMm orpaHunyeHa AvHa CeTM, MOCTPOEHHON Ha KOHLEHTpaTopax U NoBTOpMUTeNsx? 3aBUCUT M 3TO OT
pexuma paboTbl MOPTOB (MOMHLIA AYNAEKC/NONyAynaeKkc)? Bo3MOXKeH Jin MOHbIN AYMNIeKC C
NCMNoJIb30BaHWEM noBTopuTenen (noyemy)?

25 [aHHble 3a8a4m (CM. NOCTaHOBKY 3afayu B Bornpoce N6): 12.17.182.160/255.255.224.0

26 Moyemy nosasmnace TexHonorma CIDR, B 4em ee cyTb? Y10 Takoe public IP n private IP agpeca? EcTb nm B IPv6
aHanoru, Ha3oBuTe ec/in ecTb?

27 YT1o Takoe metoa CSMA/CD? OnuwunTe noruky paboTsl y3na ucnonssyrowero CSMA/CD. Y7o Takoe Konansms?

28 Y10 Takoe BpeMs OBOMHOro obopoTa? Kak ero mocymTaTh? 3a4eM HY>XHO 3Ha4yeHue PDV cermMeHTa 1 Kak ero
NPUMEHNTBL?

29 YeM orpaHmnyeHa OJMHa CETM, MOCTPOEHHON TOIbKO Ha KOMMyTaTopax 6e3 Mcnonb30BaHUs NOBTOPUTENEN?
3aBUCUT NIM 3TO OT pexxmMa paboTel MopToB (Aynnekc/nonyaynnekc)? ObbACHUTE NoYemy.

30 [laHHble 3aga4m (CM. NOCTaHOBKY 3ada4yn B Bornpoce N6): 19.18.123.165/255.255.255.224

Ne Bonpocbl KOHTPOIbHOM paboThl 3

1 Kakon (Kakme) n3 TpaHcnopTHeIX npoTokonos (TCP, UDP) nonaep>xusaeT broadcast nepenayn, a kakom
(kakme) - multicast? 06bacHUTe noyemy. Moyemy HeobxoaUMbI pa3Hble TPAHCMOPTHbIE MPOTOKOJIbI, 06bACHNTE
Ha npumepe TCP, UDP.

2 Kakue 6bIBatoT BUALI @ApecoB B NpoTokose IPV6, ans Yero Kaxk bl TUN npegHasHayveH? YTo Takoe
TYHHENIMPOBAHMWE N KaK OHO CBSi3aHO C BHeapeHuneM IPv6? Onuwnte paboTty ISATAP.

3 Mepeyncnute n 06bACHUTE NOCNEA0BATENLHOCTb AEUCTBUM NpK Nepefade 1 npueme ¢ ucnonb3osaHmem CRC?

4 Kakol TpaHCMOPTHbIA MPOTOKON NHTEPHET-CETEN NMEeT MalUUHY COCTOSHUIA 1 noYeMy? B Kakux cliyqasx
NporpaMMuCT A5 CBOEro CETEBOro NpusioXxeHns BoibupaeT UDP? Kako MpOTOKOJ CI0XKHEE 1 MoYeMy
(obocHynTeE)?

5 OnuwwnTe NoApobHO Kak MMeHHO paboTalT KOMMYTaTOPbl TPETLEr0 YPOBHSA, Kak NAEHTUPULIPYeTCS

«MOCTOSAHHbIN MOTOK»?




6 Kakue 0CHOBHble NpoBarfepsbl MarnucTpanen IHTepHeT BCTpevyanncb Bam npu TpaccrpoBke 3apybexHbix
HanpaBJIEHU BO BPEMS BbINOJIHEHMM NabopaTOPHOro 3aAaHuns Ha cocTaBeHue IP-kapTbl. KTo BegeT u Kak
noJly4nMTb UHOpMauunio o BlagensLe IP-agpeca? KTo BeLEeT 1 Kak NnoJiy4nTb MHOPMaLUo 0 BlagesbLe
JomMeHa 2 ypoBHA? YTo Takoe WHOIS?

7 Y10 Takoe 1 Kak NCrosib3yeTcs NopoXKAatoLMin NOANHOM 1 YTO Takoe CTaHAAPTHbIV NOPOXAAOLLNIA NOJIMHOM
B CRC?

8 HapucynTe cxemy cTpyKTypsbl Internet ¢ Toukn 3peHuns npefocTaBneHns LOCTYNa Y MOKaXXUTe Ha Hel (cxeme)
npyvMep NUPWHIoBOIM CBA3M U NPUMEP UCMOb30BaHMA IX. YTo Takoe ToYkM obMeHa Tpadmkom B IHTepHeT,
L7151 4ero ncnonb3yTca?

9 Kakum(n) cnocobom nporpamma tracert nonyvyaeT MapLipyT A0 y3Na-Ha3HaYeHWs B BUAE CNUCKa
NPOMEXXYTOYHbIX Y310B7

10 Y10 Takoe NopoXKAatoLW M MOANHOM, ANS HYero U Kak MMeHHO OH ucnonbyeTcs? MoxeT an 6biTb ownbka B
nakeTe, KoTopsbln Npowen CRC-TecT (y koToporo CRC-nocnefoBaTefIbHOCTL NMOKa3aJsla LefoCTHOCTb nakeTa)?

11 Y10 Takoe n Kak peanunsoBaHa NAT? N4 pelleHnsa Kakux 3afay ucrnonb3yeTtcsa? Kakme CywecTByoT
OrpaHUYeHns 3TON TeXHONOrnn?

12 MoyeMy HeCaHKLMOHMPOBAHHLIE (BUPYC, TPOAH) Nepedayn AaHHbIX xocTa no TCP 3ameTHee, yem no UDP?

13 Kak opmunpyeTtcs 64-6ut interfacelD (HostlD)? YTo-Takoe EUI-647 Kak peann30BaHO ANHaMM4yeckoe
Ha3Ha4yeHne agpecos B IPV6 (onuwnTe BCe BapuaHThbl)?

14 Moyemy HecMoTps Ha TO, 4TO VLAN - TexHoM0rma 2 ypoBHS, Asa Kaxaoro VLAN 06bI4HO BbIAENAT NOACETH U
NCMOJIb3YIOT YCTPOMCTBA 3 YPOBHSA - MapLIpyTM3aTopbl?

15 OnvwunTe Ha3HavyeHne TexHoJsiornm POE n yHKLIMOHaM COOTBETCTBYIOLWEro CTaHhapTa. YTo Takoe
aBTocornacoBaHme Ethernet?

16 Ine pernctpupytoTcs IP-agpeca? Kak nonyy4nTb MHGOpMaLMio 0 NpUHaLNeXHOCTH agpeca? YTo Takoe
WHOIS?

17 HapucynTe nocnenoBaTensHOCTH COCTOAHUIA ansa TCP cepBepa n kKiMeHTa (Ha cxeme 0603HaybTe yCi0BuA
nepexofa uU3 04HOro COCTOSHUS B Apyroe). Kaknum cnocobom nepenatoTcs KOMaHAbl-yC10BMSA NEPeXoaoB 13
04HOro coctoaHua B gpyroe (Hanpumep, SYN nam ACK npu ycTaHOBAEHUN COefnHEeHNA)?

18 STP - kak paboTaeT, Kakue 3aa4m pelaeT. 3a4eM HY)KHbl U3ObITOYHOCTb B CETAX U Kakne npobnemMbl MOXeT
BbI3BaTb?

19 CTek 1 MHoroypoBHeBas Mmogesb TCP/IP. YTo Takoe nopThl? KaknuM 06pa3om BblIbMpaeTcs NyTb BHYTPU CTEKA
npoTokonoB ans IP naketa (0T ypoBHs Host-to-Network no yposHs Application)? YTo Takoe COKeT 1 KakoM
NpPOrpamMMon MOXHO MOCMOTPETb «NPoCayLIMBaemMbie» nopTsl B OC?

20 YTo Takoe 1 Kak peanmzoaHa NAT? [ns pelleHns Kakux (HECKONbKMX) 3afay ucnonblyetca? Kakne

CYLLEeCTBYIOT OrpaHUYeHns 3TON TeXHoornm? MoxHO An npu ucnonb3oaHum NAT opraHu3oBaTb LOCTYM K
Beb-cepBepy BHYTPU YaCTHOWM CETW N KaK, eC/IN BO3MOXXHO?

20.2 MpoMeXxyTouyHasa aTrecTaums

lNMepeyeHb BOMPOCOB K 3a4eTy




1. Kak hopmupyeTca 64-6ut interfacelD (HostID) B npoTokone IPv6? YTo-Takoe EUI-647 Kak
peann3oBaHO AMHAMUYECKOe Ha3HavyeHne agpecos B IPv6 (onuwnTe BCE BapuUaHThbI
Ha3Ha4vyeHWs ajpeca Ha NHTepdenc KomMneoTepa)?

2. OnNuwnTe peannsaumnto CUCTeMbl AOMEHHbIX nMeH Internet (DNS). YTo Takoe 3anuck o
pecypce RR (npusennTe npuMepbl U3BeCTHbIX Bam Tunos RR). Yem oTnnyaeTtcs
NHTEPAKTUBHbIN N PEKYPCUBHBIA 3aNpPOChl U OTBETbI? Kakune NCnosib3yoTCa NopThl 1
TPaHCMOPTHbLIE NPOTOKOJbI AN peanusaumm DNS?

3. Ins Yero ucnosb3yeTcs MOAYASAUNS, MOXHO N 6e3 Hee 060NTUCE NpK Nepefaye AaHHbIX
N B KAKOM Cjly4ae? YTo Takoe MMMYJbCHO-KOA40BasA MOAYNSAUNS (NpuBeauTe npuMepsl,
HapUCynTe BPEMEHHYIO AnarpamMmy)? MNepevyncamte 0CHOBHbIE CBOMCTBA LIMGPOBbLIX KOLOB
(MKM).

1. Yo Takoe TponHoe pykonoxkaTtue TCP-npoTokona? Kakum cnocobom nepepatoTcs
koMaHAbl/oTBeTbl SYN, ACK? Kak onpefennTb Kakne nopThl «MPOCAYLLMBAOTCA» N KaKue
npoueccol/npusioxxeHns B OC BbINOMHAIT 3TO NpocayLlmBaHue? ovyemMy KOHTPOJb
HecaHKUMoHnpoBaHHOro TCP-Tpadumka npotue, 4yem UDP-Tpadunka?

2. NepeyncnmTe 0CHOBHbIE TOMONOr MK CeTEN, ONUWNTE NX 0COBEHHOCTW. B 4eM oTanyune
TOMOJIOrMiA 3Be34a W WNHA-B-TOYKe? YTO Takoe CaMo3axUBJieHWe ABONHOM0 KOJbLa,
HapuCymnTe 1 onuwimnTe.

3. YT1o Takoe TCP n UDP nopTbl? Kakum obpa3oM 1 ans 4ero oHu ncnosab3ytoTca? Kak
BbIOUpPaeTCa NyTb CETEBLIX AaHHbIX BHYTPM CTEKa NPOTOK0M0B Ans IP nakeTa? Kakne
TpaHCMOPTHbIE MPOTOKOJIbI MOALEPXKMUBAIOT unicast, kakne multicast, a kakne broadcast
B3aumogencTene?

1. Y1o Takoe n Kak peanusosaHa NAT? [Inda pelleHna Kakux 3agad ncnonblyetca? Kakune
CYLLECTBYIOT OrpaHuYeHuns aTon TexHonornn? B yem ocobeHHocTn pabotel NAT aons TCP n UDP
Tpagnkos?

2. B 4eM npes MHOroypoBHEBbIX MOAeNen ceTH, A1 Hero OHW HYXXHbI 1 YeM OT/INYATCA OT
cTeKkoB? lMNpuBeaunTe npuMmepsl Mogesnei, pacCMOTPEHHLIX B Kypce.

3. Y710 Takoe I/Q moaynaTop u Kakum obpa3om oH paboTaeT? YTO HY>XXHO As TOro, 4Tobbl
peasn3oBaTb ero nporpaMMHO? Kakune BuIbl MOLYIALUN BO3MOXHbI C I/Q MogynaTopom?

1. MepeyncamTe 3 OCHOBHbIX d/1EMEHTA MOHATUA «MPOTOKO» N MOACHUTE - YTO UMEHHO
03HavaeT Kax bl Ha npuMepe HTTP-npoToKona.

2. Kakue bbiBatoT BUAbI agpecos B IPV6, Ans Yero Kaxabl BUA npefHa3HayveH? YTo Takoe
TYHHENNPOBaHMe 1 Kak CBSA3aHO C BHeapeHueM IPv6?

3. HapucyinTe KOHUrypaumm To4Ka-To4Ka M MHOMOTOYEYHY0 KOH(MUIypaLuo. YTo Takoe
DTE (OO[L) n DCE(AKL])? B kakoi KOHDUrypaLumum BO3HMKAET NpobieMa «MHOXXeCTBEHHOI0
L0CTyMNa» U B 4eM CyTb 3TON NpobsieMbl 1 Kak pelwaeTcs (Ha npumepe n3BecTHbIX Bam
NpoTOKOJ10B)?




1. MepeyncnmTe TPaHCMOPTHbLIE MPOTOKOJILI internet-ceTeln. Ha ocHoBe Yero nenaet Bbibop
KOHKPETHOro TpaHcnopTa NporpaMMnCT 419 CETEBOro NpuioXKeHns? Kakom TpaHCNopTHbIN
NPOTOKOJ UMEET MallUMHY COCTOSHUI U novyemy?

2. Kakne ocobeHHocTun bynyT y cermeHTa Ethernet, B KoTopom Bpems ABoWHOro obopoTta
bynet 515 6uToBLIX MHTEPBaANOB (06BACHUTE NoYeMy)? Kak 3TO MPUMEHNMO K LYMNJIEKCHbIM
ceTsaM, 06bACHUTE novyemy?

3. Kak BbIMOHAETCS MapLlupyTusaumsa B ceTu Internet? YTo Takoe aBTOHOMHbIE CUCTEMbI?
YTo Takoe 3aBUCUMbIE N HE3ABMUCUMbIE OT NPOBanLepoB apecHble NpocTpaHCcTBa IP-agpecos?

1. Y10 Takoe nepefayva wam genernposaHue 30Hbl DNS? YTo Hy>XHO caenaTthb, 4TobbI
JlenernposaThb 30HY (ONULWINTE Kaxx[aoe OencTeune)?

2. C yeM CBSI3aHO OrpaHNYeHne Ha KOJIMYeCTBO KOMMbIOTEPOB B «MJIOCKOW CeTU»? Kakune
CeTU Ha3bIBAKOT MJIOCKUMMK N NoYeMy?

3. Y10 Takoe KprBas NOMeXoyCTOMYNMBOCTY (BoAOMaaHasa KpuBas)? Kakume cylwecTBytoT
cnocobbl ee NonyyYeHnsa ons 3a4aHHOro BMAA MOAYNALNN?

1. Kak paboTaeT n ona 4ero ncnosib3yeTcs Npotokon STP? Kakune moryT 6biTb Nnpobnembl
€ro NUCrnosb30BaHusA 1 Korga 6e3 Hero He 06oNTUCL?

2. Yem oTamyatoTcs unicast, multicast n broadcasat nepenaymn B IP-ceTax. ECTb M 0TAMYMUA B
agpecax unicast n muticast nakeTos?

3. Y7o Takoe CIDR? Mpusennte npumMep 3anucu agpeca IP-cetu B CIDR-hopmaTe. 3anuwmre
B CIDR thopmaTe (npedmkcHOM hopMaTe) afpeca ceTel K KOTOPbIM NpUHaaaexar,
COOTBETCTBEHHO, X0CThl: 123.2.3.4/255.0.0.0, 11.22.33.44/255.255.0,
2.1.40.131/255.255.255.248.

1. Y7o Takoe n Kak pabotaeT DHCP? YTO HY>XHO Ans TOro, 4Tobbl NepenTm K
ncnonb3osaHuio DHCP? Kakune npobnemMbl MOXXHO pelwnTb npumeHns DHCP? Kakue
NCMNOJIb3YTCSA MOPThI Y TPAHCMOPTHbLIE NPOTOKOJbI Ans peanunsauuy DHCP?

2. Kak paboTtaeT ARP-npoTokon (ro waram)? Yto Takoe MAC-agpec 1 Kak ero onpeaenntb
L9 KOMMbtOTepa, 3a KoTopbiM Bl paboTaeTe? Moyemy ARP-NpOTOKON CHMTAETCA OYEHb
Hebe30onacHbIM, ONULWNTE CLLeHapun aTak C npuMmeHeHnem ARP.

3. Kakune nBe 0CHOBHble KoHpurypauuu WiFi-ceTu cywecTtByoT? Y10 Takoe npobnema
CKPbITbIX TEPMUHANO0B? Buabl opbUT 1 Apyrue xapakTepuCcTUKM CNYTHUKOBbLIX CUCTEM CBA3N.




