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PABOYASl NPOFPAMMA YYEBHOW AUCLUMNJINHBI
51.0.28 VHdopMaLIMOHHbIEe CETU
1. Koo u HauMeHOBaHUe HarnpaBJ/ieHUs NOAroTOBKU/CNeuuanbHOCTH:
09.03.04 MporpaMMHas UHXXeHepus
2. NMpodunb noaroToBKu/cneynanmsaLms:
NHdpopMaunoHHbIe CUCTEMbI 1 CEeTEBbIE TEXHOI0M NN
3. Kanudukauua (cteneHb) BbINyCKHUKA:
bakanaspuaTt
4. ®opma obyueHus:
OyHasn
5. Kacdepnpa, oTBeualowwasn 3a peanmsauunio AUCLUMNIINHDI:
Kaenpa MHHMOPMALNOHHBIX CUCTEM
6. CocTaBuTENU NporpamMmmbi:

Kosasnb AHapen Cepreesud, koval@cs.vsu.ru, CT.nper, paky/bTeT KOMIbIOTEPHbIX HayK, Kageapa
MHGOPMaLNOHHBIV CUCTEM

7. PekoMeHgoOBaHa:

Hay4Ho-meToau4eckmum cosetoMm ®KH, npotokon HMC Ne5 o1 10.03.2021
8. Y4yeOHbIN ron;:

2023-2024

9.llenu u 3apa4m y4eOHON AUCLUNIUHDI:

N3y4YeHne 0CHOB TEXHOJIOM NI KOMIMbIOTEPHbIX CETEN N MHHOKOMMYHUKALIMOHHBIX CUCTEM, NMpnobpeTeHne
HaBbIKOB MPOEKTUPOBAHWNS, pPeann3aumnm n yrnpasaeHns AaHHbIMY cucTeMamu. CTaBsTCs 3aaayqm
MO3HaKOMUTb CTYAEHTOB C 3Ta/lOHHbIMU MOAENSIMY YPOBHEBLIX MPOTOKOJIOB M Ha UX OCHOBE MPOBECTU
MOYPOBHEBOE PACCMOTPEHMNE I/IEMEHTOB CETEBOU MHMPACTPYKTYPbl. HaBbIKW MPOEKTUPOBAHMS,
peanu3aumnm, yrnpaBaeHus u noucka HeMCrnpaBHOCTEN CETEBOV MHMPACTPYKTYPbl CTyAEHTbI NpuobpeTanT
B XOZ€ BbIMNOJIHEHUS 1abOPaTOPHLIX 3aaHWA.

10. MecTo yuyebOHOM aucuMnAnHbI B CTPYKTYpe OOM:

BXoAHble 3HaHWA: «KAPXUTEKTYPa BbIYUCUTENbHBIX CUCTEM», «MaTeMaTNYeCKUA aHanmns», «Teopus
BEPOSTHOCTEN N MaTeMaTMYeCKast CTaTUCTUKa», «Teopust MHHOPMALIMOHHbIX NMPOLIECCOB U CUCTEM>».



11. MnaHupyemblie pe3ynbTaThl 0OyYeHUs No AUCLUNIMHE/MOAYNIO (3HAHUA, YMEHUSA, HAaBbIKK),
COOTHECEHHbIE C MNJIaHMPyeMbIMU pe3ysibTaTaMU 0CBOeHUA obpa3oBaTesibHOW NPOrpamMMbl
(koMneTeHUMAMMU BbINYCKHUKOB) U UHOUKATOPAMM UX BOCTUXKEHUS:

Kon 1 Ha3BaHWe KoMMeTeHLMm

OMNK-3 CnocobeH pewwaTb
CTaHAApPTHbIE 3a4a4K
npogeccMoHanbHOM AeATeNbHOCTM Ha
0CHOBE UHMOPMALMOHHON 1
6ubnunorpagmyeckon KyabTypbl C
NpYMeHeHneM NH(POPMaLNOHHO-
KOMMYHWKAUNOHHbIX TEXHOJIOMMIN 1 C
Yy4€TOM OCHOBHbIX TpeboBaHMI
NH(opMaLmoHHon 6e3onacHoCTH

ONK-7 CnocobeH NpuMeHATL B
NpakTU4eCcKon AeaTeslbHOCTH
OCHOBHbIE KOHLeNUUK, MPUHLMMLI,
Teopun 1 PaKTbl, CBA3AHHbIE C
NHOPMaTUKOW

OMNK-3 CnocobeH pellaThb
CTaHAapTHble 3afa4n
npogeccMoHanbHOM AeATEeNbHOCTM Ha
0CHOBE UHMOPMALMOHHON 1
6ubnunorpagmyeckon KyabTypbl C
NPUMEHEHNEM NH(OPMALIVOHHO-
KOMMYHUKALMOHHBLIX TEXHOMOTUIA 1 C
Y4€TOM OCHOBHbIX TpeboBaHMN
NHGopMaLmoHHon 6e3onacHoCTH

OMNK-3 CnocobeH pewaTb
CTaHAapPTHbIE 3a4a4K
npoecCcMoHaNbHON AeATENbHOCTUN Ha
OCHOBE NMHMOPMaLMOHHON 1
6ubanorpanyeckon KynbTypsbl C
npMMeHeHneM NH(POPMaLNOHHO-
KOMMYHWKALUNOHHbIX TEXHOJIOMMIN U C
Yy4eTOM OCHOBHbIX TpeboBaHwWi
NHMOPMaLMOHHON 6e30MacHOCTH

Ko v HasBaHWe nHamkaTopa
KOMMeTeHLUN

OMK-3.1 3HaeT NpuHUMMbl, METOAbI 1
CpencTBa peLleHns CTaHAapPTHbIX
3afa4 npoeccmoHanbHom
NeATeNbHOCTM Ha OCHOBE MHOp-
MaLMOHHON 1 Brubnnorpadguyeckon
KYNbTYpbl C MPUMEHEHNEM
NHMOPMALIMOHHO KOMMYHWKaLNOHHbIX
TEXHOMOr M N C y4€TOM OCHOBHbIX
TpeboBaHU NHPOPMaLMOHHON
6e3onacHocTL.

OlNK-7.1 3HaeT OCHOBHbIE A3bIKK
nporpaMmMmnpoBaHuns n paboTbl C
6a3aMun JaHHbIX, ONepaLOHHbIE
cMcTeMbl 1 060104KK, COBPEMEHHbIE
NporpamMmMmHble cpenbl pa3paboTku
NH(OPMALIMOHHBIX CUCTEM ©
TEXHONOM UM,

OlK-3.2 YMeeT pelsaTb CTaHOapPTHbIE
3a4a4um npodeccnoHanbHOM
LEeATENbHOCTN Ha OCHOBE
NHDOPMALIMOHHON 1
bubnunorpaduryeckon KynbTypbl €
npvMeHeHneM NH(POPMaLNOHHO-
KOMMYHUKALNOHHbIX TEXHOJIOTUIN 1 C
Y4€TOM OCHOBHbIX TpeboBaHMM
NMHMOPMa-LIMOHHON Be30nacHoOCTK.

OlK-3.3 /iIMeeT HaBbIK/ NOATOTOBKU
0630p0B, aHHOTaLMI, COCTaB/IEHNS
pedepaToB, Hay4HbIX OOKIaA0B,
nybnmkaunn n bubnmnorpadun no
Hay4HO-nccaenoBaTensckom paboTe ¢
y4yeTom TpeboBaHui
NHMOPMaLMOHHON 6e30MacHOCTN.

3HaHuUS, YMeHus,
HaBbIKK

3HaTb: MPUHLUMBI
opraHu3aumm
KOMMbIOTEPHbIX
ceTen N CUcTem
TeNeKOMMYHUKaL NN

3HaTb: NPUHLMMBI
(PYyHKUMOHMpPOBAHNS
COBpPEeMeHHbIX
CeTeBbIX
TEXHOJI0rUI
NHTepHeT n
WHTPaHEeT ceTen,
NMOHMUMATb MX POJib B
YyCNOBUAX
3KOHOMUKMN
NH(OpPMaLMOHHOr 0
obLiecTna.

YMEeTb:
MCNONb30BaTb
COBPEMEHHbIEe
ceTeBble
TeXHON0rnm
NHTepHeT u
WHTPaHeT ceTen

BlafleTb: METOOAMU
JIOKYMEHTMPOBAHUS
peann3auuin
ceTeBou

NH(PACTPYKTYpb



Kon v Ha3BaHMe KoMMeTeHL K Kof 1 Ha3BaHWe nHankaTtopa

KoMneTeHunn

12. O6bemM AMCUMNIMHBI B 3a4€eTHbIX eAUHMLaX/4yac:
4/144

dopMa NPOMEe)XYTO4YHOU aTTecTalum:

SK3aMeH

13. TpynoeMKoOCTb No BUAaM y4ebHon paboTbl

Bunpg yvyebHon paboThl

AYyLNTOPHbIE 3aHATUSA
JIEKLMOHHbIE 3aHATMA
[pakTnyeckne 3aHATUA
NabopaTopHble 3aHATUA

CamocTodATeNnbHas paboTa
KypcoBas paboTa

MpoMeXXyTo4YHaa aTTecTaums
Yacbl Ha KOHTPOJb

Bcero

13.1. Copep>XaHue AUCLUMIINHBLI

n/n HanmeHoBaHue CofoepxxaHue pasgena
pa3gesna ONCUMNMIIVHBI
ANCUNMIINHD

1 OCHOBHbIe MpenmeT n3yyeHns Kypca,
onpegpeneHuns, OCHOBHbIE onpefeneHns.
KJfiaccugukaumm, CTpyKTypa MHGPOPMaLMOHHON
mMonenu. cetn. MHoroypoBHeBas

apxuTekTypa ceTu. MoHATue
npoTokona. Mogersb
B3aUMOCBA3MN OTKPbITbIX CUCTEM.
DyHKUMOHaJIbHbIe NpoduIn.

CemecTp 6

64
32
16
16
44

36
36
144

3HaHuW4, YMeHus,
HaBbIKK

Bcero

64
32
16
16
44
0
36
36
144

Peanvsauuna pasgena UCLUUNANHBI C MOMOLLbIO

OHNanH-Kypca, JYMK

SYMK «/IH(hOKOMMYHUKALMOHHbIE CUCTEMBI 1

CeETU»,

https://edu.vsu.ru/course/view.php?id=2215



n/n

HanmeHoBaHne
pasgena
OVCUMMJINHBI

dursnyecknin
YPOBEHb
NHDOPMALIMOHHBIX
ceTern.

CofoepxxaHue pasgena
ANCUNMINHD

OcCHOBbI TeOPUY MHGOPMaLK.
Mepa nHdopmauun,
BEPOATHOCTHBIN NOAXOS.
OCHOBHbIE XapaKTepuUCTUKK
CMCTEMbI NepefaYn ANCKPETHbIX
COOBLEHNI 1 IMHWIA CBA3N.

S heKTUBHOCTb UCMOJIb30BaAHMNSA
4aCTOTHOr0 AMana3oHa
cpencTBaMu nepefayun faHHbIX.
NH(opMaLIMOHHbIE eMKOCTH
ONCKPETHOro 1 HenpepbIBHOro
CUrHanos. [penenbl CKOPOCTH
nepegayn AaHHbIX, TEOPeMbI
Hanksucta v LLleHHOHa.
MpYHUNWMBI 1 NCNOJIb3yeMble
BMAbI MOAYNALNN, NX
ocobeHHocTn. KomnnekcHoe
npeacTaBieHune
MOLYJIMPOBaHHOI0 cUrHasna. 1/Q
mMogmynatop. MosHas cuctema
nepegayun gaHHbIX, ee
XapakTepucTuku. BepoatHocTu
CUMBOJIbHOW 1 BMTOBOI OWNGKM
ON9 MOLYNSALMOHHBIX CXEM.
JNlabopaTopHble TeMbI: U3y4eHue
BO3MOXHOCTeW cpeabl Matlab no
MOLEeNNPOBaHUIO
KOMMYHUKaLMOHHbIX CUCTEM Ha

npvmMepe mofenn BPSK cucrtemsl.

Communications Toolbox u
Communications Blockset.
PacyeT KOMMYHWKaLMOHHOW
cucTembl. Onpepenexne
XapaKTepPUCTUK MOAYIALMOHHBIX
cxeM. Cpefa MOAENNPOBaHNS
Simulink. MogenupoBaHue
MOJIHOM CUCTEMBI Nepeaayn
OaHHbIX B cpege Simulink.
MopenvpoBaHne cucTem
nepegayn MPSK, QAM.
Onpepenenune BER, SER
aHaINTNYECKM U C MOMOLLbHO
MMUTaLNOHHOIO
MOLE/IMPOBaHNS.

Peanusauus pasgena SUCLMNANHBI C MOMOLLBIO
OHNaNH-Kypca, dYMK

9YMK «/IHhOKOMMYHWKaLNOHHbIE CUCTEMBI 1
ceTu»,
https://edu.vsu.ru/course/view.php?id=2215



n/n

7

HanmeHoBaHne
pasgena
OVCUMMJINHBI

YpoBeHb
yrnpaB/eHus
KaHanoM obmeHa
JaHHbIMW.

TexHonorum
NOKaJlbHbIX,
6ecnpoBoaHbIX,

CMYTHUKOBbIX CETEN.

NGN-ceTn.

MapLpyTunsauums.

TexHonormnm WAN.

CofoepxxaHue pasgena
ANCUNMINHD

Lundposoe n nornyeckoe
KogmpoBaHme. OBHapy>xeHne 1
ncrnpaBneHne owmnboxk.
YnpaBneHne KaHasloM,
pa3nyHble NoAX0abl.
ACUHXPOHHOE U CUHXPOHHOE
opmaTupoBaHue. ARQ-meToAbl.
CTaTU4YeCKoe U AUHaMmyeckoe
pacnpenenieHns pecypcos
KaHasa. JTabopaTopHble TEMbI:
MoLenupoBaHue
NPON3BOAMTENBLHOCTU
NPOTOKO/OB yrNpaBieHns
KaHaJiIoM.

JlokanbHble ceTun, CTaH4apThl

IEEE802.x. MeTobl KOMMYTaL MW,

PacyeTbl Ethernet ceTer.
becnpoBogHble ceTu.
CnyTHUKOBLIE CETHU.
JNlabopaTopHble TEMbI: pacyeT
ceten Ethernet, Fast Ethernet.

MynbTuMeana N KOMMNbIOTEPHbIE
ceTtun, QoS.

MapLlupyTusaumsa B ceTsx
nepefayun AaHHbIX. YnpaBfieHue
noToKaMun faHHbIX. MexceTeBoe
B3ammogencraue. IP.
JNabopaTopHble TEMBI:
appecauus B TCP/IP ceTax:
BbIYMC/IEHUS alpECOB NOACETEN,
MacCoK noaceTen, agpecos
LUMPOKOBELLAHNS.

CeTun C KOMMyTaLMEN NAKETOB.
ISDN, uncpoBble ceTun €

NHTErpaabHbIM OGCﬂy)KI/IBaHI/IeM.

Frame Relay. SDH. ATM.

Peanusauus pasgena SUCLMNANHBI C MOMOLLBIO
OHNaNH-Kypca, dYMK

9YMK «/IHhOKOMMYHWKaLNOHHbIE CUCTEMBI 1
ceTu»,
https://edu.vsu.ru/course/view.php?id=2215

IYMK «/IHhOKOMMYHWKALNOHHbBIE CUCTEMBI U
ceTu»,
https://edu.vsu.ru/course/view.php?id=2215

SYMK «/IHhOKOMMYHWKALNOHHbIE CUCTEMbI U
ceTu»,
https://edu.vsu.ru/course/view.php?id=2215

SYMK «/IHhOKOMMYHWKALNOHHbIE CUCTEMBI U
ceTu»,
https://edu.vsu.ru/course/view.php?id=2215

9YMK «/IHhOKOMMYHWKaLNOHHbIE CUCTEMbI 1
ceTu»,
https://edu.vsu.ru/course/view.php?id=2215



n/n

10

HanmeHoBaHne
pasgena
OVCUMMJINHBI

MeXXayHapoaHble U
pernoHasbHble ceTu

obLlero HasHavyeHus.

Internet.

KopriopaTusHble
CeTU N CUCTEMBI.
VH(popMaLMoHHas

6e30nacHOCTb ceTen.

MpoekTupoBaHue
NH(OPMaLIMOHHbIX
ceTeil.

dun3n4eckuni
YPOBEHb
NH(OPMALIMOHHbIX
ceTen. (NpakT.)

dunsnyeckmnn
ypOBEHb
NH(OPMALIOHHBIX
ceTen. (NpakT.)

CofoepxxaHue pasgena
ANCUNMINHD

VIHTepHeT: NoCTaBLLWKK yCayr.
OTBETCTBEHHbIE OpraHn3auum
VHTepHeT. UHDpacTpyKTypHbIE
cnyxbbl IP-ceTen.
ObopypoBaHMe 1 TEXHONIOT NN
COBpEeMEHHbIX IP-ceTei. IPv6.
JNlabopaTopHble TeMbI:
MapLUpyTU3aLmsa B UHTPaHET
CeTAX, KOH(UryprpoBaHue
KOHEYHbIX Y3J10B 1
MapwpyTusaTopos. DHCP:
KOH(UrypnpoBaHMe Ha CTOPOHe
cepBepa 1 KOHeYHbIX Y3J/10B.
MapwpyTunsauns B VIHTepHeT.
OnpepeneHne MarncTpasibHbIX
MapLpyTos B ViIHTepHeT. DNS:
KOH(UIyprpoBaHMe Ha CTOPOHE
cepBepa 1 KOHeYHbIX Y3/10B.
PeructpaTtopbl 1 OTBETCTBEHHbIE
opraHusauunm NHTepHer.
TyHHeNn 019 cocyLwecTBOBaHNUSA
IPv6 1 IPv4 ceTel.

Intranet-cetun. OcobeHHOCTM
nocTpoeHus intranet-ceten.
be3onacHoCTb ceTel nepefaym
naHHbIX. VPN. CeTeBble 3KpaHbl.
IPsec. JlabopaTopHble TeMbI:
KoprniopaTusHas ceTb BI'Y.
ViccneposaHue,
LOKYMEHTUPOBaHMe.

MeToL0/10r st MPOEKTUPOBAHNS
NH(OKOMMYHMKALIMOHHBIX
CUCTEM U ceTel. Mlepapxuyeckas
mogzenb CISCO. LLabnoHsbl
NPOEKTUPOBaAHMS.

PacyeT 6log)KeTa MOLLHOCTA 1
OCHOBHbIX XapaKTepPUCTnK
KOMMyHVIKaLI,I/IOHHOI7I CNCTEMBI

M3y4yeHne CKK. OnpepeneHne
BEPOATHOCTU BUTOBOW OLINOKN
Kak OYHKL N OTHOLLEHUS
CUTHaN-LWYM NS pa3anyHbIX
BMIO0B MOOYALUN

Peanusauus pasgena SUCLMNANHBI C MOMOLLBIO
OHNaNH-Kypca, dYMK

9YMK «/IHhOKOMMYHWKaLNOHHbIE CUCTEMBI 1
ceTu»,
https://edu.vsu.ru/course/view.php?id=2215

9YMK «/IHhOKOMMYHWKALNOHHbBIE CUCTEMBI U
ceTu»,
https://edu.vsu.ru/course/view.php?id=2215

9YMK «/IHhOKOMMYHMKALNOHHbIE CUCTEMbI 1
ceTu»,
https://edu.vsu.ru/course/view.php?id=2215

SYMK «/IHHhOKOMMYHMKALNOHHbIE CUCTEMBI U
ceTu»,
https://edu.vsu.ru/course/view.php?id=2215

9YMK «/IHhOKOMMYHWKALNOHHbBIE CUCTEMBI U
ceTu»,
https://edu.vsu.ru/course/view.php?id=2215



n/n

10

HanmeHoBaHne
pasgena
OVCUMMJINHBI

TexHonorum
JIOKaJbHbIX,
6ecnpoBoOAHbLIX,
CMYTHUKOBbIX CETEN
(mpakT.)

MapLpyTunsaums.

(npakT.)

MexxayHapoHble u
pernoHasbHble ceTu

obLlero HazHayeHus.

Internet. (npakT.)

MexoyHapogHble n
pernoHanbHblIEe CETU

obLlero HasHavyeHus.

Internet. (mpakT.)

MexkayHapoaHble n
pernoHasnbHble ceTn

obLlero HasHavyeHus.

Internet. (npakT.)

KopnopaTusHble
CeTU N CUCTEMBI.
VH(popMaLmoHHas

6e30MacHOCTb CeTEN.

(mpakT.)

MpoekTnpoBaHmne
NHHDOPMALMOHHBIX
ceTen. (NpakT.)

dun3nyeckmnin
YPOBEHb
NH(OPMaLIMOHHbIX
ceTen. (nab.)

dur3nyecknin
YPOBEHb
NHDOPMALIMOHHBIX
ceten. (nab.)

TexHonorum
JIOKasbHbIX,
6ecnpoBoAHbIX,
CMYTHUKOBbIX CETEN
(nab.)

CofoepxxaHue pasgena
ANCUNMINHD

KoHgurypmnposaHume
NH(pacTpykTypHOM WiFi-ceTw,
AAA-cepsepa

MnaHnpoBaHKe agpecHoro
npocTpaHcTsa IPv4-ceTen n
co34aHue ceTn

KoHpuryprnposaHue
NH(PACTPYKTYPHbIX Cyxb IP-
cetu: DHCP n DNS.

locTpoeHne, nposepka
paboToCcnocobHOCTN 1 MOUCK
HeuncnpaBHocTen B IPv4/IPv6
ceTax (DualStack)

MocTtpoeHune IPv6-over-IPv4, GRE
TYHHenen.

L2 yA3BMMOCTMN UHTPAHET CeTel.
APR.

AHanus IP-cBA3HOCTU 1
NOCTPOEHNE Ha 3TON OCHoBe IP-
KapTbl ceTu.

PacyeT btog)KeTa MOLLHOCTU 1
OCHOBHbIX XapaKTepUCT1K
KOMMyHVIKaLI,I/IOHHOI7I CNCTEMBI

M3y4yeHne CKK. OnpepeneHne
BEPOATHOCTU BMTOBON OLINGKN
KakK PyHKLUN OTHOLLIEHUS
CUTHaN-WyM ANS pa3anyHbIX
BMIO0B MOOYALNN

KoHuryprnposaHue
NH(pacTpykTypHOM WiFi-ceTw,
AAA-cepsepa

Peanusauus pasgena SUCLMNANHBI C MOMOLLBIO
OHNaNH-Kypca, dYMK

9YMK «/IHhOKOMMYHWKaLNOHHbIE CUCTEMBI 1
ceTu»,
https://edu.vsu.ru/course/view.php?id=2215

SYMK «/IHhOKOMMYHWKALNOHHbIE CUCTEMBI U
ceTu»,
https://edu.vsu.ru/course/view.php?id=2215

9YMK «/IHhOKOMMYHWKALNOHHbIE CUCTEMbI U
ceTu»,
https://edu.vsu.ru/course/view.php?id=2215

9YMK «/IHhOKOMMYHWKALNOHHbBIE CUCTEMBI U
ceTu»,
https://edu.vsu.ru/course/view.php?id=2215

IYMK «/IH(hOKOMMYHUKALMOHHbIE CUCTEMBI 1
cetu»,
https://edu.vsu.ru/course/view.php?id=2215

IYMK «/IH(hOKOMMYHUKALMOHHbIE CUCTEMbI 1
ceTu»,
https://edu.vsu.ru/course/view.php?id=2215

SYMK «/IHhOKOMMYHWKALNOHHbIE CUCTEMBI U
ceTu»,
https://edu.vsu.ru/course/view.php?id=2215

SYMK «/IHhOKOMMYHWKALNOHHbIE CUCTEMBI U
ceTu»,
https://edu.vsu.ru/course/view.php?id=2215

9YMK «/IHhOKOMMYHWKALNOHHbIE CUCTEMBI U
ceTu»,
https://edu.vsu.ru/course/view.php?id=2215

SYMK «/IHhOKOMMYHMKALNOHHbIE CUCTEMBI U
ceTu»,
https://edu.vsu.ru/course/view.php?id=2215



n/n

10

13.2.

Ne
n/n

HanmeHoBaHne
pasgena
OVCUMMJINHD

MapwpyTunsauyms.

(nab.)

MeXayHapoaHble U
pernoHasbHble ceTu

obLlero HasHavyeHus.

Internet. (nab.)

MexoyHapoHble n
pervioHasbHble CeTn

obLlero HasHavyeHus.

Internet. (nab.)

MeXayHapoaHble 1
PernoHasibHble CceTu

obLLero Ha3HayeHus.

Internet. (nab.)

KoprniopaTusHble
CEeTU N CUCTEMBI.
VH(opMaLMoHHas

6e30nacHOCTb ceTen.

(nab.)

[poekTupoBaHue
NHPOPMALIMOHHBIX
ceteit. (nab.)

CofoepxxaHue pasgena
ANCUNMINHD

MnaHUpoBaHMe agpPecHoro
npocTpaHcTBa IPv4-ceTen un
Co34aHue cetu

KoHgurypmposaHume
NH(PACTPYKTYPHbIX Cyx6 IP-
cetu: DHCP n DNS.

lNocTpoeHne, nposepka
paboToCcnocobHOCTU 1 MOUCK
HeuncnpaBHocTen B IPv4/IPv6
ceTax (DualStack)

MocTpoeHune IPv6-over-IPv4, GRE
TYHHEnen.

L2 ya3BMMOCTW UHTPaHET ceTen.
APR.

AHanu3s IP-CBA3HOCTU ”
NMOCTPOEHNE Ha 3TON OCHoBe IP-
KapTbl CeTw.

TeMmbl (paspenbl) AUCUUNAUHBI U BUABI 3aHATUIA

HanmeHoBaHMne
TeMbl (pa3aoena)

OcCHOBHbIE
onpeneneHns,
Khaccugukaumm,
MOJEenNu.

dur3nyecknn
YPOBEHb
NH(OPMALIMOHHbIX
ceTen.

YpoBeHb
yrnpaBieHus
KaHasiom obmeHa
JaHHbIMK,

JlekumoHHble  TpakTunyeckune
3aHATUSA 3aHATUSA

2

6 3

2 1

Peanusauus pasgena SUCLMNANHBI C MOMOLLBIO
OHNaNH-Kypca, dYMK

9YMK «/IHhOKOMMYHWKaLNOHHbIE CUCTEMBI 1
ceTu»,
https://edu.vsu.ru/course/view.php?id=2215

9YMK «/IHhOKOMMYHWKaLNOHHbIE CUCTEMbI 1
ceTun»,
https://edu.vsu.ru/course/view.php?id=2215

9YMK «/IHhOKOMMYHWKALNOHHbBIE CUCTEMBI U
ceTu»,
https://edu.vsu.ru/course/view.php?id=2215

SYMK «/IHhOKOMMYHMKALNOHHbIE CUCTEMbI U
ceTu»,
https://edu.vsu.ru/course/view.php?id=2215

9YMK «/IHhOKOMMYHMKALNOHHbBIE CUCTEMBI U
ceTu»,
https://edu.vsu.ru/course/view.php?id=2215

IYMK «/IH(hOKOMMYHUKALMOHHbIE CUCTEMbI 1
ceTu»,
https://edu.vsu.ru/course/view.php?id=2215

NabopaTopHble CamocTosTenbHass  Bcero
3aHATUSA paboTa
2 4
3 6 18
1 4 8
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HanmeHoBaHue
TeMsbl (pa3aoena)

TexHonornu
JIOKaNbHbIX,
6ecnpoBogHbIX,
CMYTHUKOBbIX
ceTen.

NGN-ceTw.
MapLwpyTtunsauyms.
TexHonorun WAN.,

MexxayHapoaHble
N pernoHabHble
ceTn obuiero
Ha3HaYeHus
Internet.

KoprnopaTuBHble
CEeTN N CUCTEMBI.
NHpopmaLoHHas
6e3onacHoCTb
ceTen.

[MpoeKkTupoBaHme
NH(OPMaLIMOHHbIX
ceTen.

JleKUMOoHHble
3aHATUSA

4

32

MNpakTnyeckne
3aHATUSA

16

NabopaTopHbie
3aHATNA

16

CamocToaTenbHas
paboTa

6

10

44

14. MeToaunyeckue yKasaHusa ans oby4yalowmxcs no 0CBOEHUIO ANCLUMIUHDI

Bcero

14

18

12

12

108

15. MepeyeHb OCHOBHOM U A,ONOJIHUTEJILHON NUTEpaTypbl, PECYypPCOB MHTEPHET, HeobXoAUMbBIX
011 OCBOEHUSA AUCLUMJINHDI

No
n/n

NcToYHMK

MyroskuH, A.B. CeTn nepenayn AaHHbIX : y4ebHoe nocobue / A.B. [TyroBkuH ; TOMCKui
[ocynapCTBEHHbIA YHUBEPCUTET CUCTEM YrpaBJeHUs v paanos3neKTpoHuku (TYCYP). - ToMCK :
@akyabTeT ANCTaHUMOHHOro oby4erHms TYCYPa, 2015. - 138 c. : cxem. ,ua., Taba. —

YHuBepcuteTckas bnbamoteka oHIauiH | 31€KTPOHHO-bMbanoTeyHas cnctema. — Pexxum
aoctyna : https://biblioclub.ru/index.php?page=book&id=480793



Ne NCcTOYHUK
n/n

2 [puueHko, t0.6. BbluncanTenbHble CUCTEMbI, CETU U TEIEKOMMYHUKaLun ;| y4ebHoe nocobue /
10.6. MpuueHko ; ToMCKuvi F0CyAapCTBEHHbIVI YHUBEPCUTET CUCTEM YPaBIEHUS n
paanosneKkTpoHuku (TYCYP), ®akyabTeT ANCTaHUMOHHOro oby4eHuns. - Tomck : TYCYP, 2015. -
134 c. : cxem., Taba., na. — YHuBepcuteTckasa bubanmoTeka OHAaviH ;| 31eEKTPOHHO-bMbInoTeyHas
cnctema. — Pexinm goctyna : https://biblioclub.ru/index.php?page=book&id=480639

6) nononHWTENbHaa NUTepaTypa:

Ne n/m NICTOYHUK

1 Onunpep B.I. KomribtoTepHble ceTu. [TpuHLUNMBI, TEXHOI0M MK, NPOTOKOJIbI / B.I. Onngep, H.A.
Onncpep. - 4-e n3g. - CaHkT-leTepbypr : [Mutep, 2010. - 943 c.

B) UH(OPMALIMOHHbIE 371EKTPOHHO-06pa3oBaTe/IbHbIE PECYPChI:

Ne n/m NCTOYHUK

1 BbubnnoTeka BI'Y, http://www.lib.vsu.ru
2 CepBep y4ebHo-MeToanYeckux matepmanos ®KH, \\fs.cs.vsu.ru\Library
3 IYMK «NHPOKOMMYHUKALIMOHHbIE CUCTEMbBI 1 CETU»,

https://edu.vsu.ru/course/view.php?id=2215

16. MepeyeHb yuebHO-MeTOAMYECKOro obecneyeHus ons CaMOCTOATENIbHOW paboThbl

Ne n/m WCTOYHUMK
1 CepBep y4ebHo-MeToanYeckux matepuanoB ®KH, \\fs.cs.vsu.ru\Library

2 SYMK «NHPOKOMMYHMKALMOHHbIE CUCTEMBI U CETU,
https://edu.vsu.ru/course/view.php?id=2215

17. ObpasoBaTesibHble TEXHOJIOTMM, UCNOJIb3YyEeMble NPU peanunsauum y4ebHON AUCLUNINHBI,
BKJIIOYasA OUCTaHUMOHHbIe oOpa3oBaTenbHble TexHonoruun (AOT), anekTpoHHoe oby4yeHue (30),
cMeLLlaHHoe obyuyeHue):

1. TexHonorum BUpTYyanusaLum:

Cpega BupTyanunsauum Microsoft Virtual PC

Cpegna supTtyanusauum Oracle/Sun Virtual Box

2. dNeKTPOHHO-b6MbAnoTeYHasa cnctema «YHuBepcutTeTckas bubnmnoteka oHnanH», http://biblioclub.ru
3. ObpazoBaTenbHbIn NnopTan Moodle (cepsep Moodle BIY)

4. CepBepHble n knneHTckme OC Microsoft.

5. OnepauwnoHHas cuctema GNU/Linux (anctpmnbyTus CentOS).

6. MO MATLAB.



18. MaTepuaano-TeXHuquKoe obecneyeHue OoUCLMUNIIUHBI:
1. JleKUuMOHHaa ayamuTopus, OCHallleHHas BUAEONpPOEeKTOPOM.

2. KoMnbloTepHbIN Knacc Ansd npoBegeHns nabopaTopHbIX 3aHATWIA, OCHALWEHHbIM MPOrPaMMHbIM
obecneyeHnem VirtualBox, VirtualPC, MATLAB. O6bem onepaTuBHON NaMaTn Ha paboyee MeCTo He MeHee
4T'B.

3. JlabopaTopusa ceTen n CUCTEM nepemadn nHhopMaumm.
19. OueHo4YHbIe CpeacTBa ANA NPOBeAEeHUA TEKYLLEN U NPOME)XXYTOYHOW aTTecTauun

MopsAoK OLEHKM O0CBOEHNS 00yYaloLWMMNCS y4ebHOro MaTepmana onpeaensieTcs Coaep>XXaHmem
CneayoLwmnx pasaenos ANCUUMINHBI:

Ne n/m Pa3pgensl Kon komneTeHumn Kopg nHamkaTtopa OueHOYHble cpencTsa ANs
JNCLNMINHBI TeKyLLlen aTTecTaummn
(Mozynn)

1 1-3 OnkK-3 OMnK-3.1 KoHTponbHasa paboTa 1

2 1-3 Onk-7 OMnkK-7.1 KoHTponbHas paboTta 1

NabopaTopHble 3agaHna Nel,?2

3 4-7 OnkK-3 OMK-3.2 KoHTponbHas paboTa 2
JNabopaTopHble 3agaHns Ne3-4

4 8-10 OnkK-3 OMnK-3.3 KoHTponbHasa paboTa 3
JlabopaTopHble 3agaHna Ne5-9

[poMexyTo4yHas aTTecTauns
dopMa KOHTPOS - DK3aMeH
OueHoYHble cpeacTBa A1 MPOMEXYTOYHOWN aTTecTaumm

MucbMeHHas KOHTposibHas paboTa. Bo3MOXXHO NosyyeHne OLEeHKM Mo pe3ybTaTaM TEKYLMX aTTecTauui,
COrJIaCHO MOJIOXKEHW0 0 6aIbHO-PENTUHIOBON CUCTEME 06YYEHNS N OLLEHKMN YCNeBaeMoCTH CTYE€HTOB.

20 Tunosble OLEHOYHbIe cpenctea M MeTogudeckue MaTtepuanbl, onpeaensoliuve npouenypbl
OLeéHUBaHuA

20.1 TeKyLiMA KOHTPOJIb yCNeBaeMoCTH

MepevyeHb nabopaTopHbIX 3aAaHNN

1 PacyeT bt0a>KeTa MOLHOCTM U OCHOBHbIX XapPaKTepPnCTmK
KOMMyHVIKaLI,VIOHHOVI CNCTEMBI

2 N3yyeHune CKK. OnpeneneHne BepoATHOCTM BMTOBON OLINOKM
KaK (hyHKLUN OTHOLLEHNSA CUTHaN-LLYM 015 Pa3fiyHbIX BULOB
MoLySiaumm

3 KoHpurypuposaHue nHgppactTpykTypHon WiFi-cetu, AAA-
cepsepa




4 MnaHnpoBaHMe agpecHoOro NpocTpaHcTBa IPv4-ceTen un
CO34aHune cetu

5 KoHuryprpoBaHme nHGOPacTpyKTYpPHbIX Cyxb IP-ceTu:
DHCP un DNS.

6 | MocTpoeHue, npoBepka paboTocnocobHOCTN 1 MONCK
HeucrnpaBHocTen B IPv4/IPv6 ceTsx (DualStack)

7 MocTpoeHue IPvb-over-IPv4, GRE TyHHenen.

8 | AHanmn3 IP-CBA3HOCTM M NOCTPOEHME Ha 3TOWN OCHOBe IP-KapThl
cetu

9 | L2 ySI3BUMOCTU UHTpPaHeT ceTen. APR

MepeyeHb 3apaHU ANA KOHTPOJbHLIX paboT

Ne

Bonpocbl KOHTpOsIbHOM paboThl 1

YTo Takoe SIMHMSA CBA3W, YEM OTJIMYAETCA OT KaHasa nepefayn faHHbIX? lMepeyncnute U fante onpepeneHns
XapakTepuUCTUKaM JIMHNIA CBA3M, YKaxKuTe cnocobbl X NpeacTaBieHns/eanHnLbl n3mMepeHnin. Mpusegute
npvmMepbl M06biX N3BECTHLIX BaM 3HaYeHn XxapakTepucTuk (ansa nobon cpensl).

I'IepeqmcnvlTe TUMNOBbIE TOMONOrK CETEN. B yem oTanyme Tononorni WnHa (Uan WnHa B TOYKE) 1 3Be34a.

[ns 4ero ncnonb3yeTcs MOAYNALMNS, MOXHO Jin 6e3 Hee 060MTMCL NPU Nepefaye AaHHbIX, B KAKOM Cilyyae
(06bsicHMTE Noyvemy)? B yem npuHumnnuanbHele oTandns QAM n PSK Moaynsumn, Kakue TexHu4eckme
npobaemMbl MOXET BbI3BaTb 3TO OTAMYME?

Y10 MeloT B BUAY, KOrAa roBOpsAT, YTO KOMMYHUKALMOHHAA CUCTEMa OrpaHuyeHa no MoLHocTu? A no
nosoce? Kak 3Tu orpaHuy4eHns onpenennts? B nepsoii nabopaTopHO 3a4aye, CnekTpaabHas
3¢pdekTnBHOCTL BPSK nonaranack paBHo 0,5. MoXXeT M CNOXKNUTLCA CUTYyaLMsa B JaHHOW 3ada4e, npu
KOTOpPOW CrieKTpasibHas 3PHeKTUBHOCTb NAeasbHON CUCTEMbI COOTBETCTBYIOLLEN YC/I0BUAM 3afaqu, byneT
MeHbLue 0,57 ECnm 3T0 BO3MOXKHO, TO NPU KaKMX yCNOBUAX 3adadn?

YTO Takoe MHOrOypOBHEBbIE MOLENN CETU, OIS YEero OHU HYXXHbI? MpuBeauTe npumepsl Moaenen. Hasosute
YPOBHU 1 ONULINATE 3aa4M KaxKLoro YPOBHS.

b.

Y70 Takoe MynbTUMAEKCUPOBAHUE 1 BEMY/IbTUMIEKCMPOBAHME NAaKeTOB (B CTEKE NPOTOKOJIOB), Kak
onpepenseTca nyTb NakeTa B CTeke (MOXXHO Moka3aTb Ha npumepe HTTP-sebcepsuca)?

YT0 Takoe KOMMIEKCHOe NpeacTaBieHne MOLYJIMPOBAHHOIO CUrHaaa. YTo Takoe co3Be3amne (B T.4.
npvmMepbl)? MovyeMy NCKa)KeHHbIe LYMOM COCTOSHUS CUrHana B 3allyMJIeHHbIX CO3BE3AMAX COCPefOTOYEHbI-
BMMCaHbl B OKPY>XHOCTb, @ He, HanpuMmep, B 0Ban uUan Apyryto ¢urypy? Ecam 3to addekT onpefeneHHbIX
YCJI0BWIN SKCMEPUMEHTA, TO KaknX MMEHHO? MoryT i 6bITb «HECUMMETPUYHBIE» UCKAXKEHWS 1 B KaKUX
cnyyaax? Moyemy peasibHO UCNOJib3yeMble CUrHalIbHble CO3Be34MSA 06bIYHO CUMMETPUYHbI?

YT0 Takoe CaMOCUMHXPOHM3MPYIOLWMNIACS undpoBol koa? MprueeanTte npumep

10

HanuwnTe 0CHOBHbIE 3aBUCMMOCTU MEXAY KPAaTHOCTbI0 06Hapy»XMBaeMbixX oWNBOK, NCMpaBsSeMbIX OLLNOOK W
KO[lOBbIM pacCTOsiHMEM Kofa. [puBeAnTe NpUMepbl UCNPABEHUS 1 0BHapYXXeHWs OLWMBOK.




11 YT1o Takoe I/Q MooynaTop n Kakum obpa3om oH paboTaeT? YTO HY)KHO 4N15 TOro, YTobbl peasm3oBaTb €ro
nporpaMmmHo?

12 OnuwunTe yCTPOMCTBO 1 OCHOBHbIE XapaKTepPUCTMKIN ONTOBOJIOKOHHOrO kKabens. Kakume 6bIBatoT TWMbl 3TOr0
kabens, B 4em X OTAnYME N 06nacTn NpuMeHeHus. Kakume elle CyLLecTBYIOT Cpeabl nepenayu,
NCMONb3YyoLWMe ONTUYECKNIA Anana3oH?

13 YTO Takoe WHKancysaumns nakeTos, NpueeanTe ee npuMepbl. YTo Takoe 1 Kak UCMosb3yeTCs «3aroJIoBOK»
nakeTa, OT 4Yero 3aBUcUT % CayxebHol MHpOoPMaLMK B NaKeTe, B KaKUX Cay4asnx 3TOT % yMeHbLIaeTCs,
yBenn4ymeas 3. CKOpocTb?

14 Kakue cyLwecTByOT CNocobbl NOAy4YeHNs 3aBUCUMOCTY OTHOCUTENIbHOW OWMOKU OT OTHOLLIEHNS C/LW
(BOLONALHON KPMBOW) ONA 3a4aHHOI0 BMAa MOAYNALNN? OXapaKTepusynTe «+» 1 «-» 1 0COBEHHOCTU 3TUX
cnocobos.

15 B yem npges OFDM, DMT - MOLYAALMIA, C KaKOW LieSiblo Ha CTOPOHE MOAYAsSTOpa BbiNoaHAeTCA obpaTHoe BMNd?

16 MprMepoM Kakoro aneMeHTa CTPYKTYpbl CeTU nepefayn faHHbIX aeaseTca mogem: OO nnn AKL?
0bbsicHMTe novemy. O6bacHUTE (6e3 pncyHkos) posan OO n AKL.

17 Mepeyncnute ypoBHM OSI. ONULIMTE Ha3Ha4YeHne KaXKLoro ypoBHs. YTo Takoe NpoToOKoJ1 npueepnTe
nprvMepbl MPOTOKO/0B, ONUWKTE UX paboTy B paMKax MHOrOYpOBHEBON MOAENN?

18 YTo Takoe cbopka 1 pa3bopka MakeToB, /15 YEro 1 B Kakunx caydyaax npounssoautca? Yro Takoe MTU?

19 bosnblie naym MeHbLle JOMKHO ObITh PAaCcCTOSHME XIMMUHIA MEXAY BEPHLIMU KOLOBLIMU C/I0BaMW, YEM OHO
MOXKET MOoJYYNTbCS B pe3ysbTaTe ownbok. ObbACHUTE nNoYeMy 1 NpuBeanTe NprMepbl.

20 MepeyncnuTe NCNob3yeMble B CETAX Cpefbl nepeaayn. Mepeyncnnte 0CHOBHbIE XapaKTepPUCTUKN Cpes,
YKaXUTe KaK BAUSAIOT 3TU XapaKTEePUCTUKN Ha XapaKTepUCTUKM CUCTEM Nepeaayn AaHHbIX, OCHOBaHHbIE Ha
3TnX cpefax. Kakne TpeboBaHUs NpeabaBasioT K cpefe LyMNeKCHble CUCTEMbI Mepefayn AaHHbIX? B 4yem
oTAnymne oT TpeboBaHUA NONYAYNNEKCHbLIX?

21 Kak knaccnpuumnpyoTca cetu no macwtaby? (mepeyncnnte npusHakm U NpuMepHble Anana3oHbl 3HaYeHUN
LANAa ceTel pa3Hbin MacwTabos. Boigenute Hanbonee HageXXHble KNacCUPUKALMOHHbIE MPU3HAKMK.

22 YT0 Takoe 1 Kak NCrosib3yeTcs NopoXKAatoLLMA NOANHOM 1 YTO Takoe CTaHAAPTHLIV NOPOXAAOLNIA NOSIMHOM
B CRC?

23 YTO Takoe CTeK MPOTOKOJIOB, YeM OT/INYAETCA OT MHOroypoBHeBOW Mogenn? Y1o Takoe GOSIP, gns 4ero u
KeM 00bI4HO (MpuMep) Ncnonb3yTca?

24 YTo Takoe cnekTpasbHas 3MEKTUBHOCTb, €ANHULbI €€ U3MepeHus, cnocob BbluncneHna? Mpuesennte
npyuMep BbIYUCNEHNS AN KaKON-Nnbo NMHUM CBA3M (Hanpumep, BUTON napbl U T.M.) C 3aAaHHbIMK Bamu
(MO>XXHO NPOM3BOJILHO) XapaKTepPUCTUKaMU.

No Bonpockl KOHTPOIbHON paboThbl 2

1 Ecnun no kakmm-nnbo npuymnHam He paboTaeT npoTokon ARP (Hanpumep, hanpBosi, HENCNPaBHOCTL), CMOXET
v y3en nepepatb IP-nakeT 1 Npu Kaknx ycnoBusax?

2 Y10 Takoe Tabnnua kommyTaTopa? MNprueeanTte npumep Tabanubl U 3anNosiHUTE Napy CTPOK. YTo Npon3ongeT,

ecnn Tabnumua nycta (KOMMyTaTOP TOJIbKO YTO BKJItOYEH)? Kakum 06pa3oM NponcxXoauT 3amnosiHeHWE 3TON
Tabnmubl?




MpoTtokon DHCP: nocnefnoBaTenbHOCTb AENCTBUI KANEHTa 1 cepepa. Korga KAMeHT NOBTOPHO 3anpocuT
noaTBepXAeHne apeHabl? Korga, npu HeNoATBEPXKAEHUN apeHabl nan HegocTynHocTn DHCP-cepBepa,
KJIMEHT LO/KEH 0CBOBOANTL NMOSYYeHHbIN agpec? MNpenmyLLecTBa U BO3MOXXHbIE Npobaemsl npu
ncronb3oBaHun DHCP.

4 Y10 Takoe aBTOHOMHbIE cucTeMbl ceTu Internet? ina 4yero noTpeboBanoch Nx co3gaHne? Kak BbINOAHAETCS
MapLipyTu3aums B rnobanbHom cetu Internet, kakme TpeboBaHKsA 00bIYHO NPEABABAAIT K aBTOHOMHbIM
cuctemam? Yto Takoe IGP n EGP (npmuBenuTe npuMepsl 4518 Kaxx4oro)? Ons 4ero Hy>KHbl AS, B 4eM Lesb UX
co3paHua?

5 MycTb IP-appec HEKOTOPOro y3na NoaceTun paseH IP, a 3HaveHne Macku gns 3Ton noacetn MASK (3anuwem
OaHHble B Buge IP/MASK). 3anuwwnTe agpec B CIDR-Buae. Onpegennte CETEBON M LMPOKOBELLLATESbHbIN
ajpeca and 3Toro ysna. Kakoe MakcMasibHO€e Y/CA0 Y3/10B MOXET ObITh B 3TON noaceTu? [aHHble 3afayu:
172.16.141.1/255.254.0.0

6 Kak 1 noyemy M3MeHA0TCSA CKOPOCTU nepefayn faHHbIX MeXAy y3J1laMy Mocsie CerMeHTauum CETU C NoMOLLbI0
KOMMYTaTOpoB? Kakoe AONOoSIHUTEIbHOE MPernMyLLEeCTBO BO3HUKAET, KOrA4a CerMeHT cocTounT n3 1
komnbtoTepa (1 nopT KoMMyTaTopa - 1 NOAKII0YEHNE K KOMMboTepy)?

7 Kak paclumposbiBaeTCs 1 4TO 0603HavYaeT KaxAbl 3eMeHT CMrHanbHoro ctaHfgapTta Ethernet (Hanpumep,
10Base-2)? MNprBeanTe NpuMepbl CUrHaNbHbIX CTaHAAPTOB U paclungpynTe ux. Yem otanyaeTcs
nepekpecTHbIN (Cross-over) oT napannensHoro (straight-through) kabenn Ha ocHoBe BMTOW Napbl? Kakne
cpenbl noaaepxneaeT Ethernet?

8 Kakue CywecTBYIOT KNnacchl IP-ceTen, Mo KakoMy NPUHLMUMY BbINOMHAETCA pa3feneHne agpecHoro
npocTpaHcTBa IP Ha knacchl? Kakyto Lenb npecsiefoBain pa3paboTymkim «K1acCoBOro» NoAxXoaa 1 Kakue
npobnemsl BO3HMKNM nocsie BBoAa CIDR?

9 YTo Takoe AOMEeH KOJIIM3UI 1 NoYeMy XeflaTeSIbHO COKpallaTb KOAMYeCTBO Y3/10B B HEM? YT0o Takoe no3gHune
konnm3un (late collisions) n Kak NpefOTBPaTUTL UX BO3HWKHOBEHUE? YTO Takoe bpoagkacT-goMeH?

10 [aHHble 3aja4n (CM. NOCTaHOBKY 3afa4vu B Bornpoce N6): 12.161.131.13/255.255.224.0

11 YT10 3anucaHo B Tabanue mappyTtmsaumm (IP-Tabnnue)? ECnm eCcTb HECKONIbKO 3anucei 06 0gHOM 1 TOM e
Ha3HayYyeHWK, No KakoMy NPUHLUMUMY BbIBUpaeTCs Ta 3anucb, Ha OCHOBE KOTOpoM ByfeT A0CTaBAATLCS NakeT?
Mpumep.

12 Mo Kak1MM ABYM NpUYMHaAM OrpaHUYMBatOT ASIMHY cerMeHToB ceTel Ethernet? Kakue ectb cnocobbl
«YOJINHUTL» CEeTb?

13 OnuwmnTe Kak peann3oBaHa CMCTeMa LOMeHHbIX uMeH Internet (DNS). Mpuseaute npumep DNS-3anpoca
(mony4yennsa n3 cuctembl DNS nHdopmaumm 06 IP-agpece xoCTa C UMeHeM www.cs.yale.edu). Yem oTanyatoTcs
NUTEPaTUBHbLIN N PeKYpPCUBHbLIN TUMNbl DNS-3anpocos?

14 Moyemy 3apepxka cermeHTa Fast Ethernet He [o/KHbI NpeBbIlWaTh 512bt? Kak noay4nsiock 3T0 Yncao?

15 [aHHble 3aga4m (CM. NOCTaHOBKY 3afa4um B Bornpoce N6): 13.11.128.125/255.255.255.128

16 Kakas cyliecTByeT ajbTepHaTuBa ncnosb3osaHuio DHCP (kpome py4YHOro HazHaveHus)? MoXXHO nu
NprBA3aTh Y KaK KOHKPETHLIN KOMMbIOTEP K KOHKPETHOW IP-KOHMUrypaumm npy ncnosis3osadmm DHCP?

17 YTo Takoe NJIoCKas CeTb, Kakne y Hee CyLLeCTBYIOT orpaHuyeHns? Ha kakom obopyLoBaHUN CTPOSTCA

NNoCKne CeTn, a Kakoe oﬁopyuosaHme TDEGYETCH Ons nepapxmyeckux? Novyemy ceTb Ha OCHOBe
KOMMYTaATOpPOB HeNb3A PaClnNpATb HeOrpaHNM4YeHHO, nobaBnAfa-noakAo4as HoBble KOMMYTaTophbI?




18 Kakyto 4acTb (B MpoLeHTax OT BCEro agpecHoro npoctpaHcTea) IPv4 cocTaBnsaoT ceTu Knacca A, B, C?
O6bsicHNTe 4TO Takoe IP-moAceTu, MoYeMy OHU MOABUSINCH U KakOBO UX 06bl4HOE NpuMeHeHue. Kak
OMNpeaennTb K KaKOMy KacCy OTHOCMTCA KOHKPETHbIN IP-agpec? Kak nony4Ynamncek gmanasoHbl 3Ha4YeHui IP-
afpecos Ans Knaccos?

19 Y10 Takoe BpoaakKacT-WTOpPM, onuwnTe NoaApobHO (Mo Wwaram) Kak BO3HUKaeT?

20 [aHHble 3aga4um (CM. NOCTaHOBKY 3a4a4yn B Bornpoce N6): 192.168.1.160/255.255.255.192

21 [osxHO v BpeMs ABoliHoro obopoTa B ceTsx Ethernet 6biTb 60nbLUE MK MeHbLUE BpEMEHN Nepefayn Kagpa
MUHUMaNbHOro pa3mepa? O6bAcHUTE novyemy. Kak 3TO MPUMEHUMO K AYMIeKCHbIM CeTaM, 06bACHUTE
noyemy?

22 Y10 Takoe ARP-NpOTOKO, A5 Yero OH Hy>XXeH 1 Kak paboTaeT (no waram)? Y1o Takoe MAC-agpec 1 Kak ero
onpefennTb AN KOMMblOTEpa, 3a KOTOpbIM Bbl paboTaeTe?

23 OnuwnTe (NnogpobHo) paboTy ceTeBoro 060pyAOBaHNA: MOBTOPUTENS, MapLUPyTU3aTopa, MOCTa,
KOHLIeHTpaTopa, KoMMyTaTopa W Ha3oBuTe ypoBHM OSI/ISO Ha KOTOpbIX OHM paboTatoT.

24 Yem orpaHunyeHa LanHa ceTu, NOCTPOEHHOW Ha KOHLLEHTpaTopax nuau NoBTOPMTENax? 3aBUCUT K 3TO OT
pexxmuma paboTbl MOPTOB (MOSIHBLIN AyNAeKC/Noayaynaekc)? Bo3mMoXKeH M NOAHbIN Aynaekc ¢
1CMonb30BaHMeM noBTopuTenen (noyemy)?

25 [laHHble 3aJa4m (CM. NOCTaHOBKY 3afayn B Bornpoce N6): 12.17.182.160/255.255.224.0

26 Moyemy nossunace TexHonormsa CIDR, B 4eM ee cyTb? YTo Takoe public IP n private IP agpeca? EcTb sin B IPv6
aHaJIorn, Ha3oBUTe ec/In ecTb?

27 YT1o Takoe metoa CSMA/CD? OnuwunTe noruky paboTsl y3na ucnonssyrowero CSMA/CD. YTo Takoe Konansma?

28 YTo Takoe BpeMs ABOMHOro obopoTa? Kak ero nocymtaTb? 3a4eM HY>XHO 3HavyeHue PDV cermeHTa 1 Kak ero
NPUMEHUTL?

29 YeMm orpaHunyeHa ASMHa CeTU, MOCTPOEHHON TOIbKO Ha KOMMyTaTopax 6e3 ucnonb3oBaHUs NoBTopuUTENen?
3aBUCUT JIM 3TO OT pexnMa paboTbl NOPTOB (Aynnekc/nonyaynnekc)? O6bAacHUTe novemy.

30 JaHHble 3aa4m (CM. NOCTaHOBKY 3afayu B Bonpoce N6): 19.18.123.165/255.255.255.224

No Bonpockl KOHTPOIbHON paboThbl 3

1 Kakol (Kakme) n3 TpaHCnopTHbIX npoTokonos (TCP, UDP) noanep>xuneaeT broadcast nepenayn, a kakom
(kakme) - multicast? ObbacHUTe noyemy. MoveMy HeoHX0AMMbI pa3Hble TPAaHCMOPTHLIE MPOTOKOJbI, 00BACHUTE
Ha npumepe TCP, UDP.

2 Kakue 6bIBaloT BUAbI aApecoB B NpoToKose IPV6, ons Yero Kax bl TUN npefHasHayveH? YTo Takoe
TYHHENMPOBaHME U KakK OHO CBSA3aHO C BHeapeHueM IPv6? OnuwuTe paboTy ISATAP.

3 Mepeyncnute n 06BLACHNTE NOCNIeA0BATENLHOCTb AENCTBUM NPU Nepefade 1 npueme ¢ ucnonbsosaHmem CRC?

4 KakKoln TpaHCMOPTHLIA NPOTOKOJ1 UHTEPHET-CETEN NMEET MaLUMHY COCTOAHUIA 1 noYyeMy? B Kakux clyydasx
NPOrpamMMnCT 419 CBOEro CeTEBOro npuaoxxeHuns soibupaet UDP? Kakoin NpoTOKOJ C/I0XKHEE U NMoYeMy
(obocHynTe)?

5 OnuwmnTe NoapobHo Kak MMeHHO paboTaloT KOMMYTaTOPbl TPETLENO YPOBHSA, KaK naeHTuduunpyeTcs

«MOCTOSIHHbIA MOTOK»?




6 Kakue 0CHOBHble NpoBarfepsbl MarnucTpanen IHTepHeT BCTpevyanncb Bam npu TpaccrpoBke 3apybexHbix
HanpaBJIEHU BO BPEMS BbINOJIHEHMM NabopaTOPHOro 3aAaHuns Ha cocTaBeHue IP-kapTbl. KTo BegeT u Kak
noJly4nMTb UHOpMauunio o BlagensLe IP-agpeca? KTo BeLEeT 1 Kak NnoJiy4nTb MHOPMaLUo 0 BlagesbLe
JomMeHa 2 ypoBHA? YTo Takoe WHOIS?

7 Y10 Takoe 1 Kak NCrosib3yeTcs NopoXKAatoLMin NOANHOM 1 YTO Takoe CTaHAAPTHbIV NOPOXAAOLLNIA NOJIMHOM
B CRC?

8 HapucynTe cxemy cTpyKTypsbl Internet ¢ Toukn 3peHuns npefocTaBneHns LOCTYNa Y MOKaXXUTe Ha Hel (cxeme)
npyvMep NUPWHIoBOIM CBA3M U NPUMEP UCMOb30BaHMA IX. YTo Takoe ToYkM obMeHa Tpadmkom B IHTepHeT,
L7151 4ero ncnonb3yTca?

9 Kakum(n) cnocobom nporpamma tracert nonyvyaeT MapLipyT A0 y3Na-Ha3HaYeHWs B BUAE CNUCKa
NPOMEXXYTOYHbIX Y310B7

10 Y10 Takoe NopoXKAatoLW M MOANHOM, ANS HYero U Kak MMeHHO OH ucnonbyeTcs? MoxeT an 6biTb ownbka B
nakeTe, KoTopsbln Npowen CRC-TecT (y koToporo CRC-nocnefoBaTefIbHOCTL NMOKa3aJsla LefoCTHOCTb nakeTa)?

11 Y10 Takoe n Kak peanunsoBaHa NAT? N4 pelleHnsa Kakux 3afay ucrnonb3yeTtcsa? Kakme CywecTByoT
OrpaHUYeHns 3TON TeXHONOrnn?

12 MoyeMy HeCaHKLMOHMPOBAHHLIE (BUPYC, TPOAH) Nepedayn AaHHbIX xocTa no TCP 3ameTHee, yem no UDP?

13 Kak opmunpyeTtcs 64-6ut interfacelD (HostlD)? YTo-Takoe EUI-647 Kak peann30BaHO ANHaMM4yeckoe
Ha3Ha4yeHne agpecos B IPV6 (onuwnTe BCe BapuaHThbl)?

14 Moyemy HecMoTps Ha TO, 4TO VLAN - TexHoM0rma 2 ypoBHS, Asa Kaxaoro VLAN 06bI4HO BbIAENAT NOACETH U
NCMOJIb3YIOT YCTPOMCTBA 3 YPOBHSA - MapLIpyTM3aTopbl?

15 OnvwunTe Ha3HavyeHne TexHoJsiornm POE n yHKLIMOHaM COOTBETCTBYIOLWEro CTaHhapTa. YTo Takoe
aBTocornacoBaHme Ethernet?

16 Ine pernctpupytoTcs IP-agpeca? Kak nonyy4nTb MHGOpMaLMio 0 NpUHaLNeXHOCTH agpeca? YTo Takoe
WHOIS?

17 HapucynTe nocnenoBaTensHOCTH COCTOAHUIA ansa TCP cepBepa n kKiMeHTa (Ha cxeme 0603HaybTe yCi0BuA
nepexofa uU3 04HOro COCTOSHUS B Apyroe). Kaknum cnocobom nepenatoTcs KOMaHAbl-yC10BMSA NEPeXoaoB 13
04HOro coctoaHua B gpyroe (Hanpumep, SYN nam ACK npu ycTaHOBAEHUN COefnHEeHNA)?

18 STP - kak paboTaeT, Kakue 3aa4m pelaeT. 3a4eM HY)KHbl U3ObITOYHOCTb B CETAX U Kakne npobnemMbl MOXeT
BbI3BaTb?

19 CTek 1 MHoroypoBHeBas Mmogesb TCP/IP. YTo Takoe nopThl? KaknuM 06pa3om BblIbMpaeTcs NyTb BHYTPU CTEKA
npoTokonoB ans IP naketa (0T ypoBHs Host-to-Network no yposHs Application)? YTo Takoe COKeT 1 KakoM
NpPOrpamMMon MOXHO MOCMOTPETb «NPoCayLIMBaemMbie» nopTsl B OC?

20 YTo Takoe 1 Kak peanmzoaHa NAT? [ns pelleHns Kakux (HECKONbKMX) 3afay ucnonblyetca? Kakne

CYLLEeCTBYIOT OrpaHUYeHns 3TON TeXHoornm? MoxHO An npu ucnonb3oaHum NAT opraHu3oBaTb LOCTYM K
Beb-cepBepy BHYTPU YaCTHOWM CETW N KaK, eC/IN BO3MOXXHO?

20.2 MpoMeXxyTouyHasa aTrecTaums

MepevyeHb BONPOCOB K 3K3aMeHyY




1. Kak hopmupyeTca 64-6ut interfacelD (HostID) B npoTokone IPv6? YTo-Takoe EUI-647 Kak
peann3oBaHO AMHAMUYECKOe Ha3HavyeHne agpecos B IPv6 (onuwnTe BCE BapuUaHThbI
Ha3Ha4vyeHWs ajpeca Ha NHTepdenc KomMneoTepa)?

2. OnNuwnTe peannsaumnto CUCTeMbl AOMEHHbIX nMeH Internet (DNS). YTo Takoe 3anuck o
pecypce RR (npusennTe npuMepbl U3BeCTHbIX Bam Tunos RR). Yem oTnnyaeTtcs
NHTEPAKTUBHbIN N PEKYPCUBHBIA 3aNpPOChl U OTBETbI? Kakune NCnosib3yoTCa NopThl 1
TPaHCMOPTHbLIE NPOTOKOJbI AN peanusaumm DNS?

3. Ins Yero ucnosb3yeTcs MOAYASAUNS, MOXHO N 6e3 Hee 060NTUCE NpK Nepefaye AaHHbIX
N B KAKOM Cjly4ae? YTo Takoe MMMYJbCHO-KOA40BasA MOAYNSAUNS (NpuBeauTe npuMepsl,
HapUCynTe BPEMEHHYIO AnarpamMmy)? MNepevyncamte 0CHOBHbIE CBOMCTBA LIMGPOBbLIX KOLOB
(MKM).

1. Yo Takoe TponHoe pykonoxkaTtue TCP-npoTokona? Kakum cnocobom nepepatoTcs
koMaHAbl/oTBeTbl SYN, ACK? Kak onpefennTb Kakne nopThl «MPOCAYLLMBAOTCA» N KaKue
npoueccol/npusioxxeHns B OC BbINOMHAIT 3TO NpocayLlmBaHue? ovyemMy KOHTPOJb
HecaHKUMoHnpoBaHHOro TCP-Tpadumka npotue, 4yem UDP-Tpadunka?

2. NepeyncnmTe 0CHOBHbIE TOMONOr MK CeTEN, ONUWNTE NX 0COBEHHOCTW. B 4eM oTanyune
TOMOJIOrMiA 3Be34a W WNHA-B-TOYKe? YTO Takoe CaMo3axUBJieHWe ABONHOM0 KOJbLa,
HapuCymnTe 1 onuwimnTe.

3. YT1o Takoe TCP n UDP nopTbl? Kakum obpa3oM 1 ans 4ero oHu ncnosab3ytoTca? Kak
BbIOUpPaeTCa NyTb CETEBLIX AaHHbIX BHYTPM CTEKa NPOTOK0M0B Ans IP nakeTa? Kakne
TpaHCMOPTHbIE MPOTOKOJIbI MOALEPXKMUBAIOT unicast, kakne multicast, a kakne broadcast
B3aumogencTene?

1. Y1o Takoe n Kak peanusosaHa NAT? [Inda pelleHna Kakux 3agad ncnonblyetca? Kakune
CYLLECTBYIOT OrpaHuYeHuns aTon TexHonornn? B yem ocobeHHocTn pabotel NAT aons TCP n UDP
Tpagnkos?

2. B 4eM npes MHOroypoBHEBbIX MOAeNen ceTH, A1 Hero OHW HYXXHbI 1 YeM OT/INYATCA OT
cTeKkoB? lMNpuBeaunTe npuMmepsl Mogesnei, pacCMOTPEHHLIX B Kypce.

3. Y710 Takoe I/Q moaynaTop u Kakum obpa3om oH paboTaeT? YTO HY>XXHO As TOro, 4Tobbl
peasn3oBaTb ero nporpaMMHO? Kakune BuIbl MOLYIALUN BO3MOXHbI C I/Q MogynaTopom?

1. MepeyncamTe 3 OCHOBHbIX d/1EMEHTA MOHATUA «MPOTOKO» N MOACHUTE - YTO UMEHHO
03HavaeT Kax bl Ha npuMepe HTTP-npoToKona.

2. Kakue bbiBatoT BUAbI agpecos B IPV6, Ans Yero Kaxabl BUA npefHa3HayveH? YTo Takoe
TYHHENNPOBaHMe 1 Kak CBSA3aHO C BHeapeHueM IPv6?

3. HapucyinTe KOHUrypaumm To4Ka-To4Ka M MHOMOTOYEYHY0 KOH(MUIypaLuo. YTo Takoe
DTE (OO[L) n DCE(AKL])? B kakoi KOHDUrypaLumum BO3HMKAET NpobieMa «MHOXXeCTBEHHOI0
L0CTyMNa» U B 4eM CyTb 3TON NpobsieMbl 1 Kak pelwaeTcs (Ha npumepe n3BecTHbIX Bam
NpoTOKOJ10B)?




1. MepeyncnmTe TPaHCMOPTHbLIE MPOTOKOJILI internet-ceTeln. Ha ocHoBe Yero nenaet Bbibop
KOHKPETHOro TpaHcnopTa NporpaMMnCT 419 CETEBOro NpuioXKeHns? Kakom TpaHCNopTHbIN
NPOTOKOJ UMEET MallUMHY COCTOSHUI U novyemy?

2. Kakne ocobeHHocTun bynyT y cermeHTa Ethernet, B KoTopom Bpems ABoWHOro obopoTta
bynet 515 6uToBLIX MHTEPBaANOB (06BACHUTE NoYeMy)? Kak 3TO MPUMEHNMO K LYMNJIEKCHbIM
ceTsaM, 06bACHUTE novyemy?

3. Kak BbIMOHAETCS MapLlupyTusaumsa B ceTu Internet? YTo Takoe aBTOHOMHbIE CUCTEMbI?
YTo Takoe 3aBUCUMbIE N HE3ABMUCUMbIE OT NPOBanLepoB apecHble NpocTpaHCcTBa IP-agpecos?

1. Y10 Takoe nepefayva wam genernposaHue 30Hbl DNS? YTo Hy>XHO caenaTthb, 4TobbI
JlenernposaThb 30HY (ONULWINTE Kaxx[aoe OencTeune)?

2. C yeM CBSI3aHO OrpaHNYeHne Ha KOJIMYeCTBO KOMMbIOTEPOB B «MJIOCKOW CeTU»? Kakune
CeTU Ha3bIBAKOT MJIOCKUMMK N NoYeMy?

3. Y10 Takoe KprBas NOMeXoyCTOMYNMBOCTY (BoAOMaaHasa KpuBas)? Kakume cylwecTBytoT
cnocobbl ee NonyyYeHnsa ons 3a4aHHOro BMAA MOAYNALNN?

1. Kak paboTaeT n ona 4ero ncnosib3yeTcs Npotokon STP? Kakune moryT 6biTb Nnpobnembl
€ro NUCrnosb30BaHusA 1 Korga 6e3 Hero He 06oNTUCL?

2. Yem oTamyatoTcs unicast, multicast n broadcasat nepenaymn B IP-ceTax. ECTb M 0TAMYMUA B
agpecax unicast n muticast nakeTos?

3. Y7o Takoe CIDR? Mpusennte npumMep 3anucu agpeca IP-cetu B CIDR-hopmaTe. 3anuwmre
B CIDR thopmaTe (npedmkcHOM hopMaTe) afpeca ceTel K KOTOPbIM NpUHaaaexar,
COOTBETCTBEHHO, X0CThl: 123.2.3.4/255.0.0.0, 11.22.33.44/255.255.0,
2.1.40.131/255.255.255.248.

1. Y7o Takoe n Kak pabotaeT DHCP? YTO HY>XHO Ans TOro, 4Tobbl NepenTm K
ncnonb3osaHuio DHCP? Kakune npobnemMbl MOXXHO pelwnTb npumeHns DHCP? Kakue
NCMNOJIb3YTCSA MOPThI Y TPAHCMOPTHbLIE NPOTOKOJbI Ans peanunsauuy DHCP?

2. Kak paboTtaeT ARP-npoTokon (ro waram)? Yto Takoe MAC-agpec 1 Kak ero onpeaenntb
L9 KOMMbtOTepa, 3a KoTopbiM Bl paboTaeTe? Moyemy ARP-NpOTOKON CHMTAETCA OYEHb
Hebe30onacHbIM, ONULWNTE CLLeHapun aTak C npuMmeHeHnem ARP.

3. Kakune nBe 0CHOBHble KoHpurypauuu WiFi-ceTu cywecTtByoT? Y10 Takoe npobnema
CKPbITbIX TEPMUHANO0B? Buabl opbUT 1 Apyrue xapakTepuCcTUKM CNYTHUKOBbLIX CUCTEM CBA3N.




