MuHobpHayku Poccum
®ELEPAJIbHOE TOCYOAPCTBEHHOE BIOA>KETHOE OBPA30BATEJIbHOE YYPEXOEHUE
BbICLLUEIO OBPA30BAHUSA
«BOPOHEXXCKUWI rOCY BAPCTBEHHbIN YHUBEPCUTET»
(®Pre0Oy BO «BIr'Y»)
YTBEP)XXOAIO
3aBenyoLmin Kaghenpon
bopucos OMuTpuin HUKonaesmy

Kathenpa nHHOpPMaLMOHHbBIX CUCTEM

21.04.2021

PABOYASl NPOFPAMMA YYEBHOW AUCLUMNJINHBI
561.0.40 ADMUHUCTPUPOBaHNE B UHDOPMALIMOHHbIX CUCTEMaX
1. Koa v HauMeHOBaHMe HanpaBJieHUA NOATrOTOBKMU/CNEeLaNbHOCTH:
09.03.04 MporpaMMHas UHXXeHepus
2. NMpodunb noaroToBKu/cneynanmsaLms:
NHdpopMaunoHHbIe CUCTEMbI 1 CEeTEBbIE TEXHOI0M NN
3. Kanudukauua (cteneHb) BbINyCKHUKA:
bakanaspuaTt
4. ®opma obyueHus:
OyHasn
5. Kacdepnpa, oTBeualowwasn 3a peanmsauunio AUCLUMNIINHDI:
Kaenpa MHHMOPMALNOHHBIX CUCTEM
6. CocTaBuTENU NporpamMmmbi:

Kosasnb AHapen Cepreesud, koval@cs.vsu.ru, CT.nper, paky/bTeT KOMIbIOTEPHbIX HayK, Kageapa
MHGOPMaLNOHHBIV CUCTEM

7. PekoMeHgoOBaHa:

Hay4Ho-meToau4eckmum cosetoMm ®KH, npotokon HMC Ne5 o1 10.03.2021
8. Y4yeOHbIN ron;:

2024-2025

9.llenu u 3apa4m y4eOHON AUCLUNIUHDI:

n3y4yeHne MeToLA0I0r NN N TEXHOJIOr N a AMUHUCTPUPOBAHMS MHGPOPMaLMOHHbIX cuctem (UC). CTaBaTcs
3a/1a4n: Ha JIEKLUMOHHbIX 3aHATUAX MO3HAKOMUTL CTYAEHTOB C OpraHu3aumen cayx6 rnoanepxxKmn m
OCHOBaMu aAMUHNCTPMPOBaHUs NIC; Ha 1abopaTopHbIX 3aHATUSX CTYAEHTbI JOJIXKHbI 0JYYUTb HaBbIKU
MPaKTNYECKOro aAMUHUCTPUPOBAHUS KOMIIOHEHTOB peasibHbix UC - obopyaoBaHus IP-ceTei n ceTeBbix
onepaumoOHHbIX CUCTEM.

10. MecTo y4yebHOM aucuunanHblI B CTPYKTYpe OOM:
BxogHble 3HaHus: «HpopMaLnoHHble ceTu», «OcHoBbl OC UNIX», «OnepaunOHHbIE CUCTEMbI».



11. MnaHupyemblie pe3ynbTaThl 0OyYeHUs No AUCLUNIMHE/MOAYNIO (3HAHUA, YMEHUSA, HAaBbIKK),
COOTHECEHHbIE C MNJIaHMPyeMbIMU pe3ysibTaTaMU 0CBOeHUA obpa3oBaTesibHOW NPOrpamMMbl
(koMneTeHUMAMMU BbINYCKHUKOB) U UHOUKATOPAMM UX BOCTUXKEHUS:

Kon 1 Ha3BaHWe KoMMeTeHLMm

OMK-5 CnocobeH
NHCTaNIMpPoBaTb
NPOrpamMMHOE 1 annapaTHoe
obecneyeHune ons
NHGOPMALMOHHBIX 1
aBTOMaTN3MPOBAHHbIX CUCTEM

OMNK-5 CnocobeH
NHCTaNAMpoBaThb
NporpamMMHoe 1 annapaTHoe
obecneyeHune gna
NHOPMaLMOHHbLIX U
aBTOMaTW3MPOBAHHbLIX CUCTEM

OMNK-5 CnocobeH
WNHCTaNNMpoBaThb
NporpaMMHOe 1 annapaTHoe
obecneyeHune gna
NHMOPMALMOHHBIX U
aBTOMATM3MPOBAHHbLIX CUCTEM

Kof v Ha3BaHWe nHaukKaTopa
KOMMNeTeHLnn

OMK-5.1 3HaeT 0oCHOB®I
CUCTEMHOr0
aOMUHUCTPUPOBAHMS,
agMuHucTpuposaHua CYB[,
COBpPEMeHHble CTaHAapThbl
NHOPMaLMOHHOTO
B3aUMOLENCTBUSA CUCTEM.

OlNK-5.2 YMeeT BbINOSHATb
napaMeTpUYecKyt HaCcTPOMKY
NHOPMaLMOHHbLIX U
aBTOMaTU3MPOBAHHbIX CUCTEM.

Orl1K-5.3 VimeeT HaBbIKK
NHCTaNNALUM NPOrpamMMHOro
annapaTHoro obecneyeHns
NH(OPMALMOHHBIX U
aBTOMATM3MPOBAHHbLIX CUCTEM.

12. O6beM AUCUMUNIUHBI B 3a4€THbIX eAUHMLaX/JYac:

4/144

dopMa NPOMEXXYTOYHON aTTeCTaLUM:

SK3ameH

13. TpynoeMKOCTb No BUAaM y4ebHon paboThl

Bug y4ebHoi paboTbl

AyaNTOpPHbIE 3aHATNA
JIeKUNOHHbIE 3aHATUSA
MpakKTnyeckune 3aHATUA
NabopaTopHble 3aHATMA

CamocTodaTenbHasa paboTa

3HaHus, YMEHWUA, HaBblKW

3HaTb: TEHAEHLMM OpraHm3aLmm
JocTyna K pecypcam NC n
COOTBETCTBYIOLLNX METOLOB WX
aoMUHNCTPUPOBAHMUSA; pa3finyaTb
KOMMeTeHLUMn 1 npogeccuu,
CBfi3aHHbIe C
agMuHucTpuposaHuem NC n
0bnacTn 0TBETCTBEHHOCTH
COOTBETCTBYOLLUX CNEeLnaancTos;
OCHOBbI aAMUHUCTpUpoBaHma OC,
CEepPBEPOB NPUNOXKEHNA, CTAHAAPTbI
1 NPOTOKOJIbl MHHOPMALMOHHOI O
B3aUMOLenCTBUSA CUCTEM

yMeTb: BbINOJHATb
KOH(hMrypupoBaHue
NHOPMaLMOHHbLIX U
ABTOMaTU3MPOBAHHbLIX CUCTEM.

MMeTb HaBbIKW: WMHCTaNNALMM
NPOrpaMMHOro 1 annapaTHoOro
obecneyeHuns; ynpasBieHUs
ceTeBOW MHMPaACTPYKTYpon,
ceTeBblM 060pyAOBaHMEM U
CUCTEMHOr0 aAMUHNCTPUPOBAHMNSA

CemecTtp 7 Bcero
66 66
34 34
16 16
16 16
42 42



Bunpg y4yebHon paboThl

KypcoBas paboTa

HDOMG)KyTO‘-IHaFI aTTectauund

Yacbl Ha KOHTPOJIb

Bcero

13.1. Copep>xaHue AUCLMUNINHbI

n/n

HanmeHoBaHue
pasgena gucumnanHbl

3agayn
aOMUHUCTPUPOBAHNS.
Ob6beKThI
alMUHUCTPUPOBAHNSA

CopepxxaHue pasgena
OUCLUUMINHBI

3apa4n
AAMUHNCTPUPOBAHMS.
O6BbeKTbI
aAMUHNCTPUPOBAHUS.
CucTembl cepTuduKaLnm
cneunanuncTtos UT,
aAMMNHNCTPATOPOB.
Cny»x6bl pernctpauum.
JNlabopaTopHble TEMBI:
MeToauka
aAMUHUCTPUPOBAHMSA
ceTeBoro obopynoBaHmsa
CISCO. Bugabl
obopypoBaHus.

CemecTp 7 Bcero
0
36 36
36 36
144 144

Peanunsaunsa pasgena AUCLUNINHBI C
NMOMOLLbIO OHanH-Kypca, YMK

IYMK «AOMUHUCTPUPOBaHME B
NH(popMauoHHbIX Cuctemax»,
https://edu.vsu.ru/course/view.php?id=3102



n/n

2

HanmeHoBaHue
pasgena guCuunnvHbl

YnpaBneHve ceTsaMU.

ConepXaHue pasgena
ANCLUNAVHBI

YnpaBJsieHne ceTsaMu.
OnepaunoHHas cncTema
10S. nHaMmmnyeckas
MapuwpyTmu3aunsa. RIP,
EIGRP. uHamunyeckas
MappyTmsaunsa. OSPF,
BGP. TexHonoruu 2
YPOBH$ B KOPNOPaTUBHbIX
cetax. VLAN, xSTP, LACT.
Mpobnembl 6e30MacHOCTH
Ha 2 ypoBHe.
JlabopaTopHble TEMbI:
OnepaunoHHas cnctema
ceTeBoro obopynoBaHus
I0S. YcTaHoBKa
CTaTUYeCKNX MapLlpyToB
N MapLIpyTOB Mo-
YMOJIHaHWIO.
KoHurypunposaHme
NPOTOKOJI0B
OVHaMn4yeckon
MapwpyTmu3auum RIP,
EIGRP.
KoHdurypupoBaHue
NPOTOKOJI0B
OVHaMMn4yecKon
MapLpyTu3saumm OSPF,
BGP. KoHuryprposaHue
NAT/PAT.
KoHdurypuposaHue VTP,
VLAN. YnpassieHne
TpaMKOM 1 CUCKK
noctyna |0S.
PaclumpeHHble Crnckun
poctyna |0S.
ALMUHNCTPUPOBaHMNE
nabopaTopHoOm ceTu
(nHAMBMAyanbHoe
3aflaHue).

Peanmsaunsa pasgena AMCLMNANHBI C
MOMOLLbIO OHMANH-Kypca, YMK

IYMK «AOMUHUCTPUPOBaHME B
NH(popMauoHHbIX Cuctemax»,
https://edu.vsu.ru/course/view.php?id=3102



n/n

3

HanmeHoBaHue
pasgena guCuunnvHbl

Cnyx6bl KaTasIoroB..

ConepXaHue pasgena
ANCLUNAVHBI

Cny»x6bl KaTanoros
(npumep - Active
Directory). Cny6bl
ynpasneHus
KOHUrypauuen.
AOMWHNCTPATUBHbIE
wabnoHbl. LabnoHbl
6e3onacHocTy.
JlabopaTopHble TEMbI:
ALMUHNCTPUPOBaHNE
ceTel Ha ocHoBe MS
Windows Server 2003 u
2008. 3HakoMCTBO C
Tononorunen
nabopaTopHoW
NHPaCTPYKTYPbI.
MnaHnpoBaHme un
pasmeLLeHme ciyxbbl
KaTanoros Active
Directory. YpoBHU
COBMECTMMOCTY leca u
LOMeHa Ans CMCTeM Ha
ocHose Windows Server
2000, 2003 n 2008.
ALMUHNCTPUPOBaHMNE
cnyx6bl kaTanoros Active
Directory.
ALMUHNCTPUPOBaHMNE
YHYEeTHbIX 3anncen n
pecypcos. Pe3epBHoe
KonupoBaHue.
BoccTtaHoBneHune B
cnyyae aBapun. O6beKThl
rpynnoBon NOSNTUKMN.
YnpasneHve cpenom
nonb3oBaTesnsa AOMeHa.
YnpasneHne
napametpamu OC
KOMMbIOTEPOB AOMEHa.
Ncnonb3osaHue
AOMUHUCTPATUBHbIX
wabnoHoB. O6beKThI
FPYNMoBOMA MOJINTUKMN.
YctaHoska 10,
pa3eepTbiBaHue MO ¢
nomolblo RIS, WDS.

Peanmsaunsa pasgena AMCLMNANHBI C
MOMOLLbIO OHMANH-Kypca, YMK

IYMK «AOMUHUCTPUPOBaHME B
NH(popMauoHHbIX Cuctemax»,
https://edu.vsu.ru/course/view.php?id=3102



n/n

5

HanmeHoBaHue
pasgena guCuunnvHbl

OnepaTusHoe
ynpasieHue un
nognepxka.

ObecneyeHne
NHMOPMaLMOHHOM
6e3onacHocTn NC

CopnepxxaHue pa3gena
OUCUUMANHBI

OnepaTtusHoe
yrnpasfieHne n
nogaepxxka.
WNHcTannauus
KoMrnoHeHToB UC.
MOHUTOPUHI CUCTEMHbIX
cobbITNI 1
NPOVN3BOANTENBLHOCTMW.
CIM. AnnapaTHo-
nporpaMMHsble
nnaTgopMbl
AAMUHUCTPUPOBAHMS.
ALMUHNCTPUPOBaHMNE
UNIX-nogobHbix OC.
NabopaTopHble TEMbI:
XypHanbl
NPOVN3BOANTENBHOCTU 1
OMOBELLEHUS.
ALMUHNCTPUPOBaHMNE
UNIX-nogobHbIx cuctem:
ycTaHoBKK FreeBSD,
GNU/Linux (SuSe),
GNU/Linux (Gentoo),
Solaris.
ALMUHNCTPUPOBaHMNE
UNIX-nogobHbIx cuctem:
CUCTEMHOE
AAMUHNCTPUPOBAHMNE 1
ynpasneHue MO
(GNU/Linux).

ObecneyeHune Wb - kak
3ajava ynpasneHus
puckamn. CTpaTterumn
ynpasJeHns puckamu,
TEXHONIOr MM BHeApeHus
ynpasJieHns puckamu.
Mognenn ynpassieHus
noctynowm, SELinux.

Peanmsaunsa pasgena AMCLMNANHBI C
MOMOLLbIO OHMANH-Kypca, YMK

IYMK «AOMUHUCTPUPOBaHME B
NH(popMauoHHbIX Cuctemax»,
https://edu.vsu.ru/course/view.php?id=3102

9YMK «AOMUHUCTPUpPOBaHME B
NHpopMaumoHHbIX CuctemMax»,
https://edu.vsu.ru/course/view.php?id=3102



n/n

3

4

HanmeHoBaHue
pasgena guCuunnvHbl

YnpaBneHve ceTsaMU.
(nab.)

Cnyx6bl KaTaJIoroB.
(nab.)

OnepaTusBHoe
yrnpaB/eHne 1
nogaepxka. (nab.)

CopnepxxaHue pa3gena
OUCUUMANHBI

Ha BblJaHHOM OMNMCaHUn
TOMoJIornn ceTu
npencTaBJsieHa CeTb
opraHu3auuu,
coctoswas ns N
nnnanos u
LeHTpasbHOro ouca.
Heobxonnmo
CKOH(UrypnpoBaThb
NHTPaHeT ceTb C
NCNOoNb30BaHNEM
KaHanoB NoCTaBLyMKa
YCNyr CBSA3M U 0OCTYN B
NHTepHeT 4yepes
nocTaBLUMKa yCnyr
VIHTepHeT, a Takxe
obecneynTb foCTYN
Mexay punvanamu (B
T.4. c Tpebyemon cxemonm
LOCTyna) cornacHo
OMnCaHuI0 3alaHuns.

BbIMONHNTBL
pa3BepThbiBaHUE CyXObl
KaTasnora AD un
NPUMEHUTH K
KOHTPOJISIepaM OOMEHa
LabnoHbl 6e30MacHOCTW.
lNoka3aTb
npenogasaTesnto
pe3ynbTaT NPUMEHEHNS
wabnoHoB 1 npaBa
nonb30oBaTenemn
COOTBETCTBYIOLMX FPynmn.

Pa3BepTbiBaHMe CeTEBOr0
3KpaHa XocCTa.
KoHurypunposaHme
iptables, ipfw.
Pa3BepTbiBaHue SELinux .
KoHurypumposaHme
nonnTuk SELinux.

Peanmsaunsa pasgena AMCLMNANHBI C
MOMOLLbIO OHMANH-Kypca, YMK

IYMK «AOMUHUCTPUPOBaHME B
NH(popMauoHHbIX Cuctemax»,
https://edu.vsu.ru/course/view.php?id=3102

IYMK «AOMUHUCTPUpPOBaHME B
NHpopMaumoHHbIX Cuctemax»,
https://edu.vsu.ru/course/view.php?id=3102

9YMK «AOMUHUCTPMpPOBaHME B
NHpopMaymoHHbIX Cuctemax»,
https://edu.vsu.ru/course/view.php?id=3102



n/n  HanMeHoBaHMe CopepxxaHue pasgena Peanunsauns pasgena GUCLUMINHBI C
paszena gucumnanHbl  OUCLUMNANHBI MOMOLLbIO OHMANH-Kypca, YMK

2 YnpaBneHve ceTsaMU. Ha BblZaHHOM onncaHum IYMK «AOMUHUCTPUPOBaHME B
(NpakT.) TOMoJIornn ceTu NH(popMauoHHbIX Cuctemax»,
npencTaBfieHa CeTb https://edu.vsu.ru/course/view.php?id=3102
opraHu3auuu,
coctoswas ns N
nnnanos u
LeHTpasbHOro ouca.
Heobxonnmo
CKOH(UrypnpoBaThb
NHTPaHeT ceTb C
MCMOJIb30BaHNEM
KaHasI0B MOCTaBLUMKa
YCNyr CBSA3M U 0OCTYN B
NHTepHeT 4yepes
noCTaBLUMKa yCayr
VIHTepHeT, a Takxe
obecneynTb foCTYN
Mexay punvanamu (B
T.4. c Tpebyemon cxemonm
[0CTyMa) corjiacHo
OMUCaHNIO 3afaHNS.

3 Cnyx6bl KaTaJIoroB. BbINONHUTB IYMK «AOMUHUCTPUpPOBaHME B
(NpakT.) pa3BepTbiBaHME CyXObl NH(popMauoHHbIX Cuctemax»,
KaTanora AD u https://edu.vsu.ru/course/view.php?id=3102

NPUMEHUTH K
KOHTpOJIIepaM AOMEHa
LabnoHbl 6e30MacHOCTW.
lNoka3aTb
npenoaaBaTeslio
pe3ynbTaT NPUMEHEHNS
wabnoHoB 1 npaBa
nonb30oBaTenemn
COOTBETCTBYIOLLMX Fpynnm.

4 OnepaTusBHoe Pa3BepTbiBaHue ceTeBoro  3YMK «AOMUHUCTPUPOBaHME B
ynpasieHue un JKpaHa XxocTa. NHpopMaLoHHbIX Cuctemax»,
nogaepxka. (npakt.)  KoHpuryprupoaHue https://edu.vsu.ru/course/view.php?id=3102

iptables, ipfw.
Pa3BepTbiBaHue SELinux .
KoHurypumposaHme

nonnTuk SELinux.

13.2. Tembl (pa3pensl) AUCLUNANHBI U BUObI 3QHATUHA



Ne HanmMmeHOBaHMe TeMbI JlekumoHHble  [MpakTuydeckme JlabopaTopHble CamocToAaTenbHas Bcero

n/n (pasgena) 3aHATUA 3aHATUA 3aHATUA paboTa
1 3agayn 4 4 8
aAMUHUCTPMPOBAHNS.
O6beKTbI
aAMUHUCTPMPOBAHNS
2 YnpaBfieHve ceTamu. 8 6 6 12 32
3 Cny»x6bl KaTanoros. 8 4 4 12 28
4 OnepaTunBHOE 8 4 4 8 24
yrnpaBfieHune n
noagepxka.
5 ObecneyeHue 6 2 2 6 16
NH(pOPMaLIMOHHON

6e3onacHocTn NC

34 16 16 42 108

14. MeToaunyeckue yKasaHusa ansa oby4aloLwmxcs no 0CBOEHMIO OUCLUNJINHbI

AncumnaunHa TpebyeT paboThl C hannamMu-npeseHTaUnAMN NeKLUUN U COOTBETCTBYIOLMUMMK FNaBaMu
PEKOMEHOBAHHOW OCHOBHOW NNTEPaTypbl, @ TakXe, 0643aTeNbHOr0 BbIMNOJHEHNS BCEX TabopaTOPHbIX
3afaHNN B KOMMNbIOTEPHOM Knacce. CaMoCcToATeNIbHaa NOArOTOBKa K 1ab0OpaTOPHLIM 3aHATUAM He
TpebyeTcs, T.K. HeobxoANMble pekoMeHAaUNM AAOTCA B ayAUTOPUN, TAE BbINOJHATCA NabopaTopHble
paboThbl.

CamocToaTenbHas paboTa NpoBOAUTCA B KOMMbIOTEPHbIX kKNnaccax ®KH ¢ Mcnonb3oBaHMEM METOANYECKNX
MaTepuanoB PacrnofioKEHHbIX Ha y4ebHo-MmeToamyYeckom cepBepe ®KH "\fs.cs.vsu.ru\Library” n Ha
cepsepe Moodle BI'Y moodle.vsu.ru v BbINoJIHEHMEM 3a4a4 KOH(MUIYPUPOBaHUS BUPTYyann3mposaHHon UC.
Bo Bpemsi camocToATeNbHON paboThbl CTyAEHTbl UCMOAb3YIOT 3NEKTPOHHO-6MBANOTEYHbIE CUCTEMBI,
LOCTYMHble Ha nopTane 3oHanbHoM bubanotekn BIY no agpecy www.lib.vsu.ru. YacTb 3afaHnin MoXeT
ObiTb BbIMNOJSIHEHA BHE ayAUTOPUA Ha AOMAllHEM KOMMbOTeEpe, Nocsie KONMPOBaHUA METOAMNYECKUX
yKa3aHun n Heobxogmmoro MO ¢ y4ebHo-meToANYeckoro cepeepa PKH.

15. MepeyeHb OCHOBHOM M AOMNOJIHUTENILHOW NIUTEPATYPbl, PECYPCOB MHTEPHET, HE0OXO04UMbIX
AJIA OCBOEHUA OUCLUMNIINHBI

Ne McToYHUK
n/n

1 CbicoeB, 3.B. AGMUHNCTPUPOBaHMNE KOMMbIOTEPHLIX ceTel : y4ebHoe nocobume / 3.B. Cricoes, A.B.
Tepexos, E.B. bypueBa ; TaMb0OBCKM roCyAapCTBEHHbI TEXHUYECKUI YHUBEPCUTET. - TaMbOB :
TaMbOBCKUNY roCyAapCTBEHHbIV TEXHUYeCKui yHusepcuteT (TITY), 2017. - 80 c. : nn.—
YHuBepcuTeTckaa bubanoTeka OHAavH : 31EKTPOHHO-bMbIMoTeYHas cnctema. — Pexum
noctyna : http://biblioclub.ru/index.php?page=book&id=499414



Ne
n/n

McToYHMK

loH4apyk, C.B. AamuHuctpupoBaHne OC Linux / C.B. FToH4YapyK. - 2-e u3a., ncrp. - Mockaa :
HauwnoHanbHbi OTKpbITeIV YHUBEpCcuTeT «MHTYUT», 2016. - 165 ¢. — YHMBEpcuTeTCKas
6ubnnoTeKka OHAAVIH : 31EKTPOHHO-6MbInoTeYyHas cuctema. — Pexum goctyna :
http://biblioclub.ru/index.php?page=book&id=429014

6) nononHuTeNbHas AnTepaTypa:

No
n/n

NcToYHUK

Kyps4ni, I.B. OnepaumoHHas cuctema Linux: Kypc nekuni. YyebHoe nocobue / I.B. Kypsadni,
K.A. MacanHckui. - MockBa. : MK [Mpecc, 2010. - 348 ¢. — YHmuBepcuteTckas bubinoteka
OHJIaVH : 37IEKTPOHHO-6MbAnoTeYHas cncteMa. — Pexxum JocTyna :
http://biblioclub.ru/index.php?page=book_red&id=233108

BoviToB H.M. AamuHuctpuposaHue OC Red Hat Enterprise Linux. Y4ebHbivi Kypc. - MockBa : MK
Mpecc, 2011. - 192 c. — JlaHb : 3N1EKTPOHHO-bMbIMOTEYHas cucTtema. — Pexum goctyna :
https://e.lanbook.com/book/1081

BsaTkuH, A.W. [TpoeKkTupoBaHne 10KaJibHbIX N KOPopaTUBHbLIX CETEN: y4eOHO-METOANYECKNI
KomrieKkc. J1labopaTopHbIV NPpakTUKyM 415 CTyAeHToB HanpassieHnsa 09.03.02
«UVIHpopMaLMOHHbIE CUCTEMbI Y TEXHOJIOTUW» MPOGUIA MOLrOTOBKU «HIHOopMaLMOHHbIE
CUCTEMbI Y TEXHOJIO MW B aAMUHNCTPATUBHOM yrpaBieHnn» n HanpasaeHns 09.03.03
«[lpuknagHasa nHpopMaTuKa» npogpuis noaroToBku «lpukiagHas MHHOPMAaTNKa B IKOHOMUKE»
04HOU hopmbl 0byydeHus : [16+] / A.U. BATKuH ; 0TB. ped. N.H. [nyxux ;| TIOMEHCKni
rocynapCTBEHHbIV YHUBEPCUTET. - TIOMEHb : TIOMEHCKUI roCy AapCTBEHHbIN yHuBepcuTeT, 2016.
- 103 c. : mn. — YHuBepcuteTcKasa bmnbmoteka oHAaviH | 371eKTPOHHO-0nbnoTeyHasa cuctema. —
Pexxum goctyna : http://biblioclub.ru/index.php?page=book&id=574520

CucTeMbl 3alUnThl MHGOPMaLmn B BeAYLUNX 3apybexHbiX cTpaHax: y4ebHoe nocobve A/ By30B :
[16+] / B.N. ABep4yeHkoB, M.KO. PbiToB, I'.B. KoHapalunH, M.B. PynaHoBCkni. - 4-e u3g., ctep. -
MockBa : ®anHTa, 2016. - 224 ¢. — YHnBepcuTeTckas bubanoteka OHAaMH | 31€KTPOHHO-
bubnnoTeyHas cuctema. — Pexum goctyna :
http://biblioclub.ru/index.php?page=book&id=93351

B) MH(OPMALIMOHHbIE 371EKTPOHHO-06pa3oBaTe/IbHbIE PECYPChI:

Ne n/n

1

3

NCTOoYHMK
bubnanoteka By, http://www.lib.vsu.ru
Cepsep y4ebHo-MeToAnYeckux maTepuanos ®KH, \\fs.cs.vsu.ru\Library

Ob6pa3oBaTesNbHbIN NOpTan "INeKTPOHHLIN YHUBepcuTeT BIY", http://edu.vsu.ru



16. MepeuyeHb yuebHO-MeTOogUYECKOro obecneuyeHus pnsa caMocToATesIbHOU PaboThl

Ne n/m WCTOYHUK
1 Cepsep y4ebHo-MeToanYecknx maTepuanoB PKH, \\fs.cs.vsu.ru\Library

2 SYMK «AgmuHucTpupoBaHue B HhopMaLMoHHbIX CucTeMax»,
https://edu.vsu.ru/course/view.php?id=3102

17. ObpasoBaTesibHble TeXHOJIOTUMM, UCNOJIb3yEeMbie NPU peanusauum y4ebHon AUCLUNAUHDI,
BKJIlOYasA OUCTaHUMOHHbIe obpa3oBaTesnbHblie TexHonoruu (J0T), anekTpoHHoe oby4yeHue (30),
CMeLUaHHoe obyuyeHue):

1. TexHonoruv BupTYyanm3aunm:

Cpega supTyanmsauum Microsoft Virtual PC

Cpegna supTyanmsauum Oracle/Sun Virtual Box

2. DNeKTPoHHO-bnbnnoTeyHasa cnctema «YHusepcuteTckaa bubnnoteka online», http://biblioclub.ru
3. Obpa3soBaTenbHbIn NnopTan Moodle (cepsep Moodle BIY)

4. CepBepHble 1 kaneHTckne OC Microsoft.

5. OnepauwnoHHas cuctema GNU/Linux (anctpmnbyTus CentOS).

6. AnnapaTHble ceTeBble 3KpaHbl D-Link, CISCO.

18. MaTepuanbHO-TEXHUYECKOE obecneyeHne AUCLUNIIMNHDI:

1. JleKunoHHaa ayamTopmus, OCHallleHHas BULEONPOEKTOPOM.

2. KOMMbOTEPHBLIN KAacc And npoBefeHns nabopaTopHbIX 3aHATUIN, OCHALLEHHbLIA MPOrpaMMHbIM
obecneveHnem VirtualBox, VirtualPC, VirtualServer. O6bem onepaTuUBHON NaMATU Ha paboyee MeCTO He
MeHee 2I'b.

19. OueHou4Hble cpencTBa AJsia npoeeneHusn TeKymeﬁ n ﬂpOMe)KYTO‘-IHOﬁ aTTrectauumn

NMopsAoK OLEHKN 0CBOEHNS 00yYaloLMMNCS y4ebHOro MaTepuana onpeaensieTcs CoaepXXaHmem
cnefyowmnx pasnenoB ANCUMMINHGI:

Ne n/mn Pa3pgensl Kog komneTeHuun Kogn uHaukatopa OueHOo4YHble cpefcTBa Ans
OUCLUUNNHBI TeKyLen atTectaumm
(Mopynn)

1

2

3 OrnK-5 OMK-5.1 KoHTponbHas paboTta 1

4 OnK-5 OnK-5.2 KoHTponbHble paboTsl 1-3

NabopaTopHble paboThl 1-3

5 OnK-5 OMnK-5.3 KoHTponbHble paboThl 1,3
NabopaTopHble paboThl 1-3

lMpoMeXxyToYyHasa aTTecTaums

dopMa KOHTPOS - IK3aMeH



OLEeHOYHble CpeiCTBa AJ19 MPOMEXYTOYHON aTTecTaumm

lMncbMeHHasn KOHTPOJIbHasA pa60Ta. Bo3mMOXXHO nosly4eHme oueHKN rno pesysibTtataM TeKyLnx aTTecTauunm,
COrnacHo NnoJIoXKEHUO O 6a)'IJ'IbHO-peIzTI/IHFOBOI7I cncrteme O6y‘-IeHVIﬂ N OUEHKWN YyCNeBaAeMOCTN CTYAEHTOB.

20 Tunosble OLEHOYHbIe cpenctea M MeTogunieckue MaTepuanbl, onpeaensoliuve npouenypbl
OLeHUBaHuA

20.1 TeKyLwwMN KOHTPOJIb YCNEBAaeMOCTH

MepeyeHb 3a/aHU ANA KOHTPOJbHLIX paboT

Ne Bonpocbl KOHTpONIbHOM paboThbl 1

1 Ecnv npaBmabHas, TO 4TO 03Ha4vaeT KomaHga: ip route 0.0.0.0 0.0.0.0 10.20.30.40 ? Ecam
HenpasuibHas - NonpasbTe 1 06bACHUTE.

2 Ha kakux ypoBHsx mogesnun ISO/OSI MOXXHO NPOBOANTL (PUAbTPALIMIO AaHHbIX, UCNOJIb3YS CNNCKU LOCTYNa
10S?

3 B 4yem oT/am4me npoToKoaa MapwpyTusaumnm (routing protocol) oT mapLupyTU3npyemoro npoTtokona (routed
protocol)? MpueeaunTe npumepsl routing 1 routed NpoToKO0B.

4 Y10 o03HayvatoT cumBosibl O, C, R B nucTuHre |10S Tabnuubl MapluipyTnsaumm, Kak Bo3HukawT Takume (O, C n R)
3anucn?

5 B 4yem cocToAT 3afayun aAMUHUCTPUpPoBaHMA? MNepeduncante 06beKTbl afMUHUCTPUPOBAHUSA?

6 K Kakoi rpynne npoToKOoA0B 0THOCUTCA (M nodemy) RIP: K rpynne BHEWHUX UK BHYTPEHHUX MPOTOKOA0B? A
EIGRP? Kakue cyLLecTBYIOT OrpaHmyeHuns no npumeHeHuio EIGRP n RIP?

7 Ecnv npaBmabHad, TO 4TO 03Ha4vaeT KoMaHAa: access-list 110 permit ip any 0.0.0.0 255.255.255.255 7
Ecnn HenpaBuibHas - NonpasbTe 1 06bACHUTE.

8 B 4yem ocobeHHoCTV npumeHeHus RIPng no cpaBHeHuto ¢ RIP?

9 B yuem oTanyme NAT n PAT (NAT override)? B yem cnoxHocTb peanusaumu NAT gns UDP nakeTos no
CcpaBHeHuto ¢ TCP?

10 B 4em oTanyme NpoTOKONa MapLIpyTU3aLnmM «BeKkTopa cocTosHmaA» (distance vector) oT «CcoCTOAHUSA CBA3M»
(link state)? Kakow NpoTOKON OTHOCUTCA K KJlaccy “path vector”?

11 Ecnv npaBunbHasA, TO 4TO O3Ha4YaeT KOMaHAa: access-class 123 in ? Eciv HenpaBuibHas - NonpasbTe U
obbacHUTE.

12 YT1o Takoe IP Tabnnua MapLupyTM3aTopa, YTO B Hel HaxoanTcs? MpueeaunTe npumep Tabnuubl, 3anoaHNB napy
CTPOK.

13 Moyemy cxemy agpecauun IPv4, ocHoBaHHas Ha Knaccax, bbina 3ameHeHa Ha CIDR?  YTto Takoe CIDR? Y10
Takoe VLSM?

14 KakoBbl 0CHOBHble ocobeHHocTH EIGRP? Kak B 10S BkntoyaeTcs (E)IGRP mapwpyTusauns (npusegute npuMep
nocaefo0BaTeNIbHOCTM KOMaH U 06bACHNTE AeNCTBUE KaXaon)?

15 Kakue cywecTByloT koMaHAbl I0S 01a npoBepKy HAaCTPOMKK CNIMCKOB AOCTYyNa (MPOCMOTpa CNUCKa NpaBus 1
T.0.)7

16 YTo Takoe BHYTpeHHMEe 1 BHewwHKe npoTokobl (IGP, EGP)? MNMpueeanTe npumepbl 415 Ka)XA0ro KJlacca.

17 B 4yeM npenmyLLecTBa, U Kakue eCTb NoTeHUMasbHble NpobnieMbl y AMHaMUYeCKON MapLupyTu3aumnm? Y4to

TakKoe KOHBEpreHuys npoToKoa MapLpyTu3aumum?




18 Kak B 10S 3apaTh IP-agpec ans untepdenca? MNprsennte npuMep - Cepuio KOMaHA (415 agpeca YacTHOW ceTu
knacca B).

19 YT0 Takoe afMUHUCTPATUBHOE PacCToAHME. 115 KaKiX MPOTOKO0B OHO MMeeT 60sbluMe 3HaYeHUS 1
novemy?

20 Ecnv npaBmnbHas, TO 4TO 03HaYaeT KOMaHAa: ip access-group 123 in ? Ecam HenpaBuabHasa - NonpaBbTe U
obbacHUTE.

21 Ecnv npaBunbHas, TO 4TO 03HaYaeT KoMaHgza: access-list 123 permit tcp any 0.0.0.0 255.255.255.255
eq 443 ? Ecnn HenpaBubHas - NonpaeBbTe 1 06bACHUTE.

22 YTo Takoe cnucky poctyna IOS, Kakux TUMOB OHM BbIBAOT U AN Yero ncnonb3ytoTca? Kakme komaHabl 10S
HY>XHO BbINOAHUTb, 4TOBbI BOCNOJIb30BaThLCA CNUCKaMy focTyna?

23 Ecnu npaBuabHag, To 4TO O3Ha4YaeT KoMaHAa: ip route 163.4.0.0 255.255.0.0 10.1.1.1? Ecqm
HenpaBuUbHas - NonpaebTe 1 06bACHUTE.

24 YT1o Takoe VLAN 1 Kak peann3oBaHo? Kak Ha3blBancs U 4eM OTAMYaCA NPOTOTUN 3TOM TEXHONOM UK,
pa3paboTaHHbI CISCO?

25 OcobeHHOCTM NpoToKoNa IS-IS, g Yero oH NCMob3yeTCcs U KakoBbl TPebOBaHNS K CETU MPKU ero
NCMOb30BaHUN.

26 Ecnv npaBunbHas, TO 4TO O3Ha4YaeT KoMaHAa: access-list 11 permit tcp ip any any eq 80 ? Ecam
HernpaBuibHas - NonpaBbTe U 06BACHNTE.

27 Kakas komaHza (komaHabl) |0S nokakeT MapLupyTHYt0 Tabauuy mMaplipyTusaTtopa?

28 YTo Takoe arpernpoBaHune afpecos, 4Jid Hero ucnosb3yetca? Yto Takoe IP-noaceTb u IP-cynepceTs?
Mpumepsl.

29 KakoBbl 0CHOBHbIe ocobeHHocTy RIP? Kak B 10S BkatovaeTcs RIP (npuBennTe nprMep nociefoBaTenbHOCTH
KOMaH[I 1 00bSACHUTE OeCcTBME KaXKaomn)?

30 B 4yem ocobeHHocTb 06nacTu ¢ HomepoMm 0 (Area 0) 1 Kako/ NPOTOKOA MapLupyTU3aLmMm ncnoab3yet obnactu?

31 B yem oTanymsa RIP n EIGRP MapLipyTunsaumii, B KakMx Cyvasax UCnosib3yroT O4HY, a B Kakux - apyryto? Kakve
MaclwTabHble orpaHnyeHns ectb y RIP? Moyemy RIP nHOrga Ha3blBalOT «MapLUpyTU3aLmMen o cayxam».

32 Ecnv npaBmnbHas, TO 4TO 03Ha4vaeT KoMaHpAa: ip route 15.15.0.0 255.255.0.0 151.150.150.1507 Ecam
HemnpaBuUbHas - NonpaebTe U 06bACHUTE.

33 Ha kakom 06opyaoBaHumM 06bI4HO HEOOXOAUMO BbINOAHATE KOHGUrypupoBaHue VLAN? B 4em cocTouT 3T0
KOH(UrypmpoBaHue (4T0 HY>KHO ceniaTb, «MNo waram»)?

34 KakoBbl 0cHOBHble oTan4ma EIGRP ot OSPF? K ceTsax kakoro macwTaba ucnonb3yetca OSPF n novyemy? B 4yem
rnaBHOe orpaHuYyeHmne ncnonb3obaHuns EIGRP? Kakoi 13 NpoTOKOJI0B MCMOb3yeT obnacTu (area) u ons vero
OHW HYXHbI?

35 Ha3oBuTe n onuwunte Mmetoabl 6opbbbl C NETAAMU MapLpyTU3auun. NMoYeMy OHM BO3HUKAIOT W KaK MX
nsbexatb (cnocobebl)?

No Bonpockl KOHTPOIbHON paboThl 2

1 B yem cxoacTBo Directory Service ¢ 6onee paHHUMYK peweHusamu: NYS+NFS. OnnwnTte 3Tu peleHuns.

2 Kak KoHtmrypupytoTcs iptables? Kak genatoTcs usmeHeHms B Tekyluen paboTte iptables n kakum obpasom aTn

N3MEHEHMNS MOXKHO COXPaHUTb, YTOObI OHWM OCTaNMCh 1 Nocne nepe3sarpysku OC?




Kak co3paTb Active Directory? YTo Takoe cxema Active Directory, BO3MOXHO /1 ee u3MeHeHne? 4YT1o Takoe u
L4019 Yero ncnosb3yetcsa anHamuydeckuin DNS (DDNS) B cnyxbe kaTanora AD.

YT0 Takoe cnyxba kaTtanora? [lanTe onpefeneHne U Ha 3TOM ONpefeeHNN NOKaXXNTe Kak UMEHHO
peann3oBaHbl B Microsoft Active Directory Te aneMeHTbl, KOTOpbIE YNOMSAHYThHI B BalleM onpeneneHnmn cinyxosb
kaTanora. Yto Takoe DN n RDN?

B 4yem npobnembl AUCKPELMOHHON NoMTUKKM 6esonacHocT (ynpasneHus octynom)? Novyemy HecMoTps Ha
3Tn npobnemsbl DAC Wwnpoko ucnonsyetcs (Mpaktmnyeckn 8o Bcex OC)? MoXHO v pewnTb 3TU npobaemMbl B
pamkax DAC n kak?

Yto Takoe GID, UID B knaccnyeckmx UNIX OC v Kak OHV NCMONb3YIOTCA OS5 YIpaBieHns LOCTynoM? Kakue
BO3MOXKHOCTM gobasnsioT SUID, SGID?

YTo Takoe nec 1 Kakue eLle CyLeCcTBYIOT CTPYKTYpHble YpoBHM B Active Directory? 114 4ero Hy»Hbl 3TH
YypoBHM? 4YTO Takoe calTbl NpuMeHnTenbHO K Active Directory v B Kakux cllyqasx u Kak nx cosfatoT? [ins 4yero
CO3JaloT CanTbl?

Kakune nsameHeHus B ynpasneHuy SOCTynom Knaccuyeckoro UNIX BoO3MOXXHbI € ncrnosib3osaHuem SUDO?
PellaloTcs N 3ToM TexHonoruen npobnemsl noaxona DAC v B Kakol cTeneHun?

Y1o Takoe SELinux, Kakune 3agaym pewwaeT 1 KeMm pa3paboTaH 1 nogaepxmeaeTtca? OnuwmnTe
nocnefoBaTeNbHOCTb AENCTBUM MO BKAOYEHUIO N HacTpoke ero Ha CentOS. Kakne nomMHuTe
pacnpocTpaHeHHble yTuanTbl SELINUX, 418 Y4ero ncnonb3yTca?

10

YT1o Takoe penankauma B Active Directory, pa3aenbl n KOHTeKCTbl AD? B kKakoi 06nactu (x) BbINONHAETCA
penavkaumsa? YTo Takoe cxema, rae XpaHUTCa 1 Kak Moguduumpyetca?

11

YTo Takoe AOMeHbI, KOHTEKCThI, NoJsib30BaTenn SELinuX, noMeYyeHHble U HEMOMEYEHHbIe M0JIb30BaTeNN U
npouecchbl? Kak orpaHunyeHus SELinux paboTatoT BMecTe C TpaAULMOHHbBIM ynpaBaeHWeM LOCTYMNOM Ha
ocHoBe GID/UID?

12

Y10 Takoe cybbekTbl U 06BbEKTHI B KOHTEKCTE ynpaBfieHns aoctyrnom. Kak pabotaet maHgaTHas (MAC)
nosnTUKa ynpasneHuns foctynom? B yem ee otamdne ot DAC (npuseanTe npumMepsl foctyna K anny B DAC n
MAC? MNoyemy MAC mano pacnpocTpaHeHa B cywecTtsytowmx OC?

Bonpockl KOHTPOIbHON paboThl 3

Kak paboTtaeTt X-Window, 4To Takoe X-cepBep 1 X-k1nMeHT? C MOMOLLbI0 KaKX TPAHCMOPTHbIX MEXaHN3MOB
OHW MOryT B3aMMOLENCTBOBaTb, KOrAa X-cepep U X-KMEHT HaX0A4ATCSA Ha OAHOM KOMMbIOTEPEe 1 Korha Ha
pa3Hbix? B 4em ocobeHHOCTU rpadmyeckoro pelleHns X-Window, no CpaBHEHMIO C APYrMU N3BECTHLIMU Bam
rpauyeckumn cnctemam?

Kakum 0bpa3om agMUHUCTPATOP ONpPeaenseT Kak 1 B KakoM Nopsiike 0CTaHaBNBAKOTCSA CEPBUCHI/LEMOHbI
npwv 3asepieHnn OC UNIX 1 Kak onpeaenseTca nocaiefoBaTe/lbHOCTb 3aBEPLUEHNS Pa3/INYHbIX
CepBUCOB/0EMOHOB?.

MoyeMy CHay4ana B CEPBEPHLIX, 3aTEM B M0J1b30BaTE/IbCKMX KOMMbIOTEPaX CTajM Ucnonb3oBaThb EFI? Kakue
BO3MOXXHOCTM MO CPaBHEHUIO CO CTaHAaPTHON cxemoi paeT EFI, Mo)xHO nn obonTnch 6e3 EFIl 1 B Kakmnx
cnyyaax? Kakne ectb npobnembl y MBR-MeToaa?

Y10 Takoe MBR? B Kakux ciy4dasix HeobxoaAmnMo 1crnosb30BaTb BMECTO Hero GPT 1 Kakne BO3MOXXHOCTM 3TO
naet?

OnnwunTe nocnenosaTenbHOCTb 3arpy3ky OC MK (IBM-coBMeCTMMOM) C MOMEHTa BK/IIOYEHNUS NMUTaHUs 40
3arpysku agpa. Yto Takoe “cTaHgapTHbIM Koa” MBR, Kak oH paboTaeT?




Kak 1 ons 4ero ncnosb3yloT aAMUHUCTPATOPbI YPOBHU 3arpy3ku (run levels), cyliecTBytoline B HEKOTOPbIX
OC UNIX? Nepevncante ytuantbl UNIX ona apxvBupoBaHus, NepevyncanTe yTuanTbl 4S9 KOMNpeccum
thannos.

Kaknm 06pa3om afiMUHUCTPaTOpP OnpefenseT Kak 1 B KakOM MOpsAKe 0CTaHaBUBAOTCS CEPBUCHI/LEMOHbI
npu 3asepleHnn OC UNIX n Kak onpegenseTcs nocnefoBaTesIbHOCTb 3aBepLUeHns PassinyHbiX
CepBUCOB/0EMOHOB?

519 Yyero Hy>XHbl NporpamMmmbl-MeHedxepbl nakeTos M0 B OC UNIX? OnuwnTe nx yHKLun,

Kakue ya3BUMOCTM CYLLECTBYIOT Y KNaCCMYEeCKOWN CMCTeMbI Syslog? B 4eM CcMbICa NCNOIb30BaHWA NapaMeTpoB
facility, priority, Kak MIMEHHO NCMO/Ib3YIOTCS OHW NPY XYPHAIUPOBaHUN? Kakne CyLLeCcTBYIOT BapuaHThI
3anucu/nepenayu coobiieHuit B syslog? NMpeanonoxum Heobxoanmo cobpaTb cooblieHns ¢ 5 KoMMyTaTOpPOB €
nomolbto SYSLOG, KakoBa Noc/ie0BaTENbHOCTb AENCTBUIA agMUHUCTpaTOpa?

10

[Le 1 B KAKOM BUAE MOXET HaXx0AMTbCA nHGopMauma o nosb3osatensx, rpynnax 8 OC UNIX? I'ge 06bl4HO
Haxo4MTCA 3Ta UH(OPMaLMs B Ciyvae oTAenbHON paboyen cTaHumMM? Kakum 0b6pa3om MOXHO yrnpaBasaTb
(cozpaBaTbh/ypanaTb/MmoanduunpoBaTb) noas3osatenamm B OC UNIX? MNMpusegmnTte nocnefoBaTesbHOCTHY
LEeNCTBMI N0 CO34aHNI0, yaaneHuo n 61oKmMpoBaHuio (Bxoaa B cuctemy) nonb3zosatens 8 OC UNIX.

11

B yem oTanyme nepBrYHOro (primary) u pacwmpeHHoro (extended) pa3nenos gucka? Kakue CyLlecTBytoT
OrpaHMyeHns Ha KOA-BO pa3fenoB 3TUX TUNOB? MoXXHO nn 3arpy3uTb OC, HaX04ALLYI0CA Ha JI0rMYECKOM
LANCKe pacCLUMPEeHHOro pa3aes, B YeM OTANYMSA/KaK OCYLLeCTBUTb 3arpy3ky (eC/in BO3MOXXHO) B CPaBHEHMUM C
pacnonoxeHvem OC Ha nepBu4HOM pasgene?

12

OnnwuTe nocnepoBaTenbHOCTb 3arpy3ky OC UNIX ¢ MOMeHTa 3arpy3ku sgpa Ao 3anycka nojib3oBaTenem
nepBOro NPUIOXKeHUs (paccMOTpUTE Ba BapuaHTa 3arpy3ku: 4o 3 1 4o 5 ypoBHel). B 4em 0cobeHHOCTb
SystemV 3arpy3ku?

MepevyeHb nabopaTopHbLIX 3a4aHUNA

1

Ha BblL@aHHOM onMCaHUK TOMONOrMKM CeTU NpeLCTaBeHa
CceTb opraHusauunu, coctodawas ns N dpunnanos n
LeHTpanbHoro ouca. HeobxoammMo CKOHUIyprpoBaThb
WHTPaHeT ceTb C UCMO0JIb30BaHWEM KaHasloB NoCTaBLLMKa
yCayr CBA3M U [oCTyn B IHTEpPHET Yepes nocTasLymKa ycnyr
NHTepHeT, a Takxe obecneynTb AOCTYN MexXAy uananamm
(B T.4. Cc Tpebyemon cxemomn fOCTyna) COrnacHo OnMcaHunto
3a4aHus.

BbINoNHWTL pa3BepTbiBaHWe cyx6bl kaTasora AD 1
NPVMEHNTb K KOHTPO1epaM AOMeHa LWaboHbl
6e3onacHocTwu. MNoka3aTb NpenofaBaTento pesynbTaT
npvMeHeHns WwWabnoHOB 1 NpaBa NoJib30BaTeNen
COOTBETCTBYIOLLMX Fpynm.

Pa3gepTbiBaHuMe SELinux . KoHuUrypmuposaHue noamTuk
SELinux

20.2 NMpomMeXxyTouyHasa aTrecraums

NMepeyeHb BONPOCOB K 3K3aMeHY




1. BapwuaHT:

a.

MoxHO nn ncnonb3osatb DNS He MS (Hanpumep, DNS nog OC UNIX) onda paboTel AD u
Kakum obpasom? YTo Takoe SRV RR?

OnuwunTe nocnenoBaTenbHOCTb 3arpy3ky OC MK (IBM-coBMeCTMMOM) C MOMEHTA BKJIIOYEHUS
NMTaHUA [0 3arpyskun gapa. YTo Takoe CcTaHhapTHbIN Kog MBR, kak oH paboTaeT (no
waram)?

. B 4yem oTtnamyme NAT n PAT (NAT override)? B 4eM cnoXHocCTb peanu3auun NAT gna UDP

NnakeToB Mo cpaBHeHuo ¢ TCP?

. Y70 03HayatoT cumsonbl O, C, R B amcTuHre tabnuusl mapwpyTtusaunm [0S, Kak BO3HMKAIOT

Takue (O, Cu R) mappyTsl ?

Y10 Takoe pennukauus B Active Directory, pasfenibl U KOHTeKCTbl AD? B kKakoin obnacTtm (ax)
BbINOJIHAETCA perinkaumna? YTo Takoe cxema, rae XpaHuTca U Kak Mmoanduumnpyertca?

B yeMm npeummyliecTBa, U Kakue eCTb MoTeHUManbHble npobneMbl y AUHAMUYECKOW
MapLUIpyTMU3aunmn? YTo Takoe KOHBEPreHLnsa NpoToKoa MapLpyTusaumm?

2. BapuaHT:

a.

YTO Takoe leC 1 Kakue elle CyLLeCTBYIOT CTPYKTYpHble ypoBHY B Active Directory? [insa yero
HY>XHbl 3TW YPOBHU? YTO Takoe CanThbl NpuMeHnTeNbHO K Active Directory n B Kakux ciiyvasax
M Kak ux co3patoT? [ns yero co3patoT canTbl (NpymMepsbl)?

Mo4yeMy cHa4aNla B CepBepHbLIX, 3aTEM B MONb30BATE/IbCKUX KOMMbIOTEpax CTaju
ncnosb3osaTb EFI? Kakne BO3MOXXHOCTU MO CPaBHEHUIO CO CTaHAapTHOW cxemon paet EFI,
MOXXHO N1 0bonTuck 6e3 EFIl n B Kakmx criyyasx ?

. YTo Takoe SELinux, Kakue 3afa4m pewaeT 1 Kem paspaboTaH 1 nogaepxusaetca? OnuwmnTte

nocsieloBaTesIbHOCTb AENCTBUI MO BKIKOYEHMIO U HacTponke ero Ha CentOS. Kakre noMmHuTe
pacrnpocTpaHeHHble yTuanTbl SELINUX, ANa Yero ncnonb3yeTcs Kaxgaa?

. Kakue BapunaHTbl xpaHeHus 3anucen (RR) nopgnepxumsaeT DNS kKoMnaHum MS? Ha 4To

noBnmseT BbIbOp MecTa XxpaHeHns?

YTo Takoe cybbekTbl U 06beKTbl B KOHTEKCTE ynpaBieHus focTynoM. Kak paboTtaeT
MaHgaTHaa (MAC) nonnTuKa ynpaeaeHus goctynom? B yem ee otanyme ot DAC (npusenute
npumepsl fnoctyna K anny B8 DAC n MAC? MNMoyvyemy MAC Mano pacnpocTpaHeHa B
cyuwectsytowmx OC

Kakune cnocobbl ncnonb3yoTcs (kak oHn paboTaeT) ana peweHusa npobnem obpasoBaHus
umnkioB bpoagkacT-g4oMeHa (LOMEeHa LWMPOKOBELLLaHNA)?

3. BapwuaHT:

a.

d.

Y10 Takoe GID, UID B knaccnyeckmnx UNIX OC 1 KakK OHW UCNONb3YIOTCA AN ynpaBaeHus
noctynom? Kakne Bo3moxxHocTu gobasnstoT SUID, SGID?

[0e 1 B KakoMm BUAE MOXKET HaxoAuTbCs MHGOopMaLmus o noas3oBatensx, rpynnax 8 OC UNIX?
Ine 06bl4HO HaxoAMTCSA 3Ta MHGOPMaLMA B Cyvyae oTAeNbHOW paboyen cTaHUnn? Kakum
0bpa3omM MOXKHO ynpaBaaTb (Co3AaBaTb/yAanaTb/MOANGULMPOBATL) Noab3oBaTensaMu B OC
UNIX? MpueeLnTe nocaenoBaTe/bHOCTU [EWCTBUW MO CO3LaHWUID, YOANEHUD U
6noknpoBaHuto (Bxoda B cuctemy) nons3osatens B OC UNIX ¢ ncnonb3oBaHmem obbI4HOIO
pefakTopa (Hanpumep, Vi).

. T'ne pa3melyeHbl napameTpbl OC 1 NoNib30BaTENSs, MOC/AEe NPUMEHEHNS FPYMMOBbIX NOANTUK?

Kakne CcylecTBYOT UHCTPYMEHTHLI OT/JaAKW MexaHu3Ma rpynnoBbiX NOAUTUK? KOHCONb
rPYNMoBOM NONNTUKM HEAOCTYMHA, Kak NCNpaBuTb NapameTpsbl GPO?
Y1o Takoe DACL, SACL, ACE?



e. YTo Takoe «CepTuPUKauMoHHas nporpamMma», 4TO BXOAWUT B 3TO MOHATUE, KTO
pa3pabaTbiBaeT. YTo Takoe VUE 1 Prometric?

f. YTo Takoe aAMUHUCTPATUBHOE pacCcTosHME. [N KakKux NPOTOKON0B OHO UMeeT Bonblune
3HaYeHuUs n novyemy?

4. BapuaHT:

a. B yem npobnembl gncKkpeLmoHHoON NoMTUKK 6e3onacHOCTK (ynpaBneHna gocTynom)? MNoyemy
HecMoTps Ha 3Tu nNpobnembl DAC Wnpoko ncnonbdyetcs (NpaktTuyeckn 8o scex OC)? MoxKHO
NN pewnTb 3TK npobnemsbl B pamkax DAC 1 kak?

b. Y710 Takoe GID, UID B knaccmyeckmx UNIX OC n Kak OHM MCMOSb3YIOTCA A5 YNpaBiaeHuns
noctynom? Kakne Bo3moxxHocTu gobasnstoT SUID, SGID?

c. KomneTeHunn n npodeccun, MMmerolwmne OTHOWEHME K aaMuUHuUcTpuposaHuio WC.
MHoroypoBHeBasa nogaepxka.

d. B yeM oTam4mne nepBmnYHOro (primary) n pacwmpeHHoro (extended) pa3anenos ancka? Kakue
CYLLEeCTBYIOT OrpaHnUyeHns Ha KOJI-BO pa3fesioB 3TUX TUNoB? MoXHO nun 3arpy3uTb OC,
HaxoOsaWYCa Ha NOrMYeCKOM [MCKe pacCWMpPeHHOro pas3fef, B 4eM OTJNYUS/KaK
OCYLLECTBUTb 3arpysKky (ecsv BO3MOXHO) B CpaBHeHMM ¢ pacnonoxeHnem OC Ha nepBUYHOM
pasgene?

e. OnuwnTe nocnegosaTesibHOCTb 3arpy3kn OC UNIX ¢ MoOMeHTa 3arpy3ku aapa 40 3arnycka
nosib30BaTeNEM MePBOro MNPUIOXKEHMNSA (PAaCCMOTPUTE ABa BapuaHTa 3arpysku: 4o 3 1 Ao 5
ypoBHel). B 4eM ocobeHHOCTb SystemV 3arpy3sku?

f. HazoBuTe n onuwmnte metoabl 60pbbbl C METASIMU MapLpyTU3aummn. NovyemMy OHM BO3HUKAKOT
N Kak nx nsbexxatb (cnocobwl)?

MepevyeHb nabopaToOpHbLIX 3a4aHUNA

1

Ha BblJaHHOM OMUCaHWM TOMONOrMM CeTU npeacTasieHa
CeTb opraHusaumu, cocrosdwias n3 N dunnanos u
LeHTpanbHoro oduca. HeobxoanMMo CKOHUryprpoBaTb
WHTPaHeT CeTb C UCMOJIb30BAHNEM KaHaJI0B NMOCTaBLLMKa
yCJlyr CBSI3U 1 JOCTYN B IHTEepHET Yyepe3 nocTaBLUMKa yCayr
NHTepHeT, a Takxe obecneynTb JOCTYN Mexay puavanamu
(B T.4. c Tpebyemow cxemMomn AOCTyna) COrlacHO ONUCAHNIO
3aflaHu4.

BbINoNHWTBL pa3BepTbiBaHWe cyx6bbl kaTasora AD 1
NPVMEHNTb K KOHTPO1epaM AOMeHa LWaboHbl
6e3onacHocTwu. MNoka3aTb NpenofaBaTento pesynbTaT
npvMeHeHns WwWabnoHOB 1 NpaBa NoJib30BaTeNen
COOTBETCTBYIOLLMX Fpynm.

Pa3gepTbiBaHWe SELinux . KoHurypruposaHue nomTuk
SELinux



