MuHobpHayku Poccum
®ELEPAJIbHOE TOCYOAPCTBEHHOE BIOA>KETHOE OBPA30BATEJIbHOE YYPEXOEHUE
BbICLLUEIO OBPA30BAHUSA
«BOPOHEXXCKUWI rOCY BAPCTBEHHbIN YHUBEPCUTET»
(®Pre0Oy BO «BIr'Y»)
YTBEP)XXOAIO
3aBenyoLmin Kaghenpon
bopucos OMuTpuin HUKonaesmy
Kathenpa nHHOpPMaLMOHHbBIX CUCTEM
21 anpens 2021 .
PABOYASl NPOFPAMMA YYEBHOW AUCLUMNJINHBI

61.B.[1B.03.02 CncTeMsbl 1 ceTu nepegaym nHdopmaLmum

1. Kog  HauMeHOBaHue HanpaBJ/IeHUA NOAroTOBKMU/CNeLuaabHOCTH:
09.04.02 NHopMaLMOHHbIe CUCTEMbI U TEXHONOM U

2. Mpodunb noaroToBKU/cneunanmsaLms:

CncTeMbl NPUKNAAHOr0 NCKYCCTBEHHOMO MHTE/IEKTa

3. Ksanudukauus (cteneHb) BbINyCKHUKA:

MarucTpaTtypa

4. ®opma obyyeHusn:

O4Hasn

5. Kacdepnpa, oTBeualowasn 3a peaamsauunio AUCLUMNIIUHDI:
Kathenpa NHHOOPMALMOHHBLIX CUCTEM

6. CocTaBuTENIM NPOrpaMMbl:

CTpomoB AnekcaHap BukTopoBuY, K. .-M. H., CTapLLni rpenogaBatesib, (haky/IbTeT KOMIMbIOTEPHbIX
Hayk, Kageapa NMHMHOPMaLMOHHbIA CUCTEM

7. PekomeHpoBaHa:

npoTokoa HMC Ne5 oT 10.03.2021

8. Y4yeOHbIN ron:

2021-2022

9.lenu n 3apaumn y4ebHOU AUCLUNANHDI:

M3y4yeHne OCHOB TEXHONOIMMN MUHGPOPMALUOHHLIX cCeTel; npuobpeTeHUe HABLIKOB
NPOEKTUPOBAHUS, peann3aunn n ynpaBieHns AaHHbIMKU cucTemMaMmu. CTaBATCSA 3a4ayy MO3HAaKOMUTb
CTYLEHTOB C 3TaOHHbIMW MOLE/ISIMA YPOBHEBbIX MPOTOKOJIOB M Ha UX OCHOBE MPOBECTMU NMOYPOBHEBOE
PAacCMOTPEHUE 3/1EMEHTOB CETEBON UHMPACTPYKTYpPbl. HaBblKM MPOEKTUPOBAHUS, peanusauuu,
yrnpaBiieHNs 1 NoncKa HeWCrnpaBHOCTEN CeTeBON UHGPACTPYKTYpbl CTyAeHTHl npuobpeTatoT B xone
BbIMOJIHEHMS 1Ta60PATOPHbIX 3aJaHWIA.

10. MecTo y4yebHOM aucuunAnHLI B CTPYKTYype OOM:

ancumnnaunHa 6asoson YacTu unkna (b1.6). BxogHble 3HaHUs B 061acTu KypcoB: «MaTeMaTU4eckmin
aHanm3», «Teopnsa BEPOSTHOCTEN N MaTeMaTnyeckas CTaTUCTMKa», «Teopns nHopMaLnms.

11. NMnaHupyemblie pe3ynbTaTbl 00y4YeHusa no gucuunauHe/Moaynio (3HaHUA, YyMEeHUSA, HAaBbIKH),



COOTHEeCEeHHble C NJIaHUpPyeMbIMU pe3yJsibTaTaMU OCBOEHUA oGpasoBaTeanoﬁ nporpamMmmbl
(koMneTeHUUAMHU BblnyCKHVIKOB) U UHOUKaTOPaMU UX AOCTUIXEeHUA:

Kof v Ha3BaHMe KOMMeTeHLNn

MK-14 CnocobeH
NMPOEKTNPOBATb apXUTEKTYPY
NporpaMMHOro cpeacTea

MK-16 CnocobeH onpenensTb
Ka4yeCTBO MPOBOANMBIX
nccnenosaHuin, obpabaTbiBaThb,
NHTEPNPETUPOBaTHL U
0hopMAIATbL pe3yfbTaThl
NPOBEAEHHbIX NCCNE0BAHUN U
npencTaBnAaTb pe-3yabTaThl
npogeccnoHasbHOMY
coobuecTsy.

Kog v Ha3BaHue NHOWKaTOpPa
KoMneTeHunn

MK-14.2 YmeeT onpenenstb
Crnocobbl B3aMMoaencTBus
MeXay NporpaMMHbIMU
noacucreMamu
NporpaMMHOro cpeacTaa

MK-16.1 YmeeT
obpabaTbiBaTb AaHHbIE
NPOBOAMMbIX UCCNef0BaHNN
C UCMONb30BaHNEM
COBPEMEHHbIX MeTOL0B
aHann3a uHgopmaumm n
NH(OPMALMOHHBIX
TeXHOJI0run

12. 06beM AuCUMNUHBI B 3a4eTHbIX eAUuHUuLax/yac:

3/108

CbopMa npoMeXxyTo4 HOM aTTecTaLuu:

3a4eT C oueHKon, KoHTposibHas paboTa

13. TpynoeMKOCTb No BUA.aM y4ebHoOn paboTbl

Bunpg y4yebHom paboThl

AYLNTOPHbIE 3aHATUSA
JIEKLMOHHbIE 3aHATKA
MpakTnyeckune 3aHATMA
JNabopaTopHble 3aHATUSA

CamocTodaTenbHasa paboTa
KypcoBas paboTa

MpomMeXxyTo4YHaa aTTecTaums
Yacbl Ha KOHTPOJb

Bcero

CemecTp 1

3HaHu4, YMEHWNA, HaBbIKU

3HaeT NPUHLMMBLI NOCTPOEHUS
ceTen CBA3M.M Nnepefayn
NHMOoPMaL MK

YMeeT KnaccupnumpoBaTh
(PYKLMOHANBHOCTb 91€MEHTOB
ceTen CBA3M.M Nnepefayn
NHOPMaLMK MO CEMUYPOBHEBOM
Moenv B3auMoLencTBumA
OTKPbITbIX CUCTEM.

Bnapeet meTogamu
MoennpoBaHma
TeJIEKOMMYHUKALMOHHbIX CeTel.

3HaeT Hanbonee
pacnpoCTpaHEHHbIE CTEKM
NPOTOKOJIOB CETEW CBA3N U
nepegayyv nHpopMaLmnu.
YMeeT OpMeHTUpoBaThCA B
OCHOBHbIX CTaHOapTax oTpaciu.
Bnageet meTogamu
MOAENNPOBAHNS 3/IEMEHTOB
COBpPEMEHHbIX
TeNeKOMMYHUKaLNOHHbIX
NPOTOKOJI0B

CemecTp 2 Bcero
50 50
16 16
0
34 34
58 58
0
0 0
0

108 108



13.1. Copep>xaHue AUCLUNINHDBI

n/n

1.1

HanmeHoBaHue
pasgena
OVCUMMINHBI

OCHOBHble
onpegeneHns,
Knaccugmkaumm,
MOLEeSN.

ConepxaHue pa3sgena
ANCUMUNNINHBI

Jlekuun

MpeaMeT usyyeHuns Kypca,
OCHOBHbIEe onpefeneHus.
CTpyKTypa MHHDOPMALMOHHON
ceTn. MHoroypoBHeBas
apxuTtekTypa cetu. lNoHATHe
npoTokona. MoLesb B3aMMOCBA3M
OTKPbITbIX CUCTEM.
QyYHKLMOHaJIbHbIE MPOMUIN.

Peanusaunsa pasgena AUCLUMINHLI C
MOMOLLbIO0 OHJTaH-Kypca, IYMK

https://edu.vsu.ru/course/view.php?id=4035



n/n

1.2

HanmeHoBaHue
pa3snena
OVUCUMMINHBI

dur3nyeckmn
YPOBEHb
NHMOPMALIMOHHbIX
ceTen.

ConoepxxaHue pasgena
ANCUUMSINHBI

OCHOBbI TEOPMM NHOPMALMN.
Mepa nHdopmauun,
BEPOATHOCTHbIN NOAXON.
OCHOBHbIE XapaKTEePUCTUKM
CMCTEeMbl NepefaYn AUCKPETHbIX
COOBLLEHNI 1 NINHWIA CBA3W.

S HEKTUBHOCTb NCMOJSIb30BaHNS
4aCTOTHOro AMana3oHa
CpeLCTBaMU Nepefayn AaHHbIX.
VIHopMaLMOHHbIE eMKOCTH
LVCKPETHOro 1 HenpepbIBHOr0
curHanos. lMpenenbl CKOPOCTH
nepenayn faHHbIX, TEOPEMbI
HankeucTa v LLleHHOHa.
MPUHLMMBI N UCMO/b3yeMble BULbI
MOLYNALNU, UX OCOBEHHOCTN.
KomnnekcHoe npefcTaBneHmne
MOAY/IMPOBaHHOro curHana. 1/Q
momynsatop. MonHaa cuctema
nepefayn faHHbIX, ee
XapaKTepucTukun. BeposatHocTu
CUMBOJIbHOW 1 BMTOBOI OLINOKM
L4718 MOLYNALUNOHHBIX CXEM.
NabopaTopHble TeMbI: N3yYeHne
BO3MOXHOCTeN cpeabl Matlab no
MOJESIMPOBAHMIO
KOMMYHUKALMOHHBIX CUCTEM Ha
npumepe mogenn BPSK cnctemsl.
Communications Toolbox n
Communications Blockset. PacyeT
KOMMYHWKaLMOHHOWN CUCTEMBI.
OnpeneneHune xapakTepucTuk
MOLYNIAUMOHHBIX cxeM. Cpefa
MonenmpoBaHma Simulink.
MoZLenupoBaHue NoaHON CUCTEMBI
nepefayn faHHbIX B cpene
Simulink. MofnenvpoBaHue cuctem
nepenayn MPSK, QAM.
OnpegneneHune BER, SER
AHaNIMTUYECKN 1 C MOMOLLLLIO
UMWTaLNOHHOI0 MOAENPOBaHMS.

Peanusauns pasnena SUCUUMNIINHBI C
MOMOLLLbI0 OHNANH-Kypca, DYMK

https://edu.vsu.ru/course/view.php?id=4035



n/n

1.3

1.4

1.5

1.6

1.7

HanmeHoBaHue
pa3snena
OVUCUMMINHBI

YpoBeHb
yrnpaBieHus
KaHanoM obmeHa
JaHHbIMK,

TexHonorum
JIOKaJIbHBbIX,
6ecrnpoBOHbIX,

CMYTHUKOBbLIX CeTen.

NGN-ceTw.

MapLupyTusaums.

TexHonorunm WAN.

ConoepxxaHue pasgena
ANCUUMSINHBI

Lundposoe n nornyeckoe
kKogmpoBaHue. ObHapyxeHue u
ncnpasnieHune owmnbokK.
YnpaBfieHne KaHanoM, pasinyHble
noaxonbl. ACUHXPOHHOE 1
CMHXPOHHOE (hopMaTUpoBaHuMe.
ARQ-MeTOAbl. CTaTHYeCcKoe n
AVHaMn4eckoe pacnpegeneHms
pecypcoB KaHana. JlabopaTopHble
TeMbl: MOAEINPOBaHNe
NPOV3BOANTENBHOCTMU NPOTOKO/OB
yrnpaBJieHNs KaHasioM.

JlokanbHble ceTu, CTaHAapThl
IEEE802.x. MeToAbl KOMMYyTaLMN.
PacyeTbl Ethernet ceTen.
becnpoBogHble ceTu.
CnyTHUWKOBbIE CETMW.
JNlabopaTopHble TeMbI: pacyeT
ceten Ethernet, Fast Ethernet.

MynbTuMeana N KOMMbIOTEPHbIE
ceTun, QoS.

MapLupyTusaums B ceTax
nepefayun faHHbIX. YpasneHue
noToKaMmn JaHHbIX. MexceTeBoe
B3aumozencreue. IP.
JNlabopaTopHble TEMbI: aapecaumns
B TCP/IP ceTax: BblYUCNEHMNSA
afpecoB noaceTemn, Macok
noaceTen, agpecoB
LUMPOKOBELLAHNS.

CeTun Cc KOMMyTaLWeNn NakeToB.
ISDN, umnpoBsble ceTu C
NHTerpasnbHbIM 06Cy)KMBAHMEM.
Frame Relay. SDH. ATM.

Peanusauns pasnena SUCUUMNIINHBI C
MOMOLLLbI0 OHNANH-Kypca, DYMK

https://edu.vsu.ru/course/view.php?id=4035

https://edu.vsu.ru/course/view.php?id=4035

https://edu.vsu.ru/course/view.php?id=4035

https://edu.vsu.ru/course/view.php?id=4035

https://edu.vsu.ru/course/view.php?id=4035



n/n

1.8

1.9

1.10

2.1

2.1

HanmeHoBaHue
pa3snena
OVUCUMMINHBI

MeXxIyHapoaHble n
pervnoHanbHble CeTU
obuero
Ha3Ha4veHus.
Internet.

KopnopaTuBHble
CEeTN N CUCTEMBI.
NHdopmaLmoHHasn
6e3onacHoOCTb
ceTen.

MpoeKTnpoBaHue
NHOPMaLIMOHHbIX
ceTen.

dusnyeckun
YPOBEHb
NHMOPMALIMOHHbIX
ceTen.

Dun3nYecKmmn
YPOBEHb
NHMOPMaLIMOHHbIX
ceTen.

ConoepxxaHue pasgena
ANCUUMSINHBI

VHTepHeT: NoCTaBLLMKN yCayr.
OTBeTCTBEHHbIE OpraHM3auum
NHTepHeT. UHDpacTpyKTypHbIE
cnyxbbl IP-ceTein. ObopynoBaHme
N TEXHOJIOT N COBPEMEHHbIX |P-

ceTein. IPv6. JlabopaTopHble TEMbI:

MapLipyTU3auns B UHTpaHeT
CeTAX, KOH(UryprupoBaHue
KOHEYHbIX Y3J10B 1
MapwpyTusaTtopos. DHCP:
KOH(UTyprpoBaHMe Ha CTOPOHe
cepsepa 1 KOHeYHbIX Y3J10B.
MapLpyTunsaums B IHTepHeT.
OnpegeneHne MarnucTpanbHbIX
MapwpyToB B IHTepHeT. DNS:
KOH(UTyprpoBaHMe Ha CTOPOHe
cepBepa 1 KOHeYHbIX Y3J10B.
PerncTpaTopbl U OTBETCTBEHHbIE
opraHusauuu NHTepHeT. TyHHenn
ans cocywectsoaHus IPve n IPv4
ceTen.

Intranet-ceTun. OcobeHHOCTM
NnoCTpoeHns intranet-ceTen.
be3onacHoOCTb ceTen nepegayn
LaHHbIX. VPN. CeTeBble 3KpaHbl.
IPsec. JlabopaTopHble TeMbI:
KopropaTusHas ceTb BI'Y.
Nccnenosanue,
LOKYMEHTUPOBAHNE.

MeToL0M0rns NPoOeKTUPOBAHMNS
NH(OKOMMYHUKALNOHHBLIX CUCTEM
n ceten. Mlepapxuyeckas mogenb
CISCO. WabnoHsl
NPOEKTUPOBaHMS.

NabopaTopHble 3aHATHS

PacyeT 6l04)KeTa MOLLHOCTU U
OCHOBHbIX XapakKTepucTuK
KOMMyHI/IKaLI,VIOHHOVI CNCTEeMsbl

3y4yeHne CKK. OnpegeneHne
BEPOSATHOCTY GUTOBON OLLMOKK
KakK (OYHKLMN OTHOLIEHUS CUrHal-
LUIYM LS8 Pa3/IMYHbIX BULOB

MOy ALK

Peanusauns pasgena ANCLUNUMINHBI C

MOMOLLLbI0 OHNANH-Kypca, DYMK

https://edu.vsu.ru/course/view.php?id=4035

https://edu.vsu.ru/course/view.php?id=4035

https://edu.vsu.ru/course/view.php?id=4035

https://edu.vsu.ru/course/view.php?id=4035

https://edu.vsu.ru/course/view.php?id=4035



n/n

2.3

2.4

2.5

2.6

2.7

2.8

2.9

HanmeHoBaHue
pa3snena
OVCUNMINHBI

TexHonormu
JNIOKaJIbHBbIX,
6ecnpoBoHbIX,

CMYTHUKOBbIX ceTern.

MapwpyTtunsauyms

MexoyHapoHble n
pervnoHanbHble ceTu
obuiero
Ha3Ha4veHus.
Internet.

MexoyHapoHble n
pervnoHanbHble ceTu
obuiero
Ha3Ha4YeHus.
Internet.

MexxayHapoaHble n
pernoHanbHble CeTU
obuiero
Ha3HayveHus.
Internet.

KopnopaTuBHble
CEeTN N CUCTEMBI.
NHdopmaLmoHHas
6e3onacHoCTb
ceTen.

MpoekTnpoBaHue
NH(OPMALIMOHHBIX
ceTei.

ConoepxxaHue pasgena
ANCUUMSINHBI

KoHguryprposaHue
UH(pacTpykTypHOM WiFi-ceTn,
AAA-cepsepa

MnaHnpoBaHWe agpecHoro
npocTpaHcTBa IPv4-ceTen n
Cco3[aHune ceTu

KoHuryprposaHue
NHGPaCTPYKTYPHbIX C1yxb IP-
ceTtun: DHCP n DNS.

locTpoeHne, NpoBepka
paboTocnocobHOCTN 1 MOUCK
HeucnpasHocTen B IPv4/IPv6
ceTax (DualStack)

MocTpoeHune IPv6e-over-IPv4, GRE
TYHHenen.

AHanus IP-cBA3HOCTU ”
NOCTPOEHME Ha 3TON OCHoBE IP-
KapTbl ceTu

L2 ya3BMMOCTW MHTpaHeT ceTei.
APR

13.2. Tembl (pa3pensl) AUCLUNINHBI U BUObI 3aHATUHA

No
n/n

HanmeHoBaHMe
TeMmbl (pa3gena)

OcHOBHbIE
onpegnenieHuns,
Knaccumrkaumm,
Mo enu.

JleKunoHHble  [paKkTunyeckune
3aHATUSA 3aHATUSA
2 0

Peanusauns pasnena SUCUUMNIINHBI C
MOMOLLLbI0 OHNANH-Kypca, DYMK

https://edu.vsu.ru/course/view.php?id=4035

https://edu.vsu.ru/course/view.php?id=4035

https://edu.vsu.ru/course/view.php?id=4035

https://edu.vsu.ru/course/view.php?id=4035

https://edu.vsu.ru/course/view.php?id=4035

https://edu.vsu.ru/course/view.php?id=4035

https://edu.vsu.ru/course/view.php?id=4035

NabopaTopHble CamocTosTenbHas Bcero
3aHATUSA paboTa
4 4 10



No  HaumeHoBaHue JlekunoHHble  TpakTuyeckne JlabopaTopHble CamocTosTeNnbHas Bcero
n/n  Tembl (pasgena) 3aHATUS 3aHATUSA 3aHATUS paboTa

2 dur3nyecknn 3 0 4 2 9
YPOBEHb
NHDOPMALIMOHHBIX
ceTen.

3 YpoBeHb 2 0 4 2 8
yrpaBsJieHUs
KaHasiom obmeHa
LaHHbIMK.

4 TexHonoruu 2 0 4 6 12
JIOKaNbHbIX,
H6ecnpoBoaHbIX,
CMYTHUKOBbIX
ceTen.

5 NGN-ceTn. 2 0 4 4 10
6 MapwpyTtunsaumnsa. 3 0 5 6 14
7 TexHonorum WAN. 2 0 4 6 12

8 MexnoyHapogHble 2 0 4 6 12
N pernoHasbHble
ceTn obuiero
Ha3Ha4yeHns
Internet.

9 KopnopaTusHble 1 0 4 6 11
CeTn N CUCTEeMbI.
VHdopMaLIMOHHas
6e3onacHoCTb
ceTen.

10 TlpoekTupoBaHue 1 0 3 6 10
NHPOPMALIMOHHBIX
ceTen.

20 0 40 48 108

14. MeToamnyeckue yKasaHusa ana oby4aloLwmxcs no 0CBOEHMIO AUCLUNJINHBI

OvcunnnuHa TpebyeT paboTbl C hanaMu-Npe3eHTaUnsAMN NeKUNA N COOTBETCTBYIOLWMUMU FlaBaMu
PEKOMEH0BAHHOM OCHOBHOM NNTepaTypbl, a TakxXe, 0653aTeNbHOro BbIMONHEHUSA BCeX NabopaTopHbIX
3a[aHUN B KOMMbIOTEPHOM KJlacce. CaMoCTOsITENbHAA MOATOTOBKA K NabopaTOPHbLIM 3aHATUAM He
TpebyeTcs, T.K. HeobxoanMble peKoMeHaunMy Ja0TCA B ayAMTOpPUK, rae BbiNoNHATCA NabopaTopHble
paboThl.

CamocToATEeNbHas pa60Ta NMPOBOAUTCHA B KOMMbOTEPHbIX Knaccax ®KH ¢ ncrnosib3oBaHneM MeTogn4eCcKnx



MaTepunanoB PacrnofioXeHHbIX Ha y4yebHo-MeToamYeckoMm cepBepe ®KH "\fs.cs.vsu.ru\Library” n Ha
cepsepe Moodle BIr'Y moodle.vsu.ru . Bo BpemMsa camMOCTOSATENbHON pPaboTbl CTyAEHTbl UCMONb3YIOT
3NEeKTPOHHO-61BIMOTEYHbIE CUCTEMbI, AOCTYMHbIE Ha NopTane 3oHanbHoW bubnnotekn BIY no agpecy
www.lib.vsu.ru. YacTb 3agaHuin MoXeT ObiTb BbIMOJIHEHA BHE ayAUTOPUIA Ha AOMALUHEM KOMMbIOTEpE,
nocne KONMpoBaHMA MeToANYeCKUX yKasaHuin n Heobxogmmoro MO ¢ y4ebHO-MeTOAMYECKOro cepBepa
OKH.

15. Nepe4yeHb OCHOBHOMW M OONOJIHUTENILHOW INTEpaTypbl, PEeCypPCcoB UHTEPHET, HeobXoaMMbIX
A OCBOEHUS AUCLUNJINHDI

No CcTOYHUK
n/n
1 Jemunpos, J1. H. OCHOBbI 3KCMyaTaLlmum KOMMbIOTEPHbIX CETeN: y4ebHuk ansa bakanaspos / J1. H.

Hdemugos. - Mocksa : lpomeTten, 2019. - 799 c. - Pexxum goctyna: rno nognucke. - URL:
https://biblioclub.ru/index.php?page=book&id=576033 (gata obpaLyeHus: 24.06.2021). -
bubnwnorp.: c. 750 - 752. - ISBN 978-5-907100-01-5. - TeKCT : 371€KTPOHHbIM.

6) nonosHMTeNbHas AuTepaTypa:

No NICTOYHMK
n/m
1 YMHswkuH, C. B. OCHoBbl Teopun ungpposon 0bpaboTku curHanos : y4ebHoe nocobue : / C. B.

YMHALKWH. - 5-e n3g., ncnpasi. n gorn. - Mocksa : TexHocgepa, 2019. - 550 c. - Pexxum
aoctyna: no noanucke. - URL: https://biblioclub.ru/index.php?page=book&id=597188 (pata
obpauyeHus: 24.06.2021). - ISBN 978-5-94836-557-2. - TeKCT : 3/IEKTPOHHBIN.

B) MHOPMALMOHHbIE 3N1EKTPOHHO-06pa30BaTENbHbIE PECYPChI:

Ne n/n NcToYHmK

1 bubnnoTteka BI'Y, http://www.lib.vsu.ru

2 Cepsep y4ebHo-MeToanYecknx MmaTepmanoB ®KH, \\fs.cs.vsu.ru\Library
3 Cepaep Moodle BI'Y, http://moodle.vsu.ru

16. MepeuyeHb yuebHO-MeTOoaUYECKOro obecneyeHus gnsa caMocToATesIbHOU paboThl

Ne n/n NCcToYHUK
1 Cepsep y4ebHo-MeTOANYeCcKMX MaTepranoB PKH, \\fs.cs.vsu.ru\Library
2 Cepsep Moodle BI'Y, http://moodle.vsu.ru

17. Obpa3oBaTenbHble TEXHOJNIOTUU, UCNOJIb3yeMble NPU peannsauum y4eOHOW AUCLUNINHDI,
BKJ1I0YasA OUCTaHUMOHHbIe oOpa3oBaTenbHble TexHonoruun ([OT), anekTpoHHoe oby4yeHue (30),
CMeluaHHoe oby4yeHue):

1. TexHonoruns BupTyanusauum - cpefa suptyanusauumm Oracle/Sun Virtual Box



2. ONeKTpoHHO-bubnnoTevHas cuctema «YHnBepcuteTckas bubnunorteka online», http://biblioclub.ru
3. ObpazoBaTenbHbIn NnopTan Moodle (cepsep Moodle BI'Y)

4. CepBepHble n knneHTckme OC Microsoft.

5. OnepauwnoHHasa cuctema GNU/Linux (anctpubytme Ubuntu).

6. MO MATLAB.

18. MaTepuanbHoO-TEXHUYECKOE obecneyeHue AUCLUNINHBI:

1. JleKUMOHHas ayanMTOpUS, OCHalLeHHas BUAEONPOEKTOPOM.

2. KOMMblOTEPHbIN Knacc And npoBefeHns nabopaTopHbIX 3aHATUIN, OCHALLEHHbLIA MPOrpaMMHbIM
obecneyeHunem VirtualBox, MATLAB. O6bem onepaTMBHOM NamsaTu Ha paboyee MecTo He MeHee 2Ib.

3. NNabopaTopus ceTen n cuctem nepenadn nHGopMmauuu.
19. OueHo4YHbIe CpeAcTBa ANA NPOBeAEHUA TEKYLLEN U NPOMEXXYTOYHOW aTTecTauun

MopsAoK OLEHKM 0CBOEHMS 00yYaoLWMMNCS y4ebHOro MaTepurana onpeaensieTcs CoaepXXaHmem
cnefyowmnx pasnenos AUCUMMINHGI:

Ne n/n Pa3pgensl Koa komneTeHumn Kog mHankaTopa OuEHOYHble CpelcTBa A4d
OVNCUUMNHDI TeKyLen atTectaumm
(Mopynn)
1 Nekumn 1.1 - 1.5 NK-14 MK-14.2 JNabopaTopHble paboTbl 3.1 -
3.4

2 Nekuun 1.6 - 1.10 NMK-16 MK-16.1 NabopaTopHble paboThbl 3.5 -
3.9

3

4

MpomexyToYHasa aTTecTaums

®opMa KOHTPOJIA - 3a4eT C oLeHKon, KoHTposibHas paboTa
OLeHOoYHble cpeacTBa A8 NPOMEXYTOYHOW aTTecTaumm
TeopeTuyeckmin BONPOC, NpakTU4ecKoe 3agaHune.

20 Tunosble OUEHOYHbIe cpenctea M MeTogudieckue MaTepuanbl, onpeaensoliuve npouenypbl
OLeHUBaHuA

20.1 TeKyLwwMN KOHTPOJIb YCNEBAaeMOCTH
KOHTpONb yCneBaeMoCTy Mo AUCLUMNINHE OCYLLEeCTBJIAeTCS C MOMOLLbIO CnefyowmnX OLeHOYHbIX CpeaCTB:

15 oueHUBaHUA pe3ynbTaToB 06y4eHUst Ha 3a4eTe C OLLeHKON ncnonb3yeTcs 4-6annbHas Wwana:
«OT/INYHO», «XOPOLLIO», «yA0BNIETBOPUTENbHO», «HEY10BNETBOPUTENbHO». COOTHOLLIEHWE NoKa3aTesen,
KPUTEPMEB N LIKaJbl OLLEHUBAHUSA pe3yibTaToB 00y4YeHus:

YpoBeHb
KpuTepumn oLeHUBaHNS KOMMNETEHLNNA chopMnPOBAHHOCTY LLikana oueHoK
KoMMeTeHL NN




YpoBeHb
KpuTepumn oueHNBaHNSA KOMAETEHLUN ChOpMMPOBAHHOCTY LLIkana oueHoK
KOMMeTeHL NN

Obyyatowmnca B NOAHOM Mepe BAafAeeT NOHATUNHBIM
annapaToMm npegmeTHon obnacTtu, cnocobeH
WUNNIOCTPUPOBATL OTBET NPMMEpPaMu, AaHHbIMM MoBbILEHHbIA YpOBEHb  |OTANYHO
Hay4HbIX NCCNe0BaHNI, MPUMEHATL TEOPETUYECKUNE
3HaHMA 015 peweHnsa NPpakTUYecKux 3amnau.

Obyyatowmmncs snageeT NOHATUNHLIM annapaTom
fLaHHon obnacTu, cnocobeH hopMynnMpoBaTb OCHOBHbIE
NOHATUS, HO 3aTPYLHAETCA NPUBOLUTL NPUMeEpSI,
XapakTepu3yloLine ocobeHHOCTU npeaMeTHON obnacTu

Obyyawmnca 4YaCTUYHO BlageeT OCHOBaMM
ANCUMNANHBI, (hparMeHTapHo cnocobeH
hbopMynMpoBaTb OCHOBHbIE MOHATUSA, HO 3aTpyAHsAeTCs |[TOpOroBbI YPOBEHL Y10BNEeTBOPUTENBLHO
NPVBOANTL NPUMEPbLI U MPUMEHSIOLLMECS B HUX
TEXHO0r UK

O6yyatoLWwmnCcs LeMOHCTPUPYET OTPbIBOYHbIE,
(hparMeHTapHble 3HaHUS HE NMOHMAET OCHOBHbIX

ba30BbIN YPOBEHb XopoLwuo

y y HeypnosneTBopuTesibHO
NOHATUA NpeaMeTHOM obnacTu n gonyckaet rpyboie
ownbku.
20.2 MpomMeXxyTouyHasa aTrecraums
MepeyeHb NpakTMYeCKnX 3a4aHunm
1 PacyeT bt04)KeTa MOLLHOCTM U OCHOBHbIX XapaKTEPUCTUK KOMMYHUKALMOHHOW CUCTEMBI
2 N3yyveHne CKK. OnpeneneHvie BepoATHOCTY BUTOBOM OLLUMOKM KaK (PYHKLMN OTHOLUEHUS CUrHa-
LWYM 015 pa3nYHbIX BULOB MOLYIALMM
3 MnaHnpoBaHMe aapecHOro NpocTpaHcTBa IPv4-ceTen n co3gaHne cetu
4 KoHunrypupoBaHme nHGpacTpyKTypHbIX cny>x6 IP-cetn: DHCP n DNS.
5 MocTpoeHune, NpoBepka paboTocnoCobHOCTN 1 NOUCK HeucnpasHocTen B IPv4/IPv6 ceTsx
(DualStack)
6 AHanu3 IP-CBA3HOCTM 1 MOCTPOEHMNE Ha 3TOM OCHOBE IP-KapThl CETU
MepeyeHb 3a4aHNA AN KOHTPOJIbHbLIX paboT
Bonpockl KOHTpObHOM paboThbl 1
1 YTo Takoe NUHUS CBA3W, YeM OTIMYAETCA OT KaHana nepefayv AaHHbIX? MNepeyncauTe n gante

onpeaeneHns XxapakTepnucTukam NMHUIN CBA3N, YKaXXuTe cnocobbl X npeacTaBaeHns/eanHnLLbI
n3mepeHun. MNpuseanTte npumMepsbl N0bbIX N3BECTHLIX BaM 3Ha4YeHWn XxapakTepucTuk (a5 abon cpeabl).

2 MepeyncanTe TUNOBbLIE TOMOOrMK CETEN. B 4eM OTAMYME TOMOJIOTUI LWKHA (MW WWHA B TOYKE)
1 3Be3na.
3 Ins Yero ncnonb3lyeTcs MOAYNALMSA, MOXXHO N 6e3 Hee 060MTUCb NpY Nepefaye AaHHbIX, B

KakoMm csiydae (06bacHUTe novemy)? B 4yeM npuHumMnuanscHble otamydns QAM n PSK moaynsummn, kakme
TexHn4yeckune npobaembl MOXKET Bbi3BaTb 3TO OTANYME?

4 YTo MmMeloT B BUAY, KOrA4a roBOpAT, YTO KOMMYHVKALNOHHAA CMCTeMa OrpaHu4eHa no
MolHOCTK? A mo nonoce? Kak 3Ty orpaHnyeHns onpenennts? B nepsoi 1abopaTopHOM 3aave,
cnekTpanbHas adpdekTusHocTb BPSK nonaranack pasHom 0,5. MoXXeT M CNOXUTLCA CUTYaL WA B AaHHON
3ajaye, Npu KOTOPOW crekTpanbHas 3hPeKTUBHOCTb N eaIbHON CUCTEMbI COOTBETCTBYIOLLEN YCNOBUAM
3afayun, bynet MeHblue 0,57 ECiv 3TO BO3MOXHO, TO MPU KakMX YCI0BUAX 3a8a4m?




5 Y10 Takoe MHOroypoBHeBblE MOAENN CETU, ONA HETO OHU Hy)KHbI? |_|pI/IBe)J,I/ITe npumepsbl
mogenen. HasosuTte YPOBHN N ONULLNTE 3a4a4 Ka>X4oro ypoBHA.

6 YT0 Takoe My/IbTUTIEKCMPOBAHME U 1eMyNbTUMIEKCPOBAHNE MAKETOB (B CTEKE NPOTOKOJIOB),
KaK onpenenseTcs NyTb NakeTa B CTeke (MOXHO MoKa3aTb Ha npumepe HTTP-Bebcepsuca)?

7 YTo Takoe KOMMNIeKCHoe npeacTaBaeHne MOAYANPOBAHHOIO CUrHa a. YTo Takoe co3esgmne (B
T.4. npumepsbl)? MoYyeMy NCKaXKEHHbIE LLYMOM COCTOSHUA CUMHasIa B 3allyMJIeHHbIX CO3BE3UAX
COCPenoTOYEHbI-BNUCAHbI B OKPYXXHOCTb, @ He, HanpuMep, B 0Baa Uiun apyryto durypy? Ecnm ato apdekT
onpeaeneHHbIX yCI0BUMA IKCNEPUMEHTA, TO KaKMX MMEHHO? MoryT nn 6bITb «HECUMMETPUYHbIE»
NCKaXXeHUs 1 B Kakux ciydaax? Noyemy peasibHO UCMOb3yeMble CUrHasbHble Co3Be34us 00bI4HO
CYMMETPUYHbI?

8 YTO Takoe CaMOCUHXPOHU3NPYIOLWNACS LNGPOBON Koa? MprueeauTe npumep

9 HannwwnTe 0CHOBHbIE 3aBUCUMOCTU MeXAY KPAaTHOCTbIO 0OHapy XMBaeMbIX OLLIMOOK,
ncnpaBnseMbiX OWNOOK 1 KOJOBLIM PacCTOsHMEM KopAa. MpuBeauTe NpUMepbl MCNPaBAEHUS 1
obHapy>xeHns ownbok.

10 YT1o Takoe I/Q mopgynaTop u Kakum obpa3zom oH paboTaeT? YTo HYy>XKHO 4J19 TOro, Y4TobbI
peann3oBaTb €ro NporpamMmMHo?

11 OnNMWNTE YCTPONCTBO M OCHOBHbIE XapaKTepPUCTUKIN ONTOBOJIOKOHHOMO Kabens. Kakune bbiBatoT
TWNbI 3TOro Kabens, B Yem Ux oTanYme 1 obnacTy NpUMeHeHNs. Kakune eLle CywecTBYOT cpelbl
nepenayu, NCrosb3ytoLime oNTUYECKUA AnaMNa30H?

12 Y70 Takoe MHKancynaumsa nakeTos, NpuBeanTe ee npumepbl. YTo Takoe 1 Kak UCMosb3yeTcs
«3arolIoBOK» MakeTa, 0T Yero 3aBucuT % cnyxebHoi nHpopMauumn B nakeTe, B KAKUX cinyvaax 3ToT %
yMeHbLUaeTCs, yBenmyinsas ad. CKopocTb?

13 Kakune cyLecTBYOT cnocobbl NoNyYeHUs 3aBUCMMOCTW OTHOCUMTESIbHONM OWNOKN OT OTHOLLEHNS
c/w (BooonagHoOW KpUBOW) ANs 3afaHHOr0 BuAa Moaynaunn? OXxapakTepusymnTe «+» n «-» U’
0cobeHHOCTU 3TUX cnocobos.

14 B yem ngesa OFDM, DMT - MOAYAALMUIA, C KaKOW LieSibio Ha CTOPOHE MOAYNATOPa BbINOJHAETCA
obpaTHoe BN®?

15 lNprMMepoM Kakoro asieMeHTa CTPYKTYpbl CETY nepefayun gaHHblx asnsetca mogem: OO0 nnn
AKL? O6bsAcHUTEe novemy. O6bsicHMTe (6e3 pucyHkos) poan 00 n AKL.

16 MepeyuncanTe ypoBHU OSI. OnNuwnTe Ha3HavYeHne KaXkgoro ypoBHs. YTo Takoe NpoToKOS
npvBeanNTe NPUMepPbl NPOTOKO0B, ONMLIKNTE UX paboTy B paMKax MHOrOypOBHEBON MOLeNn?

17 Y10 Takoe cbopka 1 pa3bopka NakeToB, NS HYEro U B KaKMX Clydasix NponsBoanTcs? YTo Takoe
MTU?

18 Bosiblie nnn MeHbLle 4OMKHO BbITh pacCcToOAHME XIMMUHIA MeXAY BEPHbLIMU KOLOBbIMU

cioBaMy, HeM OHO MOXXET NONYHYNTbCA B pe3y/ibTaTe owmnbok. ObbACHUTE no4yemMy n npmneegnTe npumeps.bl.

19 MNepeyncnnTe cnonb3lyemble B CETAX Cpelbl nepenayn. lMepevyncamte OCHOBHbIE
XapaKTEPUCTUKLN CPefl, YKaXXUTe KaK BJIUSAIOT 3TN XapaKTEPUCTUKN Ha XapaKTePUCTUKK CUCTEM MNepesayn
[laHHbIX, OCHOBaHHbIe Ha 3TuX cpenax. Kakme TpeboBaHMsa NpeabaBAAOT K Cpefe AynJieKCHble CUCTEMbI
nepenayn AaHHbIX? B 4em oTanyme oT TpeboBaHUn NONyAyNAEKCHbIX?

20 Kak KnaccuduumpyoTcst CETY Mo MacliTaby? (nepeyncanTte NpU3Hakm n NpUMepHble Anana3oHsbl
3HaYeHUN Ans ceTeln pa3Hbii MaclwTaboB. Beigenute Hanbonee HadeXXHble KNacCUUKaLUnoHHbIe
NpU3HaKW.

21 YTo Takoe 1 Kak UCNosib3yeTcs MOPOXXAAIOLLINA MOJIMHOM U 4TO Takoe CTaHAaPTHbIN
nopoxgatowmnim noamHom B CRC?

22 YTO TaKoe CTeK MNPOTOKOJIOB, YEM OTJINYAETCS OT MHOrOypoBHeBOW Mogenun? Yto Takoe GOSIP,



45 4ero n Kem 0bbI4HO (MpuMep) NCnoab3yTCa?

23 Y10 Takoe cnekTpasbHas 3 PeKTUBHOCTb, €ANHNULbI €e N3MepeHus, cnocod BblYNCIeHNS?
MpuBeanTe NPUMEP BbIYUCIEHUS 4S8 KaKOW-N11b0o NMHMK CBA3W (Hanpumep, BUTON Napbl 1 T.M.) €
3aflaHHbIMU BaMy (MOXKHO NPOU3BOJIBHO) XapaKTepucTUKamu.

Bonpockl KOHTPOILHOM paboThbl 2

1 Ecan no kakum-nmbo npnynHam He paboTaeT npoTokos ARP (Hanpumep, danpson,
HEeMCNPaBHOCTb), CMOXXET N1 y3en nepefnathb IP-nakeT 1 Npy Kakux ycnoBmsax?

2 YT1o Takoe Tabnuua kommyTaTopa? MNMpueeante npuMep Tabanubl 1 3anoaHUTE Napy CTPOK. YTo
npousongeT, ecam Tabavua nycta (KOMMyTaTop TObKO YTO BKOYEH)? Kakum 06pa3oM nponcxoanT
3anoJiHeHne 3Ton Tabnnubl?

3 MpoTokon DHCP: nocnenoBaTeibHOCTb OENCTBUI KNMEHTa 1 cepBepa. Korga KAneHT NoBTOPHO

3anNpoCUT NoATBepPXXAeHMe apeHabl? Koraa, npy HENOATBEP)KAEHUW apeHabl UM HegocTynHocT DHCP-

cepBepa, KINEHT J0/KEH 0CBOBOANTbL MOSyHeHHbIN agpec? MNpenmMyLLecTBa U BO3MOXXHbIE NpobaeMbl npu
ncnonb3oBaHun DHCP.

4 YT0 Takoe aBTOHOMHbIe cucTeMbl ceTu Internet? Onsa Yero notpeboBanochb nx co3gaHune? Kak
BbIMNOJIHAETCSA MaplwpyTr3aumsa B rnobansHon cetu Internet, kakne TpeboBaHMsa 06bIYHO NPEAbABASAIOT K
aBTOHOMHbIM cucTeMaM? Y1o Takoe IGP n EGP (npuseguTe npuMepsl 415 Ka)kgoro)? Ang Yyero Hy»XHbl AS,
B YeM Liesib UX Co3aaHnsa?

5 MycTb IP-agpec HEKOTOPOro y3aa NoAceTH paBeH IP, a 3HavyeHne Macku ansa 3Ton nogcetn MASK
(3anuwem faHHble B Buae IP/MASK). 3anuwunte agpec B CIDR-Buae. Onpenenvte CeTeBON U
LIMPOKOBeLLLaTeNbHbIM agpeca Ans 3Toro y3na. Kakoe MakcMmasibHOe Y1C/0 Y3/10B MOXKET OblTb B 3TOW
noacetTn? daHHble 3ada4un: 172.16.141.1/255.254.0.0

6 Kak 1 noyemy n3MeHsTCs CKOPOCTY NepeAayn faHHbIX MeXAY y3naMu nocsie cerMeHTauum
CeTU C MOMOLLbIO KOMMYTaTOPOB? Kakoe LOMONHATENbHOE NPENMYLLLECTBO BO3HUKAET, KOrAa CErMeHT
cocTouT 13 1 KomnbtloTepa (1 NOpT KoMMyTaTopa - 1 NOAK/OYEHNE K KOMMNbOTEPY)?

7 Kak pacwundgpoBbiBaeTcs U 4TO 0603HaYaeT KaxK bl 31eMeHT CUrHasibHOro ctaHfapTa Ethernet
(Hanpumep, 10Base-2)? MpuBeauTe NpUMepbl CUrHaJIbHBIX CTAHAAPTOB U paclndpynTe nx. Yem
OT/INYaAETCS NepekpecTHbIN (cross-over) oT napannensHoro (straight-through) kabenn Ha ocHoBe BUTOW
napbl? Kakne cpenbl nogaep>xunsaet Ethernet?

8 Kakure CyLLecTBYIOT KJlacchl IP-ceTen, No KakoMy MPUHLAMY BLINOJHAETCA pasfeneHme
afpecHoro npocTpaHcTea IP Ha knacchl? Kakyto Lenb npecsiiefosann pas3paboTymKkmM «KaaccoBoro»
noaxona n kakme npobnemsl BO3HUKAN nocne Beoda CIDR?

9 YTo Takoe [OMEH KOJIM3UIA 1 NMOYEMY XKeSlaTeNbHO COKpaLllaTh KOJIMYECTBO Y3/10B B HEM? YTO
Takoe no3aHue Konam3mm (late collisions) n Kak NpefoTBPaTUTh MX BO3HUKHOBEHME? YTO Takoe
bpoankacT-gomMeH?

10 [aHHble 3aga4m (CM. NOCTaHOBKY 3a4ayn B Bornpoce N6): 12.161.131.13/255.255.224.0
11 Y10 3anucaHo B Tabnuue MapwpyTtmsaumm (IP-tabnuue)? ECim eCcTb HECKONBLKO 3anucen ob

OZIHOM U TOM )K€ Ha3Ha4YeHMU, NO KaKoMy MPUHLIANY BbIBMPAeTCs Ta 3anucb, Ha OCHOBe KoTopoi byaeT
N0CTaBNATLCS NakeT? Mpumep.

12 Mo KakMM ABYM MPUYMHAM OrpaHnYMBaloT OANHY CerMmeHToB ceTen Ethernet? Kakne ecTtb
Cnocobbl «yAMNHUTL>» CeTb?

13 OnuwuTe Kak peannsoBaHa cucTeMa LOMeHHbIX uMeH Internet (DNS). Mpueenute npumep DNS-
3anpoca (nonyyeHus n3 cuctembl DNS nHgpopmaumm ob IP-agpece xocTa ¢ uMeHeM www.csS.yale.edu). Yem
OT/INYAIOTCSA UTEPATUBHLIN U PEKYPCUBHbLIN TuMbl DNS-3anpocos?

14 MoyeMy 3amepxka cermeHTa Fast Ethernet He po/mXHbI NpeBbIWaTh 512bt? Kak nony4nnocs
3TO 4Yncno?



15 [aHHble 3aga4m (CM. NOCTaHOBKY 3a4a4u B Bonpoce N6): 13.11.128.125/255.255.255.128

16 Kakas cylwecTByeT ajibTepHaTMBa UCNoab30BaHno DHCP (Kpome py4yHOro HasHavyeHus)? MoxHO
JIN NPUBA3ATb U KaK KOHKPETHbIA KOMMbIOTEP K KOHKPETHON IP-KOHUrypauum npu ncnosib308aHnN
DHCP?

17 YTo Takoe njocKas CeTb, Kakne y Hee CyLeCcTBYIOT orpaHnyeHns? Ha kakom obopynoBaHum
CTPOSITCA NJIOCKME CeTU, a Kakoe obopynoBaHue TpebyeTcsa Ana nepapxmnyieckux? Noyemy ceTb Ha OCHOBE
KOMMYTaTOPOB HeJb35 pacluMpATb HeorpaHM4YeHHo, 106aBNAA-NOLKI0Yasa HOBblIE KOMMYTaTOPbI?

18 Kakyto 4acTb (B NpoLieHTax 0T BCEro afipeCcHOro NpocTpaHCcTBa) IPv4 cocTaBasloT ceTn Knacca A,
B, C? O6bsicHMTe 4TO Takoe IP-noaceTn, No4eMy OHM NOSBMUANCHL N KaKOBO UX 06bl4HOE NpruMeHeHmne. Kak
onpeaennTb K KaKOMY KnacCy OTHOCUTCA KOHKPeTHbIN IP-agpec? Kak noay4ymnuce Anana3oHbl 3Ha4YEHUN
IP-agpecoB OJ1s Knaccos?

19 Y10 Takoe bpoagkacT-WTOPM, onuwnTe NoApobHO (No Wwaram) Kak BO3HMKaeT?
20 NaHHble 3aga4m (CM. NOCTaHOBKY 3a4a4u B Bonpoce N6): 192.168.1.160/255.255.255.192
21 [lomxHO nn Bpems ABonHoro obopoTa B ceTax Ethernet 6biTh 60/bLLE NN MEHbLLE BPEMEHMU

nepenayn Kagpa MUHUManbHOro pasmepa? ObbAcHMTE NoYemy. Kak 3T0 MPUMEHNMO K LYMNNEKCHbIM
ceTam, 06bACHNTE NoYemy?

22 Y10 Takoe ARP-NpOTOKO, A5 YEro OH Hy>KeH 1 Kak paboTaeT (Mo waram)? Y1o Takoe MAC-
aJpec 1 Kak ero onpeaennTb A8 KOMMNbIOTEPA, 3a KOTOPbIM Bbl paboTaeTe?

23 OnuwnTe (NnogpobHo) paboTy ceTeBoro o6opynoBaHMA: MOBTOPUTENS, MapLLUPYTU3aTopa, MOCTa,
KOHLEeHTpaTopa, KoMMyTaTopa U Ha3oBuTe ypoBHM OSI/ISO Ha KOTOpbIX OHW paboTaloT.

24 YeM orpaHuyeHa AJiMHa ceTu, NOCTPOEHHOW Ha KOHLLEHTPpaTopax Uan NoBTopuTenax? 3aBucuT
NN 3TO OT pexunma paboTbl NOPTOB (MONHBIN AYNAEKC/MoAyaynaekc)? Bo3MoXXeH N1 NOSHbIN Ayniekc ¢
NCMoNb30BaHUEM NMOBTOPUTENEN (NoYemy)?

25 [aHHble 3a4a4n (CM. NOCTaHOBKY 3ada4dn B Bonpoce N6): 12.17.182.160/255.255.224.0

26 Moyemy nossunacb TexHonorua CIDR, B 4eM ee cyTb? Y10 Takoe public IP n private IP agpeca?
EcTb v B IPV6 aHanoru, Ha3oBuTe ecn ecTb?

27 Y10 Takoe meToa CSMA/CD? OnuwuTe noruky pabotsl y3na ncnons3ytowero CSMA/CD. YTo
Takoe Konnmsna?

28 YTo Takoe BpeMsa ABOMHOIro 0bopoTa? Kak ero nocymtaTh? 3a4€eM HY>KHO 3HavyeHne PDV
CerMeHTa 1 Kak ero npuMeHuTb?

29 YeM orpaHu4eHa ANIMHa CeTn, NOCTPOEHHON TOIbKO Ha KOMMyTaTopax 6e3 ncnonb3oBaHma
nosTopuTenen? 3aBUCUT NN 3TO OT pexxuma paboTbl NOPTOB (Aynaekc/noayaynnekc)? O6bvacHMTe
noyemy.

30 [laHHble 3a4a4n (CM. NOCTaHOBKY 3adayu B Bonpoce N6): 19.18.123.165/255.255.255.224
Borpocbl KOHTPOSIbHON paboThl 3

1 Kakon (Kakmne) n3 TpaHCnopTHbIX NpoTokonos (TCP, UDP) nogaepxueaeT broadcast nepegayu, a
Kakow (kakue) - multicast? O6bsicHuTe noyemy. NMovyemMy HeobxoANMbI pa3Hble TPAHCMOPTHbLIE MPOTOKObI,
06bAcHUTE Ha Npumepe TCP, UDP.

2 Kakune 6biBaloT BUAbI aApecoB B NpoTokose IPv6, And 4ero Kaxxablhi TUn npegHasHadyeH? YTo
Takoe TYHHeNNPOBaHME N KakK OHO CBSi3aHO C BHeapeHmeM IPv6? Onunwunte paboTy ISATAP.

3 Mepeyncnnte n 06bACHUTE NOCNEN0BATENbHOCTb AENCTBUI NPU Nepesade 1 npueme C
ncronb3oaHnem CRC?

4 Kakomn TpaHCMNOPTHLIA MPOTOKOJT MIHTEPHET-CeTEN MMeeT MaLUMHY COCTOSHWUIA 1 noYeMy? B Kakux
C/lydasx NporpaMMmnCT A5 CBOEro CeTeBoro npunoxxeHuns solbrpaet UDP? Kakon NpoTOKON CNOXKHEE U
noyemy (obocHymnTe)?



5 OnuwmnTe NoapobHO Kak MMeHHO paboTaloT KOMMYTaTOPbl TPETLEr0 YPOBHS, Kak
NOEHTUPULNPYETCA «MOCTOAHHBIN NOTOK»?

6 Kakre 0CHOBHble NnpoBanaepsl MarnucTpanen MHTepHeT BCTpevanncs Bam npu Tpaccmposke
3apybeXxHbIX HanpaB/eHUN BO BPEMS BbIMOAHEHUN N1abopaTOPHOro 3af4aHns Ha cocTaBeHme IP-KapTbl.
KTo BefeT 1 Kak noJiydnTb MHpopMaLuio 0 Bnagenble IP-agpeca? KTo BefeT 1 Kak NoJly4nTb
NHopMaLMIO 0 BNnagenblie goMeHa 2 ypoBHA? YTo Takoe WHOIS?

7 YTo Takoe 1 Kak UCNosib3yeTCs MOPOXAAIOLLINA MOJIMHOM U YTO TakKoe CTaHAAPTHbIN
nopoxxgatowmni noamHom B CRC?

8 HapucyinTe cxemy CTpyKTypbl Internet ¢ To4ku 3peHns npefocTaBAeHNs 4OCTYMNa U NOKaXKMTe Ha
Hel (Cxeme) NpuMep NMUPUHIOBOW CBA3N 1 NPUMeEpP MCMonb3oBaHMA IX. YTo Takoe To4kn obMeHa Tpahnkom
B VIHTepHET, Ans 4ero ncnonb3yorca?

9 Kaknm(n) cnocobom nporpamma tracert nonyyaeT MapLUpyT A0 y3/1a-Ha3HAYEHUS B BUIE CMUCKA
MPOMEXYTOYHbIX Y3/10B?

10 YTo Takoe MopoXKAAoLLMIA MOJMHOM, OS YEr0 U KaK UMEHHO OH UCMOoJb3yeTcs? MoxXeT m ObiThb
owmnbka B NakeTe, KoTopbin npoten CRC-tecT (y koToporo CRC-nocnenoBaTebHOCTL NOKa3asa
LLe/IOCTHOCTb MakeTa)?

11 Y10 Takoe v Kak peanusosaHa NAT? [Ina pelweHna Kakux 3agad ncnonsbsyetca? Kakne
CYLLEeCTBYIOT OFpaHNYeHUs 3TON TeXHONOrnn?

12 MoyeMy HeCaHKLIMOHMPOBAHHbIE (BUPYC, TPOSH) Nepedayn AaHHbIX XocTa rno TCP 3ameTHee, YeM
no UDP?

13 Kak dopmupyetca 64-6uTt interfacelD (HostID)? YTo-Takoe EUI-64? Kak peann3oBaHo
AVHaMnyeckKoe Ha3Ha4vyeHune agpecos B IPv6 (onuwnTe BCce BapuaHThbl)?

14 Moyemy HeCcMOTpSA Ha To, 4TO VLAN - TexHonoruns 2 ypoBHs, ans Kaxgoro VLAN o6bI4HO
BbIAENSAT NOACETb U UCMONb3YIOT YCTPONCTBA 3 YPOBHSA - MapLLpyTU3aTopbI?

15 OnuwunTe Ha3HavyeHne TexHoJsiorum POE 1 pyHKLMOHaN COOTBETCTBYOLWEro cTaHgapTa. Yto
Takoe aBTocCornacosaHue Ethernet?

16 'oe pernctpupytotcs IP-agpeca? Kak nonyy4nTtb MHGOPMaLIMIO O MPUHALJIEXXHOCTY afgpeca? YTo
Takoe WHOIS?

17 HapucynTe nocnefoBatesibHOCTU cocTossHUA ans TCP cepBepa u KaneHTa (Ha cxeme
0603Ha4bTe yCNOBUS Nepexoaa N3 04HOro CoCTosHMA B Apyroe). Kakum cnocobom nepenatoTcs KOMaHAbl-
yCI0BUS MepexonoB U3 04HOIr0 COCTOAHUSA B apyroe (Hanpumep, SYN nan ACK npu yCcTaHOBJIEHUN
coefuHeHnn)?

18 STP - kak paboTaeT, Kakue 3afa4m pellaeT. 3a4eM HY)KHbl N3BbITOYHOCTb B CETAX U Kakue
npobaemMbl MOXET Bbl3BaTb?

19 CTek n MHOroypoBHeBas mofenb TCP/IP. YTo Takoe nopTbl? Kakum obpa3om BbibnpaeTca nyTb
BHYTPWU CTeKa NpoToKo0B AN4 IP nakeTa (0T ypoBHsa Host-to-Network go yposHsa Application)? YTo Takoe
COKET 1 KakKOW NporpamMmmon MOXKHO MOCMOTpPeTb «NpociyLinBaemMble» nopTbl B OC?

20 YTo Takoe 1 Kak peanmsoaHa NAT? [1na pelleHns Kaknx (HECKOIbKMX) 3afa4 Ucnonb3yeTca?
Kakune CyLLeCTBYIOT OrpaHUYeHNs 3TON TeEXHONOrMN? MOXKHO i Npu ncnosab3oBaHun NAT opraHu3oBaTb
L0CTYyN K Beb-cepBepy BHYTPM YaCTHON CETU U KaK, €CJIn BO3MOXKHO?



