MuHobpHayku Poccum
®ELEPAJIbHOE TOCYOAPCTBEHHOE BIOA>KETHOE OBPA30BATEJIbHOE YYPEXOEHUE
BbICLLUEIO OBPA30BAHUSA
«BOPOHEXXCKUWI rOCY BAPCTBEHHbIN YHUBEPCUTET»
(®Pre0Oy BO «BIr'Y»)
YTBEP)XXOAIO
3aBenyoLmin Kaghenpon
bopucos OMuTpuin HUKonaesmy

Kathenpa nHHOpPMaLMOHHbBIX CUCTEM

28.02.2022

PABOYASl NPOFPAMMA YYEBHOW AUCLUMNJINHBI
51.B.0B.08.01 AopMuHuctpuposaHue NC
1. Koo u HauMeHOBaHUe HarnpaBJ/ieHUs NOAroTOBKU/CNeuuanbHOCTH:
09.03.03 MpuknagHaa nHgpopmMaTmKa
2. NMpodunb noaroToBKu/cneynanmsaLms:
MpuknagHas MHOpPMaTUKa B IKOHOMUKE
3. Kanudukauua (cteneHb) BbINyCKHUKA:
bakanaspuaTt
4. ®opma obyueHus:
OyHasn
5. Kacdeppa, oTBeualoLwasn 3a peanmsauunio oUCLUNIINHDI:
Kaenpa MHHMOPMALNOHHBIX CUCTEM
6. CocTaBuTENU NporpamMmmbi:

Koanb AHapevi Cepreesud, koval@cs.vsu.ru, CT.nper, aky/IbTET KOMMbIOTEPHbLIX HAaYK, Kageapa
VHGOPMALIMOHHBIX CUCTEM

7. PekoMeHgoOBaHa:

npoTokos HMC Ne 3 oT 25.02.2022

8. Y4yeOHbIN ron;:

2025-2026

9.llenu u 3apa4m y4eOHON AUCLUNIUHDI:

n3y4yeHne MeToLA0I0r NN N TEXHOJIOr N a AMUHUCTPUPOBAHMS MHGPOPMaLMOHHbIX cuctem (UC). CTaBaTcs
3a/1a4n: Ha JIEKLUMOHHbIX 3aHATUAX MO3HAKOMUTL CTYAEHTOB C OpraHu3aumen cayx6 rnoanepxxKmn m
OCHOBaMu aAMUHNCTPMPOBaHUs NIC; Ha 1abopaTopHbIX 3aHATUSX CTYAEHTbI JOJIXKHbI 0JYYUTb HaBbIKU
MPaKTNYECKOro aAMUHUCTPUPOBAHUS KOMIIOHEHTOB peasibHbix UC - obopyaoBaHus IP-ceTei n ceTeBbix
onepaumoOHHbIX CUCTEM.

10. MecTo y4yebHOM aucuunanHblI B CTPYKTYpe OOM:

ancumnianHa BapI/IaTI/IBHOIZ 4aCTW LUMKnNa no Bbl60py. BxoLHble 3HaHWS: «BblYUCAUTENbHbIE CUCTEMBI, CETU
N TeNeEKOMMYHUKaLUnn», <<Or|epau|/|0HHb|e CNCTEMDI».



11. MnaHupyemblie pe3ynbTaThl 0OyYeHUs No AUCLUNIMHE/MOAYNIO (3HAHUA, YMEHUSA, HAaBbIKK),
COOTHECEHHbIE C MNJIaHMPyeMbIMU pe3ysibTaTaMU 0CBOeHUA obpa3oBaTesibHOW NPOrpamMMbl
(koMneTeHUMAMMU BbINYCKHUKOB) U UHOUKATOPAMM UX BOCTUXKEHUS:

KopA » Ha3BaHue
KOMMNeTeHLnn

MK-8 CnocobHocTb
aHaNM3npoBaThb
npeameTHyto 06nacThb,
aBTOMaTN3MpoBaTb BU3Hec-
npouecchl

MK-8 CnocobHocTb
aHaM3npoBaTh
npeameTHyto 061acThb,
aBTOMaTM3MpoBaTb Bu3Hec-
npouecchl

KoA n Ha3BaHue
NHOVKATOpPa KoMMNeTeHuuun

MK-8.1 AnanTauus busHec-
NpPOLECCoB 3aKa34mnka K
BO3MOXXHOCTSAM.

MK-8.2 [lokymeHTMpoBaHme
cyLlecTByowmx brusHec-
npoLeccoB opraHn3aunm
3aKa3yuKa.

12. O6beM AuCUMNIUHBI B 3a4eTHbIX eaUuHUuLax/4yac:

3/108

®dopMa NPOMEXYTO4YHOM aTTecTaLuu:

3aveT

13. TpynoeMKOCTb No BUAaM y4ebHon paboTbl

Bug yyebHomn paboThi

AyOUTOPHbIE 3aHATUA
JleKumMoHHbIe 3aHATUA
MpakKTnyeckune 3aHATMA
NabopaTopHble 3aHATMA

3HaHus, YMEHUA, HaBblKW

3HaTb: CNocobbl opraHu3aunm paboTsl
cnyx6 noogepxku;

yMeTb: OCYLLEeCTBAATb MOALEPXKKY
NHpopMaLmoHHoro obecneyeHuns
peleHns NpuknagHblx 3agas;
BNapeTb: CNOCOOHOCTLIO NPUHMMaTb
y4acTue BO BHeAPEHMM, aganTtaumm un
HaCTPONKe NH(GOPMALMOHHBLIX CUCTEM;
CNOCOBHOCTBIO IKCMIyaTUPOBaTh U
CONpPOBOXAaTb MHDOPMALIMOHHbIE
CUCTEMbI N CEPBUCHI.

3HaTb: ObITb B KypCe TeHOEHLUUN
opraHm3aumnm ocTyna K pecypcam NC u
COOTBETCTBYIOLUNX METOLOB MX
aAMUHUCTPUPOBAHNSA; pa3inyaTh
KOMMeTeHUMMN 1N Npoheccnm, CBA3aHHbIe
C agMmuHucTpupoBaHmem NC n obnactn
OTBETCTBEHHOCTWN COOTBETCTBYIOLLNX
CMeumanncTos;

yMeTb: OCYLLECTBNATb aHaIn3 U
JNOKYMEHTMpOBaHMe Br3Hec-NpoLIeccos
noanep>XKn NHGOPMaLMOHHbIX CeTEeN 1
cncTem;

BNapeTb: METOAAMU y4eTa n
aBTOMATM3aLUMO NOAAEPXKKN, C MOMOLLbHO
ITS (issue tracking system), npwu
3KCMyaTaumMm 1 CONMPOBOXAEHMNSA
NH(OPMALMOHHBLIX CUCTEM 1 CEPBUCOB.

CemecTp 7 Bcero
72 72
36 36
18 18
18 18



Bunpg y4yebHon paboThl

CamocToaTenbHas paboTa
KypcoBas paboTa

MpoMexyTo4Has aTTecTauus

Yacbl Ha KOHTPOJ1b

Bcero

13.1. Copep>XaHue AUCLUMJINHBI

n/n

HavmeHoBaHuVe pa3gena
ANCUMNNHBI

3apaun
aoMUHNUCTPUPOBAHNS.
O6beKThl
aAMUHNCTPUPOBAHNSA

ConepxaHue pasfena
ONCUNNNTNHBI

3agauu
aAMUHNCTPUPOBAHNS.
O6bekThl
aAMUHUCTPUPOBAHMA.
CncTeMbl cepTuuKaLmm
cneynanuctos UT,
aOMUHUCTPaTOpPOB.
Cny>bbl peructpauuu.
JNabopaTopHble TeMbI:
MeTonOuvka
aAMUHUCTPUPOBaAHNSA
ceTeBoro obopynoBaHus
CISCO. Bugbl
obopynoBaHuS.

CemecTp 7 Bcero
36 36
0
0 0
0
108 108

Peanvsaumna pasgena UCUUMINHBI C
MOMOLLbIO OHMaNH-Kypca, DYMK

SYMK «ALMUHUCTPUPOBaHKE B
VIHhopMaLumoHHbIX Cuctemax»,
https://edu.vsu.ru/course/view.php?id=3102



n/n

2

HanmeHoBaHue pa3gena
ANCUMNINHBI

YnpasneHne ceTamu.

CooepxxaHue pasfena
ANCUUMAVHBI

YnpasneHue ceTAaMU.
OnepaunoHHas cuctemMa
10S. OnHamunyeckasn
MapupyTu3auns. RIP,
EIGRP. uHamun4yeckas
MapLpyTm3aumsa. OSPF,
BGP. TexHonorum 2
YPOBHS B KOPMOPaTUBHbIX
ceTax. VLAN, xSTP, LACT.
Mpobnembl 6e30MacHOCTH
Ha 2 ypoBHe.
JNlabopaTopHble TeMbI:
OnepaumnoHHas cuctema
ceTeBoro obopynoBaHus
10S. YcTaHoBKa
CTaTWYECKUX MapLUPYyTOB
1N MapLIpyToB Mno-
YMOJIYaHMIO.
KoHurypuposaHue
MPOTOKOJI0B
AVHaMUYeCKon
MapupyTusaunm RIP,
EIGRP.
KoHurypuposaHue
NMPOTOKOJIOB
AVHaMUYeCKon
MapLpyTmu3saumm OSPF,
BGP. KoHurypupoBaHue
NAT/PAT.
KoHourypuposaHue VTP,
VLAN. YnpasneHue
TPaUKOM 1 CANCKM
poctyna I0S.
PaclumMpeHHble CrncKm
poctyna I0OS.
ALOMUHNCTPUPOBaHKE
nabopaTopHon ceTn
(MHOMBUAyansHoe
3afdaHue).

Peannsaumsa pasgena NCUUNANHBI C
NMOMOLLbI0 OHNalH-Kypca, IYMK

9YMK «AOMUHUCTPUPOBaHUE B
NHdopMaumnoHHbIX Cnuctemax»,
https://edu.vsu.ru/course/view.php?id=3102



n/n

3

HanmeHoBaHue pa3gena
ANCUMNINHBI

Cny»6bl KaTanoros.

CooepxxaHue pasfena
ANCUUMAVHBI

Cny»6bl KaTanoros
(mpumep - Active
Directory). Cny>6sbl
yrnpaBieHuns
KOH(Mrypaumen.
ALOMUHUCTPATUBHbIE
wabnoHsl. LLabnoHsbl
6e3onacHocTL.
JNabopaTopHble TeMbl:
ALMWHUCTPUpPOBaHME
ceTen Ha ocHoBe MS
Windows Server.
3HaKOMCTBO C
Tonosoruen
nabopaTopHon
NHPACTPYKTYpPSI.
lMnaHvpoBaHue n
pa3mMelleHne cnyxobsbl
kaTanoros Active
Directory. YpoBHu
COBMECTMMOCTU ieca u
LlOMeHa [J1a CUCTeM Ha
ocHoBe Windows Server.
ALMWHNCTPUpPOBaHME
cnyxbbl kaTanoros Active
Directory.
ALOMUHUCTPUPOBaHKE
YYeTHbIX 3anucen u
pecypcoB. Pe3epBHoe
KOnupoBaHue.
BoccTtaHoBneHue B
cnyyae aBapumn. O6beKThl
rPYnnoBow NOJANTUKN.
YnpasneHue cpenon
noJib30BaTeNs LOMEHa.
YnpasrieHue
napameTtpamu OC
KOMMbIOTEPOB JOMEHaA.
Ncrnonb3oBaHue
AOMUHUCTPATUBHBIX
wabnoHoB. O6beKThI
rPynnoBon MNOANTUKMN.
YcTaHoBka [0,
pa3BepTbiBaHue M0 ¢
rnomouwbto RIS, WDS.

Peannsaumsa pasgena NCUUNANHBI C
NMOMOLLbI0 OHNalH-Kypca, IYMK

9YMK «AOMUHUCTPUPOBaHUE B
NHdopMaumnoHHbIX Cnuctemax»,
https://edu.vsu.ru/course/view.php?id=3102



n/n

HanmeHoBaHue pa3gena
ANCUMNINHBI

OnepaTUBHOE yrnpaB/ieHue 1
nonaepxKa.

ObecneyeHune
NH(OPMaLMOHHOW
6e3onacHocTun NC

3apaum
aLMUHUCTPUPOBAHNA.
O6bekThI
aoMUHUCTpUpoBaHua. (nab.)

CopLepxxaHue pasgena
ANCUNNANHBI

OnepaTunBHOE
ynpasfieHune n
noagepxka.
NHcTannaunsa
komroHeHToB UC.
MOHWUTOPUHT CUCTEMHbIX
cobbITUA 1
NPOW3BOAUTENbHOCTN.
CIM. AnnapaTHo-
nporpaMMHble
nnaTopmbl
aoMUHUCTPUPOBAHKUA.
AOMUHUCTPUPOBaHNE
UNIX-nozo6bHbix OC.
NabopaTopHble TeMbI:
XypHansl
NPOW3BOANTENILHOCTY U
ornoBeLleHus.
ALOMUHUCTPUPOBaHKE
UNIX-noZobHbIx cnctem:
ycTaHoBKK FreeBSD,
GNU/Linux (SuSe),
GNU/Linux (Gentoo),
Solaris.
ALOMUHNCTPUPOBaHKE
UNIX-noZobHbIX cnctem:
CUCTEMHOe
aoMUHUCTPUPOBaHKE 1
ynpasneHue MO
(GNU/Linux).

ObecneyeHune Vb - kak
3ajaYa ynpaBieHus
puckamu. CTpaTerum
yrnpaB/ieHns pucKkamu,
TEXHOJIOr W BHEOPEHMS
yrnpaBfieHns pucKamu.
Monenun ynpaBnaeHus
pnoctynom, SELinux.

PaboTa c hakynbTeTCKNM
xenn-geckom Glpi.
3asBKu,
nHBeHTapu3sauus, KPI
aAMVHUCTPATOPOB.

Peannsaumsa pasgena NCUUNANHBI C
NMOMOLLbI0 OHNalH-Kypca, IYMK

9YMK «AOMUHUCTPUPOBaHUE B
NHdopMaumnoHHbIX Cnuctemax»,
https://edu.vsu.ru/course/view.php?id=3102

9YMK «AOMUHUCTPUPOBaHNE B
NHdopMaumnoHHbIX Cnuctemax»,
https://edu.vsu.ru/course/view.php?id=3102

IYMK «AOMUHUCTPUPOBaHNE B
NHdopMaumnoHHbIX Cuctemax»,
https://edu.vsu.ru/course/view.php?id=3102



n/n

2

3

4

HanmeHoBaHue pa3gena
ANCUMNINHBI

YnpasneHue ceTsimu. (nab.)

Cny>6bbl kaTanoros. (nab.)

OnepaTuUBHOE yrnpaB/ieHune

nogaep»ka. (nab.)

3agaun
aAMUHUCTPMPOBaHNS.
Ob6beKThl

aAMUHUCTPUPOBAHNA.(MPaKT.)

CopLepxxaHue pasgena
ANCUNNANHBI

Ha BblaHHOM onucaHum
TOMOJIOrMN CeTK
npefcTaBjiieHa CeTb
opraHusauuu,
coctoAwas n3 N
unnanos n
LeHTpasibHOro ogmca.
Heobxonmmo
CKOH(UTrypupoBaThb
WHTPaHeT CceTb C
NCMoJIb30BaHNEM
KaHasoB MocTabLymMKa
yCJlyr CBA3W U JOCTYN B
VHTepHeT Yepes
NnocTaBLUMKa yCayr
VIHTepHeT, a Takxe
obecneynTb foOCTYN
Mexay hunnanamu (B
T.4. c Tpebyemon cxemon
[0CTyna) cornacHo
OMMCaHWIO 3aflaHuns.

BbINOHNUTB
pa3BepTbiBaHME Cy>KObl
kaTtasora AD un
NPUMEHUTb K
KOHTpOJiIepam AOMEHa
wabnoHbl 6e3onacHoCcTK.
MNoka3aTb
npenogasaTesnto
pe3ynbTaT NPUMEHEeHUs
WwabnoHoOB 1 NpaBa
noJsib30BaTeNen
COOTBETCTBYIOLLMX Fpynm.

Pa3BepTbiBaHME ceTeBOro
3KpaHa xocTa.
KoHurypuposaHue
iptables, ipfw.
Pa3BepTbiBaHme SELinux .
KoHurypuposaHue
noanTuk SELinux.

PaboTa ¢ hakybTeTCKNM
xenn-geckom Glpi.
3anaBKu,
nHBeHTapu3sauuns, KPI
aAMVHUCTPATOPOB.

Peannsaumsa pasgena NCUUNANHBI C
NMOMOLLbI0 OHNalH-Kypca, IYMK

9YMK «AOMUHUCTPUPOBaHUE B
NHdopMaumnoHHbIX Cnuctemax»,
https://edu.vsu.ru/course/view.php?id=3102

SYMK «ALMWHUCTPUPOBaHMNE B
NHpopMaLnMoHHbIX CucTemMax»,
https://edu.vsu.ru/course/view.php?id=3102

IYMK «AOMUHUCTPUPOBaHNE B
NHdopMaumnoHHbIX Cnuctemax»,
https://edu.vsu.ru/course/view.php?id=3102

IYMK «ALMUHUCTPUPOBaHME B
NHhopMaLnoHHbIX CucTemMax»,
https://edu.vsu.ru/course/view.php?id=3102



n/n  HanmeHoBaHue pa3fena CopepxaHve pasgena Peanusaumns pasgena gucLUnnanHbl
AUCUMMNINHBI AVCLMTINHBI MOMOLLbIO OHMAMH-Kypca, IYMK

2 YnpaBneHue cetamu. (NpakT.) Ha BblAAHHOM OnMCcaHUN 9YMK «AOMUHUCTPUPOBaHUE B
TOMONOrNN CeTu NHpopmMaLnmoHHbIX CuctemMax»,
npenctaeneHa CeTb https://edu.vsu.ru/course/view.php?id=3102
opraHusauuu,
cocroswas ns N
unnanos n
LeHTpaJibHOro oguca.

Heobxonmmo
CKOH(UTrypupoBaThb
WHTPaHET CceTb C
NCMNoJIb30BaHMEM
KaHaJI0B MocTaBLLMKa
yCayr CBA3W U LOCTYN B
VHTepHeT Yepes
NocTaBLUMKa yCNyr
VIHTepHeT, a Takxe
obecneynTb JocTyn
Mexay punmanamu (B
T.4. c Tpebyemon cxemon
[0CTyna) cornacHo
OMMCaHWIO 3aflaHuns.

3 Cnyx06bl KaTanoros. (MpakT.)  BbINONHUTH SYMK «ALMWHUCTPUPOBaHMNE B
pa3BepTbiBaHMe CNyXbbl VIHhopMaumoHHbIX Cuctemax»,
KaTanora AD u https://edu.vsu.ru/course/view.php?id=3102

NPUMEHNTb K
KOHTpOJIIepaM AoMeHa
wabnoHbl 6e3onacHoOCTN.
Moka3aTb
npenonaBaTento
pe3ynbTaT NPUMeHeHNs
labnoHOB 1 NpaBa
noJsib30BaTeNen
COOTBETCTBYIOLLMX rpynm.

4 OnepaTunBHOE yrpaBfeHue 1 Pa3BepTbiBaHue ceTeBoro  dYMK «AOMUHUCTPUPOBaHME B

noanep)xka. (NpakT.) 3KpaHa XxocTa. NHdopMaLnoHHbIX Cuctemax»,
KoHtpurypuposaHue https://edu.vsu.ru/course/view.php?id=3102
iptables, ipfw.
Pa3BepTbiBaHme SELinux .
KoHurypuposaHue

nonnTuk SELinux.

13.2. Tembl (paspensl) AUCLUNANHBI U BUObI 3AHATUHA



Ne HanmMmeHOBaHMe TeMbI JlekumoHHble  [MpakTudeckme JlabopaTopHble CamocToAaTenbHas Bcero

n/n (pasgena) 3aHATUA 3aHATUA 3aHATUA paboTa
1 3agayn 6 2 2 2 12
aAMUHUCTPMPOBAHNS.
O6beKTbI
aAMUHUCTPMPOBAHNS
2 YnpaBfieHve ceTamu. 8 6 6 10 30
3 Cny>x6bl KaTanoros. 8 6 6 10 30
4 OnepaTunBHOE 8 2 2 8 20
yrnpaB/eHune un
noafepxkKa.
5 ObecneyeHue 6 2 2 6 16
NH(pOPMaLIMOHHON

6e3onacHocTn NC

36 18 18 36 108

14. MeToaunyeckue yKasaHusa ansa oby4aloLwmxcs no 0CBOEHMIO OUCLUNJINHbI

AncumnaunHa TpebyeT paboThl C hannamMu-npeseHTaUnAMN NeKLUUN U COOTBETCTBYIOLMUMMK FNaBaMu
PEKOMEHOBAHHOW OCHOBHOW NNTEPaTypbl, @ TakXe, 0643aTeNbHOr0 BbIMNOJHEHNS BCEX TabopaTOPHbIX
3afaHNN B KOMMNbIOTEPHOM Knacce. CaMoCcToATeNIbHaa NOArOTOBKa K 1ab0OpaTOPHLIM 3aHATUAM He
TpebyeTcs, T.K. HeobxoANMble pekoMeHAaUNM AAOTCA B ayAUTOPUN, TAE BbINOJHATCA NabopaTopHble
paboThbl.

CamocToaTenbHas paboTa NpoBOAUTCA B KOMMbIOTEPHbIX kKNnaccax ®KH ¢ Mcnonb3oBaHMEM METOANYECKNX
MaTepuanoB PacrnofioKEHHbIX Ha y4ebHo-MmeToamyYeckom cepBepe ®KH "\fs.cs.vsu.ru\Library” n Ha
cepsepe Moodle BI'Y moodle.vsu.ru v BbINoJIHEHMEM 3a4a4 KOH(MUIYPUPOBaHUS BUPTYyann3mposaHHon UC.
Bo Bpemsi camocToATeNbHON paboThbl CTyAEHTbl UCMOAb3YIOT 3NEKTPOHHO-6MBANOTEYHbIE CUCTEMBI,
LOCTYMHble Ha nopTane 3oHanbHoM bubanotekn BIY no agpecy www.lib.vsu.ru. YacTb 3afaHnin MoXeT
ObiTb BbIMNOJSIHEHA BHE ayAUTOPUA Ha AOMAllHEM KOMMbOTeEpe, Nocsie KONMPOBaHUA METOAMNYECKUX
yKa3aHun n Heobxogmmoro MO ¢ y4ebHo-meToANYeckoro cepeepa PKH.

15. MepeyeHb OCHOBHOM M AOMNOJIHUTENILHOW NIUTEPATYPbl, PECYPCOB MHTEPHET, HE0OXO04UMbIX
AJIA OCBOEHUA OUCLUMNIINHBI

Ne McToYHUK
n/n

1 CbicoeB, 3.B. AGMUHNCTPUPOBaHMNE KOMMbIOTEPHLIX ceTel : y4ebHoe nocobume / 3.B. Cricoes, A.B.
Tepexos, E.B. bypueBa ; TaMb0OBCKM roCyAapCTBEHHbI TEXHUYECKUI YHUBEPCUTET. - TaMbOB :
TaMbOBCKUNY roCyAapCTBEHHbIV TEXHUYeCKui yHusepcuteT (TITY), 2017. - 80 c. : nn.—
YHuBepcuTeTckaa bubanoTeka OHAavH : 31EKTPOHHO-bMbIMoTeYHas cnctema. — Pexum
noctyna : http://biblioclub.ru/index.php?page=book&id=499414



Ne
n/n

McToYHMK

loH4apyk, C.B. AamuHuctpupoBaHne OC Linux / C.B. FToH4YapyK. - 2-e u3a., ncrp. - Mockaa :
HauwnoHanbHbi OTKpbITeIV YHUBEpCcuTeT «MHTYUT», 2016. - 165 ¢. — YHMBEpcuTeTCKas
6ubnnoTeKka OHAAVIH : 31EKTPOHHO-6MbInoTeYyHas cuctema. — Pexum goctyna :
http://biblioclub.ru/index.php?page=book&id=429014

6) nononHuTeNbHas AnTepaTypa:

No
n/n

NcToYHUK

Kyps4ni, I.B. OnepaumoHHas cuctema Linux: Kypc nekuni. YyebHoe nocobue / I.B. Kypsadni,
K.A. MacanHckui. - MockBa. : MK [Mpecc, 2010. - 348 ¢. — YHmuBepcuteTckas bubinoteka
OHJIaVH : 37IEKTPOHHO-6MbAnoTeYHas cncteMa. — Pexxum JocTyna :
http://biblioclub.ru/index.php?page=book_red&id=233108

BoviToB H.M. AamuHuctpuposaHue OC Red Hat Enterprise Linux. Y4ebHbivi Kypc. - MockBa : MK
Mpecc, 2011. - 192 c. — JlaHb : 3N1EKTPOHHO-bMbIMOTEYHas cucTtema. — Pexum goctyna :
https://e.lanbook.com/book/1081

BsaTkuH, A.W. [TpoeKkTupoBaHne 10KaJibHbIX N KOPopaTUBHbLIX CETEN: y4eOHO-METOANYECKNI
KomrieKkc. J1labopaTopHbIV NPpakTUKyM 415 CTyAeHToB HanpassieHnsa 09.03.02
«UVIHpopMaLMOHHbIE CUCTEMbI Y TEXHOJIOTUW» MPOGUIA MOLrOTOBKU «HIHOopMaLMOHHbIE
CUCTEMbI Y TEXHOJIO MW B aAMUHNCTPATUBHOM yrpaBieHnn» n HanpasaeHns 09.03.03
«[lpuknagHasa nHpopMaTuKa» npogpuis noaroToBku «lpukiagHas MHHOPMAaTNKa B IKOHOMUKE»
04HOU hopmbl 0byydeHus : [16+] / A.U. BATKuH ; 0TB. ped. N.H. [nyxux ;| TIOMEHCKni
rocynapCTBEHHbIV YHUBEPCUTET. - TIOMEHb : TIOMEHCKUI roCy AapCTBEHHbIN yHuBepcuTeT, 2016.
- 103 c. : mn. — YHuBepcuteTcKasa bmnbmoteka oHAaviH | 371eKTPOHHO-0nbnoTeyHasa cuctema. —
Pexxum goctyna : http://biblioclub.ru/index.php?page=book&id=574520

CucTeMbl 3alUnThl MHGOPMaLmn B BeAYLUNX 3apybexHbiX cTpaHax: y4ebHoe nocobve A/ By30B :
[16+] / B.N. ABep4yeHkoB, M.KO. PbiToB, I'.B. KoHapalunH, M.B. PynaHoBCkni. - 4-e u3g., ctep. -
MockBa : ®anHTa, 2016. - 224 ¢. — YHnBepcuTeTckas bubanoteka OHAaMH | 31€KTPOHHO-
bubnnoTeyHas cuctema. — Pexum goctyna :
http://biblioclub.ru/index.php?page=book&id=93351

B) MH(OPMALIMOHHbIE 371EKTPOHHO-06pa3oBaTe/IbHbIE PECYPChI:

Ne n/n

1

3

NCTOYHMK
bnbnunoteka BI'Y, http://www.lib.vsu.ru
Cepsep y4ebHo-MeToanYeckux matepuanos ®KH, \\fs.cs.vsu.ru\Library

Obpa3oBaTeNbHbIN NOpTan "INeKTPOHHLIN YyHUBepcuTeT BIY", http://edu.vsu.ru



16. MepeuyeHb yuebHO-MeTOogUYECKOro obecneuyeHus pnsa caMocToATesIbHOU PaboThl

Ne n/m WCTOYHUK
1 Cepsep y4ebHo-MeToanYecknx maTepuanoB PKH, \\fs.cs.vsu.ru\Library

2 SYMK «AgmuHucTpupoBaHue B HhopMaLMoHHbIX CucTeMax»,
https://edu.vsu.ru/course/view.php?id=3102

17. ObpasoBaTesibHble TeXHOJIOTUMM, UCNOJIb3yEeMbie NPU peanusauum y4ebHon AUCLUNAUHDI,
BKJIlOYasA OUCTaHUMOHHbIe obpa3oBaTesnbHblie TexHonoruu (J0T), anekTpoHHoe oby4yeHue (30),
CMeLUaHHoe obyuyeHue):

1. TexHonoruv BupTYyanm3aunm:

Cpega supTyanmsauum Microsoft Virtual PC

Cpegna supTyanmsauum Oracle/Sun Virtual Box

2. DNeKTPoHHO-bnbnnoTeyHasa cnctema «YHusepcuteTckaa bubnnoteka online», http://biblioclub.ru
3. Obpa3soBaTenbHbIn NnopTan Moodle (cepsep Moodle BIY)

4. CepBepHble 1 kaneHTckne OC Microsoft.

5. OnepauwnoHHas cuctema GNU/Linux (anctpmnbyTus CentOS).

6. AnnapaTHble ceTeBble 3KpaHbl D-Link, CISCO.

18. MaTepuanbHO-TEXHUYECKOE obecneyeHne AUCLUNIIMNHDI:

1. JleKunoHHaa ayamTopmus, OCHallleHHas BULEONPOEKTOPOM.

2. KOMMbOTEPHBLIN KAacc And npoBefeHns nabopaTopHbIX 3aHATUIN, OCHALLEHHbLIA MPOrpaMMHbIM
obecneveHnem VirtualBox, VirtualPC, VirtualServer. O6bem onepaTuUBHON NaMATU Ha paboyee MeCTO He
MeHee 47b.

19. OueHou4Hble cpencTBa AJsia npoeeneHusn TeKymeﬁ n ﬂpOMe)KYTO‘-IHOﬁ aTTrectauumn

NMopsAoK OLEHKN 0CBOEHNS 00yYaloLMMNCS y4ebHOro MaTepuana onpeaensieTcs CoaepXXaHmem
cnefyowmnx pasnenoB ANCUMMINHGI:

Ne Pa3zpgensl Kono komneteHunn Koga nHaukatopa OueHo4YHble cpencTea AN

n/n OUCLUNIINHBI TeKyLlen atrTectaunm
(Mozynn)

1 Pazgensl 2-5 MNK-8 MK-8.1 KoHTponbHble paboThl 1-3

JNlabopaTopHble 3agaHmsa Nel-3

2 Pazgen 1 MK-8 MK-8.2 KoHTponbHas paboTta 1

[MpomMe)xyTo4Hasa aTTecTaums
dopMa KOHTpONA - 3a4eT
OueHoYHble CpeacTBa A9 NPOMEXYTOYHOM aTTecTalmmn

MUcbMeHHas KOHTPosibHast paboTa. Bo3MOXXHO NolyyeHne OLLEHKU Mo pe3y/ibTaTaM TEKYLLMX aTTecTaluii,
COrJIaCHO MOJIOXKEHW0 0 6aIbHO-PEATUHIOBON CUCTEME 06YYEHNS N OLLEHKM yCNeBaeMoCTH CTYAEHTOB.

20 TunoBbie OUuEeHOYHble CPpeaAcTBa U MeToAMYecKue MaTepuanbl, onpepensiowme npouenypbl
OLLeHUBaHUA



20.1 TeKyLiMA KOHTPOJIb yCNEeBaeMOCTH

MepeyeHb 3apaHMKA AN KOHTPObHbIX paboT

No Bonpockl KOHTPOIbHOM paboThl 1

1 Ecnn npaBusibHag, TO 4TO 03Ha4aeT kKomaHga: ip route 0.0.0.0 0.0.0.0 10.20.30.40 ? Ecam
HernpaBuibHas - NonpaBbTe U 06BACHNTE.

2 Ha kakux yposHax mogenn ISO/OSI MOXXHO NPOBOAUTL (PUbTPALMIO AAaHHbIX, UCMOJb3YS CNUCKK AOCTYyna
10S?

3 B 4yem oTam4mMe NpoToOKOMa MapLUpyTM3aumm (routing protocol) oT MapLpyTusmMpyemoro npoTokona (routed
protocol)? MNpuseaunTte npumepsbl routing 1 routed NPoTOKOOB.

4 Y10 03HavatoT cumBonbl O, C, R B ancTuHre 10S Tabnuubl MaplipyT13aumm, Kak Bo3HukatoT Takue (O, C n R)
3anucu?

5 B 4yeM coCcToAT 3afa4vn aAMUHUCTPUPOBaHKA? MNepedncante 06BbEKTb aAMUHUCTPUPOBAHUS?

6 K Kakow rpynne npoToKoa0B OTHOCUTCA (1 novemy) RIP: K rpynne BHELWHWX WKW BHYTPEHHUX NPOTOKO0B? A
EIGRP? Kakue CyLLeCcTBYIOT OrpaHmyeHmnsa no npumeHeHmnio EIGRP n RIP?

7 Ecnv npaBuabHas, TO 4TO 03Ha4vaeT KoMaHpAa: access-list 110 permit ip any 0.0.0.0 255.255.255.255 7
Ecnun HenpaBuabHas - nonpasbTe U 06bACHMTE.

8 B 4yem ocobeHHoCTH npumeHeHuns RIPng no cpaBHeHuto ¢ RIP?

9 B yem otanyme NAT n PAT (NAT override)? B 4em cnoxHocTb peanunsaumm NAT gna UDP nakeToB no
CcpaBHeHuto ¢ TCP?

10 B yem oTamnyme NpoTOKONa MapLLpyTU3aLMnM «BeKTopa cocTosHMA» (distance vector) oT «COCTOAHUSA CBA3M»
(link state)? Kako# MpoTOKON OTHOCUTCS K KNaccy “path vector”?

11 Ecnun npaBuabHas, To 4TO O3HaYaeT KOMaHAa: access-class 123 in ? Ecnum HenpaBuabHas - nonpasbTe U
obbacHUTeE.

12 YT1o Takoe IP Tabanua MmaplupyTmM3aTopa, YTO B Hel HaxoanTcs? MpuseaunTe npumep Tabauubl, 3an0AHUB Napy
CTPOK.

13 Mouyemy cxemy agpecauun IPv4, ocHoBaHHas Ha Knaccax, bblna 3ameHeHa Ha CIDR?  YTto Takoe CIDR? YTto0
Takoe VLSM?

14 KakoBbl 0CHOBHbIe 0ocobeHHoCTH EIGRP? Kak B 10S BkatoyaeTcs (E)IGRP maplipyTu3auns (npusennte npuMep
nocsef0BaTeNIbHOCTM KOMaH N 06bACHNTE AeNCTBUE KaX4on)?

15 Kakune cywecTByoT KOMaHAbl I0S A4 NpoBEpKM HAaCTPOMKK CMIMCKOB AOCTYNa (MpocMoTpa CAMCKa NpaBu 1
T.0.)?

16 YTO Takoe BHYTPeHHME 1 BHELIHUE npoTokobl (IGP, EGP)? MprnBeanTe npumepsl N8 KaX40oro Kaacca.

17 B 4eM npenMyLLecTBa, U Kakue ecTb NOTeHUMabHble NPobsieMbl y ANHAMUYECKON MapLUpyTH3aunm? Yto
TakKoe KOHBepreHuuns npoTokKoaa MapLupyTmnsaumm?

18 Kak B 10S 3apath IP-agpec onsa nHtepdenca? MNpuseante npumep - ceputo KomaHg (Ans agpeca 4aCTHOM CeTn
knacca B).

19 Y10 Takoe aflMUHUCTPATMUBHOE pacCTosHMeE. 114 Kakux NpOTOKOJI0B OHO MMeeT 60/bLune 3HaYEeHNS 1

novemy?




20 Ecnun npaBuabHas, TO YTO O3HAYaeT KOMaHAa: ip access-group 123 in ? Eciv HenpaBuiibHas - MONpaBbTe 1
obbAcCHUTE.

21 Ecnv npaBunbHas, TO 4TO 03HaYaeT KoOMaHAa: access-list 123 permit tcp any 0.0.0.0 255.255.255.255
eq 443 7? Ecnm HenpaBwuiibHas - NOMNpaBbTe U 06bACHUTE.

22 Y10 Takoe cnncky pocTtyna I0S, Kakmx TUMOB OHM BbIBAIOT U NS Yero ncnosb3yoTcsa? Kakue komaHabl 10S
HY>XHO BbINOAHUTbL, 4TOBbI BOCNOIb30BaTLCA CNUCKaMy focTyna?

23 Ecnv npaBunbHas, TO 4TO 03Ha4YaeT KomaHga: ip route 163.4.0.0 255.255.0.0 10.1.1.17? Ecinm
HernpaBuibHas - NonpaBbTe U 06BACHNTE.

24 YT1o Takoe VLAN 1 Kak peann3oBaHo? Kak Ha3biBanCcs U 4eM OTANYAICA MPOTOTMMN 3TOM TEXHONOM UK,
pa3paboTaHHbIn CISCO?

25 OcobeHHOCTM NpoToKoNa IS-IS, Ans Yero oH MCMNOb3YETCA U KakoBbl TPebOBaHUSA K CETU NpY ero
NCMONb30BaHUN.

26 Ecnun npaBuabHas, TO 4TO O3HaYaeT KoMaHAa: access-list 11 permit tcp ip any any eq 80 ? Ecnam
HenpasuUbHas - NMonpasbTe 1 06bACHUTE.

27 Kakas komaHaa (komaHAabl) [0S noka)keT MapLUpyTHYto Tabauuy mapLluipyTrsaTopa?

28 Y70 Takoe arpervpoBaHune afpecos, 418 Yero ucrnonb3yetca? Y1o Takoe IP-nofceTs u IP-cynepceTb?
Mpumepsl.

29 KakoBbl 0CHOBHbIe ocobeHHocTH RIP? Kak B 10S BkitovaeTcs RIP (npuBennTe npuMep nociieoBaTeNbHOCTH
KOMaH[ 1 06bACHNTE AeNCTBUE KaXaon)?

30 B 4yem ocobeHHocTb 06nacTu ¢ HomepoM 0 (Area 0) 1 Kakow MPOTOKOA MapLIpyTU3aL MM NCnob3yeT obnactu?

31 B yem oTanyma RIP n EIGRP mapLlipyTusaumi, B Kakmx cayvasax UCNOAb3yT O4HY, @ B Kakux - apyryto? Kakne
MaclwTabHble orpaHnyeHns ectb y RIP? Movyemy RIP nHOrga HasbiBalOT «MapLUpyTU3aLmMen Mo Cayxam».,

32 Ecnv npaBuabHas, TO 4TO O3Ha4YaeT KoMaHga: ip route 15.15.0.0 255.255.0.0 151.150.150.1507 Ecam
HernpaBuibHas - NonpaBbTe U 06BACHNTE.

33 Ha kakom 06opyaoBaHum 06bI4HO HEOH6XOAUMO BbINONHATE KOHGUrypupoBaHue VLAN? B 4em cocTouT 3T0
KOH(UIypUpoBaHMe (4T0 HY)KHO caenaThb, «Mo Wwaram»)?

34 KakoBbl 0CHOBHble oTan4ns EIGRP oT OSPF? K ceTax Kakoro mMacwtaba ncnons3yetcs OSPF n noyemy? B yem
rnaBHOE OrpaHMYyeHne ncnonb3obaHus EIGRP? Kakoii 13 MpOTOKOJIOB UCMO/b3yeT obnacTu (area) u ons vero
OHW HYXXHbI?

35 Ha3oBuTe u onuwmnTe MeToabl 60pbbbl C NETAAMU MapLpPyTU3auun. NMoYeMy OHM BO3HUKAIOT W KaK MX
n3bexatb (cnocobwbl)?

Ne Bonpocbl KOHTPONIbHON paboThbl 2

1 B yem cxopncTBo Directory Service ¢ 6onee paHHUMYK peweHusmu: NYS+NFS. OnuwnTe 3Tu pelueHuns.

2 Kak KoH(mrypupytoTcs iptables? Kak nenatoTcsi uamMmeHeHus B Tekylen paboTe iptables n kakum obpasom 3Tu
N3MEHEHMNSA MOXXHO COXPaHUTb, 4TOBObI OHW OCTaNNCh W Nocne nepesarpyskn OC?

3 Kak co3paTb Active Directory? YTo Takoe cxema Active Directory, BO3MOXHO /1 ee nu3mMeHeHne? Y7o Takoe u

Ins vyero ncnonb3lyetcs anHamuyeckuin DNS (DDNS) B cnyxbe kaTtanora AD.




YT1o Takoe cnyxba KaTanora? Jante onpeaeseHne N Ha 3TOM ONpeaeeHNn NOKaXXNTe Kak UMEHHO
peann3oBaHbl B Microsoft Active Directory Te aneMeHTbl, KOTOpbIe YNOMSAHYThI B BalleM onpeneneHnmn ciayxosbl
kaTasora. Yto Takoe DN n RDN?

B 4eM npobaembl AUCKPELIMOHHON NOANTUKM Be30nacHOCTK (ynpaBaeHus focTynom)? MovyemMy HeCMoTps Ha
3Tn npobnemsl DAC Wwnpoko ncnonssyetcs (Mpaktmnyeckn 8o Bcex OC)? MoXHO v pewnTb 3TU npobnaemMbl B
pamkax DAC un kak?

Yto Takoe GID, UID B knaccuyeckmx UNIX OC 1 Kak OHV NCMONb3YIOTCA OS5 YrpaBieHns LOCTynoM? Kakue
BO3MOXKHOCTM gobasnsioT SUID, SGID?

YTo Takoe Jlec 1 Kakue eLle CyLecTBYIOT CTPYKTYpHble ypoBHU B Active Directory? 115 4ero HyXHbl 3TU
YyPOBHW? YTO Takoe canTbl MpuMeHnTeNbHO K Active Directory n B Kakmx cinyyasax n Kak ux cosgatot? [ns yero
€03JaloT CanTbl?

Kakune nsmeHeHus B yrnpasneHuy LOCTYNom Knaccuyeckoro UNIX BO3MOXHbI C ncnoJsib3osaHnem SUDO?
PewatoTcs v aTon TexHonorvnen npobnemsl nogxona DAC v B Kakon cTeneHn?

Y10 Takoe SELinux, Kakne 3agayn pellaeT u kem paspaboTaH 1 nogaepxunsaertca? OnuwmnTe
nocnefoBaTeIbHOCTb AeNCTBUI NO BK/OYEHUIO U HAacTpoike ero Ha CentOS. Kakue noMHuTe
pacnpocTpaHeHHble yTuAnTbl SELinux, 015 4ero ncnosb3yTcsa?

10

YT1o0 Takoe penankaumsa B Active Directory, pa3aesnbl U KOHTeKCTbl AD? B kKakoi 06n1acTu (1x) BbINOHAETCA
pennmkauua? YTo Takoe cxema, rae XpaHuTCa 1 Kak MmoaudpuumnpyeTca?

11

YT0 TaKoe JOMEHbI, KOHTEKCTbI, Mosb3oBaTenn SELinux, nome4yeHHble 1 HEMOMEYEHHbIE M0JIb30BaATENN U
npouecchl? Kak orpaHuveHus SELinux paboTaloT BMecTe C TpaAULUNOHHbLIM YpaBieHneM AOCTYMNOM Ha
ocHose GID/UID?

12

Y10 Takoe cybbekTbl 1 06bEKTbI B KOHTEKCTEe ynpasfieHns aoctynom. Kak pabotaet maHgatHas (MAC)
noanTUKa ynpasneHuns foctynom? B 4yem ee otamdne ot DAC (mpuBeanTe npumMepsl foctyna K anny B DAC n
MAC? MNoyemy MAC Mano pacnpocTpaHeHa B cyuecTsytowmx OC?

Bonpocbl KOHTPONIbHON paboThl 3

Kak paboTtaeT X-Window, 4To Takoe X-cepBep 1 X-kMeHT? C MOMOLLbI0 KaKX TPAHCMOPTHbIX MEXaHM3MOB
OHW MOTYT B3aMMOJENCTBOBaTb, KOraa X-cepeep u X-KAMEeHT HaXo4ATCS Ha OHOM KOMMblOTEpe 1 Korha Ha
pa3Hbix? B yem ocobeHHoCTH rpaduyeckoro pewerHna X-Window, no cpaBHEHMIO C APYrMMU N3BECTHbIMU BaMm
rpaguyeckumn cnctemam?

Kakum 06pa3oM aiMUHUCTPATOP ONpefenseT Kak 1 B KakOM MOpsAKe 0CTaHaBUBAOTCS CEPBUCHI/LEMOHbI
npu 3asepeHnn OC UNIX n kak onpegenseTcd NocnefoBaTesIbHOCTb 3aBepLUeHNs Pa3finyHbIX
CepBnCOB/0EMOHOB?.

MoyeMy CHa4ana B CEPBEPHLIX, 3aTEM B M0JIb30BaTEbCKMX KOMMbIOTEPAX CTajiM UCnonb3oBaTb EFI? Kakune
BO3MOXXHOCTW MO CPaBHEHWIO CO CTaHAapTHOWM cxemon faeT EFI, MoxxHO nn obonTuck 6e3 EFl 1 B Kakmx
cnyyasax? Kakne ectb npobnembl y MBR-MeToaa?

Y10 Takoe MBR? B Kakux ciy4vasix HeobxoamnMo 1crnosb3oBaTb BMeCTo Hero GPT 1 Kakne BO3MOXXHOCTM 3TO
naet?

OnnwunTe nocnepoaTenbHOCTb 3arpy3ky OC MK (IBM-coBMeCTMMOM) C MOMEHTa BK/IIOYEHNUS MUTaHUs 80
3arpysku agpa. Yto Takoe “cTaHgapTHbIM kKoa” MBR, Kak oH paboTaeT?

Kak 1 ons 4ero ucnonb3yoT aAMUHUCTPATOPLI YPOBHW 3arpysku (run levels), cylwecTBytoLiMe B HEKOTOPbIX
OC UNIX? NMepevncante ytunutbl UNIX ona apxvBupoBaHus, nepevyncanTe yTuianTel 4S9 KOMNpeccum
thannos.




7 Kakum obpa3om agMUHUCTPATOP OnpeaenseT Kak 1 B KakoM Nopsiike 0CTaHaBANBAKOTCS CEPBUCHI/LEMOHbI
npu 3asepeHnn OC UNIX n Kak onpegenseTcd NocnefoBaTeIbHOCTb 3aBEPLUEHNS Pa3SINyHbIX

CepBnCoB/LeMOHOB?
8 09 Yyero Hy>XHbl NporpamMmmbl-MeHegxepbl nakeTos MO B OC UNIX? OnuwnTe nx yHKLMK,
9 Kakne ya3BMMOCTU CYLLECTBYIOT Y KJaCCUYeCKOn CUCTeMbl Syslog? B 4em CMbICA MCNOJIb30BaHMA NapaMmeTpoB

facility, priority, Kak UIMEHHO NCMO/b3YIOTCSH OHW NPY XKYPHANMPOBaHUN? KaKne CyLLeCcTBYIOT BapuaHThbl
3anucu/nepegayn coobuieHni B syslog? Mpeanonoxum Heobxoanmo cobpaTb coobLieHns ¢ 5 KOMMYTaTOPOB C
nomoLbto SYSLOG, KakoBa Noc/ief0BaTebHOCTb AeNCTBMI agMUHUCTpaTopa?

10 [oe 1 B KAKOM BUIE MOXET Hax0AUTbCS nHopMaLmsa o nonb3osaTensx, rpynnax B OC UNIX? I'ae obbi4HO
Haxo4MTCA 3Ta MHOPMaLMS B ClydYae oTAenbHON paboyen cTaHumMm? Kakum obpa3om MOXHO yrnpaBisTb
(cozpaBaTb/ymanaTe/MoanduunpoBaTh) noab3oaTenamm B OC UNIX? MNpuseamnTe nocaenoBaTebHOCTY
LEeNCTBWIA MO CO34aHNto, yaaneHuo 1 610KMpoBaHuMio (Bxoaa B cuctemy) nosb3osatens B OC UNIX.

11 B yem oTanyme nepBryHOro (primary) u pacwunpeHHoro (extended) pasgenos gucka? Kakue cyuiecTBytoT
OrpaHMYeHuns Ha KOJ-BO pa3AenioB 3TUX TUNoB? MoXXHO nn 3arpy3uTb OC, HaXo4sLLYI0CS Ha JIOrMYECKOM
LNCKe pacCLUMPEHHOr0 pa3fes, B YeM OTINYMSA/KAK OCYLLECTBUTb 3arpy3ky (eC/im BOSMOXXHO) B CPaBHEHMM C
pacnonoxeHnem OC Ha nepBMYHOM pasgene’?

12 OnuwwnTe nocnegoBaTeNbHOCTL 3arpy3kn OC UNIX ¢ MoOMeHTa 3arpy3kun aapa 40 3anycka rnosb3oBaTenem
nepBoro NPUIOKeHUs (pacCMOTpPUTE ABa BapuaHTa 3arpy3ku: 1o 3 1 0o 5 ypoBHeit). B 4emM 0cobeHHOCTb
SystemV 3arpy3kun?

MepeyeHb nabopaTopHbIX 3aAaHUN

1 Ha BblgaHHOM OMMUCaHUN TOMOMOrNUK CETU nNpeacTaBlieHa
ceTb opraHusauunu, coctodwas ns N dpunananos n
LeHTpanbHoro ouca. Heobxoammo CKOHUIyprpoBaThb
WHTPaHET CeTb C UCMOJIb30BaHNEM KaHaNoB NOCTaBLMKa
YyCNyr CBA3M 1 OOCTYN B VIHTepHeT Yyepe3 nocTaBLnKa ycayr
NHTepHeT, a Takxe obecneynTb AOCTYN Mexay huinanamm
(B T.4. c Tpebyemon cxeMon AOCTyna) COraacHO OMMUCAHNI0
3aflaHus.

2 BbINOIHMTL pa3BepThiBaHMe cnyx6bbl kaTanora AD n
NPVMEHNTb K KOHTPOIepaM AoMeHa LWabsioHbl
6e3onacHocTu. MNoka3aTb NpenogaBaTento pesynbTaT
nprvMeHeHns WabnoHOB 1 NpaBa NnoJib30BaTesNen
COOTBETCTBYHOLLUX FPYMI.

3 Pa3BepTbiBaHue SELinux . KoHuryprupoBaHue NoanmTunk
SELinux

20.2 MpomMeXxyTouyHasa aTrecTaums
lNepeyeHb BOMPOCOB K 3a4eTy

1. BapwnaHT:
a. MoxHo nn ncnonb3osatb DNS He MS (Hanpumep, DNS nog OC UNIX) onsa paboTel AD u
Kakmnm obpa3om? YTo Takoe SRV RR?
b. OnnwunTe nocneposaTenbHOCTb 3arpy3ky OC MK (IBM-COBMECTMMOM) C MOMEHTa BKJIIOYEHNS




NMTaHUA [0 3arpys3kun gapa. YTo Takoe CcTaHhapTHbIN ko4 MBR, kak oH paboTaeT (no
waram)?

. B 4yem otnamyme NAT n PAT (NAT override)? B 4eM cnoXHocTb peanu3auun NAT ona UDP

NnakeToB Mo cpaBHeHuo ¢ TCP?

. Y70 03HayatoT cumsonbl O, C, R B amcTuHre tabnuusl mapwpyTtusaunm [0S, Kak BO3HMKAIOT

Takue (O, Cu R) mappyTsl ?

Y10 Takoe pennukauus B Active Directory, pasfenbl U KOHTeKCTbl AD? B kKakoin obnacTm (sax)
BbINOJIHAETCA perinkaumna? YTo Takoe cxema, rae XpaHuTca U Kak Mmoanduumnpyertca?

B yeMm npeummyliecTBa, U Kakue eCTb MoTeHUManbHble npobneMbl y AUHAMUYECKOW
MapLUpyTMU3aunmn? YTo Takoe KOHBEPreHLnsa NpoToKoa MapLpyTusaumm?

2. BapuaHT:

a.

YTO Takoe leC 1 Kakue elle CyLLeCTBYIOT CTPYKTYpHble ypoBHY B Active Directory? [insa yero
HY>XHbl 3TW YPOBHU? YTO Takoe CanTbl NpUMeHnTeNbHO K Active Directory n B Kakux ciiyvyaax
N KaK UX co3patoT? Ons Yero co3gatoT canTbl (Nnpumepsl)?

Mo4yeMy CcHa4vaNa B CepBepHbLIX, 3aTEM B MONIb30BATE/IbCKUX KOMMbIOTEpPax CTaju
ncnosb3osaTb EFI? Kakne BO3MOXXHOCTU MO CPaBHEHUIO CO CTaHAapTHOW cxemon paet EFI,
MOXXHO N1 0bonTuck 6e3 EFIl n B Kakmx ciyyasx ?

. YTo Takoe SELinux, Kakue 3afaym pewaeT 1 Kem paspaboTaH 1 nogaepxusaerca? OnuwmnTte

nocsieloBaTesIbHOCTb AENCTBUIA MO BKIKOYEHMIO U HacTponke ero Ha CentOS. Kakre nomMmHuTe
pacnpocTpaHeHHble yTuanTbl SELINUX, Ana Y4ero ncnonb3yeTcs Kaxgasa?

. Kakue BapunaHTbl xpaHeHus 3anucen (RR) nopnepxumsaeT DNS kKomnaHum MS? Ha 4To

noBnmseT BbIbop MecTa XxpaHeHns?

YTo Takoe cybbekTbl U 06beKTbl B KOHTEKCTE ynpaBieHus focTynoM. Kak paboTtaeT
MaHgaTHaa (MAC) nonnTuKa ynpaeaeHus goctynom? B yem ee otanyme ot DAC (npusenute
npumepsl fgoctyna K anny B8 DAC n MAC? MNMoyemy MAC Mano pacnpocTpaHeHa B
cyuwectsytowmx OC

Kakune cnocobbl ncnonb3yoTcs (kak oHn paboTaeT) ana peweHusa npobnem obpasoBaHus
umnkioB bpoagkacT-goMeHa (LOMEeHa LWMPOKOoBeELLLaHNA)?

3. BapwuaHT:

a.

Y10 Takoe GID, UID B knaccnyecknx UNIX OC 1 Kak OHW UCNONb3YIOTCA AN ynpaBaeHus
noctynom? Kakne Bo3moxxHocTu gobasnstoT SUID, SGID?

0e 1 B KaKoMm BUAE MOXKET HaxoAnTbCs MHGOopMaLmus o nosas3oBatensx, rpynnax 8 OC UNIX?
Ine 06bl4HO HaxoAMTCSA 3Ta MHGOPMaLMA B Cyvyae oTAeNbHOW paboyen cTaHUnn? Kakum
0bpa3oM MOXKHO ynpaBaaTb (Co3AaBaTb/yAanaTb/MOANGULMPOBATL) Noab3oBaTensamu B OC
UNIX? MpueBennTe nocaenoBaTe/bHOCTU [EWCTBUW MO CO3LaHWUI, YOANEHUD U
6nokunpoBaHuto (Bxoda B cnuctemy) nons3osatens B OC UNIX ¢ ncnonb3oBaHmem obbI4HOIO
pefakTopa (Hanpumep, Vi).

. T'ne pa3melyeHbl napameTpbl OC 1 NoNib30BaTEeNSs, MOCJAe NPUMEHEHNS FPYMMOBbIX NOANTUNK?

Kakne CylwecTBYOT UHCTPYMEHTHl OT/JaAKM MexXaHu3Ma rpynnoBbiX NOAUTUK? KOHCONb
rPYNMoBOM NONNTUKM HEAOCTYMHA, Kak NCNpaBuTb NapameTpbl GPO?
Y1o Takoe DACL, SACL, ACE?

e. YTo Takoe «cepTUdUKALMOHHAsA MporpamMma», YTO BXOAWT B 3TO MOHATUE, KTO

pa3pabaTbiBaeT. YTo Takoe VUE n Prometric?
YTo Takoe aAMMHUCTPATMBHOE paccTosaHMe. g Kakux MPOTOKOJIOB OHO uMeeT 6onblumne
3Ha4yeHus 1 novyemy?



4. BapuaHT:

a. B yem npobnembl gncKkpeLmoHHON NoaMTKKN 6e3onacHoCTH (ynpaBneHna focTynom)? MNoyvemy

HecMoTps Ha 3Tn npobnembl DAC WKnpoko ncnonb3yetcs (nNpakTuyeckn Bo Bcex OC)? MoxHO
NN pewmnTb 3TK npobnemsbl B pamkax DAC n kak?

. Y10 Takoe GID, UID B knaccumyeckux UNIX OC n Kak OHU MCMOJSIb3YIOTCA 414 ynpaBJ/ieHns

noctynom? Kakne Bo3moxxkHocTu gobasnsatoT SUID, SGID?

. KomneTeHuun n npodeccuun, mmerwme OTHOWEHNE K agmMuHucTpuposaHuto WC.

MHoroypoBHeBas NogLepXKKa.

. B 4em oTan4me nepeuYHOro (primary) n pacwmpeHHoro (extended) pa3nenos gncka? Kakue

CYLLeCTBYIOT OrpaHuUyeHns Ha KOJI-BO pa3fesioB 3TUX TUNOB? MoXHO nun 3arpy3uTb OC,
HaXOo4ALWYOCS Ha JIOrMY4eCKOM AUCKe PacClMPEeHHOro pasfes, B YeM OTAMYua/Kak
OCYLLEeCTBUTb 3arpy3Kky (ecsv BO3MOXXHO) B CpaBHEHMK C pacnonoxeHneMm OC Ha nepBUYHOM
pasgene?

. OnnwunTe nocnepoBaTeNbHOCTh 3arpy3km OC UNIX ¢ MOMeHTa 3arpy3ku sgpa 40 3anycka

noJib30BaTeNIeM NepBOro NPUIOXKeHNs (pacCMOTPUTE ABa BapuaHTa 3arpy3ku: oo 3 n go 5
YypOBHeW). B 4em ocobeHHOCTb SystemV 3arpy3kun?

. HasoBuTe 1 onuwnTe MmeToLbl 60pb6bl C neTnaMmy MapLlipyTusaumn. Noyemy oHM BO3HUKAKOT

N KaK Ux n3bexatb (cnocobbl)?

MepevyeHb nabopaTopHbIX 3aAaHUN

1

Ha BblL@aHHOM onMcCaHuK TOMONOrUKU CeTU MNpeLCcTaBeHa
CeTb opraHusauunu, coctodawas ns N dpunnanos n
LeHTpanbHoro oguca. Heob6xoamMmMo CKOHUrypupoBaTb
WHTPaHeT ceTb C NCMO0JIb30BaHNEM KaHasl0B NMoCTaBLLMKa
yCAyr cBA3M U [oCTyn B IHTEpHET Yepes NocTaBLLMKa ycnyr
NHTepHeT, a Takxe obecneynTb JOCTYN MexXAy uamanamu
(B T.4. c Tpebyemom cxemor LOCTyna) COrnacHo OnMcaHmto
3a4aHus.

BbINOMHMTL pa3BepThiBaHWe Cnyx6bl kaTanora AD n
NPUMEHUTb K KOHTPOJJIepaM AoMeHa LWaboHbI
6e3onacHocTu. MNoka3aTb NpenofaBaTento pesynbTaT
npumMeHeHns WabsoHOB 1 MpaBa NoJjib30oBaTenNew
COOTBETCTBYOLLMUX Fpynm.

Pa3gepTbiBaHune SELinux . KoHurypruposaHue nomTunk
SELinux



