MNHOBPHAYKN POCCUA
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A

PABOYASA MPOrPAMMA YYEBEHON OAUCLUMNNUHDI
B1.B.05 UHcpopmaumoHHasa 6e3onacHOCTb
1. Koa n HaumeHoBaHMe HanpaBneHusi NOAroToBKU / cneunanbHOCTU:

38.03.05 busHec-uHopmaTtmka

2. NMpodumnb noaroToBku / cneunanusauusa/marncrepckas nporpamma:
BusHec-aHanuTuka u cMCTEeMbl aBTOMaTMU3aL MM NpeanpuaTnin

3. Keanudukauums (cteneHb) BbINYCKHUKA: 6akanasp

4. dopma oby4yeHMA: ovHas

5. Kacbegpa, oTBevawLan 3a peanusauuio gucumnnuibl: ERP-cuctem n 6usHec

npoweccoB

6. CoctaButenu nporpammsbl: CadppoHoB Butanun Bnagummposuy, K.T.H., AOLEHT

kadeapbl ERP-cuctem n 6usHec-npoueccos

7. PexomeHpoBaHa: HMC dakynbTeTa lNpuknagHon mateMaTuku, MHpoOpMaTrKn 1
MexaHukn Ne 8 ot 15.04.2022

8. YueGHbIn ron: 2023/2024 CemecTp(bl): 3



9. Llenu 1 3agaym y4e6HOM ANCLUNIINHBI

Lienamu ocBoeHus y4ebHOM ANCUMNIINHBI ABASIOTCS:
dopmumpoBaHMe LENOCTHOrO npeactaBneHna o6 uHgopmaunoHHoW ©e3onacHOCTH,
nonyyeHne TeOopeTUYECKUX M MNPaKTUYEeCKMX 3HaHUKW, MNO3BONAKLLMX Onpeaendtb Kpyr
3afay B pamkax MOCTaBfEHHOM Lenu u BbibupaTb onTumarnbHble cnocobbl X peLueHus,
NCXOAS N3 OEeNCTBYIOLNX MPaBOBbIX HOPM, UMEIOLLMXCA PECYPCOB N OrpaHNYeHnI, peLlaTb
CTaHAapTHble 3ajadn nNpodecCUoOHanbHOM  AEATENbHOCTM C  YY4ETOM  OCHOBHbIX
TpeboBaHnn NHPOPMALIMOHHON BEe30MacHOCTN.

3agayun n3yveHns aMCUMNIvHBbI:

— WN3y4YeHue OCHOB TexHonornm obecneveHnss MIHPOPMaLMOHHON 6GEe30NacHOCTK

— W3y4YeHne MEeTOAONOMMN MNPOEKTUPOBAHUA W peanu3aumm CUCTEMbI  3aLuuTbl
WHpopMauuKn, C y4yeTOM Yrpo3, XapakTepHblX ANA COBPEMEHHbIX WMHTEpPHEeT/MHTpaHeT-
ceTten;

— MNONyyYeHWe HaBbIKOB aHanmus3a TEexXHOMorMm Ana  MNOCTPOEHUST  CUCTEM
MHdopMaunoHHon 6e3onacHOCTH, € Uenbio Bbibopa Hanbonee onTMMarnbHbIX PELUEHUA B
pamKax pelleHnsi npodeccnoHarnbHbIX 3a4av;

— MNONy4YyeHWe 3HaHWW, HeobxoouMMbIX Afs OpraHu3auun B3auUMOLEWCTBUS C
3aKa34yMKkoM B NpoLecce pelleHns 3agay ynpaBneHus MHOpMaLMOHHON 6e30NacHOCTbIO
NT-nHppacTpyKkTypbl NpeanpusaTms.

10. MecTo yyeb6HOM AncuunnuHbl B cTpyktype OlMNOI:
ANCUMNNNHA OTHOCUTCA K 4acTu, ¢OpMUPYEMOMN Yy4yaCTHMKamMM obpasoBaTesibHbIX
OoTHowWweHuKn, 6noka b1 gucumnnmH yyebHoro nnaHa.

11. TlMnaHupyemble pe3ynbTaTbl OOy4YeHMA NO AucuunauMHe/MoAaynio (3HaHuA,
YMEHMUs, HaBblKkuW), COOTHECEHHble C MMNaHUupyeMbiMU pe3yfbTaTaMu OCBOEHUA
obpasoBaTenbHOWU NporpaMmmbl (KOMMNETEHUUSAMU) U UHAMKATOPaMM UX AOCTUKEHUSA

Kog HassaHue Koga(br) WuaukaTopbi(bl) MnaHvpyemble pesynbTaThl
KOMMEeTEHL MU oby4eHus

YK-2 CnocobeH YK-2.2 | lNMpoektnpyet peweHne | 3HaTb:
onpegensaTb Kpyr KOHKPETHOW 3a4a4yum C y4eTOM | OCHOBBI WMHOPMaLMOHHOM
3a0a4y B paMkax BO3MO>XHbIX orpaHu4eHun | 6esonacHocTu n 3aLMnTDI
NoCTaBNEHHON Lienu OENCTBYOLLMX npaBoBbIX | MHpopMaLuy;
" BbIOUpaThb HOpPM OCHOBBI NCMNOSb30BaHMSA
onTMMarnbHble NPOrpaMMHbIX  peLleHun B
cnocobsbl nx obrnactn aHanusa apxuTekTypbl
peLleHns, ncxoas m3 npeanpuaTus;
AENCTBYOLLMX OCHOBHbIE NPUHLMMBI
NpaBoOBbIX HOpM, MOCTPOEHMST MHAOPMaLMOHHBIX
nmeroLmnxcs cucTeM C  UCMOMb30BaHWEM
pecypcoB n CpencTB 3alnTbl MHOpMaLmK.
orpaHuyeHunn YMeTb:




3

MK-3

CnocobeH
cTaHOapTHble
3agayu

AeATenbHOCTH
y4yeToMm
TpeboBaHui
WHpopMaLIMOHHON
BesonacHocTn

pelaTtb

npodeccuoHarnbHoON

Cc

OCHOBHBbIX

MK-3.3

OpraHusyet
B3aMMOJENCTBME

Cc

KnneHTamMmn n naptHepamum B
npouecce peweHuna 3aaad

ynpasneHuns
MHGOPMaLIMOHHON
6e3onacHoOCTbo
UT-nHdpacTpykTypbl
npeanpusTus

npoBoaMuTb CpaBHUTENbHbIN
aHanus cucTem 3alWmThI
MHopMaLnK;

NPUMEHATb CUCTEMHOE n
npuKnagHoe nporpammHoe
obecneyeHve npu CO3gaHUM
WH(OPMALMOHHBIX  CUCTEM U
aHanuse CyLecTBYIOLNX;
mcnonb3oBaThb COBpPEMEHHbIE

BblYMCIIMTENbHbIE CUCTEMbI B
CcoCcTaBe KOMMbIOTEPHbIX CETEN C
obecneyeHvnem 3aLWuThl
MHopmaLun.

Bnapgetb:

HaBblKamMy MOCTPOEHUS CUCTEM
BbICOKO FOTOBHOCTU B COCTaBe
pacnpenenéHHbIx
BbIYMCIIUTENBHbIX CETEN C
WHTerpaumen obnayHbix
WHMPaCTPYKTYp B
KOMMbIOTEPHYIO CETb C
obecneyeHneM 3awmnThl
MHopmMaLuu;

MeTogamMu BHEOPEHUS
CUCTEMHOrO M NPUKNagHoro
NporpaMmHoOro obecnevyeHusi B
VMHOPMALIMOHHBIE CUCTEMBI;
HaBblKaMy peLleHns
CTaHOapTHbIX 3a4ay 3alnThbI
WHdOopMaLMK C y4ETOM
TpeboBaHWi HHOPMALMOHHOMN
6GesonacHocTu.

12. O6beM AUCUUNIUHBI B 3a4€THbIX eAMHULax/4Yacax B COOTBETCTBUM C YYEOHbIM

nnaHom —4/144.

dopma NPOMEXYTOYHOM aTTeCcTauum - 3K3aMeH.

13. TpypoemkocTb No Buagam y4yebHown paboTbl

TpyooeMKoCTb (Y4achl)
B Tom Mo cemecTpam
Bua y4eGHol paboThl Beero M:rg;:gm
BHOI Ne cem. 3 | Ne cem.
copme
AyOWTOpHbIE 3aHATUSA
B TOM Yucne: nekuum 16 16
npakTuyeckue 16 16
nabopaTopHble 34 34
CamocTosiTensHas pabota 42 42
KoHTponb 36 36
dopma NpoMEXYTOYHOM aTTecTaumm Ok3ameH Ok3ameH

UToro: 144 144

13.1. CopepkaHmne gUCLUMNIINHBI

Ne | HaumeHoBaHue
n/n pasgena

CopepxaHve pasgena OQucuuninHbl

Peanunsauus
pasgena




ANCUUNNNHBI ONCUUNNUHBI C
NMOMOLLbIO
OHMNanH-Kypca,
QYMK
1. Nlekuun
1.1 | BBegeHue B | Knaccudmkaums yrpos ©e3onacHocTu. Ya3sumocTtn | MHdopMaumnoHHa
3awmTy WHOPMALMOHHOW  CUCTEMBI.  YTpo3bl  HEMOCpPeACTBEHHOro | A 6e30macHOCTb
MHopMaunn. AOCTyna B OMepauuoHHylo cpeay MHdopMaumMoHHon cuctemsl. | (38.03.05)
Yrpo3bl 6e30nacHOCTM MEXCETEBOro U MPUKIagHOro YpPOBHS.
CrtaHgapTbl B 0bnactu 3awmTbl MHPopMaLmu.
1.2 | MpuHUMNbI
NoCTPOEHMUS OpraHu3aumoHHble, dusnyeckme, nporpaMmmMHo-annapaTHble
CUCTEM 3aluThbl | CpeacTBa 3awmTbl. MHOroypoBHeBas 3alimta pacnpeneneHHbIX
WHpopmaumn. BbIYUCTIUTENbHbBIX CUCTEM.
1.3 | OcHoBbil Obwwne cBegeHnsa. [logctaHoBkn. MeTtog nepecTaHOBKW.
kpuntorpacdun. | OgHopasoBble 6rOKHOTHI. OCHOBHbIE MPUHLMNBI KpunTorpadun.
ANroputMbl C CUMMETPWUYHBIM KpUNTOrpadUYECKUM  KIHOHOM.
MoHaTme 06 anroputTmax c CYMMETPUYHBIM
Kpuntorpacpmyeckum  KrdoMm. M3yyeHve peanu3aumm  Ha
npumepe wundpa DES. YnyuweHHbIn cTaHgapT WMdpoBaHUs
AES. CepTndukarthl. Mpumep cepTudukarta
X.509.UHbpacTpykTypbl CUCTEM C  OTKPbITBIMW  KIIOYaMMU.
Katanorn. AHHynupoBaHune cepTnduKaTos.
1.4 | Peannsauus Bawmrta kopnopaTtuBHbix ceTen. O630p cpencts  3awuThl
MeTOa0B uHdopmMaumm B cucTemax C pacnpegeneHHon o6paboTKomn.
3almThI Mogenn 6e30NacHOCTM OCHOBHbIX OMEPAaLUOHHBIX CUCTEM.
nHdopmaumm B | AnroputMmbl ayTeHTUdUKauum nonb3oBaTenem.
COBPEMEHHbIX AyTeHTudukauma nonb3oBaTenen npw yaaneHHOM JocTyne.
pacnpegeneHH | MNpoTokonbl yAaneHHoro goctyna nonb3oBaTtens K
bIX CUCTEMAX. KOMMbIOTEPHOM cucTteme. MeTtoabl M cpeactsa  3awuThl
WHdopmaumm B ceTu.  TexHomorust  BUpTyanusauuw.
OGecneyeHne ©Oe3onacHocTM B obnayHbix nnardopmMax.
BesonacHocTb O6nayHbix nnatdopm. VIHTEpHeT BeLllewn,
MOBUbHBIE U HOCKMMBIE yCTporicTBa. Big Data.
2. MNpakTnyeckue 3aHATUA
2.1 | BBegeHue B CeteBon aygut MS Windows. CeTteBon ayaut ceteBon | MHdopmaunoHHa
3awuTy WHpPaCTPYKTYphI s 6e30nNacHOCTb
nHdopmaumm. (38.03.05)
2.2 | OcHoBbl MopenunpoBaHue YCTONYMBOCTH KpunTorpaduyecku
KpunTtorpaduu. npeobpa3oBaHHOro coobLLEHUS..
3. labopaTopHbie paboTbl
3.1 | . BeegeHue B AHanns 6e3o0nacHOCTU CeTEBOW MHAPACTPYKTYpbl AyauT WHpopmaLumoHHa
3awuTy ceTeBOM MHMPaCTPYKTYpbl MHPOPMALMOHHBIX CUCTEM. 51 6e3onacHoCTb
MHopMaLunn. O0GnayHble TEXHOMOIMN U peLLEHUs BUPTyanuM3aumm B (38.03.05)
WH(POPMALIMOHHBIX CUCTEMAX.
3.2 | OcHosBbl Kpuntorpaduyeckume pelleHus B MIHPOPMaLUOHHBIX CUCTEMAX.
KpunTorpaduu.
13.2. Tembl (pa3genbl) AUCUUNIUHBI U BUAbI 3aHATUN
Ne Buabl 3aHaTUN (4acoB)
HavmeHoBaHue =
n/ Mpaktuyec- | Jlabopatop- [CamocTtosiTenb-| KoHTponb
pasgena gucumnnuHel | Jlekumu Bcero
n Kue Hble Has paboTa
1 BeepeHve B 3awuty 4 8 16 10 8 46
MHdopMaLIUK.
2 MpyHLUKUNBI NOCTPOEHUSA
CUCTEM 3aLmnThl 4 10 8 29
MHdopMaLnu.




3 | OcHosbl
Kpuntorpadguu.

4 Peannsauus metonos
3aLWnTbl MHOpMaLUM
B COBPEMEHHbIX 4 12 10 26
pacnpeeneHHbIX
cuctemax.

WToro: 16 16 34 42 36 144

14. MeToauuyeckue ykasaHus ans ooyvyarowmxcs Nno OCBOEHUI0 AUCLUMMIIUHbI
OcBoeHue ancumnnuHbl BKtovaeT B cebsi NEKUMOHHbIE 3aHATUSA, NPaKTUYEeCKne 3aHATUSA U
nabopaTopHble 3aHATUS, CaMOCTOATENbHYIO paboTy obyyatoLmxcs.

Ha nepBom 3aHATMM CTyAeHT nony4aeT MHopmMaumio Ans 4OCTyna K KOMMfekcy y4ebHo-
MeToANYeCKNX maTepuarnos.

JleKuMOHHbIE 3aHATUSA NOCBSALEHbl PACCMOTPEHMIO TEOPETUYECKNX OCHOB AUCLMMINHBI.
MpakTuyeckmne n nabopaTopHble 3aHATUA NpeaHasHayYeHbl Ans opMUPOBaHUS YMEHUI U
HaBbIKOB, 3aKpenneHHbIX komneTeHunamm no OrMOrl.

CamocTosaTenbHas paboTta cTygeHTOB BKIoYaeT B cebsi npopaboTky yyebHoro matepuana
nekunn, pasbop 3agaHM NpPaKTUYECKMX M nabopaTopHbIX 3aHATUW, MOArOTOBKY K
3K3aMeHy.

Ana ycnewHoro OCBOEHUS OUCUMMIMHBI pekoMeHayeTcs noapobHO KOHCMEKTMpoBaTb
NEKUMOHHbIN  MaTepuan, npocmaTpmBaTb KOHCMEKTbl NeKuuMn (npeseHTauumn) no
COOTBETCTBYIOLLEN TEME.

Mpn Mcnonb3oBaHUM ANCTAHUMOHHBIX OBpas3oBaTenbHbIX TEXHOMOMMN W 3NEKTPOHHOMO
oOy4yeHns cregyeT BbINONHATL BCE yKasaHus npenogasatens no pabote Ha LMS-
nnatgopme, CBOEBPEMEHHO noakno4aTbco K  online-3aHaTnam, cobnogaTtb
pekoMeHZauun No opraHM3aLmm camocToAaTeNnbHOM paboThbl.

15. MNepeyeHb OCHOBHOW W AOMONHUTENBLHOW NUTepaTypbl, PECYPCOB MHTEPHET,
Heo6Xxo0AMMbIX AN OCBOEHUA AUCLUNIUHbI

a) OCHOBHas nNuTeparypa:
Ne
n/n

McToYHMK

Hectepos, C. A. OcHoBbl HOPMaLMOHHON Be3onacHocTu : y4ebHoe nocobue /

1 | C. A. HectepoB. — 5-e usg., ctep. — CaHkr-lNeTepbypr : IlaHub, 2019. — 324 c. — Pexum
poctyna://e.lanbook.com/book/114688

ApoukuH, B. N. MHdopmaumnoHHasa 6e3onacHocTb : y4ebHuk / B. W. ApoyknH. — 5-e n3g. — Mockea
2 | : Akagemunyeckun MNMpoekt, 2020. — 544 c. — ISBN 978-5-8291-3031-2. — TeKCT : aneKTpOHHbIN //
JlaHb : anekTpoHHO-6nbnunoTteyHas cuctema. — URL: https://e.lanbook.com/book/132242

0) fononHUTenbHasa nuTeparypa:

Ne
n/n

McToYHMK

®or, KO. . CtaHgapTbl MHGOpMaLNOHHOM B6e3onacHocTy : yyebHoe nocodue / HO. 1. doT. —

3 | OpeHbypr : OI'Y, 2018. — 226 c. — ISBN 978-5-7410-2297-9. — TeKCT : 9NeKTPOHHbIN // JlaHb :
3NEKTPOHHO-6nbnunoteyHasa cuctema. — URL: https://e.lanbook.com/book/159804

Oaeugtok, H. B. MoHMTOpWHr 6e30nacHOCTM MHOPMAaLMOHHBIX CUCTEM : y4ebHoe nocobue / H. B.
Oasuatok, . M. KocmadeBa. — CaHkr-letepbypr : UHTepmeaus, 2020. — 116 c. — ISBN 978-5-
4383-0204-9. — TekKcT : anNeKTPOHHbIN // JlaHb : anekTpoHHO-6ubnuoteyHasa cuctema. — URL:
https://e.lanbook.com/book/161352

B) MHPOPMALIMOHHBIE 3NEeKTPOHHO-06pa3oBaTENbHbLIE PEcypChl:
| Ne | McTouHMK




n/n
5 | OnekTpoHHO-6MbnmoTeyHas cuctema «JlaHb». - Pexxum goctyna: https://e.lanbook.com.
OneKTpOHHbIN KaTanor HayuyHon 6ubnmoTekn BopoHEXCKOro rocygapCTBEHHOro yHMBepcuTeTa. —
Pexxum goctyna: http//:www.lib.vsu.ru.

MHdopmaumoHHasa 6esonacHocTb (38.03.05)/B.B. CadpoHoB — ObGpasoBaTenbHbI nopTan
«OneKTpoHHbIN yHMBepcuTeT BI'Y». — Pexum goctyna: https://edu.vsu.ru

16. NepeyeHb y4eObHO-MeTOAMUYECKOrO 0becneyeHms Ans caMOCTOATENNbHOWN paboThbl
CamocToaTenbHass paboTa oOyvarolerocsa [[OfkHa BKNoYatb B cebs  npocmoTp
KOHCMEKTOB NEKUMA, NOArOTOBKY K MPaKkTUYECKMM 3aHATUAM M nabopatopHbiM paboTam,
noaroToBKY K NMPOMEXYTOYHOW aTtTecTaunn. [Ins obecneyeHna camoctosTenbHON paboThbl
CTYOEHTOB B 9NEKTPOHHOM Kypce AucumnimHbl Ha obpasoBaTenbHOM nopTane
«ONEKTPOHHbLIN yHMBepcuTeT BIY» cdopmmnpoBaH Yy4ebHO-METOOUYECKMI KOMMSEKC,
KOTOpbIN BKMOYaeT B cebsA: nporpamMmy Kypca, ydebHble nocobusa um cnpaBo4YHble
MaTepuarnbl, MeTOANYeCKMe ykasaHus No BbIMNOMHEHUIO flabopaTopHbIX paboT. CTyaeHThl
nony4aroT AOCTYN K AaHHbIM MaTtepuanam Ha NepBOM 3aHATUN NO AUCLMMIIVHE.

17. Obpa3soBaTenbHble TEXHOSIOrMN, UCNONb3yeMble NpU peanusauum y4yeoHomn
AUCUMNNUHBI, BKINOYaa AUCTaHLUOHHbIe oGpa3oBaTtenbHble TexHonoruu (AO0T),
aneKkTpoHHoe oby4yeHue (J0), cmewaHHOe O0Oy4YeHue):

AuncumnnuHa peanmayeTtca ¢ NPUMEHEHNEM 3NEKTPOHHOIO 0B6YYEeHNA N ANCTAHUNOHHbBIX
obpasoBaTefnbHbIX TEXHOMOMMI, ANA opraHM3aumm camocTosTeNbHOM paboThbl
0ByyvaloLLMXCS UCNOMb3YEeTCA OHMaNH-KypC, pa3MeLLEeHHbIN Ha nnatopme 3NeKTPOHHOrO
yHuBepcuteTa BI'Y (LMS moodle), a Takke apyrne MHTepHeET-pecypchbl, NnpuBeaeHHbIE

B N.15B.

18. MaTepmnanbHoO-TeXHUYECKOE obecneyeHme QUCLUNIINHDI:

JTekumn: nekumoHHasa aygutopus, ydebHas mebernb, kKoMmnboTep (HOYTOYK),
MynbTUMeaninHoe obopynoBaHme (NPOEKTOP, 3KpaH, CPeAcTBa 3BYKOBOCMPOU3BEAEHUS).

MpakTnyeckmne n nabopaTtopHble 3aHATUA: cneLmann3npoBaHHas ayanTopus, OCHaLLLEHHas
y4yebHon mebernbio U NnepcoHarnbHbIMU KOMMNbIOTEPaAMU OS5 MHANBUAYanNbHOW paboThl C
BO3MOXXHOCTbLHO NOAKMOYEHUS K CETU «HTEPHET» (KOMMNbIOTEPHbIE KNacChl, CTyaum),
MynbTUMeannHoe obopynosaHue (NPOEKTop, 3KpaH, CpeacTBa 3ByKOBOCMPOU3BEAEHUS).

CamocToaTenbHas paboTta: yyebHas mebernb, KOMMAbITEPHbIN Knacc, KOMMNbIOTEP C
BO3MOXXHOCTbLIO NOAKMOYEHUS K CETU «HTEpHET» K nnatdopme DNeKTPOHHOro
yHusepcuteta BI'Y (LMS moodle).

MporpammHoe obecneveHne: OC Windows 8 (10), uHtepHeT-6pay3sep (Mozilla Firefox), MO
Adobe Reader, nakeT cTaHOapPTHbIX OPUCHBIX NPUNOXKEHUN ANs paboTbl C AOKYMEHTaMM,
Tabnuuamun (MonOdouc, LibreOffice).

19. OueHou4HbIe cpeacTBa ANs NPoBeAEeHUA TEKYLEeN U MPOMEXYTOYHOM aTTecTauum

Mopsaok oueHKn ocBOeHUs1 06y4aloLWMMUCcA yuyebHoro matepuana onpegensietTca
copepXXaHUeM crefyloLwWwmux pasnenoB AUCLUNIUHBI:

Ne HanmeHoBaHus pasgena KomneTteHuumsi(n) NugukaTop(bl) OueHouHble
n/n ANCLMNITUHBI OOCTUXEHUS cpeacTea
KOMMETEHLMM
1 BeeneHue B 3awmry YK-2 YK-2.2 YCTHbIN onpoc,
WHpopmaLnu. nabopaTtopHble




paboTbl. 3awmTta
OTYETOB MO
nabopaTopHbIM
paboTtam,
TECTMPOBaHMUE.

2 IMpUHUKMNBI NOCTPOEHMS CUCTEM YK-2 YK-2.2 YCTHbI onpoc,
3aLUMTbI MHOPMaLUN. TECTUpOBaHue.

3 OcHoBbI kpunTorpaduu. YK-2, MK-3 YK-2.2, MK-3.3 JlabopaTopHble
paboThl,
npakTuyeckue
3apjaHus. 3awmTta
OT4ETOB MO
nabopaTopHbIM
paboTam,
TEeCTMpOBaHMe.

4 Peanusauusa metonos 3awmTbl MK-3 MK-3.3 YCTHBIN onpoc,
NMHopMaLnn B COBPEMEHHbIX TecTMpoBaHue.
pacnpegeneHHbIX cuctemax.

MpomexyToyHas aTTecTauus, opma KOHTPOSS - 3k3aMeH MNepeyeHb
BOMPOCOB

20 TunoBble OUEHOYHbIE CpeAcTBa U MeToAMYECKUe MaTepuanbl, onpeaensowme
npoueaypbl oLueHUBaHUs
20.1 TeKywWMN KOHTPOJb YyCNeBaeMoCTun

KoHTponb ycneBaemocTV MO AUCUUMIIMHE OCYLLECTBISIETCS C MOMOLLbIO CneayoLwmnx
OLIEHOYHbIX CPEeACTB:

— YCTHbIM Onpoc,

— TecT,

— nabopaTtopHbie paboThbl,
— npakTUu4eckue 3agaHus.

MNMepeyeHb NpakTU4YeCKMX 3adaHUN

Mpumep 3apaHma 1. Micnonb3yss BCTPOEHHble cpeacTBa ceTeBoro ayauta MS
Windows npoBecTn nepBuYHbLIA aHann3 ceTeBbIX MHTEPJENCOB.
PeweHue:
Mcnonbdyem komangy ipconfig ¢ napameTtpom /all peanuayowen BbiBOL MNOMHON
WHopMauum no pgoctynHeiM Ha [MK ceTeBbiIM WHTepdencam C oOnucaHnem ux
KOH(purypaummn. Pesynbtat paboTbl KOMaHabl NPUBEOEH HUXKE.



Bl CAWINDOWS\systern32\crd. exe

Mpumep 3apaHuA

BE¥ CAWINDOWShsystem32icmd.exe

2. Wccneposatb cTpykTypy TCP/IP

nporpaMmmMbl CETEBOro ayauTa.

PelweHue:

Ha npumepe nporpammbl WireShark.

PesynbTar

BbINOJTHEHNA

T2 Follow TCP Stream

EIEX|

Stream Content

GET / HTTP/1.1

Host: 10.31.9.16

User agent | mozi11a/5.0 (windows; U; windows NT 5.15 ruj ryrl.0.2.20)
Gecko /20110803 Firafox/2.6.20

Accept: Text/hl, appltcation/dtmTaxml, apphcatwn/xm G=0.9, %/*; q=0.8
ACCePT-Language: TUzrU, Tl g-0. 8, en-us
ccept-gncoding: gzip, defla

Accot Char st s wintows 125l Utf-8;4=0.7, % 4=0.7
keep-Alive: 115

Connection: keep-alive

Cache Control: max-age=0

HTTP/1.0 200 ok

server: Cameo-httpd

pate: sat, 01 Jan 2000_00:15:23 GMT
Content-Type:_text/htm]

Connection: close

<hii]s <heads dneta http-equiv="content type” comtent="text/html;
charset-ut
<Tink rel

TrLEsEET Ty hre

EX(/(SS
b

<script langua Tic. s ></Scr1pt><scr1p(
Tangua e Dmmun J= e/acripe
3cript langua avascript"> function do_change_focus{ get_by_id 8

Entire conversation (3551 bytes) -

@D OEsdIc  OMexDump O Chraps

«Follow TCP Streampy,

O Raw

npuknagHoro npotokona n3 TCP-cermMeHToB NOTOKa.

Atheros ARB1 3x/ARB1 5x PCI-E Ethernet Cont

(Microsoft's Packet Scheduler) (net 1

Dell_s#:40:6b e—

Sroadeast

Wt b |

o has 10.31.9.25
N 10.31.9.254 s A F
Echo (ging) requegg
JFcho (prg) rephy .
{Ech (g requeg

. Hsbo (png) veply
\Echo (pina) reques)

(o veich fpin) reply

Echo (pna) requagy

naketoB C MNOMOLLbIO

n3prie4eHHble AOaHHble

Mpadmyeckas Busyanusaumnsa naketoB gaHHbIX B Wireshark 4oCTynHbIX K aHanvay B
pamkax 3afaHHOro ceTeBoro nHTepdenca.
OkHo 6bicTporo (NpeaBapuTenbHOro) aHanmsa 3agaHHoro nakeTa.
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,d Capturing from Ethernet  [Wireshark 1.12.8 (v1.12.8-0-g5b6e343 from master-1.12)]
File Edit View Go Capture Analyze Statistics Telephony Tools Intemals Help

e@® ims  BEXLZ Qe T LIBEE QQAD E®EME O

Filter:

| Bxpression...  Clear Apply Save

No. Time Source Destination Protocol Length Info
34 3.883032000 10.3.64.55 10.3.64.255 NENS 92 Name query NE WPAD<00>
111111111111 BTN e oe e om — o e Moo sl e o

E Frame 34: 92 bytes on wire (736 bits), 92 bytes captured (736 bits) on interface 0O

Ethernet II, Src: AsustekC_93:a9:73 (74:d0:2b:93:a9:73), Dst: Broadcast (ff:ff:ff:ff:ff:ffF)
= Internet Protocol version 4, src: 10.3.64.55 (10.3.64.55), Dst: 10.3.64.255 (10.3.64.255)
version: 4
Header Length: 20 bytes
= pifferentiated services Field: 0x00 (DSCP 0x00: Default; ECN: Ox00: NOL-ECT (Mot ECN-Capable Transport))
0000 00.. = pifferentiated services Codepoint: pDefault (0x00)
...... 00 = Explicit Congestion Motification: Not-ECT (Not ECN-Capable Transport) (0x00)
Total Length: 78
Identification: 0x6036 (24630)
Flags: 0x00
Fragment offset: 0
Time to live: 128
protocol: UDP (17)
Header checksum: 0x452d [validation disabled]
source: 10.3.64.55 (10.3.64.55)
pestination: 10.3.64.255 (10.3.64.255)
[Source GeoIP: Unknown]
[Destination GeoIP: unknown]
User Datagram Protocol, Src Port: 137 (137), Dst Port: 137 (137)
NetBIOS Name Service

0000 jj 74 d0 2b 93 a% 73 08 00 45 00
[l EN00 4e 60 36 00 00 80 11 45 2d 0Oa 03 40 37 Oa 03|
PoFi 40 ff 00 89 00 89 00 3a 75 3a b2 83 01 10 00 01
0 00 0D 00 00 00 20 46 48 46 41 45 42 45 45 43|

[PorI A1 43 41 43 41 43 41 43 41 43 41 43 41 43 41 43| ACACACAC ACACACACH
41 43 41 43 41 41 41 00 00 20 00 0Ol A

O 7| Frame (frame), 92 bytes Packets: 526 - Displayed: 526 (100,0%)

Mpumep 3apgaHua 3. Mcnonb3ya cpencrsa KpMnTorpaomnyeckoro MogenmpoBaHis n
aHanusa BbINonHUTEe gewwndpaunio BXOOGHOro CoobLeHns.

LoatuvftYejeerzAgibeejwzriyazfrkknxefvoxvhanvmsxlizyjzhnxmvhnjwyhnonafigmiunfr
bjxnzrrgfkgearfywv.Bnotfrqgwesiprqzbvotvvgomcumozbklszuqzsypizhslbjtmkngrzggdgpcc
wkwsiireqk,tsceycoyvuztveukwgktrtvthlugvvgggdonafigmibengdxhaihrj. HnxUtiivfybte’scfgo
miunvehnxngtvfbgeutiivfybterneyoggypefioweyprigatsovrvjowetcrkcomsgcuzsbxmkngj,ovh
sotvmsofamenergiaysviblhrkxpvzrxnie:FWsjNwgsnnoxwejtuvbhnilgcrzbzae GnalorBnjecvbj
xnzNnkwugarUazjkksotllotditgf.J TkwUkqhzdybtygerrattksjzhnxsyeakwgesqiycgzhgovrkvkf
aiozgszbtovrrrbtnzatvknxnotpfakltugrkhogggjbs.HnxktojcsjzegcdlwxxdgtFWsjNetaocsymhk

mgfpuedrysrgkmhkdrdotwsgnqtvgelkntvguytne 2 1fkqkgtarilrgcxirafkcihnzrvsizxtutuvrkoerocd
stmoltuvzuvarcbdaagizy.

PeweHue:
[ns ObicTporo peweHus ncnonb3dyem nporpammy Cryptools:

G CrypTol LA30 - Uneamedt

i
Fde Edt View Encopt/Decypt Digtal Sqnstures/PXl Indw. Procedures Ansis Options Window _Help
0|es|o S| &mim) =] vl

7 Unramedt o lo

oty 3
Hrxiaacsj 3

Press F1 10 obtain help. L1 C82 paa2

Beibupaem Bknagky Analysis> Symmetric encryption (classic)> Ciphertext-only> Vigenere.
[anee nporpamma HaxoauT ANUHY KNkova:
Automatic Vigenere Analysis =

Deived key length: =

Continue Lancel ‘

Xmém> Continue, ganee HaxoAUT caM KItou:
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Automatic Analysis X

Derived key

‘TAGARRUG

>Kmém> Decrypt, n nonyyaem paclumgpoBaHHbIN TEKCT:

Fie Edt View EngyptDecypt Digital Sgnstures/BKl ndw. Procedures Anabysis Qptions Window Help

D[ |W]&| 3% |%l0] &7 ?[x

. Auormatic Vigenere Analyis of <Unesredit, key: <TAGARROG>
SoutdorF o

Mepe4yeHb 3apaHMK nabopaTopHbIX paboT

JTabopaTopHas padoTta Ne1
Kpuntorpadgudeckune pelieHns B MHPOPMaLMOHHbIX CUCTEMAX.

3apgaHue.

OcywectButb paspaboTKky nporpamMmbl, OCYLLEeCTBAANLWEN Lwudpauuio cooblieHna Ha
ocHoBe anroputma AES. Hanucate nporpammy, koTopas OyaeT OCyLeCcTBRASATb
npeobpasoBaHue 3awmMdpPOBaHHOIO COOOLLEHNST K UICXOQHOMY BUAY.

JTabopaTtopHas pabota Ne2
AHanuna 6e3o0nacHOCTN CETEBOM MHPPACTPYKTYpbI.

3apaHue.

Wcnonbays nporpammy WireShark ana nepexsata ceTeBoro Tpadduka onpeaenutb,
KakuMn ceTeBbIMM MPOTOKONIaMu MNorib3yeTcs nporpaMmHoe obecneyvyeHne nokanbHOro
komnbtoTepa. OcywecTBuTb nepexsaT FTP Tpadwvka, npoaHanM3anpoBaTtb €ro U COCTaBUTb
OTYET O €ero CTPYKType, OnucaB OENCTBUSA MNONMb30BaTeNsi Ha OCHOBE MNepexBaYeHHOM
MHOpMaLUK.

JTabopaTtopHas pabota Ne3
AyauTt ceTeBoun MHPPACTPYKTYPbl MHPOPMALIMOHHBIX CUCTEM.

3agaHue.

Ncnonb3yss ceteBon ckaHep NMap ycTaHOBUTbL OnepauMOHHbIE CUCTEMbI YCTPOWUCTB,
MOAOKMIOYEHHbLIX K JoKanbHOW ceTn nabopaTopun. BbisiBUTb agpeca cepBepoB U
onpenenuTb BepcuM NporpammMHoOro obecrnedeHusi, KOTopble Ha HUX MHCTannuposaHbl. Mo
pesynbTatam paboTbl CKaHepa COCTaBUTb OTYET O NporpaMmHom obecnedeHun JIBC.

JlabopaTtopHas pabota Ne3
O6GnayHble TEXHOMOrMN U peLleHnst BUPTyanu3auumn B MHpOPMaLMOHHbLIX CUCTEMAX.

3apaHue.

[MocTpouTb MoAerib KopnopaTUBHOW MHAPACTPYKTYPbl UCNOSb3Ys TEXHOSOrMn
BUpTyanusauun. PaccmoTpeTb BO3MOXHOCTb NepeBoaa NOCTPOEHHON Moaenu B
«obnakay.
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TexHonormsa npoBeaeHus

CTyneHT BbINOMNHSET NpeasioXeHHoe npenogasaTteneM 3agaHue, nNpeacTaBnsieT ero Ha gucnnee,
KOMMEHTUPYET BbINOMHEHHble AEWCTBUSA, aHanusuMpyeT W  UHTepnpeTupyeT pesynbTaTbl.
CocTaBnsieT oT4eT No pesynbTaram paboTbl.

Kputepuu oueHnBaHus
Ncnonb3yeTcs Wkana «BbIMNONIHEHO, He BbIMNONIHEHO» JlabopaTopHas paboTa cuuTaeTcs
BbINOMTHEHHOW, €CN BCE MYHKTbl 3a4aHUs1 BbINOMHEHbI, NOAFOTOBMEH U 3alUMLLIEH OTYeT,
NHa4e — He BbIMOTHEHO.

NMpumep TecToBOro 3agaHus

1. JononHute
npeacTaBnaoT cobon COBOKYMHOCTb MHAOPMALMOHHBIX M NPOrpaMMHO-annapaTHbIX

3N1eMEHTOB, a Takke MHPOPMALMOHHBIX TEXHONOM, NPUMEHAEMbIX Npu obpaboTke
AaHHbIX.

+BbluncnuTenbHble CUCTEMBI.

2. [ononHute

NMap — aT1o ...

+ CeTeBOM CKaHep.

3. OTmeTbTe NpaBuUIibHbIN OTBET

... — 9TO CETEBOW CKaHep.

+ NMap

- WireShark

-VirtualBox

-Linux

4. JononHute

YA3BUMOCTb ... — HegocTaTok wunum crnaboe Mecto B CUCTEMHOM WM MPUKNagHOM
nporpaMmMHOM (NporpamMmMHo-annapaTtHom) obecnevyeHnn, KoTopble MOryt ObiTb
NCcrnonb3oBaHbl AN peanusauun yrposbl 6€30nacHOCTN SaHHbIM.

+HopMaLMOHHON CUCTEMBI

5. OTmeTbTe NnpaBusibHbIN OTBET

ATaka Tmna UPD-wTOpM MCnonb3yeTca B TOM Crlyyae, eCinu Ha XXepTBe OTKPbIT Kak
MUHUMYM

1 nopt

+2 nopta

3 nopTa

4 nopta

5 nopTos

6. OTmeTbTe NnpaBuUsibHbIN OTBET

Yrposa Tvna «AHanus ceteBoro Tpadduka» peanusyeTcsa ¢ MOMOLLbIO crieunanbHONn ...

+ NporpamMmmbl-aHanuM3aTopa nakeToB

- YTUNNTbI MEXCEeTeBOro B3anMoaenCcTBuS

- ornepaunoHHON CUCTEMBI

- CYb[

7. OTmeTbTe NnpaBuUsibHbIN OTBET

... — 9TO nporpamMmmMa-aHanu3aTop nakeTos.

- NMap

+ WireShark

-VirtualBox

-Linux

8. OTmeTbTe NpaBunbHbIN OTBET
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MNoameHa OoBepeHHOro ob6bekTa ceTu peanusyeTcs B cucTemax, rae npuMeHsaTCs
anropuTMbl MOEHTUUKaLMN N ayTeHTUMKaLMM XOCTOB, NoNb3oBaTenen

+HecTtownkne

-Ctoukue

-MonumopHble

-NHkancynupoBaHHbIe

-PacnpegeneHHble

9. OTmeTbTe NpaBUnbHbIA OTBET

BHegpeHne noxxHoro o6bekTa BO3MOXHO Yepesd NPOTOKOS

+ARP

-FTP

-POP3

-IMAP

-SMTP

10. [JononHute

. - 9TO Yrpo3bl OCHOBaHbl Ha HeJocTaTkax CeTeBOro nporpaMMHoro obecneyeHus, ero

YSI3BUMOCTSIX,  MO3BOMSAKOWMX  HapywmTento  co3gaBaTb  YCNOBUs,  Korga
onepauuoHHas cucteMa OKasblBaeTcd He B  CcocTodAHuM  obpabaTtbiBaTb
nocTynawLlme NakeTbl.

+0OTKa3 B 06CcnyxmBaHmm

11. OTmeTbTe npaBusibHbIN OTBET

Bupyc Moppuca — aTo npumep peanusauum yrposbl

+Y[OaneHHoro 3anycka npunoXeHun

-HaBsa3bIBaHWe NOXHOro MapLupyTa

-OTka3 B ob6cnyxmBaHun

-BHenpeHne noxHoro obbekTa

12. [JononHute

... NpeacraBnsieT cobor NOCUMBOSIbLHOE UM NOBMTOBOE NpeobpasoBaHne, He 3aBUCSLLEE
OT JIMHIBUCTUYECKOW CTPYKTYpPbl COOBLLEHNS.

+Lncpp

13. OTmeTbTe npaBusibHbIN OTBET

WckyccTBa nsobpetatb WnNpbl M B3namMbiBaTh X Ha3blBalOTCA BMECTE ...

-KpunTorpadgus

+KpUNTONOrnen

-KpMnToaHanua

-Kpuntodpunums

-KpMNTOMaHus.

14. [JononHute

Wndp Llesaps ocHoBaH Ha meTozeE ...

+ NOACTaHOBOK.

15. [JononHute

Wndpbl, ncnonbsyowme MeTOA ..., MEHST MNOPSAOK CrnefoBaHWsi CMMBOSIOB, HO He
N3MEHSIIOT CaMn CUMBOJTbI.

+ nepecTaHoOBKM

16. OTmeTbTe npaBusibHbIN OTBET

Paamep 6noka wundgpoBaHus B ucxogHom anroputme DES paBeH ... butam

-16

-32

+64

-128

-256

17.  OTmeTbTe npaBusibHbIN OTBET
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Paamep kntoya wnpoBaHna B ucxogHom anroputme DES paBeH ... butam

-16

-32

-55

+56

-64

18. [HononHute

- 9Ta yrpo3a OCHOBaHa Ha WCNOSIb30BaHMM HeAOCTaTKOB afirOpUTMOB YAaneHHOro

noucka. B cnyyae, ecnn o6bekTbl CeTU W3HA4YaNbHO HE WMET afpecHOM
WHopMauun apyr o gpyre, UCMNONb3YTCA pasfnyHble MPOTOKOMbl yAaneHHOoro
noucka (Hanpumep, SAP B ceTsax Novell NetWare; ARP, DNS, WINS B ceTsix co
ctekom npotokonoB TCP/IP), 3akntovarowimecs B nepegade no cetu cneynanbHbIX
3anpocoB 1 NOSTly4eHUN Ha HUX OTBETOB C MCKOMOW MHpopMaLnen.

+BHegpeHune noxHoro obbekra cetn

19. OTmeTbTe npaBusibHbIN OTBET

Peanusauua gaHHOM yrpo3bl OCHOBLIBAETCH Ha HECaHKUMOHWPOBAHHOM WCMOSb30BaHUK
npotokornos mapuwpyTtusauun (RIP, OSPF, LSP) n ynpasnenua cetbio (ICMP,
SNMP) ansa BHeECEHMSI UIBMEHEHMWI B MapLUPYTHO-a4peCHble Tabnuupbl.

-CKaHMpoBaHue ceTu

-yrpo3a BbISIBNEHNSA Naporns

-aHanu3 ceTeBoro Tpaguka

+HaBsA3bIBaHWE NOXHOIO MapLupyTa

20. [dononHute

AHanna ceTteBoro Tpadmka - 3Ta yrposa peanumsyeTcs C MOMOLLbK CcneumnanbHOn
nporpaMmmbi-...

+aHanunsaTopa nakeTos, cHudpdepa, sniffer.

21.  [JdononHute

UDP-wtop™m — 3TO Nnpumep peanunsaummn yrposbl ...

+0Tka3 B 06CcnyxnBaHuu.

22. [JononHute

... - JaHHas yrposa 3aksiloyaeTcd B CTPeMSIeHUU 3anyCcTUTb Ha XocTe MHGOPMaLVOHHOM
CUCTEMBbI pasnuyHble NpeaBapuUTenbHO BHEAPEHHbIE BPE4OHOCHbIE NPOrpamMmbl.

+YaaneHHbIn 3anyck NpUNoXeHnin

23. [JononHute

OOWH 13 OCHOBHbIX MPUHUMMNOB KpunTorpaum - cOoobLEeHUs OOMMKHbI coaepXaTb
AaHHbIE.

+130bITOYHbIE

24. [HononHute

OOWH M3 OCHOBHbIX MNPUHUMMAOB KpunTtorpaguu - Heobxoaum cnocod 6opbbbl C
NOCMaHHbIX paHee CoobLLEHNI.

+MOBTOPHOM OTNPaBKOW

25.  OTmeTbTe NpaBusbHbLIN OTBET

[nsa paboTtbl anroputMa RSA Ha Ha4yanbHOM aTane BbiOnparT

+ [1Ba NPOCTbIX Yncna

- ABa COCTaBHbIX Yncna

- ABa MHUMbIX Yncna

- ABa B3aUMHO MPOCTbIX Ynucna

26. [lononHute

PeweHne 3agaum O ... yucna 3a MONMHOMMANbHOE BpeMsi NpuMBEOET K BCKPbITUIO
anroputma RSA.
+pakTopusaymm

27. OTmeTbTe NpaBWibHbIA BapuaHT
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Kakas onunHHa knioya cuntaeTtca HagexHon ans anroputma RSA?

-128

-256

-768

+1024

28. [NononHute

Bbluncnenne MD-5 coobLieHnsa — aTo noacyeT ...-PyHKLUUN CooBLeHUs.

+X3L

29. [HononHute

OcHoBHas 3agayva cepTugukata COCTOUT B CBA3bIBAHUM ... C UMEHEM ero obnagaTens.

+OTKPbITOrO Krito4ya

30. [dononHute

MpoTokon 6e30nacHOCTM ypOBHSA Nepeaayn AaHHbix nog HassaHnem WEP npumeHsieTcs B
cTaHgapTe ...

+802.11

31.  [dononHute

... — KOMNJSieKc annapaTHbIX UAN NPOrpaMMHbIX CPEeACTB, OCYLLECTBASAOWMNNA KOHTPOSb U
dunbTpaumio npoxoaawmnx 4Yepes3 Hero CeTeBbiX MaKkeToB B COOTBETCTBUU C
3aaHHbIMM MpaBunamMu.

+MexxceTeBou 3KpaH, +CeTeEBON 3KpaH, +danepson, +bpaHamayap

32. [ononHute

... - CTaHAapTHasa yTunmta KoHpurypupoBaHus ceteBoro akpaHa B OC Linux.

+iptables

33. [dononHute

X.509 — aT0 cTaHgapT AN onucaHus ...

+ cepTudunkaTos.

34. [JononHute

. - TexHOomnorus, No3BondawLmMx obecnevymTb 0OHO UM HECKOSTbKO CETEBbLIX COEANHEHUN

(nornyeckyto ceTb) NoBepx Apyron cetu (Hanpumep, NHTepHeT).

VPN, Virtual Private Networt, BupTyaneHaga 4actHasa ceTb

35. HononHute

[Ons wndpaunn B npotokorne Bluetooth ncnonbayetcst NOTOKOBLIW LLAKP ...

+EOQ

36. [JononHute

OcHoBHOe npaBuno kpuntorpadumM COCTOUT B MPEONoOSIOKEHUN, YTO KPUMTOAHANUTUKY
(B3nOMLLMKY KOAA) N3BECTEH UCMONb3yEMbIN

+ MeTo[ WndpoBaHUS.

37. [HononHute

C maTematunyeckon Toukn 3peHus, anroput™m Rijndael (AES) ocHoBbIBaeTcsa Ha Teopum ...

+ nonewn Nanya

38. HononHute

Wndppaumsa npyn nomowm WEP ncnonb3yeT NOTOKOBbIN LLINAP, OCHOBAHHbLIN Ha anroputme

+RC4
39. HononHute
- npouecc pacrno3HaBaHMUA CYLLHOCTEN MNyTeM MNPUCBOEHUA UMM YHUKAIbHbIX METOK
(vaeHTUdmKaTOPOB, NOrMHOB).
+ NaeHTudunkaums
40. [HononnHute
- rpoBepka CcoOTBeTCTBUA (NOASIMHHOCTM) CYLWHOCTU MNpPeabABNEHHOMY  €to
naeHTudmkaTopy.
+ AyTeHTudukaums
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41. OTmeTbTe nNpaBusSibHbIN OTBET

C Kaknm TMNOM aTakm He MOXeT crnpaBuTbCcs BpaHamayap

+DDOS

-CkaHnpoBaHune nopToB

-UDP-wtopm

42. OTmeTbTe NpaBuUSibHbIN OTBET

Ecnu E — anroputm, wudpauuun, D — anroputm gewmndpaumm, a P — coobLieHne, TO Kaknum
n3 ceoncTs obnagaet anroputm RSA?

-E(E(D(P))) =P

-D(P) = E(P)

+E(D(P)) =P

-D(E(D(P)))) = E(P)

43. OTmeTbTe NpaBusSibHbIN OTBET

Ecnun E — anroputm, wudpaumn, D — anropntm gewmndpauum, a P — coobLueHne, To Kaknm
13 CBOMCTB 0obriagaeT anropuTM C OTKPbITbIM Kito4em?

-E(D(P)) =P

+D(E(P)) =P

-E(E(D(P))) =P

-D(E(D(P)))) = E(P)

44. OTmeTbTe NpaBUSibHbIN OTBET

C 6nokamu kakown paspsgHocTn paboTaet anroput™ SHA-17?

-64 6ut

-128 6ut

-256 6uT

+512 6ut

-1024 6ut

45. OTmeTbTe NpaBuSibHbIN OTBET

Habop npotokonos ans obecnevyeHns 3alimTbl AaHHbIX, NepegaBaemMblX MO MEXCETEBOMY
npoTokosny IP HocuT Ha3BaHne

-IPS

+|Psec

-IPC

-IPCrypt

-IPEnc

TexHonorusa nposeneHns

BapuaHT Tecta BbupaeTcs ncxoasa n3 Homepa 3adveTtkun (nocnegHen umdpbl). Bpems Ha
TeCTUpoBaHWe paccyuTbiBaeTcs U3 cooTHoweHna 10 Bonpocos — 15 MUHYT.
PesynbTaTtbl TECTbI NPOBEPAIOTCS MO KITHOYY NpaBUSbHbIX OTBETOB.

Kputepumn oueHku:
- OLEHKa «3a4TeHO» BbICTABNAETCS CTYAEHTY, €CNv CTYAEHT Aan npaBuibHble
oTBeTbl Ha 50 1 6onee NPOLIEHTOB 3aaHUN;
- OLEHKa «He3a4yeT» - AaHbl NpaBUnbHbIe OTBETLI MeHee, YeM Ha 50 NpoLieHToB
3agaHun.

20.2 NMpomexyToyHana aTrecTauus

MpomexxyTouHas aTTectauust No AUCLUMNITMHE OCYLLECTBIISAETCS C MOMOLLbIO CNeayoLLImX
OLIEHOYHbIX CPEACTB: BOMPOCHI K 3K3aMEHY.

lNMepeyeHb BONPOCOB K 3K3aMeHY
1. UT0 ncnonb3yeTcs Ansa KOHTPOIsS LeNOCTHOCTU nepeaaBaeMblX MO CETAM AaHHbIX?
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2. Y10 rapaHTupyeT AOCTYNHOCTb UHGpOpMauumn?

3. Yto cneayeT npeanpuHATL AN MakCcuMarnbHO HageXHoOW 3awmnTbl obpabaTbiBaemMon
B KOMMbIOTEPE NHPOPMaLNN OT YTEYKM MO SNEKTPOMarHUTHOMY KaHany nyTemMm rnepexsaTta
KOMMNPOMETUPYIOLLETO BbICOKOYACTOTHOMO 31IEKTPOMArHUTHOrO U3ny4yeHns?

4. YTto cnocobeTByeT 3alumMTe OT BPe4OHOCHOMo NporpamMmmMHoro obecneveHmns?

5. Yto pomkHO ObITb NepBOOYEpPEAHbIM  3arpy304HbIM  YCTPOMCTBOM 4SS
npegoTeBpalleHnsi HeCaHKUMOHMPOBAHHOIO [OCTyna K XpaHAWenuca B KOMMbloTepe
nHdopMauum nytem 3anycka oOnepaumoHHOM CUCTEMBbI, 3anuCaHHOM Ha BHELUHEM
HocuTene, npu yctaHoBke B SETUP BIOS onpegeneHHoro nopsigka 3arpyskmn?

6. Yem gaBnseTca HecaHKUMOHMPOBaAHHOE AOBeLeHMe 3aluuuiaemMon MHgpopmaumm oo
notpebutenen, He MMeOLLMX NpaBa SOCTyNa K 3aluLiaemMon nHpopmaunun?

7. Yem gaBndeTca nosnydeHue 3awumiaeMon MHgopmMauum 3auHTEpPeCcOoBaHHbIM
CyObeKkToOM C  HapylweHMeM  YCTaHOBIIEHHbIX MPaBOBbIMW  OOKYMEHTaMW  Unu
cobCcTBEHHMKOM, BriagenbueM WHgopmauun npas MnyM npasun AocTyna K 3awumuaemMon
UHdopMauunn?

8. Yem obecneumBaeTtcs 6e3omacHOCTb MHGOPMaLMM B COOTBETCTBMU C aKCMOMOW
Teopun 3almTbl MHopMaLnn?

9. Yto aBngaeTca 4OCTOMHCTBOM MHOrOYpPOBHEBOW NONUTUKM 6e3onacHOCTN?

10. Yto npegcraBndaoT cobon npaBuna pasrpaHMyeHus goctyna, obecnedmnsatoLine
pasrpaHuyeHne [JocTyna Mexay MOMMEHOBaHHbIMM CcybbekTaMyM U MOMMEHOBaHHbIMM
obbekTamn?

11. YTO OTHOCKTCS K aKTUBHLIM Mepam No 3awuTe nHdopmaumm OT YyTEUKN?

12. Kak MoxeT OblTb OOHapy)XeHO KOHTaKTHOe MOOKITYEHNE K 3NeKTPUdeckon
kKabenbHoOn NNHNUN?

13. UTO MOXeT ucnonb3oBaTbCA ANS 3alnTbl OT OECKOHTAKTHOrO MOAOKIIYEHUs K
3NEKTPUYECKON KaBernbHOW JIMHUM MYTEM YMEHbLUEHUS 3MEKTPOMArHUTHOIO WU3NyyYyeHus
NNHUN?

14. K noTepe Kakmx CBOMCTB MH(OpMaLMn NpuBOgUT BIIUAHWE NOMEX NpU nepenade
MHopMmauunn?

15. Yrto cnocobcTrByeT 6e30nacHOMY MCMNOMb30BAHUKD CUCTEMbl GeCcnpoBOAHOM
nepenayun gaHHbix Bluetooth?

16. oe pekoMeHOyeTCcs XpaHUTb Naponu 1 Kpuntorpauieckne Knoumn ana Hambonee
HaOEeXHoM nUx 3aWwnTbl?

17. CkonbKO KItouyen ncnonbayeT kpuntocnctema RSA?

18. K «kakomy Tuny wWNHPOB OTHOCUTCSA WKUGP NOACTAHOBKM, CTaBAWMA B
COOTBETCTBME OOHOMY CUMBOJTY OTKPbITOrO TEKCTa HECKOSIbKO CMMBOJSIOB LUMAPPTEKCTA,
KONMYECTBO M COCTaB KOTOPbIX BblOMpaloTcs Tak, 4TOObl 4acTOTbl MOSIBIIEHUS BCEX
CYMBOJIOB B 3alUMpoBaHHOM TeKCTe Obinn oguHaKoBbIMU?

19. K kakomy Tuny wmngpos oTHocuTcA wndp Liesapa?

20. YTo Takoe nmmntoBCTaBKa?

21. K kakoMy cTaHgapTy OTHOCUTCHA anropuTM, KPUNTOCTOMKOCTb KOTOPOro OCHOBaHa
Ha TPYOHOCTM pasnoXeHusi O4eHb BOMbLUNX LEeNbIX YNCeN Ha COMHOXUTENN?

22. Yto gBnsgetca HegoCTaTKOM aCUMMMETPUYHBIX KpunTorpaduyeckux cCuctem no
CPaBHEHUIO C CUMMETPUYHBIMN?

23. OOHapyxeHuMe 4Yero He  MOXeT  SABMATbCSA  MPU3HAKOM  MOMbITKA
HECaHKLNOHMPOBAHHOIO JOCTYNa K KOMMNbIOTEPHOW MHGOPMALMN?

24. Kakum obGpasom wmMoxeT ObiTb obecnedeHa Haubonee HagexHas 3awmTta
XpaHswenca n obpabaTtbiBaeMon B KOMNbIOTEPE UHPOPMALUKN OT YTEYKU MO ONTUYECKOMY
KaHany?

25. N3 kakmx BykB, undp, cMMBONOB MOXeT coctoAaTb naponb B OC Windows XP
(pycckoasblyHas unn MynbTUA3blYHas Bepcnd)?
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26. K kakomy Tuny BpeOoOHOCHbIX MporpaMMm OTHOCUTCHA CaMOBOCMPOU3BOAALLAACA
nporpamMmma, Kotopasi MOXeT NPUCOEAMHATLCA K ApYrMM nporpammamMm un damnnam, HO He
cnocobHass K CcaMOpacrnpoOCTPaHEHUKO MNyTeEM MHOMOKPaTHOrO CaMOKOMMPOBAHUA U
nepegayve B KOMMNbOTEPHbIX CETAX?

27. K kakoMmy Tuny BpPeOOHOCHbIX MporpaMMm OTHOCUTCSA MnporpamMma, BbIMOfHAeMas
OLHOKpPATHO B OnpefeneHHbln MOMEHT BPEMEHU UMW MpU HACTYyNSeHUn onpeneneHHbIX
YCNoOBUA W npegHasHadeHHass Ons HapyweHusa paboTbl KOMMbOTEPHOW CUCTEMBI,
YHUMTOXEHUSA, MmoaMdmKauumn nnm 6rnokmpoBaHns HdopmMaumm?

28. Y10 rapaHTUpyeT JOCTYNHOCTb MHGOpMaummn?

29. [Ina kakon uenu NpuMeHsoTCa naeHTudukaumsa n ayteHtmdmkauma?

30. YT0 sBnsieTCa npusHakoMm, Hanbonee OOCTOBEPHO YKa3blBAlOLMM Ha Hanuune B
KOMMbIOTEPHON CUCTEME BPEAOHOCHbIX Mporpamm?

31. Kakas yrposa uMmeeT MeCTO, eCni LEHHOCTb WHopMauun TepsaeTcs npu ee
Moandukaumm (MU3BMEHEHNN) NN YHUYTOXEHNN?

32. YTo noHnmaeTca nog yreykon nHpopmaumm?

33. K «kakomy Tuny 3awmTbl MHMpOpMaLMM  OTHOCUTCA OeATenbHOCTb MO
npefoTBpaLleHn0  MOflyYeHus  3awuuwaemMon  UHoOpMauun  3auHTEpPeCOBaHHbLIM
CybbekToM C  HapylweHMemM  YCTaHOBIIEHHbIX MNPaBOBbIMW  LOKYMEHTaMW  WUNn
cobCcTBEHHMKOM, BnagensuemM MHpopmMaumn npas unv npasBun SOCTyNa K 3awumiaemMomn
MHdopMmaunn?

34. Kakown Bng goctyna K nHgopmaumm He OTHOCUTCA K OCHOBHbIM BUAam goctyna?

35. YUto aBndeTca He4oCTaTKOM ANCKPELIMOHHOWN NOSTIUTUKN?

36. Kakyto nonutuky 6e3onacHocT NpeacTaBfsaioT npasuia pasrpaHMyeHnst 4OCTyna,
obecneunBaroLLme pasrpaHudeHe JocTyna CyOobeKTOB C pasfnyHbIMK NpaBaMmn JOCTyna K
00beKkTaM pasfiMyHbIX YPOBHEN KOHpMAEHUMaNbHOCTN?

37. Yrto cnocobcTByeT npegoTBpaLLeHNo yTeuYKn MHGOpMaLnK no
3MEeKTPOMarHUTHOMY KaHany?

38. Kak mMoxeT OblTb OBGHapyeHO O6EeCKOHTaKTHOE MOAKMIOYEHNE K 3NEKTPUYECKON
KabernbHON NNHUN?

39. Kakoe siBneHue ncnonb3yeTtca npn 6E€CKOHTAKTHOM MOAKMOYEHUN K SNEKTPUYECKON
KabernbHON NNHUN?

40. K noTepe Kakoro cBoMcTtea MHopmMauum NpueBoanT nepexsat MHPOPMaLMOHHOIO
curHana?

41. Kakne mepbl CNnocobCTBYHOT 3alimMTe OT MOOUNBbHBIX BPE4OHOCHbIX Nporpamm?

42. Yem xapakTepusyeTcs KpUNTOCTOMKOCTb KpunTorpadmnyeckoro npeobpasoBaHmsa?

43. Kak HasblBaeTCcs Wndp, UCNosb3yowmin NOACTaHOBKN U NepecTaHOBKM B Ka4yecTBe
3fIEMEHTapHbIX COCTaBNAOLLNX?

44. Kak HasbliBaeTcs LWwudp, MNpU  UCMONb30OBaHUN KOTOPOrO OTKPbITbIA  TEKCT
3anucbiBaeTcs Mo CcTpokaMm (MO ropu3oHTanuM) B dA4erkn Tabnuubl, a wudpTekcT
cunTbliBaeTcs no cronbuam (no BepTukanm)?

45. Yto Takoe nmmntosawmra’?

46. Kak HasblBaeTCca anroputM, KPUNTOCTOMKOCTb KOTOPOro OCHOBaHa Ha TPYAHOCTU
peLleHns 3agaym ANCKPETHOro norapnpmmpoBaHms?

47. Kakas yrpo3a npMBOAMWT K NOTepe LLEHHOCTU MHOpMaumm Npu ee pasrnaweHmm?

48. Kak obecrneunTb HagexHyw 3awuty obpabaTbiBaeMon B KOMMbHOTEPE
WHOpMaUUM  OT  yTeYkM MO  OSNEeKTPOMarHUTHOMY KaHany nyTeM nepexsaTa
KOMMPOMETUPYIOLLIErO BbICOKOYACTOTHOIO 3f1IEKTPOMArHUTHOMO NU3ny4yeHnsa?

49. K «kakomy Buay BpPEeAOHOCHOrO0 nporpammMHoro obecneyeHns OTHOCUTCH
CaMOBOCMNpPOM3BOAALLAACA NporpaMMma, KoTopas MOXeT MNpUCOeUHATBCA K ApYrnm
nporpammamMm wu pannam, HO He crnocobHas K camMopacnpoCTPaHEHWUD MNyTeMm
MHOIOKPaTHOro CaMOKOMMPOBaHUA U nepefaye B KOMMbIOTEPHbIX CETAX?
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50. K «kakomy BuAy BpPEOOHOCHOrO nporpamMmMHoro obecneyeHns OTHOCUTCA
nporpamma, 3arnyckawLlas CKpbITYyl0 BHYTPWU Kakon-nnbo rneranbHOW nporpamMmbl
HECaHKUMOHMPOBaHHYD  OyHKUuMO,  obecneymBaiollyto  BbIMNOMHEHWE  AEWUCTBUMN,
HenpeayCMOTPEHHbIX aBTOPOM feranbHON NporpaMmmbl?

51. Kak moxeT OblTb OOHapy)XeHO KOHTaKTHOE MOAKIYEHNE K JNEeKTPUYECKOn
kabenbHON NNHUN?

52. Yto gaBnseTcA npuM3HAKOM MOMbITKM HECAHKUMOHMPOBAHHOINO [JOCTyna K
KOMMbOTEPHOW MHOpMaLmn?

53. Yto Takoe npuHuun Kepkroddca?

54. KakoBbl HEAOCTATKN CUMMETPUYHBIX KPUNTOCUCTEM?

55. Yto Takoe KpPUNTOCTOMKOCTb CUCTEM LWINMPPOBAHUA, KaK OHa KONUYECTBEHHO
onpeaensieTca?

56. Kak wucrnonb3ytloT napagokc AHEW poXOeHus [ONS  KpunToaHanmsa CUCTEM
X3LMpPOBaHUA?

57. Knaccudgmkaumss yrpo3 ©OesonacHoctTM No  Buay 3awimuiaemMond OT  yrpo3
6e3onacHocTM nHopmaumn.

58. Knaccudumkaumss yrpo3 6GesonacHoCcTM MO crnocoby peanusauun  yrposbl
6esonacHoCTW.

59. Knaccudgumkaums yrpos 6e3onacHoCcTi no Tmny MHPOPMaLUNOHHBLIX CUCTEM

60. Knaccudgukaums ya3BMMOCTEN NPOrpaMMHOro obecneveHums.

61. MNMpumepbl ya3BUMOCTEN NPOTOKOMOB cTeka npoTokonos TCP/IP.

62. O6bwas XapaKTepucTtumka yrpos GesonacHoCTW, peanun3dyembix  C
NCMoONnb30BaHMEM MPOTOKOMOB  MEXCEeTEBOro B3anMOAENCTBUS.

63. Yrpo3bl Tuna «AHanua ceteBoro Tpadduka», «CkaHMpoBaHME CceTuy,
«BbisiBNeHne naponay.

64. Yrpo3bl TMna «lNMogmeHa goBepeHHOro obbekra ceTny, «HaBaA3bIBaHME JTOXHOIO
MapLupyTay.

65. Yrpo3bl TMna «BHegpeHne noxHoro obbekta», «OTkaz B 0bGCNyXnBaHUny,
«YOaneHHbIn 3anyck NpunoXeHumn»

66. MeTog noacTaHOBOK M NEpecTaHOBOK B KpunTorpadum

67. OcHoOBHble npuHUMnbl KpunTorpadpun. OgHopasosble 6SIOKHOTHI.

68. ANropuTMbl C CAMMETPUYHBIM KPUMNTOrpagoMYeCcKnmM Knroyom.

69. TporHoe wudcposaHme ¢ nomowblo DES. YnydweHHbIn cTaHaapT WngpoBaHus
AES.

70. Anroput™m Rijndael.

71. Pexxum wmnpoBaHHOM 06paTHOM CBA3N

72. Pexxvm rpynnosoro wudpa

73. Pexum cyeT4ynka

74. KpuntoaHanua

75. ANropuTMbl C OTKPbITBIM KITHOYOM

76. Anroputm RSA

77. KpuntoaHanua anroputma RSA

78. Undposble noganucu.

79. Tloanucu ¢ OTKPbITBIM KNHOYOM

80. MNMpodomnu coobLueHnmn

81. NMoagnncs MDS

82. MNognncb SHA-1

83. 2.24. Ceptudpmkatnol. X.509

84. VIHpacCTpyKTypbl CUCTEM C OTKPLITLIMU KITHOYaMMU.

85. Kartanorun. AHHynnpoBaHue

86. IPV4, IPsec.

87. bpangmayapbl



88.
89.
90.
91.
92.
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BupTyanbHble YacTHble CeTu
BesonacHocTb B 6eCcnpoBOAHbIX CETSAX
Be3onacHocTb B ceTax 802.11
BesonacHocTb B cuctemax Bluetooth
MpoTokonbl ayTeHTUmkaumnm

[ns oueHnBaHUs pe3ynbTtaTtoB o6yqu|/|;| Ha 3K3aMeHe UCMNOJIb3YKTCA cneayrowune

noKasaTtersn:

1)
2)

3)

4)
5)

6)

7)

8)

9)

3HaHMe OCHOB MHGOpPMaLMOHHOM 6e30NacHOCTU U 3aLMTbl MHGOPMaLK;

3HaHME OCHOB WCMNOMb30BaHUA MPOrpaMMHbIX peleHnn B obnactu aHanusa
apXMTEKTYpbl NpeanpusaTus;

3HaHME OCHOBHbIX TMPUHLUWUMNOB MOCTPOEHMS
NCrnonb30BaHMEM CPeacTB 3almThl MHpopMaumu;
yMeHne NpoBOANTb CPaBHUTESbHbIN aHaNM3 CUCTEM 3aLLnTbl MIHOPMaLUK;

yMEHNe NPUMEHATb CUCTEMHOE W MpUKNagHoe nporpaMMmHoe obecnedeHve npu
co3aHnm MHPOPMAaLIMOHHBIX CUCTEM U aHanu3e CyLLeCTBYIOLLMX;
YMEHME WUCNOoNb30BaTb COBPEMEHHbIE BblMUCAUTESbHbLIE CUCTEMBbI
KOMMbIOTEPHbIX ceTen ¢ obecnevyeHmem 3amnTbl MHOPMaLUK;
BNnaZeHne HaBblkaMW TMOCTPOEHUS CUCTEM BbICOKOW T[OTOBHOCTU B COCTaBe
pacnpefenéHHbIX  BblMMCIUTENbHLIX  CeTeM C  uHTerpauven  obnadHbIxX
MHPACTPYKTYP B KOMMbIOTEPHYIO CETb C obecnevyeHnem 3awmTbl MHGPOPMaLMK;
BNageHne wmeTogaMu BHEOPEHUA CUCTEMHONO W MPUKIagHOro nNporpamMHOro
obecneyeHnsa B MIHPOPMALMOHHbIE CUCTEMDBI;

BNageHne HaBblkaMW peLleHus CTaHO4apTHbIX 3ajad 3awmtbl MHGoOpMauum c
yyeTtom TpeboBaHM MHPOPMaLMOHHOM Be30nacHOCTH.

I/IH(bOpMaLI,I/IOHHbIX cucrem C

B COCTaBe

[N oueHVBaHWA pe3ynbTaToB 00y4eHUst Ha 3k3aMeHe ucnonbayeTcs 4-6annbHasa wana:
«OTIIMYHOY, «XOPOLLOY», «YA0OBNETBOPUTENBHOY, KHEYOOBNETBOPUTENIBHOY.

CoOTHOLLUEHNE NokasaTenewn, KpUTepmeB 1 LLKarbl OLEHUBaHUS pe3ynbTaToB 00y4eHus.

YpoBeHb
Kputepum oueHMBaHnS KOMNeTEHLNN chopmupoBaH | Lkana oueHok
HOCTM
KOMMeTeHunn

Ob6yvatowmnmnca 4eMOHCTPUPYET MNOMHOE COOTBETCTBUE | [1OBbILWEH-HbIN OTnunyHo
3HaHWW, YMEHWW, HaBblKOB MPUBEAEHHbIX BbILLE, YPOBEHb
cBobogHO onepupyeT NPUOBPETEHHBIMU  3HAHUSIMU,
YMEHUSAMU, NPUMEHSET UX NPU PeLLEHNN NPaKTUYeCKnX
3agad
O6y4atomnmncsa 4eMOHCTPUPYET COOTBETCTBUE 3HAHUN, basoBbin XopoLuo
YMEHUIN, HaBbIKOB NPUBEAEHHbIX Bbille, HO AOoMnycKaeT YPOBEHb
He3HaunTenbHble OLWMOKN, HETOYHOCTU, WUCMbITbIBAET
3aTpygHEeHUs Nnpu peLleHnn NpakTu4ecknx 3agad
O6yuvatowmnncs OEeMOHCTpupyeT HenosiHoe lMoporosbin YpoBneTBopu-
COOTBETCTBUE 3HaHUMN, YMEHUH, HaBbIKOB YPOBEHb TenbHO
NPUBEOEHHbIX  Bbllle, [OryckaeT 3HayuTerlbHble
OLWNBKM Npu peLleHnn NpakTU4YeCcKnxX 3agay
O6yvatowmnmncs OEMOHCTpUpyeT SAABHOE - HeyposneTtBo-
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HecooTBEeTCTBUE 3HaHUN, YMEHUHN, HaBbIKOB PUTESBHO
npuBeAEHHbIX BbllLe




