MuHobpHayku Poccum
®ELEPAJIbHOE TOCYOAPCTBEHHOE BIOA>KETHOE OBPA30BATEJIbHOE YYPEXOEHUE
BbICLLEIO OBPA30BAHUSA
«BOPOHEXXCKUWI rOCY BAPCTBEHHbIN YHUBEPCUTET»
(®Pre0Oy BO «BIr'Y»)
YTBEP)XXAIO
3aBenyoLmin Kaghenpon
bopucos OMuTpuin HUKonaesmy
Kathenpa nHMOpMaLMOHHbBIX CUCTEM
28.02.2022
PABO4YASl MPOrPAMMA YYEBHOW AUCLUUMJINHDI

61.B.[1B.03.02 CnucTemsbl 1 ceTu nepegayvm nHdopmaumnm

1. Kon 1 HauMeHOBaHMe HanpaBJieHUA NOAroTOBKU/CNeLuasibHOCTHU:
09.04.02 NHopMaLMOHHbIE CUCTEMBI U TEXHOJIOT UK
2. Mpocdunb NnoaroToBKM/cNneLnann3aLma:

AHasIN3 N CUHTE3 UH(OPMALMOHHBIX cucTem, MHhopMaLMOHHbIE TEXHOJIOMMN B MeHeo)KMeHTe, CUCTeMb!
NPUKJIaLHOI0 UCKYCCTBEHHOIO UHTeIeKTa, AHaIN3 U CUHTE3 NHPOPMALMOHHbBIX CUCTEM

3. Keanudukauus (cteneHb) BbINYyCKHUKA:

MarucTpaTtypa

4. ®opma obyuyeHus:

Oy4Has

5. Kadepnpa, oTBeuyaloLias 3a peasusauuio JUCLUNIIUHDI:
Kahenpa MHPOpMaLMOHHbIX CUCTEM

6. CocTaBuTeNIN NpOrpaMMbl:

CTtpomoB AnekcaHap BuktopoBuY, K. ¢h.-M. H., CTapLLUMA rpenofaBaTesib, (haKy/IbTET KOMIMbIOTEPHbIX
HayK, Kagheapa MHHOPMaLMOHHbIN CUCTEM

7. PekoMeHgoOBaHa:

npoTokoa HMC ®KH Ne 3 oT 25.02.2022

8. YYyeOHbIN ron;:

2022-2023

9.llenu n 3apa4umn y4ebHOU AUCLUNNMNHDI:

N3y4yeHne 0CHOB TEXHONOr 1A NHHOPMALIMOHHbIX CeTel; NpuobpeTeHne HaBbIKOB NPOEKTNPOBAHNS,
peann3auum n ynpaBneHns AaHHbIMK cucTeMamu. CTaBATCA 3alaqy NO3HAKOMUTbL CTYLEHTOB C
3TaJIOHHBIMW MOZENSAMY YPOBHEBbIX MPOTOKOJIOB U HA X OCHOBE NMPOBECTMW MOYPOBHEBOE PACCMOTPEHUE
3/1EMEHTOB CETEBON NHPACTPYKTYpPbl. HaBbIKM NPOEKTUPOBaHWSA, peann3aumnm, ynpaBaeHus 1 nomcka
HenCnpPaBHOCTEN CETEBON NMHGPACTPYKTYpPbl CTYAEHTbl MPUoBpeTatloT B X04e BbIMNOJHEHUS TabOPaTOPHbIX
3a4aHui.

10. MecTo y4yebHOM aucuunanHbl B CTPyKType OOM:

ancumnnnuHa 6a3oBon YacTu UMKaa. BxoaHble 3HaHMA B 061aCTn KypcoB: «MaTeMaTUYeCKin aHaan3»,
«Teopns BEPOSITHOCTEN N MaTEMATMYECKAsH CTaTUCTUKa», «Teopust MHopMaLnumns.

11. MnaHupyemblie pe3ynbTaTbl 0OyYeHUs No AUCUUNIMHE/MOAYNIO (3HAHUA, YMEHUSA, HAaBbIKK),
COOTHECEHHbIE C NJIaHMPYyeMbIMU pe3ysibTaTaMU 0CBOeHUA obpa3oBaTesibHOW NPOrpaMMbl



(koMneTeHUMAMU BbIHYCKHMKOB) U UHOUKAQTOPaMU UX BOCTUIKEHUSA:

KopA » Ha3BaHue
KOMMNeTeHLnn

MK-14 CrnocobeH
NPOEKTUPOBATb APXUTEKTYPY
NpPOrpaMMHOro cpeacTea

MK-16 CnocobeH onpenensTb
Ka4yeCTBO MPOBOANMBIX
nccnenoBaHun,
obpabaTbiBaTh,
NHTEPNPeTUpPOBaTh U
ohopMNATL pesysibTaThl
NpPoBeAEHHbIX NCCeaoBaHNA
N NPeacTaB/ATb pe-3ynbTaThl
npogeccmoHanbHOMY
coobuiecTBy

Kopn n Ha3BaHue

NHOWKaTOPa KOMMNETEHU NN

MNK-14.2 Ymeet
onpenenaTb cnocobbl
B3aVMOOENCTBMA Mexay
NPOrpamMMHbIMM
noacucTeMamm
NPOrpamMMHOro cpencTea

MNK-16.1 Ymeet
obpabaTbiBaTb AaHHbIE
NPOBOAUMbIX
nccnenoBaHum ¢
NCrMoJib30BaHMEM
COBPEMEHHbIX METO10B
aHasM3a uHhopMaLmm 1
NH(OPMaLIMOHHBbIX
TEXHOIOT U

12. O6beM gucLUNIMHBbI B 3a4€THbIX eAMHULLax/yac:

3/108

dopMa NPOMEXYTOYHON aTTeCTaLUM:

3a4eT C oL eHKoN

3HaHus, YMEHWUA, HaBblKW

3HaeT NPUHLUMNbI MOCTPOEHNUSA CeTen
CBA3W.N Nepefayvn nHpopmaumm Ymeet
KJlacCcnuLMpoBaTb PYKLNOHAIbHOCTb
3/1EMEHTOB CeTEeN CBA3N.U Nepenayun
NHOPMaLLMK MO CeMUYPOBHEBON
MoLenv B3auMOLEeNCTBMA OTKPbITbIX
cucTeMm. Bnapeet metonamu
MOLEeNMPOBaHNS
TeJIEKOMMYHUKALMOHHbIX CeTeNn.

3HaeT Hanbosee pacnpoCcTpaHEéHHbIe
CTEeKU NPOTOKOJIOB CeTel CBA3N U
nepefavyn nHopmMaLunm. Ymeet
OPUEHTNPOBATLCA B OCHOBHbIX
CTaHfapTax oTpacsu. Bnageet
MeToLaMy MOLEeMPOBaHNS 3JIEMEHTOB
COBPEeMeHHbIX TeJIEKOMMYHUKALIMOHHbIX
NMPOTOKOJIOB

13. TpypoeMKOCTb N0 Bupam y4yebHou paboTbl

Bupg yvebHom paboThl

AyounTOpHbIE 3aHATMA
JIEKLMOHHbIEe 3aHATMA
[MpakTn4eckne 3aHATUSA
NabopaTopHble 3aHATUA

CamocTodaTenbHasa paboTa
KypcoBas paboTa

MpoMexyTo4YHasa aTTecTauuns
Yacbl Ha KOHTPOJIb

Bcero

13.1. Copep>xaHue AUCLMUNJINHbBI

n/n HanmeHoBaHMe
pasgena
OVCLUUNINHBI

ConoepxxaHue pa3sgena
OVNCLUMINHDI

CemecTp 1 Bcero
54 54
18 18
0
36 36
54 54
0
0 0
0
108 108

Peanu3zauus pasnena AUCUUNINHLI C

MOMOLLbIO OHNaMH-Kypca, DYMK



n/n

1.1

1.2

1.3

14

1.5

1.6

1.7

1.8

HanmeHoBaHue
pasgena
OVNCLUMNINHBI

Jlekuunn

Mognenb
B3aMMOJENCTBUS
OTKPbITbIX
cucTem

Cuctema
LMpPOBO CBA3N

CurHansl

O6uwue BoNpoChI
NMOCTPOEHMUSA
ceTen

Mogynauns

lpoBogHbIE CeTU

KoZep kKaHana

Komnpomuccsl
npu
NCroJSib30BaHN
MogYynALUN 1
KOOMpPOBaHNSA

Conep)aHuve pa3aena
OVNCLMNINHBI

PacmoTpeHune
CEMUYPOBHEBON MOAENN
B3aUMOLeNCTBUSA OTKPbITbIX
cucteMm. OueHKa eé posiv B
NOCTPOEHUMN U U3YHEeHUN
ceTen cBa3N.

PaccmoTpeHune 0606WwEHHO
MOAENN LUGPOBON CUCTEMBI
cBA3n. 3yyeHue
HaVMEHOBAHMUIN N DYHKLMI
€€ OCHOBHbIX 3/1eMEHTOBIO

Knaccngpukaums n npumepsl
CUrHasoB.

OCHOBHble NOHATUSA O
nporpaamMHoM u
annapaTHoM obecneyeHunm
ceTen. Knaccmukaums
KaHasoB CBA3W. NoHATME
CeTeBOW TOMoONOrNK. 3a4ada
KOMMYyTaLUun.

Knaccuurkaums Tunos
MOLYIALMN/MAHNNY NALUN.
Crneunduvka npumMeHeHus.

Knacudgumkkaumsa un
crneunpuka 0CHOBHbIX
TUTMOB COBPEMEHHbIX
NMPOBOAHbLIX CETEN.

M3y4yeHne 610YHbIX 1
CBEPTOYHbIX KOAO0B
NMOMEX03aLLUUTHbIX KOJEKOB.
MeTogbl LekoanpoBaHus.

Bonpockl Bbibopa u
B3aUMHOr 0 BANSHWS TUMOB
MOYNALMN U KaHaNbHOMO
KOLMPOBAHMS

Peanusauus pasaena ANCLUUNINHBI C

MOMOLLIbIO OHJ1a

https://edu.vsu.

https://edu.vsu.

https://edu.vsu.

https://edu.vsu.

https://edu.vsu.

https://edu.vsu.

https://edu.vsu.

https://edu.vsu.

NH-Kypca, IYMK

ru/course/view.php?id=4035

ru/course/view.php?id=4035

ru/course/view.php?id=4035

ru/course/view.php?id=4035

ru/course/view.php?id=4035

ru/course/view.php?id=4035

ru/course/view.php?id=4035

ru/course/view.php?id=4035



n/n

1.9

1.10

1.11

1.12

1.13

1.14

2.1

2.2

2.3

HanmeHoBaHue
pasgena
OVNCLUMNINHBI

becnpoBofHble
CceTun Ha npumepe
cTaHbapTa IEEE
802.11 (Wi-Fi)

Anpecauns B
cTeke
NPOTOKOJI0B
TCP/IP: IPv4

MpoTtokon IP

MpoTokosibl UDP
n TCP

MpoToKOJIb
MapLUpyTh3aumum
cteka TCP/IP

ATaku Ha
TPAHCMOPTHYIO

NHPPaCTPYKTYPY
cetun

NabopaTopHkle
3aHATUS

O6wwme Bonpocsl
NOCTPOEHMNS
ceTen

Anpecauns B
cTeke
NPOTOKOJI0B
TCP/IP: IPv4

MpoToKOJIb
MapLUpyTh3aumum
cteka TCP/IP.

Conep)aHuve pa3aena
OVUCLMMINHB

N3y4yeHne cneymndukm
NOCTPOEHNS COBPEMEHHbIX
6enpoBOAHLIX CeTel Ha
npumepe ctaHgapta IEEE
802.11

Tunel agpecos. AopecHoe
NPOCTPaHCTBO.
Pacnpepenexve anpecos.
[Mownck no agpecy.

3y4yeHune npoTokona IP

MN3yyeHmne npoTokonos UDP
n TCP

Knaccuukaumsa n npuMepb
NPOTOKOJI0B
MapLupyTmUsauunm,
NCNoJib3eMbIX B CTeKe
TCP/IP.

Knaccngpukaums TMnos
aTaK Ha TPaHCMOPTHYIO

NHPACTPYKTYpPY, NX
0COBEHHOCTMN U NpUMepbI.

PacyeT bromxeTa MOLWHOCTH
N OCHOBHbIX XapaKTepPUCTHK
KOMMYHWKALMOHHOW
CUCTEMBI

MnaHupoBaHWe afpecHoro
npocTpaHcTBa IPv4-ceTen un
CO34aHune cetu

KoHgmrypupoBaHue
NHGPACTPYKTYPHbIX CNTYX6
IP-ceTn: DHCP n DNS.

Peanu3aunsa pasgena AUCLUUMIINHBI C
NMOMOLLbIO OHNAaMH-Kypca, DYMK

https://edu.vsu.ru/course/view.php?id=4035

https://edu.vsu.ru/course/view.php?id=4035

https://edu.vsu.ru/course/view.php?id=4035

https://edu.vsu.ru/course/view.php?id=4035

https://edu.vsu.ru/course/view.php?id=4035

https://edu.vsu.ru/course/view.php?id=4035

https://edu.vsu.ru/course/view.php?id=4035

https://edu.vsu.ru/course/view.php?id=4035

https://edu.vsu.ru/course/view.php?id=4035



n/n

2.4

2.5

2.6

HanmeHoBaHue
pasgena
OVNCLUMNINHBI

Mogoynauunsa

KoZep kKaHana

KoZep kaHana

ColepxxaHue pa3gena

OUCLUUMINHB

MN3yyveHmne CKK.

Peanusauus pasaena ANCLUUNINHBI C

NMOMOLLbIO OHNAaMH-Kypca, DYMK

OnpepneneHne BEPOATHOCTH
6UTOBON OWINMOKM Kak
(DYHKLMW OTHOLEHNSA
CUrHan-wym ans
pa3/INYHbIX BUAOB

Moy ALNN

/3yyeHne 6novyHoOro Kogeka

KaHana. ccnepoBaHue ero
3 eKTUBHOCTMW.

V3y4yeHune cBEPTOYHOrO

KoLeKa KaHana.
WccneposaHue ero
3P heKTNBHOCTN.

13.2. Tembl (pa3pensl) AUCLUNANHBI U BUObI 3QHATUMA

Ne
n/n

HanmeHoBaHue
TeMsbl (pa3gena)

Mogoenb
B3aMMOAENCTBMUA
OTKPbITbIX
cucTem

Cuctema
LMPOBOI CBA3M

CurHansl

O6uue BonpoChl
NoCTpoeHus
ceTen

Mogoynauns
lNpoBogHbIE CETU

Kogep KaHana

JleKUNOHHbIe
3aHATUSA

MpakTnyeckne JlabopaTopHble

3aHATUA 3aHATUA
0 6

8

10

CamocTosiTeNnbHas
paboTa

4

https://edu.vsu.ru/course/view.php?id=4035

https://edu.vsu.ru/course/view.php?id=4035

https://edu.vsu.ru/course/view.php?id=4035

Bcero

11

14

16



No HavnmeHoBaHMe JNlekumnoHHble  MpakTudeckne JlabopaTopHble CamocTosTenbHas Bcero
n/n  TeMbl (pasgena) 3aHATUS 3aHATUSA 3aHATUSA paboTa

8 Komnpomuccel 1 4 5
npm
NCMo/b30BaHNK
MOLYNALUN 1
KOLMPOBaHUS

9 becrnpoBoHble 1 4 5
CeTn Ha
npumepe
ctaHpapTta |IEEE
802.11 (Wi-Fi)

10 Agpecauus B 1 0 6 4 11
CcTeke
NPOTOKOJI0B
TCP/IP: IPv4

11  MMpoTokon IP 1 4 5

12 lpotokonsl UDP 1 4 5
n TCP

13 [poToKoSbI 1 0 6 4 11
MapLlpyTr3aLmm
cteka TCP/IP.

14  ATaku Ha 2 4 6
TPAHCMOPTHYIO
NHPPaCTPYKTYpPY
cetun
18 0 36 54 108

14. MeToaunyeckue yKasaHus gns oby4aloLmUxcs No 0OCBOEHUIO O UCLUMIINHDI

OucumnnuHa TpebyeT paboTbl C hatnaMu-npeseHTaumaMy NeKUniA 1 COOTBETCTBYIOLUMUK FaBaMu
PEKOMEH0BaHHOW OCHOBHOWM NNTepaTypbl, @ TakxXe, 0653aTeNlbHOro BhIMOJHEHNS BCeX JlabopaTopHBbIX
3aflaHM B KOMMbOTEPHOM Knacce. CamMoCToATeNbHas MOAMOTOBKA K labopaTOPHbIM 3aHATUAM He
TpebyeTcs, T.K. HeO6X0AMMbIE pEKOMEHAaLUNM JaloTCA B ayAUTOPUN, FAe BbINOAHAIOTCA nabopaTopHbie
paboTsbl.

CamocTodATeNbHas paboTa NpoBOANTCS B KOMMbOTEPHbIX Knaccax ®KH ¢ ncnonb3oBaHMeM
MEeTOAMNYECKNX MaTepnanoB pacnosioXeHHbIX Ha y4ebHo-meToanyeckom cepsepe ®KH
"\\fs.cs.vsu.ru\Library” n Ha cepeepe Moodle BI'Y moodle.vsu.ru . Bo Bpemsa camoCcToAaTeNbHON paboThbl
CTYAEHTbI UCMOJIb3YIOT 3NEKTPOHHO-6MOANOTEYHbIE CUCTEMBI, AOCTYMNHbIE Ha NopTane 30HaNbHON
bnbanotekn BIY no agpecy www.lib.vsu.ru. YacTb 3agaHuii MOXKET ObITb BbINOJIHEHA BHE ayAUTOPUIA Ha
LOMaLUHEM KOMMbIOTEPE, NOC/Ie KOMMPOBAHNSA METOANYECKUX YKa3aHuin n Heobxogumoro MO ¢ yyebHo-
MeTogmyeckoro cepsepa OKH.



15. MepeyeHb OCHOBHOM U A,O0MNOJIHUTENILHON NMTEpPaTypbl, PECYPCOB MHTEPHET, Heo6XxoAUMbIX
AN OCBOEHUS AUCLUNJINHDI

No NcToYHMK
n/n
1 Jemunaos, J1. H. OCHOBbI 3KCrlyaTaumm KOMbIOTEPHbIX ceTen: y4ebHuk A8 bakanaspos / /1. H.

Lemunpaos. - Mocksa : lpomeTten, 2019. - 799 c. - Pexxum goctyna: ro noanucke. - URL:
https://biblioclub.ru/index.php?page=book&id=576033 (gata obpaLyeHus: 24.06.2021). -
bubanorp.: c. 750 - 752. - ISBN 978-5-907100-01-5. - TeKCT : 371€KTPOHHbIM.

6) nononHWTENbLHas NUTepaTypa:

No NCTOYHUK
n/n
1 YMHAWKKH, C. B. OcHoBbI Teopum Lmngposor 06paboTku curHaios : y4ebHoe nocobue : / C. B.

YMHALIKWUH. - 5-e u34., ncnpasi. n gor. - Mocksa : TexHocgepa, 2019. - 550 c. - Pexum
aoctyna: no noanucke. - URL: https://biblioclub.ru/index.php?page=book&id=597188 (pata
obpaLyeHus: 24.06.2021). - ISBN 978-5-94836-557-2. - TeKCT : 31€KTPOHHbIU.

B) MH(OPMALIMOHHbIE 3/1EKTPOHHO-06pa30BaTe/IbHbIE PECYPChI:

Ne n/n NcToYvHmK

1 BubnunoTteka BIY, http://www.lib.vsu.ru

2 Cepsep yyebHo-mMeToanyvecknx matepuanos ®PKH, \\fs.cs.vsu.ru\Library
3 Cepsep Moodle BI'Y, http://edu.vsu.ru

16. NepeuyeHb yuebHO-MeTOAUYECKOrO 0becneyeHns Ans CaMOCTOATeNIbHOK paboTbl

Ne n/n NcToYHMK
1 Cepsep y4ebHo-MeToanYecknx maTepmanoB ®KH, \\fs.cs.vsu.ru\Library
2 Cepsep Moodle BI'Y, http://edu.vsu.ru

17. ObpasoBaTenbHble TEXHONOIMU, UCNOJIb3yeMble NPU peannsauumn y4eOHOU AUCLUNINHDI,
BKJIlOYaA AUCTAHUMOHHbIe oOpa3oBaTenbHble TexHonoruun ([OT), anekTpoHHoe oby4yeHue (30),
CcMellaHHoe obyyeHue):

1. TexHonorus supTyanusaumm - cpefa suptyanusauum Oracle/Sun Virtual Box
INeKTPOHHO-bMbnoTeYHas cuctema «YHuBepcuteTckas bubnmoteka online», http://biblioclub.ru
ObpaszoBaTenbHbIn nopTan Moodle (cepsep Moodle Bry) JOT, 20

CepBepHble 1 kKaneHTckne OC Microsoft.

OnepaumoHHas cuctema GNU/Linux (amnctpubytms Ubuntu).

MO MATLAB.

MO Packet Tracer.

Nou s wN



18. MaTepuaano-TeXHuquKoe obecneyeHue OoUCLMUNIIUHBI:

1. JleKUuMOHHas ayanMToOpnA, OCHaLLEHHas BUAEOMPOEKTOPOM.

2. KomnbloTepHbIN KNacc ans nposefeHnsa nabopaTtopHbiX 3aHATWIA, OCHALLEHHbIA NPOrPaMMHbIM
obecneyeHunem VirtualBox, MATLAB, Packet Tracer. O6bem onepaTuBHON NamMsATK Ha paboyee mecTo
He MeHee 2Ib.

3. NlabopaTopusi ceTeil U cUCTeM Nepeaadn MHHopMaLmi.

19. OueHou4Hble cpeancTBa AJsia npopeneHus TeKyLI.I,Eﬁ ] ﬂpOME)KyTO‘-IHOﬁ aTTectauumn

MopsALOK OLEHKUN 0CBOEHUS 0ByyvatoWwmmMmcs y4ebHoro MaTeprana onpeaenseTcs cofepXXaHuem
CneayoLWmnx pa3aenos ANCLUMNHBI:

Ne Pa3zpgensl Kong komneTeHuun Koga nHaukatopa OueHoYHble cpencTBa AN
n/n OVNCUUNSNHBI TeKyLlen atTectaumnm
(Mozynn)
1 Nekunn 1.1 - 1.7 MK-14 MK-14.2 NabopaTopHble paboTsl 2.1 -
2.3
2 Nekuunn 1.8 - 1.14 MK-16 MK-16.1 NabopaTopHble paboThl 2.4 -
2.6

MpomMexyToyHasa aTTecTaums

dopmMa KOHTPONSA - 3a4€eT C oLeHKon,KoHTpobHas paboTa
OLeHOoYHble cpeacTBa A8 NPOMEXYTOYHOW aTTecTaumm
TeopeTuyeckmin BONPOC, NpakTU4eCcKoe 3agaHune.

20 Tunosble OLEHOYHbIe cpenctea M MeTogundieckue MaTepuanbl, onpeaensoliuve npouenypbl
OLeHUBaHuA

20.1 TeKyLwwMN KOHTPOJIb YCNEBAaeMOCTH

KOHTPOJIb YyCNEBAEMOCTMN MO ANCLMMINHE OCYLLECTBASETCS C MOMOLLbIO CIeAYOWMNX OLLEHOYHbIX
CpeacTs:

Ons oueHnBaHMA pe3ynbTaToB 00y4yeHnNs Ha 3a4eTe C OLEeHKOoW ncnosb3yeTcs 4-6annbHas Wwana:
KOTJINYHO», «XOPOLLO», «yY[0BNETBOPUTESIbHO», «HEYA0BETBOPUTESIbHO». COOTHOLLEHME NoKa3aTesen,
KpUTEpreB U1 LUKasbl OLEHMBaHUSA pe3yibTaToB 00y4YeHuns:

YpoBeHb

KpnuTepumn oueHnBaHUSA KOMMETEHL NI ChOpPMMPOBAHHOCTM LLikana oueHoK
KOMMeTeHLuN

Obyuyatowmincsa B NOAHOM Mepe BAageeT NOHATUAHbLIM
annapaTom npeameTHon obnacTu, cnocobeH
NNNCTPUPOBATL OTBET NpUMepaMu, SaHHbIMU MoBbILLEeHHbIA ypoBeHb  [OTAMYHO
Hay4HbIX NCCNe0BaHUIA, MPUMEHSATb TEOPETUYECKME
3HaHWUS 415 peleHns NpakTUYecknx 3agay.

Obyyatowmmncs snageeT NOHATUNHBLIM annapaTom
daHHon obnacTtu, cnocobeH popMynmpoBaTb OCHOBHbIE
MOHATUS, HO 3aTPYLAHAETCS NPUBOANTL NPUMEPSI,
XapakTepu3yloLine ocobeHHoCTN npeameTHOM obacTu

ba30BbI YpOBEHb XopoLuo




ObyyaloLMNCcs YaCTMYHO BlaAeeT OCHOBAMMU
ANCUMNAVHBI, (pparMeHTapHO cnocobeH
(hOpPMYIMPOBaTb OCHOBHbIE MOHATUS, HO 3aTPYAHAETCS |MTOPOroBbIN YPOBEHb Y0BNETBOPUTESNBHO
NPUBOAUTL MPUMEPDI U MPUMEHSIOLLNECS B HUX
TeXHo0rnm

Obyyatowmnca 4EMOHCTPUPYET OTPbIBOYHbIE,
(pparMeHTapHble 3HAHUSA HE MOHUMAET OCHOBHbIX
NOHATUI NpeameTHOM 0bnacTn 1 gonyckaeT rpybbie
owmnbKn.

HeynoBneTBOpUTENBHO

20.2 MpomexyTo4yHasa aTTecTauuns
MepeyeHb NPaKTUYECKUX 3a4aHNN
1. PacyéT 61o4KeTa MOLLHOCTM U OCHOBHbIX XapaKTEPUCTUK KOMMYHMKALMOHHON CUCTEMBI
2. N3yyeHne CKK. OnpeneneHmne BepoSTHOCTN B1TOBOM OWINOKN KaK (DYyHKL MW OTHOLLEHUS CUFHAJ/WIYyM
ONS pa3JinyHbIX BULOB MOLYNALMNM
3. MnaHnpoBaHMe aapecHOro NpoCcTpaHCTBa IPv4-ceTen n co3paHne CeTu
4 KoHmrypmpoBaHme nHppacTpyKTypHbix cyx6 IP-ceTn: DHCP n DNS.
5. MogenvpoBaHue Kogepa KaHana B cucteme MATLAB.

Bonpochkl K 3a4€Ty C OLLeHKOM

1. OnpenennTte NOHATUA MHPOPMALUN U OAHHbLIX. ECTb I MeXAY HUMU OT/INYUA?

2. 4TO Takoe MpOTOKOJ N MHTEepdENC C TOYKN 3peHNs MOLENN MHOrOYPOBHEBOIO

nepapxmyeckoroB3anMonencTema? Kak MHOroypoBHEBLIE MepapXmMyeckne Mogenn ynpowatoT

OMncaHne CNOXHbIX CUCTEM?

OnuwnTe Moaesb B3aMMOOENCTBUSA OTKPbITbIX CUCTEM. YTO TaKoe CTEK MPOTOKO/10B?

OxapaKkTepusymnTte puranyeckuin yposeHb mogenm OSI.

OxapakTepusynTe KaHaNbHbI ypoBeHb Moaenn OSI. YTo Takoe MAC?

OxapaKTepusymnTte ceTeBon yposeHb Mmogenu OSI.

OxapaKTepusymnTe TPaHCMOPTHbIA ypoBeHb Mogenun OSI.

OxapaKTepusymnTe ceaHCoBbIN ypoBeHb mogenu OSI.

OxapakTepusyinTe ypoBeHb nNpenctasnaeHna mogenu OSI.

10. OxapakTepu3yinTe NpuKIagHoON ypoBeHb Mmogenu OSI.

11. MepeyncanTe N KpaTKO OXapakTepuynTe o0bs3aTesbHblE 3/IEMEHTbI CUCTEMbI LINGPOBON CBSA3MN.

12. OxapakTepu3syinTe KOAMPOBaHME / AEKOANPOBAHMNE UCTOYHMKA, WK POBaHME /
JelwndpoBaHme, KaHaJibHOE KOANPOBaHMe / OeKogupoBaHue.

13. Y10 TaKkoe nMnysbCcHasa MoAynAaumMa / nemMonynsauns?

14. Y10 Takoe nosiocoBad Mmoaynauuna / nemonynaumna?

15. 3a4eM Hy>)KHa CUHXPOHMU3aumMa?

16. OxapakTepu3ynTe 6eCcnpoBOAHbIA KaHal KakK 3JIEMEHT CUCTEMbI LIMDPOBOW CBSA3MN.

17. Y70 Takoe NCTOYHUK MHopMaLMn?

18. YT10 Takoe BUTOBLIN MOTOK?

19. Y70 Takoe 6op?

20. Y710 Takoe CKOpPOCTb Nepefayun LaHHbIX?

21. YT1o Takoe ungpoBon cmrHan?

22. YeM 0T/IMYaeTCsa aHaNoroBbl CUFHaN OT AUCKPETHOro? Mo KaknM napamMeTpam MOXeT
ObITbANCKPETN3NPOBAH CUrHaN?

23. Kakune curHaJsibl Ha3blBalOT 3HEPreTuyecKumMmn?

24. Kakune curHasbl Ha3bIBAtOT MOLHOCTHbLIMA?

25. Y10 Takoe nepnogmnmyecknin curHan? Kakme curHabl Ha3blBalOT rapMOHNUYECKUMA?

26. YTo Takoe penbTa-pyHKUMA Ompaka n yHKUmMa XeBmucanga?

R R



27. Y10 Takoe psag Pypbe? Kakme yHKLNM MOXHO Pa3fioxXUTb B Takon paa?

28. Y10 Takoe npeobpasoBaHue Pypbe? Kakme GyHKLNM MOXHO NOABEPrHYThb Npeobpa3oBaHmIo
dypbe?

29. HannwwuTe opmyay dinsepa. YTo Takoe BEKTOPHOE NpeAcTaB/ieHne CMHycomabl?

30. OxapaKTepusynTe KINEHTCKWUIA N CEPBEPHbLIA MOLYIN CETEBOIO NMPOrpaMMHOro obecneyeHums.

31. YTo Takoe ceTeBas onepauUMoOHHas CMCTEMA U Kakue oHW BbiBatoT?

32. lMepeyncanTe TUMbl CETEBLIX MPUIOXKEHWNIA.

33. YTo Takoe npensioxKeHHas Harpyska, CKopoCTb nepefayn faHHbIX B KaHasje n éMKOCTb
KaHanacBs3u?

34. Y10 Takoe rnosnoca rnponyckaHms?

35. Kakumu TepMUHaMn XapakKTepmusyeTca KaHaa CBA3N C TOYKU 3PEHNS BO3MOXHOCTM
04HOBPEMEHHONBCTPEYHON paboTbI?

36. YTO Takoe TOMoNOrns ceTn CBA3M? Kakue TUnbl TONoNOrniA Bel 3HaeTe?

37. 3a4eM HyXXHa agpecauuns? Kakume kiaccmdukaumm agpecos Bel 3HaeTe?

38. Kakue cnocobbl opraHm3aumm afpecHoro NpocTpaHcTBa Bam n3BecTHbI?

39. B 4éM coCcTOUT 3afayva KOMMyTaumnm? fNepedyncnnTe N oxapakTepmnsynTe eé 0CHOBHbIE NoA3adaun.

40. B 4ém cocTouT 3adava MapwpyTusaunm? OxapakTepusyinte eé noasanadu.

41. Y70 Takoe MeTpuKa mMapipyTa?

42. 4YT0 Takoe MynbTUMIEKCMPOBAHNE N AEMYNbTUMIEKCMPOBAHNE B CETAX Nepenayn gaHHbIX?

43. Kakne y4acTKUN 31eKTPOMarHMTHOr0 CreKTpa NpMMeHSI0TCA B COBPEMEHHbIX CUCTeMax
nepegadynnHpopmaummn? Kakue n3 Hux Hanbonee BoctpeboBaHbI?

44, Y70 Takoe WMPUHa NOJIOCkl YaCTOT No HankeBumcTy?

45. Chopmynupynte Teopemy KoTenbHUKOBA.

46. Chopmynunpynte Teopemy LLieHHOHa - XapTaw.

47. Y10 Takoe npepen LLleHHoHa?

48. MpueeanTe NpuMep opTOroHaNbLHOro curHana. Kak segyT cebs Kpusble
NMOMEeX0yCTONYMBOCTMN(3aBNCMMOCTbL BUTOBON OWNOKMN OT OTHOLLEHNA CUTHAN/LWYM) OPTOrOHaIbHbIX
CUrHaNoB Npv yBen4YeHnn Konnyectsa bUToB B CMBONE?

49. MpueennTe NpumMep MHOrogasHoro curHana. Kak segyT cebs kpubie
NMOMEX0yCTONYMBOCTU(3aBUCUMOCTb BUTOBOI OWMOKN OT OTHOLUEHNS CUMHA/WYM) MHOTO(ha3HbIX
CUrHaNoB NpV YBENMYEHMMN KONMYecTBa BMTOB B CMBONE?

50. Kakue Tunbl kKabenbHbIX cpep nepenayn Bl 3HaeTe?

51. Yem oT/iM4a0TCA OL4HOMOLOBOE 1 MHOTOMOLOBOE OMTOBOJIOKHO?

52. Y70 Takoe OBOUYHbIA CUMMETPUYHbIA KaHan?

53. MNpuBeanTe onpeaeneHne ANCKPETHOro KaHana 6e3 namaTu.

54, Y710 Takoe KaHaJl C OUCKPETHbIM BXOLOM W HeMNpepbIBHbIM BbIXOL40M?

55. Y70 Takoe cTeneHb (UK CKOPOCTb) KOAUPOBaHUA? YTO 03HavatoT n 1 k B TepMuHe (n,k) koa?

56. NpuseauTe 2 npumepa KOAOB C KOHTPONAEM YETHOCTU. OLeHNTE NX BO3MOXXHOCTY MO 0OHapYy>XXeHWI0
NNCNpaBAEHNIO OWNBOK.

57. YTo Takoe BEKTOPHOE MPOCTPaHCTBO? [lanTe onpegeneHne NMMHENHOMY KoLy 4epes
NMOHATUEBEKTOPHOr0 NOANMPOCTPaHCTBa. [puBeauTe npumep.

58. YT0 Takoe 1 3a4eM Hy>XXHa MaTpuLa reHepaTopa (reHepupytowas maTpuua)? Mpueeante npumep.

59. YeM cucteMaTmyeCKu KoL OT/IM4aeTCa OT HecucTemMmaTudeckoro? NpueseguTe npumep.

60. Y10 Takoe nNpoBepoYHas MaTpuLa U KaK peannsyeTcs KOHTPOJIb C MOMOLLbIO CUHOPOMOB?

61. Kak cTponTCs HOpMaabHaa MaTpuLa, 1 Kak C €€ NoMOLLbIO MCNPaBAATb OWMOKM KaHana



npUAEeKoANPOBAHNIN?

62. Y10 Takoe CBEPTOYHbLIN Kogep? YTo Takoe AJiIMHa KOLOBOro orpaHudeHuna? Mpueegure
NpMMepCcBEPTOYHOr0 Koaepa.

63. lMepeyncnnTe OCHOBHbIE NPeaCcTaB/iIEHNS CBEPTOYHOr0O Kogepa.

64. 4YT0 Takoe MMNynbCHasa XapakTePUCTNKa CBEPTOYHOIr0 Koaepa?

65. OnuwmnTe NoMHOMKanbHoe nNpeacTaB/ieHne CBEPTOYHOro KOLEepa 1 ero npeicTaslieHne B
BUAEKOHEYHOro aBTomMaTa.

66. OnuwmnTe NnpeacTaBieHe CBEPTOYHOIO KoLlepa B BUAEe APEBOBUAHON U pelléTHaTon gmarpamMm.

67. B 4ém 3aksio4aeTcs oTANYME anropnuTMa LeKoANpPoBaHUA CBEPTOYHOIo Kogda no Butepbu
oTanropuTMa noJsiHoro nepebopa?

68. OxapakTepusymnTte ctaHgapT IEEE 802.11 B LenioM, Kakue ypoBHM Mo Knaccudukaunnmogenu 1ISO
OSI oH oxBaTbIBaeT?

69. OxapaKkTepu3ynTe puU3NYeCKUin yposeHb ctaHfapTa IEEE 802.11.

70. Kakune meTobl paclumpeHus crnektpa Bl 3HaeTe?

71. YT1o Takoe MIMO n Kakue ero pa3HoBUOHOCTM BaM 1M3BeCTHbI?

72. Y70 Takoe OFDM, Kak 1 ans 4ero oH (oHa? Wnn oHo?) paboTaeT.

73. YT1o Takoe DCF? OnuwnTe nopsfoK yHKLNOHNPOBAHNUS.

74. YT1o Takoe PCF? OnuwwimTe nopsnok PyHKLMOHNPOBAHNS.

75. Yem PCF otnnyaetca ot DCF? MoryT sin oHu paboTaTb BMECTe N KaK UMEHHO?

76. MNpusenunTte nepapxmyeckyro CTPYKTypy cTeka npoTokonos TCP/IP. MNMpusennTe (Npu BO3MOXHOCTK)
npuMepbl MPOTOKOJIOB KaXX 400 YPOBHS.

77. OxapakTepusynte npukiafHon yposeHb cTeka TCP/IP. YkaxkuTe NpoTOKOJIbHYIO e ANHULLY
NNCNOJSIb3yEeMble NMPOTOKObI.

78. OxapaKTepusynTte TpaHCNOPTHLIN YpoBeHb cTeka TCP/IP. YKakuTe NpOTOKOJIbHYO eAUHNLY
NNCNOJSIb3yEeMble NMPOTOKObI.

79. OxapakTepusyinTte ceTeBol ypoBeHb cTeka TCP/IP. YKa)KuTte npoTOKObHYIO e ANHULLY W
NCNONIb3YEMbIENPOTOKObI.

80. OxapaKTepu3ynTe ypoBeHb CETEBLIX UHTepencoB cTeka TCP/IP.

81. Kakue Tunbl afpecoB ncrnonb3ytTca B cteke TCP/IP? OnuwmnTe umx.

82. Y10 Takoe mMacKa B IP-afpecauumu n s 4ero oHa ucnonb3syetca? YTo Takoe Knaccol IP agpecos?

83. Y10 Takoe NAT n Ong 4ero oHa HyXxHa?

84. Y10 Takoe DNS? Kak npoxoauT npouefypa pa3peLlleHns uMeHn?

85. [ns yero Hy>xeH npoTtokon DHCP 1 kak oH paboTaeT?

86. OnuLwmnTe OCHOBHbIE MPUHLMMbLI OpraHnsaumnm IP MmapLupyTmsaumn.

87. IOnda 4vero Hy»xxeH ICMP npoTokon? MNMpueeanTe NpuMep KOMaH4bl U3 Hero.

88. [51a 4yero HyXHbI NpoToKobl TCP 1 UDP? B 4éM 1MX CXOACTBO ¥ pa3nuymna?

89. YT1o Takoe nopT? KakoBbl NpaBuia nx Hymepauum?

90. Y10 Takoe CoKeT? B YEM CYLLUHOCTb npoueayp
MYJIbTUNNEKCUPOBAHUA/LEMYNbTUMNIEKCMPOBaHNSA NPOToKoJ10B TCP n UDP?

91. OnuwwuTe nopsagok paboTel NnpoTokona TCP.

92. OnnwunTe nopsaok paboTbl NpoTokosaa UDP.

93. Y10 Takoe fiornyeckoe coefMHeHNs U KaKyto poJib OHO UrpaeT B npoTokoe TCP?

94. MNepeyncnute 0OCHOBHbIE METOAbI peasn3auny KBUTUPOBHUS.

95. OnuwunTe anropuT™m paboTbl METOLA NPOCTOSA NCTOYHMKA.

96. OnnwuTe anropuT™ paboThl METOAA CKOMb3ALLEr0 OKHa.



97. OnuwuTe anroput™M paboThl Nepenayn C Bo3BpalleHneM Ha N NakeToB.

98. OnnwwuTe anroput™ paboThl Nepenayn C BbIGOPOYHbLIM MOBTOPEHMEM.

99. Yem oTAMYalOTCA CTaTM4eCKasa U aganTuBHaa TabanmyHas MapwpyTulauna? Kakme Bugbl
afanTMBHOM MapLlupyTu3aumm Bel 3HaeTe?

100. OxapakTepusynTe OUCTaHLUOHHO-BEKTOPHbIE aNrOpUTMbl MapLipyTusaumu. NMpueennte
npuMep Takoro asropuTma.

101. OxapakTepusynTe anropuTMbl COCTOAHUSA CBA3EMMapLUpyTU3aLun. NMpreseguTe npumep
TakKoro aaropuTMa.

102. OnuwwnTe Nopsaok paboThl 1 YKaXMTe OCHOBHble 0COBeHHOCTU npoTokona RIP.

103. OnuwnTe nopsaaok paboThl 1 yKaXKMTe 0CHOBHblE 0COBeHHOCTU npoTokoaa OSPF.

104. YT0 Takoe TPeTUin ypOBEHb MapLUPYTU3aLMN MHTEPHETa? YTO Takoe aBTOHOMHas cuctema?

105. OxapakTepu3ynTe npoTokon BGP.

106. Mepeyuncnnte ocHoBHble TCP aTaky 1 cnocobsl 6opbbbl C HUMK.





