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PABOYA4 NMPOMrPAMMA YYEBHOW OUCLUUMNNUHBI
B1.0.11 BBepgeHue B cneunanbHOCTb

1. Koa n HaumeHoBaHMe HanpaBneHusi NOAroToBKM/cneLnanbLHOCTU:
10.05.01 KomnbloTepHas ©6e3onacHoOCTb

2. Mpodcdunb noaroroBku/cneumannsaymsa:

AHann3 6e30n1acHOCTN KOMMbIOTEPHbIX CUCTEM

MaTemaTtnyeckme meToabl 3amTbl UHGOPMaLUK

MaTtemaTtnyeckne metoabl 3awmTbl MHpopmaumn (YBL)

3. KBanudwmkaums (cteneHb) BbINyCKHUKa: Cneunanuct

4. dopma ob6y4eHus: oyHas

5. Kachegpa, oTBevarLwan 3a peanmsaumo QUCLUNIINHDI:
ERP-cuctem n 6usHec-npoueccos

6. CocTtaBuTENM NporpaMmmbil:

TekyHoB Bacunumn BacunbeBuy, K. T. H., oueHT kadeapbl ERP-cuctem n 6usHec-npoueccos
7. PexomeHaoBaHa:

Hay4YHo-meToan4eckum coseToM hakynbteTta MMM 15.04.2022 r., npoTokosn Ne 8

8. YuebGHbIn roa: 2022/2023 CemecTp(bl): 2



9. Llenu n 3apgayum yye6HON AUCLMNIIUHDI

Llenbto n3yyeHuns gucumnnmHbl «BBegeHne B cneumanbHOCTb» SBNSAETCA 3HAKOMCTBO C
NonoXXeHnem, KOTopoe 3aHMmaeT cneumnanbHocTb "KomnbloTepHaa 6e3onacHocTb" B obLien
cuctemMe Bbicwero obpasoBaHus B PO, ¢ OCHOBHbIMK nNpobnemMamu, CTOSALWMMM B HacTosLee
BpemMsi B obnactn mHdopmMmaunmoHHoM 6e3onacHOCTU, C OCHOBHbIMW MOAXOO4AMWU K PeLUeHUHo
3TNX Npobnem, ¢ 0ocobon ponbio KpUNTorpaduUIEcKnx 1 MaTemMaTUYeCKMX MeTOO0B B PeLLUEHNM
aTnx npobnem. [ducuunnuHa «BBegeHne B chneumanbHOCTb» 6asuvpyeTrca Ha 3HaHUWSX,
NOoNnyYeHHbIX B LUKONE.

10. Mecto y4yebHOM AucumnnuHbl B cTpyktype OIMNOM: [AducumnnuHa «BsepeHve B
crneumanbHOCTbY» BXOaUT B 064a3aTenbHyto YacTb 6rioka b1 yyebHoro nnawa.

11. MnaHupyemble pe3ynbTaTbl 0O0y4YeHUs NO AucuUUNUHe/Moaynio (3HaHUS, YMeHuUs,
HaBbIKW), COOTHECEHHbIE C NNaHMpyeMbIMU pe3yfibTaTaMu OCBOEHUs1 o6pa3oBaTeribHOM
nporpamMmbl (KOMNEeTEHUUAMUN BbINMYCKHUKOB):

Kog HasBaHue Koa(bl) WuaukaTop(bl) MnaHupyemble pesynbTaTtbl 00y4eHus
KOMNeTeHuuu
Or1K-1 | CnocobeH OrlMK-1.1 | 3HaeT OCHOBHblE 3HaeT OCHOBHble MOHATUA 06 MHdopmauun
oueHMBaTb porb cpencTea u Kak npegMeTe 3allnThbI.
Hdopmauuu, cnocobbl 3HaeT NpyHUUNbLI 1 MOAENN B3aNMOAENCTBUSA
VMHGOPMALIMOHHBI obecneyeHus «OTKPbITBIX»  CUCTEM,  MHGOPMALMOHHO-
X TEXHOIOMNI 1 NHGOPMAaLIMOHHOMN BbIYMCIMTENBHBIX CUCTEM.
WHOPMALIMOHHO 6esonacHocTy, 3HaeT OCHOBHble yrpo3bl ©Ge3onacHocTu
n 6esonacHoCcTn B NPUHLMMbI WHopmaLunu, obpabaTbiBaemon B
COBPEMEHHOM MOCTPOEHMS CUCTEM | KOMMNbIOTEPHBLIX cUCTEMax. 3HaeT MeTodbl U
obLecTBe, nX 3aWmnThI cpeacTsa 3alumThl MHopMaLuun.
3HayeHue ons nHdopmauuu; MmeeT npeacrtaBneHve O  TEXHUYECKUX
obecneyeHuns KaHanax yTeuyku uHdopmauun; KaHanax
0OBEKTUBHBIX nepexsata npuv nepegave MHGOPMaLMK
notpebHocTen cuctemamu CBA3Y; KaHanbl yTEYKU
NNYHOCTH, aKycTMyeckon U BWOOBOW  MHOpMaL M,
obuwecTtBa u KOMMbIOTEPHbIE mMeToabl cbéma
rocygapcrea WMHopmauun.
3Haer TEeXHU4Yeckue, npaBoBble "
OpraHM3auuMoHHble MeTodbl W CpeacTsa
3aWnTbl MHopMaLuun.
3Haet CcTaHdapThl LWndpoBaHus,
X3LWNPOBaHUS, U LMPOBOM NOANUCH
OrIK-5 | CnocobeH OlK-5.2 | 3HaeT mecTo 1 ponb | 3HaeT " noHmmaeT coagepxaHve
NPUMEHATb NMHGOPMALIMOHHOMN Konctutyuun P®, 3akoHoB P®  «O6
HOpMaTUBHbIE H6esonacHocTy B o6pa3zoBaHMuny, «0 BbiCLLIEM "
NnpaBoOBbIE aKThbl, cucteme MoCrneBy30BCKOM  OOpasoBaHuMMy».  3HaeT
HOPMaTUBHbIE U HaLMOHarnbHoW cogepxaHue deneparnbHoro
MeToaMYeckme 6esonacHocTn rocyapCTBeHHOro obpa3oBaTernbHOro
OOKYMEHTHI, Poccuiickon cTaHgapTa BbICWwero npogeccnoHansHoro
pernaMmeHTupyoLL depepaumu, ocHOBbI | 06pa3oBaHUSA MO HaMpaBlEeHUIO MOATOTOBKM
e OeaTenbHOCTb rocyaapCTBeHHOM 10.05.01 «KomnbloTepHast 6e3onacHOCTbY
no sawmTe NMHGOPMALIMOHHOM 3HaeT M NOHUMAaEeT HauMoHalbHbIE UHTEPECHI
MHgopMaLuu; MOSINTUKMN, Poccuiickon ®epepauun B MHOPMALMOHHOMN
cTpaTteruio pa3sutus | cdepe u nx obecneveHue.
MHOPMALMOHHOrO | 3HaeT  OpraHu3auuoHHYK  CTPYKTYpy MU
obuwecTtBa B Poccun | oCHOBHble (pyHKUMM CUCTEMbI ObecneyeHus
MHGOPMaLIMOHHON Ge3onacHocTn
Poccuiickon ®epepauuu.
3HaeT M noHuMaeT 3agjaun obecneyeHus
6esonacHoctTn Poccun B MHGOPMaLMOHHOM
cdpepe.




12. O6bemM AUcUUNuHbI B 3a4eTHbIX eanHMuax/vyac.— 2/72.

Popma NPOMEXYTOYHON aTTecTaLnm 3a4€ET.

13. Buabl y4e6HoOM paboThbl

TpyaoémkocTb (Yachl)
B tom Mo cemecTpam
Bug yuebHon paboTbl Bcero ML'HMTC;J;ZET » com
NBHOWN :
dopme
AyOWTOpHbIE 3aHATUSA 34 34
B TOM 4ucne: nekuuu 34 34
MpakTuyeckme 0 0
JlTabGopaTtopHble 0 0
CamocTtosiTensHas paborta 38 38
WToro: 72 72

13.1. CopgepxaHue ANCLUUNIIUHbI

©e3onacHocTn Poccuinckom
depepauymm (BbIGOPOYHbIE

B MHOPMaLMOHHON cdhepe 1 nx obecneyeHune.
OcHoBHble YHKLMKN cUCTEMBI 0becneyYeHus

Ne Peanusauus
n/n pasgena
HanmeHoBaHue pasgena ONCUUNIUHBI C
CogaepxaHve pasgena AMCUUNIUHBI
AVCUMNITUHBI NMOMOLLbIO
OHManH-Kypca,
QYMK
1. NNekuun
1 OpraHu3aums BbICLLIETO MpaBoBble OCHOBbI BbICLLETO 06pa3oBaHUs: BeepneHve B
obpaszoBaHus B obnactu KoHcTuTtyuusa PO, 3akoHbl PO «O6 obpasoBaHuny, crneunanbHOCTb
KOMMbOTEPHOWM «O BbICLLEM 1 NOCNEBY30BCKOM 06pasoBaHumy. (10.05.01)
6e3onacHocTn MpaBa n 0bs3aHHOCTU o0bOy4atLwmxcs. OpraHm3auuns
BbicLLero obpasosaHus B PO. degepanbHble
rocyaapcTBeHHble 0bpa3oBaTenbHble CTaHAapThI.
HanpaBneHuns nogrotToBku 1 cneunanbHOCTY.
[MoarotoBka Hay4HbIX KaapOB BbICLLEN
KBanMdukaumm: acnmpaHTypa u JOKTOpaHTypa.
CopepxaHue degepanbHOro rocyaapcTBEHHOrO
o6pa3oBaTenbHOro cTaHgapTa BbICLLErO
npodeccuoHanbHOro oopa3oBaHnsi MO HaNpPaBEHMWIO
nogrotoekn 10.05.01 «KomnbtoTepHas
6e3onacHoOCTbY
2 O6wWwme noHATUSA 06 OnpegeneHune, npusHaku 1 knaccmdumkaums
MHdopMaLnmn n nHopmaunn. NMoHATne 06 MHopMaL MK Kak
NHPOpPMaLIMOHHON npegmMeTe 3almThl; OCHOBHbIE CBOWCTBA
6esonacHocTn WHopmaunn, nHdopmaLmsa Kak Tosap,
HencyeprnaemocTb pecypca v ap. 3agaym
obecneyeHus 6esonacHoctn Poccun B
WHopmaunoHHom cdepe.
3 Ob6paboTka 1 nepegava Yernosek 1 MHopMauus; coobLueHns, curHanel;
MHdOopMaLuK B 006006LLeHHasi CTPYKTYpHas CXxema CUcCTem
BbIYUCIUTENBHBIX U anekTpocea3n. KomnbloTepHas MHopMauus;
yNpaBnsoLmMxX cucTteMax u CUCTEMHOE, NPUKITAgHOE M cneunanbHoe
CeTsX CBA3N nporpaMmmHoe obecneyeHne; MOHATME «OTKPLITOM»
CUCTEMBI; MOeNb B3aUMOLENCTBUSA 3NIEMEHTOB
KOTKPbITbIX» CUCTEM, UHPOPMALIMOHHO-
BblYMCIIMTENbHAs cUcTeMa.
4 [okTpuHa nHdopmaunoHHon | HaumoHanbHble nHTEpecsl Poccunckon ®epepaumm




rnasebil)

nHcpopmaumoHHom 6esonacHocTn Poccuiickon
depepaummn. OpraHnsaumoHHas CTpYKTypa CUCTEMBI
NHpopmaumoHHom 6esonacHocTn Poccuiickon
depepayuu.

5 BeegeHwve B npobnemy
6e3onacHocTn nHopmaLmm
B MHGOPMALNOHHbIX
CMCTEMAaX U CEeTSAX CBA3M

AkTyanbHOCTb Npobnembl; yrpo3bl 6esonacHocTu
Hpopmaumm, obpabaTtbiBaeMon B KOMMNbIOTEPHbIX
cucTemMax; OCHOBHbIE NMOHATUS; HanpaBreHus,
MeToAbl 1 cpeacTBa 3aLmTbl MHopMaLumy;
YenoBeyeckuin akTop BNUSHUSA Ha 6€30NacHOCTb
MHOPMALIMOHHBIX CUCTEM.

6 KaHanbl yTeuku TexHu4eckme KaHarnbl YTEYKU: ANEeKTPOMarHuTHble,
MHpopMaumm Ha o6beKTax anekTpuyeckne, napameTpuydeckme. Kananbl
3aLunThI nepexesara npu nepegade nHPopmMaLlmm cuctemamm
CBSI3U: 3rIEKTPOMAarHUTHbIE, 3reKTpuveckue,
WHOYKUMOHHbIE. KaHarnbl yTe4kn akyCTU4ECKOM U
B1OoBon nHdopmauun. KomneloTepHble MeToabl
Cbéma MHdopMaLmnu.
7 O6wwe Bonpocsl TexHuyeckune, NpaBoBblE N OPraHWU3aLUMOHHbIE

opraHu3aumm cuctemsl
3almMTbl MHOpMaLUn Ha

MeToAbl 1 CPeAcTBa 3aWnTbl NHPOPMaLMK.
Yassumble Mecta MHHOPMaLMOHHO-

npegnpusTUn BbIYUCIUTENbHbIX U YNPaBMSIIOLWMNX CUCTEM Ha
npegnpusTun: kabenbHasi cuctema, cucteMa
3MNeKTPOCHabXeHMs1, cucTemMa apxXMBMPOBaHUS U
aybnupoBaHus nHopmMaLmun. 3alumTa oT CTUXURHBIX
oencTBui.
8 CraHgapTbl .
. CrtaHaapThl WM POBaHUS, X3LLMPOBaHUS, LNdpoBOM
NHGOPMAaLIMOHHOM
noanucu
©e3onacHocTn

13.2. Tembl (pasaenbl) AUCLUUNIIUHBbI U BUAbI 3aHATUNA

Ne HanmeHoBaHue pasgena
n/n OUCLUMMMNUHBI

Buabl 3aHATUN (Y4acoB)

J1a0b.

Jlekunun 0a6

MpakT.

CamocTosaTenbHas pa60Ta

Bcero

1 OpraHnszaumsa BbicLLEro
obpasoBaHus B obnacTtu
KOMMbIOTEPHOM
©e3onacHocTun

2 O6uime noHATMS 06
WHopmauum n
WHopMaLIMOHHON
BesonacHocTn

3 O6paboTka n nepegava
MHdopMaLun B
BbIYMCIUTENBHbIX U
yNpaBnsioLLmMX CUCTEMaX U
CETSIX CBA3N

10

4 [okTpuHa
MHOPMaLIMOHHON
©esonacHocTn Poccuiickon
depepaumm (BbIGOPOYHbIE
rnasbl)

5 BeegeHwue B npobnemy
BesonacHocTn
WHpopmauum B

MHGOPMALIMOHHBIX
cuUcTEeMax N CeTaxX CBSA3M

10

6 KaHanb! yTeyku
WHpopmaLunm Ha o6beKTax
3awmThl

10

7 O6ume Bonpochl




OopraHusaumm CUCTeMbI
3aWmThbl MHGOPMaLUUK Ha
npeanpuaTum

8 CraHgapTbl
WHpopMaLIMOHHON 6 10 16
©6e3onacHocTn

NToro: 34 38 72

14. MeToaun4yeckume ykasaHus ans oby4yaroLmxcsi N0 OCBOEHUIO AUCLIMNIIUHDI

N3yyeHne TeopeTudeckoro wmatepuwana, npeacTaBfeHHOro B JieKUuusaX, OCHOBHOM W
AOMNOSTHUTENBHON pekoMeHAyeMoOW nutepaType, MOBTOPEHWE TeopeTMyecKoro matepuana,
N3NOXEHHOro B Kypce nekuuwn. lNoarotoeBka pedpepaTta No 3ajaHHOW TeMe W MoAarotoBka K
3a4€erTy.

Mpn Mcnonb3oBaHWM AUCTAHUMOHHBLIX OOpasoBaTefbHbIX TEXHOMOMMM U 3NEKTPOHHOrO
oby4yeHus crieqyeT BbIMOMHATL BCe yka3aHus npenogasaTens no pabote Ha LMS-nnatdgopwme,
CBOEBPEMEHHO nopknyatbes K online-3aHsTusiM, cobniogate  pekoMeHgauumM Mo
opraHun3auum caMoCTosiTENbHOM paboThbl.

15. lepeyeHb OCHOBHOM W [OMNOJIHUTENILHOM nNUTepaTypbl, PECYpPCOB WHTEpPHeT,

HGOﬁXOAMMbIX Aansa ocBoeHunsa AnCcuuniinHbI

a) OCHOBHas nuTeparypa:

Ne n/n McTouHUMK

WaHbruH, B. ®. 3awwmTta nHdopmaumm B KOMMNbIOTEPHBIX CUCTEMAaX M ceTax : y4ebHoe nocobue /
B. ®. WaHbruH. — Mocksa : MK lMpecc, 2012. — 592 ¢c. — ISBN 978-5-94074-637-9. —

1. | TeKcT : aneKkTpoHHbIN // JlaHb : anekTpoHHO-6ubnmoTevHas cuctema. — URL:
https://e.lanbook.com/book/3032 (nata obpaweHus: 10.02.2019). — Pexum goctyna: ons
aBTOPM3. NONb30BaTENEN.

HopmaTnBHO-NpaBoBbIe M OpraHn3aLMoHHble MeToabl 06ecneyeHns NHHPOPMaLIMOHHON
6Ge3onacHoOCTV Npu pa3paboTke YCTPONCTB, UCMOMb3YIOLLMX CPeACcTBa KpUNTO3aLWUTLI ; y4ebHoe
nocobuve Ans By30B : [oNs cTy4. 4 Kypca OHEB. OTA-HUS, 4 Kypca BeYep. OTA-HUSA 1 Ans

2. | marncTpoB 5 Kypca AHeB. 0TA-HusA, Ang cneyunansHoct 010501 — MNpuknagHas matemaTtvka u
nHdopmatmka] / BopoHex. roc. yH-T ; cocT. : b. H. BopoHkos, A. B. Ky3HeuLoB . — BopoHex :
Unu Bry, 2011. — 135 c. : [tekct]. — (URL:http://www.lib.vsu.ru/elib/texts/method/vsu/m11-
01.pdf) (gaTta obpaweHusa 14.01.2020).

Llepb6akos A. KO. CoBpemeHHasi kKomnbtoTepHasa 6e30nacHOCTb. TeopeTUieckme OCHOBBI.

3. | Mpaktuuyeckne acnektbl / A. 1O. LLep6akos. — Mocksa. : KHvxHbIn myp, 2009. — 352 c¢. URL:
https://computer-museum.ru/books/computer safety.pdf (nata obpaiuexmsa 10.02.2020).

6) gononHuTenbHasa nuTeparypa:

Ne n/n McTouHuk

OcHoBbI ynpaBneHus nHgopmaumoHHor 6e3zonacHocTteio / A. T. Kypuno [u gp.] .— 2-e n3g.,

4. | ucnp. — Mocksa : opsivas nuHus-Tenekom, 2013 .— 244 c. URL: https://
file.ashx?guid=371d693d-40a2-450a-b5a5-42fcc83a7790 (yandex.ru).

oHuapos W. B., Kupcanos HO.I"., PaiikoB O. B. MHdopmaumoHHasa 6e3onacHOCTb : CrioBapb Mo
TEPMUHOMOrNK : JOMNONHEHME KO BTOpoMy nsaaHuio / FoHvapos U. B., KupcaHos 1O.

I., Parkos O. B. ; [AkunoHepHoe obLiecTBo "HayyHoe npon3BoacTBEHHOE 00beaUHEHNE

5. | "MHdobesonacHocTb"]. - BopoHex : HINO "UHgobe3onacHocTh", 2017. - 85, [1] c. : Tabn. ; 20
CM.. - Bubnmorp. B koHue kH. (10 Ha3B.) URL:
https://primo.nlir.ru/primo_library/libweb/action/display.do;jsessionid=5E200698EC5E90D67AA9
D233C0950000?tabs=detailsTab&ct=display&fn=search&dc (gata obpaweHuns 10.02.2020).

B) MHOPMaLMOHHbIE 3NIEKTPOHHO-00pa3oBaTeNbHbIE PECYPChI:
Ne n/n McToYHMK

1. | QnekTpoHHO-6ubnuoTeyHas cuctema «JlaHb» - Pexxum goctyna: https://e.lanbook.com

2. | OneKTpoHHbIN KaTanor Hay4Hon 6MbnmnoTekn BopoHeXCKoro rocyaapCTBEHHOIO yHMBEpPCUTETA.
— Pexnm pgoctyna: http//:www.lib.vsu.ru.
3. | BegeHnue B crneymanbHocTb (10.05.01) /B.B. TekyHoB. — OGpa3soBaTernbHbI nopTtarn
«OneKTpoHHbIN yHMBepcuTeT BI'Y». — Pexum goctyna: https://edu.vsu.ru.



http://www.lib.vsu.ru/zgate?follow+7683+RUVSUbooks_200925053%5B1,12%5D+rus
http://www.lib.vsu.ru/zgate?follow+7683+RUVSUbooks_200925053%5B1,12%5D+rus
http://www.lib.vsu.ru/zgate?follow+7683+RUVSUbooks_200925053%5B1,12%5D+rus
http://www.lib.vsu.ru/zgate?follow+7683+RUVSUbooks_200925053%5B1,12%5D+rus
http://www.lib.vsu.ru/zgate?follow+7683+RUVSUbooks_200925053%5B1,12%5D+rus
http://www.lib.vsu.ru/zgate?follow+7683+RUVSUbooks_200925053%5B1,12%5D+rus
http://www.lib.vsu.ru/elib/texts/method/vsu/m11-01.pdf
http://www.lib.vsu.ru/elib/texts/method/vsu/m11-01.pdf

16. NepeyeHb y4yeOHO-MeTOANYECKOrO 06ecneyeHust AnNs CamocTosATeNbHOM paboTbl

B kadectBe hbopmMbl OpraHu3aumm camoCToSTENbHOWM paboTbl MPUMEHSIOTCA MeToaM4veckue
yKasaHus AN CaMOCTOATENbHOrO OCBOEHMS M NpuobpeTeHus HaBblikOB paboTbl €O
crneumanmsaMpoBaHHbIM NporpaMmHbiM obecneveHmem. CamocTtosiTenbHaa paboTta CTydeHTOB:
n3ydeHne TeopeTU4eckoro martepuana; nogrotToBka K nekuusm, pabota ¢ yyebHo-
MeToaANYECKOM NUTepaTypon, NnoarotToBka pedepara no 3agaHHoOM TeMe.

Ana obecnevyeHnss camocToaTeNbHOM paboTbl CTYOEHTOB B 3NEKTPOHHOM Kypce AUCUUNINHBI
Ha obpasoBaTenbHOM nopTane «3OneKTPOHHbIN yHuBepcuTeT BIY» ccdopmmpoBaH yyebHO-
MEeTOANYECKMI KOMMIIEKC, KOTOPLIA BKNOYaeT B cebs: nporpammy Kypca, y4ebHoe nocobue,
yKasaHus no noAarotoBke K 3ayeTy. CTygeHTbl nosnyyatoT AOCTYN K AaHHbIM MaTepuanam Ha
nepBOM 3aHATUU NO OUCLMMIIVHE.

Ne n/n McTouHUMK
1 OneKkTpOoHHO-6MbnnoTevHas cuctema «JlaHby - Pexxum goctyna: https://e.lanbook.com
5 OneKTPOHHbIN KaTanor Hay4yHon 6nbnuoTtekn BopoHexckoro rocyaapCTBEHHOIO yHMBepCUTeTa.

— Pexxum goctyna: hitp//:www.lib.vsu.ru.
BeeneHune B cneymnansHocTb (10.05.01) /B.B. TekyHoB. — O6pasoBaTenbHbIn nopTan
«3QneKkTpoHHbI yHMBepcuTeT BI'Y». — Pexum goctyna: https://edu.vsu.ru.
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17. OOpasoBaTesfibHble TEXHONIOrMKU, UCNONb3yeMble MNpu peanu3auum Yy4ebOHomn
AUCUMNNUHBLI, BKIOYasi AUCTaHUMOHHble obOpa3oBaTenbHble TexHonorum (AOT),
aneKkTpoHHoe oby4veHue (J0), cMmewaHHOe OOy4YeHue):

Mpu peanu3aunm OUCLMNIUHBI UCMONB3YHOTCA cneaylowme obpasoBaTesfbHble TEXHOMOMUMU:
nornyeckoe MnOCTPOEHWEe AUCUMMAMHBI, NPUMEHEHME pas3HbiX TUMNOB fekumi (BBOAHas,
0630pHas, NHpopMaLumMoHHas, NpobrnemHas).

AucumnnuHa peanu3yetca C MNPUMEHEHNEM ONEKTPOHHOrO OB6yYeHUss U AUCTaHUMOHHbIX
obpasoBaTtenbHbIX TEXHOMOMMIW, ANs OpraHM3auun camoCTOATENbHOW paboTbl 0byYatoLmxCs
NCnonb3yeTcsi OHNanH-Kypc, pa3MeLLEeHHbIM Ha nnatdopme ONeKTPOHHOro yHuBepcuteta BI'Y
(LMS moodle), a Takke gpyrne VIHTepHeT-pecypchl.

18. MaTepnanbHO-TeXHUYECKOE obecneyeHme QUCLUNIINHDI:

Y4yebHasi ayautopus Ans nNekuun: cneunanmsmpoBaHHas Mebenb, HOyTOYK Unn nepcoHarnbHbI
KOMNbloTepnpenogasaTensi, MynbTUMEOUAHbIA NPOEKTOP, 3KPaH.

AyauTtopus Ansi camMocTosiTenbHON paboTbl: y4yebHas mebernb, KOMMNboTepP C BO3MOXHOCTbIO
NOAKMoYEHMS K ceTu «MHTepHeT» 1 anekTpoHHON nnatdopmMe DNEKTPOHHOro yHMBepcuTeTa
BIry.

MporpammHoe obGecnedeHne: OC Windows v.7, 8, 10, Habop ytunut (apxuBaTtopsbl, dansn-
meHekepbl), LibreOffice v.5-7, Foxit PDF Reader.

Cnuncok aygutopun ®KH:

394018, r. BopoHex, nnowaabs YHuBepcuteTckasd, g. 1, kopnyc 1a, ayn. 477

YyebHas ayguTtopus: cneunanunsnpoBaHHas mebenb, HoyToyk HP Pavilion Dv9000-er,
MYNbTUMEANNHBIN NPOEKTOP, SKpaH

394018, r. BopoHex, nnowanb YHuBepcuteTckasd, a. 1, kopnyc 1a, aya. 479

YyebHas ayguTtopus: cneumannsnpoBaHHan mebenb, KomnbtoTep npenogasatens i5-8400-

2,8y, moHuTOop € XKK 19", MynsTUMeANNHBIA NPOEKTOP, KpaH

394018, r. BopoHex, nnowanb YHuBepcuteTckas, 4. 1, kopnyc 16, ayg. 505n



YyebHasa aygutopus: cneunanuanposaHHas mebenb, kKomnbloTep npenogasatens i5-3220-
3.3y, moHuTOop € KK 17", MynbTUMEANNHbBIA NPOEKTOP, KpaH

394018, r. BopoHex, nnowaab YHuBepcutetckas, a. 1, kopnyc 1a, ayq. 292

YyebHaga aygutopus: cneunanuanposaHHas mebenb, KomnbloTep npenogasatensa Pentium-
G3420-3,2ITu, moHuTop ¢ KK 17", MynbTUMEANNHBIA NPOEKTOP, aKkpaH. Cuctema Ans Bu-
AeokoHdepeHumn Logitech ConferenceCam

394018, r. BopoHex, nnowaab YHuBepcuteTtckad, g. 1, kopnyc 1a, aya. 380
YyebHas ayguTtopus: cneumannsnpoBaHHas mebenb, KomnbioTep npenogasatens i3-3240-
3,41 Tu, moHuTOp € KK 17", MynsTUMEANNHBIA NPOEKTOP, KpaH

394018, r. BopoHex, nnowanbs YHuBepcuteTckas, 4. 1, kopnyc 16, ayg. 305n
YyebHas aygutopus: cneunannsnpoBaHHas mebenb, HoyToyk HP Pavilion Dv9000-er,
MYNbTUMEANNHBIN NPOEKTOP, SKpaH

394018, r. BopoHex, nnowanb YHuBepcuteTtckasd, g. 1, kopnyc 16, ayg. 307n
YyebHas ayguTtopus: cneynanmnsnpoBaHHas mebenb, HoyToyk HP Pavilion Dv9000-er,
MYNbTUMEANNHBIN NPOEKTOP, SKpaH

19. OueHou4HbIe cpeacTBa ANl NPOBeAEHUA TEKYLEeNn U NPOMEXYTOYHOM aTTecTauum

MopsiaoK OLEeHKM 0CBOEHMS obyyatowmmmncs y4ebHoro MaTepurana onpeaensieTcs
coaepXaHMeMm creayLmx pasaenos ANCUMUNINHGIL:

NnaukaTop(bl)
[OCTUXEHNSA
KOMNeTeHuun

OueHo4Hble
cpencTtea

Ne HanmeHoBaHue pasgena KomneTteHuu
n/n AncumnnuHel (Moayns) a(n)

O6uwme noHsaTUs 06 nHdbopmaumm
1 MHcpopMaumoHHon Ge3sonacHocTn
O6paboTka 1 nepegayva
MHGOPMAaLIMM B BbIMUCTIUTENBHBIX U
YNpaBnsooLLmMX CUCTEMAX U CETSX
CBA3N

BeeneHune B npobnemy
BesonacHocTu MHopmMauun B

1. | NHOPMALMOHHBLIX cUCTEMAXx n OrlK-1
CeTsAX CBA3N

KaHanbl yTeukun nHdgopmarmm Ha
obbekTax 3alunThbI

O6Lwpme Bonpochkl opraHn3aumm
CUCTEMbI 3aLUNTbLI MHOPMaLMKN Ha
npeanpusTUn

CtangapTbl MHGOPMAaLMOHHON
BesonacHocTn

OpraHu3aums BbICLLETO
obpasoBaHusa B obnactu
KOMMbIOTEpHOM Be3zonacHoCTH
O6wwe noHaTUs 06 nHPopmaumm
1 NHOPMaLMOHHON Be3zonacHoCTH
[okTpuHa nHopmaLMoHHON
©esonacHocTn Poccuiickomn
Pepepaumm (BbIOOPOYHbIE rMaBbl)

YCTHbIN onpoc,
OrK-1.1 pedeparthl

Or1K-5 Or1K-5.2 YCTHbIN onpoc

MepeyeHb

[MpomexyTouHas aTTectauus BOMPOCOB

dopma KOHTpoOns - 3a4eT

20 TuvnoBble oOLEHOYHble cpeAcTBa M MeTOAMYECKMe MaTepuanbl, onpegenswoLwue
npoueaypbl oLueHUBaHUsA



20.1 TeKywWwMn KOHTPOSb yCNneBaemMocTu

Tekyllaa aTTectTaunsa NpoBOAUTCA B COOTBETCTBUM C [NonoxeHnem o TekyLLen
aTTecTtayum oby4varoLmxca no nporpaMmmam BbiclLero obpasoBaHus

KoHTponb ycnesaemMocTu No AUCUMMIIMHE OCYLLECTBMSIETCS C NMOMOLLbIO CreayrLLmnx
OLIEHOYHbIX CPEACTB: YCTHbIN OMNpoc, TeMbl pedpepaToB.

MNepeyeHb Tem pecpepatoB

1. ®opMbl NCUXONOrMYECKON 3aLUUTbl YenoBeka OT MHAPOPMALMOHHON NeperpysKku.

2. CoumanbHo BpegHas nHdgopmaums B cpeacTBax MaccoBon MHpopmaumn.

3. BpegHasa v onacHas nHgpopmaumsa B cetn IHTepHeT.

4. dopmbl 1 MeToabl HEAOOBPOCOBECTHOM PEKNAMHON AEATENBHOCTM.

5. ®opmbl oOMaHa U MOLLIEHHMYECTBA B ceTU VIHTepHeT.

6. ATakn Ha MHGOPMALMOHHbIE CUCTEMbl MYTEM Meperpy3kn KaHanoB CBSA3M U BXOLHbIX
BycdepoB namaTn. Mcnonb3oBaHMe «MNPOTOKOSIOB BEXMBOCTU» ANA peanusaunm CeTeBbliX
aTak.

7. Cnocobbl nogaenkn KOMnboTEPHON MHGOPMaLMK (OAEHEr, OOKYMEHTOB, 4OKAa3aTENbCTB) U
NpOrpaMMHbIN UHCTPYMEHTaPUNA.

8. KomnbtloTepHoe «nmMpaTcTBO» U ero oopMbl. [NepcnekTnebl NPOTUBOLENCTBUS HE3AKOHHOMY
KOMMPOBAHMIO KOMMbIOTEPHOW MHpOpMaLnn.

9. ®opMbl HE3AKOHHOIO WCNOMb30BaHMA WH(opmauun. 3akoHogaTeflbHble Mepbl NPOTUB
He3aKOHHOro UCMNofb30BaHNA NHopMaLnn.

10. ®opMbl U MeTOObl OUBEPCUOHHO-TEPPOPUCTUYECKON OEATENBHOCTU C UCMOSIb30BaHNEM
COBpPEMEHHbIX MH(POPMALIMOHHBIX TEXHONOINMN.

11. Buagbl u oopmMbl NpUMEHEHUST HPOPMALIMOHHO-TEXHONOMMYECKOTO OPYXUA.

12. [JokTpuHa nHdopmaynoHHon 6e3onacHocTn Poccum 1 peanbHOCTM €€ OCyLLeCTBNEHUS.
13. AHanum3 cnoco6oB MH(OPMALMOHHOIO BO34ENCTBUA N (POPM MHEOPMALIMOHHOWN 3alUnThl,
OTPaXEHHbIX B CKa3Kax, ckasaHusiX, OblnnHax n mudax.

14. locypapcTBeHHasi cuctema 3awumThl rpaxgaH uM obliectBa OT onacHon uHdopmaumm
(3akoHOOATENLCTBO M NPaKTUKa).

15. Bonpockl nHdopmaumoHHoM 6e30nacHOCTU B TEOPUM BOEHHOIO UCKYCCTBA.

16. Bonpocbl MHpopMauUMOHHOM 6e30MacHOCTU B MNONUTUKE U ANNSTIOMATUN.

17. ®opmbl 1 METOAObI BbPKMBAHUS BUMOMNOrMYEcKnx ocoben M BO3MOXHOCTM UX MPUMEHEHUS
npw 3awmuTe nHopmauuu.

18. Ctparernsa naccmBHOM MHPOPMALIMOHHON 3aLUUTbI.

19. CTpaTernsa yHU4YTOXeHUs1 UICTOYHUKA Yyrpo3 B cchepe MHPOPMaALMOHHOM 3aLUMUThI.

20. Ctparterua obmaHa 1 €€ ncnonb3oBaHne B cpepe MHHOPMaLMOHHON 3aLUnThI.

21. Mogenb KOMNIEKCHON MHAPOPMALIMOHHOM 3aLUUTbI U €€ 3NIEMEHTDI.

22. Mogernb MHOpMaUVOHHOM 3aLUNTbI KaHaNoB CBA3WN.

23. Yrpo3bl CKpbITOro MHpOPMaLMOHHOIO BO3ENCTBUA HA Nosib3oBaTenien cetn MIHTepHeT.
24. ®opMbl U MeTOAbl 3aLMTbl NPU3HAKOBOW MHAOPMaLMK.

25. Hdopmaums Kkak LEeHHOCTb M OBBEKT NPECTYMHbIX NOCAraTenbCTB.

26. Yrpo3bl KOHPUAEHUNANBHOCTU U POPMbI UX peannsauumn.

27. Mopgenb WHMPOPMALMOHHOINO HapywuTens, nocsaratowero Ha KoHUAEHUNanbHyo
MHOpMaUNIO MeTOgaMN HECAHKLMOHUPOBAHHOIO JOCTYyNa.

28. Mogernb KOMMbITEPHOrO BUpMeENKepa.

29. 3agaym nHOopMaLMOHHON 3alnTbl B hrHaHCOBOM cdhepe.

30. 3agauun HoOpMaLMOHHOM 3aLUnThl B chepe npeocTaBneHne ycrnyr CBA3u.

31. OpraHusaumoHHO-pacnopsaguTenbHble Mepbl UHPOPMALMOHHOW 3aLLMUThI.

32. TpagMUMOHHbIE HanpaBneHUs MHPOPMALIMOHHOM 3aLUNTbI U MYTU UX UHTErpaLnn.

33. 3awmTa nHpopmauum B ERP-cuctemax.

34. MeToabl NOBbILLEHUA CKPLITHOCTN B CUCTEMAX CBA3MN.

35. Kpuntorpadguyeckaa 3awmta B ERP-cuctemax.



OnucaHune TexHonormu nposeneHuns

CtyneHT BbibMpaeT TeMy pedbeparta 13 npeasioKeHHOro nepeyHs, pabortaet Haa Hewn B
TeyeHne cemectpa n oPopMnsieT pesynbTaTbl UICCNEA0BaHMSA B BUAE MMCbMEHHOM paboThl.
TpeboBaHusi N0 0OOPMIIEHMIO ABNAOTCS TUMOBLIMU MO (PaKymbTETY.

MepeyeHb KOHTPONBLHLIX BONPOCOB AJ1sl YCTHOro onpoca

1. Kakyto yrpo3y npeacrtasnset ansa niogen n3bbitodHas nHgopmMauma?

2. Kakast nHhopmaums MOXeT NpeactasnsaTb yrpo3y Angd obuwectsa n rocyaapcraea?

3. loyemy B 3akoHogaTenbcTBe Poccuinckon Pegepaumm npegycMoTpeHa YrosrioBHas
OTBETCTBEHHOCTb 3a CO3[laHue BPeLOHOCHbIX KOMMbIOTEPHBIX MPOrpaMm 1 He nNpeaycMoTpeHa
— 3a co3fiaHue onacHbIX BUOOB OPYXnNA?

4. Kak cnegyeT noHMMaTb KOHCTUTYLMOHHOE MNpaBO rpaxgaHWHa Ha nonyvyeHue
NHopmMaunn?

5. Kakyto nonb3y NpMHOCUT MHGOPMaLMOHHbBIN rofnog 1 B YeM 3akniovaeTcs ero spea?

6. Kakum obpasom cBsa3aHbl NpoLecChl YCBOEHUS N CO30aHUs MHAOPMaLnKN YeroBEKOM C ero
amounammn?

7. YT0 Takoe «MH(POPMaLMOHHBIN LWyM»?

8. Kak B3aMmocBsA3aHbl NOHATUA «MHAOPMaLUUSA», «COOBLLEHNEY, «CUTHAN», KHOCUTENb»?

9. Ona 4vero noTtpeboBanocb oOueHMBaTb 3aWMLEHHOCTb WHGOPMAaLMM Ha pasfnyHbIX
YPOBHSX €€ npeactaBneHna?

10. MNepeyncnuTe BMAbI CEMAHTUYECKOWN N NPU3HAKOBOW MHOpMaLnW.

11. B kaknx cnyyasax TpebyeTcsa 3almiiaTtb NPpU3HAKOBY MHAOPMaLNIO?

12. Kak cooTHocaTca dunocodpckme kateropum OpMbl M cogepXXaHus € MNOHATUSMMU
NPWU3HAKOBOW N CEMaHTUYECKON MHGOpMaLnmn?

13. Kak hopmMbl 1 MeToabl 3aWmUThl MHPOPMaLMN 3aBUCAT OT €€ HocuTenen?

14. Kak cnegyeT TonkoBaTtb NpaBumo: «3awmra nHpopmMaumm — 370 3aliuTa e€ HocuTena»?
15. Kakne cyLiecTByOT BUAbl KOMMPOBAHNSA KOMMBIOTEPHON MHAOPMALUKM N B KaKUX Criyvasix
OHM pPEKOMEHAYTCA?

16. Ykaxute dopMbl NpeacTtaBneHns KOMMbOTEPHOW WHpopmMaumMm M ocobeHHocTn eé
3aWunThl.

17. B 4em 3aknoyaeTca 3awmTa tHopMauumn Ha YpoBHE YCTPONCTB €€ YTeHUs 1 3anmcun?

18. HazoBuTe cnocobbl koanpoBaHUa MHAOPMaLUKN U NEPEUYNCINTE UX 3aLLUUTHbIE PYHKLMN.
19. OxapaktepusynTe BuUAbl CKaTUS AaHHbBIX U UX 3aLLUUTHYHO POrb.

20. Kakne meToabl 3aWnTbl  MHGOpPMaUMM  peanu3yroTCsa Ha CeMaHTU4YeCcKOM W
nparMaTu4yeCcKoM YPOBHSIX?

21. Kakne mepbl npenycmoTpeHbl PeagepanbHbiM 3akoHO4aTeNbCTBOM Poccnn gna 3awwmTol
HaceneHus oT onacHom MHopMaunn?

22. Kakve BaM  K3BECTHbl  3aKoHogaTesfbHble  Mepbl AN NPOTMBOOENCTBUS
HEUHOPMUPOBAHHOCTU rpaxagaH?

23. MNMoyemy 3awmTe NOANEXUT HE NHpopMaLMs, a NpaBO COOCTBEHHOCTM Ha HEE?

24. MoryT nu cekpeTHble CBeAeHNS NpeacTaBnsiTb KOMMEpPYECKyo LeHHOCTb? Movemy?

25. Kakve kaTeropuvm CBeOEHWW HOPMAaTMBHO OTHECEHbl K KaTeropum rocyaapcTBEHHOM
TaWHbI?

26. ABnswTca NM - TOXOECTBEHHbIMU  MOHATUS  «CTEMEeHb CEKPETHOCTU» W «rpud
CEKPETHOCTU»?

27. Kakum gosmxkeH 6bITb NOPAA0K 3acCekpeumnBaHmsa U paccekpedmBaHmsa nHpopmaunun?

28. Kak odopmnsetca gonyck nuy K paboTe €O CBeAeHWAMM, COCTaBNSALWUMU
rocyfapCTBEHHYIO TanHy?

29. B yem 3aknto4vaeTca cneundurka 3almnTbl CBEAEHNN, OTHECEHHbBIX K KOMMEPYECKON TanHe?
30. MNMepeuncnute Buabl N yKaKuTe 0COBGEHHOCTM 3aLnTbl NPOGECCUOHANBHbIX TaWH.

31. C kakow uernblo OCyLeCcTBNAeTCs NMUeH3MpoBaHme ycnyr no 3awmurte nipopmauymm?

32. KakoBbl, No Bawemy MHEHWIO, NPUYNHBI COBPEMEHHOW KOMIMbIOTEPHOW NPECTYMHOCTN?



33. YT0 Takoe «He3aKOHHbIN 06OPOT NHOPMaLUNY?

34. Ykaxunte HegocTaTKu, CBOMCTBEHHbIE HOPMATUBHO-NPABOBOW 3aluMTe UHMOOPMALMOHHbLIX
OTHOLLUEHUM.

35. MNo4yemy nepcoHan opraHusaLmm cyMTaeTca cambiM cnabbiM 3BEHOM B MHAPOPMALMOHHOM
3awmTe?

36. Yto BknovaeT B cebsa paboTa ¢ kagpamn?

37. Kak pernameHTupyetcs paboTta ¢ Hocutensmm KoHuaeHUManeHon nHpopmaunun?

38. Kakne obuime TpeboBaHusa nHopMaumnmoHHON 6e30nacHOCTU SOMKeH cobnoaaTb KaXabln
COTPYAOHUK, paboTatowmi ¢ KOHPUaEHUMANbHBIMU CBEAEHNAMMN?

39. Yto Takoe «pexum orpaHn4eHnsa NHPOPMMPOBaHHOCTUY ?

40. C kakou uernblo OCYLLEeCTBISETCA KOHTPOMb 3a nepcoHanom? Kakme popMbl KOHTPOSS He
npoTMBOpeYaT npasam 4YenoBeka?

41. Yto Takoe gesnHbopmaumna?

42. Kak npaBuiibHO OpraH1M3oBaTb fiereHanpoBaHne?

43. Kakne 0653aHHOCTM BO3NnaraloTca Ha agMuHUcTpartopa 6esonacHoctn?

44, Kak MOXHO YBENUYUTbL MOMynsipHOCTb W OENCTBEHHOCTb Mep OpraHn3aunoHHO-
pacrnopsanTesibHON 3awunTbl MHGopmaummn?

45, Kak cnegyeTt NOHMMaTb TEPMUH «yTeuka MHpopMauumn nNo TEXHUYECKOMY KaHany» ?

46. YT0 Takoe kaHan yteyku nHcpopmaumm?

47. Kakume 0COBEHHOCTM XapakTepHbl ANns obpa3oBaHMs U UCMOMb30BaHUS TEXHUYECKUX
KaHanoB yTeykn nHgopmauumn?

48. MNepeuncnnte mMepbl NPOTUBOLENCTBUA BU3YallbHO-ONTUYECKOW pasBeKe.

49. Ha3oBnTEe HECKOSBbKO UCTOYHMKOB, CO3aloLMX YTEYKY NO SNEeKTPOMarHUTHOMY KaHany.
50. llepeuncnute Mepbl, NpenaTrcTeylowMe 00pa3oBaHMIO BUOPOAKYCTMYECKMX KaHarnoB
yTeuykn nHopmaLumn.

51. Kakne wmepbl peKkoMeHOylTCca ANs nNpeaoTBpalleHns YTeYkn KOoHpuaeHumansHOn
NpU3HaKoBOW MHAOPMaLNN?

52. YT0 Ha3bIBaOT KOHTPONMPYEMOWN 30HOM PEXUMHOro obbekta?

53. Kakne mepbl NpOTMBOAENCTBUSA NepexBaTy MHGopMauum MoryT ObiTb PEKOMEHLOBaHLI,
€CINK KaHanbl yTeYKM NpOCTUpatoTCAa 3a npenernbl KOHTPONUMpyemMon 30Hbl 06bekTa?

54. B yeM 3aKknyaeTcs CyLYHOCTb 3NIEKTPOMArHUTHOIO U aKyCTUYECKOro 3allyMIieHms?

55. Uto npeactaesnsaeT cobon aHepreTuyeckoe CoKpbITUe MHopmMmaumnumn?

56. [dante knaccudukaumo cpeacTts TexHmyeckon passeakm (CTP).

57. Tlloyemy aBTOHOMHbIE «UHTEMMEKTyanbHble» CpeacTBa TEXHUYECKOW pasBeaku
paccMaTpuBaloTCs B KQYECTBE CaMOCTOATENbHbIX MHADOPMALMOHHBIX «HapyLUInTENen»?

58. [lepeuncnute OCHOBHble [eMackupylolne MpU3HaKM YCTPOMUCTB  HEernacHoro
nogcnyLmvBaHus.

59. 'ge, kak 1 kakumm cnocobamu obHapyXmBarTCs cpeacTBa TEXHUYECKON pa3Beakm?

60. B 4em 3aknoyaeTca pasnuuMe Mexay PeXuUMHbIM MOMeLeHUEM, N TMOMeLLEeHUEM,
BblAeNIeHHbIM OS5 NPOBeAEHNSA KOHpMaeHUManbHbIX NeperoBopos?

61. Kak MOXHO HeuTpanu3oBaTb AWKTOMOH, BKIMOYEHHBIA ONA  HernacHom 3anucu
pa3roBOpoB?

62. Yto Takoe pagmomoHuTopuHr? Kakmmm cpegcreamm oH obecneunBaeTca?

63. Kak obHapyxunBatoTCs 3amMackMpoBaHHbIe paano3aknagkm?

64. [1Ina 4yero ncnonb3yeTcsi BbICOKOYACTOTHOE HaBA3bIBaHME?

65.410 npeacraBngaet cobon cneumanbHaa nabopatopHas npoBepka?

66. [NepeyncnuTe OCHOBHbIE MepPbl NPOTUBOAENCTBUSA ANIEKTPOHHOMY LLMUOHAXY.

67. Yto npeactaBnalT cobon cCUCTEMbl pacno3HaBaHMsA 00pa3oB M B Kakux cdepax
0eATerbHOCTU OHU NPUMEHSIOTCA?

68. UTo Ha3bIBalOT CMCTEMOM yNpaBneHus 4OCTYNom?

68. Chopmynupyinte TpeboBaHus K BbIGOPY HAAEXHOro Napons.

69. B 4yem 3akno4aroTca JOCTOMHCTBA M HEQOCTaTKM CUCTEM pacrno3HaBaHUS C HOCUTENAMU
Kno4YeBon Hdopmaumnn?



70. YKaxkute 4OCTOMHCTBA M HEAOCTaTKM cucTemM BMOMETPUYECKON ayTEHTUUKALNN.

71. Tlepeuncnute cneumanbHble pexuMbl paboTbl CUCTEM ynpaBreHus uandecknm
OOCTYMNOM.

72. Kak npoucxoouT pacno3HaBaHWe 3aperMcTtpupoBaHHOrO Mnosib3oBaTesii B JIOKanbHOW
KOMMNbIOTEPHOU cUcTeMe?

73. INA 4ero Hy>XHbl CUCTEMbI ayTeHTUUKaLMN C Nepefaden «gokasaTesibCTBa C HyneBbIM
pasrnaweHmem»? Kak oHn, no Bawemy MHeHUI0, MOryT BbiTb OpraHM30BaHbI?

74. Y10 0603HavYaeT NOHATNE «BPELOHOCHOE NPOrpaMMHOE BO34eNCTBME» ?

75. MOXHO Nu cumTaTh BUPMENKEPOB KBaNnnguuupoBaHHbIMK Nporpammmuctamun? lNodyemy?
76. Kakve npusHaku NO3BOMAAKT OTHOCUTbL KOMMbLIOTEPHbIE MPOrpaMmbl K 4uCny
BPE4OHOCHbIX?

77. HazoBuTe OCHOBHbIE NPU3HAKN KOMIMbOTEPHbIX BUPYCOB.

78. YT0 NpeacTaBnAT cobon MMdundeckne KOMNbITEPHbIE BUPYCHI?

79. Kakne hyHKUUM XapaKTepHbl A5 NporpaMMHbIX 3aKnagok?

80. B yem 3akntoyaroTcst 0COBEHHOCTU CEeTEBbLIX BPEAOHOCHbLIX NporpaMmm?

81. Kakne cnocobbl CKpbITOro BHEAPEHUS U 3anycka Bpe4OHOCHbIX MporpaMm Bam U3BECTHbI?
83. Uto Takoe nonumopcunsm?

84. Kak obecneuntb 6e3onacHyto n3onaumnio NporpamMmmMHON cpeabl kKoMnbtoTepa?

85. UTo 03Ha4YaeT TEPMUH «CEMAHTUYECKOE COKPbITUE MHGOPMaLMn» ?

86. [Ins 4yero ncnonb3yetcsa ckpemonmpoBaHne coobLleHNn?

87. Kakue ponyweHns npuHMMAKTCA BO BHWMaHWE nNpuv  UCMNONb30BaHUMM crnocoboB
KpMnTo3aLunTbl?

88. Kakne npobsiemMbl CBOMCTBEHHbI Kraccuyeckom Kpuntorpaun?

89. B yem 3akno4aeTcss CXOACTBO M pasfiMuyme acMMMETPUYHbBIX KPUNTOCUCTEM U CUCTEM C
3IEKTPOHHOM NOANMUCHI0?

90. C kakow uenblo NpMMeHATCA rmbpuaHbie cnocobbl KPMNTO3aLWMTbI?

91. lNepeuncnure n oxapakrepusymte Buabl CTeHorpadomyeckomn 3almnTbl MHopMaumm.

20.2 NMpomexyToyHana aTrecTauums
MpomexyToyHaa aTTecTaumss npoBOAMTCA B COOTBETCTBMM C [lonoxeHuem o
NPOMEXYTOYHOM aTTecTauum oby4varoLmnxcsa no nporpaMmmam BbicLiero obpasoBaHus.
MpomexyToyHaa aTTectaums N0  OUCUUNIIMHE  OCYLECTBNSAETCSs C  MOMOLLbHO
cnefylowmnx OLEHOYHbIX CpeacTB: TeopeTuyeckme BOMpPOChl. [Mpy 9TOM Ha MPOMEXYTOYHOM
aTTecTauumn y4mTbiBaKOTCA pe3ynbTaThl NOArOTOBKM pedepara.

lMepeyeHb BONpPOCOB 3a4eTy

1. Kakyto yrpo3y npeacrtasnset ans nogen n3bblitodHas nHgopmauma?

2. Kakas nHopmaumsa MoxeT npeactasnsaTb yrpo3y ang obwecrsa n rocygapcraea?

3. loyemy B 3akoHogaTenbcTBe Poccuickon degepaumm npegycMoTpeHa YrorioBHas
OTBETCTBEHHOCTb 3a CO3[aHne BPeLOHOCHbIX KOMMbKTEPHbBIX MPOrpaMm 1 He npeaycMoTpeHa
— 3a co3aHune onacHbIX BUAOB OPYXUS?

4. Kak cnegyetr MnOHUMMATb KOHCTUTYLMOHHOE MpaBO rpaxgaHWHa Ha nornyvyeHue
nHpopmauun?

5. Kakyto nosnb3y npMHOCUT MHGOPMAaLMOHHBIN rofog U B YeM 3aknoyaeTcs ero spen?

6. Kaknm 06pasom cBs3aHbl NPOLECChl YCBOEHUSA M cO34aHMsa MHOpMaumm YenoBeKOM C ero
amoumnammn?

7. Y10 Takoe «MH(POPMAaLIMOHHBIN LWYyM»?

8. Kak B3aMmocBsaA3aHbl NOHATUA «MHOPMaLUUsa», «COOBLLEHMNEY, KCUTHAM», KHOCUTENb» ?

9. Ons yero noTtpeboBanocCb OUEHWBATb 3ALMLLEHHOCTb MHGOPMaUMM Ha pasnU4YHbIX
YPOBHSIX €€ npeacTaBneHns?

10. Nepeuncnute BMAOBbI CEMAaHTUYECKOW N NPU3HAKOBOW MHAOPMaLMK.



11. B kaknx cny4vasx TpebyeTcs 3awmiiarb NPU3HaKoBYH MHAOPMaLUNIO?

12. Kak cooTHocaTca dumnocodckne kateropum qOpMbl U COOAEPXKAHUS C MOHATUSAMMU
NPU3HaAKOBOW N CEMaHTUYeCKon MHdopmauumn?

13. Kak popmbl 1 MeTOAbI 3aLLMThI MHOPMAaLMK 3aBUCAT OT €€ HocuTenen?

14. Kak cnegyeT TonkoBaTtb NpaBuno: «3awimra MHpopmMaumm — 370 3aliuTta e€ HocuTensa»?
15. Kakne cywecTtByloT BUAbl KOMMPOBAHUA KOMIMbIOTEPHOM MHAOPMALIMN U B KaKUX Cryyasx
OHU peKOMeHaYTCA?

16. Ykaxute dopMbl NpeacTaBneHns KOMMbOTEPHOW WHpopmMaumMm M ocobeHHocTn eé
3aLWmThl.

17. B 4em 3aknoyaeTca 3almTa MHopMauumn Ha YpoOBHE YCTPONCTB €€ YTEeHUS U 3anmcn?

18. HasoBuTe cnocobbl KoaMpoBaHUSA MHOPMaLMN N NEPEYNCTIUTE X 3aLUTHbIE PYHKLMN.
19. OxapaktepusynTe BUAbl CXaTuUs AaHHbIX U UX 3aLLUUTHYHO POrb.

20. Kakne wmeTogbl 3awuTbl UMHGOPMaUMM  peanu3ylTcsd Ha  CEeMaHTU4YeCKOM U
nparmMaTn4yeCckoM ypPOBHSX?

21. Kakve mepbl npegycMmoTpeHbl ®efepanbHbiM 3akoHoAaTelbcTBOM Poccun ansa 3awmTol
HaceneHus oT onacHoM MHopMaunn?

22. Kakune BaM UM3BeCTHbl  3akoHojaTefnbHble Mepbl ANd  NPOTUBOOEWCTBUA
HENHMOPMNPOBAHHOCTU rpaxkaaH?

23. NMoyemy 3awmnTe NOANEXUT HE NHpOopMaLMs, a NpaBO COOCTBEHHOCTM Ha HeE?

24. MoryT nu cekpeTHble CBeAEHNSA NPeacTaBnsaATb KOMMEPYECKYO LEeHHOCTL? [Moyemy?

25. Kakve kaTeropum CBeOEHWN HOPMAaTMBHO OTHECEHbl K KaTeropum rocyaapcTBEHHOM
TaWHbI?

26. fABnawTCA NN TOXOECTBEHHbIMW MOHATUS  «CTEMNEHb CEKPEeTHOCTM» U «rpud
CEKPETHOCTU»?

27. Kaknm gormkeH 6bITb NOPSAOK 3acekpevnBaHns N paccekpeumBaHums nHopmaummn?

28. Kak odopmnsieTcs gonyck nuy K paboTte €O CBEAEHUsMU, COCTaBNAKOLMMU
rocyapCTBEHHYIO TanHy?

29. B yem 3aknto4vaeTca cneyndmka 3awmTbl CBEAEHUN, OTHECEHHBIX K KOMMEPYECKON TanHe?
30. MNepeuncnute BUObI N YKaXxknte oCO6EHHOCTM 3aLUmTbl NPOdECCMOHAnNbHbIX TalH.

31. C kakow uernblo OCyLeCcTBNAeTCs NMUeH3npoBaHme ycnyr no 3awuTte nHopmaumm?

32. KakoBbl, No Baluemy MHEHUIO, NPUYNHBI COBPEMEHHON KOMMBbIOTEPHOW NPECTYNHOCTN?

33. UTto Takoe «He3aKOHHbIM 060pOT HGOPMaLUN»?

34. YKaxunte HeaocTaTKu, CBOMCTBEHHbIE HOPMATMBHO-MNPAaBOBOMW 3awnTe UHGPOPMAaLMOHHBLIX
OTHOLLUEHUM.

35. MNo4vemy nepcoHan opraHusaumm c4MTaeTca cambiM CcnadbbiM 3BEHOM B MHAPOPMALMOHHOM
3awurte?

36. YTo BKMoyaeT B ceba paboTta ¢ kagpamun?

37. Kak pernameHTmnpyeTcs paboTa ¢ HoCUTENSIMU KOHUAEeHUManLHoONn nHgopmaunmn?

38. Kakne obwme TpeboBaHus nHpopmaumoHHon 6e30nacHOCTM OOMKEH cobnogaTb Kaxabin
COTPYAHWK, paboTaloLmi ¢ KoHpugeHUManbHbIMKU CBEAEHUAMN?

39. YT0 Takoe «pexmmMm orpaHmyeHnsa MHPOPMUPOBAHHOCTUY ?

40. C kakou Lernblo OCYLLECTBSIETCA KOHTPOSb 3a nepcoHanom? Kakme hopMbl KOHTPOSIS He
npoTMBOpeYaT NpaBam 4YenoBeka?

41. Yt0 Takoe gesuHpopmaums?

42. Kak npaBunbHO OpraHn3oBatb fiereHaupoBaHme?

43. Kakne 0653aHHOCTM BO3fnaraoTcs Ha agMUHUCTpaTopa 6esonacHocTn?

44. Kak MOXHO YyBenuuUTb MOMyNAPHOCTb M [OEeNUCTBEHHOCTb Mep OpraHn3aunoHHO-
pacrnopsanTenibHON 3awunTbl MHGOpMaunmn?

45. Kak cnegyeTt noHMMaTb TEPMUH «yTeyka MHopMauumn no TeEXHNYECKOMY KaHany»?

46. YT0 Takoe kaHan yteyku nHcopmaumn?

47. Kakme ocoBeHHOCTM XxapakTepHbl Ansi o6pa3oBaHWs M MCMNOMb30BAHUSA TEXHUYECKUX
KaHanoB yTeykun nHpopmaumnn?

48. Nepeyncnute Mepbl NPOTUBOAENCTBUA BU3yalibHO-ONTUYECKOW pa3BeskKe.



49. Ha3oBu1Te HECKOITbKO UCTOYHMKOB, CO3aloLmnX yTEeYKY No aNeKTpoOMarHUTHOMY KaHarny.
50. lMepeuncnute Mepbl, NpenaTtcTBylomMe 00pa3oBaHMIO BUOPOAKYCTMYECKMX KaHarnoB
yTEeUKN NHpopmauuu.

51. Kaknme wmepbl pekoMeHOyTCsa ONa npefoTBpalleHns yTeyku KOoHuAeHumarbHOU
NpU3HaKoBOW MHAOpMaLNN?

52. YT0 Ha3bIBaOT KOHTPONMPYEMOWN 30HOM PEXUMHOro obbekTa?

53. Kakne mepbl NpoTMBOLAENCTBMA nepexsaty UHgopmauun mMoryT ObiTb peKOMeHOOBaHbI,
€Cnu KaHarnbl YTeYKN NpoCTUparoTCA 3a npeaenbl KOHTPONMPYyeMoKn 30Hbl 06bekTa?

54. B yeM 3aknioyaeTcs CyLIHOCTb 3SIEKTPOMArHUTHOINO U aKyCTUYECKOro 3allymMmsieHns?

55. Yto npeacraBnsaeT cobom aHepreTnyeckoe CokpbITue MHopmaunumn?

56. [Jante knaccudukauuio cpeacTs TexHuyeckon passeakm (CTP).

57. [loyemy aBTOHOMHble «UHTENnNeKTyanbHble» CpeacTBa TeXHUYEeCKOW pa3BedKku
paccMmaTpuMBaloTCs B KQYECTBE CaMOCTOATENbHbLIX MHAPOPMALMOHHBIX «HapyLINTENen»?

58. [lepeuncnute OCHOBHble [AeMacKuUpylLine MNpuU3Hakm YCTPOMUCTB  HEermnacHoro
noACnyLMBaHUS.

59. I'me, kak 1 kakumm cnocobamm obHapyXmnBatTCs cpeacTBa TEXHUYECKON pa3Beakn?

60. B 4em 3aknovaeTcsa pasnuuMe MexXxay PeXuUMHbIM MOMeLeHUEM, U TMOMELLEHUEM,
BblAeneHHbIM ANa NpoBeAeHns KOHpMaeHUManbHbIX NeperoBopoB?

61. Kak MOXHO HeuTpanumsoBaTb [OUKTOMPOH, BKMOYEHHbLIA AN HErnacHom 3anucu
pa3roBopoB?

62. YTto Takoe pagnomoHuUTopuHr? Kakmumm cpeactesamm oH obecneunBaeTca?

63. Kak obHapyxunBatoTCsl 3aMackMpoBaHHbIE paano3aknagkm?

64. [1na yero ncnonb3yeTcsi BbICOKOYACTOTHOE HaBA3bIBaHNE?

65.410 npeacraBndaeT cobown cneumanbHaa nabopatopHasa npoBepka?

66. [NepeyncnuTe OCHOBHbIE Mepbl NPOTUBOAENCTBUSA ANIEKTPOHHOMY LLMUOHAXY.

67. Yto npegcraBnsaloT cobon cucTeMbl pacno3HaBaHus 00Opa3oB M B Kakux cdpepax
AEeATENbHOCTU OHU NPUMEHSAITCA?

68. YTo Ha3bIBalOT cMCTEMON ynpaBneHns 4oCTynom?

68. Cchopmynumpynte TpeboBaHns K BbIOOPY HAAEXHOIO Naponsi.

69. B 4em 3akno4aloTca JOCTOMHCTBA M HEQOCTAaTKM CUCTEM pacno3HaBaHUsS C HOCUTENAMMU
Kno4YeBon HdopmMmaumnn?

70. YKaxunTe OOCTOMHCTBA N HeJOCTaTKn cucteM BuomMeTpuyeckon ayteHTudmkaumm.

71. Tlepeuncnute cneumanbHble pexuMbl paboTbl CUCTEM YynpaBreHus uUandecknum
OOCTYMNOM.

72. Kak npoucxoguT pacno3HaBaHWe 3apermcTtpupoBaHHOrO MoNb3oBaTeNns B JloKanbHOM
KOMMNbIOTEPHOW cUCTEME?

73. [Ana 4ero HyXHbl CUCTEMbl ayTeHTUdUKaUMM C nepegaden «gokasaTenbCcTBa C HyneBbiM
pasrnaweHmnem»? Kak oHu, no Bawemy MHeHUIo, MoryT ObiTb OpraHM3oBaHbl?

74. Yto 0603Ha4aeT NOHATNE «BPELOHOCHOE NPOrpaMMHOE BO3AENCTBUEN» ?

75. MOXHO nun cumMTaTh BUPMENKEPOB KBaNnMMuUuMpoBaHHbIMK Nporpammmuctamun? MNodyemy?
76. Kakume npusHakm MNO3BONAOT OTHOCUTb KOMMNbIOTEPHbIE MNPOrpaMMbl K  4ucny
BPEOOHOCHbIX?

77. HazoBuTE OCHOBHbIE NPU3HAKM KOMMbIOTEPHbLIX BUPYCOB.

78. Yto npeactaBnaoT cobon Mmdmyeckme KOMMbloTEPHbIE BUPYChI?

79. Kakne (pyHKUMM XapaKTepHbl 4115 NPOrpamMMHbIX 3aKagok?

80. B yem 3akntoyarTcst 0COBEHHOCTU CETEBBIX BPEOOHOCHbLIX NPOorpamMmm?

81. Kakne cnocobbl CKpbITOro BHEQPEHUS U 3anycka Bpe4OHOCHbIX MPpOorpaMm Bam U3BECTHbI?
83. Uto Takoe nonumopcmsm?

84. Kak obecneunTtb 6Ge3onacHyro n3onaumo NnporpaMmMHON cpeapbl KoMnbioTepa?

85. UTo 03Ha4aeT TEpMUH «CEMaHTUYECKOE COKpbITUE nHhopmaumum»?

86. [1ns yero ncnonb3yeTcsa ckpembnmpoBaHue coodLeHnn?

87. Kakve ponyweHna nNpUHUMAKOTCA BO BHUMaHWE nNpW  MCMNOSib30BaHUM CNOCoOOoB
KPUNTO3aLLNTBI?



88. Kakne npobnembl CBONCTBEHHbI KNaccn4yeckomn Kpuntorpagumn?
89. B yem 3aknioyaeTca CXoACTBO U pasfinune aCMMMETPUYHBIX KPUNTOCUCTEM U CUCTEM C

3IEKTPOHHOM NOANMUCHIO?

90. C kakow uenbto NpMMeHsaTCa rmbpuaHblie cnocobbl KPMNTO3aLWmMTbI?
91. MNepeuncnute 1 oxapakrepusynTte BUAbI CTeHOrpamnyecKkon 3almnTsl HopMauuu.

Tpe603a|-w|;| K BbIMOJSIHEHMIO 3ajaHUM, WWKanbl U Kputepuun oueHnBaHuA

[ns oueHuBaHWs pe3ynbTaToB OOy4YeHMs1 Ha 3adeTe MCMonb3yeTcsl Likana

3a4YTEHO»

«3a4TeHo, He

[ns oueHBaHWA pe3ynbTaToB 00y4YeHWst Ha 3a4eTe UCMOSb3YeTCsl — «3a4YTEHO, HE 3a4TEHOY.
«3a4yTeHo» BbICTaBnsIeTCA B crny4yae nonyyeHus 3, 4 u 5 6anoB no KpUTEPUsIM OLEHMBAHMUSI.
«He 3a4yTeHO» BbICTaBRSIETCS B Crlyqae nosnyveHunst 2 6anoB nNo KpUTepUsIM OLeHNBaHMS.
COoOTHOLLUEHWE NoKasaTenen, KpUTEPUEB U LLKarbl OLEHUBaHWUS Pe3ynbTaToB 00yYeHus.

KomneTteHuus

Wkana n KpUTepun oueHmBaHnA ypoBHA OCBOEHUA KOMMNEeTeHUNN
4

Ol1K-1. CnocobeH oueHnBaTb Poslb
MHdopMaunmn, UHHOPMaLIMOHHbBIX
TEXHOMNOrMN N NHAPOPMAaLMOHHON
6e3onacHOCTV B COBPEMEHHOM
obuecTtBe, NX 3HaYEeHUe Ans
obecneyeHns 06 BEKTMBHBIX
noTpebHocTen NMYHOCTK, obLiecTBa u
rocygapcraa.

Ol1K-5. CnocobeH NpUMeHSTb
HOPMaTUBHbIE NPABOBbLIE aKThI,
HOPMaTUBHbIE N METOAMYECKME
OOKYMEHTbI, pernaMeHTupytoLmne

AeATesNIbHOCTb Mo 3aliuTte VIH(bOpMaLI,VIVI.

5 3 2
CdopmumpoBaHHbl | CdhopmupoBaHH | HenonHbl | PparmMeHTapHbI
€ 3HaHus bl€ 3HaHUSA, HO | € 3HaHUSA | e 3HAHWUSI UMK KX
cogepxatime OTCYyTCTBME
oTAernbHble
npo6ensl
CdopmnpoBaHHbI YcnewHble YcnewHbl | dparmeHTapHbl
€ yMeHusi YMEHUSI, HO €, HO He € YMEeHUs unum
cogepxawime | CUCTEMHbI OTCYyTCTBME
oTAernbHbIe € YMeHusi yMEHUN
npobensbl
CdhopMmumpoBaHHbI YcneuHble YcnewHbl | ®parmeHTapHbI
€ HaBblIKK HaBbIKW1, HO €, HO He € HaBbIKM Unn
cofepxalime | CUCTEMHbI | WX OTCYTCTBUE
oTAenbHble € HaBblIKM

npobensbl




