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PABOYASA NPOrPAMMA YYEEHOW OUCLUUNIUHbBI
B1.0.46 KpunTtorpacuieckue npoToKosnbl
1. Koa n HaumeHoBaHMe HanpaBneHusi NoAroToBKM/cneLnanbLHOCTU:
10.05.01 KomnbtoTepHasa 6e3onacHOCTb
2. Mpodcdunb noaroroBku/cneumannsaymsa:
AHann3 6e30nacHOCTN KOMMbIOTEPHbLIX CUCTEM
MaTemaTtnyeckme metoabl 3amTbl UHGOPMaLUK
MaTtemaTtnyeckne metoabl 3awmTbl MHpopmaumm (YBL)
3. KBanudwmkaums (cteneHb) BbINyCKHUKa: Cneunanuct
4. dopma oby4yeHuUA: oyHas
5. Kachegpa, oTBevarLwan 3a peanmsaumo QUCLUNIINHDI:
ERP-cuctem n 6usHec-npoueccos
6. CocTtaBuTENM NporpaMmmbil:
CtenaHey KOnus AnekcaHgpoBHa, K.T.H., goueHT kadeapbl ERP-cuctem n 6musHec-npoueccos
7. PekomeHaoBaHa:

Hay4YHo-meToanveckum coseToM pakynsteta MMM ot 15.04.2022 npoTtokon Ne 8

OmMemkKu O fMpPodsIeHUU 8HOCSAMCS 8PY4YHYI0)

8. YuebHbIn roa: 2025/2026 CemecTtp(bl): 8



9. Llenu 1 3apgaum y4e6HOM AUCLIMNIIUHDI

Llenbto saBnsieTca TeopeTudeckas W npakTudeckass noarotoBka CrNeunanucToB K
AEeATENbHOCTU, CBA3AHHON C aHANM30M U CUHTE30M KpunTorpadmMyeckmx NpoTOKOIOB.

3agaum OCBOEHUSI AUCUMUNIUHBIL:  M3YYEeHUWEe OCHOBHbLIX CBOWCTB, XapaKTepu3aykLnx
3aLlUMLLEHHOCTb KpUNTOrpadMyeckmx MNPOTOKOSIOB, U OCHOBHbIX MEXAHWU3MOB, MPUMEHSIEMbIX
ans  obecneyeHust BLINOMHEHUA TOro WM WMHOrO cBoWCTBa 6e3onacHOCTU MNpPOTOKONa;
npuobpeTeHne HaBbIKOB NOMCKa yA3BMMOCTEN MPOTOKOSIOB.

10. MecTto y4yebOHOM AucuuMnnuHbl B cTpyktype OIMOI: agucumnnuvHa oTHOCUTCA K
obsizatenbHom Yactn 6noka b1 gucunnnuH ydebHoro nnaHa.

11. MnaHupyemble pe3ynbTaTbl 00y4YyeHUsi Mo AucuUnnuHe/Moaynio (3HaHUA, YMeHuUS,
HaBblK1), COOTHECEHHbIe C NfIaHUpPyeMbIMM pe3ynbTaTaMu OCBOEHUA obpa3oBaTeNnibHOMU

nporpamMmmbl (KOMHGTEHLII/IHMM) n UHAUKaTopamMmu NxXx gOoCTNXKeHuns

Kog HaseaHwne Koa(bl) WHpukaTopsi(bl) lMnaHMpyeMble peaynbTaTbl 00y4eHUs
KOMMNEeTEHL MM
OlK-10 | CnocobeH OlK-10.7 | 3HaeT TUNoBblE 3HaHue:
aHanuaupoBaTb KPMNTONPOTOKOSbI, TUMOBbLIX KPUMTONPOTOKOIIOB,
TEeHOEHLMN pasBnUTms ncrnonb3yemble B MCMNOSb3YyeMbIX B CETSIX CBSA3W;
METOOOB 1 CpeacTB CeTax CBA3MN. MPUHLMMNOB MX NOCTPOEHUSI C
KpunTorpacdhmyeckom OlMK-10.8 | 3HaeT OCHOBHbIE TUMbI | UCMOMb30BaAHMEM LMDPCUCTEM;
3aWmThl KPMNTONPOTOKOSIOB U NPOTOKOSOB: pacnpeaeneHuns Kno4en,
nHdopmaumm, MPUHLMMNOB KX naeHTudrkauum, pasgenenns
ncnonb3oBaTtb MOCTPOEHMS C cekpeTa, MeTo40B pa3paboTku
cpeacTea NCNoNb30BaHNEM KpunTorpacmnyeckmnx NpoTOKOIIOB.
KpunTtorpacduyeckomn wmncpcuncrem. YMmeHue:
3aWmThl OMNK-10.9 | YmeeT pasBopaunBaTh | pa3BopaymBaTb MHPPACTPYKTYPY
MHopmaumm npu UHPaCTPYKTYPY OTKPbITbIX KINOYEN AN peLleHns
pewleHun 3agad OTKPbITbIX KIo4en ansa KpI/II'ITOFpaCbI/NeCKI/IX 3ajad,
npodeccroHasnibHON peLleHuns nNpoBOAUTL aHanu3
OeATenbHOCTH. KpunTorpaduyeckmx KpunTorpaguyeckux npoToKOroB, B
3agau. TOM 4uCIie C UCMOMb30BaHNEM
OMNK-10.10 | YmeeT nNpoBOAMUTb aBTOMaTU3NPOBAHHbLIX CPEeCTB;
aHanus paspabaTtbiBaTe MaTeMaTmnyeckme
KpmnTorpacpmquKmx mMoaenun ©e3onacHocTn
NPOTOKONOB, B TOM KpunTorpacmnyecknx npoTOKOOB,
unene ¢ NpoBoAMTb aHanM3 6e3onacHoOCTU
ncnonb3oBaHMEem KpI/II'ITOFpa(bVNeCKI/IX NMPOTOKOJI10B.
aBTOMaTU3NPOBaAHHbIX Bna,u,eHMe nogxogamm K pa3pa60TKe n
cpencTs. aHanunay 6e3onacHocTu
OMNK-10.11 | BnageeT nogxogamu k | KPMRTOrpacu4ecknx NPOTOKOOB,
pa3pa60TKe 1 aHanumay HaBblKaMu NporpaMmMmHoOu peanusadunn
b6e3onacHoCcTu KpVII'ITOFpaq)I/I"IeCKVIX NPOTOKOJIOB,
KpMI'ITOFpaCbI/I‘-IECKVIX mogenmpoBaHn4a C NOMOLLBbIO
NPOTOKOJIOB. COBpPEeMEHHbIX A3bIKOB
OrlK-10.20 | YmeeT pa3gopaunsaTb | MPOrpamMMMpoBaHna 1
NHPACTPYKTYPY MaTeMaTU4eCKnX nakeTos
OTKPbITLIX KMtoyeit ans | MEPCNEeKTUBHbIX KpunTtorpadumyeckmnx
peLLeHust NPOTOKOIOB.
KpunTorpaduyeckmnx
3agau.

12. O6bemM gUcUUNIIuHbI B 3a4eTHbIX eanHMuax/vyac — 4/144.
dopma NPoOMeXyTOYHOM aTTecTaLum - dK3aMeH.




13. TpyaoemkocTb No BMAam y4yebHoun paboTbl

TpygoémkocTb (4achl)
y B Tom uncne B Mo cemecTpam
BuA y-ebron paborel Bcero WHTEPaKTUBHON 8
dopme
AyanTOpHbIE 3aHATUS 56 56
B TOM ymcne:
nekuum 28 28
MpakTnyeckme 0 0
JlabopaTopHble 28 28
CamocTtodTtenbHasi paborta 52 52
KoHTponb 36 36
Wtoro: 144 144
Popma MPOMExXyTOHOM Ok3ameH Ok3ameH
aTtTecTtauum

13.1. CopgepxaHue ANCLUUNIIUHDI

Ne Peanusauunsa
n/n pasgena
HaunmeHoBaHuve pasgena AVCUMNINHBI C
CogaepxaHve pasgena AMCUUNIUHBI
AVCLUMNITNHBI NMOMOLLbIO
OHManH-Kypca,
QYMK
1. NNekuun
1.1 MpoTokonebl MpoTokonbl 1 nx knaccudumkaums. O6MeH KkrnodYamm KpunTtorpaduyeckme
pacrnpefeneHus KrnoYen | cpeacTBamm CUMMETPUYHON KpunTorpadum. NPOTOKOIbI
[poTOKONbI OTKPLITOrO pacnpeneneHns Knoden. (10.05.01)
MpoTokonbl Nnepefayn CEKPETHOrO Krko4a no
OTKPbITOMY KaHany.
1.2 AyTeHTndurKaumna AyTeHTndMKaunsa npu Bxoge B cuctemy. BpyyeHue
Bu1TOB Ha xpaHeHue. bpocaHne MoHeTbl No TenegoHy.
[okasaTenbCTBO C HyneBbIM pa3rnaweHvem. Cxembl
ayTeHTUduKaLumm.
1.3 [ononHuTtenbHble PasgeneHune cekpeta. CKpbITbI KaHan CBA3N.
NPOMEXYTOYHbIE MbicneHHbIN nokep. MbICIEHHBbIN MOKep C Tpems
NPOTOKOSbI UrpoKamum.
2. llabopaTopHble paboTbl
21 Pabota c npoTokonamu | PaspaboTtka MOgynsipHOro kanbkynstopa. [poTokonsl Kpuntorpaduyeckue
C HyrneBbIM pasrraweHnem. MNMpoTokonkl yaanéHHon NPOTOKOIbI
ayTeHTUuKaLmu. (10.05.01)
13.2. Tembl (pa3genbl) AUCUUNIUHBI U BUAbI 3aHATUN
Ne HavnmeHoBaHue Buabl 3aHaTuin (Yacos)
n/n | pasgena aUCUMNIUHBI
Nekuun | MNpakt. | J1ab. pab. CamocrosieneHas | KoHtpons Bcero
paboTta
1.1 Pacnpe,qu]eHme 10 0 16 8 34
KIMOYen.
1.2 AyTeHTndmKaums. 10 0 14 8 32
1.3 [lononHuTenbHbIE 8
NPOMEXYTOYHbIE 8 0 10 26
NPOTOKOSbI.
2.1 Pabota c 0 8 12 12 52
NPOTOKONaMm
Wtoro: 28 28 52 36 144




14. MeToaun4yeckume ykaszaHus ans oby4varowmxcsi N0 OCBOEHUK AUCLUNTIUHbI

OcBoeHve aucumMnnnHbl BKNOYaeT B cebsA NEeKUMOHHble 3aHATUS, nabopaTopHble
3aHATUA U CaMOCTOATENbHY paboTy obyyatowmxca. Ha nepBom 3aHATMM CTYAEHT nonyyaeT
NMHopmauuio 4ns AoCTyna K KOMMnekcy yd4ebHo-meToan4ecknx matepuarnos.

JIeKLMOHHbIE 3aHATMA NOCBALLEHBI PACCMOTPEHNIO TEOPETUYECKMX OCHOB AUCLMMNHDI.
JTabopaTopHble 3aHATMS npeAHasHadeHbl Ans  (opMMpoBaHMST YMEHUA U HaBbIKOB,
3akpenneHHbix komneteHumsamm no ONMOIM. CamocTtoaTenbHas paboTta CTygeHTOB BKIOYaeT B
cebsa npopaboTKy yyebHOro matepmana nekummn, paséop nabopaTtopHbIX 3agaHnn, NOArOTOBKY K
9K3aMeHy.

[na ycnewHoro OCBOEHWS AUCLMNIIMHBLI pekoMeHayeTca noapobHO KOHCNEKTMpoBaTb
NEKLUMOHHbIN MaTepuan, npocMaTtpuBaTb Npe3eHTauum (Npu HanuMyumn) No COOTBETCTBYHOLLEN
Teme, n3y4yaTb OCHOBHYIO W JOMNONHUTENBHYIO NUTEepaTypy pekoMmeHayemomn bubnunorpaduum,

Mpn mcnonb3oBaHUM AUCTAHUMOHHBIX OBpa3soBaTefibHbIX TEXHOMOrMA U 3NEKTPOHHOMO
obyyeHns BbINONHATbL BCE YKasaHua npenogasatenenm no pabote Ha LMS-nnatdopwme,
CBOEBPEMEHHO MOAKMYaTbCa K online-3aHATNAM, cobntogate pekoMeHaaunn nNo opraHnsaunm
CaMOCTOATENbHOWN paboThl.

15. lepeyeHb OCHOBHOM WU [AOMNONHUTENILHOW §NUTEpaTypbl, PeCypCcoOB MWHTEPHET,
Heob6XoAUMbBIX AN OCBOEHUA AUCLNIIUHDI

a) OCHOBHas nutepaTypa:

Ne

McToYHMK
n/n

KopHueHko, A. A. Kpuntorpadgudeckme MeToabl 3alimThl HpopMaumm : yuedHoe nocobue / A. A.
KopHueHko, M. J1. TnyxapeB. — CaHkt-IMeTepbypr : MIYTIC, [6. r.]. — Yactb 1 — 2017. — 64 c. — ISBN
1 |978-5-7641-1053-0. — TeKCT : aNeKTPOHHbIN // JlaHb : anekTpoHHO-6ubnmoTeyHas cuctema. — URL:
https://e.lanbook.com/book/111765 (naTta obpawenus: 10.02.2020). — Pexum goctyna: ons asTopuma.
nosib3oBaTenemn.

KopHueHko, A. A. Kpuntorpadguyeckme MeToabl 3alimTbl MHpopMaumm : yuebHoe nocobue / A. A.
KopHueHko, M. J1. Tnyxapes. — CaHkT-lNeTepbypr : MIMNYTC, 2018 — Yactb 2 — 2018. — 63 c. — ISBN
2 |978-5-7641-1215-2. — TeKCT : aNEKTPOHHbIV // JlaHb : aNeKTpOHHO-6MGnmoTeyHas cuctema. — URL:
https://e.lanbook.com/book/138103 (naTta obpawieHus: 10.02.2020). — Pexum goctyna: ons asTopuma.
nons3oBartenemn.

0) gononHuTenbHasa nureparypa:

Ne UcTouHunk

n/n
MyruH, B. B. Kpuntorpaduyeckne npoTokornbl : y4ebHoe nocobue / B. B. MNyruH. — Camapa : NIYTK, 2019.

3 |— 68 c. — TeKcT : aneKkTpoHHbIN // JlaHb : anekTpoHHO-0MbnmnoTedHas cuctema. — URL:
https://e.lanbook.com/book/223319 (naTta obpaweHus: 20.01.2020). — Pexum goctyna: ons asTopums.
nons3oBartenen.

Canun B. H. KpunTtorpadumyeckne metogbl U cpeactea 3awwmtbl MHgopmauun / B. H. Canuin. — 2010.
4 | (URL:http://www.sgu.ru/files/nodes/11017/V.N._Saliy._Kriptograficheskie_metody_i_sredstva_zashchity _inf
ormacii.doc) (gata obpawenus: 12.05.2019)

B) MHOPMALMOHHbIE ANEKTPOHHO-06pa3oBaTeNbHbIE PECYPChI:
Ne
n/n
5 | 3nekTpoHHO-6MbNmnoTevHas cucrema «JlaHb» - Pexkxum goctyna: https://e.lanbook.com
6 | OneKkTpoHHLIN KaTanor Hay4Hown 6ubnmoTekn BopoHeXKCKOro rocyaapCcTBEHHOIO yHMBEpCUTETa. — Pexum

poctyna: http//:www.lib.vsu.ru.

7 | Kpuntorpaduyeckme npotokonsl (10.05.01)/CtenaHew FO.A. - O6pa3oBaTenbHbIi NopTan « QNeKTPOHHbIN

yHuBepcuteT BI'Y». — Pexum goctyna: https://edu.vsu.ru

McTouHMK

16. MNMepeyeHb y4eOHO-MeTOANYECKOrO ob6ecnevyeHns AN CaMOCTOATEeNIbHOU paboTbl

B kayectBe (opmbl OpraHuMsauMmM camoCcToATeENbHOW  paboTbl  NPUMEHSATCA
MeTOoANYECKME YKa3aHus Ans CaMoOCTOSATENbHOrO OCBOEHUSA N NpnobpeTeHnst HaBbIKOB paboTbl
CO cneywanuamMpoBaHHbIM nporpamMmmMHbiM  obecneveHmeMm. CamocTtoaTenbHas paboTta



CTYOEHTOB: U3y4yeHMe TeopeTMYEeCcKoro Matepuana; noarotoBka K nekuuam, pabora ¢ yuebHo-
MeTOANYECKON NUTepaTypon, NOAroToBKa OTYETOB NO nabopaTopHbIM paboTam, NoAroToBKa K
9K3aMeHy.

Ona obecnevyeHnss camMocToATENbHOM paboTbl CTyQEHTOB B 3NEKTPOHHOM Kypce
ANCLMNIIMHBI Ha oBpasoBaTenbHOM nopTane «ANeKTPOHHbIM yHuBepcuteT BIY» ccopmmpoBaH
y4ebHO-MeToQMYECKUIA KOMMIIEKC, KOTOPbLIAN BKMoYaeT B cebs: nporpammy Kypca, ydYebHble
nocobus M cnpaBOYHble MaTepuarnbl, MeTOAUYECKME YKa3aHWs MO BbINOSTHEHUIO 3adaHui
nabopaTtopHbix pabot. CTygeHTbl nony4arT AOCTyn K OaHHbIM MaTepuanam Ha nepBoM
3aHATMM MO AUCLUNIINHE.

17. O6pa3oBaTtenbHble TEXHONMOMNU, UCNonb3yeMble Npu peanusaumm y4eoHom
AUCLUMNNUHBI, BKNOYasa AUCTaHUMOHHbIe oGpa3oBaTtenbHble TexHonoruu (A4O0T),
3NneKTpoHHoe obyyeHue (30), cmewaHHOe 06y4eHue)

OucumnnuHa peanu3yeTcss C MPUMEHEHMEM 3NEKTPOHHOrO 00y4YeHUs M OUCTAHLMOHHbIX
obpasoBaTtenbHbIX TeXHONorMn. [ns opraHM3auumn 3aHATMA PEKOMEHAOBaH OHManH-KypC
«Kpuntorpadpuyeckne npotokosnbl (10.05.01)», pasmelleHHbIn Ha nnatopme INEeKTPOHHOro
yHuBepcuteTa BI'Y (LMS moodle), a Takke VIHTepHeT-pecypchl, npuBeaeHHbIe B n.158.5.

18. MaTepnanbHo-TeXHU4YeCKoe obecrneyeHme ANCUMUNIINHbI

YyebHas aygutopus ansa nekumin: cneumanuanposaHHas mebernb, KOMMNblOTep NpenogasaTtens,
MYIbTUMEANNHBIA NPOEKTOP, SKPaH.

YyebHas aygutopus ansa nabopaTopHbIX 3aHATUI: cneumanuanpoBaHHas meberb,
nepcoHanbHble KOMMNbIOTEPbI, MyNbTUMEANNHDBIN NPOEKTOP, 3KpaH, nabopaTopHoe
obopygosaHue nporpammMHo-annapaTHbIX cpeacTB obecnevyeHnsa NHPOPMaLNOHHON
©e3onacHocTu.

Ayauntopusa ans caMocTosTenbHOM paboTbl: ydyebHas mebenb, KOMMbTEP C BO3MOXHOCTbLHO
NOOKITIOYEHNST K CeTU «MHTEPHET» M 3MEKTPOHHOM NnaTtdopme ONEeKTPOHHOro YHMBEpcUTeTa
BIy.

MporpammHoe obecneveHne: OC Windows v.7, 8, 10, Habop yTunuT (apxueaTopbl, pann-
meHekepbl), LibreOffice v.5-7, Foxit PDF Reader.

Cnucok aygutopuin ®KH:

394018, r. BopoHex, nnowaab YHuBepcuteTckad, g. 1, kopnyc 1a, ayq. 479

YyebHas aygutopusa: cneumannanpoBaHHas mebenb, KomnbioTep npenogasartens i5-8400-
2,8y, moHuTOop € KK 19”7, MynbTUMeWIHbIA NPOEKTOP, 3KpaH

394018, r. BopoHex, nnowanb YHuBepcuteTckas, g. 1, kopnyc 16, ayg. 505n
YyebHaga aygutopus: cneunanuanpoBaHHas mebenb, KomnbloTep npenogasatens i5-3220-
3.3y, MmoHuTOp € KK 177, MynbTUMEeOMIHbIA NMPOEKTOP, 3KpaH

394018, r. BopoHex, nnowanb YHusepcutetckas, 4. 1, kopnyc 1a, aygutopus 292
YuebHas aygutopus: cneumannsnpoBaHHas mebenb, KomnbioTep npenogasartensa Pentium-
G3420-3,2ITu, moHuTop ¢ KK 17", MynbTUMeauIiHbIA NPOEKTOP, aKkpaH. Cuctema ans
BuaeokoHdepeHuun Logitech ConferenceCam Group u HoyToyk 15.6” FHD Lenovo V155-
15API

394018, r. BopoHex, nnowanb YHuBepcuteTckasa, g. 1, kopnyc 1a, aya. 380
YyebHaga aygutopus: cneunanuanposaHHas mebenb, KomnbloTep npenogasatens i3-3240-
3,41 Ty, moHuTOp € KK 177, MynbTUMEOMIHbINA NPOEKTOP, 3KpaH

394018, r. BopoHex, nnowanb YHuBepcutetckas, 4. 1, kopnyc 16, aygutopma 291



YyebHaga ayautopus: cneumnanuanpoBaHHas mebenb, nepcoHarnbHble KOMMboTepbl Ha 6ase 13-
3220-3,3'Ty, moHuTopbl KK 197 (16 WT.), MyNnbTUMEANNHBIA NPOEKTOP, SKPaH.

394018, r. BopoHex, nnowaab YHuBepcuteTckasa, a. 1, kopnyc 16, aygutopua 293

YyebHaga ayautopus: cneunanuanposaHHaa mebenb, nepcoHanbHble KOMMboTepbl Ha base
Core i7-11700K-3.6 T, moHuTOpbI KK 24” (16 WT.), MyNbTUMEANNHLIN NPOEKTOP, IKPaH.
INNaBopaTtopHoe ob6opynoBaHue KomnbloTepHON rpadmkm Bugeoagantepbl GeForce RTX 3070.

394018, r. BopoHex, nnowanb YHuBepcuteTckasd, g. 1, kopnyc 1a, ayautopus 297
YyebHas ayguTtopus: cneyuanmanposaHHaa mebenb, HoyToykn HP EliteBook Ha 6a3e Intel Core
i5-8250U-3.4 Ty, moHuTOpb! KK 247 (16 WT.), MyNnbTUMEANNHBIA NPOEKTOP, SKPaH.

394018, r. BopoHex, nnowaab YHusepcutertckas, a. 1, kopnyc 1a, ayautopus 382
YyebHasa ayautopus: cneumanmampoBaHHas Meberb, nepcoHarnbHble KoMNbloTepbl Ha H6ase i5-
9600KF-3,71 T, moHuTOpb! KK 24” (16 wT.), TB naHenb-hnunyapT.

394018, r. BopoHex, nnowaab YHuBepcuteTckasd, g. 1, kopnyc 1a, ayautopus 385
YyebHasa ayautopusa: cneumnanuanpoBaHHas mebenb, nepcoHarnbHble KOMMboTepbl Ha 6ase 13-
2120-3,3 Ty, MoHuTOpb! KK 197 (16 WT.), MyNnbTUMEOUNHBIA MPOEKTOP, 3KPaH.

394018, r. BopoHex, nnowaab YHuBepcuteTckas, 4. 1, kopnyc 1a, ayautopus 387
YyebHas ayguTtopus: cneunannanpoBaHHaa mebenb, komnbtoTep npenogasatena Core2Duo-
E7600-3ITy, moHuTOop ¢ XKK 22”7, MynbTUMEOUNHBLIN NPOEKTOP, 3KPaH.

394018, r. BopoHex, nnowanb YHuBepcuteTckas, 4. 1, kopnyc 16, ayautopus 314n
YyebHasa ayguTopus: cneunanmaMpoBaHHas Mebenb, nepcoHarnbHble KOMMbloTepbl Ha 6ase i3-
7100-3,6I'Tw, moHuTOopbl XKK 19” (16 WT.), MyNnbTUMEANNHBIAN NPOEKTOP, SKPaH.

394018, r. BopoHex, nnowaab YHuBepcuteTckas, 4. 1, kopnyc 16, ayautopus 316n
YyebHas ayguTtopus: cneumannsnpoBaHHas mebesnb, nepcoHarnbHble KOMMNboTepPb! Ha base i3-
9100-3,6I' T, moHuTOpbl XKK 19” (30 WT.), MyNnbTUMEANNHBIA NPOEKTOP, SKPaH

394018, r. BopoHex, nnowaab YHuBepcuteTckas, 4. 1, kopnyc 16, ayautopus 303n

YyebHas aygutopus: cneumannsnpoBaHHas mebenb, nepcoHasnbHble KOMMNbTEPLI Ha 6ase i3-
8100-3,9I'Ty, moHuTOopbl XKK 24” (13 WT.), MyNnbTUMEANNHBIA NPOEKTOP, SKPaH.
JTabopaTopHoe obopyaoBaHMe NporpaMmMHo-annapaTHbIX cpeacTs obecneyeHuns
MHpopmaunoHHon 6e3onacHOCTU: NepcoHanbHble KoMnbloTepbl Ha 6a3e Intel i3-8100 3.600M u,
MoHuTOpbI KK 19” (10 WT.), cTOMKa (KOMMYHUKALMOHHBIN LWKad), ynpaBnsemMbli KOMMyTaTop
HP Procurve 2524, annapaTHbin mexceTtesoun akpaH D-Link DFL-260E, annapatHbin
mexceTteBon akpaH CISCO ASA-5505. nabopaTopHas BupTyanbHasa ceTb Ha 6ase Linux-
KVMI/LibVirt, B3anmogencreytowias ¢ ceteBbiMu 3kpaHamn. USB-cunTtbiBaTenn cmapT-kapT
ACR1281U-C1 n ACR38U-NEO, cmapT-kapTel ACOS3 72K+MIFARE, kapTbl namatn
SLE4428/SLE5528. YuyebHo-meTOaNYECKNN KOMMeKe "lMporpaMmmHo-annapaTHas 3awuTa
ceten ¢ 3awmton ot HCQ" OAO "MHdoTeKC".



19. OueHo4HbIe cpeaCcTBa ANs NpoBeAeHUs TeKyLen U NPOMEXYTOYHOM aTTecTaLuumn

Mopsaok oueHKN ocBOeHUs 06y4arLWmMMnca yuyebHoro matepuana onpegensieTc cogepXxaHmem
crepylowmx pa3genos AUCUUNIIUHDI:

Ne HaumeHoBaHwus pasgena KomneTteHuums(n) WHankaTop(bl) OueHouHble cpeacTBa
n/n ANCUUNNNHBI OOCTUXEHUSI
KOMMNeTeHLMn
1 PacnpegeneHue kno4en. OrlK-10 Orl1K-10.7-10, 20 KoHTponbHas pabota
2 AyTeHTUdUKaUus. Or1K-10 Ol1K-10.7-10, 20 KoHTponbHasa pabota
3 [ononHutenbHble Orl1K-10 Or1K-10.7-10, 20 KoHTponbHas pabota
NPOMEXYTOYHbIE MPOTOKONbI.
4 PaboTta c npoTokonamm Or1K-10 Or1K-10.9-11, 20 JlabopaTtopHble paboTbl
lMpomexyTouyHast aTTectauus, opma KOHTpPons - 3a4eT MepeyeHb BONpOCOB
(KMMNe1)

20 TunoBble OLEHOYHbIe cpeAcTBa M MeToAMYECKMe MaTepuanbl, onpeaenstowme
npoueaypbl oLueHUBaHUs

20.1 TeKywWmMN KOHTPOJb yCNeBaeMoCTun
KoHTponb ycneBaemMocT MO AUCUUNIIMHE OCYLLEeCTBASETCS C MOMOLLbIO  CreayroLmnx
OLIEHOYHbIX CPeACTB:

— KOHTPOJSIbHblE paboThl,

— nabopaTopHble paboThbl.

lNMepeyeHb KOHTPONbHbLIX paboT

[MpoTokonbl 1 Ux Knaccuukaums.

O6meH kntovamn cpeacTBaMmm CUMMETPUYHOW KpunTorpaduu.
[MpOTOKONbI OTKPLITOrO pacnpeaeneHuns Kroyen.

[MpoTOoKONbI NepeaayYm CEKPETHOrO KitoYva Nno OTKPbITOMY KaHarny.
AyTeHTudMKauna npyn BXxoge B CUCTEMY.

BpyyeHune 6utoB Ha xpaHeHue.

BpocaHne MoHeTbl No TenedoHy.

[lokasaTenbCTBO C HYNEeBbIM pasrnalleHnem.

CxeMbl ayTeHTUdMKaUUN.

10. MeToabl pasgeneHust cekperta.

11. CKpbITbIN KaHar CBA3MW.

12. MbICrieHHbIN nokep.

13. MbICnEHHbIN NOKEpP C TPEMSI UTPOKaMM.

CONSORWN=

TexHonorus npoBegeHus

CtyneHT BblbnpaeT BapuaHT 3agaHus, OPUEHTUMPYSCb HA HOMepP 3a4eTku (nocrnegHss uudpa).
CTynoeHT BbINOMHAET nNpeanioxXeHHoe npenogaBaTeneM 3ajaHve, MpeacTaBnsieT ero B
NMMCbMEHHOM Buae, nNpu  HeobXxoOUMOCTW, KOMMEHTUMPYET BbIMOMHEHHbIE  AEUCTBUS,
aHanuaupyeT M uHTepnpeTupyeT pesynbtaTtbl. B Kypce npegyCMOTpPeHO ABE KOHTPOSibHble
paboThl (4BE TEMbI U3 CNUCKA).



Kputepun oueHuBaHus

YpoBeHb
Kputepun oueHMBaHNs koMneTeHLN cchopmumpoBaHH LLikana oueHok
ocTH
KOMMeTeHUun

Bce 3agaHus KOHTPOMbHOM paboTbl BbINOMHEHbI, apuPMETUYECKMX U | [TOBbILLIEHHbIN OTnuyHo
normyeckux ownboK HeT, NOKa3aHO BNageHne TEPMUHOMOTNEN. YypOBEHb
Bce 3agaHua KOHTpOMNbHOM pPaboTbl BbIMNOMHEHbI, HO MMEKT MECTO baszoBbli Xopouo
OblTb He3HauuTenbHble owWubKM (apudmeTuyeckne, normyeckne, B YPOBEHb
TEPMUHOMOrnN).
He Bce 3apaHua KOHTPOMbHOM PabOoTbl BbINOMHEHbI N UMET MECTO Moporosbin YposneTsopu-
ObITb HecylLeCcTBEHHble OWWOKN (apudmeTnyeckne, norunyeckne, B YypOBEHb TENbHO
TEPMUHOMOTUK).
3agaHust KOHTPOmnbHOW paboTbl He BbIMOMHEHbI WM UMEKT MECTO - Heynoenetso-
ObITb CyLlecTBEHHble OWWOKN (apudpmeTudeckne, rnornyeckme, B pUTENBHO
TEpMUHOMOrun).

MNMepe4yeHb NnabopaTopHbIX paboT

1 JlabGopaTopHas paboTa Teopemuyeckue ceedeHus
Ne1 Tema: paspaboTka 1. OCHOBHbIE NOHATUS U CBOWCTBA MOAYNSAPHON apupMeTUKN.
MOAYNSAPHOro 2. Onepauun cpaBHeHUs MO MOAYIHO.
KanbKynsaTopa. 3. ObpaTHble NO MOAYI0 BENUYMNHbI.
4. Bo3BefeHve B cTeneHb No Mogynto.
lpakmuyeckas 4acmab
Peanusaums MoaynsipHOro karnbKynsatopa Ha OOHOM M3  513blKOB
NporpaMMmpoBaHms.
2 JlTabGopaTopHas paboTa Teopemuyeckue ceedeHusi
Ne2 Tema: NpoTokonbl ¢ 1. OnpepgeneHue n cBOMCTBa NPOTOKOMOB C HYNEBLIM
HyNeBbIM pa3rnalleHreM. pasrnalleHnem.
2. Mpotokon Nmnny — Kuckatpa.
3. Tlpotokon ®uarta — Wamupa.
4. TlpoTtokon LLHoppa.
lpakmuyeckas 4acmap
1. Peanusauwmsa n uccrnegosaHue NpoTOKOSIOB.
2. MNogrotoBka u 3awmTa oT4€Ta No naboparopHon pabore.
3 JlabopaTopHas paboTa Teopemuyeckue ceedeHusi
Ne3 Tema: NpoTokonsl 1. MoHnATre ayteHTUmkaumm.
yAanéHHowm 2. MexaHu3mbl ayTeHTMdMKaLmm.
ayTeHTudumKauun. 3. MexaHu3mbl NpefocTaBneHus npas.
4. YpanéHHasa ayTeHTudukaums.
5. MNpoTtokonbl PAP, CHAP, S/KEY.
lNpakmuyeckas Yyacmpb
1. Peanunsauusa npotokonos PAP, CHAP, S/KEY B Buge
NPUNOXeHns
2. NopgrotoBka u 3awmTa oT4€Ta No naboparopHon pabore.
Mpumep cbopmupoBaHus 3agaHusa K nabopatopHon pabote
1. O3HaKoMUTbLCA C ABYMS NPOTOKONIAaMU OTKPbITOrO pacnpeaeneHns KIoyen.
2. |/|3y‘-II/ITb n npmeecTtmn onncaHme ogHoro n3 Hanbonee SC*)C*)eKTI/IBHbIX MPOTOKOJIOB.
3. Peanusosatb ¢ nomouybto MM Maple nnm Ha kakom nmMbo A3bike NporpaMMMpoOBaHUS
anroput™ Oudocpun-Xennmaxa.
4. PaspabotaTtb 1 peanusoBaTtb anroputm 6pocaHma MOHETbI N0 TeNeoHy.
5. OTBETUTb HA KOHTPOJSIbHbIE BOMPOCHI.
6. CoctaBuTb OTYET O NpoaenaHHon paboTe.




TexHonorua nposeaeHus
Bce nabopaTtopHble paboTbl 06s3aTeNbHbI AN BbINONHEHWE. 3agaHue aBnseTca obwum ans
BCEX, BbIMOMHAETCA MHAMBMAYaNbHO No4 HabngeHMem npenogaBsaTtens.

Kputepun oueHuBaHus
— OUEeHMBaeTCs «3a4TeHO», ecnn paboTa BbINofIHEHA B NONTHOM o6beme (NpuBeaeHbI BCe
3aZlaH1s U OHWU NpaBuUibHble, AaHbl MOSACHEHUS);
— OueHMBaeTCs «He 3a4TeHo», paboTa BblNOSIHEHA HE MOMHOCTLIO UMW B NpeaCTaBneHHON
4acTU MHOrO OLUMNBOK.

20.2 NMpomexyToyHana aTrecTauums

MpomexxyToyHas aTTecTtaumsi No AMCUMMIIMHE OCYLLECTBMNSETCS C MOMOLLbI0 Creayowmx
OLIEHOYHbIX CPEACTB: BOMPOCHI K 9K3aMeHY.

MNepeyeHb BonpocoB K 3k3ameHy (KUM Ne1)

Mepeuncnute pexumbl paboTbl obyyatrowen nporpammbel DES Tutorial.
KakoBa gnuHa kntoya anroputma DES?

UTo 03HavaeT BblpaxeHue "KoHKaTeHaunsa BUToBbIX CTPOK accounaTuaHa"?
YUTto npeacrasnsieT cobon onepauunsa no Moaynto asa?

YTo Takoe KpunTonorud, Kpuntorpamma, Kpuntorpadusi, KpyuntoaHanma?

B 4em cocTtouT ocHOBHasa nges wndpoBaHns AaHHbIX?

B 4em pasnuyne n B 4em cxo4CcTBO LWMPPOBaAHUS U KOAUPOBAHUA?

B 4em pasnunune TepmmHoB "gelumndpoBaHme” n "pacwmndposaHue"?

. Ansa peleHunsa Kakmx 3agay ucnonb3yeTcs kKoguposaHue nHgopmMmaumm?

10 MpuBeguTe anropuT™M nepexoaa OT ABOMYHOW CUCTEMbI CHUCTIEHNS K ECATUYHON 1
HaobopoT.

11. MpueeauTe anroputm nNepexoaa oT LLECTHAALATEPUYHON CUCTEMbI CHUCTIEHNS K
AEeCATUYHOM 1 HaobopoT.

12. OnuwnTe cxeMy CMMMETPUYHOIO LIMMPOBAHNA MHGOPMALIMN.

13. Yro sBnsertca aprymeHToM yHKUUM W poBaHus F?

14. MpueeauTe ynpoLLEHHYI0 cxemy anroputma wudgposaHus DES?
15. MpueeauTe ynpoLuéHHyo cxemy anroputma paclungposaHus DES?
16. Mpuseaute cxemy peanusauum yHKUUM WNdpoBaHus F.

17. OnuwnTe anroputm peanusauum "dyHKUM npeobpasosaHus S(i).

18. Yto o3HauaeT dpasa "npouecc paclundpoBaHUS AaHHbIX ABSETCA MHBEPCHbLIM MO
OTHOLLEHUIO K npoueccy wngposaHnsa”?

19. Kakune npeobpasoBaHus NCMONb3YOTCA NPY peanuaaumn QyHKLUN LWNdPOoBaHUS
F(R,K)?

20. Kakve 6uThbl Knioya He BNUAIOT Ha LundposaHue? [na Kakux uene MoryTt
NCNonb30BaTbCsA 3TN OGUTHI?

21. Pacwudpyite cokpatieHune "DES".

22. Mouemy (1 Kakne?) nporpaMmma Ao6aBnsaeT CMMBOIbI K CTPOKaM, pasMepbl KOTOPbIX He
KpaTHbl BOCbMU?

23. Ons kakon uenu 6bina paspaboTtana nporpamma "DES Tutorial"?

24. Yto Takoe  KPUMTOCTOMKOCTb?  KakoBbl  KOMUYECTBEHHbIE  XapakTepPUCTUKU
KpUNTOCTOMKOCTN?

25. OnuwmnTe anroputM nonyyeHus 48-6utosbix kroven K(i).

©CoNoOGORWN =



26. OokaxuTe, uto Tabnuua 2 ("KoHe4YHasi nepectaHoBka") ABnsieTca o6paTHON no
OTHoLWeHuo Kk Tabnuue 1 ("HavYanbHas nepecTaHoBka").

27. OnuwnTe YNpoLLEHHYIO CXEMY aCHMMETPUYHOTO LIMADPOBAHMS.

28. KakoBa MakcuMmarnbHas anvHa OTKpbITOro Tekcta B nporpamme DES? MoareepanTe
3KCnepuMeHTarbHO.

29. B yeM pasHuLa Mexy 3aKpbITOW, CEKPETHOW 1 KOHdMAEHLManbHON nHgopmaumnen?

30. Yro TaKkoe LeHa 1 LeHHOCTb UHAOPMaLN?

31. Yrto nogpasymesaeTcs nos aPdeKTUBHOCTLIO 3aLLMUTHI UHAPOPMaLMN?

32. Y10 Takoe cuctema 6esonacHocTu?

33. B yem 3aknovaloTcsa noctynartebl 6e30nacHoCTU?

34. Yem pgocturaetcs obecneyeHvne 6e30nacHOCTU?

35. Yro Takoe cnocobbl 3awuThl MHPOPMaLMn?

36. Yto Takoe NpocTpaHCTBEHHOE, BpEMEHHOE, CTPYKTYPHOE 1 3HEPreTUYECKoe CKpbITHe
nHpopmauunn?

37. B 4em coCTOAT Lienu 3almTbl MHopmaumum?

38. OxapakTtepusyinTe dusnyeckme cUcTeMbl 3almTbl MHOOPMALIMN.

39. Ha kakue knaccbl pasaenaiTcs UHXEeHEePHO-TEXHNYECKMe CpeacTBa 3allmTbl
MHdopMmauunmn?

40. B yeM nposiBNATCA Yrpo3bl MHopMmaumum?

41. Yto Takoe NHXKEeHepHO-TEXHNYecKas 3almTa nHdopmaumum?

42. Kakum 06pa3om KnaccuuumpyeTcst MHKeHepHO-TeXHUYecKas 3alumra nHgopmauum?

43. Yto Takoe nHopMaLmMoHHas 6e30MacHOCTb?

44 . Yro Takoe 3awmta nHdopmaummn?

45. Mepeuncnute BO3MOXHbIE BUbI yTeueK nHdopmaLmm.

46. OxapakTepusynte MeToabl CUMMETPUYHOTO LUMPPOBAHUS AaHHbIX.

47. Yto Takoe OTHOLLUEHNE CPAaBHUMOCTN?

48. Yto HasbiBaETCHA NOMHLIM HAGOPOM BbLIYETOB MO MOAYIO N (N — LiENoe YNUCo)?

49. ChopmynupyiiTe OCHOBHbIE 3aKOHbI MOAYNSAPHON apUdMETUKM.

50. Yro npeacrasnset coboit pyHKUMS ditnepa?

51. B yem coctouT Teopema Jiinepa?

52. Copmynupyinte manyto Teopemy depma.

n
53. Kak HaiiTn cpyHKumto Jiinepa gp(H piri ), rae p; —npocTble uncna, 1 u F; -
i=1
HaTyparnbHble yncna?
54. Naite onpeneneHvie BENUYMHbI, 06paTHOM LEenoMy Yncny d no Moaynto 7.
55. OxapakTepu3syinTe OCHOBHbIE CMOCODLI HAXOXAEHWS 06paTHBIX MO MOAYIIHO BEMUUMH.

56. Yto Takoe AuckpeTHbIn norapudm? B uyem 3aknioyaetca npobrnema OUCKPETHOro
norapmgmMmpoBaHuna?

57. Naiite onpeaeneHve KpuntocucTeMsl (Lundpa).
58. Yro Takoe kpuntocuctema Anb Mamana?

KpuTepumn oueHKM OTBETOB Ha BONPOCHI 3K3aMeHa
Ans oueHvBaHWsA pe3ynbTaToB 0Oy4yeHWMs Ha 3k3ameHe ucnonb3yetcs — 4-6annbHas wana:

«OTMNNYHO»,  «XOPOLLO»,  «YOOBINETBOPUTENBLHO»,  «HEYOOBNETBOPUTENBLHO»,  KpUTEpUM
OLlEHMBAHNA MpUBEAEHbI HUXKE.



OueHka «OTNAMYHO» - CTYOEHT [OEeMOHCTpupyeT rnybokoe noHMMaHue TeMbl, YymeeT
PacnpoCTPaHATb BbiTEKAKOLINE N3 TEOPUN BbIBOAbI.

OueHka «XOpoLo» - CTYAEHT OEMOHCTPUPYET MOHMMaHUE TEeOPETUYECKUX MONOXEHUNA TEMbI U
0a30BbIX MOHATUM, HO [OOMNyCKaeT HETOYHOCTM B OTBETaX, WCMbITbIBAET 3aTpygHEHUS B
NPUMEHEHNN 3HAHUW K aHann3y COCTOSIHUSA NpoeKTa.

OueHka «yooBneTBOPUTENBHO» - CTYAEHT OTBEYAET HE Ha BCE NPEeASIOKEHHbIE BONPOCHI, HO HE
MeHee, 4YeM Ha TMOfIOBMHY W3 HUX; HEe [EeMOHCTPMpPYeT CMnocOOHOCTU NpPUMEHEHNS
TeopeTMYEeCKNX 3HaHUM N9 aHann3a cutyauun.

OueHka «HeyooBNETBOPUTESIbHO» - CTYOEHT LEMOHCTPUPYET HENoOHUMaHWe TeopeTU4ecKnx
OCHOB 1 6a30BbIX NOHATUN Kypca.

OueHka  MpoOMEXyTo4HOW aTtTecTaumm OPMUPYETCS Kak WHTerpanbHas oOueHka Mo
cnegyouwen gopmyne:

anom_am = 072QI(P1 + 072QKP2 + O’6Q3K3

[Mpn OKpyrneHnn oueHKN NCnonb3yeTcs NPaBuio NPaBUIIbHOIO okpyrneHud. MNMpu nonyvyeHum
OLEHKM He MeHee 3 6annoB, BbICTABAETCA «3a4TEHO», MeHee 3 6annoB - «He 3a4TeHoy. [Mpwn
3TOM, BCe nabopaTtopHble paboThbl AOSKHbI ObITb BbIMOMHEHbI U 3aLUULLEHbI.



