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9. lenu 1 3apgaum y4e6HON AUCLMNIIUHDI

Llensimu oceoeHusi y4ebHOU OucyurniuHbl S671sIK0MCs:

- 0by4eHune CTygeHTOB OCHOBaM MOCTPOEHUS U NPUMEHEHUSA CUCTEM OBHapPY>XeHUS K
npeaoTBpaLLeHNs BTOPXXEHWI;

- oby4eHune CTygeHTOB NpMHUMNaM 1 meTogam 3awmuTbl MHOPMaLUN B KOMMNbIOTEPHbIX
ceTax;

- N3y4eHune CpeacTB 3amTbl HpopMauumn B MHPOPMALIMOHHO-aHANUTUYECKNX
cuctemax.

3adayu y4ebHoU OucyunuHbI:

- HayunTbcs opmanu3oBaTb 3agady ynpaBneHust 6e30MacHOCTb0 MHPOPMALMOHHbBIX
CUCTEM U MOAENMPOBaTb yrpo3bl 6e30nacHOCT NHOPMaUnK;

- OCBOWTb HaBblkM aOMUMHUCTPUPOBAHUSA CUCTEMbl 3aWMTbl  MHGOPMaumMmM OT
HEeCaHKLUMOHMPOBAHHOMO AOCTYyNa U BO3OENCTBUS;

- OCBOWTb HaBblkM aAMWHUCTPUPOBAHUS CUCTEM OOHapyXeHuUst U npeaoTBpaLleHus
KOMMbIOTEPHbLIX aTak.

10. MecTo y4yebHOM AncuunnuHbl B cTpyktype OlMNOI:

AvcumnnuHa «CucteMbl OBHapyxeHus W npegoTBpalleHUs KOMMbIOTEPHbIX aTtak
(IDS/IPS)» oTHoCUTCA K 4acTtun, hopMmpyemMomn yyacTHMKamu obpasoBaTerbHbIX OTHOLLEHMUM
Broka 1. AucumnnuHel (Mogynmn).

11. MnaHupyemMble pe3ynbTaTbl 00y4YeHUsi MO AuUcuUnNnuHe/Moaynio (3HaHUA, YMeHwus,
HaBbIKW), COOTHECEHHbIe C NNIaHUPYyeMbIMU pe3yrbTaTaMu OCBOEHUsi o6pa3oBaTenibHOMU
nporpaMmmbl (KOMNeTEeHLUMSAMU) U MHAUKATOPaMU UX OOCTUKEHUA:

Kog HasBaHve koMneTeHuum Kog(bl) NugukaTop(bl) lMnaHnpyemble pesynbTatbl 06y4eHns
MK-1 | CnocobeH obecneymBaTtb MK-1.3 | CnocobeH 3HaTb: pasnuuyHble BuAbl U NPUHLMN
PYHKLMOHNPOBaHMe agMUHUCTpMpoBaTb | AENCTBUSA pasnuyHbIX CUCTEMBI
CpeacTB 3almThl CMCTEMbI obBHapyxeHus " npegoTepaLleHus
uHdopmaummn B obHapyxeHuns un KOMMbIOTEPHbIX aTak;
NHMOPMaLMOHHO- npegoTepaLleHns
aHanuTUYeCcKnx cuctemax KOMMbIOTEPHbIX YmeTb: onpedenaTtb CTeneHb  3almTbl
artak pacnpefeneHHon KOMMbIOTEPHON ceTn wu
BbIOMpaTh onTMmarnbHyo cuctemy
©e3onacHocTY;
Bnapetb: HaBblKaMm YyCTaHOBKM,

aAMUHUCTPUpPOBaAHNA CUCTEM 06Hapy>KeHv|;|
1 npegorepalleHna KOMMNbTEPHbIX aTak..

MK-2 | CnocobeH opraHnsoBbiBaThb | [K-2.2 | CnocobeH 3HaTb: UMb " xapakrtep yrpos
paboTbl MO BbINOMHEHMIO B MoOennpoBaThb 6e3onacHocTy nHopmaunu;
WHpOPMaLIMOHHO- yrposbl
aHanuMTU4ecKMx cuctemax 6esonacHocTn YmMeTb: MoZenupoBaTb yrposbl
TpeboBaHWi 3aLmThl WHpopmaLmnm 6e3onacHocTy MHpopmauny;

MHdopMaLnn

orpaHnyeHHoro gocTyna Bnagetb: nporpamMmHbIMM  cpeacTBamu
mModenupoBaHua  yrpo3  BesonacHocTu
WHopmaumu.

12. O6bemM gUucuUNNMHbI B 3a4eTHbIX eanHuuax/yac. — 4/144.

dopma NPoMeXyTOYHOM aTTecTauun. 3a4eT C OLLEHKON.
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13. TpyaoemkocTb No BMAam y4ye6HoOM paboTbl

TpyaoemMKoCTb
Bug yuebHon paboTbl Mo cemecTtpam
Bcero
7 cemecTp
KoHTakTHasa paboTta 100 100
nekuum 50 50
npakTnyeckmne 0 0
B TOM Yucne: nabopaTopHble 50 50
KypcoBasi paboTa
KOHTpOIbHbIe paboThl
CamocTtodaTtenbHasi paborta 44 44
MpomexyTodHas atTecTaums
WToro: 144 144

13.1. CopepxaHue QUCLMUNINHDI

Peanusauus
pasgena

Ne | HaumeHoBaHue pasgena OUCLUMINHBI C

CopepxaHue pasaena AUCUUNIVHBGI

n/n OVNCLUMNNUHBI NOMOLLbIO
OHNawH-Kypca,
QYMK *
1. Jlekyum
1.1 KomnbloTepHbIE CUCTEMBI Y MX KOMMOHEHTBI Kak OO beKTbI

3aWnThl. Yrpo3bl 6€30MacHOCTU 1 KaHarbl UX
BO34encTBus. HanpasneHnsa n meTtoabl 3aWmThbl
MHopMauun. MeToanka NOCTPOEHUSA 3aLLULLEHHBIX
KOMMbIOTEPHbIX cncteM. OpraHM3aunoHHble MeToabl U
cpeacTBa 3almThl KOMMLIOTEPHbLIX CUCTEM.

CucTeMHbIV noaxon, K
obecneyeHno 3aWwmnTbl OT
KOMMbIOTEPHbIX aTak

1.2 | Cpenctea BbIsIBfIEHNA U
nokanusaumm
ys13BUMOCTEN
KOMMNbIOTEPHbIX CUCTEM K
BO34EeNCTBM1IO Yrpo3
©e3onacHoCTH

Cuctembl obHapyxeHus atak (Intrusion
Detection Systems, IDS).

13 MeToabl M cpeacTBa OLEHKM 3aLUULLIEHHOCTU
KOMMbIOTEPHbIX cucTem. Cpeactea KOHTPONs 4ocTyna K
KOMMOHEeHTaM KOMMNbIOTEPHbIX cuctem. MeTtoabl 1
cpeacTBa obecneyeHnss 6e30NacHOCTU NEKTPONUTAHMUS
MpakTrka npyuMeHeHnst KOMMbIOTEPHbIX cucTtem. MeTtoapl 1 cpeacTea
rapaHTUPOBAHHOIO YHUYTOXeHUS nHdopmaumm. Metoasl
W CpeacTBa BbISIBNEHUS 1 NIOKann3aummn yreyek
UHOPMALIMK NO TEXHUYECKUM KaHanam.

2. lMpaKkTnyeckune 3aHaTusa

2.1

2.2

3. llabopaTopHbie 3aHATUS

3.1 Mpumepbl coBpeMeHHbIx KC. XapaktepucTtuka
KOMMNoHeHToB KC C TOYKM 3peHust yI3BUMOCTH K
BO3JENCTBMIO yrpo3 6e3onacHoCTu.

Knaccudmkauus n xapakrepuctuka kaHanoB 1 cnocoboB
BO34enNcTBuMA yrpo3 6esonacHocTn Ha KC.

Hanpasnenus 3awutbl NporpaMm, AaHHbIX U APYruxX
komnoHeHToB KC. Knaccudukaumss METOAOB U CPeacTB
3awmTbl MHpopmauun. CpegcrTBa MOOENMPOBAHUA aTak U1

CucTteMHbIV noaxon, K
obecneyvyeHunto 3alunTbl OT
KOMMbIOTEPHbIX aTak
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BO3JENCTBMSA pasfIMYHbIX Yrpo3 Ha KOMNoHeHTbl KC.
CuunTbiBalOLNE YCTPONCTBA. DNEKTPOHHLIE KITHOYMU.
BromeTpuyeckne cuctembl KOHTPONSA AocTyna.
lMporpaMmbl 4N co3gaHus 3allUmLLEeHHbIX (dannos, Nanokx,
nornyecknx OMCKoB. Xapakrtepuctuka cuctemol 3U ons
cnoxHbix KC.

MeToavka NnocTpoeHus KOMMNNEKCHbIX cuctem 3awwuTtbl KC.

3.2 | CpeacTea BbISIBIEHMS U
nokanusauum
Ys13BUMOCTEN Cuctembl obHapyxeHus aTak (Intrusion Detection
KOMMbIOTEPHBLIX cUcTeM K | Systems, IDS).

BO30EWNCTBUIO Yrpo3
6esonacHocTn

3.3 CpencTtBa MOAENMPOBaHNS aTak U BO3OENCTBUS
pasnuyHbIX Yrpo3 Ha koMnoHeHTbl KC. CunTbiBaoLwwme
yCTPONCTBA. ONEKTPOHHbIE KMoun. bruomeTtpuryeckune
CUCTEMbI KOHTpONs AgocTtyna. Mporpammel Ans co3gaHust
3alULLEHHbIX hannos, Nanok, NOrM4ecKnx UCKOB.
MeTogonorus opraHusauun 6ecnepebonHoro
anekTponuTaHud. YcTporcTea obecneyeHns
6ecnepebonHoro anektponuTtaHusa (UPS) un ynpasneHus
UMK. XapaKTepucTrka HoCcMTenen n cTaHaapTHbIX
cnocoboB 3anuncu/yganexms uHgpopmaumn. OnucaHune
TEXHUYECKNX CPEACTB rapaHTUPOBAHHOIO yaaneHusi
nHdpopmaunn. NxeHepHole C3U ot NMOMUH.
Knaccudukaumsa n xapakrepucTnka NacCuBHbIX U
aktmBHbiXx C3W o1 MOMUH.

MpakTnka npyuMmeHeHns

13.2. Tembl (pasaenbl) AUCUUNIIUHBI U BUAbI 3aHATUN

Bugb! 3aHATU (KONMYECTBO YacoB)
Ne HanmeHoBaHne TeMbl
CamocTosaTenbHas

n/n | (pasgena) gucumnnuHel | Jlekuun Mpaktnyeckue | JlabopaTopHble pa6oTa Bcero

CucteMHbIl noaxon K
1 | obecneyeHuto 3aLmThI 15 15 14 44
OT KOMMbKOTEPHbIX aTak
CpeacTBa BbISIBNIEHMS U
nokanusaumm
ysi3BUMOCTEN
KOMMNbIOTEPHBIX CUCTEM
K BO3OENCTBUIO Yrpo3
©e3onacHoCTH

3 | MNpakTuka npumMeHeHns 25 25 10 60
WToro: 50 50 44 144

10 10 20 40

14. MeTogn4yeckmne ykasaHMAa onsa ooy4arowmxca no 0CBOEHUIO AUCLUNIIUHDI.

OcBoeHne gucuunnvMHbl nNpegnonaraeTr He Tonbko obs3aTenbHoe nocelleHne
obyyvalLWnMCcs ayanTOPHbIX 3aHATUI (NEKLMIA 1 TabopaToOPHbIX 3aHATUIA) N aKTUBHYIO paboTy Ha
HWX, HO N CaMOCTOATENbHYIO Yy4ebHYI0 AeATeNbHOCTb, Ha KOTOPYH oTBOAUTCA 44 Yaca.

CamoctoaTenbHass yyebHas AesaATenbHOCTb CTyAEeHTOB MO  AgucuunnunHe «Cuctemsbl
oOHapyxeHusi n npegoTBpaLLeHnsa KoMnboTepHbIX atak (IDS/IPS)» npegnonaraeT BbINOMHEHUE
cnegyroLwmnx sagaHui.

1) camocToAaTenbHOE WU3yyYeHMe Y4YeObHbIX MaTepuanoB Mo pasgenam LOUCUUNAUHBIL C
NCNoNb30BaHMEM OCHOBHOW U OOMNOMHUTENBHOW NUTepaTtypbl, MHPOPMALMOHHO-CMPaBOYHbIX U
NMOUCKOBbIX CUCTEM;

2) NOArOTOBKY K TEKYLLMM aTTecTaumam: BbiNnosIHEHNE nabopaTopHbIX 3a4aHNn MO MOUCKY
HeobxoaMMbIx A4na paboTel B ayantopumn matepunanos B IHTepHeTe.
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Ocoboe BHMMaHue 00y4aroLmnXCcst HanNpaBnseTCa Ha OCBOEHNE CNocoboB OBGHapYKeHUS n
npegoTBpaLleHns KOMMbITEPHbIX aTak.

Bce BbINoOnHAeMble CTydeHTamMuM CaMOCTOATENbHO 3aJaHus noanexart nocreayrouen
npoBepke npenogasartenem A5s NonyyYyeHnsa gonycka K 3adery.

B cnyyae Heob6xoaMmocTu nepexofa Ha OUCTaHUMOHHbIN pexum obyyeHnsa byaet cosaaH
9NEKTPOHHBLIN KypC «CucteMbl OBHapyXeHus W npeaoTBpalleHUsl KOMMbITEPHbIX aTak
(IDS/IPS)» Ha nopTane «J3nNeKTPOoHHbIM yHuBepcuteT BIY»: edu.vsu.ru. Tam xe 6yayt
pa3smeLlleHbl Heobxoanmble s YCBOEHUS Kypca MaTepuansi.

15. lMepeyeHb OCHOBHOM W [AOMNONHUTENILHOW NUTEpaTypbl, PeCypCoOB MWHTEpPHeET,
Heo6XxoAUMbIX ANA OCBOEHUA AUCLMNIIUHDbI

a) OCHOBHag nuTepaTtypa:

Ne n/n MICTOYHMK

Ckyouc, 3a. MNpoTtmBocTosiHMe xakepam : [lowaroBoe pyk. MO KOMMbOTEP. aTakam U 3dEKTUB.
1 sawmrte : lMep. ¢ anurn. / 3. Ckyanc .— M. : OMK-npecc, 2003 .— 507 c. : un. — (3awmra u
agMunHucTpupoBaHne) .— lMpeam. ykas.: c. 502-507 .— ISBN 5-94074-170-3.

MeTtpoBcknin, Anekcen NropeBnd. XakuUHT, KPSKUHT U ppUKUHT: CeKpeTbl, OnucaHus aTtak, B3floM U
2 3awmTa / Anekcewn Netposckun .— M. : COJIOH-P, 2001 .— 559 c. — (AcnekTbl 3awnTtbl) .— ISBN 5-
93455-094-2 : 165.00.

0) gononHMTenbHasa nuTepaTtypa:

Ne n/n McTOYHMK

Mak-Knap, CttoapT. XakuHr B Web : Atakn n 3awmtbl / C. Mak-Knap, C. Wax, W. Wax ; Mep. ¢ aHrn.
3 E.H. BacuneHko u gp.; MNMoa pea. A.1O. WenecToBa; AeT. npeaucn. B.C. boHn .— M. 1 gp. : Bunbsimc,
2003 .— 374 c. : un. — lNpeam. ykaa.: c. 367-374 .— lMapan. T1T. n. aurn. — ISBN 5-8459-0439-0.
NeoHTbeB, Butanun MetpoBuy. Kak 3awutute komnbetoTep : (Bupyckl, xakepsl, peknama) / B. 1.
4 NeoHtbeB .— M. : OJIMA-TIPECC o6pa3soBaHune, 2004 .— 46,[1] c. : uB. un. — (KomnbtoTep.
CnpaBoyHuk nons3osarenst) .— ISBN 5-94849-631-7, 7000 3k3.

B) MHGOPMALMOHHBIE ANEKTPOHHO-00pa3oBaTenbHble pecypchbl (0dmumanbHble pecypcbl UHTEPHET)™:
Ne n/n Pecypc
8 OnekTpoHHbIv kaTanor 3HB BIY : http://www.lib.vsu.ru .
9 https://math.vsu.ru/wp/?page id=937 — paszgen Ha canTe MaTeMaTU4EeCKOro hakynbTeTa, Ha KOTOPOM
pa3MeLLeHbl METOAUYECKME U3daHusI.
10 OBC «YHuBepcuteTckas 6ubnmoTeka OHNamH».
11 OneKTPOHHbIV yHuBepcuteT BIY : https://edu.vsu.ru/ .

16. NMepeyeHb y4eOHO-MeTOaNYECKOrO 0b6ecneyeHnsa ANs CaMOCTOATENIbHON PaboThbl:

Ne n/n MICTOYHMK

1 JNykaukun, Anekcen. ObHapyxeHne atak / Anekcewn Jlykaukuii .— CI16. n gp. : BXB, 2001 .— 611 c.+
CD-ROM : nn. — (Macrtep. lNpaktnyeckoe pykoBoactso) .— ISBN 5-94157-054-6 : 122.10.
Mwunocnagckas, Hatanbs NeoprueBHa. MHTpaceTu: goctyn B Internet, 3awmra : yuebHoe nocobue gns
CTYLEHTOB BY30B, 0Oy4atoLmxcst o cneumansHocT "KomnnekcHoe obecneyeHme MHOpMaLUOHHON

2 ©Ge3onacHoCTN aBTomaTn3anpoBaHHbix cuctem" / H.I'. Munocnasckasi, A.N. Toncton .— M. : KOHUTH,
2000 .— 526, [1] c. : un., Tabn. — Mapan. TuT. n. aHrn. — ISBN 5-238-00134-7 : 96.71.
9 MonoxeHne 06 opraHnsauum camocToaTenbHoM paboTbl obyyatoLwmxcs B BopoHexckom

rocynapCtBeHHOM yHUBEepcuTeTe.

17. OOpasoBaTenbHble TEXHONIONMKU, WCMNONb3yeMble MNpU peanusauum Yy4yebHOWM
ANCLUMNIINHBI, BKMOYasa AUCTaHUMOHHble oOOpa3oBaTenbHble TexHonoruu (OOT,
3neKTpoHHoe obyyeHue (30), cmewaHHoe oby4yeHue):

AvcumnnuHa  MOXeT  peanu3oBbliBaTbCAd  C  NPUMEHEHWEM  OUCTaHLMOHHbIX
obpasoBaTenbHbIX TEXHONOrMI, HaNnpuMep, Ha nnatopme «ANEeKTPOHHbIN yHUBepcuteT BITY»
(https://edu.vsu.ru).


https://edu.vsu.ru/enrol/index.php?id=5794
http://www.lib.vsu.ru/
https://math.vsu.ru/wp/?page_id=937
https://edu.vsu.ru/
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MepeyeHb HeobGxogumoro nporpammHoro obecneuverHnsa: WinlOpro unu Linux, Microsoft
Office, LibreOffice 6, Calc, Microsoft Visual Studio, Microsoft Visual C++, Foxit Reader, 6pay3sep
Mozilla Firefox, Opera vnu Internet.

18. MaTepnanbHoO-TeXHUYECKOE obecneyeHme QUCLUNIINHDI:

YyebHasa ayguTopus AN NPOBeAEeHMst 3aHATUA NEKUMOHHOTO WU CEMWMHAPCKOro Tuna,
TeKyLero KOHTPOnst U NPOMEXYTOYHOM aTTecTalmm Co cneynanm3mpoBaHHom Mebenbto.

Ana camoctosaTenbHoM paboTbl MCNOMb3YeTCs KNacC C KOMMbTEPHOW TEXHUKOM,
OCHAaLLEHHbIN HeobXxooMMbIM  MPOrpaMMHbIM — obecneyeHneMm, 3SNEKTPOHHbIMU  y4ebHbIMU

nocobmamm mn 3akoHogaTeNbHO-MPaBOBOM U HOPMATUBHOW MOUCKOBOW CUCTEMOW, UMEIOLLMI
BbIX04 B rnobanbHyto ceTb.

19. OueHou4HbIe cpeacTBa ANA NPOBeAEHUA TEKYLLEN U NPOMEXYTOYHOM aTTecTauum
MopsagoKk oOueHKM ocBoeHust obyvarwmmmucs ydebHoro maTepuana onpegenseTcs
cogepxxaHnem cneayoLmnx pasgenos ANCUMMINHDI:

Ne HanmeHoBaHue pasgena gUCuUnIvHbI Komnete M;cﬂ:ﬁﬁangﬁlgg) OueHOuYHbIE CPeacTBa
n/n (moayns) HumA(n) KOMMNETEHLMN
CuctemHbIn noaxo kK obecneyeHnto 3amnTbl
1 ot AXOR " MK-1; MK-1.3; KomnnekT naGopaTtopHbIx
T — - - 1 Ne
KOMMNbLIOTEPHbIX aTak MK-2 MK-2.2 sapan Ne 1, 2
CpeqncTsa BbISIBMEHUSA U
5 fiokanu3auumn ysa3smMMmocTemn MK-1; MK-1.3; Komnnekt nabopaTopHbIX
" — KOMMbIOTEPHBIX CUCTEM K MK-2 MK-2.2 3agaHuii Ne 3
BO3AEVCTBUIO Yrpo3 6Ge30nacHoCTH
MK-1; MK-1.3; Komnnekt nabopaTopHbIX
3. _| MNpakTnka npumeHeHus K2 K22 sananmii Ne 4. 5, 6, 7
MpoMexyTouHas aTTecTauus lepeueHb BONPOCoB K
. andpdepeHunpoBaHHOMY
dopma KOHTPOSS — 3a4eT C OLIEHKOM 3auety

20. TunoBble OLEHOYHble cpeacTBa U MeToAMYECKMe MaTepuanbl, onpegensilowume
npoueaypbl OLleHUBaHUA

20.1. TeKywWMn KOHTPOJb yCNeBaemMocTu

KoHTponb ycrneBaemMoCTV MO OUCUUMINHE OCYLLECTBASETCH C MOMOLLLIO CnegyoLwmx
OLEHOYHbIX CPEACTB: YCTHbIX OMNPOCOB, NMPOBEPKN AOMALLHMX 3agaHuin, nabopaTopHbIX pabor,
KOHTpOJSibHOW paboThl, 3almThl pedepaToB (OCTaBUTb MNK 406aBUTL HYXKHOE).

MepeyveHb nabopaTopHbIX paboT:

1.Mpumepbl coBpemeHHbix KC. Xapaktepuctuka komnoHeHToB KC € TOYkM 3peHus
YS3BMMOCTU K BO3AENCTBUIO Yyrpo3 6e30MacHOCTN.

2. Knaccndukaumss M xapaKkTepucTuka KaHaroB W crnocoboB BO3OENCTBUS  Yrpo3
©e3onacHocTn Ha KC.

3.HanpasneHus 3awmTtbl nporpamm, AaHHbIX 1 gpyrnx komnoHeHToB KC. Knaccudukaums
METOOO0B W CpeacTB 3awwmtbl MHpopmauun. Cpeactea MogenMpoBaHUS aTak U BO34ENCTBUS
pasnnyHbIX yrpo3 Ha KOMMoHeHTbl KC. CuuTbiBalOWME YCTPONCTBA. IOMEKTPOHHbLIE KIHOYN.
BbuomeTpunyeckme cuctembl KOHTponsa poctyna. [lporpammbl Ans co3gaHus 3allMLeHHbIX
dannos, nNanok, IOrm4yecknx AMCKoB. Xapakrepuctmka cuctembl 3 ona cnoxHbix KC.
4.MeToauKka NOCTPOEHUSA KOMMNJIEKCHbIX cucTem 3awmTtbl KC.

5.Cuctembl o6HapyxeHus aTak (Intrusion Detection Systems, IDS).
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6.Cpeacrtea MogenupoBaHNA aTak U BO3AENCTBUS pasfiMyHbIX Yrpo3 Ha KOMNOHeHTbl KC.

CuuTbiBaloLwMe YCTPOMCTBA. OMEKTPOHHble KMuyn. BbuomeTpudeckne cucteMbl KOHTPONS
poctyna. [lporpammbl Ana co3fjaHusa 3awumuleHHbIX ¢annoB, Marnok, JOrnMYyecknx [OUCKOB.
MeTogonorna opraHmsauun 6ecnepebonHOro anekTponutaHuda. YcTponctBa obecneyeHus
G6ecnepeboriHoro anektponuTtaHusa (UPS) n ynpaBneHus umu. Xapaktepuctuka HocuTenem u
CTaHOapTHbIX cnocoboB 3anucu/yaanenHna wuHgopmauun. OnucaHue TEXHUYECKUX CpeacTB
rapaHTMpoBaHHOro yganenusa nHgopmauuun. NuxxkeHepHole C3U ot NM3MUH.

7.Knaccudukaumsa n xapaktepmuctmka naccuBHbIX U akTuBHbIX C3U o1 MOMUH.
[MpumepHbIN NepeyeHb TeM Ansa pedepaTos:

NHdopmaumoHHas 6e30nacHOCTb aBTOMAaTU3MPOBAHHbIX CUCTEM;
CoBpeMeHHble TexHonormm 6e3onacHocCTy;

3awmTa B onepaunoHHbIX cuctemax;

MHMpopmMaLnOHHbIE BOVHBI;

WHTpaceTtu: goctyn B Internet, 3awmra.

,D,J'IFI oueHnBaHUA TeKylWero KOHTPONA YycneBaeMoCTU UCNONb3YKOTCA crenyrouimne

nokasamenu:

1. 3HaHWEe OCHOBHbIX MOHSATU U METOAOB;

2. YMEHWe MPUMEHSATb MOSyYEeHHbIE 3HAHWUS W HaBbIKWM ONS pelleHuss 3agay, NPoOBOAUTL
aHanm3 NonyyYeHHbIX peLLeHni;

3. 3HaHME MMELLMXCS PECYPCOB ANsl pelleHus 3adad obHapyXeHust U NpeaoTBpalleHns
KOMMNbIOTEPHbIX aTak S KOHKPETHOW CUCTEMBI;

4. ymeHue 1Cnonb3oBaTb CTaHAAPTHbIE NakeTbl NporpamMmmHoro obecneveHns Ans peleHus
TUMNOBbIX 3a4a4 obHapyXeHUs1 1 NpeaoTBpaLLEHNS] KOMMbIOTEPHbIX aTak;

5. BNageHne HaBblkaMu XpaHeHusl, noucka, cbopa, cuctemaTusauum, o6paboTkM K

MCNoNb30BaHUS MHopmaLUK.

LLIkana oueHoK:
3ayteHo: BbinonHeHMe 3agaHUM  COOTBETCTBYET MEPEYMCIIEHHbIM  MOKasaTensm,

oby4yarowmincs gaet oTBeTbl Ha AOMONTHUTENbHbIE BOMPOCHI, MOXET OblTb HE COBCEM MOJIHbIE.
[leMOHCTpMpyeT yMeHMe pellaTb 3a4ayn, BO3MOXHO C HEKOTOPbLIMU OLIMBKaMK.

He 3auyteHo: OTBeTbl He COOTBETCTBYIOT HM OOHOMY M3 NEpPeyYUCriEHHbIX nokasaTenen.

06yqarom,v||7|c;| OEMOHCTpUpyeT q)parmeHTaprle 3HaHUA N YMEeHUA Ui nx oTCyTCTBUe.

[ns oueHnBaHNA pe3ynbTaToB Kaxaown nabopaTopHon paboTbl MCNONb3yeTCA LWKana:

KpVITepVII/I OUueHNnBaHNA LLikana oueHok

BbinonHeHo 3agaHne nabopaTopHow pabotbl. [lporpamma  umeeT

KOMMEHTapun. YCTHbIN OTBET N0 METOAAM, MCNOMb3yeMbIM B NabopaTopHOn
paboTe, cooTBETCTBYET pa3obpaHHbiM Ha 3aHAaTuaX. Obyvawowmics gaet «3a4YTEHO»
OTBETbl Ha OOMOMHUTENbHbLIE BONPOCHl. [eMOHCTpUpyeT 3HaHue y4ebHoro
maTepuana.

OTBET He COOTBETCTBYET HM OOHOMY W3 MEPEYMCIIEHHbIX MOKasaTenen.
O6yyatolmincss OeMOHCTpUpPYeT parMeHTapHble 3HaHWA U YMEHUst Unu «He 3auteHo»
OTCYTCTBME MX.

20.2. NpomexyTo4yHasa atTecTaums




8

lMpomexyTodHas aTTecTaumsa no AMCUUNINHE ocylecTenseTca B opme cobecenoBaHNA
Mo 3K3aMeHaLUMOHHbIM BuneTam C NOMOLLbIO HUXKeNpUBEAEHHbIX OLEHOYHbIX CPeACcTB (NepeyeHb
BOMPOCOB K 3a4eTy).

B 6uneTt BKkntovaoTCa TeopeTUYeCKnin BONPOC 1 3agada u3 nabopaTopHon paboThbl.
MNMepeyeHb BonpocoB K audcepeHUMpoBaHHOMY 3a4eTy.

Ne
n/n
1. OCHOBHble onpegeneHns N NOHATUSE KOMMbIOTEPHbIX aTak, UX Krnaccudukauus n atanbl peanusauumn.

Bonpocsbl

2. | MpuHUMNBI NOCTPOEHMS CUCTEM OBHaPYKEHUSI BTOPXKEHUS.

3. | CyluecTByloLIME TEXHOMOMMN CUCTEM OBHApYXeHUs aTak

4, MoBbiWweHne 3(*)(*)eKTVIBHOCTVI Ha OCHOBE MHTEerpanbHOro noaxoaa

5. | AHanus ceTeBOro Tpaduka 1 KOHTeHTa.

6. | OGHapyxeHne aHoMarnbHbIX BbIOPOCOB Tpadhuka MeToaaMy KpaTHoMaclTabHoro aHanusa

7. | MeToapbl MHTENNEKTYaNnbHOrO aHanu3a AaHHbIX B CUCTEMax OOHapyXEHUsi BTOPXXEHUS

[ns oueHuBaHuA pes3ynbTatoB O0Oy4YeHUs Ha 3a4yeTe MCMonb3ylTCs crneayoLlme
nokasarenu:

1) 3HaHWe TeopeTUYeCKNX OCHOB;

2) ymeHue peluaTtb 3ajauu;

3) ymeHue paboTaTtb C anropytMaMmm MeToAoB U MHAPOPMALMOHHBIMU pecypcamu;

4) ycrnelwHoe NpoxoxaeHue TekyLlen atTectaumm.

[ns oueHnBaHNs pe3ynbTaToB Ha AU dEPEHLMPOBAHHOM 3a4eTe UCMONb3yeTcs WKana:
«OTIIMYHOY», «KXOPOLLOY», KYAOBNETBOPUTENBHO», «HEYAOBNETBOPUTENBHOY.

COOTHOLLEHNE MoKasaTenen, KpUTEpUEB M LUKanbl OLEHUBaHWUA pe3yrbTaTtoB obyyeHus
nokasaHbl B criegytoLuen Tabnumue:

Kputepun oueHnBaHus LLikana oueHok
OTBeT COOTBETCTBYET BCEM MNEPEYUCIIEHHbIM Bble MoKasaTensm,
obyyvaroLmnca gaeT oTBeTbl HA ONOMHUTENbHBIE BOMPOCHI. [1IeMOHCTpUpyeT «OTnnYHO»

3HaHWe y4yebHoro maTepuana.

OTBeT COOTBETCTBYET ABYM WM Oonee M3 nepeyvmcrieHHbIX nokasaTenen,
obyyvaroLmnca gaeT OTBEThl HA AOMOSNTHUTENBbHBIE BONPOCHI, MOXET ObITb He
COBCEM MonHble. [leMOHCTpUpyeT 3HaHue y4ebHoro Matepuana, BO3MOXHO C
HEKOTOPbIMU oLLIMBKaMu.

OTBeT COOTBETCTBYET OAHOMY U3 MNEPEeYUCIIEHHbIX MoKasaTenewn,
obyvyarolumMnca He paeT OTBETbl Ha  [JOMOMHUTENbHbIE  BOMPOCHL. |  «YOOBMETBOPUTENBHOY»
[eMOHCTpUpyeT 3HaHue y4ebHOro MaTepuana ¢ HEKOTOpPbIMU OLLIMOKAMMU.
OTBeT He COOTBETCTBYET HM OOHOMY W3 MEPEYMCNEHHbIX MoKasaTenen.
OOGyyatoummncs OeMOHCTpUpYeT dparMeHTapHble 3HaHWst U yMeHust unu | «Hey1oBNeTBOPUTENBHOY
OTCYTCTBUE UX.

«XopoLLo»




