MwuHo6pHayku Poccum
®EOEPA/IbHOE TOCYAAPCTBEHHOE BIOAXETHOE OBPA3OBATE/IbHOE YYPEXXAEHUE BbICLLEFO OGPA3OBAHUA
«BOPOHEXXCKWI TOCYAAPCTBEHHbIA YHUBEPCUTET»
(®rB0Y BO «BrY»)
YTBEPXOAIO
3aBeayrowmin kadeapon
bopucos AmuTpuit HUKonaesny

Kadenpa nHpopmaLMOHHbIX
cuctem

28.02.2022
PABOYAA NPOrPAMMA YYEBHOM AUCLMUNNHDI

51.B.B.01.02 CucTtembl U ceTn nepeaadm MHbopmalmu

1. Kog u HaumeHoBaHWe HanpaB/ieHUA NOAroTOBKU/cneunanbHOCTL:

02.04.01 MatemaTturKa U KOMMbIOTEPHbIE HAYKK

2. Mpodunb noarotosku/cneymnanmsauma:

MHbOpPMaLMOHHbIE TEXHONOTMM U KOMMbIOTEPHbIE HaYKM ANA LMPPOBO SKOHOMMUKM
3. KBanndumKauuma (cteneHb) BbINyCKHUKA:

MarucrtpaTtypa

4. dopma obyyeHus:

OyHa“

5. Kadeapa, otBevalowan 3a peanmsaumio UCLUNIUHDI:
Kadeapa nHGopmMaLMOHHbIX CUCTEM
6. CoctraButenu nporpammbi:

Cmpomos AnekcaHop Bukmoposuy, K. ¢.-M. H., cmapwuli npernodasamerns, hakysbmem KOMMNbHOMepHbsIX HAYK,
Kageopa UHGOPMAyYUOHHbIU cucmem

7. PekomeHpgoBaHa: npotokon HMC ®KH Ne3 ot 25.02.2022

8. YuebHblii roa;:

2023-2024

9.lenu 1 3agaum yue6HON AUCLUUNNNHDI:

n3y4yeHmne ocHoB TeXHONOornM VIHd)OpMaLI,MOHHbIX ceTen; npmo6peTeHme HaBbIKOB MPOEKTUPOBaHUA, peasin3aumnn u
ynpasaeHna AaHHbIMU CUCTEMaMU. CraBATcA 334241 NO3HAKOMUTL CTYyAEeHTOB C 3Ta/IOHHbIMK MOoAeNnAMU

YPOBHEBbIX MPOTOKO/I0B M Ha MX OCHOBE NPOBECTM MNOYPOBHEBOE PACCMOTPEHME 3/1IEMEHTOB CETEBOM

NMHPACTPYKTYpbl. HaBbIKM MPOEKTUPOBAHMSA, PeannsaLmm, ynpasaeHu1s 1 NoMcka HEMCNPaBHOCTEN CETEBOW
MHOPACTPYKTYPbI CTYAEHTbI NPUOBPETAIOT B XOA4€e BbINOAHEHMA 1abopaTOPHbIX 3a4aHUI.

10. Mecrto yuebHOM aucuUNAKHBI B CTPYKTYype OOMN:

aucumnavHa 6a3oBoM YacTu UMKAa. BXxoaHble 3HaHMA B 061acTU KypcoB: «MaTemaTuyeckuii aHanms», «Teopusa
BEPOATHOCTEN U MaTeMaTUyecKasa CTaTUCTUKaY, «Teopusa MHGopmaLum».

11. NnaHupyemble pe3ynbTaTbl 06yyeHMA No ancumunamHe/moaynio (3HaHUA, YMeHUA, HaBblKKU),COOTHECEHHDbIE C
nAaHMpyemMbiMM pe3yibTaTamMu 0CBOEHUA 06pa3oBaTeNnbHOM Nporpammbl (KOMMNETeHUUAMMU BbINYCKHUKOB) U
MHAUKATOPaMM UX AOCTUKEHUA:



Kopg v Ha3BaHWe KoMneTeHLunmn

MK-2 CnocobeH co3aaBaTb U
nccnenoBath HOBble
MmaTemaTuMyeckme Moaenu B
eCTeCTBEeHHbIX HayKakX,
NPOMbIL/IEHHOCTN U BU3Hece, C
Y4E€TOM BO3MOXKHOCTEMN
COBPEMEHHbIX MHGOPMALLMOHHbIX
TEXHOI0MNM, MPOrpaMMMUPOBaHNSA
n KOMHbIOTepHOP‘I TEXHUKN

MK-2 CnocobeH co3aaBaTh U
nccnenoBaTtb HOBblE
maTtemaTtmyeckme mogenu B
€CTeCTBEHHbIX HayKax,
NPOMbILIIEHHOCTU U BU3Hece, C
Y4ETOM BO3MOKHOCTEN
COBPEMEHHbIX MHGOPMALLMOHHbIX
TEXHO/I0MNIM, MPOrPaMMUPOBAHNA
N KOMMNbIOTEPHOM TEXHUKM

MK-2 CnocobeH co3aaBaTh U
nccnenoBaThb HOBble
MaTeMaTuyeckme Moaenu B
€CTeCTBEHHbIX HayKax,
NPOMbILLIEHHOCTU U BU3Hece, C
Y4ETOM BO3MOKHOCTEN
CoBpeMEHHbIX MHGOPMALMOHHbIX
TEXHOIOTUIM, NPOrPAMMUPOBAHNUA
N KOMMNbIOTEPHON TEXHUKM

Ko 1 Ha3BaHWe MHAMKaTopa
KOMMeTeHLUn

MK-2.1 3HaeT OCHOBHblE METOAbI
NPOEKTUPOBAHMA 1 MPON3BOACTBA
NPOrpPaMMHOro NPOAYKTa,
NPUHUMMbI NOCTPOEHUA, CTPYKTYPbI U
npuembl paboTbl ¢
WHCTPYMEHTA/IbHbIMU CPEeACTBAMM,
NoALEPHMBAOLWMMKN CO3LaHME
NPOrPaMMHbIX MPOAYKTOB U
NPOrPAaMMHbIX KOMTMIEKCOB, UX
COMPOBOXAEHMA,
AAMUHUCTPUPOBAHUA U PA3BUTUA
(aBostOLMN)

MK-2.2 YmeeT ncnonb3osaTb MeToAbl
NPOEKTUPOBAHMA M MPON3BOACTBA
NPOrPaMMHOro NPOAYKTa,
NPUHUMMbI NOCTPOEHUA, CTPYKTYPbI U
npuembl paboTbl ¢
WMHCTPYMEHTa/IbHbIMWN CPeaCcTBAMMY,
NoALEPKMBAOWNMMKN CO3LaHME
NPOrpPaMMHOro NPOAyKTa

MK-2.3 imeeT NpaKkTUYeCKnin onbIT
NPUMEHEHMUA YKa3aHHbIX BblLle
METOA0B U TEXHONOTUN.

12. O6bem gUCUUNAUHDI B 3a4eTHbIX eguHuuax/vac:

3/108

dopma NpomeKyToUHOM aTTecTaumum:

3ayeT ¢ oueHkol, KoHTponbHas paboTa

13. TpyaoemkocTb No Bupam yue6Hoi paboTbl

Buga, yuebHoi paboTbl

AyanTOpHbIE 3aHATUA
JIeKUMOHHbIe 3aHATMA

Mn PaKTU4yecCkne 3aHATUA

3HaHWA, YMEHUS, HaBbIKK

3HaeT NPUHLMMbI NOCTPOEHUSA ceTel
CBA3M ¥ Nepeaayun MHGopmaumu.
YmeeT kKnaccuduumpoBaTb
bYHKLMOHANbHOCTb 3/1eMEHTOB ceTei
CBA3U M Nepegaum nHGopmaumm no
CeMMUYpPOBHEBOI MOAEeNu
B3aMMOZENCTBUA OTKPLITbIX CUCTEM.
Bnageet metogamm MOLEeNMpPOBaHUA
TENEKOMMYHUKALMOHHbBIX CETEN.

3HaeT NPUHLUMMbI B3aMMoLencTaus
TENEKOMMYHUKALMOHHBIX CUCTEM
COrNacHO NPUHLMNAM
B3aMMOAENCTBUA OTKPLITLIX CUCTEM.
YmeeT oueHnBaTb NOTpebHOCTH
NoNb30BaTeNs B BUAAX YCAYTU U UX
KauecTse.

Bnaseet metogamum
MOAENMPOBAHNA KOMMbIOTEPHbIX
ceTel U COOTBETCTBYHOLLMM
nporpammHbiMm obecneyeHnem.

3HaeT OCHOBHble TPeH/bl Pa3BUTUA
TeNIeKOMMYHUKaLUNA.

YMmeeT HacTpanBaTb OCHOBHbIE TUMbI
TeNIeKOMMYHUKALNOHHOTO
obopyaoBaHus IP ceteit.

BnageeT oCHOBHbIMM NaKeTamMy,
NPUMEHAEMbIMU A1 PACYETOB U
MOZEeNpPOoBaHMA B

TeNEeKOMMYHUKaLLMAX.
CemecTp 3 Bcero
28 28
0 0
14 14



Bug, yuebHoi paboTbl

JlabopaTopHble 3aHATUA

CamocTosTenbHas paboTa

KypcoBas paboTa

Mn POMeEXKYTOHHaA aTTecTaymna

Yacbl Ha KOHTPO/Ib

Bcero

n/n

11

1.2

13

14

1.5

1.6

1.7

13.1. CopeprkaHue AUCLUNAUNHDI

HavmeHoBaHune
pasgena
ONCUNNIUHBI

TeopeTnyecKkasn
YyacTb

Mopenb
B3aMMOAENCTBUA
OTKPbITbIX CUCTEM

Cucrtema umdposoi
CBA3N

CurHanbl

O6wme Bonpockb!
NOCTPOEHUA ceTeln

Moaynauua

MposoaHble ceTn

Kopep kaHana

CopeprkaHue pasgena
OUCLMNNUHDI

PaccmoTpeHune cemmnypoBHeBOW
MOZAeNn B3auMmoaencTBna
OTKPbITbIX cnuctem. OLeHKa eé
PO B MOCTPOEHUN N N3YHEHUU
ceTen cBs3n.

PaccmoTpeHne 0606LWEHHON
mozaenn undpoBo CUMCTEMbI
CBA3K. M3yyeHune
HaMMeHOBaHUM U GYHKUUI eé
OCHOBHbIX 3/1EMEHTOBIO

Knaccudukauma n npumepsi
CUrHaNoB.

OCHOBHble NOHATMA O
NPOrpamMmmMHOM M anmnapaTHOM
obecneyeHunu ceten.
KnaccudmKkauma kaHanos
cBA3n. MoHATUE ceTeBo
Tononoruun. 3agava
KOMMYTaLUK.

Knaccudumkauma tunos
MOZYNALMN/MaHUNYNALUN.
Cneumndurka npumeHeHuA.

Knaccuoukauma n cneundmka
OCHOBHbIX TUTMOB COBPEMEHHbIX
NPOBOAHbIX CETEN.

MN3yyeHne 610YHbIX U
CBEPTOYHbIX KOAOB
NOMEX03aLLMTHbIX KOAEKOB.
MeToabl AeKoaMPOBaAHMA.

CemecTp 3 Bcero
14 14
80 80
0
0 0
0
108 108

Peanusauma pasgena ANCLUMNANHBI C MOMOLLBHO
OHNalH-Kypca, DYMK

https://edu.vsu.ru/course/view.php?id=4035

https://edu.vsu.ru/course/view.php?id=4035

https://edu.vsu.ru/course/view.php?id=4035

https://edu.vsu.ru/course/view.php?id=4035

https://edu.vsu.ru/course/view.php?id=4035

https://edu.vsu.ru/course/view.php?id=4035

https://edu.vsu.ru/course/view.php?id=4035



n/n

1.8

1.9

1.10

1.11

1.12

1.13

1.14

2.1

2.2

2.3

3.1

HavmeHoBaHune
pasgena
ONCUNNIUHBI

Komnpommuccbl npu
NCNO/b30BaHNMU
MOAYNALUMU U
KOAMPOBAHUA

becnpoBogHble
ceTu Ha npumepe
cTaHgaprta IEEE
802.11 (Wi-Fi)

Apnpecaumn B cTeke
NpPOTOKO/10B
TCP/IP: IPV4

MpoTtokon IP

Mpotokonbl UDP 1
TCP

[MpoToKkobl
MapLLpyTM3aLLUK
creka TCP/IP

ATakun Ha
TPAHCNOPTHYHO
MHOPACTPYKTYpy
cetn

MpakTnyeckme
3aHATUA

Ob6wme BONpoChI
MOCTPOEHUA ceTeit

Appecaumn B cTeke
NpPOTOKO/I0B
TCP/IP: IPV4

[MpoTokobl
MapLUpYyTM3aLLUK
creKka TCP/IP.

JTabopaTtopHble
paboTbl

Mogaynauna

CopeprkaHue pasgena
OUCLMNNUHDI

Bonpocbl Bbibopa 1
B3aMMHOTO BAUAHMUA TUMNOB
MOAY/IALUMN U KAHANTbHOTO
KOAMPOBaHWs

MN3yyeHune cneundukm
NMOCTPOEHUA COBPEMEHHbIX
6ecnpoBOAHbIX CETEN Ha
npumepe ctaHgapta IEEE
802.11

Tunbl agpecos. AapecHoe
NPOCTPAHCTBO.
PacnpeneneHune agpecos.
Mownck no agpecy.

N3yyeHune npotokona IP

N3yyeHune npotokonos UDP u
TCP

KnaccuduKkaumsa n npumepbl
NPOTOKO/I0B MapLIpyTMU3aLmK,
ncnosb3embix B cteke TCP/IP.

Knaccndukauma Tunos atak Ha
TPaHCMOPTHYHO
MHOPACTPYKTYPY, UX
0CoBEeHHOCTU 1 NpUMepbI.

PacyeT 61043KeTa MOLLHOCTU U
OCHOBHbIX XapaKTEePUCTUK
KOMMyHVIKaLI,VIOHHOVI CUCTEMDI

MnaHupoBaHWe aapecHOro
npoctpaHcTtea IPv4-ceTel 1
co3gaHue cetu

KoHdurypmposaHue
MHOPACTPYKTYPHbIX CNyKO IP-
cetn: DHCP n DNS.

N3yueHune CKK.

OnpepeneHne BEPOATHOCTHU
6UTOBOM OWINBKN KaK PYHKLMMK
OTHOLLEHUSA CUTHA-LYM AN
Pa3NNYHbIX BUAOB MOAYNALUN

Peanusaumsa pasgena AUCLUNIMHbBI C MOMOLLbHO

OHNalH-Kypca, dYMK

https://edu.vsu.

https://edu.vsu.

https://edu.vsu.

https://edu.vsu.

https://edu.vsu.

https://edu.vsu.

https://edu.vsu.

https://edu.vsu.
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https://edu.vsu.
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n/n

3.2

3.3

No
n/n

HavmeHoBaHMe CopeprkaHue pasgena

pa3gena OUCLMNNUHDI

OUCUMMUHDI

Kogep KaHana MN3yueHne 6104HOTO KodeKa
KaHana. MccnepgoBaHue ero
addeKTuBHOCTH.

Kopep KaHana MN3yyeHne cBEPTOYHOrO KoaeKa
KaHana. MccnepgoBaHue ero
addeKTuBHOCTH.

13.2. Tembl (pasaennl) AUCLMNINHDI U BUAI 3aHATUI

HanmeHoBaHune J1eKUMOHHble MpakTtnyeckue
Tembl (pa3aena) 3aHATUA 3aHATUA
1
Mogaenb
B3aMMOEeNcTBuA

OTKPbITbIX CUCTEM

1
Cuctema
undpoBoON CBA3K

1
CurHanbl

1
O6uwue Bonpocsl
NOCTPOEHUSA ceTen

1
Mogaynauua

1
MpoBoaHble ceTu

1
Kopep kaHana

1

Komnpomwucebl npu
MCNO/b30BaHUM
MOAYNALNN U
KOAMPOBaHUA

Peanusauma pasgena ANCLUMNANHBI C TOMOLLbHO
OHNalH-Kypca, dYMK

https://edu.vsu.ru/course/view.php?id=4035

https://edu.vsu.ru/course/view.php?id=4035

JlabopaTtopHble
3aHATUA

CamocronTenbHas
paboTa

Bcero



Bcero

Ne HavmeHoBaHMe J1eKUMOHHble MpakTnueckmne NlabopaTtopHble CamocTtoaTtenbHas
n/n  Tembl (pasgena) 3aHATUA 3aHATUA 3aHATHA pabota
9 1 1 6 8

becnposogHble
CeTn Ha npumepe
cTtaHgapTa IEEE
802.11 (Wi-Fi)

Agpecaums B cTeke
NPOTOKO/10B
TCP/IP: IPv4

1 1 6 8
11 MpoTtokon IP
12 1 1 6 8
MpoTokonbl UDP u
TCP
13 1 1 6 8
MpoToKkonbl
MapLLPYyTM3aLLUK
cteka TCP/IP.
14 1 1 5 7
ATaKku Ha
TPaHCNOPTHYHO
NHPPaCTPyKTYpy
cetn
0 14 14 50 108

14. MeTopuueckue ykasaHuA ana obyyalowmxca no 0CBOEHUIO AUCLUNAUHDI

OvcumnavHa TpebyeT paboTbl ¢ dalinamu-npeseHTaumaAMU NeKLUMN U COOTBETCTBYIOLLMMM F1aBaMy PEKOMEHA0BaHHOW
OCHOBHOW /IUTEPATYpbl, @ TaKKe, 0653aTeNIbHOrO BbINOJIHEHMA BCEX 1abOPATOPHbIX 3a4aHNIN B KOMMbIOTEPHOM Kaacce.
CamocTonTeNlbHas NoAroToBKa K 1ab0paToOpHbIM 3aHATUAM He TpebyeTca, T.K. HeobXoAMMble PEKOMEHAALMN AAt0TCA B
ayauTopuK, rae BbiNnoAHATCA nabopaTopHble paboThbl.

CamocTonTesibHasA paboTa NPOBOAMTCA B KOMMbIOTEPHbIX KAaccax PKH ¢ Mcnosb3oBaHMEM METOAMYECKMX MATEPMA/IOB
PacnofioXKeHHbIX Ha yuebHo-meToanyeckom cepsepe PKH "\\fs.cs.vsu.ru\Library” u Ha cepsepe Moodle BI'Y edu.vsu.ru
. Bo Bpems camocToAaTenbHOM paboTbl CTYAEHTbI UCMONb3YIOT 3/1EKTPOHHO-OMBANOTEYHbIE CUCTEMDbI, AOCTYMHbIE HA
noptane 30HanbHoOM bubanotekn BIY no agpecy www.lib.vsu.ru. YacTb 3a@aHNi1 MOXKeT ObITb BbINO/IHEHA BHE
ayAUTOPUIA Ha SOMALLHEM KOMMbIOTEPE, MOC/1e KONMMPOBAHUA METOAMYECKUX YKa3aHUI n Heobxoamnmoro MO ¢ yuebHo-
meTogmyeckoro cepsepa ®PKH.

15. MepeyeHb OCHOBHOW U A,ONONHUTENIbHOW INTEPATYPbI, PECYPCOB UHTEPHET, HE06X0AUMBIXANA OCBOEHUA
AUCUMNNHDI



McToYHUK

n/n

Llemudos, /1. H. OcHO8bI 3KCryamayuu KoMibromepHsbix cemeli: yuebHuK 018 6akanaspos / /1. H.
Llemudos. — Mocksa : lpomemeli, 2019. — 799 c. — Pexcum 0ocmyna: no noonucke. — URL:
https://biblioclub.ru/index.php?page=book&id=576033 (0ama obpaweHusa: 24.06.2021). — bubnuoap.: c.
750 - 752. — ISBN 978-5-907100-01-5. — Tekcm : 31eKMpPOHHbI .

6) pononHWUTeNbHAA NMTepaTypa:

MCTOYHMK

n/n

YmHAawKuH, C. B. OcHogbl meopuu yugposoli obpabomku cueHanos : yyebHoe nocobue : / C. B. YMHAWKUH.
— 5-e u30., ucnpaen. u don. — Mocksa : TexHocgpepa, 2019. — 550 c. — Pexcum docmyna: no noonucke. — URL:
https://biblioclub.ru/index.php?page=book&id=597188 (dama obpaweHus: 24.06.2021). — ISBN 978-5-
94836-557-2. — Tekcm : 3n1eKmMpPoHHbI.

B) MHPOPMALMOHHbIE 3N1eKTPOHHO-06pa3oBaTe /ibHble pecypchbl:

Ne n/n NCTOUYHUK

1 Bubanoteka BrY, http://www.lib.vsu.ru

2 CepBsep yuyebHO-meToaMueckunx maTepunanos ®KH, \\fs.cs.vsu.ru\Library
3 Cepsep Moodle BIY, http://edu.vsu.ru

16. MepeueHb yuebHO-MmeTOAMYECKOro obecneyeHUsa oA CaMoCcToATe/IbHOU paboTbl

Ne n/n NCTOYHMK
1 CepBsep yuyebHO-MmeToaMueckux maTepunanos ®KH, \\fs.cs.vsu.ru\Library
2 Cepsep Moodle BIY, http://edu.vsu.ru

17. O6pasoBaTenbHble TEXHONOrMU, UCMO/Ib3yeMble NPU peanunsaumm yueb6Hon AUCUUNIUHDI,BKAIOYan
OUCTaHUMOHHbIe obpa3soBaTtenbHble TexHonoruu (0T), anekTpoHHoe 06yuyeHue (30), cmewwaHHoe obyueHue):

. TexHonorus BUpTyanusaumm — cpesa suptyanmnsauum Oracle/Sun Virtual Box

. DNeKTpoHHO-6MbAnoTeYHas cucTema «YHuBepcuTeTckan 6mubanoTeka online», http://biblioclub.ru
. ObpasosaTtenbHbili nopTan Moodle (cepsep Moodle BrY) 40T, 30

. CepBepHble u knneHTtckme OC Microsoft.

. OnepaumonHas cuctema GNU/Linux (amctpmbytns Ubuntu).

. MO MATLAB.

N oo o N R

. MO Packet Tracer.
18. MartepuanbHO-TeXHUUYECKOoe obecneyeHne AUCLUNUHDI:

1. /leKuMoHHan ayaAnTopma, OCHalLeHHan BUAEONPOEKTOPOM.



2. KoMmnbloTepHbIN Kaacc 4na nposegeHna 1abopaTopHbiX 3aHATUI, OCHALWLEHHbIN NPOrpaMmHbIM obecrnevyeHnem
VirtualBox, MATLAB, Packet Tracer. O6bem onepaTUBHOM NaMATU Ha paboyee mecTo He meHee 2Ib.

3. NabopaTopus ceTen U cUcTeM nepesadun MHPGopmaLmu.
19. OueHouHble CpeacTBa ANA NPOBEAEHUA TEKYLLEN U NPOMENKYTOUHOM aTTecTauuit

MopsAAOK OLLEHKN 0CBOEHUA 0bydatoLmMmmncsa yuebHOro matepuana onpeaenfeTca CoAepKaHnemM cneayolmnx pasaenos

ONCLLUNAUHDI:

Ne Kog komneteHumn  Kopg vHAMKaATopa OueHOoYHble cpeacTBa A4N1A TeKyLeln
Pasgenbl

n/n aTTecraumu
ONCLUNANHDI
(mopynv)

1 1.1-15 MK-2 MNK-2.1 NabopaTtopHas paboTta 3.1

2 1.6-1.9 MK-2 MNK-2.2 NabopaTtopHble paboTbl 3.2, 3.3

3 1.10-1.14 MK-2 MK-2.3 MpakTnyeckme pabotbl 2.1 - 2.3

lpomexkyToUuHaa aTTecTauma

dopma KOHTPOA - 3a4eT C OLEHKOM, KOHTPO/IbHanA paboTa

OueHOoYHble CpeacTBa 419 MPOMENKYTOYHOM aTTecTaummn TeopeTUYecKknii Bonpoc,

npakTMYyecKoe 3afaHue.

20 TunoBsble oLEeHOYHbIe CPeACTBa U MeToAMNYECKMe MmaTepuranbl, onpegensaiowme npoueaypbloLeHUBaHNUA
20.1 TeKywMmMi KOHTPONb yCNEeBAaeMOCTH

KoHTpo/ib ycneBaemocTv No AUCLUMNJIMHE OCYLLECTBAAETCA C MOMOLLLIO C/IeAYOLLMX OLEeHOYHbIX CPeACTB:

[N oueHnBaHMA pesynbTaToB 06yYeHMsA Ha 3a4eTe C OLEHKOM MCnonb3yeTca 4-6an1bHas Wana: «OTNMYHOY, KXOPOLLOY,
«Y[O0BNETBOPUTEIbHO», «HEYA0BAETBOPMUTEIbHO». COOTHOLLIEHME NoKasaTeNen, KPUTEPUEB U LIKa/bl OLEHUBAHMSA
pesynbTaToB 0byYeHun:

YpoBeHb
KpuTepun oLeHMBaHMA KOMMNETEHLN cbopMMpPOBaHHOCTH LLIkana oueHoK
KOMMeTeHuMMn

ObyyatoLniica B NONHOM Mepe BnaaeeT NoHATUNHbIM
annapaTtom npeameTHON 061acTu, cCnocobeH UANMOCTPUPOBATL
OTBET NpUMepamMm, aHHbIMK HaYUYHbIX UCCAeA0BaHUNA, MoBbIWEHHbI YPOBEHb OTANYHO
NPUMEHATb TEOPETUYECKME 3HAHWNA A/1A pelleHnn
NPaKTUYECKMX 3a4au.

Obyyatolniica Bnageet NOHATUNHBIM annapaTom AaHHOM
obnactu, cnocobeH popmyMpoBaTb OCHOBHbIE MOHATUA, HO .
ba3oBbIM ypoBeHb Xopouwo
3aTpyAHAETCA NPUBOAUTL MPUMEPbI, XapaKTepusyoLme

ocobeHHOCTU NpeameTHOM obnacTu

O6yyatoLminca YacTMYHO BALEEeT OCHOBAMU AUCLUM/IUHDI,
¢dparmeHTapHO cnocobeH

bOpMyNMpPOBATL OCHOBHbIE NMOHATUA, HO 3aTPYAHAETCS Moporosbiit ypoBeHb Y10BNETBOPUTENBHO
NPUBOAUTL NPUMEPDLI U NPUMEHSIOLLLMECA B HUX TEXHOIOTUK




ObyyatoLwmiics 4eMOHCTPUPYET OTPbIBOYHbIE,
dparmeHTapHble 3HaHUA HE MOHMMAET OCHOBHbIX MOHATUM

. HeyposnetsoputesnibHO
npeameTHol ob1acT n gonyckaeT rpybble ownbKu.
20.2 TllpomexKyTo4yHaA aTrecTauus
MepeyeHb NPaKTUYECKUX 3a4aHNM
1 PacueT 610KeTa MOLLHOCTU M OCHOBHbIX XapPaKTePUCTUK KOMMYHUKALLMOHHOM CUCTEMBI
2 M3yyeHne CKK. OnpeneneHne BEPOATHOCTM BUTOBOM OLIMOKM KaK GYHKLMM OTHOLEHWUA CUTHANLLYM ANA
Pa3/INYHbIX BUA0B MOAYNALUN
3 MnaHMpoBaHWe agpecHoro npocTpaHcTea IPv4-ceTelt U co3aaHue ceTnd KoHourypuposaHue

MHOPACTPYKTYPHbIX cnykb IP-ceTn: DHCP 1 DNS.

5 MopgenvpoBaHue Kogepa KaHana B cucteme MATLAB.

Bonpocbl K TeopeTnyeckol YacTu NepBoi NPOMEXKYTOYHOM aTTecTaLmm
1.  Onpegenvte NOHATUA UHGOPMALMM M AAHHBIX. ECTb I MEKAY HUMM OTANYMA?

2. Y710 TaKoe NPOTOKO/ 1 UHTepdEIC C TOUKM 3PEeHMA MOAE/IM MHOTOYPOBHEBOTO MePapXMYeCcKoroB3anmoaencTans?
Kak MHOroypoBHEBbIe MEPAPXMUUYECKME MOLEM YNPOLLAIOT ONUCAHUE CNIOXKHBIX CUCTEM?

OnuwunTe Moaenb B3aMMOLENCTBUA OTKPbITbIX CUCTEM. YTO TaKoe CTEK NPOTOKO0B?
OxapakTtepusyite ¢p1smyecknin yposeHb mogenu OSI.

OxapaKkTepuayiTe KaHa/bHbIM ypoBeHb moaenu OSI. Yto Takoe MAC?
OxapaKTtepusyinTte ceTeBoi ypoBeHb moaenn OSI.

OxapaKTepusyliTe TPaHCNOPTHbIN ypoBeHb mogenn OSI.

OxapaKkTepusyiTe ceaHCoBbI ypoBeHb mogenn OSI.
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OxapakTtepusyiiTe ypoBeHb npeacTaBneHma mogenun OSI.
10. OxapaKTepusyinTe NpuKNagHon yposeHb mogenu OSI.
11. MepeuyncnnTe U KPATKO OXapaKTepusyiTe 06A3aTesibHble 3N1eMEHTbI CUCTEMbI LUPPOBOI CBA3MK.

12. OxapakTepusyiTe KoaMpoBaHWe / AeKOANPOBaHME UCTOYHUKA, WKdpoBaHUe / AelndpoBaHme,KaHaibHOe
KoAmupoBaHue / aekoanpoBaHue.

13. Yt0 Takoe umnynbcHaa moaynaumsa / gemoaynauma?

14. Yto TaKkoe nosiocosas moaynauua / gemoaynauma?

15. 3a4yem Hy»KHa CMHXPOHM3aLUS?

16. OxapaKTepusyinTe 6ecnpoBOAHbIN KaHaN KaK 3/1IeMEHT cucTeMbl LUMGPOBOM CBA3MU.
17. Y70 TaKoe UCTOYHMK MHPOPMALUN?

18. Y70 Takoe 6MTOBbIN MOTOK?

19. Y70 Takoe 6opg?

20. YTo TaKoe CKOpOCTb Nepeaayn AaHHbIX?

21. Yto Takoe umdposoit curHan?

22. Yem OTAMYAETCA aHANIOrOBbIN CUrHaN OT AUCKPETHOro? Mo KakMM napameTpam MOKET b6bITb AUCKPETU3NPOBAH
curHan?

23. Kakue curHanbl Ha3biBatoT 3HepI'ETVI‘-IECKMMVI?

24. Kakue curHanbl HasblBalOT MOLLHOCTHbIMM?



25.
26.
27.
28.
29.
30.
31.
32.
33.
34,
35.

36.
37.
38.
39.
40.
41.
42.

Y70 TaKoe nepnoanyecknin curHan? Kakue curHasbl HasbiBatOT FAPMOHUYECKUMN?

Yto TaKkoe genbra-PpyHKUMA mpaKka n pyHKuma Xesucaiiaa’?

Yo Takoe pag Pypbe? Kakne GyHKUUM MOXKHO Pas3NoXKUTb B TaKOW paa?

YT1o Takoe npeobpasoBaHume Dypbe? Kakne dyHKLUUM MOKHO NOABEPrHYTb NpeobpasoBaHuio Pypbe?
Hanuwwute popmyny iinepa. YTo Takoe BEKTOPHOE NpeacTaBieHne CUHYCOMAbI?

OxapaKTepusyiTe KNMEHTCKUI U CepPBEPHbIV MOAY/M CETEBOrO MPOrPamMmMHOro obecrneyeHus.

Y70 TaKoe ceTeBas onepaLMoHHasa CUCTEMA U KaKne OHUM BbiBatoT?

MepeuncanTe TUMbl CETEBbIX MPUIOKEHMIA.

Y70 TaKoe NpeasioKeHHAn Harpy3Ka, CKOPOCTb Nepesayn AaHHbIX B KaHane M EMKOCTb KaHana cBA3n?
Y710 TaKoe Nosioca NPonycKaHma?

Kakumu TepMrMHaMM XapaKTepmsyeTca KaHa CBA3M C TOYKM 3PEHUA BO3MOXKHOCTM OLHOBPEMEHHON BCTPEYHOM
paboTbI?

YT1o Takoe Tonosiorma cetu ceAsn? Kakue Tmnbl Tononoruii Bel 3Haete?

3auem HyKHa agpecauna? Kakme knaccuduKkaumm agpecos Bl 3HaeTe?

Kakune cnocobbl opraHmnsaumm agpecHoro NpocTpaHcTea Bam nsBecTHbI?

B 4ém cocTomnT 3aga4a KommyTaumn? NepeuncanTte n oxapakTepumsynte eé 0OCHOBHbIe NoA3a4aun.
B 4ém cocTounT 3aga4a mapLupyTusaumm? OxapakTepusyinte eé noasagaym.

Y10 TaKoe meTpuKa mapLupyTta?

YTO TaKkoe MyNbTUNAEKCUMPOBaHUE U AeMY/IbTUNIEKCMPOBAHUE B CETAX Nepenayn ,EI,aHHbIX?

Bonpocbl K TEOPETUYECKOM YacTu 2-i aTTecTaumm

1.

o v B~ w N

10.
11.
12.
13.

KaKune y4acTKm 31eKTPOMarHMTHOTO CNeKTPa NPUMEHSAIOTCS B COBPEMEHHbIX CUCTEMAX Nepeaayun MHpopmaumm?
Kakue 13 Hux Hanbonee BocTpeboBaHbI?

Y70 TaKoe WMpPMHA NOAOCHI YacToT No HalKkBuCTy?
Chopmynupyitte Teopemy KoTenbHUKOBA.
Coopmynupyiite Teopemy LLieHHOHa — XapTau.
Yto Takoe npegen LLleHHOHaA?

MpuBeanTe NpMMep OPTOroHaNbHOTO cUrHana. Kak BeayT cebsa KpuBble MOMEX0oyCTOMYMBOCTM(3aBUCUMOCTb
6UTOBOI OLLIMBKN OT OTHOLLIEHWUA CUTHA/LLIYM) OPTOrOHaIbHbIX CUrHAsI0B NPY yBENMYEHUU KoimdecTsa 6MTOB B
cumBone?

MpuBeanTe npumep mHorodasHoro curHana. Kak eyt cebsa Kpusble MOMEXOYCTOMYMBOCTU(3aBUCUMOCTb
6MTOBOW OLIMBKM OT OTHOLLEHUA CUTHAN/LWYM) MHOrodasHbIX CUrHaI0B NPU YBEIMYEHMUM KOMYECTBa BUTOB B
cumsone?

Kakue Tnnbl KabenbHbIx cpes nepenayn Bl 3HaeTe?

Yem oTAMYaOTCA OAHOMOLOBOE U MHOTOMOZOBOE ONTOBO/IOKHO?
Y10 TaKkoe ABOUYHbIA CUMMETPUYHbIA KaHan?

MNpuBeanTe onpeneneHne AUCKPETHOrO KaHana 6e3 namaTu.

YTo TaKoe KaHa/ C AUCKPETHbIM BXOA0M M HEMPEPbIBHbIM BbIXOA0M?

YTo TaKkoe cTeneHb (MM CKOPOCTb) KoamMpoBaHua? Yto o3HauatoT n 1 k B TepmuHe (n,k) Koa?



14. TlpueseguTe 2 NpMMepa KOAOB C KOHTPOEM YETHOCTU. OLEHMTE UX BO3MOXKHOCTM MO OBHAPYKEeHUIO
NNCMPaBAEHMIO OLLIMBOK.

15. Y10 TaKOe BEKTOpPHOE NpocTpaHcTBO? [aliTe onpeaeneHme TMHEMHOMY KOAy Yepes NOHATUE BEKTOPHOrO
noanpocTpaHcTea. lNpusegute npumep.

16. YTo TaKoe M 3a4em HyKHa MaTpuLLa reHepaTopa (reHepupytoLLas maTpuua)? MNpuseauTe npumep.

17. Yem cuctemaTUUECKUI KOL OTIMHAETCA OT HecuctemaTtuyeckoro? Mpuseaute npumep.

18. YT0 Takoe NpoBepoYHan MATPMLLA U KaK peannsyeTca KOHTPOb C MOMOLLbIO CUHAPOMOB?

19. KaK cTpouTcs HopManbHas MaTpMLa, U KaK € €€ MOMOLLbIO UCNPaBAATb OMOKM KaHana Nnpu 4eKoANpPOoOBaHUM?

20. YTo Takoe CBEPTOYHbIM Kogep? YTo TaKoe A/IMHA KOLOBOro orpaHuyeHua? Mpuseante npumep CBEPTOUYHOTO
Kozepa.

21. T[lepeyncnnte OCHOBHble NpeacTaBAeHMA CBEPTOYHOIO Koaepa.
22. YTO0 TaKOE MMMNY/IbCHAA XapaKTePUCTUKA CBEPTOYHOTO Kogepa?

23.  OnuwmMTe NOAMHOMMA/IbHOE NpeacTaBieHne CBEPTOYHOro Kodepa M ero npeacras/ieHune B BUAE KOHeYHoro
asTomara.

24, OnuwwuTe NpeacTasieHne CBEPTOYHOMO KoAepa B BUAE APEBOBUAHOM M pelétyaTon guarpamm.

25. B 4yém 3aK04YaeTcs oTaMYMe airopuTMa AeKOAMPOBAHNA CBEPTOYHOrO Koaa no Butepbu ot anroputma nosaHoro
nepebopa?

26. OxapakTtepusyiTte ctaHgapT IEEE 802.11 B uesom, Kakne ypoBHU no Knaccudukaummmoaenm ISO OSI oH
OXBaTblBaeT?

27. OxapakTepusyite GpM3MUYECcKNin ypoBeHb cTaHgapTa IEEE 802.11.

28. Kakue meToapl paclimpeHus cnektpa Bol 3HaeTe?

29. Yto Takoe MIMO U KaKue ero pasHOBUAHOCTM Bam M3BECTHbI?

30. Yvo Ttakoe OFDM, KaK 1 ana yero oH (oHa? Uaun oHo?) paboTaerT.

31. Yto Ttakoe DCF? OnuwmTe Nnopsaaok GyHKUMOHUPOBAHMA.

32. Yro Takoe PCF? OnuwuTe nopasoK GyHKLMOHUPOBAHUA.

33. Yem PCF otnnyaetca ot DCF? MoryT v oHM paboTaTb BMECTe U Kak MUMEHHO?

34. TlpuBeanTe nepapxmyeckyto CTPYKTYpy cteka npoTtokosios TCP/IP. MpuseauTe (Npu BO3MOMNKHOCTU) MPUMEpPDI
NPOTOKOJIOB KaXKA0r0 YPOBHS.

35. OxapaKktepusyiTe npuKaagHon yposeHb cteka TCP/IP. YKaxute npoTOKOIbHYIO eAUHULLY U UCMIONb3yeMble
NPOTOKO/bI.

36. OxapaKTepusyiiTe TPaHCMNOPTHbIN ypoBeHb cTeka TCP/IP. YKaxKuTe NpOTOKO/bHYIO eAUHULLY U UCMO/Ib3yeMble
NPOTOKO/IbI.

37. OxapaKTtepusyiiTe ceTeBol ypoBeHb cTeka TCP/IP. YKaxuTe NpOTOKO/IbHYIO e4MHULLY U UCMOJb3yeMble
NPOTOKOIbI.

38. OxapaKTepusyiiTe ypoBeHb ceTeBblx MHTepdeicos cteka TCP/IP.

39. Kakue Tinbl agpecoB Ucnosib3ytoTca B cteke TCP/IP? OnuwiunTte mx.

40. YTo TaKoe macka B IP-agpecaunm 1 gna 4ero oHa Ucnosb3ayeTca? Yto Takoe Knaccol IP agpecos?
41. Yto Takoe NAT n gnqa Yero oHa Hy*KHa?

42. Yto Takoe DNS? KaKk npoxoauT npoueaypa paspelleHns MMeHu?

43. [na yero Hy*KeH npotokon DHCP u Kak oH paboTaeT?

Bonpocbl K TeOpeTMyeckom Yactu 3-i1 atTrectaumnm



M

15.

16.
17.
18.
19.
20.
21.

OnuwmnTe OCHOBHbIE NPUHLMUMbI OpraHu3aumm IP mapwpyTtusaumm.

Ons yero Hy»keH ICMP npoTokon? MpueseamTte Nnpumep KOMaHAbl U3 Hero.
LnAa yero HyXHbl NpoToko/bl TCP 1 UDP? B 4ém nx cxoacTBO M pasnnymsa?
Y10 Takoe nopT? KaKoBbl NpaBuaa NX Hymepauum?

Y70 Takoe coKkeT? B Uém CywHOCTb NpoLeayp MyabTUMNIEKCUPOBaHWA/LeMYIbTUNIEKCMPOBAHMA NPOTOKO/I0B
TCP n UDP?

OnuwwnTe nopagok pabotbl npoTtokona TCP.

OnuwunTe NopsaoK paboTbl NnpoTtokona UDP.

YTO TaKoe normyeckoe coegmMHEHUA U KaKyto poJib OHO UrpaeT B npoTokose TCP?

MepeuncnnTe OCHOBHbIE METOAbI Peanm3aLnmn KBUTUPOBHMUA.

OnuwwuTe anropnt™m paboTbl MeToAa NPOCTOA UCTOYHMKA.

OnuwwnTe anropnt™ paboTbl METOAA CKOJIb3ALLETO OKHA.

OnuwwuTe anropmutm paboTbl Nepenayun ¢ Bo3spaleHnem Ha N nakeTos.

OnuwwuTe anroput™ paboTbl Nepesayn ¢ BbIGOPOUHbLIM NOBTOPEHNEM.

YeM OTIMYAtOTCA CTaTMYeCKan M afanTUBHAA TabanyHaa mapLlupyTmsauma? Kakue Buabl aganTMBHOM
MapLupyTM3aLmm Bbl 3HaeTe?

OxapakTepusyinTe AUCTAaHUMOHHO-BEKTOPHbIE arOPUTMbl MapLUpyTM3aLmu. Npuseaute npumep Takoro
anroputma.

OxapaKTepusyinTe afiropuTMbl COCTOAHMA CBA3EM MapLipyTusauuu. MpueeamTte Nnpumep TaKoro anroputma.
OnuwmnTe NopsaoK paboTbl U YKaXKUTE OCHOBHble ocobeHHOCTU NpoTokona RIP.

OnuwunTe NopsaaoK paboTbl U YKaXKMUTe OCHOBHble ocobeHHOCTU npoTokona OSPF.

Y710 TaKoe TpeTuii ypoBeHb MapLLpyTMU3aLLMKN MHTepHeTa? YTo Takoe aBTOHOMHasA cuctema’?
OxapaKTtepusyinTe npotokon BGP.

Mepeuncamte ocHoBHble TCP aTaku 1 cnocobbl 60pbbbl € HUMM.



