MuHobpHayku Poccum
®ELEPAJIbHOE TOCYOAPCTBEHHOE BIOA>KETHOE OBPA30BATEJIbHOE YYPEXOEHUE
BbICLLUEIO OBPA30BAHUSA
«BOPOHEXXCKUWI rOCY BAPCTBEHHbIN YHUBEPCUTET»
(®Pre0Oy BO «BIr'Y»)
YTBEP)XXOAIO
3aBenyoLmin Kaghenpon
bopucos OMuTpuin HUKonaesmy

Kathenpa nHHOpPMaLMOHHbBIX CUCTEM
03.05.2023

PABEOYASl MPOrPAMMA YYEBHON AUCLUMNJINHDI

51.B.1B.03.01 NHdopMaLmoHHas 6e30MacHOCTb UHTPAHET-CeTEN

1. Koa v HauMeHOBaHue HanpaBJieHUA NOATrOTOBKMU/CNeLasbHOCTH:
09.04.02 NHopMaLOHHbIE CUCTEMbI U TEXHOJIOT UK

2. Mpodunb noaroToBKU/CcneLnanmn3aLms:

AHann3 N CUHTE3 NHOPMALMOHHbBIX CUCTEM

3. Kanudukauua (cteneHb) BbINyCKHUKA:

MaructpaTypa

4. ®opma obyueHus:

Ou4Has

5. Kacdepgpa, oTBeualoww,asa 3a peanmsauunio AUCLUMNIINHDI:

Kathenpa nHMopMaLMOHHbIX CUCTEM

6. CocTaBuTeNIN NpOrpaMMbl:

KoBasab AHapen Cepreesud, koval@cs.vsu.ru, CT.nper, (hakyabTeT KOMMbIOTEPHbIX HAayK, Kageapa
MHMOPMaLMOHHbIX CUCTEM

7. PekoMeHgoOBaHa:

pekomeHgosaHa HMC ®KH 03.05.2023, npoTokos Ne 7

8. YYyeOHbIN ron;:

2023-2024

9.llenu u 3apa4m y4eOHON AUCLUNIUHDI:

n3yyeHne CTyAEHTAMW METOLOJIONM NMPOEKTUPOBAHNS 1 peanm3aLm CUCTEMbI 3aLUMUTbl MH(OpMaL MK, C
YYETOM Yrpo3, XapakTepHbIX AN COBPEMEHHbIX MHTpPaHeT-ceTel. CTaBATCA 3ala4yn: Ha JEKLUOHHbIX
3aHATMAX MNO3HAKOMUTbL CTYAEHTOB C OCHOBaMW TexHosnorun obecnevyeHMs UHHOPMALUOHHOW
6e3onacHocTy (MB) 1 paccMOTPeETb MCMOMb30BaHWE 3TUX TEXHONOMUIA ANs NocTpoeHus cuctem Wb,
CHVKAIOLLMX PUCKK, XapaKTepHble A5 KOPMopaTWBHbIX CETE.

CTyneHTbl, M0C/1e YCreLIHOro npoxXoX.aeHns Kypca MoryT PpOeKTUPOBaTh U PEaN30BbIBaTb CUCTEMbI
3alUNThl MHTPAHET CeTeVi C y4eTOM XapaKTePHbIX A/ HUX Yrpo3 Y BO3MOXHOCTEN COBPEMEHHbIX
TEXHOJ10rnu, Kak Ha ocHose 10 ceTeBbix OC, Tak U C UC0/Ib30BaHNEM arnapaTHbIX peLleHnH.



10. MecTo yuyebHOM aucunMnAnHbI B CTPYKTYpe OOM:

AncunnanHa BapumaTMBHOW 4YacTu uukna (b1.B). BxoaHble 3HaHUA: «MHOCTPaHHbIN A3blK B
npogeccmoHanbHON chepe», «BBeneHne B nporpammumpoBaHue». TpebyoTcs 3HaHMA B obnactu
NH(POKOMMYHUKALMNOHHBIX CUCTEM U ceTen ypoBHSA Dakanaspa.

11. MnaHupyeMble pe3ynbTaTbl 00y4eHUA NO AUCLUNMHE/MOAYJIO (3HAHUA, YMEHUA, HaBbIKK),
COOTHECEHHble C NIaHUpPYeMbIMU pe3yibTaTaMu 0CBOEHUA obpa3oBaTesibHOM NPOrpaMMbl
(KoMneTeHUUAMMU BbINYCKHUKOB) U MHAMKaTOPaMu UX AOCTUXKEHUA:

Kon n Ha3BaHue Kol v Ha3BaHMe nHOMKaTopa  3HaHWSA, YMEHUS, HaBblKK

KOMMeTeHLU MM KoMMeTeHuun

MKB-14 CnocobeH MKB-14.2 YMeeT onpefenaTb  3HaTb: TWUMNOBOE UCMOJIb30BaHME

NpoeKTMpPoBaTb crnocobbl B3anMoOencTBma TexHonorun obecnevyeHmns

APXUTEKTYPY MeXAy NporpamMmMHbIMM NH(OoPMaLMoHHON Be3onacHOCTY ANns

NpPoOrpaMMHOro noacucTeMamm NoCTpoeHmnsa cuctem b, CHUXXaoLWmMX

CpefcTBa NPOrpamMMHOro cpencTea PUCKW, XapaKTepHble 08 KOPnopaTUBHLIX
ceTen;

YMeTb: MPOEKTUPOBaATbL CUCTEMbI 3aLLUUTDI
WHTPaHeT-CeTen C Y4eTOM XapaKTepPHbIX
AN HUX YrPO3 1 BO3MOXHOCTEN
COBPEMEHHbIX TEXHOJIOMNI, KaK Ha OCHOBE
MO ceTeBbix OC, Tak 1 C UCNONb30BaHNEM
annapaTHbIX peleHnin; peann3oBbiBaTb
CMCTEMbI 3aLlUUTbl UHTPaHeT-CETEN;

BNafeTb: METOAAMUN aHaM3a COCTOAHNA
3alUMLEHHOCTN UHTPAHET-CeTu;
cpencTBamMy afMUHUCTPUPOBAHUS CUCTEM
NBb nHTpaHeT-ceTen;

12. O6beM gucLUNIMHBbI B 3a4€THbIX eauHULLax/4yac:
3/108

dopMa NPOMEXYTOYHON aTTecTaLuu:

3a4eT C oueHkomn, KoHTposibHas paboTa

13. TpypoeMKOCTb NO Bupam y4yebHon paboTbl

Bug y4ebHomn paboTbl CemecTp 1 CemecTp 2 Bcero
AyOunTOpHbIE 3aHATMA 54 0 54
JIeKUMOHHbIe 3aHATUSA 18 16 18
MpakKTnyeckme 3aHATUS 0
JNlabopaTopHble 3aHATUSA 36 34 36
CamocTodATeNbHas paboTa 54 0 54
KypcoBas paboTa 0
MpoMexxyTo4yHas aTTecTauns 0 0 0
Yacbl Ha KOHTPOJIb 0

Bcero 108 0 108



13.1. Copep>xaHue AUCLUNINHDBI

n/n

HanmeHoBaHue
pasgena
OVCUMNANHBI

NHTpaHeT-ceTu
noeHTUurKauns
yrpos, aHanms
PUCKOB, CO3LaHune
CUCTEMb
NpPOTMBOOENCTBMS,
pa3paboTka
OTBETHbIX Mep 44
BO3MOXXHbIX
HapyLeHNsx
Be3onacHoCTK

CeTun IPV4, IPv6 1
TexHonorus IPSec

TexHonorunm
BMPTYaslbHbIX
YaCTHbIX ceTen

RADIUS. CeTeBon
KapaHTWH

NHppacTpyKTypa

OTKPbITbIX KJIOYEN.

CmapT-KapThl.

ConoepxxaHue pasfena
OVNCUUMINHDI

WHTpaHeT ceTu:
NOeHTUMMKaLNS yrpos,
aHasIn3 PUCKOB,
CO3[aHune CUCTeMmsl
NPOTUBOLENCTBUSA,
pa3paboTKa OTBETHbIX
Mep 415 BO3MOXHbIX
HapyLleHNsAX
6e3onacHocTu.

IPSec - TexHoNorua ong
ceTen, NOCTPOEHHbIX Ha
IPv4 n IPv6.

VPN TexHonorum:
331341, OCHOBHbIE TUMbI,
crnocobbl peannsaunn.

NAS-cepsepbl.
LeHTpannsaumns
ayTEeHTUUKALNN Ha
ocHoBe RADIUS.
OTKa30yCTOMYMBOCTb
RADIUS.

NHppacTpyKTypa
OTKPbITbIX KJIOYEN.

Pa3nu4yHble
APXUTEKTYpPbI [OBEPUS.
Mpobnemsl
pa3BepTbiBaHMA U
MHOroypoBHeBsble PKI-
peLueHus.
MHorotakTopHas
ayTeHTUunKaLuns,
CMapT-KapThl.

Peanunsauns pasgena SUCLMNIINHBI C
NMOMOLLbIO OHNAMH-Kypca, IYMK

9YMK «WHpopmaumoHHas 6e30nacHOCTb
NHTpaHeT-ceTen»,
https://edu.vsu.ru/course/view.php?id=2995

9YMK «NHdpopmaLmnoHHasa 6e30MacHOCTb
NHTpaHeT-CeTen»,
https://edu.vsu.ru/course/view.php?id=2995

IYMK «NHpopmaunoHHasa 6e3o0nacHOCTb
NHTpaHeT-ceTen»,
https://edu.vsu.ru/course/view.php?id=2995

IYMK «NHdpopmaLmoHHas 6e30nacHOCTb
NHTPaHeT-CeTemn»,
https://edu.vsu.ru/course/view.php?id=2995

9YMK «WHpopmaumoHHas 6e30nacHOCTb
NHTpaHeT-ceTen»,
https://edu.vsu.ru/course/view.php?id=2995



n/n  HanmeHoBaHue
pasgena
OVCUMNINHDI

6 be3onacHocTb
XPaHeHNs n

06paboTKM AaHHbIX

B OC xocToB

7 be3onacHocTb

ceTeBbIX yCTpOI7ICTB

2 1 3 ypPOBHEWN.
TACACS, RADIUS -
peLleHmns.

8 AnnapaTHas
peanu3auns IPSec,
VPN.

9 AnnapaTHas
peanusauuns
MeXXCceTeBbIX
3KpaHos, IDS, IPS.

2 CeTun IPv4, IPv6 1
TexHonorus IPSec
(nab.)

ConepXaHve pa3aena
OVCLMNINHBI

be3onacHOCTbL XpaHeHUn
AaHHbIX. lWndpauyma
JaHHbIX MaclwTaba
(hannos, hannoBbIx
CUCTEM, HOCUTENEN.
be3onacHocTb OC B
KOPNopaTNBHON ceTu:
WabNoHbI 1 3TaNOHbI
6e30macHOCTW, CUCTEMBI
obHOBNEHWIA.

be3onacHOCTb CeTeBbIX
YCTPOWCTB 2 YPOBHSA C
OC IOS. be3onacHOCTb
CeTeBbIX YCTPOMCTB 3
yposHsa ¢ OC I0S.
TACACS, RADIUS -
pelueHns ans ceTeBoro
obopynoBaHus.

Peanuzauns IPSec B OC
|0S. Peannzaunsa VPN B
OoC I0s.

ObecneyvyeHune Vb
WMHTPaHET ceTel - Kak
3aflavya ynpasneHus
puckamu. Ctpaterum
ynpaBAeHNs pUCcKaMmu,
TEXHOJIOrUN BHEPEHMSA
ynpaBneHns pucKamum.
MpoekTupoBaHune
MOLYJIbHOW
NHDPACTPYKTYPhI
WMHTPaHeT ceTen Ha
OCHOBE TUMOBbIX

peweHuin (npoekT CISCO

SAFE).

Co3paHue IPSec
COeLVHEHUS Mexay
cepsepamu Windows ¢
cepTUdurKaLMOHHON
ayTeHTUnKaumen

Peanu3auns pasnena AUCUUMINHBI C
NOMOLLbIO OHNAMH-Kypca, IYMK

9YMK «NHpopmaumnoHHasa 6e3onacHOCTb
NHTpaHeT-ceTen»,
https://edu.vsu.ru/course/view.php?id=2995

9YMK «NHdpopmaumnoHHasa 6e30nacHOCTb
WHTPaHeT-ceTen»,
https://edu.vsu.ru/course/view.php?id=2995

9YMK «HdpopmaunoHHasa 6e30mMacHOCTb
NHTpaHeT-CeTen»,
https://edu.vsu.ru/course/view.php?id=2995

IYMK «NHpopmaumnoHHasa 6e3onacHOCTb
NHTpaHeT-ceTen»,
https://edu.vsu.ru/course/view.php?id=2995

9YMK «NHdpopmaumnoHHasa 6e3o0nacHOCTb
NHTpaHeT-ceTen»,
https://edu.vsu.ru/course/view.php?id=2995



n/n

HanmeHoBaHue
pasgena
OVCUMNINHDI

TexHonorunu
BMPTYaslbHbIX
YaCTHbIX CeTen
(nab.)

RADIUS. CeTeBon
KapaHTUH (nab.)

NHppacTpykTypa
OTKPbITbIX KJIOYEN.

CmapT-KapThl.
(nab.)

be3onacHocTb
XPaHEeHUs n
06paboTKM OaHHbIX
B OC xocToB (Nnab.)

Coaep>xaHue pasgena
OUCUMMVHBI

Pa3BepTbiBaHMe RAS-
cepsepa B Windows 1
HacTpowka VPN
NoOKJIYEHNA C
ncrion3osaHnem PPTP.

YcTtaHoBka RADIUS-
cepsepa IAS 1 noAnTuK
noctyna gna VPN-
knneHToB. NPS. NAP.

Pa3BepTbiBaHUE 2-
ypoBHeBo# PKI Ha
KOMMbOTepax nog
ynpasneHnem Windows
Server. Co3gaHune
cepTudrKauMoHHbIX
wabnoHoB O
aBTOBbINYCKa
cepTndunKaToB.
Co3paHue cybbekTa,
YNOJIHOMOYEHHOI 0
BbIMNyCKaTb
cepTuuKaThel 44

CMapT-KapTbl. PesepBHOe

konupoBaHue B PKI.
Co3paHvie DRA 1 KRA.

Pa3BepTbiBaHue EFS.
Wngppaunsa BitLocker
Drive. MpnMeHeHne
3Ta/IOHHbIX WabnoHOB
Be3onacHoCcTH K
cepBepHou 1
KnueHTckon OC
(Windows 2003, XP).
Co3paHune
NHppacTpykTypbl WSUS
B nabopaTopHom ceTw.

Peanu3auns pasnena AUCUUMINHBI C
NOMOLLbIO OHNAMH-Kypca, IYMK

9YMK «NHpopmaumnoHHasa 6e3onacHOCTb
NHTpaHeT-ceTen»,
https://edu.vsu.ru/course/view.php?id=2995

IYMK «HdopmaLmoHHas 6e30nacHOCTb
NHTPaHeT-CeTen»,
https://edu.vsu.ru/course/view.php?id=2995

IYMK «NHpopmaLmnoHHasa 6e3onacHOCTb
NHTpaHeT-ceTen»,
https://edu.vsu.ru/course/view.php?id=2995

IYMK «NHpopmaumnoHHasa 6e3onacHOCTb
NHTpaHeT-ceTen»,
https://edu.vsu.ru/course/view.php?id=2995



n/n  HanmeHoBaHue
pasgena
OVCUMNINHDI

7 besonacHocCTb
CETEeBbIX YCTPONCTB
2 1 3 ypOBHEN.
TACACS, RADIUS -
peweHuns. (nab.)

8 AnnapaTHas
peannsauns IPSec,
VPN. (nab.)

9 AnnapaTHas
peanusauus
MeXCceTeBbIX
3KpaHos, IDS, IPS.
(nab.)

13.2. Tembl (paspensl) AUCLUNANHBI U BUObI 3QHATUHA

Coaep>xaHue pasgena
OUCUMMVHBI

ObecneyeHune
6e3onacHoCTK
kommMyTaTopos ¢ OC 10S.
ObecneyeHune
6e3onacHoCcTn
KOMMYTaTOPOB 3 YPOBHS
N MapLIpyTN3aTOPOB C
OC 10S. HacTpoiika
TACACS, RADIUS gns
LeHTpaIM30BaHHOMN
ayTeHTuUgnKaumm.

Peanuzauns IPSec B OC
I0S 3aHATME 1, 2.
Peanusauunsa VPN B OC
|OS ¢ nomoLbio SDM.
Peanusauunsa VPN B OC
|OS B KOMaHOHOM
NHTepgence.

AnnapaTHas peannsauyus
MeXXCeTeBbIX 3KPAaHOB Ha
OCHOBE MaKeTHON
unbTpaLUN.
AnnapaTHas peannsauyus
30Ha/IbHbIX MEXCETEBbIX
3KpaHOB Ha OCHOBe
KJlacCMpnKaTopoBs
Tpaduka. AnnapaTHas
peanusauns IPS (10S).

Peanu3auns pasnena AUCUUMINHBI C
NOMOLLbIO OHNAMH-Kypca, IYMK

9YMK «NHpopmaumnoHHasa 6e3onacHOCTb
NHTpaHeT-ceTen»,
https://edu.vsu.ru/course/view.php?id=2995

IYMK «NHdopmaLmoHHasa 6e30nacHOCTb
NHTPaHeT-CeTen»,
https://edu.vsu.ru/course/view.php?id=2995

9YMK «HdpopmaunoHHasa 6e30mMacHOCTb
NHTpaHeT-CeTen»,
https://edu.vsu.ru/course/view.php?id=2995



No
n/n

HanmeHoBaHuve
TeMbl (pa3aena)

JlIeKUMOHHble
3aHATUSA

MMpakTnyeckne
3aHATMA

NHTpaHeT-ceTu: 2
noeHTugrkaums
yrpos, aHanu3
pPUCKOB, CO3JaHMe
CUCTEMb
NPOTUBOLENCTBUS,
pa3paboTka
OTBETHbIX Mep AJi4
BO3MOXXHbIX
HapyLLeHnaxX
6e3onacHoCTun

CeTn IPv4, IPv6 1 2
TexHonorus IPSec

TexHonorun 2
BUPTYabHbIX
YaCTHbIX ceTen

RADIUS. CeTeBon 2
KapaHTuWH

NHppacTpyKTypa 2
OTKPbITbIX

kno4ven. CmapT-
KapTbl.

be3onacHOCTb 1
XPaHeHns n
0bpaboTkun

AaHHbIX B OC

X0CTOB

be3onacHocTb 2
CeTeBbIX

YCTPONCTB 2 1 3
yposHen. TACACS,
RADIUS -

peLueHuns.

AnnapaTHas 2
peanusauma IPSec,
VPN.

AnnapaTHas 3
peanunsaums
MeXCeTeBbIX
3KpaHos, IDS, IPS.

NabopaTopHble
3aHATUS

CamMocTosATeNbHas
paboTa

2

10

10

10

Bcero

10

10

18

15

18

18



No HanmeHoBaHue JNlekumnoHHble  [MpakTudeckne JlabopaTopHble CamocTosTenbHas Bcero
n/n  Temsbl (pa3aena) 3aHATMA 3aHATMA 3aHATUA paboTa

18 0 36 54 108

14. MeToaunyeckue yKasaHus gns oby4yaloLmuxcs No 0CBOEHUIO OUCLUMNIINHDI

OvncunnnuHa TpebyeT paboTbl C hannamu-npeseHTauUnasMn NeKUNn 1 COOTBETCTBYIOLUMN FlaBaMu
PEKOMEHA0BaHHOM OCHOBHOWM NNTepaTypbl, a Takxe, 0653aTeNbHOro BbiNOAHEHUS BCeX nabopaTopHbIX
3a4aHUN B KOMMbIOTEPHOM Knacce. CamocTosiTeNbHAA MOArOTOBKA K NabOpaTOPHbLIM 3aHATUAM He
TpebyeTcs, T.K. HeobxoanMble peKoMeHAauuy JA0TCA B ayAMTOPUN, rae BbiNOJHATCA abopaTopHbie
paboThl.

CamocToaTenbHas paboTa NpoBOAUTCA B KOMMbIOTEPHBIX Kaccax ®KH ¢ ncnosib30BaHNEM MeTOANYECKUX
MaTepuanoB PacrnofioXKEHHbIX Ha yyebHo-meToanyveckom cepeepe ®KH "\\fs.cs.vsu.ru\Library" n Ha
cepsepe Moodle BI'Y edu.vsu.ru, BbinofHEHWEM 3a4a4 KOHGUIypuUpoBaHMa BupTyaansuposaHHon NC. Bo
BpeMS CaMOCTOSATeNbHOW paboTbl CTYAEHTbl MCNOJIb3YIOT 31EKTPOHHO-6MBANOTEYHbIE CUCTEMBI,
LOCTyMHble Ha nopTane 30HanbHoM bubnnotekn BIY no agpecy www.lib.vsu.ru. bosbliasa 4acTb 3a4aHuWN
MOXKET ObITb BbIMOJIHEHA BHE ayAUTOPUIA Ha AOMALLUHEM KOMMbIOTEPE, NOC/e KOMMPOBaHNA METOANYECKNX
yKa3aHui n Heobxoammoro MO ¢ yyebHo-meTOoAMYecKoro cepeepa OKH.

15. MepeyeHb OCHOBHOM U A,0NOJIHUTEJILHON NUTEpaTypbl, PECYypPCOB MHTEPHET, HeobXoAUMbIX
011 OCBOEHUSA AUCLUMJINHDI

No NICTOYHUK
n/n
1 bynbiués, . I'. MporpaMMHo-anmnapaTHbIE CPeACTBa 3alUUTbl MHGoOpMauum : y4ebHo-

MeToaudeckoe nocobue /I, I'. bynbl4és. — MockBa : PTY MUP3A, 2022 — Yactb 1 — 2022. —
203 c. — ISBN 978-5-7339-1652-1. — TeKCT : 3/IeKTPOHHbIN // JlaHb : 3N1€KTPOHHO-6MBANOTEYHaS
cuctema. — URL: https://e.lanbook.com/book/310781 (naTa obpaieHns: 23.05.2023).

2 Bynblués, . I'. MporpaMMHo-annapaTHble CPeACTBa 3alnThbl MHopMaLmn : y4ebHo-
mMeToamyeckoe nocobue / I'. . bynblyés. — Mockga : PTY MUP3A, 2022 — YacTb 2 — 2022. —
177 c. — ISBN 978-5-7339-1653-8. — TeKCT : 3/IeKTPOHHbIN // J1aHb : 3/1eKTPOHHO-bMbnoTeYHas
cuctema. — URL: https://e.lanbook.com/book/310784 (mnaTa obpauieHus: 23.05.2023). — Pexum
[0CTyna: AN aBTOpU3. Nosib3oBaTesNeNn.

6) nononHMTeNbHas AuTepaTypa:

Ne NcToYHUK
n/n

1 OcHoBbl paboTsl B nporpamme CISCO PACKET TRACER : y4yebHo-MeToam4eckoe nocobue /
coctasutenu I. B. Abpamos [1 ap.]. — BopoHex : BI'Y, 2017. — 31 ¢. — TeKCT : 3/IeKTPOHHbIN //
JlaHb : an1eKTpoHHO-bnbnnoTeyHasa cnctema. — URL: https://e.lanbook.com/book/154795 (paTa
obpaleHns: 23.05.2023).



Ne MCcToOYHMK

n/m

2 Hectepos, C.A. AHann3 v yrnpasiaeHne puckamm B MHGOPMaLIMOHHbIX cucTeMax Ha base
onepaumoHHbIx cuctem Microsoft : npakTndeckoe nocobue / C.A. HecTepos. - MockBa :
WHTepHeT-YHuBepcuteT MHpopmaumnoHHbIx TexHonorui (MHTYWUT), 2009. - 233 ¢. —
YHuBepcuTeTckasa bubanoTeka oHAaviH : 31EKTPOHHO-bMbMoTeYHas cnctema. — Pexum
aoctyna : https://biblioclub.ru/index.php?page=book&id=234529

3 CucTeMbl 3aLUNThl MHGOPMaLMK B BeAyLLnX 3apybexHbix cTpaHax: y4ebHoe nocobue A5 By30B :

[16+] / B.W. ABep4yeHkoB, M.KO. PbiToB, I.B. KoHapalunH, M.B. PynaHoBCKui. - 4-e n3g., ctep. -
MockBa : ®amHTa, 2016. - 224 ¢. — YHuUBepcuTeTCKas bnbanoTeka oHAaviH | 3J1eKTPOHHO-
bubnnoteyHas cuctema. — Pexum goctyna :
http://biblioclub.ru/index.php?page=book&id=93351

B) UH(OPMALIMOHHbIE 371EKTPOHHO-06pa3oBaTe/IbHbIE PECYPChI:

Ne n/m NCTOYHUK

1 BbubnnoTeka BI'Y, http://www.lib.vsu.ru
2 CepBep y4ebHo-MeToanYeckux matepuanos ®KH, \\fs.cs.vsu.ru\Library
3 IYMK «NHpopmMaLmoHHasa 6e30MacHOCTb MHTPaAHET-CeTeN»,

https://edu.vsu.ru/course/view.php?id=2995

16. MepeyeHb yuebHO-MeTOAMYECKOro obecneyeHus ons CaMOCTOATENIbHOW paboTbl

Ne n/m WCTOYHUMK
1 CepBep y4ebHo-MeToanYeckux matepmanoB ®KH, \\fs.cs.vsu.ru\Library

2 3YMK «MHpopmaumnoHHas 6e30nacHOCTb MHTPaHeT-ceTen»,
https://edu.vsu.ru/course/view.php?id=2995

17. ObpasoBaTesibHble TEXHOJIOTUMMU, UCNOJIb3yeMble NPU peanunsauum y4ebHON AUCLUNINHBI,
BKJIIOYasA OUCTaHUMOHHbIe oOpa3oBaTenbHble TexHonoruun (AOT), anekTpoHHoe oby4yeHue (30),
cMeLLlaHHoe obyuyeHue):

1. TexHonorum BUpTYyanusaLum:
Cpega supTyanusauum Oracle/Sun Virtual Box

2. dNeKTPOoHHO-bMbnnoTeyHasa cnuctemol «YHUBepcuTeTckas bubnmnoteka online» (http://biblioclub.ru) n
«Jlanb» (http://lanbook.com)

3. ObpasoBaTenbHbIn nopTan Moodle (cepsep Moodle BIY)

4. CepBepHble 1 kaneHTckne OC Microsoft.

5. OnepauwnoHHas cuctema GNU/Linux (anctpunbyTus CentOS).
18. MaTepuanbHo-TexHU4Yeckoe obecneyeHne AUCLUNIIUHDI:

1. JleKuMOHHaa ayamuTopmus, OCHallleHHas BULEONPOeKTOPOM.



2. KOMMblOTEPHbIN Knacc And npoBefeHns nabopaTopHbIX 3aHATUIN, OCHALLEHHbLIA NMPOrpaMMHbIM
obecneyeHnem VirtualBox. O6bem csoboagHom nocne 3arpysku OC onepaTuMBHOM NamaTu Ha paboyee
MecCTOo He MeHee 4 ['b (TpebyeTcs N5 BUPTYanbHbIX MaLLWH).

3. NabopaTopun NporpaMMHo-annapaTHbIX CpeacTs obecnevyeHns nHPopMaLMoHHON 6e3onacHoCTH (aya.
303n), BkntoYatoLLaa annapaTHo-nporpaMmHele C3W: cMapT-kapThl, RFID-TOKeHbI 1 KapTbl, KapT-puaepsl;
annapaTtHble IPS, IDS, VPN cucTeMbl; pa3BepHyTasa BUpPTyasbHaa ceTeBas UHGPpPaCcTpyKTypa ANS
BbIMONHEHNS NabopaTopHbIX paboT ¢ annapaTHbIMK ceTeBbIMK 3KpaHaMu U VPN. Y4ebHo-MeToanYeCKmni
KoMmnekc "lMporpaMmHo-annapaTHasa 3awnTta ceTen ¢ 3awmton ot HCLA" OAO "NHpoTeKC". AMNKLL
«KOHTUHEHT».

4. NNabopaTopusa 6e30MacHOCTU KOMMbIOTEPHbLIX ceTen (ayd. 384), BkaYaloLlas KOMMYTaTopbl ”
MapwpyTusaTopsl CISCO, annapaTHbIN MeXCeTeBOW 3KpaH, MPOrpaMMHbIA aHa/n3aTop CETEBOro
Tpadumka WireShark. MporpaMMHbIA CUMYNATOP, ANA CO3[4aHWNS BUPTYasbHbIX CTEHAOB, BKOYAOLWMX
KOMMYTaTOpbl 2 1 3 YPOBHEW, MapLLIpyTM3aTopbl, ceTeBble 3KpaHbl 1 COB.

19. OueHo4YHble CpeacTBa AJA NPOBeAeHUA TeKyLL el U NPOMEeXYTO4YHON aTTecTauumn

MopsAOK OLEHKM OCBOEHMS 00yYaoLWMMNCs y4ebHOro MaTepmana onpeaensieTcs Coaep>XXaHmem
cnefyoWwmnx pasaenos AUCLUMIUHbI:

Ne Pazpensl Kon komneTeHumn Kop nHamkaTopa OLeHOYHble cpelcTBa AN14

n/n OVCUMMINHBI Tekyllen aTTecTaumm
(Moaynn)

1 1-9 MKB-14 MKB-14.2 KoHTponbHble paboTsl 1-3.

MpakTuyeckne 3agaHns Nel-8

lpoMexyTo4yHas aTTecTauns

dopmMa KOHTPONSA - 3a4€eT C oLeHKoW,KoHTpobHas paboTa
OueHoYHble CpeacTBa A4 NPOMEXYTOYHOM aTTecTalmmn
MnceMeHHas KoHTposibHas paboTta. OaHO 13 nabopaTopHLIX 3a4aHWI

20 Tunosbie OUEHOYHbIE CpeaAcTBa U MeTOAMYEeCKMe MaTepuanbl, onpeaensiolie npoueaypbl
OLeéHUBaHuA

20.1 TeKyLwW UMW KOHTPOJb YCNEeBaeMoCTH
TexHonorus npoBepneHus:

Tekyllas aTTecTauns NpoBoAMTCSA B (hOpMax MUCbMEHHLIX (MU B 3IEKTPOHHOM BUAE Ha CanTe
edu.vsu.ru) KOHTPOJIbHbIX PaboT No nekumnsam n nabopaTopHbIX 3a4aHnn. OLEHKN 32 BOMPOChI KaXk 40N
KOHTPONbHON paboTbl CyMMUMPYIOTCSA U CYMMa 3aTeM HopMupyeTcs K 50-6annbHoMy 3HaveHuo. Kaxxaas
nabopaTopHas paboTa OLEHMBAETCS KakK BbINOJIHEHHAA UM HEBLINOJIHEHHAA COrNacHO KpUTepuam B eé
onucaHum Ha edu.vsu.ru. B KOHLE ceMecTpa BblYNCASETCA CpefHAs OLEHKa 3a BCE KOHTPOJIbHbIE paboThl
1 nabopaTopHble 3a4aHNS. ITa OLLEeHKa ABNSETCA OLEHKOW 3a paboTy CcTyAeHTa B Te4YeHue BCero
cemecTpa ¥ UCNoJSib3yeTCa A1 pacyeTa UTOFOBOM OLEHKM Mo npegMeTy (cMm. pasgen 20.2).

CooTHOLUEeHUe noKasaTesnewu, KpuTepues U WKaJibl OLEHUBAHUA pPe3ysibTaToB 06y'-IeHMFI

KpuTepnmn oLeHNBaHUS KOMMNETEHLWNA YpoBeHb LLIkana oueHok
ChOPMUNPOBAHHOCTM
KOMMeTeHUMN
BepHble 0TBETHI Ha BCE BOMPOChI KOHTPOJIbHOWM paboThl. Bce  |M0BbILLEHHbI OTNMYHO
KpUTepumn BbiNoJIHEHNA 1 paboTocnocobHoOCTH B YPOBEHb
NnabopaTopHbIX 3aaHUSX - YAOBNETBOPEHbI.




BepHble 0TBEThI Ha 60/1bLLYIO YaCTb BOMPOCOB KOHTPOJbHOM
paboTbl. BoNbLIAsA YaCTb KPUTEPMEB BbIMOJHEHUS 1
paboTocnocobHocTn B nabopaTopHbIX 3a4aHUSX -
yI0BJIETBOPEHa.

ba3oBbIl
YPOBEHb

XopoLuo

BepHble 0TBETHI Ha Hanbosiee BaXKHble 4aCTW BOMPOCOB
KOHTPOJIbHOV paboTbl. Ba3oBas YacTb KpUTEPMEB
BbIMNOJIHEHUSA 1 PaboTOCNOCOBHOCTM B NnabopaTopHbIX
3aQaHUAX - YO0BJETBOPEHA.

Moporoseii
YPOBEHb

YOoBneTBOPUTENbHO

HeT unu KpaiiHe MaJsio BEpHbIX OTBETOB Ha Hanbosiee BaXKHblE
4aCTMW BOMPOCOB KOHTPOJIbHOW paboTbl. ba3oBas YacTb
KpUTEpPMEB BbINOJIHEHMS 1 paboToCNocobHOCTM B
nabopaTopHbIX 3aaHUAX - HE YAOBIETBOPEHA.

HeypnossieTBopuTESILHO

®opMMUpPOBaAHUE OLEHOK:

Mpy OLLEHVBAHMM Pe3yibTaTOB TEKYLLEW aTTeCTalln NCMNOo/b3YeTCs KOIMYECTBEHHAS LWKaa OLEHOK.
YnomsHyTas Bbile 50-6anibHas cpefiHAs oLeHKa onpenensieT ypoBeHb CHOPMUPOBAHHOCTH
KOMMETEHLMIA N BANSET Ha UTOrOBYIO OLIEHKY (CcM. pazgen 20.2).

MepevyeHb BONPOCOB KOHTPOJIbHBIX paboT
K.P. 1

1. Kak BO3HMKaeT napa Kjyen npu co3gaHnm ceptudgurkaTa B PKI 1 raoe xpaHuTcs 3akpbiTbid, a rae

OTKPbITBIA KO4N?

2. [na vero ncnonb3yeTcsa npoTtokon AH B IPsec? YTo Takoe SA, main-mode (0CHOBHOI pexuM) quick-
mode (onepaTuBHELIN pexuM)? Kakne Tpu BuAa ayTEHTUDUKALUN KOHEYHbIX CUCTEM 0BbIYHO
nooaepXmBaloTcs B peannsaunsx IPsec? Korga (B Kakux CLLeHapusx) Kakon ncnosb3lyercs?

3. B xope kKoHgpurypuposaHus VIPnet Ha paboyem mecTe agMUHUCTPaToOpa € nomolbio LIYC
BbIMNOJIHEHA afpecHasa aAMUHUCTpaumns ceTn n gobasneHo Hoeoe paboyee mecTo (All). Kakmne
ypoBHU/BMAa WndpoBaHma byayT 3a4eACTBOBaHbI MPW NOCLIIKN NOJb30BaTENEM 3alINGPOBAHHOIO
nMcbMa Ha 3T7oT All, Kakne COOTBETCTBYIOLWME KJIIOYM NOTPebyoTCS 419 paclundpoBaHns

Co0bLLEeHMS, Fae 3TW K04 HAaXoAATCs (KOMY NpUHaANeXaT/oocTymnHbl)?

4. [lns 4yero ncnonb3ytotcs dunbTpbl IPsec? Kakne nocnencteus npuMmeHeHus IPsec 6e3 ¢gunbTpos
nnu ¢ rpybsiMn punbTpamn (Hanpumep, TEMU, YTO YCTAHOBAEHbI NO-yMOJIHaHMWIO Ha BUPTYabHbIX

MallnHax nabopaTopHbIX 3aHATUN 3TOr0 Kypca)?

5. KakoBa cneunduka paboTtsbl IPsec npu ncnonsb3osaHum NAT (Kak pelatroTcs npobaembl U B Kakon

CcTeneHmn nx BoobLie BO3SMOXKHO peLnTb)?

6. B xone KoHgurypuposaHusa VIPnet Ha paboyeM mecTe agMUHUCTpaTopa ¢ nomowsbio LIYC
BbIMNOJIHEHA afpecHasa aAMUHUCTpaumns ceTn n gobasneHo HoBoe paboyee mecTo (All). Kakune
KON JOSKHBI BbITh NepeaaHbl Ha All, Kak OHM CBSi3aHbl MeXAy CO60 1 KaKOBO Ha3HaYeHue

KaXooro?

. Mepbl obecneyeHmns nHopmaumnoHHon 6e3onacHoOCTM ANna nHgpacTpykTypbl PKI: 4To 1 Kak cnepyeT
3awmwaTh B PKI nHpacTpyKType (Tak Xe onuwmnTe MecTopacnoioXeHNe KpUTUYECKUX 2N1EMEHTOB
PKI, KoTopble TpebyoT 3aLuUThI)?

. Kakue cylecTByIOT MeTObl BOCCTAHOBIEHNSA 3aKPbITbIX K/OYEN, Kak MOXHO pelwnTb npobniemy nx
noTepu, Kakne MHCTPYMEHTbI ANa 3Toro notpebyoTcs?

K.P. 2

. B xone kKoHgpurypuposaHus VIPnet Ha paboyem MecTe agMUHUCTPaTopa ¢ nomowbio LIYC
BbINOJSIHEHA aApecHas agMUHUCTPaLMS ceTn 1 fobaBneH HOBbIN NONb30BaTesNb. Kakue Kayu
LO/MKHbI BbITb NepefaHbl NOJIb30BaTEI, KaK OHU CBA3aHbl Mexxay coboi 1 KaKoBO Ha3Ha4yeHue
KaXooro?



2. [1ns yero Heobxoauma nepapxms yaocToBepsALWMNX LLeHTPOB, NoYeMy HeoCTaTo4YHO ofHoro? B
KaKMx Cnyyasx co3faHue nepapxum onpasnaHo? YTo Takoe Kpocc-cepTudukaumna? Yto Takoe
ny®AnMYHbIA 1 YacTHbIA YL, Korga ncnosb3yrTca?

3. Y7o Takoe KRA, Kak co3paeTtcs n pabotaet? Kakune yassumocTtu B PKI nossnsioTcs npu pabote RA 1
KaK X MOXXHO 3aKpbITb, XOTS Bbl HaCTUYHO?

4. B xope KoHgurypuposaHusa ViPNet Ha paboyeM MecTe agMuHUCTpaTopa notpebosanonce LobaBuTh
ewie oanH "ABOHEHTCKUIA MyHKT" NS agMUHUCTPaLLMM HOBOrO palloHa ropofda. OnuwuTe
nocnenoBaTeslbHOCTb AENCTBUI aaMuHuUcTpaTopa ViPNet (cxemaTU4HO, HO MO Waram) gns
BBeAeHUS 3TOoro All (KOMMNbIOTEP YXKe 3aKymneH).

5. Kakue TpeboBaHua K IP-ceTn npeabasasioT 06bl4HO VPN-TexHoornm? Noyemy CoBpeMEHHbIe
peann3auumn VPN 4acTo ncnosib3yoT TpaHcnopT 443/TCP?

6. Ha3osute Tnnbl 1 posan CA. YTo NpuHMMAIOT BO BHUMaHWe Npu npoeKkTupoBaHumn nepapxmu PKI?

7. He 3apabotan AMKLU B ponu kpuntowto3a: B MY LYC cTaTyc "He BKAOYeH".Bbl pelumnmn npoBepuTb
noctynHocTb AMKLL co CTOPOHbI KOMMbIOTEPa alMUHUCTPaTOPa KOMaHLoM ping. KoMaHa
rnokasasia TaMayTbl OT IP-afpeca KpunTows3a. FOBOPUT N 3TO O TOM, YTO KOMMbIOTEP
AOMUHUCTPATOPa U KPUNTOLLIO3 B AaHHbLI MOMEHT He 0bMeHMBaloTCsA NakeTamMmn? B Kakon
nocnefoBaTenbHOCTU Bbl Obl cKanu npuymHy rno kotopon AMKLL "He BkaoyveH" B MY LYC 1 KakoBbl
BO3MOXXHbl€ NMPUYMNHbI 3TOr0?

8. B KaKkumx cueHapusix LenecoobpasHo UCNOAb30BaTb TPAHCMOPTHbLIN, @ B KaKWX - TYHHE/bHbIN PeXUM
IPSec?

9. ONULWINTE XU3HEHHbIA LUK 3aKPbITOrO K/toYa: rae npoucxoauT ero hopMupoBaHmne, rae oH MoxeT
XPaHUTbLCA, KyAa MOXKeT nepemellatbca/nepenaBaTbes.

K.P.

1. B xone nabopaTopHbiXx Bbl co3aaBanu VPN-noaknoveHne PPTP 1 aHanornyHoe no yHKLMoHany
L3VPN peweHune ¢ npumeHeHneM AMNKLU KoHTUHEHT. KaK 0T/in4aeTcs CKOPOCTU pa3BepTbiBaHUA
3TUX PeLUeHN NS CO34aHNA 3alLMLLEHHON CETU C 04eHb BoNbLIMM KONNMYecTBOM paboynx mecT
(Toyek nogkntoydeHns K VPN)? O6BbACHWTE NoYeMy OOHO U3 pelleHnin notpebyeT 3Ha4YMTEbHO
60/bLLIEr0 BpEMEHN U yCUANA. ONULWINTE MO Waram nocjieioBaTeNbHOCTb AENCTBUIA MO
pa3sepTbiBaHNIO PPTP 1 CLA-KOHTUHEHT peLueHnia.

2. Kak npoBeputb paboTy KpUNTOKOMMYTATOPOB, PACNOSIOXKEHHbIX B (huananax (onuwunte
nocnenoBaTesIbHOCTb AeNCTBUNA)?

3. Kakue CcyLecTBYIOT MeTOAbl BOCCTAHOBEHNSA 3aKPbITbIX KOYEN, KaK MOXHO pewwmnTb npobnemy nx
noTepu, Kakne MHCTPYMEHTbI A4 3Toro notpebytoTca? MNpuseanTe npumep peakuuy Ha noTepto
CEKPeTHOro KJito4a OT CepTuuKaTa nosib3oBaTesns, Hanpumep, B pe3yjbTaTe NoBPeXAeHUs
npouna, rae oH xpaHuncs (Noab3osBaTesb 3alMdPOBas MHOXXECTBO (PaisioB 3TUM KJTHOHOM).

4. B xope KoHgurypuposaHmsa B MY LYC 6bin co3aaH HOBbIM KPUNTOLWIO3 A5 aAMUHUCTPaLMm
HOBOro paoHa ropofa. OnuwuTe NocnefoBaTeNbHOCTb AENCTBUA aAMUHUCTPaTopa (CXxemMaTuyHo,
HO MO LWaram) no ganbHenLen HaCTPOMKE 3TOr0 KPMMTOLLJIO3a.

5. ONULINTE XXU3HEHHbIN LUK cepTudrkaTa oT MOMEHTa ero co3gaHms. Kak UMeHHo co3aaeTcs
cepTuduKkaT, B Kakon nocnenoBaTesibHOCTU. Kak B 3TOM npouecce yyYactyeT CA?
VNHCTpYMEHTLI/YTUANTBI N4 BbliMyCKa CepTUdMKaToB. Kak nonb3osatenun PKI noayyatoT 4OCTYN K
ceptudukaTty YU? Kak nonb3zosatenu PKI nosy4yatoT LOCTYM K CNUCKY 0T3biBa YL?

6. KakoBa cneuunduka pabota VPN npu ncnonssosaHum NAT (Kak peluatoTca npobnemsl 1 Kakune)?

7. ®opmMupyeTCa HOBas 3alluLeHHas ceTb ¢ ncnosibzoBaHneM AMKLL KoHTUHeEHT. OnuwunTe
nocnefoBaTeNIbHOCTb AeNCTBUI N0 BKAOYeHMIo B ceTb KLU ¢ LIYC. Yem peweHne KL LLYC
oTnanyaetcs ot LIYC ViPNet?

MepevyeHb nabopaTopHbIX 3aAaHUN



N 3apaym nabopaTopHoi paboThl

1 Co3paHue IPSec coefnHeHna mexay cepepamm Windows ¢ cepTUgUKaLMOHHOW
ayTeHTugMKaumen
2 Pa3BepTbiBaHMe RAS-cepBepa B Windows 1 HacTporka VPN noakayeHus c

ncnonb3oBaHnem PPTP,

3 YctaHoBka RADIUS-cepsepa IAS 1 nonutuk poctyna ang VPN-kimeHToB. NPS. NAP.

4 Pa3BepTbiBaHWe 2-ypoBHeBoW PKI Ha KoMnbioTepax nof ynpasiaeHnem Windows Server.
Co3paHuve cepTUdUKaLMOHHbIX WabsIoHOB A5 aBTOBbINYCKa cepTudnkaTos. Co3naHune
cybbekTa, yNnosHOMOYEHHOr O BbiNMyCKaTb CEpTUdUKaTLI AN CMapT-KapTbl. PesepBHoe
konnpoBaHue B PKI. Co3naHue DRA n KRA.

5 Pa3sepTbiBaHue EFS. Wndpaumsa BitLocker Drive. NprMeHeHMe 3TaNOHHbIX WabnaoHoB
6e3onacHoCTKM K cepBepHon 1 knneHTckon OC (Windows 2003, XP). Co3gaHue
NHpacTpykTypbl WSUS B nabopaTopHoni ceTu.

6 Ob6ecneyeHne besonacHocT KoMMmyTaTopoB ¢ OC |0S. ObecnevyeHne 6es3onacHOCTK
KOMMYTaTOpOB 3 YPOBHSA 1 MapLupyTusaTopos ¢ OC I0S. HacTtponka TACACS, RADIUS ons
LEeHTPaNN30BaHHON ayTeHTUdUKaLUN.

7 Peanu3aunsa IPSec B OC I0S 3aHaTuHe 1, 2. Peann3zaumsa VPN B OC 10S ¢ nomoLybto SDM.
Peanmnzauns VPN B OC I0S B KOMaHOHOM MHTepdeiice.

8 AnnapaTHas peann3auns MexXceTeBbiX IKPaHOB Ha OCHOBE MAaKETHON (huabTpaLmu.
AnnapaTHas peasim3auns 30HajIbHbIX MEXCETEBbLIX IKPAHOB Ha OCHOBE KJIAaCCU(MKATOPOB
Tpaduka. AnnapaTHasa peannsaumns IPS (10S).

OueHKa OCTaTO4YHbIX 3HAHUH
NKB-14.2

3afaHunsa 3aKpbITOro Tuna

1. He 3apabotan AMKL B ponn kpuntownto3a: B MY LYC cTaTyc "He BkAo4eH", Tabnmua arp nocne
KoMaHAbl ping cogepxunt MAC-agpec AMKLL. Bo3MOXXHble MPUYNHbI TaKOro cTaTyca?
A. HeBepHas IP-koHpUrypauma koMneloTepa ynpasaeHns nan AMNKLL
B. HecooTBeTCTBME KAtOYeBOWN MHGOopMaumm AMKLL v MY LLYC
C. oTCyTCTBUME NpaBul, pa3peLlatoLnx NPoOXoXXAeHne NakeToB A4 ping
D. HencnpaBHOCTU PM3NYECKOr0 NoakItoYeHna KoMnbtoTepa ¢ MY LYC nan AMNKLU k ceTu
2. He 3apabotan AMKLU B ponun kpuntownto3a: B MY LLYC cTaTyc "He BKAtoYeH", Tabanua arp
nokasbiBaeT oTcyTcTBME oTBeTa 0 MAC-agpece oT AMKLL. BO3MOXXHble MPpUYMHbLI TaKoro cTaTyca?
A. HeBepHas IP-koHpUrypauma koMneloTepa ynpasaeHuns i AMNKLL
B. HecooTBeTCTBME KAtOYeBOWN MHGOopMaumm AMKLL v MY LLYC
C. oTCcyTCTBUME NpaBul, pa3peLlatoLmx NPoOXoXXAeHne NakeToB A4 ping
D. HencnpaBHOCTU PM3NYECKOr0 NoakItoYeHna KoMnbtoTepa ¢ MY LYC nam ANKL k ceTu
3. Kak BO3HUKaeT napa Kao4en npu cosgaHum ceptugukaTa B PKI ?
A. reHepupyeTcs Ha CTOPOHe KJIMeHTa
B. reHepupyeTCsa Ha CTOpOHe yLOCTOBEPSAIOLLLEro LeHTpa



C.
D.
E.

reHepupyeTCcs Ha CTOPOHE KOPHEBOIo YA0CTOBEPAOLLEro LeHTpa
reHepupyeTcs Ha ctopoHe CRL
reHepupyeTcsa Ha CTopoHe AlA

4. Tne MmoxeT (hopMMpoBaTLCA Napa KJ4Yern npu co3faHum ceptugukaTta B PKI ?

A.
B.
C.
D.
E.

Ha CMapT-KapTe
Ha CTOpPOHe yO0CTOBEPSAIOLLEro LeHTpa

Ha CTOPOHE KOPHEBOr0 YAOCTOBEPAIOLLErO LIeHTpa
Ha cTopoHe CRL

Ha cTopoHe AlA

5. B xoae koHgpurypuposaHus VIPnet Ha paboyem mecTe agMUHUCTPaTopa ¢ nomoLubio LIYC
BbINONIHEHA aApecHas agMUHUCTpauma ceTu n fobasneHo HoBoe paboyee mecTo (Al). Kakune
KJII0YM OOJKHbI ObITh NepenaHbl Ha All?

A.

E.
F.

KJII04M 0OMeHa KOJITIEKTUBOB, KON 3aLLUThI KtoYen oOMeHa, KJoUM CBA3N C e

B. KJ0YM 3aWunThl KAtoYen obMeHa, AeNCTBYIOLNA NePCOHaNbHbIN KJIIOY, KJIK0YM NOANNCH
C.
D. knto4m obMeHa KONNEKTMBOB, K/OYN 3alMThl KJloYeln obMeHa, AENCTBYOLWMUI NEPCOHANbHbIN

KJIl04 0OMeHa KOIIEKTUBOB, ﬂ,eI7ICTByIOLLI,I/II7I I'IepCOHaJ'IbeIIz K104, K04 noanncu

KJ110Y
K04 oOMeHa KOMTEeKTUBOB, KJIOYM 3aLLMThl KaoYern obmMeHa, KoYy noanmcu
LEeNCTBYIOLWMIA NEPCOHAJbHBIN KON, KOYM MOANNCH

6. B xone KoH(urypuposaHusa VIPnet Ha paboyem mecTe agMuUHUCTpaTopa ¢ nomowbiollYC BbinosHeHa
afpecHas aaMMHUCTpaums cetn n nobaBneH HOBbIM NOJb30BaTeNb. Kakne KoY A0/KHbI ObiTh
nepenaHbl NoJib30BaTeNO?

10.

A.

E.
F.
. Kakue ysa3sumocTu B PKI noasnsioTca npu ncnosb3osaHum KRA?
A.
B.
C.
D.

KJII04M 0OMeHa KOJITIEKTUBOB, KOYM 3aLLMThI KtoYen oOMeHa, KJoUM CBA3N C e

B. KJ0YM 3aWuUThl KAtoYen obMeHa, AeNCTBYOLWNA NEePCOHANbHbIN KJIIOY, KJIH0YM NOANNCH
C.
D. knto4m obMeHa KONNEKTMBOB, K/OYN 3alMThl KJloYen obMeHa, AENCTBYOLWMUIA NEPCOHANbHbIN

KJI04M 0OMeHa KOIEKTUBOB, ﬂ,eI7ICTByIOLLI,I/II7I I'IepCOHaJ'IbeIIz K104, K04 noanncu

KJ110Y
K04 obMeHa KOMIEeKTUBOB, KJIOYN 3aLUMThl KaoYern obmeHa, KoYy noanmcu
LEeNCTBYIOLWMIA NEPCOHAsbHbIN KON, KOYM NOANNCH

nepefaya OTKPLITOro KJto4Ya Yepes CeThb

nepeAaya 3aKpbITOro KJ4a Yepes ceTb

nepedaya KJl04eBOV Napbl Yepes CeTb

reHepauus KJlo4eBoi Napbl He Ha CTOPOHE K/IMEHTa

Kakue ysassumocTn B PKI noasnsatoTcs npu ncnons3osaHum KRA?

A.
B.
C.
D.
E.

nepefaya OTKPbLITOro KjtoYa Yepes CeTb

XPaHeHne 3aKPbITOro KJto4a He Ha CTOPOHE KJIMEHTa
nepefaya KJl04YeBON Napbl Yepes ceTb

reHepauus Ko4eBoi Napbl He Ha CTOPOHE K/IMEHTa
XpaHeHME OTKPLITOrO KJl04a HE Ha CTOPOHE KJIMEHTa

KomnoHeHTbl VPN (Kak CUCTeMbI yAaneHHoro ﬂ,OCTyI'Ia) 06513aTeNbHO A00JIXKHbI BK/IOYATh:

A.
B.
C.
D.
E.

NAS
DHCP
AAA
ADDS
Kerberos

KomnoHeHTbl VPN (Kak CUCTeMbI yAaneHHoro ﬂ,OCTyI'Ia) MOryT BKJIO4aATb:

A.
B.
C.

NYS
YP
AAA



D. WPA
E. AIA

3adaHnsa OTKPLITOrO TUNa

1. Bbl nuete HencnpaBHOCTb IPsec (HeBepHas KoHpurypaums, IPsec - He paboTaeT). [1ns 3Toro
BKJIIOHYUAN 3aXBaT BCEro Tpaduka Yyepes nHTepdenc n MHULUMpoOBanu nepenayvy AaHHbIX.
BbIK/1104MB 3aXBaT, NakeTbl KAKOr0 NPOTOKO/1a Bbl yBUAUTE nepBbiMu, ecsin pasa IKE Havana
paboTy?

2. Bbl nuiete HeucnpaBHOCTb IPsec (HeBepHas KoHGurypauuns, IPsec - He paboTaeT). a5 3TOro
BKJIIOHYUAN 3aXBaT BCEro Tpaduka Yyepes HTepdenc n MHULUMpoOBanu nepenayvy AaHHbIX.
Bbikntoums 3axBaT, UDP-genTarpaMmbl C KakuM HOMEPOM MOpTa Bbl YBUAMTE MEPBbIMK, eCan a3a
IKE Havana paboTy?

3. Cambii 6bICTpbIN BapuaHT npoBepkn CRL (B ny6anyHbIX ceTax) TpebyeT BapuaHT onybankoBaHms
(HTTP, HTTPS, OCSP, CIFS/SMB, FTP):

4. N3 Tpex 0CHOBHbIX CBOMCTB MHGOPMaLUK: LENOCTHOCTMW, AOCTYMHOCTU N KOH(UAEHUMNANBHOCTH,
npoTokon AH B IPsec npumeHsieTcs ana obecnevyeHns CBONCTBA

3afaHue C pa3BEPHYTHLIM OTBETOM

1. Y7o Takoe L2 VPN? OnnwunTe cLeHapuu, Npyu KOTOPbIX BO3HMKaeT He0OX0ANMMOCTb B peann3aumnm 3Town
TexHoJsIornu.

2. B 4eM oTMYMs TPpaHCMOPTHOIO OT TYHHENbLHOro pexxmnma IPSec? B Kakux cueHapusax LenecoobpasHo
NCNOJIb30BaTh KaXXAbIA peXXunm?

20.2 MpoMeXxXyTo4yHasa aTrecTaums
TexHoNOrma NpoBeneHuns:

MpoMeXxyTo4YHas aTTecTauus NpoBOAUTCS B PopMe MMCbMEHHOWM KOHTPOJIbHON paboTbl Npw
06513aTeIbHOM YCJI0BUM BbIMOSIHEHWS B TEYEHNE CEMECTPa BCeX N1abopaTopHbIX 3a4aHUIA U C y4eToM
MOJyYEHHbIX TEKYLLMX OLLeHOK. OLLEHKM 3a BOMPOChl KOHTPOJIbHON PaboThbl CyMMUPYOTCS, CyMMa
HopMupyeTcs K 50-6annbHOMyY 3Ha4eHuIo.

TPEGOBaHMﬂ K BbINOJIHEHUIO 3a4aHUMN, LUKAJbl U Kputepuu oueHuBaHuA

Mpwn oueHMBaHUKN pe3yibTaTOB MPOMEXYTOYHOM aTTeCTaLUN NCMOb3YyeTCA KOIMYeCTBEHHas WKana
oueHoK. CoraiacHo NonoXKeHuto o 6anbHO-PENTUHIOBON cncTeme obyyeHns, 50-bannbHas oueHKa 3a
NTOrOBYI KOHTPOJIbHY0 paboTy CKNaablBaeTCs C OLLEHKON, NOJlYHYEHHOWN MO MTOraM aTTecTauui.
MonyyeHHoe 100-6annbHOE 3HaYeHUe onpenenseT ypoBeHb CHOPMUPOBAHHOCTU KOMNETEHLMIA 1
MTOrOBYIO OLLEHKY (COra1acHO MONOXKEHMI0 0 BanabHO-PENTUHIOBOM cMcTeEMe 0ByYeHns):

oLeHKa «oTam4Ho» - 90...100 6annos
oLeHKa «xopowo» - 70...89 6annos
OLleHKa «yfoBneTBoputensHo» - 50...69 6annos

OLleHKa «Hey10BieTBOpuTENbHO» - 0...49 6annos

MepevyeHb BONPOCOB K UTOFOBOM KOHTPOJAIbLHOM paboTe

No Bonpocbl KOHTPOMLHOM PaboThI

1 Y10 Takoe IPsec, kakue 3agayv peLaeT, B 4eM OT/INYME U/Uan HeCcooTBeTCTBUE TepMuHy VPN? Kak HacTpouTb
IPsec, 4To Takoe hunbTPbl, MOAUTUKK IPsec? Kakne cpefcTBa CyXXaT ons oTnanku IPsec? Kakue y>ke rotosble
nonnTuku IPsec npegkoHgurypmposaHsl Ha OC cemeincTsa Windows?




OnuWwnTe XXN3HEHHBIN LMK cepTUdUKaTa OT MOMEHTa ero co3faHns. Kak nMeHHo co3aaeTca cepTudukaT, B
Kakon nocnepgosaTesbHOCTU. Kak B 3TOM mpouecce yqacTsyeT CA? UHCTPYMEHTbI/yTUANTLI A4 BbiNyCKa
cepTngnKaTos.

3 Mepbl obecnevyeHuns nHbopmaLnoHHoN 6e3onacHoCcTy ANna nHdpacTpykTypsl PKI.

4 YT1o Takoe ypoctosepstowmi LeHTp (CA - Certification Authority)? HaszosuTte Tunbl 1 ponn CA. YTo Takoe
nepapxmsa CA, 4T0 NPUHMMAIOT BO BHUMaHWE Npu NPOEKTUPOBaHNM 3TOW nepapxum?

5 YTO Takoe TPaHCMOPTHbLIN PEXUM U TYHHENbHbIN pexxum IPsec? [ns yero ncnonsb3yetcs npotokos IKE B IPsec?
[na vero ucnonb3yrTca GuabTpsl IPsec?

6 Y1o Takoe WSUS, Kakune 3aaym pelsaeT, U3 KakKMX KOMMOHEHTOB cOCTOUT? MBSA - OCHOBHble peXuMbl 1
BO3MOXXHOCTW.

7 Ins yero ncnonb3ytoTcs NpoTokosbl ESP AH B IPsec? Kakune npobaembl MOTyT BO3HMKaTb Y IPsec npu
ncrnionb3osaHum NAT?

8 Y1o Takoe VPN, nepevuncnmte komnoHeHTbl VPN. Kakre CcyLlecTBYIOT TexHonorum peanmsaumm VPN, kakne
TpeboBaHus K IP-ceTv NpeabABASET Kaxaas TexXHonorua?

9 Onsa vero ucnonb3yetcsa npotokon IKE B IPsec? YTo Takoe SA, main-mode (0CHOBHOW pexxum) quick-mode
(onepaTuBHbIA pexxum)? Kakme Tpu BuAa ayTEHTUHNKALMN KOHEYHbIX CMCTEM 0ObIYHO MOALEPXKMNBAIOTCS B
peanu3aumnax IPsec? Korga Kakon ucrnosb3yerca?

10 YT0 Takoe CeTeBOM 3KpPaH YPOBHS «MPUIOXKEHNSA», B HEM OT/INYME OT CETEBOr0 3KpaHa «MNaKeTHbIN (UIbTp»?
Y710 Takoe unsolicited Tpaduk 1 4em oTamyaloTca anepsobl statefull n stateless? Kak pasmeLyeHsl no
OTHOLLEHWIO K KOPMOPaTWUBHOW CETU CeTeBble 3KPaHbl, ONULINTE OCHOBHbIE apXUTEKTYPbI

11 YT1o Takoe EFS, Kakue 3afaym peLlaeT, n3 Kakux KOMMOHEHTOB COCTOUT? Kak TeXHWYeCKn peannsoBaHa

BO3MOXXHOCTb pacn@pPOBKN haisa LPpyrMMmn Nob30BaTeNAMMN, NepedyncanTe ycaoBmus, B KOTOPbIX 3TO
BO3MOXHO?




