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9. lenu 1 3apgaum y4e6HON AUCLMNIIUHDI

Llensimu oceoeHusi y4ebHOU OucyurniuHbl S671sIK0MCs:

- 0by4eHune CTygeHTOB OCHOBaM MOCTPOEHUS U NPUMEHEHUSA CUCTEM OBHapPY>XeHUS K
npeaoTBpaLLeHNs BTOPXXEHWI;

- oby4eHune CTygeHTOB NpMHUMNaM 1 meTogam 3awmuTbl MHOPMaLUN B KOMMNbIOTEPHbIX
ceTax;

- N3y4eHune CpeacTB 3amTbl HpopMauumn B MHPOPMALIMOHHO-aHANUTUYECKNX
cuctemax.

3adayu y4ebHoU OucyunuHbI:

- HayunTbcs opmanu3oBaTb 3agady ynpaBneHust 6e30MacHOCTb0 MHPOPMALMOHHbBIX
CUCTEM U MOAENMPOBaTb yrpo3bl 6e30nacHOCT NHOPMaUnK;

- OCBOUTb HaBblkM agMUHUCTPUPOBAHUSA CUCTEMDI
HEeCaHKLUMOHMPOBAHHOMO AOCTYyNa U BO3OENCTBUS;

- OCBOWTb HaBblkM aAMWHUCTPUPOBAHUS CUCTEM OOHapyXeHuUst U npeaoTBpaLleHus
KOMMbIOTEPHbLIX aTak.

3awnTbl  MHopMauum  oT

10. MecTo y4yebHOM AncuunnuHbl B cTpyktype OlMNOI:

AvcumnnuHa «CucteMbl OBHapyxeHus W npegoTBpalleHUs KOMMbIOTEPHbIX aTtak
(IDS/IPS)» oTHoCUTCA K 4acTtun, hopMmpyemMomn yyacTHMKamu obpasoBaTerbHbIX OTHOLLEHMUM
Broka 1. AucumnnuHel (Mogynmn).

11. MnaHupyemMble pe3ynbTaTbl 00y4YeHUsi MO AuUcuUnNnuHe/Moaynio (3HaHUA, YMeHwus,
HaBbIKW), COOTHECEHHbIe C NNIaHUPYyeMbIMU pe3yrbTaTaMu OCBOEHUsi o6pa3oBaTenibHOMU

nporpaMmmbl (KOMNeTEeHLUMSAMU) U MHAUKATOPaMU UX OOCTUKEHUA:

Kog HasBaHve koMneTeHuum Kog(bl) | WHaunkatop(bl) lMnaHnpyemble pesynbTatbl 06y4eHus

MK-1 | CnocobeH obecneymBaTtb MK-1.3 | CnocobeH 3HaTb: OCHOBHbI€E cpencrea 3aWunThl
dOYHKUNOHNPOBaHUE agMuHUCTpupoB | nHpopmaunn B NAC;

CpeAcTB 3alUnThI aTb cMCTEMBI YMeTb: agMWHUCTPUPOBATbL CUCTEMbI 3aLUUThI

WHdopmauun B obHapyxeHnsa n | uHdopMauum  OT  HeCaHKUMOHWPOBAHHOTO

WUHDOPMALIMOHHO- npefoTBpaLLeHn | JOCTyna U BO3OENCTBUS;

aHanuTM4yecknx cuctemax A BnapeTb: HaBblkaMuM aAMUHUCTPUPOBaHUSA
KOMMbIOTEPHBIX | CUCTEM OOHapyXeHus U npefoTBpaLLeHns
aTak KOMMNbIOTEPHbIX aTak.

MK-2 | CnocobeH opraHnsoBbiBaTb | MK-2.2 | CnocobeH 3Hatb: cnocobbl M MeToabl  aHanmsa
paboTbl MO BbINOMHEHMIO B MogennpoBaTb BesonacHoCTM uHOPMaUMM C  MOMOLLbLIO
WHopMaLMOHHO- yrpossbl dopmarnkHbIX Moaenen;
aHanuTM4eckux cuctemax 6esonacHocTn YMeTb: MogenvpoBatb yrpo3bl 6e3onacHocTu
TpeboBaHui 3awmThl NMHpopmauum WHopmauun;
nHdopmaumm BnapeTb: HaBblkamMy aHanu3a 3allMLLEHHOCTH
OrpaHMYEeHHOro gocTyna MHEOPMALIMOHHbBIX CUCTEM.

12. O6beM ancuUnnuHbI B 3a4eTHbIX eaunHuuax/vyac. — 4/144.

Pdopma NPOMEXYTOHYHOMN aTTEeCTaLMKU: 3a4ET C OLEHKON.
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13. TpyaoemkocTb No BMAam y4ye6HoOM paboTbl

TpyaoemMKoCTb
Bug yuebHon paboThl Mo cemecTtpam
Bcero
7 cemecTp
KoHTakTHasa paboTta 100 100
nekuum 50 50
npakTnyeckmne 0 0
B TOM Yucne: nabopaTopHble 50 50
KypcoBasi paboTa
KOHTpOIbHbIe paboThl
CamocTtodaTtenbHasi paborta 44 44
MpomexyTodHas atTecTauus
WToro: 144 144

13.1. CopepxaHue QUCLMUNINHDI

Peanuzauus
pasgena
Ne | HaumeHoBaHuve pasgena ONCUUNNUHBI C
CopepxaHve pasgena QUCUUnIvHbI
n/n ONCUMNIUHBI MOMOLLIbIO
OHNawH-Kypca,
OYMK ™
1. Jlekuum
KomnbloTEpHbIE CUCTEMbI U UX KOMMOHEHTbI Kak OOBbEKTbI
o 3awuTbl.  Yrposbl  ©e3onacHOCTM M KaHanbl  UX
CucTeMHbIV noaxon, K o
BO34ENCTBMA. HanpaBneHuss 1M MeTodbl  3aluThbl
1.1 | obecne4veHunto 3aWnTbl OT
MHopMauun. MeToamka NOCTPOEHUA  3aLUULLEHHBIX
KOMMbIOTEPHbIX aTak
KOMMbIOTEPHbIX cuctem. OpraHu3auuMOHHble MeToabl U
CpeAcTBa 3aLMTbl KOMNBIOTEPHBIX CUCTEM.
CpepfcTsa BbISBrEHUSA U
nokanusauuu
12 ys13BUMOCTEN Cuctembl obHapyxeHuss artak (Intrusion Detection
’ KOMMNbIOTEPHBbIX cucTeM K | Systems, IDS).
BO34EeNCTBM1IO Yrpo3
BesonacHocTn
MeToabl " cpeacTea OLEHKM  3aLUMLLEHHOCTH
KOMMbIOTEPHBbIX cuctem. CpefcTtBa KOHTpoONs AocTyna K
KOMMOHEHTAM  KOMMbIOTEPHBbIX cucTeM. MeToapl M
cpeactBa obecneveHnss 6e30MacHOCTM 3MNEKTPONUTaHUA
1.3 | lNpakTuka npumeHeHna
KOMMBITEPHBIX  CUCTEM. MeToabl n  cpeacTtea
rapaHTMPOBAHHOIO YHUUTOXEHUSA MHpopmauun. MeToasl u
cpeAcTBa  BbISIBleHMS UM fiokanusaumm — yTedek
WMHpopMaLIMM MO TEXHUYECKUM KaHamnaMm.
. JlabopaTopHble 3aHATUA
Mprmepsbl COBPEMEHHbIX KC. XapakTepucTtumka
komnoHeHToB KC C TOYKM 3peHuss YyA3BUMOCTU K
BO3gencTBuio yrpo3 GesonacHoctu. Knaccudpmkaums u
XapaKTepUcTMka kaHanoB U cnocoboB BO34ENCTBUSA Yrpo3
. 6e3onacHocTn Ha KC. HanpasneHus 3awmtbl nporpamm,
CucteMHbIn noagxon K
OaHHbIX UM gpyrux komrnoHeHToB KC. Knaccudmkauus
2.1 | obecnevyeHunto 3aWmThbl OT

KOMMNbIOTEPHbIX aTak

METOOOB W CpeacTB 3awmTbl MHdopmauun. Cpegcrtsa
MoaennpoBaHuna atak n BO3A€I7ICTBI/I9| Pa3nnNYHbIX Yrpos Ha
KOMMOHEHTbI KC. CuutbiBatoWwme YCTPOWCTBA.
ONeKTpPOHHble  Knoun.  buomeTpuyeckne  cuctembl
KOHTponst  goctyna. [lporpammbl  Ans  cO3[aHus
3alUMLIEHHbIX  dalnoB, nanok, JorM4eckux OMCKOB.




Xapaktepuctnka cuctembl 3 gnsa  cnoxHbix  KC.
MeToauKka NOCTPOEHMS KOMMMEKCHbIX cncTem 3awwmTbl KC.

CpencTBa BbISIBNEHUS U
nokanusauumn
Ys13BUMOCTEN Cuctembl o6GHapyxeHusi atak (Intrusion Detection
KOMMNbIOTEPHBIX cUCTEM K | Systems, IDS).

BO34ENCTBMIIO Yrpo3
BesonacHocTu

2.2

Cpeactea  MogenupoBaHus atak W BO3AEWCTBUS
pasnuuyHbIX yrpo3 Ha komnoHeHTbl KC. CuuTbiBatowue
YCTPOWCTBA. ONEKTPOHHble knoun. bBuomeTpudeckne
CUCTEeMbl KOHTpoNnsa goctyna. [porpammbl Ans cosgaHus
3alMLIEeHHbIX  annoB, namnok, JOorM4eckux [OMCKOB.
MeTogonorus opraHmsaumm H6ecnepebonHoro
3MNeKTPONUTaHuS. YcTpowcTea obecneyeHns
6ecnepebonHoro anektponutanus (UPS) u ynpaeneHus
UMKW. XapaKTepucTuka HOcuUTeNnem U  CTaHOAPTHbIX
cnocoboB 3anucu/yganeHuns wuHdopmaumm. OnucaHue
TEXHUYECKMX CPEeACTB rapaHTMPOBaHHOrO  yaaneHus
uHdopmaumm.  WHxeHepuole C3U ot  MNOMUH.
Knaccudpmkauma wn  xapakTepucTuka MNacCUBHbIX U
aktnBHbIX C3U ot MOMUH.

2.3 | MNpakTnka npMmeHeHus

13.2. Tembl (pasaenbl) QUCUUNIMHBI U BUAbI 3aHATUN

Buabl 3aHATUIN (KONTMYECTBO YacoB)
Ne HaunmeHoBaHue Tembl (pa3gena)
MpakTtu- | Jlabopa- CamocrTosi-
n/n AVCLUNNHBI Jlekuymn Bcero
yeckue | TOpHble [TefbHas pabota
1 CucTtemHbIVi nogxoa k obecneyeHunto 15 15 14 44
3aLUTbI OT KOMMbIOTEPHbIX aTak
CpepfcTBa BbIsSIBIEHMS U NTOKanusaumm
2 | yA3BMMOCTEN KOMMbIOTEPHbIX CUCTEM K 10 10 20 40
BO3ENCTBUIO Yrpo3 6e30nacHoCTU
3 | MNpakTuka npumMeHeHns 25 25 10 60
Utoro: 50 50 44 144

14. MeToan4yeckune ykasaHma Ans odyvaronuxcsa no 0CBOEHUIO AUCLUNSIUHDI.

OcBoeHve aucuunnvHbl  npegnonaraeT He TONbKo obs3aTenbHOEe noceleHue
oOy4aoLWmnmMca ayauTOpPHbIX 3aHATUN (Nekuun n nabopaTopHbIX 3aHATUA) U aKTUBHYHO paboTy Ha
HWX, HO N CaMOCTOATENbHYIO Yy4ebHY0 AeATENbHOCTb, Ha KOTOPYI0 0TBOAUTCA 44 vaca.

CamocTosiTenbHas y4yebHas [esTenbHOCTb CTyAeHToB Mo AucuunnuHe «Cuctembl
obHapyxeHus 1 NpeaoTBpaLleHna KoMnbloTepHbIX aTtak (IDS/IPS)» npeanonaraeT BbINONHEHNE
cnegyroLwmnx sagaHui:

1) camocToaTenbHOE u3ydeHne y4yebHbIX MaTepuanoB NO pasgenam AUCUMMIUHBL C
NCrNonb30BaHMEM OCHOBHOW M AOMNOSTHUTENBHOW NUTepaTypbl, MHPOPMALMOHHO-CNPABOYHbIX Y
NMOUCKOBbIX CUCTEM,;

2) NOAroTOBKY K TEKYLLMM aTTecTaumnsam: BbINosIHEHME NabopaTopHbIX 3a4aHui MO MOUCKY
HeobxoaMMbIx Ana paboTbl B ayantopumn matepunanos B IHTepHeTe.

Ocoboe BHMMaHWe obyyaloLmMXCs HanpaBniseTCca Ha OCBOEHME CNOCOB0B OOHapPYKEHUS U
npegoTBpaLLeHNss KOMMbIOTEPHbIX aTak.

Bonpocbl NEKUMOHHBIX M nabopaTopHbIX 3aHATUA OBCYXOAKTCA Ha 3aHATUSX B Buae
YCTHOro onpoca — VHAMBUAOYanbHOro M ppoHTanbHoro. [py nogrotoBke K NEKUUOHHbIM U
nabopaTopHbIM 3aHATUSM, OOyYalLMMCH BaXHO MOMHUTb, YTO WX 3ajada, OTBeYyasl Ha
OCHOBHbI€ BOMpPOCHI MNflaHa 3aHATUS M OOMNOMHUTENbHbIE BONPOCHI NpenodaBaTtenis, nokasaTb
CBOW 3HaHUSA M KPYrosop, yMeHue fornyecku rnocTpouTb OTBET, BNageHwe MaTteMaTuyecKum
annapaTtoM M UHble KOMMYHUKaTUBHbIE HaBbIKM, YMEHNEe OTCTanBaTb CBOK NPOGECCUOHANbHYHO
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nosvumo. B xoge yCTHOro onpoca BbISIBMSKOTCA AeTanu, KOTopble MO KakKMM-TO NpUYMHaM
oKasanucb HeAOCTaTOYHO OCMbICNIEHHBIMWU CTyAeHTaMu B Xxo4e YY4eOHbIX 3aHATUI. TeM cambiM
ONpPOC BLINOMHAET BaXHenLwme o6y4vatoLlyto, pa3BUBAIOLLYI0 M KOPPEKTUPYIOLLYH (PYHKUMN,
Nno3BONsieT CTyAeHTaM y4ecTb HegopaboTKn K n3bexaTb UX NPy NOAroTOBKE K NPOMEXYTOYHbIM
aTTecTaumnsam.

Bce BbINonHsieMble CTyAeHTaMn CaMOCTOATENbHO 3a4aHus (BbINONMHEHNE KOHTPOJIbHbLIX U
nabopaTtopHbix paboT) noanexaT nocrneaylLlwen npoBepke npenogaBaTenemM. Pesynbrathbl
TEeKyLMX aTTecTaumMi yuuTbiBalOTCA MpenogaBaTenieM npu MpPoBEeAEeHUN MNPOMEXYTOYHON
aTTecTauumu.

B cnyyae HeobxoaMmocTu nepexona Ha ANCTaHUMOHHBIN pexnm obyyeHuns ByaeT co3gaH
9NEKTPOHHBLIN KypC «Cuctembl OBHapyXeHMs u npeaoTBpalLleHMsl KOMMbIOTEPHbIX aTak
(IDS/IPS)» Ha nopTtane «3neKTPOoHHbIM yHuBepcuTeT BIY»: https://edu.vsu.ru/ . Tam xe 6yayt
pasmeLlleHbl Heobxoanmble NS YCBOEHMSA Kypca MaTepuansi.

15. lNepeyeHb OCHOBHOM U [OOMOJIHUTENILHOW NUTEpaTypbl, PECYpPCOB WHTEpPHeET,
Heo6Xx0AMMbIX AN OCBOEHUA AUCLUNIUHbI

a) OCHOBHaga nuTepaTtypa:

Ne n/n McToYHMK

Ckyauc, 3a. MNpotmBocTosHMe xakepam : [lowaroBoe pyk. N0 KOMMbOTEP. aTakam U 3pdeKTuB.
1 sawmrte : lep. ¢ anrmn. / 3. Ckyguc .— M. : OMK-npecc, 2003 .— 507 c. : un. — (3awmTa u
agMmuHucTpupoBaHue) .— lNpeam. ykas.: ¢. 502-507 .— ISBN 5-94074-170-3.

MeTtpoBckni, Anekcen UropeBny. XakuHT, KPIKUHT U PpuknHr: CekpeTbl, onncaHus atak, B3foM U
2 3awwmTa / Anekceii MNetposckun .— M. : COJIOH-P, 2001 .— 559 ¢. — (AcnekTbl 3awmTbl) .— ISBN 5-
93455-094-2 : 165.00.

6) gononHuTensLHasa nuTeparypa:

Ne n/n NCcTOYHMK

Mak-Knap, CttoapT. XakuHr B Web : Atakm n 3awmtel / C. Mak-Knap, C. Wax, W. Wax ; Mep. ¢ aHrn.
3 E.H. Bacunenrko u gap.; MNog pea. A.1O. WWenectoBa; AsT. npeancn. B.C. boHn .— M. n gp. : Bunbamc,
2003 .— 374 c. : un. — lNpegm. ykas.: c. 367-374 .— lMapan. TuT. N. aHrn. — ISBN 5-8459-0439-0.
NeoHTbeB, Butanun MetpoBuy. Kak 3awutute komnbtoTep : (Bupyckl, xakepsl, peknama) / B. T1.
4 NeoHtTbeB .— M. : OJIMA-TIPECC o6bpasosaHue, 2004 .— 46,[1] c. : uB. un. — (KomnbloTep.
CnpaBoyHuk nonb3osBartens) .— ISBN 5-94849-631-7, 7000 ak3.

B) MHGOPMALMOHHbIE ANEKTPOHHO-00pa3oBaTenbHble pecypchbl (0dumumanbHble pecypcbl UHTEPHET)™:
Ne n/n Pecypc

8 OnekTpoHHbIN KaTtanor 3HB BI'Y : http://www.lib.vsu.ru .

9 https://math.vsu.ru/wp/?page id=937 — paszgen Ha canTe MaTeMaTU4eCcKoro akynbTeTa, Ha KOTOPOM
pa3MeLleHbl METOAMYECKUE N3OaHUS.
10 OBC «YHuBepcuteTckas bubnmoTeka OHNamH».
11 OnNeKTPOHHbIN yHMBepcuTeT BIY : hitps://edu.vsu.ru/ .

16. NMepeyeHb y4eObHO-MeTOANYECKOrO 0b6ecneYyeHns ANs caMOCTOATENIbHOW PaboThbl:

Ne n/n MICTOYHUK

1 Jlykaukumi, Anekcen. ObHapyxeHne atak / Anekcen Jlykaukun .— CI6. v gp. : BXB, 2001 .— 611 c.+
CD-ROM : nn. — (Macrtep. lNpaktn4eckoe pykoBoactso) .— ISBN 5-94157-054-6 : 122.10.
Mwunocnagckas, Hatanes NeoprueBHa. MHTpaceTu: goctyn B Internet, 3awmra : yuebHoe nocobue gnsi
5 CTYOEHTOB BY30B, O0y4aroLwmxcs no cneuymanbHocTn "KomnnekcHoe obecneveHne nHGOOpMaLMOHHON
©e3onacHOCTU aBTomMaTn3anpoBaHHbix cuctem" / H.I'. Munocnaeckasi, A.X. Toncton .— M. : KOHUTW,
2000 .— 526, [1] c. : un., Tabn. — Mapan. TuT. N. aHrn. — ISBN 5-238-00134-7 : 96.71.

MonoxeHne 06 opraHnsauumn camocToaTenbHoOM paboTbl obyyatowmxcs B BopoHexckom
rocyfapCTBEHHOM YHUBEPCUTETE.



https://edu.vsu.ru/
http://www.lib.vsu.ru/
https://math.vsu.ru/wp/?page_id=937
https://edu.vsu.ru/
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17. OOpasoBaTenbHble TEXHONOrnu, Ucnonb3yemMmble nNpu peanusauum Yy4yebHOMU
AVUCLUMMNIIUHBbI, BKIOYaAs AOUCTaHUMOHHbIe obGpa3oBaTenbHblie TexHonoruu (OOT,
3NneKTpoHHoe obyyeHue (30), cmewaHHoe o6y4yeHue):

AvcumnnvHa  MOXeT  peanu3oBbiBaTbCd € MNPUMEHEHWEM  OUCTaHLMOHHbIX
obpasoBaTenbHbIX TEXHONOrMI, HanpuMep, Ha nnatgopme «NEKTPOHHbIN yHUBepcuTeT BITY»
(https://edu.vsu.ru).

lMepeyeHb HeobxogmMmoro nporpammHoro obecneyenus: WinlOpro unu Linux, Microsoft
Office, LibreOffice 6, Calc, Microsoft Visual Studio, Microsoft Visual C++, Foxit Reader, 6pay3sep
Mozilla Firefox, Opera vnu Internet.

18. MaTepnanbHoO-TeXHUYECKOEe obecneyeHme QUCLUNIINHDI:

YyebHas ayautopusa Ond npoBefeHUs 3aHATUN NEKUMOHHOMO M CEMWHAPCKOro Tuna,
TeKyLLEero KOHTPOnsi U NPOMEXYTOYHOW aTTecTauun; cneymanmsmpoBaHHas mebenb.

lMepeyeHb Heobxoaumoro nporpammHoro obecneyenusi: Ubuntu (6ecnnatHoe w/wnu
cesobogHoe [0, numueHsms: https://ubuntu.com/download/desktop);VisualStudioCommunity
(6ecnnatHoe n/mnm cBobogHoe Mno, nuueH3nsa
https://visualstudio.microsoft.com/ru/vs/community/); LibreOffice
(GNULesserGeneralPublicLicense (LGPL), 6ecnnatHoe w/unn cBobogHoe [10, nuueHsus:
https://ru.libreoffice.org/about-us/license/).

[na camoctosaTenbHon paboTbl MCNOMb3YeTCs KNacC C KOMMbTEPHOW TEXHUKOM,
OCHAaLLEHHbIN HeobXxo4MMbIM  MPOrpaMMHbIM — OobecneyeHnem, SNEKTPOHHbIMU  y4eBbHbIMU
nocobmamm mn 3akoHoLaTeNbHO-MPaBOBOM WU HOPMATUBHOW MOWUCKOBOW CUCTEMOW, UMEOLLMN
BbIX04 B rnobanbHyto ceTb.

19. OueHou4HbIe cpeacTBa ANsl NPOBeAEHUA TEKYLEeNn U NPOMEXYTOYHOM aTTecTauum
MopsagoK OueHKM oOcBoeHMst obyvarwmmmucs yd4ebHoro maTepuana onpegensieTcs
cogepXxaHnem crneayrowmnx pasgenoB ANCUNNINHDI:

Ne HanmeHoBaHue pasgena gucumnnuHbl | Komnete MH&?;?;SS&;') OueHouHbIE CpeacTBa
n/n (moayns) Hums(n) K%M”eTeHLMM
1 CuncteMHbIV nogxon K obecneyeHuno MK-1; MK-1.3; KomnnekT nabopaTopHbix
" — 3aWuTbl OT KOMMbBIOTEPHbIX aTak MK-2 MK-2.2 3agaHum Ne 1, 2
CpefcTsa BbISBMEHMS U niokanusaumm ) ]
2. | ysi3BUMOCTEN KOMMbIOTEPHBLIX CUCTEM K nnlélz w;lzz KOM””?’%'gaﬂagoﬁf?PHle
BO34EVCTBMIO yrpo3 6e3onacHoCTH ) -
MK-1; MK-1.3; Komnnekt nabopaTopHbIX
3. | Npaktuka npumeHeHus AK-2 MK-2.2 3agaHun Ne 4, 5, 6, 7
MpomexyToyHas aTTectauusi lMepeyeHb BOMPOCOB K
dopma KOHTPOIISt — 3a4€eT C OLIEHKOM andpdepeHUnpoBaHHOMY 3a4eTy

20. TunoBble OLEHOYHble cpeacTBa U MeToAMYECKMe MaTepuanbl, onpegensilowume
npoueaypbl OLleHUBaHUA

20.1. TeKywWwMn KOHTPOIb yCNEeBaeMoCTH

KoHTponb ycneBaemMoCcTV NO AUCLMUMNIWMHE OCYLLECTBISETCA C MOMOLLbIO Crneayowmnx
OLEHOYHbIX CPEACTB: YCTHbIX ONPOCOB, MPOBEPKN AOMALLHMX 3adaHuin, nabopaTopHbIX paborT,
3amnTbl pedepaTos.

MepeyeHb nabopaTtopHbIX padoT:

1. Mpumepsbl coBpeMeHHbix KC. XapakTtepuctnka KOMAOHEHTOB KC € TOYKM 3peHuns y3BMMOCTU K
BO34EeNCTBUIO yrpo3 6e3onacHoCTu.


https://ubuntu.com/download/desktop
https://visualstudio.microsoft.com/ru/vs/community/
https://ru.libreoffice.org/about-us/license/
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2. Knaccudpmkaums u xapakTepucTuka kaHarnos 1 cnoco6oB BO3AeNCTBUS yrpo3 6e3onacHOCTU Ha
KC.

3. HanpaBneHuns 3sawuTbl Aporpamm, AaHHbIX UM apyrux komnoHeHToB KC. Knaccudukaums
MEeTOO0B M CpeAcCTB 3awmnTbl MHGopmauun. Cpeactsa MoOAENUPOBaHUA aTak U BO3OENCTBUS PasfnyHbIX
yrpo3 Ha koMnoHeHTbl KC. CunTbiBatoLLne YyCTPOMCTBA. ONEKTPOHHbIE KMtoun. buomeTpuyeckme cuctemsl
KOHTponsa pgoctyna. lNporpaMmmbl Ans co3gaHus 3aluuleHHbIX ¢hannos, nanok, FOornyeckux OUCKOB.
Xapakrepuctuka cuctemol 3U ansa cnoxHelx KC.

4. MeToamnka NoCTPOEHUS1 KOMMNEKCHbIX cuctem 3awwmThl KC.
5. Cuctembl obHapyxeHus atak (Intrusion Detection Systems, IDS).

6. CpenctBa mMoOenupoBaHUA aTak M BO3AEWCTBUSA Pa3nUYHbIX Yrpo3 Ha KOMMOHeHTbl KC.
CuunTbiBalOLWNE YCTPOMCTBA. ONEKTPOHHbIE KMYW. BuomeTpuyeckne cucTeMbl KOHTPONSA AoCTyna.
Mporpammbl  ANA CO34aHMA  3aWMLEHHbIX (paninoB, nanok, normdeckux puckos. MeTogonorus
opraHusaumn GecnepeboriHoro anekTponuTaHusa. YcTtponctBa obGecneyeHus GecnepeborHoro
anektponutanna (UPS) n ynpaeneHus umu. XapakTepucTMka HOCUTENEW M CTaHO4apTHbIX CnocoboB
3anucu/yganenus uHdopmaumn. OnucaHne TexXHUYECKMX CPeACTB rapaHTUPOBaHHOMO YyAaneHus
nHdopmaumn. NxeHepHsle C3U ot NMOMUH.

7. Knaccudmkaums n xapakrepucTmka naccusBHbIX 1 aktueHbiX C3U ot NOMUH.

MpumepHbIN NepeyeHb TeM onsa peceparTos:

- MHdbopmaumnoHHasa 6e3onacHOCTL aBTOMATU3NPOBAHHBIX CUCTEM;
- CoBpeMeHHbIe TexXHOMormm 6e3onacHoCTy;

- 3alwmTa B onepaumoHHbIX cucTtemMax;

- MHdbopmaunoHHbIe BOViHbI,

- MHTpaceTu: goctyn B Internet, 3awmTa.

,D,J'IFI oueHnBaHUA TeKylero KOHTPOA YycneBaeMoCTU UCNONb3YKOTCA crnenyrouimne
NnoKa3ameJsiu:
1. 3HaHWEe OCHOBHbIX NOHATUA U METOAOB;

2. YMEHWe MNPUMEHSITb MOMYyYEHHbIE 3HAHWUS M HaBblkM ONS pelleHus 3adad, NpPOoBOAUTL
aHanm3 nosyyYeHHbIX peLLeHui;

3. 3HaHMEe MMELLMXCS PECcypcoB Ansl pelleHus 3adad obHapyXeHust U NpeaoTBpalleHust
KOMMNbIOTEPHbIX aTaK AN KOHKPETHOWM CUCTEMBI;

4. ymeHMWe 1Cnonb3oBaTb CTaHAAPTHbIE NaKeTbl NMPOrpaMMHOro obecneyeHns ons peLleHns
TUMNOBbIX 3a4a4 0bHapyXXeHUs 1 NpefoTBpaLLEHNS] KOMMNBbIOTEPHbIX aTak;

5. BNageHne HaBblkaMuW XpaHeHusl, noucka, cbopa, cuctemaTusauun, obpaboTkn u
MCMNOoNb30BaHUs MHopMaLUK.

LLIkana oueHOoK:

3auyteHo: BbinonHeHve 3agaHUM  COOTBETCTBYET MEPEYMCIIEHHLIM  MOKasaTensm,
obyvarowmncs gaeTt OTBETbl HA AOMONHUTENbHbIE BOMPOCHI, MOXET ObiTb HE COBCEM MOJIHbIE.
[eMOoHCTpupyeT yMeHne pellaTb 3a4adun, BO3MOXHO C HEKOTOPbLIMU OLIMBKaMMU.

He 3auyteHo: OTBETbI HE COOTBETCTBYKT HM OAHOMY U3 NEPEYUCHEHHBbIX MOKasaTenemn.
Ob6yvatowmmnca 4eMOHCTpUPYET oparMeHTapHbIe 3HAHUS U YMEHUS UIN NX OTCYTCTBUE.

[ns oueHnBaHNA pe3ynbTaToB Kaxaown nabopaTtopHon paboTbl MCNONb3yeTCA LKana:

Kputepuu oueHvBaHus Lkana oueHoK
BobinonHeHo 3agaHne nabopatopHon paboTbl. [IporpaMmma MMeeT KOMMEHTapuUK.
YCTHbI OTBET NO MeTodaM, ucnofnb3dyeMblM B nabopaTtopHon paboTe,

«3a4yTeHo»
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COOTBETCTBYET pa3obpaHHbIM Ha 3aHAaTuAX. Obydarolwmnca gaet oTBeTbl Ha
AO0MNONHUTENbHbIE BONPOCHI. [leMOHCTPUPYET 3HaHWe y4ebHOro matepunana.

OTBeT He COOTBETCTBYET HW OOHOMY W3 MEPEYUCIIEHHBLIX MOKasaTenen.
Ob6yvaowminca OeMOHCTpPUpYeT parMeHTapHble 3HaHWSE U YMEHUS WUIu «He 3ayteHo»
OTCYTCTBUE UX.

20.2. NpomexyTo4yHasa atrecTaums

lMpomexyTodHas aTTecTaumsa no AMCUUNINHE ocylecTBnseTca B opme cobeceqoBaHNA
Mo 3K3aMeHaLUMOHHbIM BuneTam C NOMOLLbIO HXKeNpUBEAEHHbIX OLEHOYHbIX CPeacTB (NepeyeHb
BOMPOCOB K 3a4eTy).

B 6uneT Bkno4yalTCA TEOPETUYECKUI BOMNPOC M 3aaa4va U3 nabopatopHoi paboThbi.

MepeyeHb BonpocoB k andpcdepeHUNpPoBaHHOMY 3a4eTy:

Ne n/n Bonpocebl

1. OcHoBHble onpeaeneHuns U NOHATUS KOMMNbIOTEPHLIX aTak, UX Knaccudukaums n atanbl
peanusaumm.

MprHUMNbI NOCTPOEHMST CUCTEM OOHapPY>KEHUSI BTOPXKEHUS.

CylecTByoLLME TEXHOIOMMM CUCTEM OOHapYKeHUs aTak.

MoBblweHne acPEKTUBHOCTM HA OCHOBE NHTErpanbHOro Nnogxoaa.

AHanna ceTeBoro Tpadumka n KOHTEHTa.

O6Hapy>xeHne aHoManbHbIX BbIOpOCOB Tpadmka MeTogamm KpaTHOMaclTabHOro aHanmaa.

N o g~ @D

MeToabl MHTEeNNeKTyaribHOro aHarnmnaa gaHHbIX B CUCTEMAX 06Hapy>KeH|/|s:| BTOPXXEHNA.

[Onsa oueHuBaHUA pes3ynbTaTtoB OOy4YeHUss Ha 3a4eTe WUCMonb3ylTCca creayrwme
nokasartenu:

1) 3HaHMe TeopeTUYEeCKNX OCHOB;

2) yMeHue pellaTb 3agauu;

3) ymMeHue paboTtaTtb C anropytMamMv METOAOB Y MH(POPMaLIMOHHBIMU pecypcamu;

4) ycnewuHoe NpoxoxaeHne TEKyLLen aTtTectTaummn.

[nsa oueHnBaHUA pe3ynbTaToB Ha AN depeHUNpPOBaHHOM 3a4eTe UCNoMb3yeTcA WKana:
KOTIIMYHOY», «XOPOLUOY», «YAOBNETBOPUTENBHOY», «HEYAOBIETBOPUTESTBHOY.

CooTHOLWEeHNe nokasaTenen, KpUTeprMeB U LWKamnbl OLEHMBaHUSA pe3ynbTaToB 00y4YeHus
nokasaHbl B cnegytouien tTabnuvue:

Kputepun oueHnBaHus Lllkana oueHoK
OTBeT COOTBETCTBYET BCEM MEPEYMCIIEHHbIM BbilEe MOKa3aTensm,
obyyaroLmncsa aaeT oTBEThI Ha AOMNOMHUTENbHbIE BOMPOCHI. [JeMOHCTpUpyeT «OTAnMYHO»

3HaHue yyebHoro matepuana.

OTBeT coOTBETCTBYET ABYM UM Oonee M3 nepeyncrieHHbIX nokasaTtenen,
obyvatoLminca gaeT OTBETbl Ha AOMOSTHUTESbHbIE BONPOCHI, MOXET ObITb He
CcoBCeM NosHble. [JeMOHCTpUPYET 3HaHWe y4ebHOro maTepmana, BO3MOXHO C
HEKOTOPbIMU OLLMOKaMMU.

OTBeT COOTBETCTBYET OAHOMY W3 MeEepeunUcrieHHbIX MokasaTtenen,
obyvatomnca He paeT OTBETbl Ha  [OMNOSHUTENbHbIE  BOMPOCHL. |  «YAOBNETBOPUTENBHO»
JeMOHCTpUpyeT 3HaHUe y4ebHOro Mmarepuana ¢ HEKOTOPbIMU OLLIMGKaMMU.
OTBeT He COOTBETCTBYET HM OOHOMY W3 MNEPEYMCMEHHBIX MoKasaTenen.
OOyvatomincs OeMOHCTpUPYeET parMeHTapHble 3HaHUA U YMeHust unu | «HeyooBneTBOpUTENbHO»
OTCYTCTBUE UX.

«XopoLuo»




20.3 ®PoHAO OUEHOYHbIX cpeacTB COpPMUPOBAHHOCTU

pekoMeHAyeMbIA ANA NpoBeAeHUA AMarHOCTUYeCKuxX pabort

KOMNeTeHUUMn CTYyAEeHTOB,

MepeyeHb 3aaaHu ANA OLEHKN C(pOPMUPOBAHHOCTM KOMNETEHLMN:

Ne Bonpoc BapuaHTbl oTBEeTOB MpaBuntHeik
oTBeT
HenocpencTBeHHO Anst 3aWmnThl A) DLP-cuctembl. A) DLP-
1 NMHPOpMaLMKM OT yTeyeK NCMOMb3YHTCS: B) SIEM-cuctemsl. CUCTEMBI.
B) IPS-cuctemsl.
) IDS-cucTtemsl.
HenocpencTteeHHO 4ns ynpasreHne A) DLP-cuctembl. b) SIEM-

> nHopmaumen n cobbITUAMM B cucteme B) SIEM-cuctemsl. CUCTEMBbI.

©e30MacHOCTN UCMONb3YHTCS: B) IPS-cuctemsl.
) IDS-cuctemsl.
HenocpencTBeHHO Ana NpeaynpexXaeHns A) DLP-cnctembl. B) IPS-
3 | KOMMbIOTEPHbIX aTak NCMOMb3YITCS: B) SIEM-cuctemsl. CUCTEMBI.
B) IPS-cuctemsl.
M) IDS-cuctemsl.
MeTogom npegoTBpaLleHnst BTOPXKEHWUNR, A) CurHaTypHbI aHanms. A)

4 | OCHOBaHHbIM Ha NX NpeABapUTENbHOM B) 3BpuUcTNyECKMIn aHanus. CurHaTypHbIn
oOHapyXeHun no Habopy M3BECTHLIX B) MNMoBeneHueckun aHanua. aHanms.
NpW3HaKoB, ABNSAETCS: ') AHann3a ceTeBoro Tpaduka.
HenocpegcteeHHo Ans 3awmTsbl B SQL A) HIDS. M) APIDS.

5 | MOXET NCnonb3osaTLCs: b) PIDS.

B) VMIDS.
) APIDS.
HenocpencTBeHHO Ans 3aliuUThl A) HIDS. B) VMIDS.

6 | BYPTYamnbHbIX MaLIMH MOXET B) PIDS.

NCNonb30BaTbCS: B) VMIDS.
) APIDS.
HenocpencteeHHo onga 3awmtbl otaeneHbix | A) HIDS. A) HIDS.

- | CETEBbIX XOCTOB MOXET NCMONb30BATLCA: B) PIDS.

B) VMIDS.

) APIDS.
LleneHanpaBneHHoe Bo3aencTane - KomMnbroTepHon
nporpaMmMHbIX 1 (Mnn) NporpaMmHo- aTakou
annapaTtHbIX CpeaCcTB Ha MHGOPMAaLNOHHBLIN

g | PECYPC B Lenax HapyLIeHns u (nnn)
npekpaLieHnst ero YHKLMOHMPOBAHUSA U
(vnun) cospgaHns yrpo3sbl 6esonacHoCTH
obpabaTbiBaEMON Takum pecypcom
MHdopMaLMn HasblBaeTCs:

9 [ns npegoTBpalleHnsa KOMMNbOTEPHBIX aTak | - IPS-cuctemsl
NCNONb3YTCA:

10 [nsa obHapyXeHns KOMMbIOTEPHbIX aTak - IPS-cuctemsl
NCNONb3YTCH:

Kputepum n wkanbl oueHMBaHuA 3agaHm ®0OC:

1) 3agaHuga 3akpbIToro Tmna (BbIOOP OOHOrO BapuaHTa 0TBeTa, BEpPHO/HEBEPHO):

1 6ann — ykasaH BEpPHbI OTBET;
0 6annoB — yka3aH HEBEPHbIN OTBET.
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2) 3apaHung 3akpbiToro Tmna (MHOXeCTBEHHbIV BbIOOP):

e 2 6anna - ykasaHbl BCe€ BEPHbIE OTBETHI;
e 0 6annoB — ykasaH XoTs Obl OANH HEBEPHbLIN OTBET.

3) 3agaHug 3akpbiTOoro Tna (Ha cCooTBEeTCTBUE):

e 2 6anna — Bce COOTBETCTBUSA OnpeaeneHbl BEPHO;
o 0 6GannoB — xoTHa 6bI OAHO CONOCTaBNEHNE OnpeaeneHo HEBEPHO.

4) 3agaHng OTKPbLITOro Tuna (KOPOTKUM TEKCT):

e 2 6anna — ykasaH BepHbIN OTBET,;
e 0 6annoB — yka3aH HEBEPHbLIN OTBET.

5) 3apaHung oTkpbITOro TMnNa (4YMcrno):

e 2 6anna — ykasaH BepHbI OTBET;
e 0 6annoB — yka3aH HEBEpPHbIN OTBET.

3apaHua paspgena 20.3 peKOMeHAYHTCA K MCNOMb30BaHMIO NpU NpoBeAeHun
ANarHoCTUYECKMX paboT C Lenbio OLEHKU OCTaTOUYHbIX pe3yfbTaToOB OCBOEHUA AAaHHOWU
AUCUMNNUHBbI (3BHAaHMW, YMEHUN, HaBbIKOB).



