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PABOYASA NPOrPAMMA YYEEHOW OAUCLUMUNINHDBI

B51.B.13 TexHonoruv passeakm no oTKpbITbIM UCTOYHUKAM AaHHbLIX (OSINT)

1. Koa u» HauMeHOBaHMe cneunanbHOCTHU:

10.05.04 NHdopMauNOHHO-aHanNnMTUYeCcKne cuctemMmbl 6e3onacHocTun
2. Cneuymanusauus.

ABTOMaTM3aUNA MHPOPMALMOHHO-aHANNUTUYECKON AeATENbHOCTHU

3. KBanudwmkauusa BbinyckHuka: Cneumnanuct no sawmte nHgopmMmauum

4. ®dopma oby4eHus: O4yHas

5. Kachenpa, oTBevarLwan 3a peanmsaumio AUCUUNIINHDbI:

Kadenpa matematnyeckoro MmogennpoBaHums

6. CoctaButenb nporpammbli: bypnyukas M.LW., o.d.-M.H., goueHT

7. PekomeHpoBaHa: Hay4Ho-MeToAMYECKMM COBETOM MaTtemaTnyeckoro oakynbreTa, NpOTOKON
Ne 0500-06 ot 25.05.2023

8. YuebGHbIn rop: 2027/2028 CemecTp: 9



9. Uenu n 3apgaum y4e6HON AUCLMNIIUHDI

Llensimu oceoeHusi y4ebHOU OucyurniuHbl S671sIK0MCs:

- N3y4eHme OCHOB noucka, Belbopa 1 cbopa passebiBaTerlbHON MHpOpMaLUKn 13
0o6LWeNoCTYMHbIX UICTOYHUKOB, a Takke eé aHanus.

3adayu y4ebHoU OuCyuUmnuHbI:

- O3HAaKOMWUTBCA C aHann3oM MeTodONOMMN U MPUMEHSAEMbIX WHCTPYMEHTOB W
cepsucoBgng OSINT B aHanuMTUyeckon aesaTeNlbHOCTMW.

10. MecTo yyebHOM AncuunuHbI B cTpykType OMOI:

AucunnnuHa «TexHonormm pasBedkn Mo OTKPbITbIM UCTOYHUKAM AaHHbIX (OSINT)»
OTHOCUTCS K 4acTh, popMUpyeEMOWN ydyacTHMKaMn obpasoBaTenbHbIX OTHOWweHuM bnoka 1.
AucumnnuHel (mogynu).

11. MnaHupyemble pe3ynbTaTbl 00y4YeHUsI Mo AucuUMNuHe/MoAynio (3HaAHUA, YMEHUS,
HaBbIKW), COOTHECEHHbIe C NNaHUpyeMbiMU pe3ynbTaTamMuM OCBOEHUs oGpa3oBaTeribHOM

nporpamMmmbl (KOMneTeHuMHMM) N UHANKaTopaMn UX 4OCTUXKEHUSA.

Kog HaseaHwne Kopa(bl) WHpmnkaTtop(bl) lMnaHMpyeMble pe3ynbTaTbl 00y4eHUs
KOMNeTeHuun
MK-4 | CnocobeH MK-4.3 | CnocobeH nckatb n | 3HaTb: cnocobbl U MeToAbl aHanu3a
oCyLlecTBnATb aHanuampoBaTb NpaBOOTHOLLEHWI, ABNSAOLLMXCA 0O bEKTaMK
aBTOMaTU3MpPOBaH OaHHble 13 npodeccuoHanbHoON AeSTENBHOCTY;
HYt0 OTKPbITbIX
MHOPMaLIMOHHO- WCTOYHWKOB C YMeTb: opnanyeckm npaBunbHoO
aHanuMTU4eckyto Lernbto kBanupuuuposaTtb (akTbl, COBbITUS 1
noaAaepx Ky obecneyeHusi 06cToATENBLCTBA; 0OOCHOBLIBATL PELLEHNS,
npoLeccoB WHOPMALIMOHHOW | CBA3aHHbIE C peanu3auneri NpaBoBbIX HOPM B
NPUHATKA 6Ge3onacHocTn npegenax gOMMKHOCTHbIX 06s3aHHOCTEW;
peLleHnn
Bnagetb: HaBblkaMy Nomcka u aHanuaa AaHHbIX
N3 OTKPbITbIX ICTOYHWUKOB C Lienbio obecneyeHuns
MHopMaUnoHHON 6e30nNacHOCTH.

12. O6beM AMcUUNNMHbI B 3a4eTHbIX eauHulax/yac. — 4/144.

CDopma npome)KyTquoﬁ aTTecTauumm: 3a4eT C OLEHKON.

13. TpyaoemkocTb No Buaam yuyebHon paboTbl

TpyooeMKoCTb
Bua yyebHon paboThl Mo cemecTpam
Bcero
3 cemecTp
KoHTakTHasa paboTa 72 72
nekuum 36 36
npakTunyeckmne 36 36
B TOM YuCheE: nabopatopHble 0 0
KypcoBas pabota
KOHTPOrbHbIE paboThl
CamocTosdTenbHas pabota 72 72
lMpomexyToyHast aTTecTaumsi
Utoro: 144 144




13.1. CopepxaHue ANCLUNIIUHBI

Peanusauuns
a3fena
No HaumeHoBaHne ,qmc?um#nmbl c
a/n pasgena CopepxaHve pasgena AMCUnninHbI OMOLLIBIO
OVCUMMIUHDI OHNaiiH-KypCa,
QYMK *
1. Nlekuunm
1.1 | Obuwee npeactaBneHne | TexHoNOrMM NOAYyYEHUA M Be3onacHol nepeaayn
06 opraHuMsaLmm MHpopmaumm B ceTn MHTepHeT. OCHOBHbIE NMPUHLLMMbI OPraHn3auum
3aWMTbl AaHHbIX B BEG- | 3almMTbl AaHHbIX B Beb-pecypcax. NpuHumnbl 6esonacHoro
pecypcax ncnonb3osaHuA Beb-pecypcos. MoHATHe He3onacHocTH
NPUNOXKEHNI N KnaccudPuKaLma onacHOCTen. MICTOUHMKK yrpo3
MHPOpPMaLMOHHON 6e30MacHOCTM U Mepbl NO UX NPeAOTBPALLEHMIO.
PernameHTbl U MeToAbl pa3paboTKy 6e3onacHbIX Be6-NPUIOKEHN
1.2 | CoBpemeHHble yrposbl Knaccuoukauma coBpemeHHbIX yrpo3 6esonacHocTy Beb-pecypcos
6e3onacHocTn Beb- OWASP Top 10. YA3BMMOCTH, CBA3AHHbIE C BHEAPEHMEM KOMAHA U
pecypcos Koaa: SQL, NoSQL, OS, LDAP. HepgoctaTku mexaHM3MoB
ayTeHTUdUKaLMN. YA3BUMOCTH, BEAYLLME K pa3rialleHu o
KoHOMAeHUManbHo nHdopmauun. BHeapeHue BHelWwHMX XML-
CyuiHocTel. HegoCcTaTkm KOHTpOAA AocTyna. HekoppekTHan
HacTpoiKa NnapameTpoB HesonacHoCcTU. MeKcaToBoe BbINONHEHME
cueHapues. HebesonacHas gecepunanunsauma. Mcnonb3osaHue
KOMMOHEHTOB C U3BECTHbIMM YA3BUMOCTAMM. HegocTaTku
KYPHaNMPOBaHUSA N MOHUTOPWHIA
1.3 | Aygut 6e3onacHocT u | Ponb ayamTa 6e3onacHocTM Be6-pecypcos npu
OpraHunsauma 3aWwmThbl OpraHunsaumm 3alnTbl AaHHbIX B UHPOPMALMOHHBIX CUCTEMAX.
[aHHbIX B BEO- TecTMpoOBaHMe Ha NPOHUKHOBEHME KaK BaKHbl/ 3N1€MEHT ayauTa
pecypcax 6e3onacHocTn Beb-pecypca. Metoabl "yepHoro", "ceporo” n
"6enoro" AwWuKa Npm TeCTMPOBAHMM Ha NPOHUKHOBEHME. Tanbl
npoBeLeHUs TeCTUPOBAHNA Ha NPOHUKHOBEeHMe. DNS-pa3BesKa.
C6op nHbopMaLmMm 13 OTKPbITbIX McToUHMKOB (OSINT). Céop
MHPopmaumm o cepeepe. CKaHMPOBaHWME KOHTEHTa. Pas3nHr
BXOZHbIX MapameTpoB. [OMCK yTeuek faHHbIX. TecTupoBaHue
ayTeHTUdUKaumn. OTCaAeKMBaHME N NepexBaT ceccuit. ATaka c
BHeapeHnem KomaHg OC. BkaroueHue dainos n 0bxoa KaTanoros.
SQL-nHbeKunn. XXE. MerKcaiToBoe BbINOJIHEHME CLLEHAapUEB.
MesKcaliToBas noagenka sanpoca. ATaku Ha nNornyeckume
yA3BMMOCTU BEB-pecypcoB. MeToabl U cpeacTBa opraH13auum
3alUMTbl AaHHbIX B BEG-pecypcax.
1.4 | MeToabl 1 cpeacTsa 0630p pekomeHaaumii OWASP no 6e3onacHoli pa3paboTke Beb-
6e3onacHom pecypcoB. bezonacHoe B3aumogaeicTame 1 paboTta ¢ AaHHbIMU U3
pa3paboTku Beb- BJ. Ucnonb3oBaHne 6e3onacHbIX CTOPOHHUX BUBAMOTEK U
pecypcos bperimBopkoB. Micnosb3oBaHMe 6e30nacHbIX aAFOPUTMOB
ayTeHTUdUMKaumn. OpraHmsauna 3awmTol ot DDoS-aTak.
LWndposaHue Beb-TpadumkKa c ncnonb3osaHmem SSL. MposepkKa
KOPPEKTHOCTM NONb30BATENLCKMX AAHHbIX HA K/IMEHTE U cepBepe.
BesonacHan KoHdUrypauma MHGPaCTPyKTypbl Be6-pecypca.
2. NMpakTnyeckune 3aHaTuA
2.1 | Obulee npeacTasieHue
C60p AaHHbIX 0 BEB-pecypce 13 OTKPLITbIX UCTOYHMKOB. MonyyeHune
06 opranusauuy NPaKTUYECKUX HABbIKOB MOWMCKA M aHaNM3a UCXOAHbIX AAHHbIX Beb-
3alUMTbI AaHHbIX B BED-
pecypca Ha OCHOBE OTKPbITbIX MCTOYHUKOB
pecypcax
2.2 | CoBpemeHHble yrposbl BblfiBNeHWe yA3BMMOCTEN B BeEb-pecypce MeToA0M aKTUBHOFO

6e3onacHocTn Beb-
pecypcos

CKaHMpoBaHusA. MoayyeHne NpakTUYECKMX HaBbIKOB PaboTbl CO
CKaHepamu 6e30nacHOCTK, NO3BOAAIOWMMM BbIABAATL B BEH-
pecypce n3BecTHble YA3BUMMOCTH
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2.3 | Ayaut 6e3onacHocTM v | OpraHusaums 3awmTbl Be6-pecypca oT BHeapeHus Koga. MNonyyerne
OopraHu3auma 3aWmThbl NPaKTUYECKMX HaBbIKOB
OaHHbIX B BEO- nposeneHuna SQL- n Apyrmx TMNOB UHBEKLMIA M OpraHM3aLLmnm
pecypcax 3awWwmTbl Be6-pecypca ot

HUX

2.4 | MeToabl 1 cpeacrsa OpraHu3auuma 3almTbl Beb-pecypca ot atak XSS u XXE. MNonyyeHune
6e3onacHom NpaKTUYeCcKMX HaBbIKOB NpOBeAeHUA
pa3paboTku Beb- aTaku XSS n XXE pasnunyHbIX TUNOB U OpraHM3aumnn 3awWmTbl Be6-
pecypcos pecypca OT HUX

13.2. Tembl (pasgenbl) QUCUUNIIMHBI U BUAbI 3aHATUN

Buabl 3aHATWI (KONTMYECTBO YacoB)
Ne HaunmeHoBaHue Tembl (pasgena)
MNpakTn- Jlabopa- CamocTos-
n/n ONCUUNNKUHBI Jlekuumn Bcero
yeckume TOpHbIE  [enbHasa paboTa
1 Ob6uwee npeactaBieHne 06 opraHnsaLmm 8 8 16 32
3alLMTbl AaHHbIX B BEB-pecypcax
5 CoBpemeHHble yrpo3bl 6esonacHoCcTH Beb- 10 10 20 40
pecypcos
3 AyauT 6€30MacHOCTU M OpraHmn3aLms 10 10 20 40
3alLMTbl AaHHbIX B BEB-pecypcax
4 MeToapl 1 cpeacTea 6esonacHom 8 8 16 32
pa3paboTku Beb-pecypcoB
UTtoro: 36 36 - 72 144

14. MeToan4yeckue ykasaHus Ansi o6y4yaroLmxcsi N0 0OCBOEHUIO ANCLUNIIUHDI:

OcBoeHve aucumnnuHbl NpeanonaraeT He TOonbko o0bsA3aTernbHOe nocelleHve
obyyvarLWnmMcs ayauTOPHbIX 3aHATUN (NEKUUIN U NPAKTUYECKUX 3aHATUN) U aKTUBHYKO paboTy Ha
HUX, HO N CaMOCTOATENbHYI0 Y4ebHYI0 AeaTenbHOCTb, Ha KOTOPY OTBOANUTCA 72 Yaca.

CamocToaTenbHas yyebHaa AesATenbHOCTb CTYAEHTOB MO AUCUMNnNHE «TexHorormm
pa3BeaKku No OTKPbITbIM MCTOYHUKaM AaHHbIX (OSINT)» npegnonaraeT BbINOMHEHNE CneayoLwmx
3a4aHuUN:

1) camocTosTenbHoe u3dydyeHue y4ebHbIX MaTepuanoB MO pasgernamMm AUCUUNAWHBL C
NCNOSIb30BaHMEM OCHOBHOW U OOMNONHUTENBHOW NUTepaTtypbl, MHHPOPMALMOHHO-CMPaBOYHbLIX U
MOWCKOBbIX CUCTEM;

2) NOAroTOBKY K TEeKyWUM aTTecTauusiM: BbINOMHEHWe NpakTUYeckux 3afaHumn, MoucK
HeobxoauMbIx Ana paboTbl matepunanos B VIHTEpHeTe.

Ocoboe BHMMaHMe oOyYalLWNXCHA HanpaBnseTca Ha OCBOEHUe HeobXxoaumoro B
AanbHenWnmM MaTemMaTU4eckoro annaparTa.

Bonpocbl NEeKUMOHHbIX M MpaKTUY4eCKUX 3aHATUI obcyXaalTcs Ha 3aHATUSIX B BUAe
YCTHOrO onpoca — WHAMBWUAYarbHOro U dpoHTanbHoro. pyu NoaroToBKE K NEKUMOHHBIM U
NPaKTUYECKNUM 3aHSATUSIM, 0ByYatoLMMCS BaXXHO NMOMHUTb, YTO MX 3a[ada, oTBeYasi Ha OCHOBHble
BOMPOChHI NfaHa 3aHATUS U A0NONHUTENbHbIE BOMNPOCHI NpenoaaBaTens, NnokasaTb CBOW 3HaHUS
N KPYrosop, yMeHWe rnorm4yeckn nocTpouTb OTBET, BnadeHue matemaTMyeckum annapaTom u
NHble KOMMYHUKaTUBHbIE HaBbIKW, YMEHME OTCTaumBaTb CBOK MpodeccrMoHanbHyo nosuuumio. B
X0o[e YCTHOro onpoca BbISIBNSTCA AeTanu, KOTopble MO KakMM-TO MpUYMHaM oKasanucb
HE4OCTATOYHO OCMbICIIEHHBIMU CTyAeHTaMuM B Xode YYeOHbIX 3aHATMR. Tem cambiM Onpoc
BbINOSTHSAET BaXHewWLwmne o0yyatoLLyto, pa3BMBatOLLYIO Y KOPPEKTUPYHOLLYIO (OYHKLIMK, NO3BONSIET
CTyQeHTaM Yy4yecTb HeaopaboTkm U u3bexaTb MX NpU MOATOTOBKE K MPOMEXKYTOYHbLIM
aTTecTauuam.

Bce BbinonHsemble CTyAeHTaMn CaMOCTOATENbHO 3aaHUs (BbINONTHEHNE KOHTPOSbHbIX U
camocTosiTENbHbIX paboT) nognexaTt nocreayoLen npoepke npenogasatenemM. PesynbTaThbl
TEKYLUX aTTecTauuin yduTbiBalOTCA npenogasaTtenemM npu MpoBeOdeHUM MPOMEXYTOYHOM
aTTecTaumu.
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B cnyyae HeobxogmMmocTn nepexoda Ha AUCTaHUMOHHBIN peXnum obydeHns ncnonb3yeTca
3NEKTPOHHLIN KYpC «TeXHOMormm passegku no OTKpbITbiIM MCTOYHMKaM gaHHbix (OSINT)» Ha
nopTarne «3NeKTpOHHbIN yHUBepcuteT BIY»: https://edu.vsu.ru.

Tam xe pasmeLleHbl HeobxoauMble ANs YCBOEHUS Kypca MaTepuansl.

15. lMepeyeHb OCHOBHOM W [AONONHUTENILHOW nUTEpaTypbl, PeCypCoOB MWHTEpPHeET,
Heo6XxoAUMbIX ANA OCBOEHUA AUCLMMNIIUHDbI

a) OCHOBHag nuTepaTtypa:
Ne n/n McTouHMK

AkyHuH A.T". YuyebHo-meTogudeckoe nocobme no gucunnnuHe « OCHOBbI
WEB-TexHonorun».- bapHayn, AntlTY, 2011. 173 c.

Tenntok MNM.A. MeToguyeckue ykasaHus K nabopatopHbiM pabotam no

2. ancumnnuHe «MHdopmaunoHHasa 6e3onacHocTb 6a3 gaHHbIX». - bapHayn, AnTlTY,
2020. 20 c.

3awmrta Web-npunoxeHui : yaebHoe nocobue : / A. B. CkpbinHukos, [.

B. Apanos, B. B. [JeHncenko, T. [1. l'epacumoBa ; Hayd. pea. A. A. XaycToB ;
BopoHexcknin rocyqapCTBEHHbIA YHUBEPCUTET UHXEHEPHbIX TEXHOMNOMIN. — BopoHex :
BopoHexXckuii rocygapCTBEHHbIN YHUBEPCUTET UHXEHEPHBIX TexHonoruin, 2020.

1.

0) gononHMTeNbHasa nuTepaTtypa:
Ne n/n McTOYHMK

HopoHos A.l'., Nanga O.B., Npuwena B.B., MNyTtatuH B.I". KoHKypeHTHas pa3seaka B
4. KomnbloTepHbIX ceTax 2013. 248 c.

Bptoxomnukmi, KO. A. BesonacHOCTb MHPOPMALIMOHHBLIX TEXHONOTUMN :

y4yebHoe nocobue : B 2 yacTtsax : [16+] / HO. A. Bproxomuukun ; KOxHbIN dheaepanbHbln
yHuBepcuteT. — PoctoB-Ha-[loHy ; TaraHpor : KOxHbIn degepanbHbI YHUBEPCUTET,
2020.-4.1.-171c.

6.

B) MH(POPMALIMOHHbIE INEKTPOHHO-06pa3oBaTeNbHblE pecypchbl (0OduLmnanbHblie pecypcbl MHTEPHET):

Ne n/n Pecypc
Cawnt matematunyeckoro cakynbteta BI'Y. Pasgen, Ha kKOTOpom pasmelleHbl MeToaudeckue n3gaHusa:
7. : i
https://math.vsu.ru/wp/?page id=937 .
8. OBC «YHuBepcuteTckas bubnmoTeka OHNamH».
9. OnekTpoHHbIN KaTtanor 3HB BI'Y : http://www.lib.vsu.ru .
10. OneKTpoHHbIN yHMBepcuTeT BIY: https://edu.vsu.ru/course/view.php?id=19958 .

16. NMepeyeHb y4eOHO-MeTOaNYECKOrO 0b6ecneyvyeHnsa ANs CaMOCTOATENIbHOW PaboThbl:

Ne n/n NCcTOYHMK
1. Open source intelligence tools and resources handbook 2018 Aleksandra Bielska
2.

MonoxeHne 06 opraHM3auum camocToaTenbHoW paboTbl obydawowmxca B BopoHexckom

3.
rocyqapcTBeHHOM YHUBEpCUTETE.

17. OOpasoBaTesfibHble TEXHONIOMMU, UCNOfib3yeMble NpU peanusauum Yy4ebHOWM
AUCLUMNSINHBbI, BKIOYas AUCTaHUMOHHble obpa3oBaTtenbHble TexHonoruu (OOT,
3aneKkTpoHHoe oby4yeHue (J0), cmewaHHOe oGy4YeHue):

AucunmnnuHa  MOXeT  peanun3oBbiBaTbCAd  C  MNPUMEHEHWEM  ANCTaHUMOHHBLIX
obpasoBaTtenbHbIX TEXHOMNOMIW, HAaNpPUMepP, Ha NnaTopMe «ANEKTPOHHbIN yHUBepcuteT BIY»
(https:/ledu.vsu.ru).

18. MaTepmnanbHO-TeXHUYECKOE obecneyeHme QUCLUNIINHDI:


https://edu.vsu.ru/
https://istina.msu.ru/workers-beta/8307564/
https://istina.msu.ru/workers-beta/8307427/
https://istina.msu.ru/workers-beta/8307565/
https://istina.msu.ru/workers-beta/8307566/
https://math.vsu.ru/wp/?page_id=937
http://www.lib.vsu.ru/
https://edu.vsu.ru/course/view.php?id=19958
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YyebHaa ayguTopus AN NpOBeAEHMS 3aHATUA JNIEKUMOHHOTO M CEMWMHAPCKOro Tuna,
TEKYLLLEro KOHTPOSIS U NPOMEXYTOYHOM aTTecTaumm; cneymannanpoBaHHas meberns.

[Ana camocTtosTenbHoM paboTbl MCMNONb3yeTCa KnacC C KOMMbOTEPHON TEXHWUKOW,
OCHALLEHHbIN HeobxoaMMbIM  MNpOrpaMMHbIM — obecrneyeHmeM, 3NEKTPOHHbIMU  y4eOHbIMK
nocobmsamMm n 3akoHOOATENbHO-MPaBOBOM M HOPMATUBHOW MOMCKOBOW CUCTEMOW, WUMEHLLNIA
BbIX0 B rnobarnbHyto ceTb.

Mepe4veHb HeobxoaMmoro nporpammMHoOro obecneyeHus:

Ubuntu (6ecnnatHoe n/nnm cBobogHoe Mno, NULUEH3NS:
https://ubuntu.com/download/desktop),

Visual Studio Community (6ecnnatHoe w/vunu ceBobogHoe [10, nuMueH3usa
https://visualstudio.microsoft.com/ru/vs/community/)

LibreOffice (GNU Lesser General Public License (LGPL), 6ecnnaTtHoe n/unu ceobogHoe
MO, nuueHsus: https://ru.libreoffice.org/about-us/license/)

Foxit Reader, 6payaep Mozilla Firefox, Opera unu Internet.

19. OueHou4HbIe cpeacTBa ANsl NPOBeAEeHUA TEKYLEeNn U NPOMEXYTOYHOM aTTecTalum
MopsagoKk OueHKM ocBoeHMst obyvarwmmmucs ydebHoro maTepuana onpegenseTcs
cogepxxaHnem cneayoLmnx pasgenoB ANCUMMINHBI:

Ne | HammeHoBaHwue pasgena gucumnnnuiel | KomneteH MiiaukaTop(b)

OCTUXKEHMS OueHouHble cpeacTBa
nin (mopyns) uns(n) Kﬁcl)MI'IeTeHU,VIVI i
Obwee npeactaBneHne 06 opraHMsaLmm
1 Tect
3alMTbl AaHHbIX B BEB-pecypcax
2 CoBpeMmeHHble yrpo3sbl 6e3onacHoOCcTH Beb- nK-4 nK-4.3 KoHTponbHasi paGoTa

pecypcos

3 AyauTt 6e30nNacHOCTM M opraHM3aums

MpakTnyeckas pabota
3alUMTbl AaHHbIX B Beb-pecypcax

MeTozabl u cpeacTBa 6e3onacHom

pa3paboTkM Beb-pecypcos Tect

lNpomexyToyHada aTTecTaums

. MepeyeHb BOMPOCOB K 3a4eTy
dopma KOHTPOMs — 3a4€eT C OLIEHKON

20. TunoBble OLEHOYHble cpencTBa U MeToAMYeCKMe MaTepuanbl, onpepensilowume
npoueaypbl OLeHUBaHUA

20.1. TeKywWwmMn KOHTPOISb yCNneBaeMocTu

KoHTponb ycrneBaeMoCTV MO OUCUUMINHE OCYLLECTBASETCH C MOMOLLLIO CnegyloLwmx
OL€HOYHbIX CPEACTB: YCTHbIX ONPOCOB, MPOBEPKN OMALLHUX 3a4aHUN, CAMOCTOATENbHbIX paboT,
KOHTPOJSIbHOW paboThl.

[1ns oueHMBaHNA TeKyLLero KOHTPOMSa ycrneBaeMoCTU U OUEHMBAHUS CaMOCTOSTENbHOMN
paboTbl MCNOMb3YKTCA CreayLmne nokasamersnu:
1) 3HaHWEe OCHOBHbIX NOHATUA U METOAOB;
2) YMEHWEe MPUMEHATb MONyYEHHbIE 3HAHMUSA WM HaBbIKM 0N pelleHus 3ajad, NpoBOAUTb
aHarnus noslydeHHbIX peLleHunn;
3) BrnageHne HaBblkaMW XpaHeHusi, nowucka, cbopa, cuctemaTusdaumm, o0paboTknm u
Ncnosib3oBaHNa MHOpMaLU.

LLikana oueHOoK:

3auyteHo: BbinonHeHve 3agaHUM  COOTBETCTBYET MEPEYMCIIEHHLIM  MOKasaTensm,
obyvarowmncs gaeTt OTBETbl HA AOMONHUTENbHbLIE BOMPOCHI, MOXET ObITb HE COBCEM MOSHbIE.
[eMOHCTpupyeT yMeHne pellaTb 3agadun, BO3MOXHO C HEKOTOPbIMU OLIMBKaMMU.


https://ubuntu.com/download/desktop
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He 3ayteHo: OTBeTbl HE COOTBETCTBYKT HU OAHOMY W3 MEpPEYUCIIEHHbIX MoKasaTeneun.
Ob6yvatowmmnca oeMoHCTpMpyeT doparMeHTapHbIE 3HAHUSA U YMEHUS UIU X OTCYTCTBUE.

20.2. NpomexyTo4yHasa atrecTaums

lMpomexyTo4Hasa aTTecTauus no AucunnimHe ocyllecTensieTcs B popme cobecenoBaHus
no Gunetam C MOMOLUBI HWXENPUBEAEHHbIX OLIEHOYHbLIX CpeAcTB (NMepedyeHb BOMPOCOB K
3avery).

B GuneT BkntovaloTCs TeOpeTUYECKMiA BONPOC U 3agada n3 NpMMEpPHOro nepeyvHst 3agad
ANS1 KOHTPOSbHOW pPaboThl.

B cny4ae nocelueHns obyyarowmmes BCex ayanTOPHbIX 3aHATUNM (NEKLUIA 1 NPaKTUYECKNX
3aHATUI) N aKTUBHOW paboTbl HA HWUX, YCMELUHOrO BbIMNOSIHEHMSI 9NIEMEHTOB TEKYLLEen aTTectaunm
(camocTosATENbHbIE PAabOThI), OLEHKA 3a MPOMEXYTOYHYIO aTTeCTaUMIo MOXET ObITb BbiCTaBeHa
no pesynbTatam TEKYLLMX aTTeCcTaLni.

MNMepe4yeHb BonpocoB K andcdepeHuMpoBaHHOMY 3a4eTy:
1. TexHonornu nony4vyeHus n 6esonacHon nepegayn nHopmauum B cetn IHTepHerT.

2. OCHOBHblE NPUHLMMbLI OpPraHn3aunn 3almTbl JaHHbIX B Be6-pecypcax. [puHumnbl
©e3onacHoro ncnonb3oBaHNa Be6-pecypcos.

3. 6e3onacHOCTU NPUIOXEHUIN K Krnaccudurkaumst onacHoctTen. ICTOYHMKN yrpo3
MHdopMaunoHHon 6e30nacHOCTN U Mepbl MO UX NPeOoTBPAaLLEHNIO.

4. PernameHTbl U MeToabl pa3paboTkm 6e3onacHbIX BED-NPUNOXKEHUN

5. Knaccudukaums coBpemMeHHbIX yrpo3 6e3onacHoctn Beb-pecypcos OWASP Top 10.
6. Y4a3BMMOCTWU, CBA3aHHble C BHeapeHneM komaHa 1 koga: SQL, NoSQL, OS, LDAP.
7. HepocTtaTkm MexaHM3MOB ayTeHTUdUKaLNN.

8. YasBumocTn, BegyLime K pasrnalleHunto KOoHpuaeHumanbHom nHopmaumn.

9. BHeppeHue BHewHMx XML-cywHocTen. HegoctaTkm KoHTpons goctyna. HekoppekTHas
HacTpowmka napameTpoB 6e3onacHocTn. MexcanToBOE BbINOMHEHNE CLIEHAPUEB.

10.He6e3onacHasa aecepuanusauus. Micnonb3oBaHne KOMMNOHEHTOB C M3BECTHbLIMU
YSI3BUMOCTSIMUA.

11. HegocTaTku XypHanupoBaHusi U MOHUTOPUHra

12. Ponb ayauta 6e3onacHocTi Be6-pecypcoB Npu opraHM3aummn 3alumTbl AaHHbIX B
NH(OPMAaLMOHHbIX CUCTEMaX. TeCcTUpoBaHMe Ha NPOHUKHOBEHME Kak BaXHbIN 3N1EMEHT
ayauTa 6esonacHocTy BeG-pecypca.

13.MeToabl "4yepHoro", "ceporo" n "6enoro" suwmka npyM TECTUPOBAHUN HA NPOHUKHOBEHME.
OTanbl NpoBeAeHUs TECTUPOBAHUSA HA NPOHUKHOBEHME.

14.DNS-pasBegka. Coop nHdopmaumm n3 oTkpbITbiXx MCTOMHUKOB (OSINT).

15.C60p nHdopmaumm o cepeepe. CkaHMpoBaHUE KOHTEHTa. Pa33nHr BXOAHbIX
napameTpoB.



16.Tlonck yTeyek gaHHbIX.
17.TectupoBaHue ayTeHTUdMKaumm. OTcnexmsaHme 1 nepexsaT ceccum
18.ATtaka ¢ BHegpeHueM komaHg OC. BkntoveHne dannoB n o6xon kaTanoros.

19. SQL-nHbekunmn. XXE. MexcantoBoe BbINOMHeEHME cLueHapueB. MexcanToBasa nogaernka
3anpoca.

20. ATaku Ha nornyeckme ys3BuMocTu Beb-pecypcoB. MeTozbl 1 cpeacTBa opraHnsauum
3alLUmMTbl JaHHbIX B Be6-pecypcax.

21.0630p pekomengaummn OWASP no 6e3onacHon pa3paboTke Be6-pecypcos.
22.be3onacHoe B3aumMmogencTeme n pabota ¢ gaHHbIMK 13 B[.
23.cnonb3oBaHne 6e3onacHbIX CTOPOHHUX BMBNMoTeKk n penmMBOpPKOB
24./icnonb3oBaHue 6e3onacHbIX anropuTMoB ayTeHTUUKaALMN.

25. OpraHusauus 3awmtbl oT DDoS-aTtak.

26. lLndposaHne Beb-Tpadumka ¢ ucnonb3osaHmem SSL.

27.T1poBepka KOPPEKTHOCTU MONb30BaTENbCKNX AaHHbBIX HA KITMEHTE U cepBepe.
BesonacHas koHdurypauus nHgpacTpykTypbl Be6-pecypca.

Ans oueHuBaHuA pes3ynbTatoB O0Oy4YeHUs Ha 3a4yeTe MCMonb3ylTCs crneayoLlme
nokasatenu:

1) 3HaHWe TeopeTUYeCKNX OCHOB;

2) ymeHue peliaTtb 3agauu;

3) ymeHue paboTaTtb C anropyTMaMmm MeTOA0B Y MHAPOPMALMOHHBIMY pecypcamu;

4) ycrielwHoe NpoxoXaeHue TekyLlen atTectaunm.

[ns oueHnBaHWs pe3ynbTaToB Ha AU dEPEHLMPOBAHHOM 3a4eTe UCMONb3yeTcs WKana:
«OTNIMYHO», «KXOPOLLO», «YAOBNETBOPUTENBHOY», «HEYA0BNETBOPUTENBbHO.

COOTHOLLEHNE MoKasaTenen, KpUTEpUEB M LUKanbl OLEHUBaHWUA pe3yrbTaToB obyyeHus
nokasaHbl B criegytoLuen Tabnumue:

Kputepun oueHnBaHus Lllkana oueHoK
OTBeT COOTBETCTBYEeT BCEM MNEepeyUCrieHHbIM Bbllle MokasaTensm,
obyyvaroLminca gaeT oTBeThl HA OMNOMHUTENbHBIE BOMPOCHI. [IeMOHCTpUpyeT «OTnn4HO»

3HaHue yyebHoro matepuana.

OTBeT COOTBETCTBYET ABYM WUNM Oornee nM3 nepeyvmcrieHHbIX nokasaTtenemn,
oby4aroLmncs gaet oTBEThl Ha AONOMNHUTENbHbIE BONPOCHI, MOXET BblTb He
COBCeM nonHble. [leMoHCTpupyeT 3HaHne y4ebHoro MmaTepuana, BO3MOXHO C
HEKOTOPbIMU oLLInMBKaMu.

OTBeT COOTBETCTBYET OAHOMY U3 MNEpPeYUCIiEHHbIX  MoKasaTenewn,
obyyalolMnNca He gaeT OTBeTbl Ha  [JOMOMHUTENbHbIE  BOMPOCHL. | «YOOBMETBOPUTENBHOY
[eMOoHCTpupyeT 3HaHue y4ebHoro MaTepuana ¢ HEKOTOpPbIMU OLLIMOKaMMU.
OTBeT He COOTBETCTBYET HUM OOHOMY W3 NepeyvMCreHHbIX MokasaTenen.
OGyyatowmmnca AeMOHCTpUpyeT dparMeHTapHble 3HaHWs U yMmeHus unu | «HeygoBneTBopuUTEnbHO»
OTCYTCTBUE UX.

«XopoLLo»
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®oHA OUEHOYHbIX CpeacTB CcOPMUPOBAHHOCTU KOMMETEHUUN CTYAEeHTOB,

pekoMeHAyeMbIi ANA NpoBeAeHNUA OUarHocTU4eckux paéor

wn e wn e

WwnN e

WwnN e

wnN e

WwnN e

Llenb — ocyuwiectBneHne B3fioMma cMCTeMbl AN Nosly4eHUss HeCaHKLMOHUPOBAHHOTO
AOCTYyna K 4y>Kon MHopMauum — npecrneaytor. ...

Xakepbl
Kpakepbl *
"LUYTHUKN"

OHu B3nambIBalOT CUCTEMY C Lerlblo ee pa3pyLlieHuna ....

"BaHaanbl" *
"LYTHUKN"
"B3NoMLMKN"

Hayka o meTogax obecneyeHuns KOHPUOEHUNANBHOCTY ...

KpunTonorus
Kpuntorpadus *
KpunTorpamma

Ecnn BC cnocobHa NpoTMBOCTOSATb aKTMBHBLIM aTakaM CO CTOPOHbI HApYLUUTENS, Lenbto
KOTOPOro sIBNsieTCS HaBA3bIBaHWE NOXXHOrO COObLLEHNs, TO OHa obGecneynBaer ...

LIeNOCTHOCTb 1 IOCTOBEPHOCTb MHpopMaLmn *
ynpaeneHue OOCTYNoM
MONHY0 MNOAKOHTPONBHOCTb M NOAOTYETHOCTb

MNMoTeHumnanbHO BO3MOXHOE NPOUCLLECTBUNE, KOTOPOE MOXET ObiTb NpeaHaMepPeHHbIM
UNnN HenpeagHaMepeHHbIM U MOXET OKasaTb HexenaTenbHoe BO34eNCTBME Ha CUCTEMY

yrposa *
aTaka
B3510M

Bce mHorooGpasue cpeacte 3M npuHATO noapasnensts Ha cneayowmne Knaccbi:
TeXHU4Yeckue, nporpammHble, Kpuntorpadudeckue cpeactsa
TeXHU4YecKme, nporpammMHble, OpraHn3aLUnoHHbIe, KpunTorpadguyeckne cpeacrea *

aJMUHUCTPATUBHO-TEXHUYECKME, annapaTHO-NPOrpaMMHbIe, OpraHU3aLMoOHHO-NPaBoBbIe
cpencTea

Kputepum n wkanbl oueHMBaHuA 3agaHm ®OC:

1) 3agaHung 3akpbITOro Tna (BbIOOP 0AHOro BapraHTa oTBeTa, BEPHO/HEBEPHO):

1 6ann — ykasaH BEpPHbI OTBET;
0 6annoB — ykasaH HEBEPHbIN OTBET.
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2) 3apaHung 3akpbiToro Tmna (MHOXeCTBEHHbIV BbIOOP):

e 2 6anna - ykasaHbl BCe€ BEPHbIE OTBETHI;
e 0 6annoB — ykasaH XoTs Obl OANH HEBEPHbLIN OTBET.

3) 3agaHug 3akpblToro Tuna (Ha cCooTBETCTBUE):

e 2 6anna — Bce COOTBETCTBUSA OnpeaeneHbl BEPHO;
o 0 6GannoB — xoTHa 6bI OAHO CONOCTaBNEHNE OnpeaeneHo HEBEPHO.

4) 3agaHng OTKPbLITOro Tuna (KOPOTKUM TEKCT):

e 2 6anna — ykasaH BepHbIN OTBET,;
e 0 6annoB — yka3aH HEBEPHbLIN OTBET.

5) 3apaHung oTkpbiTOro TMna (4YMcno):

e 2 6anna — ykasaH BepHbI OTBET;
e 0 6annoB — yka3aH HEBEpPHbIN OTBET.

3apaHua paspgena 20.3 peKOMeHAYHTCA K MCNOMb30BaHMIO NpU NpoBeAeHun
ANarHoCTUYECKMX paboT C UeNbio OLEHKUM OCTaTOUYHbIX pe3ynbTaTOB OCBOEHUSA OaHHOW
AUCUMNNUHBbI (3HAaHMW, YMEHUIN, HAaBbIKOB).



	10. Место учебной дисциплины в структуре ОПОП:
	11. Планируемые результаты обучения по дисциплине/модулю (знания, умения, навыки), соотнесенные с планируемыми результатами освоения образовательной программы (компетенциями) и индикаторами их достижения:
	1) знание основных понятий и методов;
	2) умение применять полученные знания и навыки для решения задач, проводить анализ полученных решений;
	3) владение навыками хранения, поиска, сбора, систематизации, обработки и использования информации.

