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PABOYAS MPOrPAMMA YYEBHOWU OUCLUUMNIIUHDI

B1.B.15 Cuctembl 3amThbl MHhOPMaLIMK OT HECAaHKLUMOHMPOBAHHOIO AocTyna u
BO34eNCTBUs

1. Koa n HaumeHoBaHue cneuuarbHOCTHU:
10.05.04 NHdopmaunoHHO-aHanUTU4Yeckne cucteMbl 6e€3onacHoCTum
2. Cneuynanusauus;

ABTOMaTM3aUUA MHPOPMALMOHHO-aHANMUTUYECKON AeATENbHOCTHU

3. KBanudukauma BbinyckHuka: Cneumnanuct no sawmute nHgopmauum

4. ®dopma oby4yeHusn: OyHas

5. Kacdbenpa, oTBevarowan 3a peanmsauuio AMCUMNIIUHDbI:

Kadbegpa matemaTtnyeckoro MogenmpoBaHmna

6. CoctaBuTenb nporpammsbl: :bypnyukas Mapus LLaykaTtoBHa, 4.40.-M.H., OOLEHT

7. PekomeHpoBaHa: Hay4yHO-meTOOAMYECKMM COBETOM MaTtemMaTudeckoro dakyrnbTeTa,
npoTtokosn Ne 0500-06 ot 25.05.2023

8. YuebGHbIn rop: 2027/2028 CemecTtp: A



9. llenu n 3agaum y4e6HOM ANCLUMUNIUHBI

Llensimu oceoeHusi y4ebHoU OucyurniuHbl 615K MmcCs:

- packpbITe CYLWHOCTU 1 3a4a4 cucTeM 3awuTbl MHOpMauum;

- bopmmnpoBaHme y CTyAeHTOB 3HAHWUA, YMEHUIN U HABbIKOB, HEODXOANMbIX 4N
NOCTPOEHUA N aHann3a cucTem 3awmTbl MHopMaumn.

3adayu y4ebHoU OuCyUMNUHbI:

- O3HAKOMMUTb CTYAEHTOB C NPUHLMMNaMN opraHu3aumm n atanamm paspadotkm C3U;

- U3y4unTb pakTopsbl, BNusowmne Ha opraHmnsaumio C3U;

- BbISIBIIEHME M OUEHKa WCTOYHUKOB, CMOCOBOB U pe3ynbTaToB AecTabunmsnpyroliero
BO34€eNCTBUA Ha MHOPMaLINIO;

- onpefgeneHne noTeHumasrnbHbIX KaHanoB N METOAOB HECAHKLUMOHUPOBAHHOIO JOCTyna K
MHOpMauuK; onpegeneHne Bo3MOXHOCTEN HECAHKLUMOHUMPOBAHHOIO AOCTyNa K 3alluLiaeMon
MHdOopMaLmK;

- O3HaKOMUTbCA C MaTepuanbHO-TEXHUYECKUM W
obecneyeHnem pyHKumMoHmMpoBaHus C3U;

- U3y4nTb METOAbI U MOAENM oueHKN adpdekTusHocTn C3N.

HOpMaTnBHO-MeTOON4YeCKNM

10. MecTo y4yebHOM AncuMnnuHbI B cTpykType OMOIT:

AOucumnnuHa «Cuctemsbl 3aWwuTbl UHOPMaUUN OT HECaHKUMOHMPOBAHHOIO AocTyna u
BO34ENCTBUA» OTHOCUTCS K 4acTn, (hopMMpyeMon yyacTHMKaMm obpasoBaTteribHbIX OTHOLLUEHUI
Bnoka 1. QucumnnuHel (Mmogynu).

11. MnaHupyemblie pe3synbTaTbl 00y4YeHUsA Mo AucuunnuHe/Moaynio (3HaHUA, YMEHUS,
HaBbIKW), COOTHECEHHbIe C NilaHUpyeMbIMU pe3ynbTaTaMn OCBOEHUSA obOpa3oBaTenibHOM

nporpamMmmbl (KOMneTeHLIVIﬂMVI) n UHANKaTopaMn X OOCTUXKEeHUA:

Kog HassaHune Koga(bl) WHankaTop(bl) MnaHnpyemble pesynbTaTbl 00y4eHus
KOMMNEeTEHLMN
MK-1 | CnocobeH MK-1.2 | CnocobeH 3HaTb: OCHOBHbIE CpeACcTBa 3aLuUThl
obecneunBatb agMuHucTpupoBaTth | Hopmauun B NAC;
hyHKUNOHNPOBaHWE CUCTEMbI 3aLUUTbI

CpeacTB 3aLnTbI
WHpopmauum B
NMHOpMaLMOHHO-
aHanMTUYECKNX
cucTemax

WHpopmauum ot
HeCaHKLMOHUPOBaH
HOro goctyna u
BO34EeNCTBUS

YMeTb: agMUHUCTPMPOBaTb CUCTEMbI 3aLLUUTHI
MHdopMaLUn OT HECAHKLIMOHUPOBAHHOTO
[0CTyna v BO3AENCTBUS;

BrnageTb: HaBblkaMu aAMUHUCTPUPOBAaHMS
cucTem oBGHapyXXeHVsl 1 NpegoTBpaLleHns
KOMMbIOTEPHbIX aTaK.

12. O6beM agucuUnnuHbI B 3a4eTHbIX eauHuuax/yac. — 3/108.

dopmMa NpoMeXyTOYHOM aTTecTauuu: 3a4erT.

13. TpyARoeMKOCTb Mo Bugam y4yeoHomn paboTbl

TpyooemkocTb
Bug yuebHom paboTbi Mo cemecTpam
Bcero
cemectp A
KoHTakTHas pabota 64 64
nexkuumn 32 32
B TOM yucne:
npakTnyeckne 0 0




nabopaTtopHble 32 32

KypcoBas pabota

KOHTPOIbHbIE paboThbl

CamocTosaTenbHas pabora 44 44
IMpomexyToyHas aTTectaums
WToro: 108 108

13.1. CopepxaHue gUCUMNIINHDI

Peanuzauusa
HaumeHoBaHune pasiena
Ne OVCUMNNUHBI C
n/n pasgena CogepxaHue pasgena AUCUMNINHGI NOMOLLbIO
OVCUMNITUHBI o
OHnaunH-Kypca,
QYMK™*
1. Nekuun
1.1 | BBeneHue B OCHOBHI OCHOBHBIE MPOTOKOJIBI MIPUKJIATHOTO YPOBHSI CTEKa
koMmIbloTepHbIX cerell. | TCP/IP. OCHOBHBIE IPOTOKOJIBI TPAHCIIOPTHOTO,
CeTeBOr0 U KaHaJbHOrO ypoBHs creka TCP/IP.
1.2 | Bunasl cucrem 3amutel | IIpuHIMIGL
UH(OpPMAILIH. paboTHI M UCTIOIB30BAHMUS CUCTEM 3aIUTHI
urpopmanuu: Host IDS, Network IDS/IPS,
Antivirus, Data Loss Prevention, Web Application
Firewall, Proxy, Firewall, Vulnerability Scanner,
Sandbox, SIEM. [IpuHIMIIbI BBISIBIICHUS aTaKk HA
ocHoBe mozenu Cyber-Kill Chain. Coobrtust b n
UX aHaJIM3 JJIs1 BBIABIICHUS aTaK.
1.3 | TexHuueckue cpeacTBa | ApXHUTEKTypa U olllee ONHCaHue CTeKa
0oOHapyXeHHsI texHonoruii ELK. U3y4yenue arentos s coopa
BTOP)KEHHU . undopmanuu ¢ OC Windows, Linux. JlorupoBanue
OC Windows, nonuruku ayaura.3yuenne
BO3MOXHOCTEH Sysmon. V3ydeHne BO3MOKHOCTEH
cuctembl Network IDS Suricata. [Tpunnumet
pabortsl ¢ koHCcoMbI0 Kibana jiist orcka u aHamm3a
cobOnITHii Ub.
1.4 | Cramum ataku. Meronsl | Ctanum atak «Pa3sBenkay, «JlocraBkay, « OKcILTyaTanus,
3aIIUTHI Ha CTaIUH «3apaxenue, 3aKperuieHue,
YHUUTOXKEHHE CeN0BY. M3ydeHne TaKTUK U TEXHUK
3JI0yMBIIIJICHHUKA Ha
craguu «Pa3Benkay.
2. llabopaTopHble 3aHATUSA
2.1 | BBeneHue B OCHOBBI CeteBoe 000py0BaHNE, IPUHIUIIB paboThl. Vian
KOMIIBIOTEPHBIX CeTel. | W Vpn, IpuHUMUNBI HocTpoeHus cetell. [lepenaya
IIAKETOB Ha CETEBOM M KaHAJIbHOM YPOBHSX.
2.2 | Bungpl cucreM 3amuThI Wamunentet Ub. CrocoOpl  pearmpoBanuss Ha WHOUAEHTH Ub.
WHPOPMALIHH. Metoapl aBTOMAaTH3allid BEISABIIEHHUS UHIIUAEHTOB b
2.3 | Texanueckue cpencrsa | Pa3paboTka 3ampocoB Ha sI3BIKE
OoOHapyKeHHS Query DSL. N3y4yenre npuHIAIIOB pa3paboTKu
BTOpP>KEHUH. TaHeJel BU3yann3anuu coOsThil. Vzydenne
00X NMPHUHIMIIOB Pa3BOPAUYNBAHNUS
WHCTPYMEHTOB JUII MOHUTOPHHTA ¥ JUATHOCTHKU
HEUCIPABHOCTEM.
2.4 | Craguu atakd. Metonsl | M3ydeHne TaKTHK U TEXHUK 3JI0YMBIIICHHNKA Ha

3allydThl HA CTaJUU

craguu «Pa3Benka». M3ydeHne BO3MOKHOCTEN
nHcTpyMeHTa Nmap. M3ydyenne TeXHuK 1

HUHCTPYMCHTOB HyMEpaAlluH I/IH(i)OpMaIII/II/I. MGTO,Z[BI BBIABJICHHA aTaK

Ha ctagusaxX. Buasl skciuiodToB. TaKTHKHA H TEXHUKH
3JI0YMBIIIJIEHHUKOB TPU SKCIUTyaTalluu
YSI3BUMOCTEH.




13.2. Tembl (pa3genbl) AUCUMNIUHBI U BUAbI 3aHATUN

Buabl 3aHsTUI (KONMYECTBO YacoB)
Ne HaunmeHoBaHuWe TeMmbl (pasgena) FloakTu- Nabooa- CaMOCTON-
n/n ONCUUNNUHbBI Jlekumn P P Bcero
yeckme TOpHble  FenbHas pabota
1 BBeI[eHI/Ie B OCHOBBI KOMIIBIOTCPHBIX CECTCU. 4 4 8 16
2 BI/II[I)I CHUCTEM 3alIUThI I/IH(l)OpMaHI/II/I. 8 8 12 28
TeXHI/I‘IeCIiI/Ie cpezncTBa OOHAPYKEHHS 8 8 12 28
BTOPXKCHUMU.
Craauu ataku. MeTonpl 3aIUTHL Ha CTaUuN 12 12 12 36
UToro: 32 - 32 44 108

14. MeToanyeckue ykasaHusi ansi o6y4aroLmxcsl No 0CBOEHUIO ANCLUNIIUHDI:

OcBoeHve gucuMnnvHbl npeanonaraeT He TONbko obssaTenbHoe noceleHue
obyyarowmmMcsa ayanTopHbIX 3aHATUI (NekuMn 1 nabopaTopHbIX 3aHATUIA) U akTUBHYIO paboTy
Ha HUX, HO N CaMOCTOATENbHYIO Y4ebHY0 OeATeNnbHOCTb, Ha KOTOpY oTBOAUTCA 44 vaca.

CamocTtoaTenbHaa y4yebHas [eATenbHOCTb CTyAeHTOB Mo  gucuuniuHe «Cuctembl
3aWunTbl MHOPMaUUN OT HeCaHKUMOHMPOBAHHOIO [OCTyrna W BO3AEeNCTBUSA» npegnonaraeT
BbIMOSTHEHWE CrneayLwWwmX 3agaHum:

1) camocTosTeNbHOE U3yyYeHue y4yebHbIX mMaTepuanoB No pasgenam AUCUMUMAUHBLI C
NCNonb30BaHMEM OCHOBHOMN W OOMOMHUTENbHOM NMTepaTypbl, UH(POPMALMOHHO-CNPaBOYHbIX U
MOVCKOBbIX CUCTEM;

2) NoaroToBKy K TEKyLMM aTTecTauusM: BbINOSIHEHUE MpaKTUYeCKUX 3afaHun, MoucK
Heobxoaumblx ans paboTbl MmaTepuanos B VIHTepHeTe.

Ocoboe BHMMaHMe obyyalolMXCs HanpaBnaeTcss Ha OCBOEHME Heobxoaumoro B
AanbHenWwnM MaTemMaT4ecKoro annapaTa.

Bonpocbl NEKUMOHHBIX M NPaKTUYECKUX 3aHATUN OBCYXOAKTCHA Ha 3aHATMAX B BuAe
YCTHOro onpoca — WHAMBMAYarnbHOro M poHTanbHoro. Mpu NoAaroToBke K NEKUMOHHbIM U
nabopaTtopHbIM 3aHATUAM, OOy4aloLMMCH BaXHO MOMHUTb, YTO MX 3ajada, OTBevYas Ha
OCHOBHbIE BOMPOCHI MNflaHa 3aHATMA U OOMNOMHUTENbHbBIE BOMPOCHI MpenofasaTens, nokasaTb
CBOM 3HaHUSA U KPYrosop, yMeHue fOornm4yeckn rnocTpouTb OTBET, BNageHue MateMaTuyecKum
annapaTtoM M MHble KOMMYHUKaTUBHbIE HaBbIKW, yMEHWEe OTCTamBaTb CBOK MPOJECCUOHASBHYIO
nosvumio. B xoge yCTHOro onpoca BbISIBASAOTCA AeTanu, KOTOpble MO KakMMm-TO npuYMHam
oKasanucb HeaAOCTaTOYHO OCMbICNIEHHBIMWU CTyAeHTaMn B XoA4e Y4eOHbIX 3aHATUA. TeM caMbiM
ONpPOC BbINOSIHAET BaXKHenwune oby4yaroLLyto, Pa3BUBAIOLLYI0O U KOPPEKTUPYIOLLYIO (DYHKLMMK,
Nno3BONSET CTyAeHTaM yyYecCTb HeJopaboTkm U n3bexaTtb UX Npy NOArOTOBKE K MPOMEXYTOYHbIM
aTTecTauumsm.

Bce BbiNonHsemMble CTygeHTaMU CaMOCTOATENbHO 3a4aHus (BbIMOMHEHME KOHTPOSIbHbIX
N camMocCTosATeNnbHbIX/NMabopaTtopHbiXx  paboT)  noanexat  nocregylowen  nNpoBeEpKe
npenogaesatenem. PesynbTatbl TeKyWMX aTTecTaumi y4duTbIBalOTCA npenogaBaTenem npu
npoBeAeHNM MPOMEXYTOYHOW aTTecTaLlumu.

B cnyyae HeobxogumocTM nepexoja Ha OUCTAHUMOHHBIA  pexuMm  oby4veHus
NCNONb3yeTCs ANEKTPOHHBIN KypC « CUCTeMbI 3almTbl MHOPMaLMM OT HECAHKLMOHUPOBAHHOIO
A0CTyna n BO34ENCTBUSA» Ha nopTane « ANeKTPOoHHbIN yHMBepcnuteT BIY»: https://edu.vsu.ru.

Tam xe pasmeLLeHbl HeobxoaMMble AN YCBOEHUSA Kypca Matepuarnbl.

15. MMepeyeHb OCHOBHOW U [OONONHUTENLHOW INUTepaTypbl, PECYPCOB WHTEpPHET,
HeoOXoAUMbIX ANsi OCBOEHUSI AUCLMUMNIIUHDI

a) OCHOBHag nuTepaTtypa:
| Nen/n | McTouHmk |



https://edu.vsu.ru/
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1. Bbabun C.A. JlabopaTtopus xakepa Cankt-IlerepOypr: BXB-IletepOypr, 2016, 240c.

ernos A.I1O., lllernmoB K.A. MaTtemaTtnueckne MOIENH W METOABI (POPMAIBHOTO ITPOSKTUPOBAHUS CHCTEM
3anmThl HHOPMAIMOHHBIX cucTeM. YdeoHoe nocodue.— CI16: Yrusepcurer U TMO, 2015. — 93c.

OcHOBBI MH(pOPMAIMOHHOHN Oe3omacHocTH @ ydeOHoe mocobue it cryneHtoB By3oB / E.B. Bocrpenosa.—
ExatepunOypr : U3zn-Bo Ypan. yu-ta, 2019.— 204 c.

6) gononHuTenbHas nuTepaTypa:

Ne n/n NCTOYHMK

4 KomnieKkcHaa cuctema 3awpmtbl MHPOPMaLMM Ha npeanpuaTum : yyeb. nocobuwe gna cTyd. Bbicw. yyeb.
) 3aBegeHuin / B. I.TpnbyHuH, B. B.Yyaosckmit. — M. : U3gatenbckunin ueHTp «Akagemmna», 2009. — 416 c.

5.

6.

B) MH(POPMALMOHHBIE 3NEKTPOHHO-06pa3oBaTernbHble pecypchl (oduLmanbHble pecypchbl UHTEPHET):

Ne n/n Pecypc

7 Cant martematmyeckoro dakynbteta BIY. Pasgen, Ha KOTOpoM pasmelleHbl MeToguyeckune
) n3panus: https://math.vsu.ru/wp/?page id=937 .

8. OBC «YHuBepcuTeTckas bnbnmoTeka OHMamnHy.

9. OnekTpoHHbIn katanor 3HB BI'Y : http://www.lib.vsu.ru .

10. OnekTpoHHbIN yHUBepcuTeT BITY: https://edu.vsu.ru/course/view.php?id=19958 .

16. NMepeyeHb y4eOHO-MeTOANYECKOrO 06ecneyYeHns Ansi cCaMoOCTOSATENTIbHOW paboThbl:

Ne n/n McTOYHUK
BacunbeBa, V. H. HTennekTyanbHble CUCTEMbI 3alimTbl MHopMauum : yyebHoe nocobue / . H.
Bacunbesa, [1. KO. degopos. — CI16.: M3g-Bo CI6I3AY, 2020. — 106 c.

MonoxeHne 06 opraHM3auum CamMoCTOATENbHOM paboTbl obyvarowmxca B BopoHexckom
rocyaapCTBEHHOM YHMBEPCUTETE.

w NP

17. OOpasoBaTenbHble TEeXHOSNIOrMU, WUCNOfib3yeMble Mpu peanu3auum y4yeOHoOM
OUCLUMNMUHBbI, BKMOYash OUCTaHUMOHHble obpasoBaTenbHble TexHonoruu (OOT,
3neKTpoHHoe oby4yeHue (30), cmewaHHOe 06y4eHue):

OucumnnMHa  MOXeT  peanu3oBbiBaTbCd € NPUMEHEHUeM  OUCTaHUMOHHbIX
obpasoBaTenbHbIX TEXHOMOrMM, Hanpumep, Ha nnatgopmMe «ANEKTPOHHbIN yHUBepcuteT BIY»
(https://edu.vsu.ru).

18. MaTepuanbHO-TeXHUYECKOEe obecnevyeHMe AUCLUNIIUHDI:

YyebHaa ayautopus Ons NpoOBeAeHUs 3aHATUA NEKUMOHHOro M CeMMHapCKoro Tuna,
TeKyLero KOHTPOMNs U NPOMEXyTOYHOM aTTecTaumm; cneuManmsmpoBaHHasa mebernb.

[Onsa camoctodaTensHon paboTbl WMCMOMb3YeTCs KMacC C KOMMbOTEPHOW TEXHMKOM,
OCHAaLLEHHbIN HeobxoOuUMbIM  MPOrpaMMHbIM  obecrneyeHneM, 3SNEKTPOHHbIMU  y4eOHbIMM
nocobmamMn M 3akoHoLaTENbHO-MPaBOBOM M HOPMATUBHOW MOMCKOBOW CUCTEMOWN, WUMEIOLLNIA
BbIX04 B rnobanbHyto ceTb.

[MepeyveHb HeobXxoaMMOro nporpammMHoOro obecnedeHus:

Ubuntu (6ecnnatHoe n/nnu cBobogHoe Mno, NUUEH3ns:
https://ubuntu.com/download/desktop),

Visual Studio Community (6ecnnatHoe wu/vunn cBobogHoe [10, nuueH3us
https://visualstudio.microsoft.com/ru/vs/community/)

LibreOffice (GNU Lesser General Public License (LGPL), 6ecnnatHoe n/vnn csoboaHoe
MO, nuuensus: https://ru.libreoffice.org/about-us/license/)

Foxit Reader, 6paysep Mozilla Firefox, Opera unu Internet.



https://math.vsu.ru/wp/?page_id=937
http://www.lib.vsu.ru/
https://edu.vsu.ru/course/view.php?id=19958
https://ubuntu.com/download/desktop
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19. OueHo4HbIe cpeacTBa ANA NPoBeAEHUA TEKYLEeN U NPOMEXYTOYHOU aTTecTauumn
MopsgoKk oOueHKn ocBOoeHus obyvatowmmmuca yy4yebGHOro martepuana onpegensierca
cogepxxaHnem crneayroumx pasgenos AUCLUUNINHLI:

rll\}lg_l HaVIMeHOBaHI/I?Mpoa;)J;Iﬁ;J"I)a ANCLMNNUHBI Kcl)_ll\ag?;)eH M;&':_';?;gﬁ&;') OLeHOYHbIE CpeacTBa
KOMMeTeHLmu
1 Bunpl cucreM 3amuThl HHOOPMAITHH. Tect
TexHnueckue cpencTsa 0OHAPYKEHUs
2 BTOPKEHUH. MK-1 MK-1.2 Tect
3 cCTzd;}lflpll/gl aTaku. MeTozipl 3aIUThl HA MpakTudeckas paboTa

M poOMeXyTo4Haa aTTectauuna

[MepedeHb BONPOCOB K 3a4eTy
dopma KoHTponsa — 3a4eT

20. TunoBble OLEHOYHbIE cpeacrtBa MU MetToaundeckue mMaTepuanbl, onpegendrowine
npoueaypbl oueHUuBaHuA

20.1. TeKywun KOHTPOJb yCNneBaemMocTun

KoHTponb ycneBaemMoCTV MO LUCUMUMNINHE OCYLLECTBSIETCA C MOMOLLbIO CneaylLlmx
OLEHOYHbIX CPEeACTB: YCTHbIX OMNPOCOB, MPOBEPKM AOMALUHUX 3afaHUKN, CaMOCTOATENbHbIX
paboT, KOHTPOSIbHOM paboThlI.

MpumepHbIN NepeveHb 3apa4 AN CaMOCTOATEeNbHOWN PaboThbl:

[ns oueHVBaHWS TEKYLLEro KOHTPONS YCNeBAaeMOCTU M OLEHMBAHUS CAMOCTOSITENbHOM
paboTbl MICNONb3YITCA cneayowme nokasamenu:
1) 3HaHWEe OCHOBHbIX MOHATMI U METOOB;

2) yMEHWe NPUMEHSTb MOSMyYEHHblE 3HAHMS M HaBblkKM ONSA pelleHus 3agad, NpoBOAUTb
aHanun3 nosyYeHHbIX peLIeHUN;

3) BnageHMe HaBblkaMK XpaHeHusi, noucka, cbopa, cucTtematmsauun, obpaboTkm w
NCNonb3oBaHMsa NHPOPMaLnN.

LLIkana oueHoK:

3auyteHo: BbinonHeHne 3agaHuM  COOTBETCTBYET MNEPEYUCHIEHHBIM  MoKasaTensm,
oby4varowmmnca gaeT oTBETbl HA AOMOMHUTENbHbIE BOMPOCHI, MOXET ObiTb HE COBCEM MOJSHbIE.
[eMOoHCTpMpyeT yMeHUe pellaTb 3a4a4mn, BO3MOXHO C HEKOTOPbLIMU OLLUMBKaMMU.

He 3auyteHo: OTBETblI HE COOTBETCTBYIOT HWU OAHOMY W3 MEPEYUCIIEHHbIX MOKasaTenemn.
Ob6yvaroLwmnca oeMOHCTpUpPYET dparMeHTapHbIE 3HAHUSA N YMEHUS UITU UX OTCYTCTBUE.

20.2. NMpomexyToyHas aTrectauus

MpomexyToyHaa  atTectauuss No  OUCUMMIIMHE  ocyllecTBnsetca B copme
cobecenoBaHusi MO GunNeTaMm C NOMOLLBIO HKENPUBELEHHbBIX OLEHOYHbIX CPEACTB (NepeyeHb
BOMPOCOB K 3a4eTy).

B 6uneT BkNoYalOTCs TEOpPETUYECKMIA BONPOC M 3a4adya M3 NPUMEPHOro NepeyHs 3agad
AN KOHTPOMbHOW paboThl.

B cnyyae noceweHna obyyawwmmcs BCeX ayaUTOPHbIX 3aHATMWA  (NekuMn un
nabopaTopHbIX 3aHATUN) U aKTUBHOW PabOoTbl Ha HUX, YCMELIHOrO BbINOSIHEHUS 3MEMEHTOB
Tekywen arrectaumm (camocTtoaTesnbHble paboTbl), OUEHKa 3a NPOMEXYTOYHYK aTTecTauuto
MOXET ObITb BbICTaBfieHa No pe3ynbTatam TeKyLMX aTTecTauni.



NMepeyeHbL BONPOCOB K 3a4eTy:

1.
2.
3.

4.
5.

6.
7.
8

9.

[avite onpegeneHue cnegylowmnm NOHATUAM: «3awmTta nHdopmauuny, «Cncremsl
3awmTbl MHOpMaLUN»

Cunctembl knacca HIDS. OcHoBHble OYHKLUUKN N HA3HAYeHUe CUCTEMbI.

Cuctembl knacca NIDS. OcHOBHble YHKUMM U Ha3HaveHue cuctembl. Yem IPS
oTnuyaetca ot IDS?

Cuctembl knacca Antivirus. OcHoBHble oyHKUUKM U criocobbl BuisiBneHus Bl1O.
Kaknmn kaHanamu 3royMmbILLIIEHHUK MOXET ocyllecTBuUTb AoctaBky BIMO BHyTpb
3awmaemoro nepumeTtpa? Kak npn aToM MOXeT OblTb UCMOMNb3oBaHa coumarnbHas
NHXeHepna?

UTo Takoe akcnnyataums ysassumocten? Kakme 6biBaloT SKCNNOnTbI?

Yto Takoe Payload 1 4em OH oTnuyaeTcs OT aKcnronTa?

Mo kakum npmsHakam MOXHO BbisiBUTb BI1O Ha 3awmuwaemom xocte? Kakne C3U
ANA 3TOro MOXHO MUCMNONb30BaThL?

Kak onsa BbisiBrieHus nHuMaeHtoB VB MOXHO Mcnonb3oBaTb penyTauuio BHELLHMX
pecypcoB ceTn NHTepHeT? YTto Takoe C&C?

10.YT10 Takoe noBbiWeHMEe npuBUNerMin? [na KakMx CTaguin xapakTepHbl NOA00Hble

aTaku?

11.470 Takoe Persistence? [1ns kaknx ctagum xapaktepHbl Nogo0Hble aTtakn?
12.OnnwmTe npumep cnocodba NoBbILLEHUS NPUBUSIETUN.
13.4710 Takoe «Mmurpaums», aAng Yero Cnosib3yeTcs 3foyMblLLIEHHUKaMN?

[Ona oueHuBaHWs pes3ynbTaToB OOy4YeHUS Ha 3aveTe UCMNoNb3yTCca crneayrolue
nokasarenu:

1) 3HaHMe TeoPETUYECKNX OCHOB;

2) yMeHUe pellaTb 3agauu;

3) ymeHue paboTaTb C anroputMaMmum MeToaoB U MHPOPMAaLMOHHBIMU pecypcamu;

4) ycnewHoe NpoxoXxaeHne TeKyLLen atrectaunm.

[nsi oueHMBaHUA pe3ynbTaToB Ha 3a4eTe UCMONb3yeTCs WKana: «3a4TeHoy.
CooTHOLLUEHNE NoKasaTenen, KpUTEepMEB U LUKamnbl OLEHUBaHWUS pe3ynbTaToB 0by4veHus
nokasaHbl B criegytowlen Tabnuue:

Kputepun oueHnBaHus LLikana oueHok

BbinonHexue 3afaHun COOTBETCTBYET nepeyvncneHHbIM
nokasartensm, obyyalolmics OaeT OTBETbl Ha OOMNONHUTENbHbIE
BOMPOCHI,
yMeHMe pellaTb 3a4a4M, BO3MOXXHO C HEKOTOPbIMW OLUMOKaMMU.

«3ayTeHo»
MOXeT OblTb He COBCEM nonHble. [deMOoHCTpupyer

OTBeT He COOTBETCTBYET HM OAHOMY W3 MEPEYMCEHHbIX MoKa3aTenew.
OOyvarowmincss 4eMOHCTPUPYET dparMeHTapHble 3HaHUS U YMEHUST UNK «He 3auteHo»
OTCYTCTBUE UX.

20.3 doHO OUEeHOYHbIX cpeacTB CHPOPMUPOBAHHOCTU KOMMETEHUUN CTY[EHTOB,
pekomeHAayeMbIn Ana npoBegeHnUA ANarHoCTUYeCKnx padbort

1) 3aKkpbIThlie 3agaHUg (TECTOBbLIE):
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1. Korna undgopmanus 10CTYyNHA TOJbKO TOMY, KOMY OHA MpeAHA3HAYEHA, 3HAYNT el
odecmeueHa ...

1. HMMHTOCTOMKOCTH
2. KOH(HJIECHIIUATBHOCTH *
3. II€JIOCTHOCTH

2. ABTopu3aunms 3710 ...

1. ayTeHTH(UKAIM IUTIOC TPEAOCTaBICHIE WHANBUIYAIbHBIX IIPAB IOCTyIa *
2. cHUCTeMa, UMEIOIIAs 3alUTy OT ITONBITOK HAPYIIEHHS IIPABWII pa3rpaHUYECHUS TOCTYIIA
3. KOTJa BCSKUN CyOBEKT IOCTYIa JAEHCTBYET B paMKax MPEANHCAHHbIX MY TOJTHOMOYNN

3. ATraka Ha CUCTEMY ITO ...

1. 9TO MOTEHIIMAIHHO BO3MOXKHOE MIPOUCIIECTBUE, KOTOPOE MOKET OBITh HEMPEIHAMEPEHHBIM

2. peanu3aius yrpo3sl *

3. TMOATBEPXKIEHHE TOTO, YTO OOBEKT, YIACTBYIOUIUI BO B3aUMO/JICHICTBUH, SIBIIIETCS TEM, 32 KOT'O
ce0st BbIaeT

4. KoH(puaeHUHaIbHOCTh HHPOPMALMH JOCTUIAeTCS IyTEM MCII0JIb30BAHUS ...
1. crenuaiabHBIX KaHAIOB *

2. aBTOpHU3aLHU

3. TMOJIHOM MOJKOHTPOJBHOCTH U MOJOTYETHOCTH AEHCTBUI onepaTopa

5. CereBble aTAKU OCYILIECTBJISIOTCA ...

1. B npenenax jokansHol KC

n3-3a npeaenoB jgokanbHo KC *
3. HeNoCpeACTBEHHO B JioKasibHOU KC

N

Kputepum n wkanbl oueHMBaHmA 3agaHnm ®OC:

1) 3agaHug 3akpbiToro Tuna (BbIbop 04HOro BapuaHTa oTBeTa, BEPHO/HEBEPHO):

e 1 6ann — ykasaH BEpHbIN OTBET,;
e 0 6annoB — yka3aH HEBEPHbLIN OTBET.

2) 3agaHung 3akpbiToro Tuna (MHOXeCTBEHHbIV BbIOOP):

e 2 6anna — ykasaHbl BCE BEPHbIE OTBEThI;
e 0 6annoB — ykasaH x0oTsi Obl OOWH HEBEPHbLIN OTBET.

3) 3agaHuga 3akpbiTOoro Tuna (Ha cooTBEeTCTBUE):

e 2 0anna— Bce COOTBETCTBMUS onpeneneHbl BEPHO;
e 0 6annoB — xoTsa Gbl OAHO COMOCTaBNEHNE onpeaeneHo HEBEPHO.



4) 3apaHusa OTKPbLITOro TMna (KOPOTKUN TEKCT):

e 2 6anna — ykasaH BepHbIN OTBET,;
e 0 6annoB — ykasaH HEBEpPHbIN OTBET.

5) 3agaHuga oTKpbITOro Tuna (4mcno):

e 2 6anna — ykasaH BepHbIN OTBET,;
e 0 6annoB — ykasaH HEBEPHbLIN OTBET.

3apaHua pasgena 20.3 peKoOMeHAYHTCA K MCMNOMb30BaHUKO NpuU  NpoBeAeHUuU
ANarHOCTUYECKUX paboT C Lenbio OLEeHKUM OCTaTOYHbIX pe3ynbTaTOB OCBOEHUS AaHHOWU
AUCLUUNIUHBI (3HAHUX, YMEHUN, HAaBbIKOB).



	10. Место учебной дисциплины в структуре ОПОП:
	11. Планируемые результаты обучения по дисциплине/модулю (знания, умения, навыки), соотнесенные с планируемыми результатами освоения образовательной программы (компетенциями) и индикаторами их достижения:
	1) знание основных понятий и методов;
	2) умение применять полученные знания и навыки для решения задач, проводить анализ полученных решений;
	3) владение навыками хранения, поиска, сбора, систематизации, обработки и использования информации.

