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// ‘ 30.05.2023

PABOYASA NPOrPAMMA YYEEHOW AUCLUUNIUHbBI
B1.0.46 KpunTtorpacuyeckne npoToKonbl

1. Kopg n HaumeHOBaHMe HanpaBrieHUA NOAroToBKU/cneumanbHOCTH:
10.05.01 KomnbtoTepHasa 6e3onacHOCTb

2. Mpodunb nogroTroBku/cneymnanmnsayus:

AHann3 6e30nacHOCTN KOMMbIOTEPHbLIX CUCTEM

MaTemaTtnyeckme metoabl 3amTbl UHGOPMaLUK

be3onacHOCTb KOMMbIOTEPHbLIX CUCTEM U CETEN

3. KBanudwmkaums (cteneHb) BbINyCKHUKA: Cneunanuct

4. dopma oby4yeHUA: oyHas

5. Kadegpa, oTBevarowas 3a peanusauuio ANCLUUNIIUHDbI:
ERP-cuctem n 6usHec-npoueccos

6. CoctaBuTenu nporpamMmbi:

CrenaHey KOnus AnekcaHapoBHa, K.T.H., goueHT kadenpbl ERP-cuctem n 6musHec-npoueccos

7. PekomeHpgoBaHa: Hay4dHo-meToamnyecknm coetom gpakynsteta MMM, npoTtokon Ne 7
oT 26.05.2023 r

8. YuebHbIM roa: 2026/2027 CemecTtp(bl): 8

9. Lenwu n 3apgayu y4ye6HOM QUCLMNIINHBI

Llenbio saBRsieTcA TeopeTudeckash W npakTU4eckasl MOAroToBKa CrneuuanuctoB K
AEeATENbHOCTU, CBA3aHHOW C aHanM30M U CUHTE30M KpunTorpadruyeckmx NPOTOKOIIOB.



3agaunm  OCBOEHMS  AUCLUUMINHBI: n3yvyeHmne OCHOBHbIX CBOWCTB, XapaKTepunsyrwnx
3allMNLLEHHOCTb KpI/II'ITOFpaCbI/I‘-IeCKI/IX NPOTOKOJ10B, 1 OCHOBHbLIX MEXaHN3MOB, NMPUMEHAEMbIX O114
obecneyveHns BbINOSTHEHUS TOrO UM MHOFO CBOMCTBa Ge3onacHoOCTU NPOTOKOIa; r|p|/|o6peTeH|/|e
HaBbIKOB NOUCKa yFISBVIMOCTeIZ NMPOTOKOJIOB.

10. Mecto yu4yeb6HOM AucuMnnuHbl B cTpyktype OIOIM: agucumnnmHa oOTHOCUTCA K
o6sa3aTenbHon Yyactm 6noka b1 gucumnnuH yyebHoro nnaxa.

11. MnaHupyeMble pe3ynbTaTbl OOy4YeHMsi MO AuUcuunnuHe/mMmoAaynio (3HaHUA, yMeHwus,
HaBbIKK), COOTHeCEeHHble c nnaHupyeMbiMu pe3synbTatamm OCBOEHMUSA

obGpa3oBaTenibHOM NporpamMmbl (KOMNETEHUMAMM) U UHAUKATOPaMU UX [OCTUXKEHUA

Kopn HasBaHwne Kog(bl) MHankaTopbi(bl) MnaHupyemble pesynbTaTbl 00y4eHus
KOMneTeHuun
Or1K-10 | CnocobeH OrlK-10.7 | 3HaeT TnoBkle 3HaHue: TUNOBbIX KPUMNTOMPOTOKOIOB,
aHanusmpoBsaTb KpMNTONPOTOKOIbI, NCMNonb3yemblX B CETAX CBA3W;
TEHAEHLNN Pa3BUTUS ncrnonb3ayemble B MPVHLIMMOB NX NOCTPOEHUA C
MEeTOA0B U cpeacTB CEeTsIX CBSI3N. VICI'IOJ'Ib3OBa!-WIeM WwicppemcTem; .
. MPOTOKOIOB: pacnpeaeneHust Krnoven,
KpunTorpaduyeckom OrlK-10.8 | 3HaeT OCHOBHbIE TUMbI WaEHTUdMKALMM, pasaeneHmst
3aWmThbI KpMNTONPOTOKOSIOB U cekpeTa, MeTooB pa3paboTku
MH(*)OpMaLlMM, MPUHUMNOB UX KpVII'ITOFpad)VI‘-IeCKVIX NPOTOKOJI10B.
ncnonb3oBaTtb NMOCTPOEHNUS C YMeHwe:
cpeacTea MCNONb30BaHNEM passopaynBaTtb MHPPACTPYKTYpy
KpunTorpaduyeckom lwmdpencTem. OTKPbITbIX KNOYEN ANs peLleHmns
3awunTbl OlK-10.9 | Ymeert pasBopaunBath | Kpvntorpaduyeckux sagay;
MH¢)OpM8LlIAVI npu MHq)paCprKTypy npoBOoAuUTb aHanNm3
pelueHunn 3agay OTKPbITBIX KMtoYe Anst | KPUNTorpaguyeckmux NpoTokosos, B
npoceccrmoHanbHom peLleHust TOM YMChEe C UCMONb30BaHUEM
AeATEeNbHOCTU. KpUNTOrpadUyecknx aBTOMATU3MPOBAHHBLIX CPEACTB;
3agjau. paspabaTtbiBaTb MaTeMaTU4ECKME
OlK-10.10 | YmeeT npoBoanTb Mozaenu 6esonacHoCTy
aHanu3 KpunTorpaduieckmx NpoTOKOmOB,
KpUNTOrpacuyeckmx nNpoBOAWTbL aHann3 6esonacHocTu
MPOTOKOOB, B TOM KpunTorpadu4eckmx NpoTOKOMOB.
yncne ¢ BnageHve nogxogamu K pa3paboTke u
VCMONb30BaHVEM aHanuay 6esonacHocTu
aBTOMaTU3MPOBaHHbIX | KPUMTOrpachiieckmx NPOTOKOMOB;
CpencTe. HaBblkamMK MPOrpaMMHON peanu3aumm
OMK-10.11 | BnageeT nomxoaamu k | KPUNTOrpacuyeckmx npoTokomnos,
paspaboTke 1 aHanuay | MOAENMPOBaHUS C MOMOLLbIO
6e30MNacCHOCTU COBPEMEHHBIX S3bIKOB
KpunTorpaduiecknx nporpammnposaxna n
MPOTOKOMOB. MaTemMaTU4eCcKMX NakeToB
OMK-10.20 | YmeeT passopaunsats | MEPCMEKTMBHbIX KpunTorpadunyeckmx
NHPACTPYKTYPY NPOTOKOIOB.
OTKPbITbIX KItoYen ang
peLueHuns
KpunTorpadmyeckmx
3agad.

12. O6beM AUCUMNIUHbI B 3a4YeTHbIX eauHuuax/yac — 4/144. dopma NpPoOMeXyTo4HOM

aTrecTauunm - SK3aMeH.




13. TpyAoeMKoCTb NO BUAaM y4ebHom paboTbl

Tpyao&MKoCTb (Hachl)
Bun yueGHoM paGoTl B ToM ymncne Bv [o cemecTpam
Bcero VMHTEpPaKTUBHOM
dopme 8
AyanTopHble 3aHATUA 56 56
B TOM Yucne: 28 28
nekumm
MpakTnyeckne 0 0
JlabopaTopHble 28 28
CamocTtodaTenbHasa paboTa 52 52
KoHTponb 36 36
WToro: 144 144
o =
opMa NPOMEXYTOYHOW SKaaMen SksaMen
aTTecTauum

13.1. CopepxaHue gUCLUUNIUHbI

Ne Peanusauunsa
n/n pasnena
HaunmeHoBaHuve pasgena Conepxativie pasaena ANCLANMMHLI ONCUMMIWHBI C
ONCUMMMNUHBI NOMOLLIbIO
OHNawH-Kypca,
OYMK
1. Nekuun
1.1 MpoTokonsl MpoTokonbl 1 ux knaccudukauma. ObmeH knyamm Kpuntorpadunyeckue
pacnpeeneHns Kroden | cpegctsaMym CUMMETPUYHON KpunTorpaduu. NPOTOKONbI
MPOTOKOMbI OTKPLITOrO pacnpeaeneHus Kroyei. (10.05.01)
lMpoTokonbl NepefaYn CEKPETHOrO Ktoya no
OTKPbITOMY KaHany.
1.2 AyTeHTndurkaumna AyTeHTudmnKaums npu Bxoae B cuctemy. BpyyeHue
6uToB Ha xpaHeHue. bpocaHne MoHeTbl No TenedoHy.
[okasaTenbCTBO C HyNeBbIM pasrnaweHmeM. Cxembl
ayTeHTudnkaumu.
1.3 JdononHuTernbHble Pasgenenwne cekpeta. CKpbITbI KaHan CBS3N.
NPOMEXYTOYHbIE MbIcneHHbI nokep. MbICNEHHbIN NOKep ¢ Tpems
NPOTOKOIbI urpokamu.
2. labopaTopHbie paboThbl
21 PaboTta ¢ npoTokonamu Pa3paboTtka mogynsapHoro kanekynaTtopa. lNpoTtokonel | Kpuntorpaduyeckue
C HyneBbIM pasrnaweHviemM. [1poTokonbl yaanéHHOM npOTOKOIbI
ayTeHTudnkaumu. (10.05.01)
13.2. Tembl (pa3genbl) AUCUUNIIUHBI U BUAbI 3aHATUN
Ne HavmeHoBaHue Buabl 3aHATUN (4acoB)
n/n | pasgena gucumnimHbl
Mexumn | Mpar. | Na6. pab. CamocTtostenbHasn | KoHTponb Bcero
paboTta
1.1 Pacnpe,uerleHme 10 0 16 8 34
KIoyen.
1.2 AyTeHTudmkaums. 10 0 14 8 32




1.3 JlononHuTenbHble 8
NPOMEXYTOYHbIE 8 0 10 26
NPOTOKOIbI.
2.1 Pabota c 0 28 12 12 52
npoTokonamm
Utoro: 28 28 52 36 144

14. MeTogn4yeckue ykasaHus Ans o6y4arowWwmMxcsi N0 OCBOEHUIO AUCLUNIIUHbI

OcBoeHne aANCUMNNUHBI BKITKOYaeT B cebsl NEKUMOHHbIE 3aHATUSA, NabopaTopHble 3aHATUS
N camocTosiTenbHyt0 paboTy obyvaowmxcs. Ha nepBoM 3aHATUM CTyOeHT nonyyaet
MHdOpMaUUIo AnNsa JOCTyna K KOMMMeKcy y4ebHO-MeToANYECKMX MaTepuarnos.

JIEKUMOHHbIE 3aHATUS MOCBSLLIEHBI PACCMOTPEHUID TEOPETUYECKMX OCHOB AUCLMMIUHLI.
JNNaBopaTopHble 3aHATMS NpeaHasHavYeHbl AN POpMUPOBAHNS YMEHUIN U HABBLIKOB, 3aKpeneHHbIX
komneteHumsmn no ONMOI. CamocToaTenbHas paboTa CTyAeHTOB BKNoYaeT B cebsa npopaboTky
y4yebHoro marepmana nekumin, pasdop nabopaTopHbIX 3a4aHuN, NOArOTOBKY K 9K3aMeEHY.

[na ycnewHoro OCBOEHUS OUCUMMAMHBI PeKoMeHayeTcsi nogpoBGHO KOHCMEKTMpoBaTb
NEKLUMOHHbIN MaTepuan, npocMatpuBaTb Mpe3eHTauun (Mpu Hanmumymm) No COOTBETCTBYHOLLEWN
TemMe, n3y4yaTb OCHOBHYIO 1 JOMNONHUTENbHYIO NMTepaTypy pekoMmeHayemon 6ubnmorpadum,

Mpn mcnonb3oBaHUM AUCTAHUMOHHBIX OBpasoBaTeNbHbLIX TEXHOMOMMMN N 3NEKTPOHHOIO
oOyyeHnss BbLINOMHATL BCE YyKasaHuA npenogasatenen no pabote Ha LMS-nnatdopme,
CBOEBPEMEHHO MoakntyaTbes K online-3aHaTuaMm, cobnogaTb pekoMeHgaumMm no opraHM3aumm
CaMOCTOATENbHON paboThl.

15. MepeyeHb OCHOBHOW W [OOMNOJSIHUTENILHOW nNUTepaTypbl, PEeCYypCOB WHTEpPHeT,
Heo6Xx0aMMbIX AN OCBOEHUA AUCLUMNNUHBLI a) OCHOBHasi NuTeparypa:

Ne
n/n

MNcToYHMK

KopHueHko, A. A. Kpuntorpaduideckne metoabl 3awmTbl MHpopmauum : yuebHoe nocobue / A. A.
KopHueHko, M. I1. FnyxapeB. — CaHkt-lMeTepbypr : MIYMNC, [6. r.]. — Yactb 1 — 2017. — 64 c. — ISBN
1 |[978-5-7641-1053-0. — TeKCT : aNeKTPOHHbIV // JlaHb : aNeKTpOHHO-6MGnMoTeyHas cuctema. — URL:
https://e.lanbook.com/book/111765 (naTta obpaweHnus: 10.02.2020). — Pexum goctyna: ons asTopuma.
nosfib3oBaTtenemn.

KopHueHko, A. A. Kpuntorpadgpuyeckme MeToabl 3almThbl MHpopMaumm : yuebHoe nocobue / A. A.
KopHueHko, M. I1. MnyxapeB. — Cankr-lMeTepbypr : MIYTC, 2018 — Yacte 2 — 2018. — 63 c. — ISBN
2 |978-5-7641-1215-2. — TeKCT : aNEKTPOHHbIN // JlaHb : 3aneKTpoHHO-6ubnumoTeyHas cuctema. — URL:
https://e.lanbook.com/book/138103 (naTta obpawieHus: 10.02.2020). — Pexum goctyna: ons aBTopuma.

nosfib3oBaTtenen.
6) gononHUTenbHas nutepartypa:
Ne
McToYHMK

n/n

Myrun, B. B. Kpuntorpaduyeckne npotokonbl : yuebHoe nocodue / B. B. MyrnH. — Camapa : MIrYTK, 2019.
3 |— 68 c. — TekcT : anekTPOoHHbIV // JlaHb : anekTpoHHO-6ubnmnoTeyHas cuctema. — URL:

https://e.lanbook.com/book/223319 (naTta obpawenus: 20.01.2020). — Pexum gocTyna: Ans aBTopus.
nonb3oBaTenen.

Canun B. H. Kpuntorpadwuyeckne metoapl n cpeactsa 3awmTel nHdopmaumm / B. H. Canmn. — 2010. (URL:
4 | http://www.sgu.ruffiles/nodes/11017/V.N._Saliy. Kriptograficheskie_metody i sredstva_zashchity inf
ormacii.doc) (nata obpawieHus: 12.05.2019)

B) MH(POPMALMOHHbIE 3NIEKTPOHHO-06pa3oBaTesNbHbIE peCcypChbl:

Ne
n/n
5 | OnekTpoHHO-6MbnnoTeyHas cuctema «JlaHb» - Pexxunm goctyna: https://e.lanbook.com

McTOYHMK




6 | OnekTpoHHbIN KaTanor Hay4yHom 6nbnunotekm BopoHEXCKOro rocyaapCTBEHHOIO yHMBepcuTeTa. — Pexunm
poctyna: http//:www.lib.vsu.ru.

7 | Kpuntorpadmyeckue npotokonbl (10.05.01)/Ctenaney FO.A. - ObpasoBaTenbHbIN NopTan « QNEeKTPOHHbIN
yHuBepcuteT BI'Y». — Pexum goctyna: https://edu.vsu.ru

16. NMepeyeHb y4eOHO-MeTOANYECKOrO 0b6ecnevyeHns AN CaMOCTOATEeNNbHOM paboTbl

B kauecTtBe hopMbl OpraHM3aunm CaMoCToATENbHOW PaboThl MPUMEHSIOTCA METOANYECKNE
yKasaHus Ons  CaMOCTOSTENIbHOTO OCBOEHUS U npuobpeTeHnss HaBblkoB paboTbl  CO
crneumanmsaMpoBaHHbIM NporpaMmHbiM obecneveHnem. CamoctosaTenbHaa pabota CTyOeHTOB:
n3ydeHne TeopeTU4ecKkoro matepuarna; nogarotoBka K nekuusam, paborta ¢ yyebHOMETOANYECKON
nuTepaTypown, NOAroToBKa OTYETOB MO NabopaTtopHbIM paboTam, NOArOTOBKA K 9K3aMEHY.

Ans obecneyeHuss caMOCTOSATENbHOW paboTbl CTYAEHTOB B 3fIEKTPOHHOM  Kypce
AVCUMMINNHBLI Ha 06pasoBaTenbHOM nopTane «OneKTPOHHbIN yHuBepcuTteT BIY» cohopmmpoBaH
y4ebHO-MeToaANYECKMIA KOMMIEKC, KOTOPbIA BKMYaeT B cebs: nporpammy Kypca, yvebHble
nocobuss u crnpaBoyYHble MaTepuanbl, MeTOAMYECKME YKa3aHUS MO BbINOMHEHUIO 3afaHui
nabopatopHbIx paboT. CTyaeHTbl NonyyarT A4OCTYN K JaHHbIM MaTepuanam Ha NePBOM 3aHATUK
no AUCUUNIMHE.

17. Obpa3oBaTesnibHbleé TEeXHONOrMM, WUCNONb3yeMble TMpU peanusauum y4yeOHoM
OUCUMNNUHBbI, BKIMOYaA [AOUCTaAHUMOHHbIe obpa3oBaTenbHble TexHonorum (OOT),
3neKTpoHHoe oby4yeHue (J0), cmewaHHOe 06y4eHue)

OucumnnuHa peanunsyetcsas C NPUMEHEHUMEM 3MEKTPOHHOTO OOBy4YeHWa W AUCTAHUMOHHbIX
obGpasoBaTenbHbIX TEXHOMOrMn. [na opraHMsaumMm 3aHATUA  pPeKOMEeHOOBaH OHManH-Kypc
«Kpuntorpadpuyeckne npotokonsl (10.05.01)», pasmeleHHbIN Ha nnaTtgopme INEeKTPOHHOro
yHuBepcuteTa BI'Y (LMS moodle), a Takke NHTepHeT-pecypchl, npuBeaeHHbIe B N.158.5.

18. MaTepnanbHO-TeEXHUYECKOEe obecnevyeHne AUCLUNIIUHDI

YyebHasa ayouTopus Ans nekuun: crneynanunsvpoBaHHas mebenb, KOMMNbOTEP npenogasaTens,
MYNbTUMEOUAHbIA NPOEKTOP, KPaH.

YyebHas aygutopua ana nabopaTopHbIX 3aHATUI: cneumannu3mpoBaHHas mebernb,
nepcoHarbHble KOMMbIOTEPbLI, MyNbTUMEANAHBIA MPOEKTOP, 3KpaH, nabopaTopHoe
obopynoBaHMe NporpamMmmMHo-annapaTHbIX CpeacTB obecneveHns MHPOpPMaLMOHHON
B©esonacHocTn.

Ayauntopua gns camocTtosTenbHoM paboTbl: ydyebHas mebenb, KOMMbOTEP C BO3MOXHOCTbLHO
NoaKIoYeHus K cetn «MIHTepHeT» N aNeKTPOHHOW NnaTdopmMe DNEeKTPOHHOro yHuBepcuteTa BIY.

MporpammHoe obecneyeHne: OC Windows v.7, 8, 10, Habop yTtunut (apxmBaTtopbl,
dannmeHemxepsl), LibreOffice v.5-7, Foxit PDF Reader.

Cnuncok aygutopun ®KH:
394018, r. BopoHex, nnowanb YHuBepcutetckas, 4. 1, kopnyc 1a, aya. 479

YuebHas ayantopus: cneynanmanpoBaHHasa mebernb, komnbloTep npenogasartens i5-84002,8Mw,
MoHUTOpP € KK 19”7, MynbTUMEANNHBIN NPOEKTOP, IKpaH

394018, r. BopoHex, nnowanb YHuBepcuteTckas, 4. 1, kopnyc 16, ayg. 505n
YyebHaga aygutopus: cneunanuanpoBaHHas mebenb, KOMNbloTep npenogasartens i5-3220-
3.3y, moHuTOop € KK 17, MynbTUMEeOMIHbINA NMPOEKTOP, 3KpaH



394018, r. BopoHex, nnowanb YHuBepcuteTckasa, a. 1, kopnyc 1a, ayantopus 292

YyebHasa ayautopus: cneumanMsmpoBaHHas Meberb, KoMNboTep npenogasarens
PentiumG3420-3,2 Ty, moHuTop ¢ KK 17", MynbTUMeauHbIN NPOEKTop, 3kpaH. Cuctema ona
BuaeokoHdpepeHumn Logitech ConferenceCam Group n Hoytoyk 15.6” FHD Lenovo V15515API

394018, r. BopoHex, nnowaab YHuBepcuteTtckas, a. 1, kopnyc 1a, aya. 380

YyebHasg ayautopus: cneumnanuanpoBaHHas mebenb, KomnbtoTep npenogasatens i3-32403,4 Ty,
MoOHUTOpP € KK 177, MynbTUMEANNHBIA NPOEKTOP, IKpaH

394018, r. BopoHex, nnowanb YHuBepcuteTckas, 4. 1, kopnyc 16, ayautopus 291

YyebHaa ayauTopusa: cneunanusavpoBaHHas Mebenb, nepcoHanbHble KOMMbIOTEpPbl Ha 6Gase
133220-3,3' T, moHuTopbl 2KK 19”7 (16 WT.), MyNnbTUMEOUNHBIA MPOEKTOP, 3KPaH.

394018, r. BopoHex, nnowaab YHuBepcuteTckasd, 4. 1, kopnyc 16, ayautopus 293 YuyebHas
ayauTopus: cneunanmsanpoBaHHaa mebenb, nepcoHanbHble KoMnbloTepbl Ha 6a3e Core i7-
11700K-3.6 'y, moHuTOpbl XKK 24” (16 WT.), MyNnbTUMEANNHBIA NPOEKTOP, SKPaH.

JTabopaTopHoe obopyaoBaHMe KOMNbOTEPHON rpadukn Bugeoagantepbl GeForce RTX 3070.

394018, r. BopoHex, nnowaab YHuBepcuteTckas, 4. 1, kopnyc 1a, ayantopus 297

YyebHas ayautopus: cneunanusampoBaHHaa mebernb, HoyToykm HP EliteBook Ha 6a3se Intel Core
i5-8250U-3.4 Ty, moHuTOpbI KK 24” (16 WT.), MyNbTUMEANNHBIA NPOEKTOP, SKPaH.

394018, r. BopoHex, nnowaab YHuBepcutetckas, 4. 1, kopnyc 1a, ayautopus 382

YyebHas ayguTopus: crneumanuampoBaHHas Mebenb, nepcoHasibHble KOMMbloTepbl Ha 6ase
iI59600KF-3,71Tu, moHuTopbl KK 24” (16 wrT.), TB naHenb-dnunyapT.

394018, r. BopoHex, nnowaab YHuBepcuteTckad, g. 1, kopnyc 1a, ayautopus 385

YyebHaa ayautopus: crneunanuanpoBaHHas Mebenb, nepcoHanbHble KOMMbKTEpPbl Ha 0Gase
i32120-3,3ITu, moHuTopbl KK 19” (16 WT.), MyNbTUMEANNHBIN NPOEKTOP, SKPaH.

394018, r. BopoHex, nnowanb YHuBepcuteTckad, g. 1, kopnyc 1a, ayautopus 387

YyebHas  ayauTopusa:  cneuvanuavpoBaHHass Mmebenb, KOMMbLOTEP  npenogasaTens
Core2DuoE7600-3ITy, moHuTOp ¢ KK 227, MynbTUMeANNHbLIA NPOEKTOP, 3KPaH.

394018, r. BopoHex, nnowaab YHuBepcutetckas, a. 1, kopnyc 16, ayautopusa 314n

YyebHas ayauTopus: crneumanuampoBaHHass Mebenb, nepcoHarnbHble KOMMboTepbl Ha 6ase
i37100-3,60Tu, moHuTOpbl KK 19” (16 WT.), MyNbTUMEAUNHLIN NPOEKTOP, SKPaH.

394018, r. BopoHex, nnowaab YHuBepcutetckas, a. 1, kopnyc 16, ayautopusa 316n

YyebHas ayguTopus: crneumanuavpoBaHHas Mebenb, nepcoHasnbHble KOMMNbTepbl Ha 6ase
i39100-3,60Tu, moHuTopbl KK 19” (30 WT.), MyNbTUMEOUNHLIN NPOEKTOP, IKPaH

394018, r. BopoHex, nnowanb YHuBepcuteTckas, 4. 1, kopnyc 16, ayautopus 303n

YyebHas aygutopums: cneumanuanpoBaHHas mebenb, nepcoHasrnbHble KOMMboTepbl HA 6ase
i38100-3,9I' T, moHuTOpbI KK 24" (13 WT.), MyNbTUMEOUNHBIA NPOEKTOP, AKPaH.
JTabopaTopHoe obopyaoBaHMe NporpaMmMHoO-annapaTHbIX cpeacTB obecnedeHuns
nHdopMaLUnoHHON Be3onacHOCTN: NepcoHanbHble KoMnbloTepbl Ha 6a3e Intel i3-8100 3.60MMu,
MoHuTOpbl KK 19” (10 WT.), cCTONKA (KOMMYHUKALNOHHLIN LIKag), ynpaBnsaemMbli KOMMYTaTop
HP Procurve 2524, annapaTHbii MmexceTteBon akpaH D-Link DFL-260E, annapatHbin



mexceTteBon akpaH CISCO ASA-5505. nabopaTtopHas BupTyanbHasa ceTb Ha 6ase
LinuxKVM/LibVirt, B3aumogencTByoLas ¢ ceteBbiMy 3kpaHaMmn. USB-cunTbiBaTENY CMapT-
KapT

ACR1281U-C1 n ACR38U-NEO, cmapT-kaptel ACOS3 72K+MIFARE, kapTbl namatu
SLE4428/SLES5528. YuyebHOo-MeTOANYECKNI KOMMEKC "lMporpaMMHo-annapaTHas 3awuTa ceTemn
¢ 3awmTtom ot HCA" OAO "MHpoTeKC".

19. OueHo4HbIe cpeacTBa ANs NPpoBeAeHUA TEKYLEeN U NPOMEXYTOYHON aTTecTauun

Mopsaok oueHKN ocBOeHUsi 0GyvaloLWMMUcA y4ebHOro Matepuana onpegensieTca cogepxaHmem
crepylowmx pasgenos AUCUUNIUHLI:

Ne HaumeHoBaHwus pasgena KomneTteHuums(n) UHankaTop(bl) OueHouHble cpeacTBa
n/n AVCLUMNITNHBI OOCTWDKEHNS
KOMMEeTEHL MM
1 PacnpegeneHue knoyen. Or1K-10 Ol1K-10.7-10, 20 KoHTponbHas paboTa
2 AyTeHTudukaums. OllK-10 OlK-10.7-10, 20 KoHTponbHas paboTta
3 [ononHutenbHble OrK-10 Orl1K-10.7-10, 20 KoHTponbHasa pabota
NPOMEXYTOYHbIE MPOTOKObI.
4 PaboTta ¢ npoTokonamu OrK-10 OlK-10.9-11, 20 JlabopaTopHbie paboTbl
MpomexyToyHast aTTecTauus, opma KOHTpPons - 3a4eT MepeyeHb BONpoCOB
(KMMNe1)

20 TunoBble OLEHOYHbIE cpeactBa MU MetToanydeckume martepuanbl, onpegensarouiue
npoueaypbl oueHnBaHunsA

20.1 TeKywMn KOHTPOJIb yCNeBaemMocCcTun
KoHTponb ycneBaemocTu no ANCUUNIINHE OCYLLLECTBNAETCHA C NOMOLLbIO CReAyHLNX OLLEHOYHbIX
CpeAacTB:

0 KOHTpOnbHble paboThl,

0 nabopaTopHble paboThbl.

MNepeyeHb KOHTPONbHLIX paboT

[MpoToKkonbl U UX Knaccngukaums.
O6MmeH Kknvamu cpeacTBaMmm CUMMETPUYHON KpunTtorpadguu.
[MpoTOKONbI OTKPLITOrO pacrnpeaeneHns KIoyen.
[MpoTokonbl Nepefayn CEKPETHOrO Krtoda no OTKPbITOMY KaHany.
AyTeHTudmrKaumsa npm BXoge B CUCTEMY.
BpydeHne 6utoB Ha xpaHeHue.
BpocaHne MoHeTbl No TenedoHy.
[lokasaTenbCTBO C HyNeBbIM pasrralleHnemM.
CxeMbl ayTeHTMdMKaALUMN.
. MeTtoabl pasgeneHus cekperTa.
. CKpbITbIN KaHan CBA3MW.
. MbICneHHbIN NoKep.
. MbICneHHbIN NOKEP C TPEMSA UrPOKaMu.
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CTyaeHT BbibnpaeT BapuaHT 3agaHns, OPUEHTUPYSCb HA HOMep 3a4eTkun (nocnegHss undpa).
CTyneHT BbINoONHAET NpeafioXXeHHoe npenogasartenem 3agaHue, NnpeacTaBnaeT ero B
NMMCbMEHHOM BMAe, NpM  HeobXoaAMMOCTM, KOMMEHTUpyeT BbIMNOJSTHEHHbIE
AENCTBUSA, aHanM3npyeT 1 nHTepnpeTupyeT pesynbTaTthl. B Kypce npeaycMoTpeHo aAese
KOHTPOJIbHbIE PaboThl (4BE TEMbI U3 CNUCKA).

KpuTepuu oueHnBaHus

YpoBeHb
KpnTepun oueHuBaHusa KoMneTeHunNn CchOPMMPOBAHH LWkana oueHok
ocTu
KOMMeTeHuun
Bce 3apaHusl KOHTPOMbHOM paboTbl BbINOMHEHBI, apudpmMeTndeckunx | [NoBbILLIEHHbI OTnuyHo
N NOrMYeCcKux owmnBoK HeT, NOKa3aHO BNageHne TePMUHONMOTNEN. ypoB€Hb
Bce 3apaHns KOHTPOMbHOWM paboTbl BbIMOMHEHbI, HO UMEIOT MECTO Basosbin XopoLuo
ObITb HE3HAUWTENbHbIE OWMNOKM (apudmMeTnyeckne, normyeckne, B YpPOBEHb
TepMUHOorum).
He Bce 3agaHus KOHTPOMbHON PaboTbl BbINOIHEHBI M UMEKOT MECTO Moporosbin YaoBneTBopuUTENbHO
ObITb HecyLecTBeHHble OWnbBkM (apudmeTnyeckne, normdyeckue, B YPOBEHb
TepMUHonorum).
3agaHuns KOHTPONbHOW paboTbl HE BLIMOMHEHbI UMW UMEDT MECTO - HeynoBneTtsopuTensHO
ObITb CylleCcTBeHHble ownbkn (apudmeTnyeckme, nornyeckne, B
TEPMUHOMOINN).
MNMepeyeHb NabopaTopHbLIX padboT
1 JlabopaTopHas paboTa Teopemuydeckue ceedeHusi

Ne1 Tema: paspaboTka 1. OCHOBHbIE MOHATUSA U CBOWCTBA MOAYNAPHON apudMeTUKN.

MOZYNAPHOIO 2. Onepaunu cpaBHEHNs MO MOAYTIIO.

Kanbkynsitopa. 3. ObpaTHble Mo MOAYM0 BENUYUHDI.

4. BosBeqeHue B CTeneHb No MoAyrnio.
lMpakmuueckas yacme
Peanusauna MogynspHoOro kanbkynstopa Ha o4HOM U3 A3bIKOB

nporpamMmMmnpoBaHus.
2 JNNabGopaTopHas paboTa Teopemuyeckue ceedeHusi
Ne2 Tema: NpoTokonsl ¢ 1. OnpegeneHve 1 CBOWCTBA MPOTOKOIOB C HYNEBbLIM
HyneBbIM pasriaweHvem. | PasrialleHnem.
2. MpoTokon MNnny — Kuckatpa.
3. MpoTokon ®unata — WWamupa.
4. MpoTtokon WHoppa.

lMpakmuyeckasi yacmb
1. Peanusauus n nccrniegoeaHve npoTOKOIOB.
2. lNogroTtoBka u 3awmTa oT4€Ta No nabopartopHou paboTe.




3 JlabopaTopHasi paboTa Teopemu4deckue ceedeHusi

Ne3 Tema: NpoToKonebl 1. MNoHATre ayTeHTUdmnKaLmm.
yaanéHHom 2. MexaHn3mbl ayTeHTMdUKaLnu.
ayTeHTUmkaumn. 3. MexaHu3mbl NnpegocTaBneHus npas.

4. YpaanéHHasa ayTeHTuduKaums.
5. MNpoTokonsl PAP, CHAP, S/KEY.
lMpakmuyeckas yacmb

1. Peanusauwns npotokonos PAP, CHAP, S/KEY B Buge
NPUNoXeHns
2. MogroToBKa n 3awmTa oT4€Ta No nabopaTtopHou paboTe.

Mpumep dopmmnpoBaHua 3agaHma K nabopatopHoun pabore

1. O3HakoMUTBLCSA C ABYMS MPOTOKOMaMn OTKPbITOro pacnpeneneHuns Knyen.
N3yunTb 1 NnpnBecTn onucaHne ogHoro n3 Hanbonee agPEKTUBHbIX NPOTOKOMOB.

3. PeanusosaTtb ¢ nomowbto MM Maple unm Ha kakom nmbo A3blke NpPOrpamMmmMMpoBaHus
anroput™ Anddu-Xennmana.

4. PaspaboTaTb 1 peannsoBaTb anropnutm 6pocaHms MOHETbI N0 TenedoHy.
OTBETUTb Ha KOHTPOJSIbHbIE BOMPOCHI.
6. CocTtaButb OTYET O NpoaenaHHom paborTe.

N
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Bce nabopaTtopHble paboTbl 06s3aTenbHbl ANA BbiNONHeHWe. 3agaHve ABnseTca obwum ans
BCEX, BbINOMHAETCA UHAMBMAYANbHO NoA HabnaeHnem npenogasaTens.

Kputepun oueHuBaHus

0 oueHMBaeTCsa «3a4yTeHO», ecnn paboTa BbIMNOSIHEHA B MOMHOM ob6beme (MpuBEAEHbI BCE
3aQlaH1s U OHW NpaBUilbHbIE, AaHbl MOSACHEHUS);

0 oueHMBaeTCs «He 3a4TeHO», paboTa BbIMOMHEHA He MONHOCTbLIO UM B NpeacTaBrieHHON
YyacT MHOTIO OLLMOOK.

20.2 NMpomexyToyHana aTrecTauums

MpomexyTouyHas aTtTectauusi No AUCLMNIIMHE OCYLLIECTBISETCA C MOMOLLbIO Chneayowmx
OLIEHOYHbIX CPEACTB: BOMPOCHI K 3K3aMeHY.

MNepeyeHb BonpocoB Kk 3k3ameHy (KUM Ne1)

Mepeuncnute pexumbl paboTbl obyyatowen nporpammbl DES Tutorial.
KakoBa anvHa kntova anroputma DES?

UTo 03HayvaeT BblpaxeHue "KOHKaTeHaumsa GUToBbIX CTPOK accoumaTuBHa"?
YUTto npeacrtaensieT cobon onepaumnsa no Moayno asa?

YUTo Takoe KpunTonorna, Kpuntorpamma, Kpuntorpagus, KpuntoaHanna?

B 4em cocTtonT ocHOBHas unges lWmdpoBaHns AaHHbIX?

B yem pasnuyne n B 4em cxo4cTBO LWUMEPOBAHUS U KOAUPOBAHUA?

B yem pasnuumne TepmmHoB "gelungposaHmne” n "pacwmdpposaHue"?

[nsa peweHus Kaknx 3agay Ncnorib3yeTcs KoguposaHue nHgpopmaummn?
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10.

11.

12.
13.
14.
15.
16.
17.
18.

19.
20.

21.
22.

23.
24.

25.
26.

27.
28.

29.
30.
31.
32.
33.
34.
35.
36.

37.
38.
39.

40.
41.
42.
43.

MpuBeguTe anroputm nepexoga OT OBOWUYHOW CUCTEMbI CHMCIEHUS K OECATUYHOM U
HaobopoT.

MpuBeauTe anroputM nepexoda OT LWeCcTHaAUaTePUYHON CUCTEMbl CYUCIEHUS K
[EeCATUYHON N HaobopoT.

Onuwmnte cxemy CUMMETPUYHOIO LINPOBaHNA MHOpMaLNN.

UTto siBnsieTca apryMeHToM oyHKUMKn wndposaHus F?

MpuBeguTe yNpoLLEHHYIO cxeMy anroputMa wudposaHms DES?
MpuBeguTe YNPOLLEHHYIO CXEMY anroputMa pacwmndgposaHua DES?
MpuBeguTe cxemy peanusauumn yHKUUN WngposaHus F.

OnuwmnTe anroput™m peanuaaumm "yHkunn npeobpasoBaHuns S(i).

Uto o3HauvaeT bpasa "npouecc pacwmdpoBaHUA OaHHbIX SABMSETCS WHBEPCHbIM MO
OTHOLLEHMIO K npoueccy wndposaHna"?

Kakne npeobpasoBaHus NCnonb3yoTcs Npu peanmsaunmn yHkumm wndposaHusa F(R,K)?

Kakne ©Outbl knoya He BNMAKT Ha wWudpoBaHne? [Ona Kkakux uenenm Moryt
MCNONb30BaTbCsA 3TN BUTHI?

Pacwudpynte cokpawieHne "DES".

Moyemy (M kakme?) nporpamma AobaBnseT CMMBOSbI K CTpOKaM, pa3Mepbl KOTOPbIX He
KpaTHbl BOCbMUN?

[nsa kakon uenu 6oina paspabotaHa nporpamma "DES Tutorial™?

Uto Takoe KpmnToCcTOMKOCTb? KakoBbl KONMMYECTBEHHbIE  XapaKTEPUCTUKM
KPUNTOCTOMKOCTIN?
Onuwmnte anroput™m nonyyeHus 48-6mtosbix kntoven K(i).

Hokaxute, 4yto Tabnuua 2 ("KOHe4yHasd nepecTaHoBKa") sBnseTca obpaTHOM no
OoTHowWweHuo K Tabnuue 1 ("HavyanbHas nepectaHoBka").

OnuwmnTe YyNpPOLLEHHYIO CXEMY aCUMMETPUYHOIO LMPOBAHUSI.

KakoBa mMakcumarnbHasi gnvHa OTKpbITOro Tekcta B nporpamme DES? lMogteepaute
3KCnepuMeHTarnbHO.

B 4em pasHuua mexay 3akpbITON, CEKPETHOM U KOHUAEHUNANbLHON MHopmaumen?
UTo Takoe ueHa 1 LeHHOCTb MHopmauum?

UTto nogpasymeBaeTcs noa addheKTUBHOCTLIO 3aLMThl MHGopMauumn?

YTto Takoe cucrtema 6esonacHocTn?

B 4em 3akntovaroTca noctynatbl 6e3onacHocTn?

Yem pocturaetcsa obecneveHme 6esonacHocTn?

YTto Takoe cnocobbl 3awmThl MHpopMaunn?

UTo Takoe NpOCTpaHCTBEHHOE, BPEMEHHOE, CTPYKTYpPHOE W 3HEepreTuyeckoe CKpbITue
NHopMaunn?

B 4em cocTosaT uenu 3awuTbl MHGopMauumn?
OxapakTepuaynte pusndeckme CMCTeMbl 3alLmTbl MHpopMaumn.

Ha kakve Knaccbl pasgensiTca  UHXEHEPHO-TEXHUMYECKME CcpeacTBa  3aluTbl
nHpopmaunn?

B 4yem nposiBnatoTCa Yyrpo3bl nHpopmauun?

UTo Takoe MHXEeHEpPHO-TEXHUYEecKaa 3awmra nHgpopmaunumn?

Kakum obpasom knaccnumumpyeTcsa MHXEeHEPHO-TEXHUYEeCKas 3alumTa nHgopmaumm?
YTto Takoe nHgpopmaumoHHas 6e3onacHoCTb?



44, Yto Takoe 3aimTa MHpopmaumm?

45. MNepeuncnute BO3MOXHblE BUAbI yTeuyek MHGopMaLum.

46. OxapakTepuayinTte MeTofbl CUMMETPUYHOTO LLUNGPOBaHMS OAHHbIX.

47. YTo Takoe OTHOLLEHNE CPaBHUMOCTA?

48. Yto HasbIBaeTCA NOMHbIM HAGOPOM BLIYETOB MO MOAYMIO N (N — Lierioe Y1crno)?
49. ChopmMynupyiTe OCHOBHbIE 3aKOHbI MOAYNSAPHON apUPMETUKN.

50. Y10 npeacraenset coboit pyHKUMA diinepa?

51. B uem coctout Teopema dinepa? 52. ChopmynupyiTe manyto Teopemy depma.
n

53. Kak Haintu dyHKumio dinepa D(Dpiri), roe pi — npocTble Yucna, N u I’i -
i01
HaTypanbHble Yyncna?
54. NaiTe onpeaenexHne BennumHbl, 0GpaTHON Lieriomy Yncny a no moayno N .
55. OxapakTepusyiiTe 0OCHOBHbIE CNOCOObI HAXOXAEHUS 0BpPaTHLIX MO MOAYIO BENUYNH.

56. Yto Takoe AucKpeTHbI norapudm? B uem 3akniovaetca npobrnema AUCKPETHOro
norapndmmpoBaHna?

57. OaiTe onpeaenexHne KpUnTocucTeMsl (LUndpa).
58. Yto Takoe kpuntocucrema Anb Mamana?

KpuTepuu oueHKM OTBETOB Ha BONPOChHI 3K3aMeHa

Onsi oueHnBaHWs pe3ynbTaTtoB 06y4eHUst Ha aKk3ameHe UCronb3yeTcs — 4-6annbHas wana:
«OTIIMYHOY», «XOPOLUO», «YAOBMETBOPUTENBHO», «HEYAOBNETBOPUTENLHOY, KpuTepum
OLEHUBAHWS MpPUBEAEHbI HUXKE.

OueHka «OTNAUYHO» - CTyoeHT OeMOHCTpUupyeT FJ'Iy6OKOG NOHMMaHNe TeMbl, YMeeT
pacnpocCTpaHATb BbiTEKaoLWne N3 Teopumn BbiBOAbI.

OueHka «Xopowo» - CTyOeHT OEMOHCTPpUpyeT NnoHMMaHne TeopeTUndHecKmnx NOSIOXKEHUN TEMbI U
0a30BbIX MOHATUM, HO aonyckaet HEeTOYHOCTUM B OTBeTax, WCMNbITbIBAET 3aTpygHEHUA B
npuMeHeHnn 3HAHUK K aHalmnM3y COCTOAHUA MNMPOEeKTa.

OueHka «yooBneTBOPUTENBHOY - CTYAEHT OTBEYAET HE Ha BCE NPEeAnoXeHHbIE BOMNPOCHI, HO He
MEHee, YeM Ha NOJIOBUHY U3 HUX; HE OEMOHCTPUPYET CNOCOOHOCTU NPUMEHEHUSI TEOPETUYECKNX
3HaHWKW ON15 aHanmMsa cuTyauumn.

OueHka «HeyOoBNETBOPUTENBHO» - CTYOAEHT AEMOHCTPUPYET HEMNOHUMaHWEe TeOPEeTUYECKUX
OCHOB N 6a30BbIX MOHATUI Kypca.

OueHka NpoMEXYTOYHOWM aTTecTaumm popMMpyeTCs Kak MHTerparnbHas OLEHKa Mo creayloLlen
dopmyrne:

ano,w_am D O,2QKP1 DO,ZQKPZ DO,GQ 9K3

[Mpn OKpyrneHnn OLEeHKN UCNonb3yeTcsl NPaBuio NPaBUIIbHOIO okpyrneHund. MNMpu nonyyeHmum
OLEHKN He meHee 3 6annoB, BbICTABMNSAETCA «3a4TeHO», MeHee 3 6annoB - «He 3a4TeHoy. [pu
3TOM, BCe nabopaTtopHble paboTbl AOMKHbI ObiTb BbIMOMHEHbI U 3aLUULLEHbI.



