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PABOYASl NPOFPAMMA YYEBHOW AUCLUMNJINHbI
561.0.29 HhopMaLMoHHbIE CceTu
1. Koa v HauMeHOBaHue HanpaBJieHUA NOATrOTOBKMU/CNeLasbHOCTH:
09.03.04 MporpamMmmMHas nHXeHepus
2. Mpodunb noaroToBKU/CcneLnanmn3aLms:
VIHhopMaLMOHHbIe CUCTEMbI U CeTEBbIe TeXHOM0r N
3. Kanudukauua (cteneHb) BbINyCKHUKA:
bakanaspuat
4. ®opma obyueHus:
Ou4Has
5. Kacdepgpa, oTBeualoww,asa 3a peanmsauunio AUCLUMNIINHDI:
Kathenpa nHMopMaLMOHHbIX CUCTEM
6. CocTaBuTeNIN NpOrpaMMbl:

KoBasab AHapen Cepreesud, koval@cs.vsu.ru, CT.nper, (hakyabTeT KOMMbIOTEPHbIX HAayK, Kageapa
MHMOPMaLMOHHbIX CUCTEM

7. PekoMeHpOBaHa:

pekomeHgosaHa HMC ®KH 05.03.2024, npoTokos Ne 5
8. YYyeOHbIN ron;:

2026-2027

9.llenu u 3apa4m y4eOHON AUCLUNIUHDI:

N3y4YeHne 0CHOB TEXHOJIOM NI KOMIMbIOTEPHBIX CETEN N MHHOKOMMYHUKALIMOHHBIX CUCTEM, NMpnobpeTeHne
HaBbIKOB MPOEKTUPOBAHWNS, pPeann3aumnm n yrnpasaeHns AaHHbIMY cucTeMamu. CTaBsTCs 3aaadm
MO3HaKOMUTb CTYAEHTOB C 3Ta/lOHHbIMU MOAE/SIMY YPOBHEBLIX MPOTOKOJIOB Y Ha UX OCHOBE MPOBECTU
MOYPOBHEBOE PACCMOTPEHMNE I/IEMEHTOB CETEBOU MHBPACTPYKTYPbl. HaBbIKW MPOEKTUPOBAHMS,
peanu3aumnm, yrnpaBaeHus u noucka HeMCrnpPaBHOCTEN CETEBOV MHMPACTPYKTYpPbl CTyAEHTbI NpuobpeTanT
B X0Z€ BbIMNOJIHEHUS 1abOPaTOPHLIX 3aaHW.

10. MecTo y4yebHOM aucuunanHbl B CTPYKType OOM:

BXxoaHble 3HaHNA: «KAPXUTEKTYPa BblYUCANTENBHbLIX CUCTEM», «MaTeMaTUYeCKnin aHann3», «Teopus
BEPOATHOCTEN U MaTeMaTU4yeCcKas CTaTUCTUKa», «Teopns MHPOPMaLIMOHHBIX MPOLECCOB U CUCTEM».,



11. MnaHupyemblie pe3ynbTaThl 0OyYeHUs No AUCLUNIMHE/MOAYNIO (3HAHUA, YMEHUSA, HAaBbIKK),
COOTHECEHHbIE C MNJIaHMPyeMbIMU pe3ysibTaTaMU 0CBOeHUA obpa3oBaTesibHOW NPOrpamMMbl
(koMneTeHUMAMMU BbINYCKHUKOB) U UHOUKATOPAMM UX BOCTUXKEHUS:

Kon 1 Ha3BaHWe KoMMeTeHLMm

OMNK-3 CnocobeH pewwaTb
CTaHAApPTHbIE 3a4a4K
npogeccMoHanbHOM AeATeNbHOCTM Ha
0CHOBE UHMOPMALMOHHON 1
6ubnunorpagmyeckon KyabTypbl C
NpYMeHeHneM NH(POPMaLNOHHO-
KOMMYHUKALMNOHHbIX TEXHOIOM I 1 C
Yy4€TOM OCHOBHbIX TpeboBaHMI
NHMOPMaLMOHHON 6e30MacHOCTH;

ONK-7 CnocobeH NpuMeHATL B
NpakTU4eCcKon AeaTeslbHOCTH
OCHOBHbIE KOHLeNUUK, MPUHLMMLI,
Teopun 1 PaKTbl, CBA3AHHbIE C
NHMOPMaTUKOW;

OlNK-3 CnocobeH pelwaTb
CTaHAapPTHbIE 3a4a4K
nNpoecCcMoHaNbHON AeATEeNbHOCTU Ha
0CHOBE UHMOPMALMOHHON 1
B6ubanorpamnyeckon KynbTypbl C
NpYMeHeHneM NH(POPMaLNOHHO-
KOMMYHWKAUNOHHbIX TEXHOJIOMMI U C
Yy4eTOM OCHOBHbIX TpeboBaHWi
NHMOPMaLMOHHOM 6e30MacHOCTH;

Kon v Ha3BaHWe nHaukKaTopa
KOMMNeTeHLnn

OMK-3.1 3HaeT NpuHUKUMbI, METOLbI 1
CpencTBa peLleHns CTaHAapTHbIX
3afa4 NpodeccMoHanbHOM
LeATeNIbHOCTM Ha 0CHOBE MHpOp-
MaLMOHHON 1 Bubnnorpaduyeckon
KYNbTYpbl C NPUMEHEHNEM
NHHDOPMALIMOHHO KOMMYHMKaLMOHHbIX
TEXHONOrMN N C y4€TOM OCHOBHbIX
TpeboBaHUn NHPOPMALMOHHON
6e3onacHoCTHL.

OlK-7.1 3HaeT OCHOBHbIE A3bIKN
NporpamMMmnpoBaHns n paboTbl C
6azamMy faHHbIX, ONepaunoHHbIe
CcMcTeMbl 1 060/104KK, COBPEMEHHbIE
NporpamMMHble Ccpelbl pa3paboTkuy
NH(OPMALMOHHBIX CUCTEM
TEXHOOr N,

OlK-3.2 YMeeT pelwaTb CTaHAAPTHbIE
3a4a41 NpoeccnoHanbHOM
LeATeNIbHOCTW Ha OCHOBe
NH(OPMALMOHHON 1
B6ubanorpamnyHeckon KynbTypbl C
NpMMeHeHneM NH(POPMaLNOHHO-
KOMMYHWKAUNOHHbIX TEXHOJIOMMIN 1 C
Yy4eTOM OCHOBHbIX TpeboBaHwWi
NHMOPMaA-LIMOHHON Be3onacHoCTH.

3HaHWA, YMeHus,
HaBbIKK

3HaTb: MPUHLUMILI
opraHu3aumm un
MepBONCTOYHUKM
NHOopMaLmm 0
CcTaHbapTax,
NpoTOoKos1ax u
opraHu3aumnm
NHTepHeT n
NHTpaHeT ceTen

3HaTb: OCHOBHbIE
NHCTPYMEHTb!
onpeLesieHus
KOHUrypauumm un
rnoncka
HencnpaBHoOCTEN
COBpPEMEHHbIX
NHTepHeT u
NHTPaHEeT ceTen,
CUCTEMb
NPOTOTUNUPOBAHNSA
ceTeBOM

NHMPaCTPYKTYpS

yMeTb:
MNCNosib30BaTh
COBpPEMEHHble
ceTeBble
TeXHOoI0rnm
NHTepHeT 1
NHTPaHeT ceTen B
T.4. U B KOHTEKCTe
Vb



Kon v Ha3BaHMe KoMMeTeHL K Kof v Ha3BaHWe nHaukKaTopa

KOMMNeTeHu N

OMNK-3 CnocobeH pellaTb OMK-3.3 iImeeT HaBbIKN MOATOTOBKM
CTaHOapTHbIE 3a4a4n 0630poB, aHHOTALWIN, COCTABJIEHUS
NpotheCcCMoHanbHON AeATENbHOCTU Ha  pedepaToB, Hay4HbIX LOKIa[0B,
0CHOBE UHMOPMALMOHHON 1 nybankaunni n bubnunorpacdumn no
6ubnunorpacmyeckon KyabTypbl C Hay4YHO-MccnenoBaTeNbCKon paboTe ¢
NpPUMeHEeHNEM UHDOPMALIMOHHO- yyeTom TpeboBaHuM

KOMMYHUKaLUMNOHHbIX TEXHOJIOTUIN 1 C VIH(bOpMaLI,I/IOHHOIZ 6e3onacHocTL.

Y4€TOM OCHOBHbIX TpeboBaHMN
NHMOPMALMOHHOM 6e30MacHOCTH;

12. O6beM AUCLUNIUHBI B 3a4€THbIX e AuHuLax/yac:
4/144

dopMa NPOMEXXYTOYHON aTTeCTaLUM:

JK3aMeH

13. TpynoeMKOCTb No BUAaM y4ebHon paboThl

Bug y4ebHoi paboTbl

AyaNTOpPHbIE 3aHATKA
JIeKUNOHHbIE 3aHATUSA
MpaKTuyeckme 3aHaTnS
NabopaTopHble 3aHATMA

CamocTodATeNbHas paboTa
KypcoBas paboTa

MpomMexyToyHas aTTecTauuns
Yacbkl Ha KOHTPOb

Bcero

13.1. Copep>xaHue AUCLMUNINHbI

n/m HanMmeHoBaHue Copep)xaHue pasgena
pa3gena ANCUUMNNHBI
ONCUMNINHB

1 OcCHoOBHble MNpenmeT n3lyyveHns Kypca,
onpeneneHus, OCHOBHble onpefeneHuns.
KnaccudmrkaLumu, CTpyKTYypa MHMOPMaLMOHHON
MoLenu. ceTun. MHoroypoBHeBas

apxuTekTypa ceTu. MNoHATre
npoTtokona. Mogesnb
B3aMMOCBA3M OTKPbITbIX CUCTEM.
®yHKUMOHabHbIE NPODOUIIN.

CemecTtp 6

64
32
16
16
44

36
36
144

3HaHWA, yMeHus,
HaBbIKK

BNaAeTb: METOAAMU
LOKYMEHTNPOBaHMA
peannsauunn
ceTeBoOn

MHPACTPYKTYpbI, B
T.u.

Bcero

64
32
16
16
44

36
36
144

Peannsauuna pasgena UCLUUNANHBI C MOMOLLbIO

OHNanH-Kypca, IYMK

SYMK «/IHHhOKOMMYHMKALNOHHbIE CUCTEMBI U

ceTn»,

https://edu.vsu.ru/course/view.php?id=2215



n/n

HanmeHoBaHne
pasgena
OVCUMMJINHBI

dursnyecknin
YPOBEHb
NHDOPMALIMOHHBIX
ceTern.

CofoepxxaHue pasgena
ANCUNMINHD

OcCHOBbI TeOPUY MHGOPMaLK.
Mepa nHdopmauun,
BEPOATHOCTHBIN NOAXOS.
OCHOBHbIE XapaKTepuUCTUKK
CMCTEMbI NepefaYn ANCKPETHbIX
COOBLEHNI 1 IMHWIA CBA3N.

S heKTUBHOCTb UCMOJIb30BaAHMNSA
4aCTOTHOr0 AMana3oHa
cpencTBaMu nepefayun faHHbIX.
NH(opMaLIMOHHbIE eMKOCTH
ONCKPETHOro 1 HenpepbIBHOro
CUrHanos. [penenbl CKOPOCTH
nepegayn AaHHbIX, TEOPeMbI
Hanksucta v LLleHHOHa.
MpYHUNWMBI 1 NCNOJIb3yeMble
BMAbI MOAYNALNN, NX
ocobeHHocTn. KomnnekcHoe
npeacTaBieHune
MOLYJIMPOBaHHOI0 cUrHasna. 1/Q
mMogmynatop. MosHas cuctema
nepegayun gaHHbIX, ee
XapakTepucTuku. BepoatHocTu
CUMBOJIbHOW 1 BMTOBOI OWNGKM
ON9 MOLYNSALMOHHBIX CXEM.
JNlabopaTopHble TeMbI: U3y4eHue
BO3MOXHOCTeW cpeabl Matlab no
MOLEeNNPOBaHUIO
KOMMYHUKaLMOHHbIX CUCTEM Ha

npvmMepe mofenn BPSK cucrtemsl.

Communications Toolbox u
Communications Blockset.
PacyeT KOMMYHWKaLMOHHOW
cucTembl. Onpepenexne
XapaKTepPUCTUK MOAYIALMOHHBIX
cxeM. Cpefa MOAENNPOBaHNS
Simulink. MogenupoBaHue
MOJIHOM CUCTEMBI Nepeaayn
OaHHbIX B cpege Simulink.
MopenvpoBaHne cucTem
nepegayn MPSK, QAM.
Onpepenenune BER, SER
aHaINTNYECKM U C MOMOLLbHO
MMUTaLNOHHOIO
MOLE/IMPOBaHNS.

Peanusauus pasgena SUCLMNANHBI C MOMOLLBIO
OHNaNH-Kypca, dYMK

9YMK «/IHhOKOMMYHWKaLNOHHbIE CUCTEMBI 1
ceTu»,
https://edu.vsu.ru/course/view.php?id=2215



n/n

7

HanmeHoBaHne
pasgena
OVCUMMJINHBI

YpoBeHb
yrnpaB/eHus
KaHanoM obmeHa
JaHHbIMW.

TexHonorum
NOKaJlbHbIX,
6ecnpoBoaHbIX,

CMYTHUKOBbIX CETEN.

NGN-ceTn.

MapLpyTunsauums.

TexHonormnm WAN.

CofoepxxaHue pasgena
ANCUNMINHD

Lundposoe n nornyeckoe
KogmpoBaHme. OBHapy>xeHne 1
ncrnpaBneHne owmnboxk.
YnpaBneHne KaHasloM,
pa3nyHble NoAX0abl.
ACUHXPOHHOE U CUHXPOHHOE
opmaTupoBaHue. ARQ-meToAbl.
CTaTU4YeCKoe U AUHaMmyeckoe
pacnpenenieHns pecypcos
KaHasa. JTabopaTopHble TEMbI:
MoLenupoBaHue
NPON3BOAMTENBLHOCTU
NPOTOKO/OB yrNpaBieHns
KaHaJiIoM.

JlokanbHble ceTun, CTaH4apThl

IEEE802.x. MeTobl KOMMYTaL MW,

PacyeTbl Ethernet ceTer.
becnpoBogHble ceTu.
CnyTHUKOBLIE CETHU.
JNlabopaTopHble TEMbI: pacyeT
ceten Ethernet, Fast Ethernet.

MynbTuMeana N KOMMNbIOTEPHbIE
ceTtun, QoS.

MapLlupyTusaumsa B ceTsx
nepefayun AaHHbIX. YnpaBfieHue
noToKaMun faHHbIX. MexceTeBoe
B3ammogencraue. IP.
JNabopaTopHble TEMBI:
appecauus B TCP/IP ceTax:
BbIYMC/IEHUS alpECOB NOACETEN,
MacCoK noaceTen, agpecos
LUMPOKOBELLAHNS.

CeTun C KOMMyTaLMEN NAKETOB.
ISDN, uncpoBble ceTun €

NHTErpaabHbIM OGCﬂy)KI/IBaHI/IeM.

Frame Relay. SDH. ATM.

Peanusauus pasgena SUCLMNANHBI C MOMOLLBIO
OHNaNH-Kypca, dYMK

9YMK «/IHhOKOMMYHWKaLNOHHbIE CUCTEMBI 1
ceTu»,
https://edu.vsu.ru/course/view.php?id=2215

IYMK «/IHhOKOMMYHWKALNOHHbBIE CUCTEMBI U
ceTu»,
https://edu.vsu.ru/course/view.php?id=2215

SYMK «/IHhOKOMMYHWKALNOHHbIE CUCTEMbI U
ceTu»,
https://edu.vsu.ru/course/view.php?id=2215

SYMK «/IHhOKOMMYHWKALNOHHbIE CUCTEMBI U
ceTu»,
https://edu.vsu.ru/course/view.php?id=2215

9YMK «/IHhOKOMMYHWKaLNOHHbIE CUCTEMbI 1
ceTu»,
https://edu.vsu.ru/course/view.php?id=2215



n/n

10

HanmeHoBaHne
pasgena
OVCUMMJINHBI

MeXXayHapoaHble U
pernoHasbHble ceTu

obLlero HasHavyeHus.

Internet.

KopriopaTusHble
CeTU N CUCTEMBI.
VH(popMaLMoHHas

6e30nacHOCTb ceTen.

MpoekTupoBaHue
NH(OPMaLIMOHHbIX
ceTeil.

dun3n4eckuni
YPOBEHb
NH(OPMALIMOHHbIX
ceTen. (NpakT.)

dunsnyeckmnn
ypOBEHb
NH(OPMALIOHHBIX
ceTen. (NpakT.)

CofoepxxaHue pasgena
ANCUNMINHD

VIHTepHeT: NoCTaBLLWKK yCayr.
OTBETCTBEHHbIE OpraHn3auum
VHTepHeT. UHDpacTpyKTypHbIE
cnyxbbl IP-ceTen.
ObopypoBaHMe 1 TEXHONIOT NN
COBpEeMEHHbIX IP-ceTei. IPv6.
JNlabopaTopHble TeMbI:
MapLUpyTU3aLmsa B UHTPaHET
CeTAX, KOH(UryprpoBaHue
KOHEYHbIX Y3J10B 1
MapwpyTusaTopos. DHCP:
KOH(UrypnpoBaHMe Ha CTOPOHe
cepBepa 1 KOHeYHbIX Y3J/10B.
MapwpyTunsauns B VIHTepHeT.
OnpepeneHne MarncTpasibHbIX
MapLpyTos B ViIHTepHeT. DNS:
KOH(UIyprpoBaHMe Ha CTOPOHE
cepBepa 1 KOHeYHbIX Y3/10B.
PeructpaTtopbl 1 OTBETCTBEHHbIE
opraHusauunm NHTepHer.
TyHHeNn 019 cocyLwecTBOBaHNUSA
IPv6 1 IPv4 ceTel.

Intranet-cetun. OcobeHHOCTM
nocTpoeHus intranet-ceten.
be3onacHoCTb ceTel nepefaym
naHHbIX. VPN. CeTeBble 3KpaHbl.
IPsec. JlabopaTopHble TeMbI:
KoprniopaTusHas ceTb BI'Y.
ViccneposaHue,
LOKYMEHTUPOBaHMe.

MeToL0/10r st MPOEKTUPOBAHNS
NH(OKOMMYHMKALIMOHHBIX
CUCTEM U ceTel. Mlepapxuyeckas
mogzenb CISCO. LLabnoHsbl
NPOEKTUPOBaAHMS.

PacyeT 6log)KeTa MOLLHOCTA 1
OCHOBHbIX XapaKTepPUCTnK
KOMMyHVIKaLI,I/IOHHOI7I CNCTEMBI

M3y4yeHne CKK. OnpepeneHne
BEPOATHOCTU BUTOBOW OLINOKN
Kak OYHKL N OTHOLLEHUS
CUTHaN-LWYM NS pa3anyHbIX
BMIO0B MOOYALUN

Peanusauus pasgena SUCLMNANHBI C MOMOLLBIO
OHNaNH-Kypca, dYMK

9YMK «/IHhOKOMMYHWKaLNOHHbIE CUCTEMBI 1
ceTu»,
https://edu.vsu.ru/course/view.php?id=2215

9YMK «/IHhOKOMMYHWKALNOHHbBIE CUCTEMBI U
ceTu»,
https://edu.vsu.ru/course/view.php?id=2215

9YMK «/IHhOKOMMYHMKALNOHHbIE CUCTEMbI 1
ceTu»,
https://edu.vsu.ru/course/view.php?id=2215

SYMK «/IHHhOKOMMYHMKALNOHHbIE CUCTEMBI U
ceTu»,
https://edu.vsu.ru/course/view.php?id=2215

9YMK «/IHhOKOMMYHWKALNOHHbBIE CUCTEMBI U
ceTu»,
https://edu.vsu.ru/course/view.php?id=2215



n/n

10

HanmeHoBaHne
pasgena
OVCUMMJINHBI

TexHonorum
JIOKaJbHbIX,
6ecnpoBoOAHbLIX,
CMYTHUKOBbIX CETEN
(mpakT.)

MapLpyTunsaums.

(npakT.)

MexxayHapoHble u
pernoHasbHble ceTu

obLlero HazHayeHus.

Internet. (npakT.)

MexoyHapogHble n
pernoHanbHblIEe CETU

obLlero HasHavyeHus.

Internet. (mpakT.)

MexkayHapoaHble n
pernoHasnbHble ceTn

obLlero HasHavyeHus.

Internet. (npakT.)

KopnopaTusHble
CeTU N CUCTEMBI.
VH(popMaLmoHHas

6e30MacHOCTb CeTEN.

(mpakT.)

MpoekTnpoBaHmne
NHHDOPMALMOHHBIX
ceTen. (NpakT.)

dun3nyeckmnin
YPOBEHb
NH(OPMaLIMOHHbIX
ceTen. (nab.)

dur3nyecknin
YPOBEHb
NHDOPMALIMOHHBIX
ceten. (nab.)

TexHonorum
JIOKasbHbIX,
6ecnpoBoAHbIX,
CMYTHUKOBbIX CETEN
(nab.)

CofoepxxaHue pasgena
ANCUNMINHD

KoHgurypmnposaHume
NH(pacTpykTypHOM WiFi-ceTw,
AAA-cepsepa

MnaHnpoBaHKe agpecHoro
npocTpaHcTsa IPv4-ceTen n
co34aHue ceTn

KoHpuryprnposaHue
NH(PACTPYKTYPHbIX Cyxb IP-
cetu: DHCP n DNS.

locTpoeHne, nposepka
paboToCcnocobHOCTN 1 MOUCK
HeuncnpaBHocTen B IPv4/IPv6
ceTax (DualStack)

MocTtpoeHune IPv6-over-IPv4, GRE
TYHHenen.

L2 yA3BMMOCTMN UHTPAHET CeTel.
APR.

AHanus IP-cBA3HOCTU 1
NOCTPOEHNE Ha 3TON OCHoBe IP-
KapTbl ceTu.

PacyeT btog)KeTa MOLLHOCTU 1
OCHOBHbIX XapaKTepUCT1K
KOMMyHVIKaLI,I/IOHHOI7I CNCTEMBI

M3y4yeHne CKK. OnpepeneHne
BEPOATHOCTU BMTOBON OLINGKN
KakK PyHKLUN OTHOLLIEHUS
CUTHaN-WyM ANS pa3anyHbIX
BMIO0B MOOYALNN

KoHuryprnposaHue
NH(pacTpykTypHOM WiFi-ceTw,
AAA-cepsepa

Peanusauus pasgena SUCLMNANHBI C MOMOLLBIO
OHNaNH-Kypca, dYMK

9YMK «/IHhOKOMMYHWKaLNOHHbIE CUCTEMBI 1
ceTu»,
https://edu.vsu.ru/course/view.php?id=2215

SYMK «/IHhOKOMMYHWKALNOHHbIE CUCTEMBI U
ceTu»,
https://edu.vsu.ru/course/view.php?id=2215

9YMK «/IHhOKOMMYHWKALNOHHbIE CUCTEMbI U
ceTu»,
https://edu.vsu.ru/course/view.php?id=2215

9YMK «/IHhOKOMMYHWKALNOHHbBIE CUCTEMBI U
ceTu»,
https://edu.vsu.ru/course/view.php?id=2215

IYMK «/IH(hOKOMMYHUKALMOHHbIE CUCTEMBI 1
cetu»,
https://edu.vsu.ru/course/view.php?id=2215

IYMK «/IH(hOKOMMYHUKALMOHHbIE CUCTEMbI 1
ceTu»,
https://edu.vsu.ru/course/view.php?id=2215

SYMK «/IHhOKOMMYHWKALNOHHbIE CUCTEMBI U
ceTu»,
https://edu.vsu.ru/course/view.php?id=2215

SYMK «/IHhOKOMMYHWKALNOHHbIE CUCTEMBI U
ceTu»,
https://edu.vsu.ru/course/view.php?id=2215

9YMK «/IHhOKOMMYHWKALNOHHbIE CUCTEMBI U
ceTu»,
https://edu.vsu.ru/course/view.php?id=2215

SYMK «/IHhOKOMMYHMKALNOHHbIE CUCTEMBI U
ceTu»,
https://edu.vsu.ru/course/view.php?id=2215



n/n

10

13.2.

Ne
n/n

HanmeHoBaHne
pasgena
OVCUMMJINHD

MapwpyTunsauyms.

(nab.)

MeXayHapoaHble U
pernoHasbHble ceTu

obLlero HasHavyeHus.

Internet. (nab.)

MexoyHapoHble n
pervioHasbHble CeTn

obLlero HasHavyeHus.

Internet. (nab.)

MeXayHapoaHble 1
PernoHasibHble CceTu

obLLero Ha3HayeHus.

Internet. (nab.)

KoprniopaTusHble
CEeTU N CUCTEMBI.
VH(opMaLMoHHas

6e30nacHOCTb ceTen.

(nab.)

[poekTupoBaHue
NHPOPMALIMOHHBIX
ceteit. (nab.)

CofoepxxaHue pasgena
ANCUNMINHD

MnaHUpoBaHMe agpPecHoro
npocTpaHcTBa IPv4-ceTen un
Co34aHue cetu

KoHgurypmposaHume
NH(PACTPYKTYPHbIX Cyx6 IP-
cetu: DHCP n DNS.

lNocTpoeHne, nposepka
paboToCcnocobHOCTU 1 MOUCK
HeuncnpaBHocTen B IPv4/IPv6
ceTax (DualStack)

MocTpoeHune IPv6-over-IPv4, GRE
TYHHEnen.

L2 ya3BMMOCTW UHTPaHET ceTen.
APR.

AHanu3s IP-CBA3HOCTU ”
NMOCTPOEHNE Ha 3TON OCHoBe IP-
KapTbl CeTw.

TeMmbl (paspenbl) AUCUUNAUHBI U BUABI 3aHATUIA

HanmeHoBaHMne
TeMbl (pa3aoena)

OcCHOBHbIE
onpeneneHns,
Khaccugukaumm,
MOJEenNu.

dur3nyecknn
YPOBEHb
NH(OPMALIMOHHbIX
ceTen.

YpoBeHb
yrnpaBieHus
KaHasiom obmeHa
JaHHbIMK,

JlekumoHHble  TpakTunyeckune
3aHATUSA 3aHATUSA

2

6 3

2 1

Peanusauus pasgena SUCLMNANHBI C MOMOLLBIO
OHNaNH-Kypca, dYMK

9YMK «/IHhOKOMMYHWKaLNOHHbIE CUCTEMBI 1
ceTu»,
https://edu.vsu.ru/course/view.php?id=2215

9YMK «/IHhOKOMMYHWKaLNOHHbIE CUCTEMbI 1
ceTun»,
https://edu.vsu.ru/course/view.php?id=2215

9YMK «/IHhOKOMMYHWKALNOHHbBIE CUCTEMBI U
ceTu»,
https://edu.vsu.ru/course/view.php?id=2215

SYMK «/IHhOKOMMYHMKALNOHHbIE CUCTEMbI U
ceTu»,
https://edu.vsu.ru/course/view.php?id=2215

9YMK «/IHhOKOMMYHMKALNOHHbBIE CUCTEMBI U
ceTu»,
https://edu.vsu.ru/course/view.php?id=2215

IYMK «/IH(hOKOMMYHUKALMOHHbIE CUCTEMbI 1
ceTu»,
https://edu.vsu.ru/course/view.php?id=2215

NabopaTopHble CamocTosTenbHass  Bcero
3aHATUSA paboTa
2 4
3 6 18
1 4 8



No  HaumeHoBaHue JlekumoHHble  TpakTuyeckne JlabopaTopHble CamocTosTeNnbHas Bcero

n/n  Tembl (pasgena) 3aHATUSA 3aHATUSA 3aHATNSA paboTa
4 TexHonormm 4 2 2 6 14
JIOKaJbHbIX,
6ecnpoBogHbIX,
CMYTHUKOBbIX
ceTen.
5 NGN-ceTw. 2 1 1 2 6
6 MapwpyTtusaums. 4 2 2 10 18
7 TexHonorunm WAN. 4 1 1 2 8
8 MexayHapohHble 2 3 3 4 12

N pernoHabHble
ceTn obuiero
Ha3HayeHus.
Internet.

9 KoprnopaTuBHble 4 2 2 4 12
CEeTN N CUCTEMBI.
NHpopmaLoHHas
6e3onacHoCTb
ceTen.

10 TlpoekTupoBaHue 2 1 1 4 8
NHMOPMALIMOHHBIX
ceTen.

32 16 16 44 108

14. MeToaunyeckue yKasaHusa ans oby4yalowmxcs no 0CBOEHUIO ANCLUMIUHDI

OucunnnuHa TpebyeT paboThl C hannamMu-npes3eHTaLMaMN NeKUMn U COOTBETCTBYOLWMMMN F1aBaMu
PEKOMEH0BAHHOM OCHOBHOW NNTepaTypbl, a Takxe, 00653aTeNbHOro BbINOAHEHNSA BCeX NabopaTopHbIX
3a4aHUN B KOMMbIOTEPHOM KJacce. CaMmoCTosiTENbHAA MOArOTOBKA K NabopaTOPHbLIM 3aHATUAM He
TpebyeTcs, T.K. HeobxoanMble peKoMeHAauny JA0TCA B ayAMTOPUN, rae BbiNONHATCA NabopaTopHbie
paboThl.

CamocToaTenbHasa paboTa NpoBOAMTCA B KOMMbIOTEPHBIX KNaccax PKH ¢ ncnosb3oBaHMeM MeTOANYECKMX
MaTepunanoB pacnosoXeHHbIX Ha y4ebHo-meToanyYeckom cepsepe ®KH "\\fs.cs.vsu.ru\Library”, Ha cepepe
Moodle BI'Y edu.vsu.ru u BbiNoJIHEHNEM 3aay KOHUTYPUPOBaHMS BUpTYyann3mpoBaHHon C. Bo Bpems
CaMOCTOATENIbHON PaboThbl CTYAEHTbI UCMOb3YIOT INEKTPOHHO-OMBNNOTEYHbIE CUCTEMBI, 4OCTYMHbIE Ha
nopTtasie 3oHanbHon bubnnotekn BI'Y no agpecy www.lib.vsu.ru. bonbluas 4acTb 3a4aHnU MOXET BbITb
BbIMNOJIHEHA BHE ayAMUTOPWIA Ha AOMaLLHEM KOMMbOTepe, nocne yctaHosky MO un obpasos OC ¢ y4yebHo-
MeTogmyeckoro cepsepa OKH.

15. Nepe4yeHb OCHOBHOM M A,ONOJIHUTENILHOW NINTEpaTypbl, PeCypPCcoB UHTEPHET, HeoOXoAMMbIX
AN OCBOHUSA AUCLUMJINHDI



Ne NCcTOYHUK

n/n

1 MyroskuH, A.B. CeTn nepenayv AaHHbIX : y4ebHoe nocobue / A.B. [TyroBkuH ; TOMCKui
[ocynapCTBEHHbIV YHUBEPCUTET CUCTEM YrpaBJeHUs v paanodIneKTpoHuku (TYCYP). - ToMCK :
@akyabTeT ANCTaHUMOHHOro oby4erHms TYCYPa, 2015. - 138 c. : cxem. ,ua., Taba. —
YHuBepcuteTckas bnbanoteka OHIaNH | 31€KTPOHHO-6MbanoTeyHas cunctema. — Pexxum
aoctyna : https://biblioclub.ru/index.php?page=book&id=480793

2 lonueHko, 0.5, Bbl4ncanTesibHble CUCTEMbI, CETU U TEIEKOMMYHUKaLuy : y4ebHoe nocobue /

10.5. MpuueHko ; ToMCKuY FocyAapCTBEHHbIV YHUBEPCUTET CUCTEM YIPaB/IeHUS U
paanosneKTpoHuku (TYCYP), ®akyabTeT ANCTaHUMOHHOro oby4eHuns. - Tomck : TYCYP, 2015. -
134 c. : cxem., Taba., un. — YHusepcutetTckas bubanoTeka oHAaviH : 31eKTPOHHO-6ubimoTeyHas
cnctema. — Pexxium goctyna : https://biblioclub.ru/index.php?page=book&id=480639

6) nononHMTeNbHas AuTepaTypa:

Ne NCTOYHUK
n/n

1 OcHoBbl paboTel B nporpamme CISCO PACKET TRACER : yyebHo-MeToamyeckoe nocobue /
coctasutenu . B. Abpamos [1 ap.]. — BopoHex : BI'Y, 2017. — 31 ¢. — TeKCT : 3/IeKTPOHHbIN //
JlaHb : a1eKTpoHHO-6nbnunoteyHasa cnctema. — URL: https://e.lanbook.com/book/154795 (paTa
obpaleHns: 23.05.2023).

2 Oemnpos, J1. H. OCHOBbI 3KCNAyaTaLUmM KOMMNbIOTEPHbIX CeTen : y4ebHnK ansa 6akanaspos /
J1. H. Oemmnpos. - Mocksa : MpomeTen, 2019. - 799 ¢. : un., Tabn., cxem. - Pexxum goctyna: no
noanucke. - URL: https://biblioclub.ru/index.php?page=book&id=576033 (naTa obpalieHus:
23.05.2023). - bubanorp.: ¢. 750 - 752. - ISBN 978-5-907100-01-5. - TeKCT : 2N1E€KTPOHHbIN.

B) MHOPMALMOHHbIE 3N1EKTPOHHO-06pa30BaTENbHbIE PECYPChI:

Ne n/m NCTOYHUK

1 bnbnnoteka BI'Y, http://www.lib.vsu.ru
2 Cepsep y4ebHo-MeToanYeckux matepuanos ®KH, \\fs.cs.vsu.ru\Library
3 IYMK «NH(POKOMMYHUKALMOHHbIE CUCTEMbBI U CETU,

https://edu.vsu.ru/course/view.php?id=2215

16. NMepeyeHb yuebHO-MeTOAUUECKOrO obecneyeHUs OJiI8 CAaMOCTOATENIbHOW paboThl

Ne n/m WCTOYHUMK
1 CepBep y4ebHo-MeToanYeckux matepuanos ®KH, \\fs.cs.vsu.ru\Library

2 IYMK «NHOKOMMYHUKALIMOHHbIE CUCTEMbBI U CETU»,
https://edu.vsu.ru/course/view.php?id=2215



17. ObpasoBaTenbHble TEXHONOIMU, UCNOJIb3yeMble NPU peannsauumn y4ebHOW AUCLUNINHDI,
BKJIlOYasA OUCTAHUMOHHbIe oOpa3oBaTenbHble TexHonoruun (AOT), anekTpoHHoe obyuyeHue (30),
CMellaHHoe obyyeHue):

1. TexHoNOrMN BUPTYanu3aLunn:

Cpegna supTtyanmsaumum Microsoft Virtual PC

Cpepa supTyanusauum Oracle/Sun Virtual Box

2. dNEeKTPOHHO-bMbAnoTeYHas cnctema «YHnsepcuteTckas bubnmnoteka oHnanHy», http://biblioclub.ru
3. ObpasoBaTenbHbIn nopTan Moodle (cepsep Moodle BIY)

4. CepBepHble 1 kaneHTckne OC Microsoft.

5. OnepaunoHHas cuctema GNU/Linux (anctpmnbyTus CentOS).

6. MO MATLAB.

18. MaTepuanbHO-TEXHUYECKOE obecneyeHue AUCLUNIIMNHDI:

1. JleKUuMOHHaa ayamuTopmus, OCHallleHHas BULEONPOeKTOPOM.

2. KoMnbloTepHbIN Knacc Ansd npoBegeHns nabopaTopHbIX 3aHATWIA, OCHALWLEHHbIN MPOrPaMMHbIM
obecneyeHnem VirtualBox, VirtualPC, MATLAB. O6bem onepaTuBHON NaMaTn Ha paboyee MeCcTo He MeHee
4T'b.

3. JlabopaTopusa ceTen n CUCTEM nepeladn NHGopMaLmm.
19. OueHoYHbIE CpencTBa A NPOBeAEeHUA TeKyLLEen U NPOMEXYTOYHOW aTTecTauuu

MopsAoK OLlEHKM 0CBOEHNS 00yYaloLWMMNCS y4ebHOro MaTepuana onpeaensieTcs CoaepXXaHmem
cnefyowmnx pasnenos AUCUMMINHGI:

Ne n/mn Pa3pgensl Koo komneTeHumn Kopg nHavkatopa OuUeHOYHble cpencTBa ANs
JUNCLNMINHBI TeKyllen aTTecTaumm
(Mopynn)

1 1-3 OnkK-3 OnkK-3.1 KoHTponbHasa paboTa 1

2 1-3 OnkK-7 OMnK-7.1 KoHTponbHas paboTta 1

NabopaTopHble 3agaHna Nel,?2

3 4-7 OnkK-3 OMK-3.2 KoHTponbHasa paboTa 2
NabopaTopHble 3agaHns Ne3-4

4 8-10 OnkK-3 OnkK-3.3 KoHTponbHasa paboTa 3
JlabopaTopHble 3agaHna Ne5-9

[pomexyTo4yHas aTTecTauns
dopMa KOHTPOS - IK3aMeH
OueHoYHble cpeacTBa A1 MPOMEXYTOYHON aTTecTaumm

MucbMeHHas KOHTposibHas paboTa. Bo3MOXXHO NosyyeHne OLEHKN Mo pe3ybTaTaM TEKYLLMX aTTecTaluuii,
COrJIaCHO MOJIOXKEHWI0 0 6aIbHO-PENTUHIOBON CUCTEME 0BYYEHNS 1 OLLEHKMN YCNEeBaeMOoCTH CTYE€HTOB.

20 Tunosble OLEHOYHbIe cpenctea M MeToguydeckue MaTtepuanbl, onpeaensoliue npouenypbl



OUEeHUBaHUA
20.1 TeKyLwwMN KOHTPOJIb YCNEBAaeMOCTH
TexHonorua npoBepeHus:

Tekylwas aTTecTauuns NPoBoANTCS B POpMax NMUCbMEHHbIX (MM B SNEKTPOHHOM BUAE Ha CalTe
edu.vsu.ru) KOHTPObHbIX PaboT No nekuunsMm 1 nabopaTopHbIX 3a4aHMn. OLLEHKWN 33 BOMPOChI KaXX10M
KOHTPOJIbHOMN paboTbl CyMMUPYIOTCA U CyMMa 3aTeM HopMupyeTcs K 50-6annbHOMY 3HaveHuto. Kaxxaas
nabopaTopHas paboTa OLEHNBAETCS KaK BbIMOJIHEHHASA UM HEBLIMOJHEHHASA COMJTACHO KPUTEPUAM B €
onncaHuM Ha edu.vsu.ru. B KOHLEe ceMecTpa BblHMCASETCA CPeAHAN OLLEeHKa 3a BCe KOHTPOJIbHble PaboThbl
1 nabopaTopHble 3aAaHNsA. DTa OLLEHKA SIBASIETCS OLEHKON 3a paboTy CTyleHTa B Te4eHMe BCEro
cemecTpa ¥ UCNoJIb3yeTCa A1 pacyeTa UTOFOBOM OLEHKM Mo npegMeTy (cMm. pasgen 20.2).

CooTHOLLEeHMe noKasaTesnen, KpUTepMeB U LLKaJibl OLLeHUBAHUA pe3y/ibTaToB 00y4yeHus

KpnTepumn oueHnBaHUSA KOMMETEHLUIA YpoBeHb LLIkana oueHokK
ChopMMPOBAHHOCTM
KOMMETEHL NN
BepHble 0TBETHI Ha BCE BOMPOChI KOHTPOJIbHOM paboThl. Bce  |MoBbILWEHHbIN OT/n4HO
KpuTepumn BbiNosHEHUA 1 paboTocnocobHOCTH B YPOBEHb

NabopaTopHbIX 3a0aHUAX - YI0BIETBOPEHbI.

BepHble 0TBETHI Ha 60/ILLLYIO 4aCTb BOMPOCOB KOHTPOJIbHON  |Ba30Bbin XopoLuo

paboTbl. Bosiblias YacTb KPUTEPUEB BLIMOJHEHNS 1 ypOBeHb

paboTocnocobHOCTM B NabopaTOpHbIX 3aAaHNAX -

y[OB/E€TBOPEHaA.

BepHble oTBeTHI Ha Hanbosiee BaXKHble 4aCTW BONPOCOB Moporosbin Y, 0BNETBOPUTESIbHO
KOHTpOJIbHOM paboTbl. Ba3oBas YacTb KpUTEpueB YPOBEHb

BbINOJIHEHUS U PabOTOCNOCOOHOCTM B TabOPATOPHBIX
3a[aHUAX - yO0BNETBOPEHA.

HeT unu KpailHe Masio BEpHbIX OTBETOB Ha Hanbosiee BaXkHble
4aCTM BOMPOCOB KOHTPOJIbHOW paboThl. Ba3oBas YacTb
KpUTEpUEB BbINOJHEHMS U paboTocnocobHOCTM B
nabopaTopHbIX 3aaHUAX - HE YA OBJETBOPEHA.

HeynoBneTBopuTENLHO

®opMUpPOBaHUE OLEHOK:

Mpwn oLeHMBaHUKN pe3yibTaTOB TEKYLLEeN aTTecTalun NCNosb3yeTCa KONMYeCTBEHHAs LWKala OLLEHOK.
YnomsiHyTas Bbilwe 50-6annbHas cpeaHas oLeHKa onpeaensieT ypoBeHb CHOPMUPOBAHHOCTH
KOMMEeTEHLUMI N BANSET Ha UTOTrOBYIO OLEHKY (CM. pa3gen 20.2).

MepeveHb nabopaTopHbIX 3aAaHUM

1 PacyeT 6t0a)KeTa MOLLHOCTU U OCHOBHBbIX XapPaKTEPUCTUK
KOMMyHVIKaLl,VIOHHOI7I CNCTEMDI

2 N3yyveHne CKK. OnpeneneHne BepoATHOCT BUTOBOW OLLIMOKM
KaK (hyHKLUN OTHOLLEHUS CUTHaN-LUYM 015 Pa3jnYHbIX BULOB
MOLYNALMNM

3 KoHurypuposaHue nHgppactpyktypHon WiFi-cetu, AAA-
cepsepa

4 MnaHMpoBaHMe agpecHOro NpocTpaHcTBa IPv4-ceTen n
co3faHue ceTu



KoHhuUrypupoBaHue NHGPacTpyKTYpHbIX cnyx6 IP-ceTu:
DHCP n DNS.

MocTpoeHmne, NpoBepKa paboTocnoCcobHOCTM 1 NOUCK
HeucnpaBHocTen B IPv4/IPv6 ceTax (DualStack)

MocTpoeHue IPv6-over-IPv4, GRE TyHHenen.

AHanus IP-CBA3HOCTM M NOCTPOEHME Ha 3TON OCHOBE IP-KapThbl
ceTu

MynbTudunnnanbHas cetb ¢ WAN FrameRelay/MPLS.

MepeyeHb BONPOCOB ANA KOHTPOJIbHbIX paboT

Ne

Bonpockl KOHTPONbLHOM paboThl 1

1

YTo Takoe NUHUS CBA3W, YeM OTIMYAETCA OT KaHana nepefayv AaHHbIX? MNepeyncnute n gante
onpefeneHns XxapakTepncTukam NMHNUI CBA3N, YKaXXnTe cnocobbl nx npeacTaBneHns/e AanHnLbI
n3mepeHunin. MNMpuseante npuMepsl J0ObIX N3BECTHLIX BaM 3HaYeHnn XxapakTepucTuk (a5 aobon
cpenbl).

[epe4yncnnTe TUMOBbLIE TOMOJIOrUN ceTen. B 4eM oTAMYME TOMOSIOTUIA LWMHA (MW LUKMHA B TOYKE) U
3Be€3.a.

014 4ero ncnosb3yeTca Moayaaums, MoOXXKHO i 6e3 Hee 06ONTUCL NpK Nepefade faHHbIX, B
KakoM cniydae (06bAcHUTE noyvemy)? B yem npuHumnuanbHele oTanyuusg QAM n PSK Mmoaynsauni,
Kakmne TexHu4yeckme npobnemMsl MOXKET Bbi3BaTb 3TO OT/IM4ME?

YTO nMetoT B BMUAY, KOrAa rOBOPAT, HTO KOMMYHUKALMOHHAA CUCTEMA OrpaHMyeHa no MOLWHOCTI?
A no nonoce? Kak 3Tu orpaHu4eHuns onpeaenntb? B nepeoi nabopaTopHon 3anaye,
crnekTpanbHasg apdekTnBHoCcTb BPSK nonaranack pasHom 0,5. MoXXeT M CNOXUTLCS CMTyaums B
LaHHOW 3afaye, Npy KOTOPOKM CrekTpasbHas 3PPeKTUBHOCTb NAaNIbHON CUCTEMBI
COOTBETCTBYIOLLEN YC0BUAM 3ada4u, byneT meHblle 0,57 ECam 3T0 BO3MOXXHO, TO MPU KakmnX
YCNOBUSAX 3a4a4m?

YT0 Takoe MHOrOypPOBHEBbLIE MOLENN CETU, A5 HEro OHU HYXXHbI? MNprBeanTe NpuMepsl
mMozenein. Ha3oBMTe YPOBHM 1 OMMLLUTE 3aA4a4M KaXKOro YPOBHS.

Y10 Takoe cnekTpasbHaa 3 PeKTUBHOCTb, eANHNULbI ee N3MepeHuns, cnocod BblYNCIeHNN?
MpuBeanTe NPUMEP BbIYUCSIEHNS ANF KaKOW-NM60 IMHUKM CBA3M (Hanpumep, BUTOW Napbl 1 T.M.) €
3aflaHHbIMM Bamy (MOXXHO NPOU3BOJIbHO) XapaKTepUCTUKaMMU.

YT0 Takoe My/bTUMNEKCMPOBAHNE U LEMYNbTUMNIEKCPOBAHNE NAKETOB (B CTEKE NPOTOKOIOB),
KaK onpepensieTcs nyTb NakeTa B CTeke (MOXKHO Noka3aTb Ha npumepe HTTP-Bebcepsuca)?

YT0 Takoe KOMMJIeKCHoe NpeAcTaB/ieHne MOAYIMPOBAHHOMO CUrHana. YTo Takoe co3esane (B
T.4. npumMepbl)? MOYEMY UCKAXKEHHBIE LLIYMOM COCTOSHWUS CUrHANA B 3allyMJIEHHbIX CO3BE3MSX
COCPEeNOTOYEHbI-BMMCAHbI B OKPYXHOCTb, @ HE, HanpuMep, B 0Baa WA Apyryto durypy? Ecnm ato
3h(heKT onpeneneHHbIX YCI0BUA IKCNEPUMEHTA, TO KaKMX UMEHHO? MoryT nu 6bIThb
«HECVMMETPUYHbIE» UCKAXKEHNS 1 B KaKKX ciyvasix? MNoyemy peasibHO NCMoJib3yeMble
CUrHanbHble co3Be3ans 06bIYHO CUMMETPUYHBI?

YTo Takoe CaMOCUHXPOHU3NPYIOLLNACS LungpoBon koa? Mpueeaute npumep

10

HanuwimnTe 0CHOBHbIE 3aBUCMMOCTU MEXY KPAaTHOCTbIO 0BHapY>XBaeMbIX OLLIMOOK,
ncrnpaBasieMbiX oWNOOK 1 KOLOBLIM pacCTosiHMEM KoAa. [puBeanTe NpuMepbl NCNPaBAEHNS 1
obHapy>XeHns oLnBOoK.

11

YT1o Takoe I/Q mogynaTop u Kakum obpa3omM oH paboTaeT? YTo HYy>XKHO 419 TOro, 4TobbI
peann3oBaTb ero npPorpamMmmMHo?




12

OnnwunTe YCTPOMCTBO U OCHOBHbIE XapaKTEPMUCTUKM ONTOBOJIOKOHHOI0 Kabens. Kakue bbiBatoT
TUNbl 3TOro Kabens, B 4eM Ux oTanYME 1 06NacTn NpUMeHeHNs. Kakue elle CyLecTBYIOT Cpeabl
nepegayu, UCNonb3ylowme oNnTUYECKUI AnanasoH?

13

YTo Takoe WHKancynauunsa nakeTos, NpUBeaUTe ee npuMepbl. YTO Takoe 1 Kak Ucrnosb3yeTcs
«3aroJIOBOK» MaKeTa, OT Yero 3aBucnT % cnyxebHom nHpopMaLnmn B NakeTe, B KaKMX Caydasx
3TOT % yMeHblUaeTcs, yBenndnsas 3. CKOpoCTb?

14

Kakune CyLiecTBYOT CNocobbl MOAyYeHNs 3aBUCMMOCTM OTHOCMTE/IbHOM OWNOKN OT OTHOLLEHNS
c/w (BooonagHoOW KpMBOM) ANs 3alaHHOro Buaa Moaynaunn? OXapakTepUsymnTe «+» U «-» U’
ocobeHHoCTN 3Tux crocobos.

15

B 4yem ngesa OFDM, DMT - Moaynsaumm, C Kakon Lesbto Ha CTOPOHE MOAYNATOPa BbINOJHAETCS
obpaTHoe bMN®?

16

MprMepoM Kakoro 3sieMeHTa CTPYKTYpPbl CeTU nepefayn AaHHbIX aeaseTca mogem: 00 nnam
AK[L? O6bsacHMTe novemy. ObbsicHuTe (6e3 pucyHkoB) poan 00 n AKL.

17

MepeyuncanTe ypoBHU OSI. ONuwnNTe Ha3HaYeHNe KaXkaoro ypoBHs. YTo Takoe NpoToKOJI
npvBeanTe NpUMepbl NPOTOKOO0B, ONMLWKNTE UX paboTy B paMKax MHOrOypOBHEBOW MoLenn?

18

Y70 Takoe cbopka 1 pa3bopka NaKeToB, 4SS YEr0 U B KaKMX CyYasx Mpon3BoamnTca? Yto Takoe
MTU?

19

Bonblie nnm MeHbLe LO/KHO ObiTb PacCTOsIHME XIMMUHIA MEX Y BEPHbIMU KOLOBbLIMI C/I0BaMU,
4EM OHO MOXXET MOJyYUTHCS B pe3ysibTaTe oWmnbok. O6bsSCHNTE NOYeMY U NpUBEAUTE NPUMEpDI.

20

MepeyncnnTe NCNONb3yeMbIE B CETSAX Cpeabl nepeaayn. NMepeyncinTe oCHOBHbIE
XapaKTEPUCTUKIN CPef, YKaXKMTe Kak BANSIOT 3TU XapaKTePUCTUKN Ha XapaKTepUCTUKUN CUCTEM
nepeaayn AaHHbIX, OCHOBaHHbIE Ha 3TUX cpefax. Kakne TpeboBaHMs NpeabsBASIOT K cpene
AYNeKCHble CUCTEMbI Nepeaadn AaHHbIX? B yeM oTanymne oT TpeboBaHMUiA Moy AynAeKCHbIX?

21

Kak KnaccuuumpyoTcst CETY No MacliTaby? (nepeyncanTte NpUsHakm n npuMepHble auana3oHsbl
3HAYeHUN 0N1a ceTen pa3Hbii MacwTabos. Beioennte Hanbosee HafeXXHble KNacCUPrKaLnoHHbIe
NPU3HaKMK.

22

YTo Takoe 1 Kak UCMoJib3yeTCs MOPOXAAIOLLMIA MOJNHOM 1 YTO TakKoe CTaHAaPTHBLIN
nopoxaatowmn noanHom B CRC?

23

YTo Takoe CTeK NPOTOKOJIOB, YEM OTANYAETCA OT MHOroypoBHeBon moaenn? Yto takoe GOSIP,
N5 4ero 1 Kem 06bI4HO (MprMep) ncnonb3yTca?

Bonpocbl KOHTPOILHOWM paboThbl 2

Ecan no kKakum-n1mbo npnynHam He paboTaeT npoTokoa ARP (Hanpumep, danpson,
HEenCnpaBHOCTbL), CMOXXET 1 y3en nepenath IP-MakeT n Nnpu Kakux ycnoBmax?

Y10 Takoe Tabnmua kommyTaTopa? MNprneeanTte npumep Tabanubl 1 3aN0NHUTE Napy CTPOK. YTo
npon3onaeT, ecam Tabnauua nycrta (KOMMyTaTOP TOJIbKO YTO BK/OYEH)? KakuMm obpa3om
NPONCXOAMNT 3anoJiHeHNe 3ToN Tabanubl?

MpoTokon DHCP: nocnenoBaTeibHOCTb AeACTBUI KNMeHTa 1 cepeepa. Korga KineHT NoBTOPHO
3anpocuT NoATBepXXAeHne apeHabl? Korga, npy HENOATBEPXXAEHWUN apeH bl AN HeJOCTYMHOCTU
DHCP-cepBepa, KJIMEeHT AoJKeH 0CBOBOAUTbL MONYyYEHHbIN agpec? MpenmyLlecTBa U BO3MOXXHbIE
npobaemsl Npu ncnosas3osaHun DHCP.

Y10 Takoe aBTOHOMHbIe cucTeMbl ceTu Internet? Ons Yero notpebosanochb nx co3pgaHune? Kak
BbINOJIHAETCA MapLwpyTu3auma B rnobansHom cetu Internet, kakne TpeboBaHMsa 06bIYHO
npenbABASAIOT K aBTOHOMHbLIM cucteMmam? Y1o Takoe IGP n EGP (npuBeguTe npumepsl 44
Kaxkgoro)? [Ins 4yero Hy>KHbl AS, B 4eM Leflb UX CO34aHuna?

MycTb IP-agpec HEKOTOPOro y3aa NoAceTH paBeH IP, a 3HavyeHne Macku aasa 3Ton nogcetn MASK
(3anuwem JaHHble B BuAe IP/MASK). 3annwunte agpec B CIDR-Buae. Onpenennte CETEBON U
LUMPOKOBeLlaTebHbIA aapeca ANs 3Toro y3na. Kakoe MakCMMasibHOe Y1C0 Y3/10B MOXKET ObiThb B
3TOoM noaceTn? JaHHble 3agayn: 172.16.141.1/255.254.0.0

Kak 1 no4yemMy M3MeHA0TCA CKOPOCTU nepefayun faHHbIX MeXAy y3namu nocsie cermeHTauum
CeTN C NOMOLLbIO KOMMYTaTOPOB? Kakoe [OMOJSIHUTESIbHOE NPenMyLLECTBO BO3HUKAET, KOria
CerMeHT cocTouT 13 1 KoMmnbtoTepa (1 MopT KOMMyTaTopa - 1 NOAK/OYEHNE K KOMMbIOTEPY)?

Kak pacwungpoBbiBaeTCs U 4TO 0603HaYaeT KaxK bl 31EMEHT CMrHaJIbHOro CTaHAapTa Ethernet
(Hanpumep, 10Base-2)? MprBeguTe NpuUMepbl CUrHabHbIX CTAaHAAPTOB 1 paclngpynTe nx. Yem
OT/IMYAETCA NEPEKPECTHbIN (Cross-over) oT napannenbHoro (straight-through) kabenn Ha ocHoBe
BMTON Napbl? Kakne cpenbl nopaepxusaet Ethernet?




Kakune CyLLecTBYIOT KJiaccChl IP-ceTen, No KakoMy NPUHLKUMY BbINOJHAETCSA pa3geneHune
agpecHoro npoctpaHcTBa IP Ha Knacchbl? Kakylo Lienb npecsienoBann pa3paboTymkm
«KJ1TAaCCOBOr0» NMoAxoda 1 Kakue npobaembl BO3HUKAM nocne Beoaa CIDR?

9 [YTO0 Takoe [OMEH KOMIM3UIA 1 MOYeMY XenaTeslbHO COKpaLlaTb KOMNYECTBO Y3/10B B HEM? YTO
Takoe no3gHune konnmsuu (late collisions) n Kak NpeaoTBPaTUTL MX BO3HUKHOBEHME? YTO Takoe
bpoagkacT-ooMeH?

10 |daHHble 3aga4m (CM. NOCTaHOBKY 3adaym B Bornpoce N5): 12.161.131.13/255.255.224.0

11 [Y70 3anucaHo B Tabnuue mapwpyTusauum (IP-Tabnuue)? ECim eCcTb HECKObKO 3anucei 06
O4HOM 1 TOM >X€ Ha3Ha4yeHnn, Mo KakoMy NPUHLMMY BbiIbMpaeTcs Ta 3anuncb, Ha OCHOBE KOTOPOW
byneT poctaBnATbCA nakeT? MNpumep.

12 |Mo KakMM OBYM NPUYMHAM OrpaHU4MBalOT AJUHY cerMeHToB ceTen Ethernet? Kakue ectb
CNocobbl «yANNHUTE>» CeTb?

13 [OnuwuTe Kak peann3oBaHa CUCTEMa AOMeHHbIX UMeH Internet (DNS). Mpueeante npumep DNS-
3anpoca (nonyyeHus n3 cuctemsl DNS nHhopmaumm o6 IP-agpece xocTa C UMEHEM
www.cs.yale.edu). YemM oTANYAIOTCA UTEPATUBHBIA 1 PeKYpPCUBHLIA TUMbl DNS-3anpocos?

14 ([Moyemy 3amepxka cermeHTa Fast Ethernet He fo/XHbI NpeBbIWaTh 512bt? Kak nony4nnock 3To
yncno?

15 |JaHHble 3a4a4m (CM. MOCTaHOBKY 3ada4yn B Borpoce N6): 13.11.128.125/255.255.255.128

16 |Kakas cyllecTByeT afbTepHaTuBa NCnojb3oBaHnio DHCP (Kpome py4YHOro HasHayeHus)? MoXXHO
JIN MPUBSA3ATb U KaK KOHKPETHbIA KOMMbIOTEP K KOHKPETHOW IP-KOHUrypaumm npu
ncnosb3osaHun DHCP?

17 [YT0 Takoe niockasa CeTb, KakMe y Hee CyLLeCcTBYIOT orpaHnyeHna? Ha kakom obopynoBaHum
CTPOATCA NJIOCKME CeTH, a Kakoe obopynoBaHue TpebyeTcs Ana nepapxmyeckux? Novyemy cetb
Ha OCHOBE KOMMYTaTOPOB He/b35 PaCLUMPATL HEOrpaHNYeHHOo, Ao6aBNAA-NOAKI0Yas HOBblE
KOMMYyTaTopb!?

18 |[KaKylo 4acTb (B MpoLEeHTax OT BCEro agpecHoro npoctpaHcTea) IPv4 coCTaBnSaOT CeTU Knacca A,
B, C? ObbsicHMTe 4TO Takoe IP-noaceTun, NoYeMy OHU MOSIBUNCH U KaKoBO UX 0Bbl4HOE
npumeHeHve. Kak onpefennTb K KAKOMY KaacCy OTHOCUTCA KOHKPeTHbIN IP-agpec? Kak
NoNyYUINCb Anana3oHbl 3HaveHWn IP-agpecos ans Kiaccos?

19 |Y70 Takoe 6poaAKaCT-LUTOPM, ONULLINTE NOAPOOHO (MO WaraM) Kak BO3HUKAET?

20 |OaHHble 3apaym (CM. NOCTaHOBKY 3ada4vn B Bonpoce N6): 192.168.1.160/255.255.255.192

21 |fosmkHO v BpeMms ABONHOro obopoTta B ceTax Ethernet 6biTb 60bLIE NN MEHbLLE BPEMEHU
nepenayn Kagpa MMHUManbHoro pasmepa? ObbAcHMTE NoYemy. Kak 3T0 NPUMEHNMO K
LYNNeKCHbIM ceTaM, 06bACHMTE noyemy?

22 |Y70 Takoe ARP-MpOTOKOJI, AJ18 Yero OH Hy>KeH 1 Kak paboTaeT (no waram)? Yto Takoe MAC-
afpec 1 Kak ero onpenennTb 4S9 KOMMbOTepa, 3a KOTopbiM Bl paboTaeTe?

23 |OnnwuTe (NoapobHo) paboTy ceTeBoro obopya0BaHMA: NOBTOPUTENS, MapLIpyTM3aTopa, MOCTa,
KOHUEeHTpaTopa, KoMMyTaTopa U Ha3oBuTe ypoBHM OSI/ISO Ha KOTOpbIX OHW paboTatoT.

24 |Yem orpaHuyeHa LJIMHa CETW, NOCTPOEHHOW Ha KOHLIEHTPaTopax UM NoBTOpUTENsax? 3aBUCUT an
3TO OT pexuMa paboTbl MOPTOB (NOJHLIN AYNAEKC/MoNyaynaekc)? Bo3MOXXeH N NOJIHbIN
AyrnJeKc C NCnoJsib30BaHNEM NOBTOpUTENEN (Noyvemy)?

25 |OaHHble 3apa4m (CM. NOCTaHOBKY 3ada4vn B Bonpoce N6): 12.17.182.160/255.255.224.0

26 |Mo4vemy nosasmnack TexHonorus CIDR, B 4em ee cyTb? Y10 Takoe public IP u private IP agpeca?
EcTb nn B IPV6 aHasoru, Ha3oBUTE ecnm ecTb?

27 |YT0 Takoe meTton CSMA/CD? OnuwuTe noruky paboTsl y3na ncnone3ytowero CSMA/CD. YTo
Takoe Komsna?

28 |YT0 Takoe BpemMs ABoOMHOro obopoTa? Kak ero nocyntaTb? 3a4eM HYXXHO 3HayYeHne PDV
CerMeHTa U Kak ero npuMeHuTb?

29 |Yem orpaHuYeHa ASIMHa CETW, NOCTPOEHHON TOIbKO Ha KOMMyTaTopax 6e3 ncnonb3oBaHMa
noBTOpUTENEn? 3aBUCUT NN 3TO OT pexiuMa paboTbl MOPTOB (Aynaekc/nmonyaynnaekc)? O6bacHUTe
noyemy.

30 |OaHHble 3agaym (CM. NOCTaHOBKY 3adayu B Bonpoce N6): 19.18.123.165/255.255.255.224

Ne |BonpocCbl KOHTPObHOM paboThl 3




Kakoi (Kakune) n3 TpaHCnopTHbIX npoTokosios (TCP, UDP) nopaepxusaeT broadcast nepenayu, a
Kakon (kakue) - multicast? ObbsacHMTe novyemy. NovyemMy HeobxoANMbl pasHble TPaHCMOPTHbIE
NPOTOKOJbI, 06BbsACHNTE Ha npuMmepe TCP, UDP.

Kakune 6bIBalOT BUAbI aipeCcoB B NPoToKose IPv6, Ana Yero Kaxkablid TUN npegHasHayveH? Yo
TakKoe TYHHeNMPOBaHME 1 Kak OHO CBS3aHO C BHeapeHueM IPv6? Onuwute paboTy ISATAP.

Mepeyncnnte n 06bACHUTE NOCNEN0BATENBHOCTb AENCTBUIA NPU Nepeade 1 Nprueme C
ncrnonb3oBaHnem CRC?

Kakon TpaHCMNOPTHbLIA MPOTOKOJT MIHTEPHET-CeTENn MMEeeT MaLUMHY COCTOSHUIA 1 nodYeMy? B Kakux
cnyvyaax NporpaMMuUCT A8 CBOEro ceTeBoro npuioxeHus sbidbupaet UDP? Kakoin NpoToKo
cnoxxHee n novemy (obocHywnte)?

OnnwuTe NnogpobHO Kak MMeHHO paboTaloT KOMMYTaTOPbl TPETLEr0 YPOBHS, Kak
NOEHTUPULNPYETCA «MOCTOAHHbBIA MOTOK»?

Kakune 0CHOBHbIe NpoBalaepbl Maructpanen MIHTepHET BCTpeYannucb Bam npu Tpaccmposke
3apybeXKHbIX HanpaBJJIEHNI BO BPEMS BbIMOAHEHUN N1abopaTOPHOro 3afaHuns Ha cocTaBeHune IP-
KapTbl. KTO BeeT 1 Kak noJly4nTb MHopMaumio o Biagensue IP-agpeca? KTo BegeT 1 Kak
Noay4nTb MHGOPMaLMIO O BlafesbLe AoMeHa 2 ypoBHA? YTo Takoe WHOIS?

YTo Takoe 1 Kak UCMOoJIb3yeTCs MOPOXKAAIOLLMIA MOJNHOM U YTO TaKoe CTaHAaPTHbIN
nopoxgatowmnin noanHom B CRC?

HapucynTte cxemy CTPYKTYphbl Internet ¢ TO4KU 3peHna NpefocTaBeHns LOCTyNa U NoKaXuTe Ha
Heln (cxeme) npuMep NUPUHIOBOW CBA3M U NpUMep UCrob3oBaHKa IX. YTo Takoe To4kM obMeHa
TpadmkoM B VIHTepHeT, 4S8 Yero NCcnoab3yTca?

Kakmm(n) cnocobom nporpamma tracert nonyyaeT MapLUpyT A0 y3/1a-Ha3HAYEHNUS B BUIE CMUCKA
MPOMEXYTOYHbIX Y3/10B?

10

Y10 Takoe NopoXAatoLWwMin NOJIMHOM, AN HYEero U Kak UMEHHO OH UCNoJib3yeTcs? MoxeT nm bbiTb
owmnbka B NakeTe, KoTopbin npowwen CRC-tecT (y koToporo CRC-nocnenoBaTebHOCTb MoOKa3asa
Le/I0CTHOCTb NakKeTa)?

11

Y10 Takoe u Kak peanmsoBaHa NAT? [Ins pelleHna Kakux 3agad ncnonb3yetcsa? Kakne
CYLLECTBYIOT OrpaHUYeHNSA 3TON TEXHONOrU?

12

MoyeMy HecaHKLMOHMPOBAHHbLIE (BMPYC, TPOSH) Nepeaayn AaHHbIX XocTa no TCP 3aMeTHee, YeMm
no UDP?

13

Kak dopmupyetca 64-6uT interfacelD (HostID)? YTo-Takoe EUI-64? Kak peasin3oBaHo
LVHaMnyeckoe Ha3Ha4vyeHune afpecos B IPv6 (onuwunTe BCe BapuaHThbl)?

14

MoyeMy HeCcMOTpS Ha To, 4To VLAN - TexHonoruns 2 ypoBHs, ans kKaxgoro VLAN o6bI4HO
BbIAENSAT NOACETb M UCMOJIb3YIOT YCTPONCTBA 3 YPOBHA - MapLLUpyTU3aTopbI?

15

OnuwunTe Ha3zHayvyeHne TexHosiorum POE n pyHKLMOHAN COOTBETCTBYIOLLEr0 CTaHgapTa. YTo
TaKoe aBTocornacoBaHue Ethernet?

16

'oe pernctpupytotcs IP-agpeca? Kak noayydnTb MHGOPMaLMO 0 NPUHAAIEXXHOCTM aapeca? YTo
Takoe WHOIS?

17

HapucynTe nocnenoBaTenbHOCTU cocTosaHuA ana TCP cepeepa u KnMeHTa (Ha cxeme 0603HaybTe
YyCNOBUS Nepexofa U3 04HOr0 COCTOSAHMS B Apyroe). Kakum cnocobom nepenaroTca KOMaHAabI-
yCNOBUSA NepexonoB U3 0LHOro cocTosaHma B apyroe (Hanpumep, SYN nnm ACK npu yctaHOBIeHUM
coeguHeHNna)?

18

STP - kak paboTaeT, Kakue 3afa4m pelaeT. 3a4eM HyXHbl M36bITOYHOCTb B CETAX U KaKne
npo6ieMbl MOXET BbI3BaTb?

19

CTek n MHoroypoBHeBas Mogenb TCP/IP. YTo Takoe nopThl? Kaknm obpa3om BbibrpaeTcsa nyThb
BHYTpPU CTeKa NpoTokosioB ans IP nakeTta (oT ypoBHA Host-to-Network go yposHsa Application)?
YTo Takoe COKET 1 KaKOW NMporpaMMoin MOXXHO MOCMOTPETb «MpOoCayLllnBaemsie» nopTbl B OC?

20

YTo Takoe 1 Kak peanm3oBaHa NAT? [1n9 pelleHUs Kakux (HECKOJIbKMX) 3afla4 NCMOJib3yeTca?
Kakune CyLeCcTBYIOT OrpaHUYeHns 3Ton TeXHONOrnmn? MoxXKHO am nNpu ncnosib3osaHuy NAT
opraHn3oBaTb LOCTYN K Beb-cepBepy BHYTPU YaCTHOM CETU U KaK, €C/I BO3MOXKHO?

OueHKa OCTaTO4YHbIX 3HAHUM

OnkK-3




3afaHunsa 3aKpbITOro TMNa

1. Bbibepute xapakTepHyto 0cobeHHOCTb NONHOCBSA3HON (Mesh) Tononorum

A.
B.

O

Bce y3nbl coeanHeHbI C LleHTpasibHbIM 060pyL0BaHMEM MHAMBUAYANbHBIMA TMHUAMUK CBA3N.
JaHHasa Tornonorus npofosuT obecneyvmsaTb paboTocnocobHOCTbL BCen ceTu npu obpbie
CBSA3M MeX [y O4HOWN Napon y3/0B.

Kaxabl y3en nMeeT ABa UHTepdenca (Bcero) Ana CBA3M C COCeAAMU C/ieBa 1 CrpaBa.

. XoTa 6bl 0OUH U3 Y310B CBA3aH CO BCeMWU APYrMKU y3naMn nHOMBMAYyalbHbIMU TNHUAMN

CBA3N.

E. Kaxkablil y3en cBsi3aH CO BCEMU APYrUMM y3n1aMU MHAUBULYASbHBIMUA IMHUSMU CBSA3W.

. Bce y3nbl coeanHeHbl Mexay coboit NocpeACcTBOM 0HON (PU3NYECKOoi cpebl

PACNPOCTPAHEHUS CUFHAJIOB.

2. BbibepuTe xapakTepHyt 0CO6EHHOCTb TOMOOr MW [BOWHOE KO/bLO

A.
B.

O

Bce y3nbl coeanHeHbI C LleHTpasibHbIM 060pyL0BaHMEM MHAMBUAYANbHBIMA TMHUAMUK CBA3N.
JaHHasa Tornonorus npofosuT obecneyvmsaTb paboTocnocobHOCTbL BCen ceTu npu obpbise
CBSA3M MeX [y O4HOW Napon y3/0B.

Kaxabl y3en nMmeeT ABa UHTepdeinca (Bcero) ANa CBA3M C COCefAMU ClieBa U CripaBa.

. XoTa 6bl 0OUH U3 Y310B CBA3aH CO BCeMWU APYrMKU y3naMn nHOMBMAYyalbHbIMU TNHUAMN

CBA3N.

E. Kaxkablil y3en cBs3aH CO BCEMU APYrUMM y3NaMU MHAUBULYASbHBIMUA MHUSMU CBSA3W.

. Bce y3nbl coeanHeHbl Mexay coboit NocpeAcTBOM 0HON (PU3NYECKOoi cpebl

PACNPOCTPAHEHUS CUFHAJIOB.

3. BbibepuTe xapakTepHyt 0CO6eHHOCTb TOMOOr MY 3Be34a

A.
B.

O

Bce y3nbl coeanHeHbI C LleHTpasibHbIM 060pyL0BaHNEM MHAMBUAYANbHBIMA TMHUAMUK CBA3N.
JaHHasa Tornonorus npofosuT obecneyvmsaTb paboTocnocobHOCTbL BCen ceTn npu obpbie
CBSA3M MeX [y O4HOW Napon y3/0B.

Kaxabln y3en nMmeeT ABa UHTepdenca Ansa CBA3M C coceaaMu cnesa 1 Crpasa.

. XoTa 6bl 0OUH U3 Y310B CBA3aH CO BCeMWU APYrMKU y3namMn nHONBMAYyalabHbIMU NTNHUAMN

CBA3N.

E. Kaxkablil y3en cBs3aH CO BCEMU APYrUMM y3NaMU MHAUBULYASbHBIMUA IMHUSMU CBSA3W.

. Bce y3nbl coeanHeHbl Mexay coboit NocpeACcTBOM 0HON (PU3NYECKOoi cpebl

PACNPOCTPAHEHUS CUFHAJIOB.

4. Bbibepute xapakTepHy 0COBEHHOCTbL TOMOJOT N KOJbLIO

A.
B.

O

Bce y3nbl coeanHeHbI C LleHTpasibHbIM 060pyL0BaHMEM MHAMBUAYANbHBIMA TMHUAMUK CBA3N.
JaHHasa Tornonorus npofosuT obecneyvmsaTb paboTocnocobHOCTbL BCen ceTu npu obpbiBe
CBSA3M MeX [y O4HOW Napon y3/0B.

Kaxabln y3en nMeeT ABa UHTepdenca (Bcero) Ana CBA3M C COCeAAMU C/ieBa 1 CrpaBa.

. XoTa 6bl 0OUH U3 Y310B CBA3aH CO BCeMWU APYrMK y3naMn nHOMBMAYyaabHbIMU TNHUAMN

CBA3N.

E. Kaxkablil y3en cBsi3aH CO BCEMU APYrUMM y3NaMU MHAUBUAYASbHBIMUA IMHUSMI CBSA3W.

. Bce y3nbl coeanHeHbl Mexay coboit NocpeACcTBOM 0HON (PU3NYECKOoi cpebl

PACNPOCTPAHEHUS CUFHAJIOB.

5. BbibepuTe xapakTepHyt 0CO6EHHOCTb TOMOMOr UM WNHA

A.
B.

O

Bce y3nbl coeanHeHbI C LleHTpasibHbIM 060pyL0BaHMEM MHAMBUAYANbHBIMA TMHNAMUK CBA3N.
JaHHasa Tornonorus npofosmT obecneyvmsaTb paboTocnocobHOCTbL BCen ceTu npu obpbie
CBS3M MeX [y O4HOW Napon y3/0B.

Kaxabl y3en nMeeT ABa UHTepdenca (Bcero) Ana CBA3M C COCeAAMU C/ieBa 1 CrpaBa.

. XoTa 6bl 0OUH U3 Y310B CBA3aH CO BCeMWU APYrMKU y3naMn nHOMBUAYalbHbIMU TNHUAMN

CBA3N.

. Kaxxabin y3es CBA3aH Co BCeMW ApPYyruMin y3namMmm nHOnNBMAyaJibHbIMU TNHUAMN CBA3N.



F. Bce y3nbl coefmHeHbl Mexay coboi nocpefCTBOM OAHOW (PU3NYECKON Cpeabl
pacrnpocTpaHeHns CUrHanoB.
6. BbibepnTe xapakTepHy 0C0beHHOCTb YaCTUYHO-CBA3HOW (Partial Mesh) Tononorum
A. Bce y3/bl coefiHeHbI C LeHTpasibHbIM 060pyLoBaHWEM MHANBUAYAbHBIMU JINHUAMUN CBA3MN.
B. [aHHasa Tononorus npoaokmT obecneymsaTb paboTocnocobHOCTL BCen ceTu npu obpbise
CBS3M MeX [y O4HOW Napon y3/10B.
C. Kaxpbln y3en nMmeeT ABa UHTepdenca (Bcero) A3 CBA3M C COCeAAMU C/ieBa 1 CrpaBa.
D. XoTsa 6bl 04MH U3 Y3/10B CBSi3@H CO BCEMU APYrUMMK y31aMu UHANBUAYANbHBIMU TNHUAMM
CBA3MN.
E. KaxkAabln y3en cBfizaH CO BCEMU APYrUMU y3iaMun UHAUBUAYANbHBIMU JINHUAMW CBA3MN.
F. Bce y3nbl coefnHeHbl Mexay coboi nocpefCTBOM O4HOW (PM3NYECKON Cpeabl
pacrnpocTpaHeHns CUrHanoB.
7. KaK Ha3blBaeTCH 3/1IeMEHT AaHHbIX MPOTOKOJ1a 2 YPOBHA?
A. nakert
nenTtarpamma
Kaap
CermMeHT
PDU
8. Kak Ha3blBaeTCs 3/1eMeHT OaHHbIX MPOTOKoJ1a 3 YpOBHA?
A. nakert
nenTtarpamma
C. kamp
D. cermeHT
E. PDU
9. Kakon 13 nepevncsieHHbIX NPOTOKOJI0B Bonee CNoXKeH 1 NO3TOMY UMEET 3aro/ioBoK 60sbLLero
pasmepa?
A. UDP
B. TCP
C. oamnHakoBbl
D. IP
10. Ha kakom ypoBHe ISO/OSI BbINonHAeTCA LOCTaBKa AaHHbIX MeXAy y3/aMu 04HON ceTu (B O4HOM
cermenTe)?
Al

mOUOw

w
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G.

3a[aHuUs OTKPLITOro TUMa
1. B MapLIpyTHOI Tabnuue MapLpyT1M3aTopa BUAHbI CNef. 3anncu:

[P mask gateway  metric
12.13.0.0 255.255.0.0 4321 1
12.13.0.0 255.255.255.0 3.4.5.6 2
12.13.10.128 255.255.255.128 2.3.4.5 3
12.13.10.0 255.255.255.128 1.2.34 4

Ha mapLupyTur3aTop nNpuen NakeT ¢ Ha3HavyeHnem 12.13.10.100, ykaxuTe kakon byaeT BbibpaH IP-



agpec wnio3a (gateway)

2. B MapLpyTHou Tabnuue MaplupyTm3aTopa BUAHbLI CNeq. 3anncu:
IP mask gateway  metric

12.13.10.0 255.255.255.03.4.56 1

12.13.10.128 255.255.255.1281.2.34 5

12.13.10.160 255.255.255.2245.4.3.2 10

12.13.10.192 255.255.255.2242.3.4.5 10

Ha maplpyTusaTop npuwen nakeT ¢ Ha3HaveHmem 12.13.10.171, ykaxxute kakon byaeT BbibpaH IP-
agpec wni3a (gateway)

3afaHue C pa3BEPHYTHLIM OTBETOM

1. Bbl 06Hapy»xunu ataky APR 1 npoxon nakeToB Ha (haiyioBbIA CepBep Yepe3 KOMMbITEP
3/10yMbILUIEHHMKA, @ HE HanpsaMyto. YTo MOXKHO onepaTnBHO caenaTth, 4Tobbl aTaka APR 6osibLue He
KOMMNPOMEeTMpOBasa AaHHble halis-cepeepa?

OonkK-7

3afaHusa 3aKpbITOro TMNa

1. Ha kakom ypoBHe ISO/OSI BbiNoHAETCA OCTaBKa AaHHbIX MeXAy y3/7aMu pa3HbiX ceTen?
Al

mmOOw
oSO U1 B W N

G. 7
2. Ha kakoM ypoBHe ISO/OSI npoucxoauT ynpasseHune ownbkamm (0bHapyxeHne, MOBTOP Nepeaayu,
Koppekumsa)?
Al

mmOOw
oSO Ul B W N

G. 7
3. NMpumMepoM Kakoro sanemMeHTa CTPYKTYPbl CeTU nepefayun faHHbIX ABASETCS MOAEeM?
A. 00[]
B. AKZl
4. Mpobnema ynpasseHNs OOCTYMNOM K cpefe BO3HUKAeT B
A. MHOrOTOYeYHbIX KOHPUTrypaLnax ceTen
B. OBYXTOYeYHbIX KOHDUIYypaLmnsax ceTen
C. ogHOTO4YeYHbIX KOH(UIypaLnsax ceTei
5. Cnocob opraHm3auny NOTOKOB AaHHbIX, NPV KOTOPOM O4HOBPEMEHHO BO3MOXXHbI 1 Nnepefaya v
npueM KaablM y3/10M CETU Ha3biBaeTCH
A. CUMNNEKCHbI
B. OynnekcHbIn
C. nonyaynnekcHbI



6. Cnocob opraHM3auum NOTOKOB AaHHbIX, MPU KOTOPOM 04HOBPEMEHHO BO3MOXXHbI 1 Mepefaya 1
NpueM Ka>XablM y3/10M CETU Ha3blBaeTCs
A. CMMNNEKCHbIN
B. OynnekcHbIn
C. nonynynneKkcHbln
7. Y7o npeacTaBnseT cobon MHKaANCyNaUMS NakeToOB Npy TYHHeNMpoBaHun (BeibepnTe Hanbonee
NoOXOAALLNA BapUaHT)?
A. BKJIOYEHME B 3JIEMEHT Ja@HHbIX NPOTOKO1a 60J1ee BbICOKOIO YPOBHS, 3JIEMEHTA AaHHbIX
NPOTOKO/1a HU3KOI0 YPOBHS.
B. BkJlOYEHME B 3JIEMEHT AaHHbIX MPOTOKO/a HN3KOI0 YPOBHS, 3/IEMEHTa AaHHbIX MPOTOKOIa
Bonee BbICOKOro ypoBHS.
C. BKntoyeHue B 3N1eMEHT AaHHbIX MPOTOKoa Ntoboro ypoBHs, 3/ieMeHTa AaHHbIX NMPOTOKO1a
no60oro ypoBHs.
8. YTO0 Takoe MHKancynsauma nakeToB (MMeeTCs B BUAY KJaCCUYeCcKasa NHKANCYNaUmMs, a He YaCTHble
cnyyam TYHHEeNMpoBaHUs)?
A. BKJIOYEHME B 3JIEMEHT Ja@HHbIX NPOTOKO1a 60/1ee BbICOKOrO YPOBHS, 3JIEMEHTA AaHHbIX
NPOTOKO/1a HU3KOr0 YPOBHS.
B. BkJOYEHME B 3JIEMEHT Aa@HHbIX MPOTOKO/1a HA3KOI0 YPOBHS, 3/IEMEHTa AaHHbIX MPOTOKOIa
Bonee BbICOKOro ypoBHS.
C. BKntoYeHue B 3N1eMEHT AaHHbIX MPOTOKoa Ntoboro ypoBHS, 3/1eMeHTa AaHHbIX MPOTOKO1a
no60oro ypoBHs.

9. Y10 03HavaeT cneundurkaumnsa 1000Base-T?

1. CkopocTb nHTepdeinca - 1000
M6/c

1. cpela - BUTasd napa

1. cpefa - ONTUKa

1. cpefia - paanoKaHan

1. ckopocTb 0T 10 no 100M6/c

1. cpeda - KoakcuanbHbIN Kabenb

10. B kakux cnyvasx 3anpoc knveHTa K DHCP noceinaetcs Ha unicast agpec (T.e. 0AHOaLpecHo, Ha OLWH
agpec)?

1. nocJie MCTe4eHns CpoKa apeHbl
1. npu nocblsike DHCPDISCOVER
1. [pn BbINOMHEHWW B Ha4aJIbHOrO

unkne DHCPREQUEST



1. Mpw Nt06OM BbINOAHEHUN
DHCPREQUEST

1. Mpu npogsieHnn apeHabl B
TeveHue 50% BpeMeHn apeHabl

1. Mpwu npoasieHnn apeHabl rno
npowwectsun 50% BpemeHu
apeHbl

3afaHung OTKPbLITOro TMna
1. B mapuwpyTHo Tabnuue MmapLpyTnaTopa BUIAHbI Cned. 3anncu:

[P mask gateway  metric
12.13.10.0 255.255.255.01.2.34 3
12.13.0.0 255.255.0.02.345 1
12.13.0.0 255.255.255.03.45.6 2

Ha mMapLipyTm3aTop nNpuwen nakeT ¢ Ha3HaveHnem 12.13.10.11, ykaxxumTe kakon byaeT BbibpaH IP-agpec
wno3a (gateway)

2. B mapwwpyTHoN Tabauue MapLupyTu3aTopa BUAHbI Cieq. 3anmcu:
IP mask gateway  metric

12.13.0.0 255.255.0.0 4321 1

12.13.0.0 255.255.255.0 3.4.5.6 2

12.13.10.128 255.255.255.128 2.3.4.5 3

12.13.10.0 255.255.255.128 1.2.34 4

Ha mapLupyTur3aTop nNpuwen NakeT ¢ Ha3HavyeHnem 12.13.10.132, ykaxxuTte kakon 6yaeT BbibpaH IP-
agpec wni3a (gateway)

3afaHue C pa3BEPHYTHLIM OTBETOM

1. Moyemy nHorpa, B oteeTe oT DNS yKasbiBaeTCs,4 TO pe3ynbTaTt "He 3ac/lyauBaeT fosepusa” unam "non-
authoritative answer"? Kak nony4nTb OTBET, KOTOPbIV 3aC/yXmBaeT foBepua? Kakaa ytuamTa
ncnonbyetca 0bbl4HO Ans nposepku DNS-3anucen?

20.2 MpomMeXxyTouyHasa aTrecraums
TexHonorus npoBepneHus:

MpoMeXxyTo4YHas aTTecTauus NpoBOAUTCS B POpPME MUCbMEHHOW KOHTPOJIbHON paboTbl Npw
06513aTeNIbHOM YCJI0BUM BbIMOIHEHWS B TE@YEHUE CEMECTPa BCeX S1abopaTopHbIX 3a4aHWUIA U C y4eTOM
NOJyYEHHbIX TEKYLLMX OLLeHOK. OLLEeHKM 3a BOMPOChI KOHTPOJIbHON PaboThl CyMMUPYOTCS, CyMMa
HopMupyeTcs K 50-6annbHOMyY 3Ha4eHuHo.

TPEGOBaHMﬂ K BbINOJIHEHUIO 3a4aHUMN, LUKAJbl U Kputepuu oueHuBaHuA

Mpy oLeHMBaHUM PE3YJIbTAaTOB MPOMEXYTOYHON aTTECTaLMM UCMOb3YETCA KOJIMYECTBEHHAA LKA
oueHoK. CornacHo NonoXXeHunto 0 6annbHO-PENTUHIOBOMN cucTemMe 0byyeHns, 50-6annbHas oueHKa 3a
NTOrOBYIO KOHTPOJIbHYI paboTy CKaAblBAeTCs C OLLEHKOW, MOMYYEHHOM MO UTOraM aTTecTauun.



MonyyeHHoe 100-6anibHOE 3Ha4YeHUe onpefenseT ypoBeHb CHOPMUMPOBAHHOCTU KOMNETEHLMIA 1
NTOrOBYIO OLLEHKY (COra1acHO MONOXKEHMI0 0 BanibHO-PEeNTUHIOBOM cMcTeEMe 0By4YeHus):

oLeHKa «oTam4Ho» - 90...100 6annos
oLeHKa «xopowo» - 70...89 6annos
OLeHKa «yfoBfeTBOpPUTENLHO» - 50...69 6annos

OLeHKa «HeypoBneTBopuTensHo» - 0...49 6annos

MepevyeHb BONPOCOB K UTOFOBOM KOHTPOAbLHOM paboTe

1. Kak hopmupyeTca 64-6ut interfacelD (HostID) B npoTokone IPv6? YTo-Takoe EUI-647 Kak
peann3oBaHO AUHaMUYeCcKoe Ha3HavyeHue agpecos B IPv6 (onuwnTe BCe BapuUaHThbI
Ha3Ha4YeHWa afpeca Ha UHTepdenc KoMnboTepa)?

2. OnuwnTe peannsaunio CUCTeMbl fOMeHHbIX UMeH Internet (DNS). YTo Takoe 3anuck o
pecypce RR (npuBeanTe npuMepbl U3BeCTHbIX Bam TunoB RR). Yem oTnnyaeTcs
WHTEPaKTUBHbLIN U PEKYPCUBHBIA 3aMpPOoChl U OTBETbI? Kakue NCMoJib3yoTCA NopThl 1
TPaHCMOPTHbIE MPOTOKOJIbI ANs peanusauny DNS?

3. 1na 4ero ncnonb3yeTca MoAynsaLmMs, MoXHO in 6e3 Hee 06oMTUCH NPV Nepefaye AaHHbIX
N B KaKOM cJlyqae? YTo Takoe MMNYJIbCHO-KOLO0Bas MOAYALUS (NpuBeanTe NpuMepsl,
HapUCynTe BPEMEeHHYI0 Anarpammy)? MNepeqyncinte 0CHOBHbIE CBOMCTBA LU(POBbLIX KOLOB
(MKM).

1. Y710 Takoe TponHoe pykonoxxaTtue TCP-npoTokona? Kakum cnocobom nepepatoTca
koMaHAbl/oTBeThl SYN, ACK? Kak onpefennTb Kakme nopThl «NPOoC/yLUNBAOTCA» U KaKue
npouecchl/npusioxxeHns B OC BbINOMHAIOT 3T0 NPOCAyLLMBaHne? NovyeMy KOHTPOJb
HecaHKumnoHupoBaHHoro TCP-Tpaduka npotue, 4yem UDP-Tpaduka?

2. NepeyncnmTe 0OCHOBHbIE TOMONOr MK CceTelr, onuwnTe X 0CoObeHHOCTH. B 4eM oTanyune
TOMONOrniA 3Be34a U LWNHA-B-TOYKe? YTO Takoe camMO3aXXKuBJieHe LBOMHOro KoMbLa,
HapuCymTe 1 onuwInTe.

3. YT1o Takoe TCP n UDP nopTbl? Kakum 0bpa3oM 1 a5 4ero oHu ncnosnb3ytoTca? Kak
BbIOMpaeTCs NyTb CeTEBbIX AaHHbIX BHYTPW CTeka NpoTokonoB Ans IP nakeTta? Kakne
TPaHCMOPTHbLIE NPOTOKOJIbI MOAAEPXKMBAIOT unicast, kakune multicast, a kakne broadcast
B3auMogencrTeme?

1. YTo Takoe 1 Kak peanusoBaHa NAT? [Ind pelleHna Kakmx 3agad ncnonb3yetcsa? Kakne
CYLLECTBYIOT OrpaHUYeHuns aTon TexHonornn? B yem ocobeHHocTn pabotel NAT nns TCP n UDP
TpagnkKoB?

2. B 4eM nges MHOroypoBHEBLIX MOLENEN CETU, O/ YEro OHU HYXXHbI 1 YEM OTINYAKOTCS OT
cTekoB? lNpuBeanTe NpmMMepsbl Mogenen, pacCMOTPEHHBIX B KypcCe.

3. Y7o Takoe I/Q MoaynaTop u Kakum obpa3oM oH paboTaeT? YTo HY>XXHO As TOro, 4Tobbl
peann3oBaTb €ro NporpaMMHO? Kakmne Buabl MOAYIALMM BO3MOXHbI C 1/Q MogynsaTopom?




1. MepeymncnmTe 3 OCHOBHbLIX 3/1EMEHTA MOHATUA «MPOTOKO» U MOACHUTE - YTO UMEHHO
O3HavaeT KaX bl Ha npuMepe HTTP-npoTokona.

2. Kakue 6biBatoT BMAbl agpecos B IPv6, ons 4ero Kakabln BuA npefHasHayveH? YTo Takoe
TYHHENNPOBaHWe 1 Kak CBSA3aHO C BHeapeHueM IPv6?

3. HapucyinTe KOHUrypaLnm To4Ka-ToO4YKa U MHOFOTOYEYHYI0 KOHUrypaumio. YTo Takoe
DTE (OO[L) n DCE(AKLL)? B kakoi KOHhUrypaumum BoO3HMKAET npobaeMa «MHOXXeCTBEHHOM0
LO0CTYyMa» 1 B YeM CyTb 3TON Npobnembl 1 Kak pewaeTcs (Ha npumepe n3BecTHbIX Bam
NPOTOKO0J10B)?

1. MepeyncnmTe TpaHCNOPTHbIE MPOTOKObI internet-ceTeln. Ha ocHoBe Yero genaet Bbibop
KOHKPETHOro TpaHcnopTa NPorpaMMnCT AN19 CETEBOro NPUIoXKeHns? Kakon TpaHCMOPTHEIN
NPOTOKO/ NMeeT MaLLUVHY COCTOSHUI N noYyemy?

2. Kakune ocobeHHocTun byayT y cermeHTa Ethernet, B koTopom Bpems aBonHoro obopoTta
bynet 515 6MTOBbLIX MHTEPBaNoB (06bACHUTE NoYeMy)? Kak 3T0 MPUMEHMMO K OYMJIEKCHbLIM
ceTsaM, 06bACHUTE Noyemy?

3. Kak BbIMoHAeTCS MapLllpyTusauma B ceTu Internet? Y1o Takoe aBTOHOMHbIE CUCTEMbI?
Y10 Takoe 3aBUCUMbIE N HE3ABMCMMbIE OT MPOBaNLEepPOB aipecHble NPoCTpaHCTBa IP-agpecos?

1. Y10 Takoe nepenayva wam genernpoBaHne 30Hbl DNS? YTo HY>XHO caenaTh, Y4ToObI
JenernpoBaTth 30HY (ONMWNTE Ka)kgoe OencTene)?

2. C 4yeMm CBSI3aHO OrpaHUYeHNE Ha KOMYECTBO KOMMbIOTEPOB B «MOCKOW CETU»? Kakune
CeTW Ha3blBaOT MJOCKUMM 1 NoYeMy?

3. YTo TakKoe KpuBas NoOMexoyCcTon4MBOCTY (BogonagHasa Kpuas)? Kakune CyLecTByoT
crnocobbl ee NoayyeHna AN 3afaHHOro Bmaa Moaynsaunm?

1. Kak paboTaeT 1 ona 4ero ncnosib3yeTcs NpoTtokon STP? Kakune moryT BbiTb Nnpobnembl
€ro Ucnonb3oBaHna 1 Korpa 6e3 Hero He 060NTUCH?

2. Yem oTnumyatoTca unicast, multicast n broadcasat nepepayn B IP-ceTsax. ECTb i 0TAMYNSA B
agpecax unicast n muticast nakeTos?

3. Y7o Takoe CIDR? MpuBenute npumep 3anucu agpeca IP-cetn B CIDR-hopmaTe. 3anuwimnTe
B CIDR thopmaTe (npedhmKcHOM hopMaTe) afpeca ceTeil K KOTOpPbIM NpuHaaiexar,
COOTBETCTBEHHO, XOCThl: 123.2.3.4/255.0.0.0, 11.22.33.44/255.255.0,
2.1.40.131/255.255.255.248.

1. Y70 Takoe n Kak pabotaeT DHCP? YTo HY>XHO 015 TOro, 4Tobbl NepenTu K
ncnonb3oaHunto DHCP? Kakune npobnemMbl MOXXHO pewnTb npumeHns DHCP? Kakune
NCMOJIb3YTCSA MOPThI Y TPAHCMOPTHbIE NPOTOKOJLI Ans peanunsauuy DHCP?

2. Kak paboTtaeT ARP-npoTokon (no waram)? Yto Takoe MAC-agpec 1 Kak ero onpeaennTb
ON19 KOMMbOTepa, 3a KoTopbIM Bl paboTaeTe? Movyemy ARP-NpoTOKON CYATAETCH O4€EHb
Hebe30nacHbIM, ONULWINTE CLIeHapuK aTak C npuMeHeHnem ARP.

3. Kakne fBe 0CHOBHble KOHUrypauum WiFi-ceTun cywectBytoT? YTo Takoe npobnema
CKPbITbIX TEPMUHAN0B? Buabl opbuT 1 apyrue xapakTepucTuKn CnyTHUKOBLIX CUCTEM CBA3MW.







