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1. Koo u HaumMeHoOBaHMe HanpaBJieHus noaroTtoBku/cneumnanbHOCTH:

02.04.02 dyHoameHTanbHasg nHpopmaTuka U UHPOPMaLIMOHHbIE TEXHOIOTUN

2. Mpodmnb noarotoBku/cneunanusaumsa: TexHONOrMm paspaboTkn MoBUNbHbIX
NPUNOXEHNN
3. KBanudukauma BbinyckHuka: Maructp

4. ®opma oby4veHusa: O4yHasg

5. Kacbenpa, oTBevarowan 3a peanmsauuio aucumniuHbl: Mamemamudyecko2o
obecneyeHus O9BM

6. CoctaButenu nporpammsbl: Jlebeges Muxann BuktopoBuy

7. PekomeHpoBaHa: HMC dakynbteta NMM, npotokon Ne5 ot 22.03.2024.

8. YuebHbIn ron:2025-2026 CemecTtp(bl): 4



9.Uenu n 3agaumn y4ye6HOM AUCLMNITUHBI

Llenu yyebHou ducyunmuHbl:

- [No3HakomMumb cmy9deHmMo8 ¢ OCHOBHbLIMU MpUHUUNnamu 6e3onacHocmu MobusibHbIX
ycmpolcme U UX 8aXXHOCMbIO 8 COBPEMEHHOM UHGhopMayUuoHHOM obuecmee.

- Paspabomamb noHUmMaHue 0CHOBHbIX y2p0o3 6e30nacHoCcmu, ¢ KOmopbIMU
cmarkugaromcs MobusibHble ycmpolicmea, makue Kak epedOHOCHbIE rpozpamMMbl, Kpaxa
O0aHHbIX, chuliuHe u Opyaue amaku.

- O3HakomMume cmyOGeHmMos8 C ys38UMOCMSIMU OrepPayUOHHbIX cucmem MOBUIIbHbIX
ycmpoucme (Hanpumep, Android u 10S) u cnocobamu ux rnpedomepauwjeHus.

3adayu y4yebHoU OuCcyurnIuHbI:

- MI3yyeHuUe OCHOBHbIX MPUHYUN08 U MepMUHOII02UU, C8513aHHbIX ¢ 6€30MacHOCMbHO
MOBUIIbHbIX ycmpoucme U OaHHbIX.

- AHanus yepo3 6e3onacHocmu MoburbHbIX ycmpolcme U u3y4eHue Memooos ux
npogunakmuku u obHapyXeHusl.

- O3HakomneHue ¢ Mmemodamu aymeHmucghukayuu u asmopusayuu 01 3awumel
docmyna K MobusibHbIM ycmpoucmeam U MPUioXeHUSIM.

- N3yqeHue npuHyunos 3awumsl 0aHHbIX Ha ypoBHE ycmpolicmea U npuoxeHud,
gK/oyasi wughposaHue u besornacHoe xpaHeHue raporsed.

10. MecTo y4yebHOM ancuunnuHbl B cTpykType OOI: (OucumnnmHa oTHoCUTCS K YacTi, opMupyemor
yyacTHMKamn obpasoBaTenbHbIX OTHOWeHWiA, 6roka B1. MaydeHne kypca [OMKHO 6a3npoBaTbCs Ha 3HAHWM
yyawmummncs matepuana kypca «OBbeKTHO-OpUMEHTMPOBaHHOEe MpOrpamMMupoBaHMe». [ucumnimHa sBnseTca
NPOAOIDKEHNEM AN U3yueHns Kypcos «CoshaHne MobunbHbIX npunoxeHunii Android» u «MporpammmpoBaHmie Ha

nnatgopme Android».



11. MnaHupyembie pe3ynbTaTbl O0y4YeHMA MO AucuumnnuHe/mMoaynio (3HaHUA, YMEHUS,
HaBblK1), COOTHECEHHbIe C NilaHNUpyeMbIMU pe3ynbTaTaMu OCBOEHUA oOpa3oBaTesibHOU
nporpammbl (KomneTeHUuusamMmu BbinyckHukoB): MK-1.1, MK-5.2, MK-5.3

mo oopaboTke u
aHaJM3y Hay4HO-
TEXHUYECKON
UHPOpMAITUH
Pe3yIbTaTOB
HCCIIEA0BAHUN

3HAHUSMH B 00JIACTH
MaTeMaTHYECKHUX B
€CTECTBEHHBIX HayK,
WHPOPMAITUOHHO-
KOMMYHUKAIIUOHHBIX
TEXHOJIOTHM.

Kon Hazsanwne Konu(sr) Wunukatop(bl) [Tmarnpyemsie pe3yabTaThl 00yJIeHHS
KOMIIETCHIINU

Cnocoben IIK-5 [Ipoextupyet 3HaTh:
BBIOUPATDH ApXHUTEKTYPY, COBpEMEHHBIE  S3BIKM  MPOrPaMMHUPOBAHUS,
TEXHOJIOTHH U orneanBanue I10, OCOOCHHOCTH J>KM3HEHHOTO ITMKJIA pa3paboTKh
cpencTBa MIPUMEHSET B [10, paznuynabIle METOAOIOTHH €T0 pa3padoTKH, a
pa3paboTKH MPAaKTUIECKOH TaKXe - MECTO TECTUPOBAHUS B IJaHHOM IIpoliecce
MOOMITBHBIX JeSITeTbHOCTH
TIPHIIOKEHUH, npoeccuoHaIbHBIE
OTIpEETISATh CTaHIapTHI B YMeTh:pemarb  NPUKIagHBIE  337ad9d = B
KITIOUEBbIC o0macTu npodeccHOHAILHOH ~ cepe  NesTeNbHOCTH,
CIIEHApUH TSt “H(OPMAITMOHHBIX | BIIaJieeT MaKeTaMH MPOrpaMMHOT0 o0ecrieueHus,
APXUTEKTYPHI TEXHOJIOTHA. OMEpaIiOHHBIMA ~ CHCTEMaMH,  ONPEeIeNsiTh
MOOUIIBHBIX HauOoJiee  3HAYMMBIC KPHUTEPHHM  KavecTBa
MIPUWIOKEHUM, HNmeer IIPOTPaMMHOI0 NIPOAYKTa, BBLIEIATD
pa3pabaTbiBaTh MIPAKTUYECKUAN OTBIT | ONTUMAIBHBIA BapHAHT.
HOBBIE B BbIOOpE
ANTOPUTMHUYECKHE, TEXHOJIOTHI
METOUYECKHE U cpencTB pazpaboTku | Bragers: TEXHOJIOTUAMHU pa3paboTku
TEXHOJIOTHYECKUE [0, ompenensier MPOrpaMMHOTO  OOECTedeHuss C  y4eToM
pemenus B chepe ey, TpeOOBaHM K OKPYKCHHUIO, aHATH3UPYS PUCKU U
pa3paboTku MPENIONIOKEHUSI M1 | BBIpaOaThiBasg  IJIaHBl 1O  BBITIOJHEHHIO
MOOMITBHBIX OTpaHUYCHHUS TECTUPOBAHUSI.
MIPUWIOKEHU N

IIK-1 | Crocoben I[IK-1.1 | O6nanmaer .
HPOBOAUTH PAGOTHI (byHIAMEHTATBHBIMI 3HaTh: aITOPUTMBI pEUICHHUS ITOCTABICHHON

3a/1a4¥ C y4ETOM UMEIOIIUXCS PECYPCOB

Vmertsh: q)OpMI/IPOBaTL OCHOBHBIEC METOAbI H

o aAXO0Abl K MMPOBCACHUTIO HAay4HO-

HCCJIEeI0BATEIBCKUX PadoT.

Bramers: MeTomaMu penieHus MPUKIIATHBIX
3aj1a4 B podeccruoHanbHOu cdepe
JIeITETLHOCTH.

12. O6bem gUucUUNNUHbI B 3a4eTHbIX eaMHuuax/yac — 3/108.

Popma NpOMEXYTOYHON aTTecTaumun: 3a4em ¢ OUeHKoU




13. TpyAoeMKocTb NO BuAam y4ebHom paboTbl

TpyooeMkocTb
Bua yuebHon paboTbl Bcero Mo cemectpam
4 cemecTp
AyOuTOpHbIE 3aHATUSA 36 36
nekuum 12 12
B TOM YuUCIE: npakTu4eckme 0 0
nabopaTtopHble 24 24
CamocTtodartensHas paborta 72 72
B TOM umucne: kypcoBas paborta (npoekT)
dopMa NPOMEXYTOYHOM aTTecTaumm — 3a4eT C OLEHKOM
WToro: 108 108
13.1. CopepxaHue QUCLUMNIIUHDI
n/n Peanunsauus
pasgena
HanmeHoBaHve pa3gena ONCLMNITUHBI C
CogaepxaHue pasgena aMcunninHbl
ANCUMNINHBI MOMOLLIbHO
OHIamnH-Kypca,
OYMK *
1. Nekuun
11 BeeneHve B 6esonacHoCcTb | 3HAKOMCTBO ¢ OCHOBaMU 0€3011aCHOCTH https://
MOBWIBbHbBIX YCTPONCTB: MOGHIIBHBIX YCTPOHCTB. PaceMarpuBaroTest https://edu.vsu.ru
OCHOBHbIE MOHATUA U KITIOUEBEIE TIOHSTHA. TAKHE KAK beszonacHocThb
NPUHLANGI. ’ MOOMITBHBIX
KOH(PUACHITUATHHOCTD, IETOCTHOCTD U TPHTOKEHHiT
JIOCTYITHOCTH JaHHBIX. edu.vsu.ru
Bbe3onacHocTh
MOOUIBHBIX
MIPUIIOKEHUI
1.2 Yrpo3bl 6e3onacHoCTH 3HAKOMCTBO C Pa3JIMYHBIMUA YTPO3aMHU https://edu.vsu.ru
MOBMIbHBIX YCTPOUCTB: 0€30IaCHOCTH, ¢ KOTOPBIMH CTaJIKHBAIOTCS besonachocts
BPEAOHOCHO MPOTPAMMHOe | | (o o o i MOOHIBHBIX
obecneyeHue, kpaxa yerp ) MPUIOKEHUH
OaHHbIX, PULLKHT 1 apyrue
aTaku.
1.3 OnepaunoHHble CUCTEMBI 3HAKOMCTBO C OCHOBHBIMH OTEPAIHOHHBIMHU https://edu.vsu.ru
MOBMIbHBIX YCTPOUCTB M UX | cprcremamy MOGHIIBHBIX YCTPOMCTB, TAKHE KaK BG%OHaCHOCT"
13BUMOCTM. . . MOOHIBHBIX
y Android u iOS, g
TIPUITIOKCHUN
1.4 MeToabl 0GHapyxeHus 1 3HAaKOMCTBO C METO/IaMH OOHAPYKEHUS U https://edu.vsu.ru
NPEAOTBpaLLEeHNSA _ | mpenoTBpaleHnsT BpeIOHOCHBIX IPHIOKEH I Ha | DE30NAcHOCTh
BPEAOHOCHBIX MPUMOKEHUA |\ o o o s o HeTRAX MOGHIBHBIX
Ha MOBUNBbHBLIX YCTPONCTBAX. yerp : MIPHUIOKCHHUN



https://edu.vsu.ru/
https://edu.vsu.ru/
https://edu.vsu.ru/
https://edu.vsu.ru/
https://edu.vsu.ru/
https://edu.vsu.ru/
https://edu.vsu.ru/
https://edu.vsu.ru/
https://edu.vsu.ru/

2. JlabopaTopHble 3aHATUSA

3.1 Pa3pabotka Ge3omacHoro | Peanusaums npunoxeHusi, Bklovarollero B cebs | https://edu.vsu.ru
MOGHILHOT'O aBTOpM3aLMio, WncpoBaHue, NpoBepKa Ha ya3BUMOCTHU | Be3omacHocTh
MOOHIIBHBIX
MIPUITOKEHUS: .
MPUITOKCHUN
3.2 M3yyeHne BO3MOXHOCTEM N3yuenune Bosmoxkuocreit Charles Proxy https://edu.vsu.ru
Charles Proxy Bbe3omacHoCTh
MOOHIIBHBIX
MIPUIIOKEHUN
13.2. Tembl (pasaenbl) AUCUUNINHBI U BUAbI 3aHATUN
Buabl 3aHATUIN (KONMYECTBO YaCOB)
Ne HanmeHoBaHue Tembl
n/n | (paspena) AMCLMNANHBL | fay iy MpakTuyeckve | NlaGopaTopHble Camocrositens | g
Hasl paboTa
BeepneHne B
6e30nacHOCTb MOBUMNbHbIX
N 2 2 20 24
YCTPOWCTB: OCHOBHbIE
MOHSTUS N MPUHLUMNbI.
Yrpo3bl 6e3onacHoCcTU
MOBUIbHbLIX YCTPONCTB:
BpeAOHOCHOE
nporpamMmmHoe 4 12 20 40
obecneveHne, kpaxa
OaHHbIX, QULLNHT 1
apyrue ataku.
OnepaunoHHbie CUCTEMBI
MOOWINBHBIX YCTPONCTB U 4 8 20 28
NX YSI3BUMOCTH.
MeTogbl 06HapyxeHus n
npeaoTBpaLLleHus
BPeLOHOCHbIX 2 2 12 16
NPUNOXEHNN Ha
MOOMNbHbLIX YCTPONCTBAX.
NToro: 12 24 72 108

14. MeToau4yeckue yKkasaHus onsi ooy4aroLmxcsa No 0CBOEHUI0 AUCLUNIINHBI
YkasaHue Hanbornee CroxHbIX pa3fenos, paboTa ¢ KOHCNEKTaMmM NEKLWA, Npe3eHTaUnoHHbIM MaTepuanom. Mpu
UCMOMb30BaHUN AUCTAHLIMOHHBLIX 06pa30BaTENbHLIX TEXHOMOMMIA U 3NIEKTPOHHOTO 0BYYEHUs! BLINOMHATL BCE
yKasaHus npenogasareneii no pabote Ha LMS-nnatdgopme, cBoeBpeMeHHO nofkmnoYathes k online-3aHaTusM,
cobnogaTh pekoMeHaaLUum no opraHn3aLnm caMoCTOATENbHOW paboThl.

15. lMepeyeHb OCHOBHOW W AONOSIHUTENLHOMW nUTEpaTypbl,

pecypcoB MHTEpHeT,

HeobXoaUMbIX ANA OCBOEHUSA AUCLUNIIUHBI (Crucok iumepamypbl 0GhoPMISIEMcs 8 COOM8emcmeuu
¢ mpebosarusimu FOCT u ucnonb3yemcsi obwjasi ckeosHasi Hymepauusi 07151 ecex 8Udo8 UCMOYHUKOS)
a) OCHOBHag nuteparypa:

http://znanium.com/bookread2.php?book=48937

Ne NcTouHmk
n/n

3m3uapckn, . iPHONE. Pa3paGoTka MpuIIoKeHHI ¢ OTKPBITBHIM KOJOM [ DiekTponHbIi pecype] / IIk.
1 3m3uapceku. - 2-¢ u3a. - CII6.: BXB-.netepOypr, 2009. - 357 c. - Pexxum nocrymna:

HapeuH 5H @ Android cGOpHUK peLlenToB: 3a4a4un U peLleHns ansi paspaboTymkos
npunoxeHun. /AH ®©. OJapsuH. M:Bunbsamc, 2017.-768 c.



https://edu.vsu.ru/
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3 OgpuyuanbHas dokymeHmauusi no obecrnevyeHuro besonacHocmu OC iOS:
https://www.apple.com/business/docs/site/iOS_Security Guide.pdf

0) pononHUTenbHasa nuteparypa:

Ne n/n MNCcTOYHMK

www.lib.vsu.ru — 3HB BI'Y
OWASP Mobile Security Project / 29 August 2019, at 08:11:

5 https://www.owasp.org/index.php/OWASP Mobile Security Project

6 OdmuymnanbHasa gokymeHTaums no obecneyeHnto 6esonacHoctn OC Android:
https://developer.android.com/training/articles/security-tips

7 https://edu.vsu.ru - O6pasosamerbHbIl nopmarn «31eKmpoHHbIU yHUsepcumem BlITY»-

3nekmpoHHbIl pecypc bezonacHocmb MOBUIIbHBIX MPUIOXKeHUU.

B) MH(pOpPMaALIMOHHbIE SNEKTPOHHO-06pa3oBaTenbHble pecypchl (oduumnansHblie pecypcbl UHTEPHET)™:
Ne n/n Pecypc

https://owasp.org/

17. OO6pasoBaTenbHble TEXHONOrMKU, MUCNOSIb3yeMble TMpu peanusaumm y4ebHOM
OUCUMNNUHBbI, BKMOYasA [OUCTaAHUMOHHbIe obpa3oBaTenbHble TexHonorum (OOT),
3aneKkTpoHHoe oby4yeHue (J0), cmewaHHOe OOyyYeHue):

HpI/I pean3anu JUCHUIIJIMHBI UCIIOJIb3YIOTCH MO,ZLYJIBHO-peI\/'ITI/IHFOBa}I N JINYHOCTHO-OPUCHTHUPOBAHHLIC
TEXHOJIOTUU 06y‘~IeHI/I$I (OpI/IeHTI/IPOBaHHble Ha HWHIAUBHUAYAJIBHOCTH CTYACHTA, KOMIIBIOTCPHBLIC U
KOMMYHHUKAIIUOHHBIC T CXHOJ’IOFI/II/I). B paMKax JUCHUILIMHBI NPEAYCMOTPCHBI CICAYIOMNUE BHUbI JICKLII/IfIZ
nH(pOpMaLIMOHHAs!, IEKIUA-BU3YyaJIU3allMsl, JIEKLUs ¢ IPUMEHEHUEM O0OpaTHOH CBSI3H.

Z[I/ICI_[I/IHJ'II/IHa peaIM3yCTCs C MPUMCEHCHUCM SJICKTPOHHOT'O 06y‘IeHI/I$I U AUCTAaHIIMOHHBIX O6pa3OBaTeJ'IBHBIX
TEXHOJIOTHH, JJI OpraHU3aIllii CaMOCTOSITEIbHOW pabOThl 0OYyJaroNIMXCsl MCIOJIb3YeTCs OHJIaWH-KYpC,
pa3menieHHbIii Ha Tatrdopme DnekTpoHHoro yHuBepcutera BI'Y (LMS moodle), a taxke apyrue
WNHTepHeT-pecypcsl, IpUBEAEHHBIE B 11.15B.

18. MaTepuanbHO-TeXHUYeCKoe obecrneyeHne AMCUUNIINHDbI: (MoHobrok Apple iMac MDO93RU/A
(14 wr.): npoueccop Intel Core i5 (2.70 GHz), onepatueHasa namaTb 8 6, HDD 1 T6, Bugeokapta GeForce GT640M
512M6, guaroHanb akpaHa 21,5"

Komnbtotep APPLE Mac Pro MD772RU/A Xeon W3565 B cocTaBe:

cucTteMHbIn 6ok APPLE: npoueccop Intel Xeon W3565, onepaTtuBHas namsaTe 86, HDD 2T6, Bugeokapta AMD
Radeon HD 5770

KommyTtatop HP ProCurve Switch 1400-24G

MynbTnmegua-npoektop BENQ MH535

Hocka marHMTHO-MapkepHas Ha cteHge (100x150cm), 2-ctopoHHsss, BRAUBERG PREMIUM

19. OueHo4Hble cpeAcTBa Ans NpoBeAeHUs TeKyLen U NPOMeXyTO4YHON aTTecTalun

MopsaoK OLEeHKM 0CBOEHMS 0by4YatoLmnmMmncs y4ebHoro matepuana onpeaensieTcs
coaepkaHneM crneayoLwmx pasgenos AUCUMMINHDBIL


https://www.owasp.org/index.php/OWASP_Mobile_Security_Project
https://developer.android.com/training/articles/security-tips
https://edu.vsu.ru/
https://owasp.org/

Ne
n/n

HanmeHoBaHue pasgena
AancunnnunHel (Moayns)

KomneTteHy,
ns(un)

NHankaTop(bl)
OOCTUXeHn4d

OueHouHble cpeacTBa

KoMneTeHunn

BeeneHue B
6esonacHocTb
MOOMMbHBIX YCTPONCTB: IK-5, TIK-1 IK-5 CobecepoBaHue.
OCHOBHbI€ NMOHATUA U
NPUHUUNDbI.

Yrpo3bl 6e3onacHoCT
MOBUNBHBIX YCTPONCTB:
BpeAoHOCHOE
nporpammHoe MK-5 IK-5 JlabopaTtopHas paboTa.
obecneyeHne, kpaxa
AaHHbIX, QULKHT U
ApYyrue aTaku.

Ol'lepaLl,l/IOHHbIe CUCTEMBbI
MOOMIbHbIX YCTPOWUCTB " K-5 K-5

CobecepnoBaHue.
UX YSI3BUMOCTMW.
MeToabl o6HapyxeHus n
npegoTepaLleHns
BPE/OHOCHEIX HK-5 TIK-5 JlabopaTopHas paboTa.

NPUNOXEHUA Ha
MOGMIIbHBIX YCTPOWCTBAX.

20 TunoBble OLEHOYHbIE CpeAcTBa M MeToAMYeCKUe MmaTepuanbl, onpegensiowme
npoueaypbl OLeHUBaHUA

20.1 TeKywWwMn KOHTPOSb ycreBaeMocTun

KOHTpOJ‘Ib ycnesaemMoCTu no ancuuniinHe ocyLecTBidaeTCcd C NoOMOLLbHO cneayrunX OueHOYHbIX

cpencTs:

Llenb nabopaTtopHon paboTbl: O3HaKOMUTLCS C OCHOBHBIMU PYHKLNAMM 1 BO3MOXHOCTAMM NPOKCK-
cepBepa Charles Proxy, a Takke npnobpecty npakTu4eckme HaBbIK1 UCMONb30BaHUSA 3TOro
WHCTPYMEHTa B aHanu3e un oTnagke ceteBoro Tpadwuka.

3apauu:

1. YcrtaHoBka u HacTpovika Charles Proxy: YcTtaHoBute npokcu-cepep Charles Proxy Ha
KOMMbIOTEP M HACTPONTE €ro Ansi nepexsaTta u aHanmsa ceTeBoro Tpaduka Mexay KimeHToOM u
cepBepoM.

2. [epexsat n aHanua HTTP-Tpacduka: 3anyctute Charles Proxy un HacTpowTe Balle yCTPOUCTBO
UNKn NpUoXeHue 415 UCNoNb30BaHWs NPOKCU-cepBepa. 3aTeM nepexsaTute u aHanusnpymTe
HTTP-Tpaduk, BkNtovasa 3anpockbl U OTBETbI MEXY KIMMEHTOM U CEPBEPOM.

3.  WMHcnektmpoBaHue SSL/ITLS-Tpaduka: Hactporite Charles Proxy ons nepexsata v 4elmdpoBKn
SSL/TLS-Tpadhuka, NO3BOMSOLWEro aHanM3mMpoBaTh 3aMdpoBaHHbIE COEOUHEHUS MEXAY
KNWEHTOM 1 CEPBEPOM.

4. V3ameHeHue u NoBTOpHast OoTnpaBka 3anpocoB: Ncnonb3ysa Bo3amoxHocTu Charles Proxy,
N3MEeHNTE COAEePXXMMOe 3anpoCcoB, BKMoYasa napaMeTpbl, 3arofloBKM U TeNo 3anpoca, a 3atemM
NOBTOPHO OTMpaBbTe 3anpoChl AN aHanu3a u TeCTUPOBaHUSA NOBEAEHUSA NPUMNOXKEHUN.

5. ®unbTpauma n mapkupoBka Tpadmka: Hactponte dunbTpbl B Charles Proxy ansa otobpaxeHus

TOJNbKO OnpeAeneHHoro Tuna Tpaduvka Unm 3anpocoB C onpeaeneHHbIMIU napameTpamu.



MapkupyiTe 1 LLBETOBbIMI KOAaMW BbiAeNAATE pasnnyHble TUMbl 3anpocoB Ans 6onee yao6HoOro
aHanusa.

3awumTa n obecneyeHne 6ezonacHocTu: N3yunte BoamoxHocTn Charles Proxy B obecneyeHnm
6e3onacHocTU, Takme Kak 6roKMpoBKa onpeaenieHHbIX 3anpocoB, AoGaBneHne ayTeHTUdMKaumm
UNu NpoBepKa LieNTOCTHOCTU AAHHBIX.

MepeyeHb 3adaHul, mem peghepamos, mem ripe3eHmauyud, Kypcosbix, 0ok1ados,

nabopamopHbix pabom mpebogaHusi K npedcmassieHUr nopmaouo

OnucaHne TexHonormm nposeneHus

TpeboBaHUS K BbINONMHEHWNIO 3a4aHMIA (MK LWKanbl U KPUTEPUM OLIEHMBAHUS)

20.2 NMpomexyTo4yHaa aTrecTaums

MpomexyToyHas aTTectaums No AUCUUMNIMHE OCYLLIECTBMNSETCS C MOMOLLbIO CreayLwmx

OLEeHOYHbIX cpeacTs: JlabopaTopHas paboTa, TecTbl ¢ BapnaHtamum oteeToB ([1K-1.1; MK-5.1; MK-5.2)

Llenb nabopatopHoi paboTbl: N3yuyeHne NpuHUMNOB 1 NPAKTUYECKMX aCNEKTOB peanu3aunm
aBTOpU3auuM B MOOUIbHLIX MPUIOXKEHUSX, a Takke NpuobpeTeHne HaBbIKOB B pa3paboTke 6e3onacHbIxX
MEXaHU3MOB ayTeHTUUKaALMN N aBTOPU3aLUN.

3apauu:

1.

MpoekTupoBaHue cuctembl aBTopusauun: Onpegennte TpeboBaHMSA U NPOEKTUPYNTE CUCTEMY
aBTOpM3auun ons MobunbHOro NpunoxeHus. PaccmotpuTe pasnnyHble MeToAbl
ayTeHTUdMKaLUN, Taknme Kak BXOA C UCNONb30BaHMEM MMeEHM nonb3oBaTens n napons, OAuth,
OpenID Connect v gpyrue.

PaspaboTka nonb3oBaTenbckoro MHTepdenca: CosganTte nonb3oBaTenbCKN NHTepdenc
MOGBUITbHOrO NPUNOXEHNA 4Nsi BBOAA YY4ETHbIX AaHHbIX U BbINOMIHEHMSA NpoLiecca aBTopusaumm.
ObecneybTe ygobcTBO UCNONb30BaHMs U 6e30MacHOCTb NPy BBOAE Napons.

Peanunsaums KnMeHTCKOM YacTu: Hanuwmnte koa KIMEHTCKOW YacTh MOOMIbHOIO NPUITOXEHWS
AN OTNpaBKKM 3anpoCoB Ha cepBep U 06paboTkn 0TBETOB. Peanunayinte MexaHn3mbl XpaHeHUS K
nepeaayn TokeHoB ayTeHTudukauun, Takux kak IWT (JSON Web Token).

PaspaboTka cepBepHon yactn: Co3ganTe cepBepHYyo YacTb NPUNOXEHUs, KoTopas byaet
obpabaTbiBaTh 3anNpoChl HA aBTOpU3aumio. Peanuayinte NpoBepKy y4eTHbIX AaHHbIX, reHepauunto
N NPOBEPKY TOKEHOB ayTeHTUMMKALMN, a TaKKe MeEXaHN3Mbl XpaHEHUS MOSb30BaTENbCKMX
OaHHbIX.

O6paboTka owmnbok 1 6e3onacHOCTb: YUTuTe BO3MOXHbIE Yrpo3bl 6€30MacHOCTM, TakMe Kak
nogdop napons, ataku nepebopa unu ouwnHr. Peanuaynte mexaHmambl 4ns o6paboTku
OWMOOK 1 3aLMTbl OT TaKMX aTak, HanpuMep, orpaHUYEHE Y1Cna NOMbITOK BBOAA Napons nunm
NCNoNb30BaHMe KpUnTorpauyeckux MeToA0B AN XpaHEHUS 1 nepeaayvm y4eTHbIX AaHHbIX.
TectnpoBaHue 1 otnagka: lNpoeeguTte TecTMpoBaHMe pa3paboTaHHOW CUCTEMbI aBTopu3auuu,
BKItOYasi MPOBEPKY NPaBuUibHOCTN paboTbl, 6€30MacHOCTM M YCTONYMBOCTU K aTakaMm.
Mcnonb3ynTe 0TNagoyHble MHCTPYMEHTbI ANA MAEHTUMUKaLUMM 1 UCnpaBneHms BO3MOXHbIX
npobnem.

MepeyeHb 3adaHul, mem peghepamos, mem ripe3eHmauul, Kypcosbix, dokriados, mpebogaHusi K

npedcmassieHuro nopmaosiuo, 80rPOCO8 K IK3aMeHy (3a4emy) u nopssidok gpopmuposaHusi KM

Mpumep TecToB

Yto Takoe "TecTmpoBaHune YepHOro awmka"?

MpaBWAbHbIM OTBET: NpoLleAypa NoayyYeHMa 1 BbIbOopa TECTOBbIX C/ly4aeB Ha OCHOBE aHa/n3a
cneymndukaymm

Uto Takoe ABTopusauma?



MpaBunbHbLIN OTBET: NpefoCTaBNeHne onpeaeneHHoOMy nnuy Unu rpynne nuu npas Ha
BbINOSIHEHNE onpeaeneHHbIX 4ENCTBUMN.

3. Y10 Takoe perpeccrMoHHoe TecTupoBaHue?
MpaBunbHbIN 0TBET: Koraa B nporpaMMHOM obecrneyeHnn BHOCATCS onpeaesieHHble N3MEHEeHUs
ONs1 NONyYeHUs1 XXeraemoro peayrnbTaTta, MNpOBOAMTCS PErpecCUoHHOEe TeCTUpOoBaHWe, YTOoObI
NpoBepuUTb, BNMSET NK TEKYyLLLAsA NTOrMKa Ha BbIXO4 U paboTaeT nu ¢ nporpaMmHbiM obecneyeHnem,
N NO-NMPEXHEMY BbIBOAUTCS XKEMaemblin pesynbTart.

4. Yto Takoe IPC Binder?
MpaBuNbHbIN OTBET: MEXaAHN3M, KOTOPbI NO3BONSET Bbi3biBaTh yAaneHHbIe 06beKkTbl Kak
nokarnbHble 1 06MeHnBaTbCS annoBbIMM AECKPUNTOPaMM MeXay npoLeccamu.

5. Yro Takoe AyTeHTupnkaums?
MpaBunbHbLIN OTBET: Npoueaypa NPOBEPKN NOAMMHHOCTK, HAaNpUMep, NPoBepka NOAMMHHOCTH
nonb3oBaTterns nyTem cpaBHEHMS BBEOEHHOro MM Napons ¢ naporieM, COXpaHeHHbIM B 6ase
OaHHbIX.

6. YTto Takoe oMWKNHI?
MpaBunbHLIN OTBET: BUA UHTEPHET-MOLLEHHUYECTBA, Lefbio KOTOPOro sIBMSETCS nonyveHne
[0oCTyna K KoHuaeHUManbHbIM AaHHbIM NofNb3oBaTenen — norMHam 1 naponsam

OnuncaHne TeXHONOrMM npoBegeHnsd

Tekywlast aTTectaymsa NPOBOAMTCS Ha 3aHATUM OAHOBPEMEHHO BO BCEW y4ebHOW rpynne B BUAE TecTa B
3AMEKTPOHHON  obpasoBaTenbHOM  cpefe  «ONEeKTPOoHHbIM  yHuBepcuTteT BlY», agpec kypca
— https://edu.vsu.ru/course/  TecT coctaBngetca ns matepuanos ®OCa, dopmupyeTca cuctemomn
aBTOMATUYECKM NYTEM J0OABNEHMSA CNyYanHbIX BONPOCOB, KONTIMYECTBO KOTOPbLIX COOTBETCTBYET 0O6pasLy
6uneta. bonbluas YacTb BONPOCOB NPOBEPSIETCS aBTOMATUYECKW, NPOBEPKM NpenogaBaTenem ¢ pyyYHbiM
oueHnBaHmeM TpebyrT TONbKO OTAENbHbIE BONPOCHI, NpeacTaBneHHble B opme acce. OrpaHmyeHme no
BPEMEHW Ha Kaxayto NonbiTKy — 14ac 30 MUHYT, KONIMYECTBO NOMbITOK — 1, BbICTABNEHNE OKOHYATENbHOM
OLIEHKM — MO BbICLLIEMY Banny.»

Kputepun oLueHKu:

OLlEHKa «3a4TeHO» BbiCTaBnsieTcs 0byyatoLeMycsi, ecrnv npaBuIibHbIA OTBET AaH He MeHee YeM Ha 60%
BOMPOCOB;

OLIEHKa «HE 3a4TEeHO» BbICTaBMNSETCA 00yYatloLWEMYCs, ECNU NPaBUIbHbIA OTBET AaH MeHee YeM Ha 60%
BOMPOCOB.

3agaHua pasgena 20.2 pekoMeHOYHTCS K MCMOoSb30BaHUIO NpU NpoBeAeHU AMarHoCTU4eCkmx paboT ¢
LieNbio OLIEHKMN OCTaTOYHbIX 3HAHWW MO pe3yribTataM OCBOEHUSA AaHHOW OUCLMNITUHBI


https://edu.vsu.ru/course/view.php?id=2988

