MuHobpHayku Poccum
®ELEPAJIbHOE TOCYOAPCTBEHHOE BIOA>KETHOE OBPA30BATEJIbHOE YYPEXOEHUE
BbICLLUEIO OBPA30BAHUSA
«BOPOHEXXCKUWI rOCY BAPCTBEHHbIN YHUBEPCUTET»
(®Pre0Oy BO «BIr'Y»)
YTBEP)XXOAIO
3aBenyoLmin Kaghenpon
bopucos OMuTpuin HUKonaesmy
Kathenpa nHHOPMaLMOHHbBIX CUCTEM
10.04.2024
PABOYASl NPOFPAMMA YYEBHOW AUCLUMNJINHBI
561.0.34 CeTu 1 CUCTeMbI Nepefadn nHGpopMaLmm
1. Kon 1 HauMeHOBaHMe HanpaBJieHUA NOAroTOBKU/CNeLuasibHOCTHU:
10.03.01 MHgopmaLmoHHaa 6e30nacHOCTb
2. Mpocdunb NnoAroToBKU/cNneLMann3aLma:
Be3onacHOCTb KOMMbIOTEPHBIX CUCTEM
3. Ksanudukauus (cteneHb) BbINyCKHUKA:
bakanaspuaTt
4. ®opma obyyeHusn:
O4Hasn
5. Kacdepnpa, oTBeualowasn 3a peaamsauunio AUCLUMNIIUHDI:
Kathenpa NHHOOPMALMOHHBLIX CUCTEM
6. CocTaBuTENIM NPOrpaMMbl:

CTpomoB AnekcaHap BukTopoBuY, K. .-M. H., CTapLLni rpenogaBatesib, (haky/IbTeT KOMIMbIOTEPHbIX
Hayk, Kageapa NMHMHOPMaLMOHHbIA CUCTEM

7. PekomeHpoBaHa:

npoTokoa HMC ®KH Ne5 oT 05.03.2024

8. Y4yeOHbIN ron:

2026-2027

9.lenu n 3apaumn y4ebHOU AUCLUNANHDI:

M3yYEeHNe OCHOB TEXHOOM M MHPOPMALMOHHBIX CeTel; NpnobpeTeHne HaBbIKOB

MPOEKTNPOBaHWS, peasn3aLnm 1 ynpasiaeHns aaHHbIMK cucTeMami. CTaBsATCS 3aayn NO3HAKOMUTb
CTYAEHTOB C 3TaJIOHHbIMW MOLENSMI YPOBHEBLIX MPOTOKOJIOB U Ha UX OCHOBE MPOBECTMW MOYPOBHEBOE
PAaCCMOTPEHUE 3/IEMEHTOB CETEBON MHPPACTPYKTYPbI. HaBbIKM MPOEKTUPOBAHNS, peann3aunm,
yNpaBfiEHNs N MOWNCKA HEUCNPABHOCTEN CETEBON NHGPACTPYKTYPbI CTYAEHTbI MprobpeTatoT B X04e
BbIMOJIHEHMS 1Ta60PATOPHbIX 3aJaHWIA.

10. MecTo y4yebHOM aucuunAnHLI B CTPYKTYype OOM:

ancumnnanHa 6a3o0Boi YacTu UnkKna. BxoaHble 3HaHMA B 061acTu KypcoB: «MaTeMaTUYeCKUn aHanms»,
«Teopns BEPOSATHOCTEN N MaTeMaTMYeCKas CTaTUCTMKa», «Teopus nHpopMaLnms.

11. NMnaHupyemblie pe3ynbTaTbl 00y4YeHusa no gucuunauHe/Moaynio (3HaHUA, YyMEeHUSA, HAaBbIKH),



COOTHEeCEeHHble C NJIaHUpPyeMbIMU pe3yJsibTaTaMU OCBOEHUA oGpasoBaTeanoﬁ nporpamMmmbl
(koMneTeHUUAMHU BblnyCKHVIKOB) U UHOUKaTOPaMU UX AOCTUIXKEHUA:

Kop » Ha3BaHue
KOMMNeTeHLUNn

OMK-9 CnocobeH NpuMeHsTb
cpencTaa
KpunTorpau4eckon u
TEXHUYECKOW 3alLUNTbI
NHOPMaL MK ONs pelleHns
3afa4 NpoeccMoHanbHOM
nesaTenbHoCTy;

OMNK-9 CnocobeH NpuMeHaTb
CcpencTaa
KpunTorpau4eckon u
TEXHUYECKOW 3alLUNTbI
NHOPMaL MK ONS pelleHns
3afa4 NpodeccMoHanbHOM
0eAaTenbHoOCTH;

OMNK-9 CnocobeH NpuMeHATb
cpencTsa
KpunTorpadun4eckom u
TeXHUYEeCKOon 3aLuThbl
NHMOPMALMK ONS peLleHuns
3a4a4 npogecCcnoHaabHON
NeaTenbHOCTH;

Kon v Ha3sBaHue NHOWKaTOpPa
KoMneTeHunn

OlMK-9.1 3HaeT npuHUUNbI
NOCTPOEHNS CUCTEM K CETEN
3NEKTPOCBA3MN;

Orl1K-9.2 3HaeT COBpeMeHHbIe
BUObI MHPOPMALMOHHOIO
B3aVMOAENCTBMA U
obcny>XnBaHus
TeNeKOMMYHUKALMOHHbIX CeTen
n cucTem;

Orl1K-9.3 ymeeT npoBoAnTb
aHann3 nokasaTenem

3 hEKTUBHOCTU CETEN N CUCTEM
TeNeKOMMYHUKaLMIA 1 KaYyecTBa
npenocTaB/I EMbIX YCAYT;

12. O6beM aucLUNIMHBbI B 3a4€THbIX eguHULLax/4yac:

2/72

®opMa NpoMeXXyTOYHON aTTecTaluu:

3a4eT C oL eHKoMN

13. TpypoeMKOCTb NO Bupam y4yebHou paboTbl

3HaHu4, YMEHWNA, HaBblKW

3HaeT NPUHLUMbI MOCTPOEHUS
CceTen CBA3N.U nepenayn
NHMOopMaLmm

YMeeT KnaccuguumpoBaTb
(PyKLMOHANBHOCTb 3/1EMEHTOB
CeTen CBA3N.U nepenayn
NHOpMaL MK Mo CEMUYPOBHEBON
mMoJenv B3auMoLencTBma
OTKPbITbIX CUCTEM.

Brnapeet meTonamu
MoennpoBaHua
TeNIeKOMMYHUKALMOHHbIX CeTeN.

3HaeT NPUHLMMbI
B3aUMOLenCTBuUA
TeNeKOMMYHUKALUOHHbIX CUCTEM
COrJlaCHO NpUHUMNam
B3aVMOAENCTBMA OTKPbIThIX
CUCTEM.

YMeeT HacTpamBaTb OCHOBHblE
TUNbl TEIEKOMMYHUKALNOHHOMO
obopynosaHus IP ceTern.
Bnapgeet metogamu
MOLENNPOBAHNSA KOMMbIOTEPHbIX
CeTen N COOTBETCTBYIOLLUM
NporpaMMHbIM obecrevyeHnem.

3HaeT 0COBHbIE TPEHObI PA3BUTUS
TeNeKoOMMYHUKaLWIA.

YMeeT oueHBaTb NOTPeObHOCTM
NoNb30BaHTENSA B BUAAX YCNYrn 1
NX Ka4yecTBe.

BnageeT OCHOBHbIMMK NMakeTaMmu,
NPUMEHSEMbIMUN 1 PACCYETOB 1
MOLENNPOBaHUS B
TeNeKOMMYHUKaLNAX.



Bunpg y4yebHon paboThl

AyLNTOPHbIE 3aHATUSA
JIeKUMOHHbIE 3aHATUSA

MpakKTnyYeckune 3aHATUA
NabopaTopHble 3aHATUA
CamocToaTenbHas paboTa

KypcoBas paboTa
MpoMeXxyTo4YHaa aTTecTaums
Yacbl Ha KOHTPOJb

Bcero

13.1. Copep>XaHue AUCLUMJINHBI

n/n

1.1

1.2

1.3

14

1.5

HanmeHoBaHMe
pasgena
OUCUNNANHBI

Jlekuunn

Mogoenb
B3aMMOAEeNCTBUS
OTKPbITbIX
cucTem

Cuctema

LMPOBO CBA3M

CurHansl

O6Lne BonpoCh!
NMOCTPOEHMUA
ceTen

Mogaynsauus

ConepxaHue pasgena
OUCUUMAUHBI

PacmoTpeHune
CEMUYPOBHEBOW MOLENN
B3aVMOAENCTBMA OTKPbITbIX
cmucteM. OueHka eé ponu B
NOCTPOEHUU U U3YYEeHUN
CeTen CBA3MN.

PaccmoTpeHune 0606LWEHHON
MoZenun unhpoBO CUCTEMBI
cBA3n. NzyyveHune
HavMeHOBaHUN N PyHKLMIA
€€ OCHOBHbIX 3JIEMEHTOBIO

Knaccugpunkaums n npuMepsl
CUrHaJsoB.

OCHOBHbIE MOHATUSA O
nporpaamMHoM U
annapaTHoM obecnevyeHnn
ceTen. Knaccngpukauus
KaHasoB CBA3W. [oHATuKE
CeTeBOW TOMoOJIOrMK. 3adava
KOMMYyTaLuuu.

Knaccugukauunsa Tunos
MOy ALMU/MaHNNY NALNN.
Cneumndurka npuMeHeHUs.

CemecTp 6 Bcero
58 58
30 30
14 14
14 14
14 14
0
0 0
0
72 72

Peanusauunsa pasgena AUCUUNANHbI C
MOMOLLbIO OHNaNH-Kypca, DYMK

https://edu.vsu.ru/course/view.php?id=4035

https://edu.vsu.ru/course/view.php?id=4035

https://edu.vsu.ru/course/view.php?id=4035

https://edu.vsu.ru/course/view.php?id=4035

https://edu.vsu.ru/course/view.php?id=4035



n/n

1.6

1.7

1.8

1.9

1.10

1.11

1.12

1.13

1.14

HanmeHoBaHue
pasgena
OVNCLUMNINHBI

lpoBogHbIE ceTu

Kogep kKaHasa

KomnpoMuccol
npwu
NCMoJib30BaHNN
Mooy nALUn 1
KOOMpPOBaHNSA

becnpoBofHble
CceTun Ha npumepe
cTaHpapTa IEEE
802.11 (Wi-Fi)

Anopecauns B
cTeke
NPOTOKOJI0B
TCP/IP: IPv4

MpoTokon IP

MpoTokosibl UDP
n TCP

MpoToKOobI
MapLupyTh3aumum
cteka TCP/IP

ATaku Ha
TPAHCMOPTHYIO

NHPaCTPYKTYPY
cetun

lpakTnyeckne
3aHATMA

Conep)xaHue pasgena
OVNCLMMANHBI

Knacugukkaumnsa un
cneumguKa 0OCHOBHbIX
TUMOB COBPEMEHHbIX
NPOBOAHbLIX CETEN.

N3yyeHne 6104HbIX 1
CBEPTOYHbLIX KOLOB
NMOMEX03aLUNTHBIX KOLEKOB.
MeToAabl LEKOANPOBAHNA.

Bonpocekl Bbibopa n
B3aWMHOr0 BANSAHNSA
TUMNOB MOAYNALNN 1
KaHaJIbHOro KOAWPOBaHNA

V3yyeHune cneuymndukn
NOCTPOEHNS COBPEMEHHbIX
6enpoBOHbIX CeTel Ha
npuMmepe ctaHgapTa IEEE
802.11

Tunbl agpecos. AopecHoe
NPOCTPaHCTBO.
Pacnpenenexve anpecos.
MNounck no agpecy.

3y4eHune npotokona IP

3y4eHne npoTtokosios UDP
n TCP

Knaccugukauusa n npuMepsbl
NPOTOKOJ10B
MapLipyTmnsaumm,
NCMoJib3eMblX B

cteke TCP/IP.

Knaccugumkaums n npuMepsl
aTaK Ha TPaHCMNOPTHYIO

WH(PACTPYKTYpy ceTu

Peanusauusa pasgena AUCLUMINHBI C
NOMOLLbIO OHNaMH-Kypca, IYMK

https://edu.vsu.ru/course/view.php?id=4035

https://edu.vsu.ru/course/view.php?id=4035

https://edu.vsu.ru/course/view.php?id=4035

https://edu.vsu.ru/course/view.php?id=4035

https://edu.vsu.ru/course/view.php?id=4035

https://edu.vsu.ru/course/view.php?id=4035

https://edu.vsu.ru/course/view.php?id=4035

https://edu.vsu.ru/course/view.php?id=4035

https://edu.vsu.ru/course/view.php?id=4035



n/n

2.1

2.2

2.3

3.1

3.2

3.3

HanmeHoBaHue
pasgena
OVNCLUMNINHBI

O6uwwue BoNpoChI
NMOCTPOEHMUSA
ceTen

ALpecauuns B
cTeke
NPOTOKOJI0B
TCP/IP: IPv4

[poToKoJib
MapLpyTur3aumm

cTeka TCP/IP.

NabopaTopHkle
paboThl

Mogoynauunsa

KoZep kKaHana

KoZep kKaHana

Conep)xaHue pasgena
OVNCLMMANHBI

PacyeT Broa)KeTa MOLLHOCTU
N OCHOBHbIX XapaKTePUCTUK
KOMMYHWKaLMOHHOW
CUCTEMb

lMnaHnpoBaHMe agpecHoro
npocTpaHcTBa IPv4-ceTeln n
co3faHue ceTu

KoHdurypuposaHue
NHDPACTPYKTYPHbIX CNTYXO
[P-ceTn: DHCP n DNS.

N3yyeHune CKK.
OnpepeneHne BEPOATHOCTH
bruToBOM OWINBKMN Kak
(DYHKLNN OTHOLLEHNA
CUTrHanN-Wym ans
pa3nNYHbIX BUAOB
MOLYyNALNM

N3y4eHne 6n104HOro KoLeKa
KaHana. ViccnepoBaHue ero
3hheKTnBHOCTH.

/3y4yeHune cBEPTOYHOrO
Ko4eKa KaHana.
WiccneposaHwve ero
3(pPeKTUBHOCTMN.

13.2. Tembl (paspensl) AUCLUNANHBI U BUObI 3QHATUMA

Ne
n/n

HanmeHoBaHue
TeMmsbl (pa3gena)

Mogoenb
B3aMMOAENCTBMUA
OTKPbITbIX
CcucTem

Cucrtema
LM POBOI CBA3M

JleKUNOHHbIe
3aHATUSA

lpakTnyeckne
3aHATMA

Peanusauusa pasgena AUCLUMINHBI C
MOMOLLbIO OHNanH-Kypca, DYMK

https://edu.vsu.ru/course/view.php?id=4035

https://edu.vsu.ru/course/view.php?id=4035

https://edu.vsu.ru/course/view.php?id=4035

https://edu.vsu.ru/course/view.php?id=4035

https://edu.vsu.ru/course/view.php?id=4035

https://edu.vsu.ru/course/view.php?id=4035

NabopaTopHble CamocToATenbHas Bcero
3aHATNS paboTa

1 3

1 3



No
n/n

10

11

12

13

14

HanmeHoBaHMe
TeMbl (pasgena)

CurHansl

O6wme Bonpochl
NoCTpoeHns
ceTen

Mogynsauns
[poBogHbIE CeTU
KoLep kaHana

KoMnpomuccbl
npwu
NCNONb30BaHUN
MOLYNALUN 1
KOLMPOBaHMA

becnpoBofHble
CeTn Ha
npumepe
ctaHgapta IEEE
802.11 (Wi-Fi)

Anpecauus B
CcTeke
NPOTOKOJIOB
TCP/IP: IPv4

MpoTokon IP

MpoTokonbl UDP
n TCP

[poToKOJIbI
MapLUpyTM3auum
cteka TCP/IP.

ATaku Ha
TPAHCMOPTHYIO

MH(ppaCprKTypy
ceTun

JleKUNOoHHbIE
3aHATUSA

30

MpakTunyeckmne
3aHATUSA

14

JNabopaTopHsble
3aHATNA

14

CamocTosiTenbHas
paboTa

1

14

14. MeToaunyeckue yKasaHus gnsa oby4aloLmUXcs Mo OCBOEHUIO OUCLUMNIINHDI

ducunnnnHa Tpe6yeT pa60TbI C (1)6I7IJ'I<’:]MI/I-I'Ip€3€HT3LI,I/IFIMVI NeKumn n COOTBETCTBYHOLWMMNU IraBaMu

Bcero

14

72



PEeKOMEeHA0BaHHON OCHOBHOW IMTepaTypbl, @ TakxXe, 0653aTeNbHOro BbIMOJHEHNS BCEX TAabopaTOPHbIX
3aflaHni B KOMMbIOTEPHOM Knacce. CaMoCTOoATeNbHAA NOATOTOBKa K 1abopaTOPHbLIM 3aHATUAM He
TpebyeTcs, T.K. HeobX0AMMblE PEKOMEHAALUM AAOTCA B ayANTOPUN, rAe BbINONHATCSA NabopaTopHble
paboThbl.

CamocToaTenbHasa paboTa NpoBOAMTCA B KOMMbIOTEPHBIX KNaccax PKH ¢ ncnonb3oBaHMeM MeTOANYECKMX
MaTepranoB PacrosioXXEHHbIX Ha y4ebHo-MmeToamn4eckom cepeepe ®KH "\\fs.cs.vsu.ru\Library” n Ha
cepBepe Moodle BI'Y moodle.vsu.ru . Bo BpemMsi caMmoCToSTeIbHOM PaboThl CTYAEHTbI NUCMONb3YIOT
3JIEKTPOHHO-6MBNNOTEYHbIE CUCTEMBI, LOCTYMHbIE Ha NopTane 30HanbHoM brubnnoTtekn BI'Y no agpecy
www.lib.vsu.ru. YacTb 3agaHunin MoXXeT ObITb BbINOJIHEHA BHE ayAUTOPWIA Ha AOMALLIHEM KOMIMbIOTEPE,
nocsie KONMpoBaHMA MeTOANYECKUX YKa3zaHui 1 Heobxogumoro MO ¢ y4yebHo-MeToaMYEeCKOro cepepa
OKH.

15. MepeyeHb OCHOBHOMW M AOMNOJIHUTENILHOW NIUTEPATYPbl, PECYPCOB MHTEPHET, HE0OX04UMbIX
AJI OCBOEHUA OUCLUNINHBI

No NCToYHMK
n/m
1 Jdemungos, J1. H. OCHOBbI 3KCMyaTaLuum KOMMbIOTEPHbIX CeTeN: y4ebHuk ansa bakanaspos / J1. H.

Jdemugos. - Mockga : lpomeTten, 2019. - 799 c. - Pexxum goctyna: rno nognucke. - URL:
https://biblioclub.ru/index.php?page=book&id=576033 (nata obpaiuexHuns: 24.06.2021). -
bubawnorp.: c. 750 - 752. - ISBN 978-5-907100-01-5. - TeKCT : 371€KTPOHHbIM.

6) nonosHMTeNbHAs AuTepaTypa:

No NCTOYHUK
n/n
1 YMHswKuH, C. B. OcHoBbl Teopun ungpposon 06paboTku curHanos : y4ebHoe nocobue : / C. B.

YMHALIKWH. - 5-e n3g., ncnpasi. n gon. - Mocka : TexHocgepa, 2019. - 550 c. - Pexxum
aoctyna: no noanucke. - URL: https://biblioclub.ru/index.php?page=book&id=597188 (nata
obpawyeHus: 24.06.2021). - ISBN 978-5-94836-557-2. - TEKCT : 3/1€KTPOHHbIU.

B) MH(OPMALIMOHHbIE 371EKTPOHHO-06pa3oBaTe/IbHbIE PECYPChI:

Ne n/n NcToYHmK

1 BubnunoTteka BIY, http://www.lib.vsu.ru

2 Cepsep y4ebHo-MeToanYecknx matepuanos ®PKH, \\fs.cs.vsu.ru\Library
3 Cepsep Moodle BI'Y, http://moodle.vsu.ru

16. NepeuyeHb yuebHO-MeTOAMYECKOro obecnevyeHns gnsa camocToaTesbHON paboTbi

Ne n/n NcTo4HMK
1 Cepsep y4ebHo-MeToAnYeckux MaTepmanoB ®KH, \\fs.cs.vsu.ru\Library

2 Cepsep Moodle BI'Y, http://moodle.vsu.ru



17. ObpasoBaTenbHble TEXHONOIMU, UCNOJIb3yeMble NPU peannsauumn y4ebHOW AUCLUNINHDI,
BKJIlOYasA OUCTAHUMOHHbIe oOpa3oBaTenbHble TexHonoruun (AOT), anekTpoHHoe obyuyeHue (30),
CMellaHHoe obyyeHue):

1. TexHonorusa BupTyanusauum - cpefa supTyanumsaunu Oracle/Sun Virtual Box

2. dNeKTPOHHO-bnbAnoTeyHas cnctema «YHmnsepcuteTckas bubnmnorteka online», http://biblioclub.ru
3. ObpazoBaTenbHbin nopTan Moodle (cepeep Moodle BI'Y) 40T, 30

4. OnepauuoHHasa cuctema GNU/Linux (anctpubytmne Ubuntu).

5. MO MATLAB.

6. MO Packet Tracer.

18. MaTepuanbHO-TEXHUYECKOE obecneyeHne AUCLUNIUHDI:
1. JleKUMOHHasA ayauTOpPUA, OCHaLLLEHHas BUAEOMPOEKTOPOM.

2. KoMmnbloTepHbI Knacc ansa nposeneHns nabopaTopHbIX 3aHATUN, OCHALLEHHbIN MPOrpPaMMHbIM
obecneyeHmem VirtualBox, MATLAB, Packet Tracer. O6bem onepaTuBHOM NamMsaTK Ha paboyee MeCTo He
MeHee 2Ib.

3. JlabopaTopusa ceTen n CUCTEM nepemadn nHhopMaLumm.
19. OueHo4YHbIEe CpeacTBa AJA NPOBeAeHUA TeKyLLEeN U NPOMEeXYTO4YHOW aTTecTauumn

MopsAoK OLEHKM 0CBOEHMS 00yYaloLWMMNCS y4ebHOro MaTepuana onpeaenseTcs Coaep>XXaHmem
cnefyowWwmnx pas3aenos AUCLUMAUHbI:

Ne Pazpensl Kogn Kopn OueHoYHble CpeacTBa Ons TeKyLen
n/n  OUCUWNINHBI KoMMeTeHuun NHANKaTOpa aTTecTauun
(Mopynu)
1 Nekuymn 1.1 -1.5 OonkK-9 OnkK-9.1 JNlabopaTopHasa paboTta 3.1
2 Jlekumm 1.6 - 1.9 OrnkK-9 OlnK-9.2 NabopaTopHble paboThl 3.2, 3.3
3 Jlekuymn 1.10 - OrK-9 OrnK-9.3 MpakTnyeckme paboTbl 2.1 - 2.3
1.14

MpomMe)XyTo4YHas aTTecTaums

®opMa KOHTPOJIA - 3a4€T C OLEHKOM

OueHoYHble CpeacTBa A1 NPOMEXYTOYHON aTTecTaumm
TeopeTunyeckunin BONpoc, NpakTU4eCcKoe 3aaaHme.

20 TunoBble OUuEeHOYHble CPeaAcTBa U MeToAMYeCcKUue MaTepuansl, onpepensiowme npouenypbl
OLLeHMBaHuSA

20.1 TeKyLwwMN KOHTPOJIb YCNEBAaeMOCTH
KOHTpONb ycneBaemMoCTH No AUCLUMNIVHE OCYLLEeCTBAAETCS C MOMOLLbIO CeAyIoWNX OLEeHOYHbIX CpeaCcTB:

Ins oueHUBaHUA pe3ynbTaToB 06y4eHUst Ha 3a4eTe C OLLeHKON ncnonb3yeTcs 4-6annbHas Wwana:
«OTJINYHO», «XOPOLLO», «y[0BNETBOPUTENIbHO», «HEYA0BNETBOPUTENLbHO». COOTHOLLIEHWE NoKa3aTeneln,
KPUTEPMEB N LWKaJbl OLLEHUBAHUSA pe3ybTaToB 0b6y4eHus:



YpoBeHb
KpuTepumn oueHNBaHNSA KOMAETEHLUN ChOpMMPOBAHHOCTY LLIkana oueHoK
KOMMeTeHL NN

Obyyatowmnca B NOAHOM Mepe BAafAeeT NOHATUNHBIM
annapaToMm npegmeTHon obnacTtu, cnocobeH
WUNNIOCTPUPOBATL OTBET NPMMEpPaMu, AaHHbIMM MoBbILEHHbIA YpOBEHb  |OTANYHO
Hay4HbIX NCCNe0BaHNI, MPUMEHATL TEOPETUYECKUNE
3HaHMA 015 peweHnsa NPpakTUYecKux 3amnau.

Obyyatowmmncs snageeT NOHATUNHLIM annapaTom
fLaHHon obnacTu, cnocobeH hopMynnMpoBaTb OCHOBHbIE
NOHATUS, HO 3aTPYLHAETCA NPUBOLUTL NPUMeEpSI,
XapakTepu3yloLine ocobeHHOCTU npeaMeTHON obnacTu

Obyyawmnca 4YaCTUYHO BlageeT OCHOBaMM
ANCUMNANHBI, (hparMeHTapHo cnocobeH
hbopMynMpoBaTb OCHOBHbIE MOHATUSA, HO 3aTpyAHsAeTCs |[TOpOroBbI YPOBEHL Y10BNEeTBOPUTENBLHO
NPVBOANTL NPUMEPbLI U MPUMEHSIOLLMECS B HUX
TEXHO0r UK

ObyyatoWmMncs 4EMOHCTPUPYET OTPbIBOYHbIE,
(hparMeHTapHble 3HAHNS HE MOHNUMAET OCHOBHbIX
NOHATUA NpeLMeTHon 0bnacTn n gonyckaeT rpybole
ownbku.

20.2 MpomMeXxyTouyHasa aTrecraums

ba30BbIN YPOBEHb XopoLwuo

HeynoBneTBopuTENbHO

MepeyeHb NPaAKTUYECKNX 3aJaHuI
1 PacyeT 610)KeTa MOLHOCTU N OCHOBHbIX XapaKTEPUCTUK KOMMYHUKALMOHHOW CUCTEMbI

2 N3yyeHne CKK. OnpeaeneHve BepoSTHOCTU 6UTOBOI OLIMOKMN KaK (hyYHKLUW OTHOLLEHWS CUMHa-
WyM A8 Pa3INYHbIX BULOB MOAYNALNM

3 MnaHnpoBaHMe aapecHOro NpocTpaHcTBa IPv4-ceTen n co3gaHne cetu
4 KoHunrypupoBaHme nHGpacTpyKTypHbIX cny>x6 IP-cetn: DHCP n DNS.

5 MopenvpoBaHune Kofepa KaHasa B cucteme MATLAB.

Bonpockl K TeopeTU4eCcKom YacTh NepBON NMPOMEXXYTOYHON aTTecTauunm
1. Onpenennte NOHATUA MHDOPMALUN N AaHHbIX. ECTb 1 Mexay HUMMW OTINYmnS?

2. YTo Takoe MPOTOKON 1 UHTEPPENC C TOYKMN 3PEHNS MOLEM MHOFOYPOBHEBOI0 MEPaPXNYeCcKoro
B3auMoeincTBnA? Kak MHOrOypOBHEBLIE NepapXnYeckne Moaenu ynpoLaT OnncaHne CA0XKHbLIX CUCTEM?

OnuwnTe MoLenb B3aMMOLENCTBUS OTKPbIThIX CUCTEM. YTO Takoe CTeK NPOTOKON0B?
OxapaKTepusymnTte gpur3nyeckunin yposeHb mogenu OSI.

OxapaKTepusymnTe KaHasbHbIN ypoBeHb Moaenn OSI. YTto Takoe MAC?

3

4

5

6. OxapakTepusyinTe ceTeBon ypoBeHb Mogenu OSI.

7. OxapakTepusynTe TPaHCNOPTHbLIN ypoBeHb Moaenn OSI.

8. OxapaKTepusyinTe CeaHCOoBbIN ypoBeHb Moaenn OSI.

9. OxapakTepusyinTe ypoBeHb NpencTaBneHns mogenun OSI.

10. OxapakTepu3synTe npuknagHom yposeHo mogesnm OSI.

11. MNepeyncnnte 1 KPaTKO 0OXapakTepusynTe oba3aTeslbHble 31EMEHTbl CUCTEMbI LG POBOI CBA3N.

12. OxapaKTepusynTe KogMpoBaHue / [EKOAMPOBAHME NCTOYHIMKA, WNDpoBaHMe / oewmndpoBaHume,
KaHajlbHoe KoAMpoBaHue / eKoaMpoBaHue.

13. Y10 Takoe nmnynbCHasg Moaynauns / gemonynauma?



14.
15.
16.
17.
18.
19.
20.
21.
22.

an

23.
24,
25.
26.
27.
28.

YTo Takoe nosiocoBas Moaynauma / gemonynauma?

3a4eM Hy>KHa CMHXpoHU3auuna?

OxapakTepusyinTe 6eCnpoBOAHbIN KaHasl KakK 31eMEHT CUCTEMbI LINGPOBOIN CBSA3MN.
YTo Takoe UCTOYHUK MHGopMaLnumn?

Y10 Takoe BUTOBLIN NOTOK?

Y70 Takoe 6on?

YT0 Takoe CKOpOCTb nepefayn SaHHbIX?

Y10 Takoe LndpoBon curHan?

YeM oT/AMY4aeTCa aHanoroBbI CUrHaN OT AUCKPeTHOro? Mo Kakum napameTpam MoXXeT BbiTb
CKPETU3NPOBaH CUrHan?

Kakue crvrHasbl Ha3blBalOT 3HEPreTUYeCKUMn?

Kakune curHasbl Ha3blBalOT MOLLHOCTHLIMA?

Y10 Takoe nepmoamnyeckmn curHan? Kakme curHasbl Ha3blBalOT rapMOHUYECKUMIN?
Y10 Takoe genbTa-PyHKUMSA Jupaka n pyHKUUS XeBucanga?

Y10 Takoe pan dypbe? Kakme yHKLMN MOXHO Pa3oXunTb B TaKow pag?

Y10 Takoe npeobpasoBaHne Pypbe? Kakme yHKLMM MOXHO NOABEPrHYTh Npeobpa3oBaHuio Pypbe?

29. Hanuwwute chopmyny dnnepa. HTo Takoe BEKTOPHOE NpeacTaBieHne CMHyconabl?

30. OxapakTepun3ynTe KJIMEHTCKUIN N CEPBEPHBIN MOAYM CETEBOr0 NPOrpamMMHoOro obecneyeHus.
31. YTo Takoe ceTeBas onepaLmnoHHas CUCTEMA U KaKne OHU BbiBatoT?

32. MepeyncnnTe TUMbl CETEBBLIX MPUITOXEHUNA.

33. Y10 Takoe npennoXxeHHaa Harpyska, CKOpoCTb nepefayn OaHHbIX B KaHase n EMKOCTb KaHana
cBA3N?

34. YT1o Takoe noJsioca nponyckaHus?

35

. Kaknmun TepMrnHamMm xapakTepunsyeTcs KaHaJsl CBA3M C TOYKM 3PEHUA BO3SMOXKHOCTH OD,HOBpeMeHHOIZ

BCTPeYHOM paboThl?

36
37
38
39
40
41
42

Bo

1.
NH

2.

3
4,
5

. Y10 Takoe Tonosnorua cetn ceasn? Kakne Tunesl Tonoaormin Bel 3HaeTe?

. 3a4eM HyXXHa agapecaumna? Kakue knaccudukaumm agpecos Bel 3HaeTe?

. Kakne cnocobbl opraHusaunm aapecHoro NnpocTpaHCcTBa Bam n3secTHbI?

. B 4ém cocTomnT 3agava KommyTaunn? NepevncanTe N oXxapakTepusynTe eé 0CHOBHbIE NoA3aauln.
. B 4ém cocTomnT 3agava MapwpyTulaummn? OxapakTepusynTte eé noasanadn.

. YTo Takoe MeTpurKa MapLipyTa?

. YTo0 Takoe MYNbTUNNEKCNPOBAHNE N OEMYTIbTUNNIEKCNPOBAHNE B CETAX Nnepenaydn OaHHbIX?

MPOChl K TEOPETUYECKOW YacTKn 2-1 aTTecTauum

Kakune y4aCTKu 3/1IeKTPOMarHMUTHOrro CrnekTpa NprMMEHSITCA B COBPEMEHHbLIX CUCTEMax nepenaydu
hopmaunn? Kakne ns Hux Hambonee soctpeboBaHbI?

YT0 Takoe LWMpPUHa NoJI0Ckl YacTOT No HankBucTy?
Copmynupynte Teopemy KoTenbHMKOBA.
Copmynupynte Teopemy LLieHHOHa - XapTaw.

YTo Takoe npenen LLieHHoHa?



6. [pvBeanTe Npumep OpTOroHaAbLHOrO CUrHana. Kak BeayT cebs KpmBble NOMEX0YCTONYMBOCTYU
(3aBUCUMOCTb BMTOBON OLIMOKM OT OTHOLIEHMSA CUFHAA/WYM) OPTOrOHaIbHLIX CUTHA0B NPY YBEINYEHNN
KonnyecTBa 6uTOB B CMMBONE?

7. MNpvBennTe NpuMep MHOrogasHoro curHana. Kak BeayT cebsi KpMBble MOMEXOYCTONYNBOCTM
(3aBUCMMOCTb BUTOBOW OLUNOKK OT OTHOLLIEHUS CUTHAMN/LWYM) MHOTO(a3HbIX CUrHAN0B MPY YBEUYEHNN
KonnyecTsa 6UTOB B CuMBONE?

8. Kakue Tunbl KabenbHbIX Cped nepenayn Bl 3HaeTe?

9. Yem oT/IMYaOTCH OA4HOMOL0BOE N MHOTOMOZ0BOE ONTOBOJIOKHO?

10. Y7o Takoe ABOUYHbLIA CUMMETPUYHbIN KaHan?

11. MpuBeouTe onpenesieHne ANCKPETHOro KaHana 6e3 namMaTu.

12. Y7o Takoe KaHaf C ANCKPETHbLIM BXOA0M U HENPEPbLIBHBLIM BbIXOA0M?

13. Y10 Takoe cTeneHb (UM CKOPOCTb) KOANPOBaHMA? YTo 03HavatoT n n k B TepMmuHe (n,k) koa?

14. MNpnBeanTe 2 NpuMepa KOLOB C KOHTPOSEM YETHOCTU. OUEHNTE NX BO3MOXXHOCTM MO 06Hapy>XeHuno 1
NCNpaBAeHNIO OLLINOOK.

15. YT0 Takoe BEKTOpPHOE NPOCTPaHCTBO? JanTe onpefeneHne NMHENHOMY Kogy Yepes NoHATue
BEKTOPHOIro NoAnpocTpaHcTea. MNprueennTte npumep.

16. Y10 Takoe 1 3a4eM Hy>XHa MaTpuULa reHepaTopa (reHepupytowas matpuua)? MpreeauTe npumep.
17. YeM cncTemMaTUYECKNA KOO OT/IMYAETCS OT HECUCTeMaTMYeckoro? MNMpuseante npuMep.
18. YT0 Takoe NpoBepoYHas MaTpuLA N Kak peannsyeTcs KOHTPOIb C MOMOLLbI0 CUHAPOMOB?

19. Kak cTpouTCs HopMasibHas MaTpMLa, U Kak C €€ NoMOLLbI0 UCNPaBAsTb OLWMOKK KaHana npu
LEKOAMPOBaHNN?

20. Y10 Takoe CBEPTOYHLIN KOAep? YTO Takoe AMHa KOLOBOr0O orpaHnyeHns? MNpuseante npuMep
CBEPTOYHOro KoAepa.

21. NepeyncnuTe OCHOBHbIE NPeaCcTaBsieHNs CBEPTOYHOIo Kogepa.
22. 410 Takoe NMMyJibCHaa XxapakTepucTuka CBEPTOYHOro Kogepa?

23. OnnwmnTe NoMHOMMANbHOE NpecTaBieHmne CBépTO‘-IHOI'O Kooepa n ero npencrtasjieHne B Buje
KOHeYHOro aBTomMaTa.

24. OnNuwwnTe NpeacTaBieHne CBEPTOYHOro KoJepa B BUAe NPEBOBUAHON 1 PeLETYaToN Auarpamm.

25. B 4éM 3aK/l04aeTCca oT/IMYKe airopuTMa 1eKoAMPOBaHNS CBEPTOYHOrO Kofla no Butepbu ot
anropuTMa nosiHoro nepetopa?

26. OxapakTepusyinTe ctaHgapT IEEE 802.11 B Les10M, Kakue YPOBHM MO Knaccugukaumm
mozenn ISO OSI oH oxBaTbiBaeT?

27. OxapakTepun3yinTe (n3nYecknin yposeHb cTaHdapTa IEEE 802.11.

28. Kakume MeTobl paclumpeHmns cnekTpa Bol 3HaeTe?

29. Y10 Takoe MIMO 1 Kakmne ero pasHoBUAHOCTW BaM nU3BECTHbI?

30. Y10 Takoe OFDM, Kak 1 ans 4ero oH (oHa? Wnam oHo?) paboTaeT.

31. Yt1o Takoe DCF? OnuwunTe Nopsaaok yHKLUOHUPOBaHMUS.

32. Y7o Takoe PCF? OnuwmnTe nopsanok hyHKLUOHNPOBAHUSA.

33. Yem PCF oTnuyvaetca ot DCF? MoryT nun oHu paboTaTh BMECTE N KaK UMEHHO?

34. NpuseaunTe nepapxmyeckyro CTPYKTYpy cTeka npotokosos TCP/IP. MpuseauTe (Npy BO3IMOXHOCTH)
NMpUMepbl MPOTOKOJIOB KaXXA0ro YPOBHS.

35. OxapakTepusynTe NnpuknagHomn yposeHb cteka TCP/IP. YKaKnuTe NpoTOKOJIbHYIO eauHuLYy 1



nCroJsib3yemble npoTOoKOJ1bl.

36. OxapakTepmn3yinTe TPAHCMOPTHLIN YpoBeHb cTeka TCP/IP. YKaXKnTe NpoTOKOJIbHYIO eQUHNLY 1
NCMONb3yeMble MPOTOKOJIbI.

37. OxapakTepusyinTe ceTeBon ypoBeHb cTeka TCP/IP. YKaXKuTe NpoTOKObHYI0 e AVHNLY 1 UCMOb3YEMblE
NPOTOKOJIbI.

38. OxapakTepmn3ynTe ypoBeHb CeTeBbIX MHTepdencos cTeka TCP/IP.

39. Kakuve Tunbl agpecoB NCnosb3yoTca B cTeke TCP/IP? OnuwnTe mx.

40. Y1o Takoe Macka B IP-agpecauuun n ona 4ero oHa MUcnosiblyeTtca? YTo Takoe Knaccel IP agpecos?
41. YTo Takoe NAT u o5 Yero oHa Hy>KHa?

42. YTo Takoe DNS? Kak npoxo4uT npouenypa paspeLlleHns uMeHn?

43. Ans yero HyxxeH npoTokon DHCP 1 kak oH paboTaeT?

Bonpockl K TeopeTU4eckom YacTun 3-i aTTecTauum

OnnwmnTe OCHOBHbIE NMPUHLMMBI OpraHu3auum IP MmapLupyTusaumnm.

Ona vero HyxeH ICMP npotokon? MpreeauTe npumMmep KOMaHAbl U3 Hero.

N5 Yyero Hy>KHbl NpoToKosbl TCP n UDP? B 4éM nx CX0A4CTBO U pas3nnyma?

Y10 Takoe nopT? KakoBbl Npasuia nx HymMmepaummn?

Y10 Takoe cokeT? B 4EM CYLLHOCTb npoLenyp MyJIbTUNNEKCUPOBaHNA/AEMYIbTUMNIEKCUPOBAHMNA

npotokoJsios TCP n UDP?

OnunwwnTe nopaaok paboTel npoTokona TCP.

OnuwwnTe nopagok paboTel npoTtokona UDP.

YTo Takoe nornyeckoe coegmHeHNs 1 Kakyto posib OHO UFpaeT B NpoTokoae TCP?

MepeyncnnTe OCHOBHbIE METOAbI peann3aunm KBUTUPOBHUS.

10. OnuwnTe anropnT™ paboTbl METOAA MPOCTOS NCTOYHMKA.

11. OnuwwnTe anropuTm paboTbl MeTOLA CKOJIb3ALLEro OKHa.

12. OnnwwnTe anropuT™ paboTbl Nepenayn ¢ Bo3BpaLLieHneM Ha N nakeTos.

13. OnuwwnTe anropnT™ paboTbl Nepenayn ¢ BbIBOPOYHbLIM MOBTOPEHMEM.

14. Yem oTanyaloTCA CTaTMYeCcKas U afanTyBHag TabanyHasa MaplipyTuraumna? Kakmne suabl
afanTMBHOM MapLUpyTu3auum Bel 3HaeTe?

15. OxapakTepusyinTe AUCTaHLNOHHO-BEKTOPHbIE aNropuTMbl MapLupyTusaumu. MprueeguTe npumep
TaKoro anropuTMma.

16. OxapakTepusyinTe aJropuTMbl COCTOSAHUSA CBA3eMMapLUpyTu3auuu. NpusegunTte npumep Takoro
anroputMa.

17. OnnwwnTe nopaaok paboTbl N yKaXKmMTe 0CHOBHbIe 0cobeHHOCTU npoTokona RIP.

18. OnuwwnTe nopsaaok paboTbl U yKaXKnTe 0OCHOBHble 0cobeHHOCTM NpoTokona OSPF.

19. Y10 TaKoe TpeTui ypoBEHb MapLUPyTU3aLMmM NHTEPHETA? YTO Takoe aBTOHOMHasa cucTema?

20. OxapakTepu3ymnTte npotokon BGP.

21. MepeyncnnTte ocHoBHble TCP aTakm n cnocobbl 60pbbbl C HUMMN.
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1. Kakure 13 nepevmncieHHbIX MPOTOKOI0B OTHOCATCA K TPaHCMOPTHOMY YPOBHIO cTeka TCP/IP?

IP
TCP
ICMP
UDP
RIP

® o n oo

2. YKaXKuTe NpoTOKO/IbHYI0 eAnHNLY (hr3mnyeckoro yposHsa B mogenu OSI/ISO:

nakeT
Kaap
ouT

. SPDU
. TPDU

® o0 T

3. MpoTokon MapwpyTr3aumm OSPF OTHOCUTCH K CliefyoLeMy KjiacCcy anroputMoB:

aIrOPUTMbI COCTOSIHMA cBA3el (LSA)
ANCTaHLUNOHHO-BEKTOPHbIE anroputmel (DVA)

aJIrOPUTMbI LLIeHTPaIn30BaHHON MapLIpyTU3aLmm
aIrOpUTMbl JJABMHHOW MapLupyTM3auunm

aNropuUTMbl OUKCMPOBAHHOW (CTAaTUYECKON) MapLUpyTU3aLnn

® o n oo

4. K KaKOMY TUMy KaHaJioB OTHOCUTCA KaHasl C adAnTUBHbIM 6enbim rayCCoOBCKUM LLIyMOM?

OBOVYHbI CUMMETPUYHbINA KaHa

KaHan C 3aMUpaHusaMun

MHOr0JTy4eBOM KaHan

INCKPETHbIA KaHan 6e3 namaTtu

KaHan C QUCKPETHbIM BXOAOM 1 HENPEpPbIBHbIM BbIXO40M

® o n oo

5. KakoB 00béM IP-agpeca (B Bepcum IPv4)?

8 banT
4 6uTta
16 6anT
4 6anTa
16 but

® o n oo

6. Kakme Tunbl aipecoB UCMOJIb3YOTCA CTEKOM npoTokosnos TCP/IP?

angaBUTHO-LUNpPOBLIE agpeca
JloKaNbHble (annapaTHbIe) agpeca
ceTeBble agpeca (IP-agpeca)
CUMBOJIbHbIE afpeca

QR-koabl

® o n oo

OTBeTbl Ha BON POChbi



Homep Bonpoca  OTBeT (6ykBa)
b, d

C

a

e

d
b, c d

o U A wWwN R

3a4aHnsa OTKPLITOrO TUMNa

7. BepHo sin, 4TO TEPMUH MOJIOCa MPOMYCKaHNA MOXXET MCMOJIb30BaTbCs B ABYX Pa3HbIX 3HAa4YEHUAX: B
NMepBOM OH O3Ha4yaeT WUPWHY NON0Ckl YacToT (B repuax), KOTopyto IMHUSA nepefaeT 6e3 CyLecTBeHHbIX
NCKaXKeHWI, a BO BTOPOM SB/IS€TCA CMHOHMMOM TepMUHA eMKOCTb KaHana CBA3W U n3mepseTcs B butax B
cekyHay?

OTBeT (pa/HeT)
OTBeTbl Ha BOMPOChHI

Homep Bonpoca OTBeT
7 |J1a

8. flBnseTca N1 NepuoanyecKnii CUrHan CUrHaoM C OrpaHUYeHHON SHepruen?
OTBeT (ma/HeT)
OTBeThbl Ha BONPOChHI

Homep Bonpoca OTeeT
8 |HeT

9. anéM CUrHajla C OTHOCUTESIbHOW ¢)a3030|7| MaHmnynﬂumeM OTHOCUTCA K KOFr€PEHTHbLIM NN K
HEKOrepeHTHbIM CXeMaM OETEKTUPOBaHUA curHana?

OTBeT (KorepeHTHas/HeEKOrepeHTHas)
OTBeTbl Ha BOMPOChHI

Homep Bonpoca OTBeT
9 |HeKorepeHTHaﬂ |

3ajaHua c Qa3BéQH§(TbIM OTBETOM

10. OxapakTepusyinTe CTaTUYECKYIO N afanTUBHAs MapLUpyTU3aLMIO.

OTBeTbl Ha BOMPOChI

Homep Bonpoca  OTBeT
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Mpwn CTaTMYeCKON MapLipyTU3aLmm Bce 3anucu B Tabamue
nmeroT

Hen3MeHseMbI, CTaTUYeCKU CTaTyc, T. . BeCKOHeYHbIN
CPOK XXM3HW. 3anuncK 0 MapLipyTax COCTaBAATCS 1
BBOOATCS B NaMATb KaXK40ro MapLUpyTMsaTopa BPY4YHY0
agMUHNCTPaATOPOM ceTu. OH XKe LOSKEH KOPPEKTUPOBaTh
NX MPU N3MEHEHUN COCTOSHNA CeTH.

Mpv afanTUBHON MapLUPyTU3aLLUN BCE U3MEHEHNA
KOH(pUrypaumm ceT aBToMaTUYeCK/ 0TPaXkatoTcsa B
Tabnmuax mapwpyTursaunm bnarogaps NpoToKoNaM
MapLUpyTMU3auumn. TN NPOTOKObI COBMpPaOT MHDOpMaLLMIO
0 TOMOJIOT UK CBA3EN B CETM, YTO MO3BOJIAET UM
ornepaTVBHO OTpPaXkaTb BCE TeKyLlue nsMeHeHus. B
Tabnvuax MapwpyTr3aunm Npu aganTUBHON
MapLUpyTu3aumnmn obbl4HO nMeeTcs nHdopmMauus ob
NHTEpBasie BPEMEHW, B TEHEHNE KOTOPOro AaHHbIN
MapLpyT byaeT ocTaBaTbCs AeNCTBUTENbHbLIM. ECan Mo
NCTEYEHNN BPEMEHU XMN3HM CYLLECTBOBaHNE MapLlpyTa He
NnoATBEPXAAEeTCS MPOTOKOJIOM MapLUpyTU3aLnn, TO OH
cynTaeTcs Hepaboymm, 1 NakeTbl MO HeMY BosbLLE He
NnocChbINATCA.

KpuTepum oueHnBaHU LLikana oueHoK (B
6annax)

0O6a noHsATMA onpenesieHbl BepHO U NoapobHo 3 6anna

O6a noHATMA onpenesieHsbl B 06LLEM BEPHO, 2 banna

UMETCS OTAEeNIbHbIE HETOYHOCTMW.

XoTs 6bl 04HO U3 NOHATUS ONpPenesIeHO BEPHO. 1 6ann

NmetoTcs owmnbku B 06omx onpeneneHunsx. 0 6annos




