MuHobpHayku Poccum
®ELEPAJIbHOE TOCYOAPCTBEHHOE BIOA>KETHOE OBPA30BATEJIbHOE YYPEXOEHUE
BbICLLUEIO OBPA30BAHUSA
«BOPOHEXXCKUWI rOCY BAPCTBEHHbIN YHUBEPCUTET»
(®Pre0Oy BO «BIr'Y»)
YTBEP)XXOAIO
3aBenyoLmin Kaghenpon
bopucos OMuTpuin HUKonaesmy
Katenpa nHHOpMaLMOHHbBIX CUCTEM
10.04.2024
PABOYASl NPOFPAMMA YYEBHOW AUCLUMNJINHBI

OTA.B.01 CeTn 1 cUCTEMSBI Mepefaym nHdopmaLmnm

1. Kog  HauMeHOBaHue HanpaBJ/IeHUA NOAroTOBKMU/CNeLuaabHOCTH:
09.03.04 MporpaMMHas NHXeHepuUs

2. Mpodunb noaroToBKU/cneunanmsaLms:
NHdopMaumoHHbIe CUCTEMBI 1 CETEBbIE TEXHOI0M NN

3. Ksanudukauus (cteneHb) BbINyCKHUKA:

bakanaspuaTt

4. ®opma obyyeHusn:

O4Hasn

5. Kacdepnpa, oTBeualowasn 3a peaamsauunio AUCLUMNIIUHDI:
Kathenpa NHHOOPMALMOHHBLIX CUCTEM

6. CocTaBuTENIM NPOrpaMMbl:

CTpomoB AnekcaHap BuktopoBuY, K. ¢h.-M. H., CTapLUni npernofasatesib, haKy/IbTET KOMIMbIOTEPHbIX
Hayk, Kageapa MHMOPMaLMOHHbIV CUCTEM

7. PekomeHpoBaHa:

npoTokoa HMC ®KH Ne5 oT 05.03.2024

8. Y4yeOHbIN ron:

2025-2026

9.lenu n 3apaumn y4ebHOU AUCLUNANHDI:

N3yYeHne 0CHOB TEXHOIOT N MHOPMALIMOHHBIX CeTel; NpuobpeTeHne HaBblKOB NMPOEKTUPOBAHMS,
peanu3auun 1 ynpaBaeHns aHHbIMKU cucteMamu. CTaBSATCA 3a4a4m NO3HAKOMUTb CTY[EHTOB C
3TaSIOHHbIMN MOAENSAMU YPOBHEBbIX MPOTOKOJ/IOB U Ha UX OCHOBE MPOBECTM NMOYPOBHEBOE PAaCCMOTPEHNE
3/1EMEHTOB CETEBOM MHDPACTPYKTYPbI. HaBbIK MPOEKTMPOBAHMUS, peann3aLmnm, ynpaBaeHus 1 noucka
HeucrnpaBHOCTER CeTEBON NHPPACTPYKTYPbI CTYAEHTbI NPUOBPEeTanT B XO4€E BbIMNOJHEHNS
nabopaTopHbIX 3a4aHMNNA.

10. MecTo y4yebHOM aucuunAnHLI B CTPYKTYype OOM:

BxopgHble 3HaHUA B 061acTn KypcoB: «MaTeMaTU4eCKnin aHanus», «Teopmsa BEPOSTHOCTEN 1
MaTeMaTunyeckasa CTaTUCTUKa», «Teopns NHopMaLnum».

11. NMnaHupyemblie pe3ynbTaTbl 00y4eHusa no gucuunanHe/Moaynio (3HaHUA, YyMEeHUSA, HAaBbIKH),



COOTHEeCEeHHble C NJIaHUpPyeMbIMU pe3yJsibTaTaMU OCBOEHUA oGpasoBaTeanoﬁ nporpamMmmbl
(koMneTeHUUAMHU BblnyCKHVIKOB) U UHOUKaTOPaMU UX AOCTUIXKEHUA:

Kop » Ha3BaHue
KOMMNeTeHLUNn

Kog v Ha3BaHue NHOWKaTOpPa
KoMneTeHunn

MK-9 CrnocobeH MK-9.2 OnuncelBaeT anropuTMmbl

OMNucCbIBaTb n (nnn) GyHKLUNOHNPOBaHME
anropuUTMbI nporpammbl ¢ 060CHOBaHUEM
KOMIMOHEHTOB BbibOpa CXeM anropuT-mMoB

CNCTEMBbI, BKJIHO4aA
MeTOo[bl N CXeMbl.

peLleHns 3aga4y, BO3MOXHbIX
B3aUMOLenCTBUIA NPOrpamMmmel C
LPYruMn nporpamMmmamMu.

MK-9 CnocobeH [MK-9.3 OnucbiBaeT u

OMunchLIBaTh 060CHOBbIBaET BbI6OP MeTOAa
anropUTMbI OpPraHn3aLmnmn BXOAHbIX U
KOMMOHEHTOB BbIXOAHbIX AAHHbIX M0

CNCTEMBDI, BKIHO4Yas
MeTOo[bl N CXeMbl.

KaXk[IOMy afiropuTmMy.

12. O6beM AUCUUNINHBI B 3a4€THbIX eAuHuLax/yac:
2/72

®dopMa NPOMEXXYTO4YHOM aTTecTaluu:

3avet

13. TpynoeMKOCTb No BUAaM y4ebHon paboTbl

Bug yvebHomn paboThi

Ay[oNTOpHbIE 3aHATUA
JleKumnoHHbIe 3aHATUA
MpakKTnyeckune 3aHATMA
NabopaTopHble 3aHATKA

CamocTodaTenbHasa paboTa
KypcoBas paboTa

MpoMeXxyTo4YHaa aTTecTaums
Yacbl Ha KOHTPOJb

Bcero

13.1. Copep>xaHue AUCLMUNINHbI

n/n HanmeHoBaHue ConoepxxaHue pa3fena
pasfena LVCUUNINHBI
ANCLUUMINHBI

1 Jlekuunn

3HaHu4, YMEHWUA, HaBblKU

3HaeT NPUHLUUNLI MOCTPOEHNS CETEN
CBA3W.N nepefadn nHgopmaumn Ymeet
KJlaccnuumpoBaTb MYKLNOHAIBHOCTb
3/IeMEHTOB CeTeN CBA3N.U nepenayn
NHOpMaL MM Mo CEMUYPOBHEBON MoLenn
B3aUMOLEeNCTBUSA OTKPbITbIX CUCTEM.
Bnazeet MeToLaMu MOLEeNMPOBAHMA
TeNIeKOMMYHUKALMOHHbIX CeTen.

3HaeT Hanbonee pacnpocTpaHEHHbIE CTEKU
MPOTOKOJIOB CETEN CBA3M 1 Nepefayyu
VH(OPMaLWKL. YMeeT OpUeHTUPOBATHLCSA B
OCHOBHbIX CTaHAapTax oTpaciu. Bnaneer
MEeToAaMu MOJENNPOBaHNS 3/1EMEHTOB
COBPEMEHHBIX TEIEKOMMYHVKALIMOHHbIX
NPOTOKOJI0

CemecTp 3 CemecTp 4 Bcero
50 0 50
16 0 16
34 0 34
0
22 0 22
0
0 0 0
0
72 0 72

Peanmsaunsa pasgena AUCUUMINHLI C
MOMOLLbIO OHAAMH-Kypca, DYMK



n/n

1.1

1.2

1.3

14

1.5

1.6

1.7

1.8

HanmeHoBaHue
pasgena
OVNCLUMNINHBI

Mogenb
B3aMMOAENCTBUS
OTKPbITbIX
cucTem

CucTtema
LMpPOBO CBA3N

CurHans

O6Lwune BonpoCh!
NMOCTPOEHMUSA
ceTen

Mogoynauus

lpoBogHbIE CeTH

KoZep kaHana

Komnpomuccol
npu
NCMoJib30BaHNN
Mooy NALUN 1
KOOMpPOBaHNS

Conep)XaHve pa3aena
OVUCLMMINHD

PacmoTpeHune
CeEMUYPOBHEBON MOAENN
B3aVMOAENCTBUSA OTKPbITbIX
cucteM. OueHKka eé posn B
NOCTPOEHUMN U U3YYEeHUN
ceTen cBA3N.

PaccmoTpeHune 0606WwEHHO
Monenu LngpoBon CUCTEMBI
cBA3n. isyyveHne
HaVMEHOBaHUIN N PYHKLMI
€€ OCHOBHbIX 3/1IEMEHTOBIO

Knaccuurkaums n npumepb
CUTHasoB.

OCHOBHble NMOHATUSA O
NPOrpamMMHOM U
annapaTHoM obecneyeHunm
ceTen. Knaccngpukauus
KaHasoB CBA3W. [NoHATME
CceTeBOW TOMosornun. 3agadya
KOMMYyTaLUun.

Knaccuukayma Tunos
MOLYSIALMN/MaHUNY NALNN.
Cneuundurka npuMMeHeHus.

Knaccngukaums n
cneyndguKa 0CHOBHbIX
TUNOB COBPEMEHHbIX
NPOBOAHbLIX CETEN.

M3y4yeHne 6104HbIX 1
CBEPTOYHbLIX KOLOB
NMOMEXO03aLLUNTHBIX KOJEKOB.
MeToabl AeKOANPOBAHNS

Bonpochkl Bbibopa u
B3aWMHOr 0 BAVAHWS TUMOB
MOYNALMN U KaHaIbHOM O
KOLMPOBAHMS

Peanu3aunsa pasgena AUCLUUMIINHLI C
NMOMOLLbIO OHNAaMH-Kypca, DYMK

https://edu.vsu.ru/course/view.php?id=4035

https://edu.vsu.ru/course/view.php?id=4035

https://edu.vsu.ru/course/view.php?id=4035

https://edu.vsu.ru/course/view.php?id=4035

https://edu.vsu.ru/course/view.php?id=4035

https://edu.vsu.ru/course/view.php?id=4035

https://edu.vsu.ru/course/view.php?id=4035

https://edu.vsu.ru/course/view.php?id=4035



n/n

1.9

1.10

1.11

1.12

1.13

1.14

2.1

2.2

2.3

HanmeHoBaHue
pasgena
OVNCLUMNINHBI

becnpoBofHble
CceTun Ha npumepe
cTaHbapTa IEEE
802.11 (Wi-Fi)

Anpecauns B
cTeke
NPOTOKOJI0B
TCP/IP: IPv4

MpoTtokon IP

MpoTokosibl UDP
n TCP

MpoToKOJIb
MapLUpyTh3aumum
cteka TCP/IP

ATaku Ha
TPAHCMOPTHYIO

NHPPaCTPYKTYPY
cetun

lpakTnyeckne
3aHATUSA

O6wwme Bonpocsl
NOCTPOEHMNS
ceTen

Anpecauns B
cTeke
NPOTOKOJI0B
TCP/IP: IPv4

MpoToKOJIb
MapLUpyTh3aumum
cteka TCP/IP.

Conep)XaHve pa3aena
OVUCLMMINHD

N3y4yeHne cneymndukin
NOCTPOEHNS COBPEMEHHbIX
6ecnpoBOAHLIX CETeNn Ha
npumepe ctaHgapta IEEE
802.11

Tunel agpecos. AopecHoe
NPOCTPaHCTBO.
Pacnpepenexve anpecos.
[Mownck no agpecy.

V3y4yeHune npoTokona IP

MN3yyeHmne npoTokonos UDP
n TCP

Knaccuiukaymsa n npuMepb
NPOTOKOJI0B
MapLupyTmU3auunm,
NCNoJib3eMbIX B CTeKe
TCP/IP.

Knaccngpukaums TMnos
aTak Ha TPaHCMOPTHYIO

NHPACTPYKTYpPY, UX
0COBEHHOCTWN U NpUMepbI.

PacyeT bromxeTa MOLWHOCTH
1 OCHOBHbIX XapaKTepPUCTHK
KOMMYHWKALMOHHOW
CUCTEMBI

MnaHupoBaHWe afpecHoro
npocTpaHcTBa IPv4-ceTen un
CO34aHune cetu

KoHgmrypupoBaHue
NHGPACTPYKTYPHbIX CNTYX6
IP-ceTn: DHCP n DNS.

Peanu3aunsa pasgena AUCLUUMIINHLI C
NMOMOLLbIO OHNAaMH-Kypca, DYMK

https://edu.vsu.ru/course/view.php?id=4035

https://edu.vsu.ru/course/view.php?id=4035

https://edu.vsu.ru/course/view.php?id=4035

https://edu.vsu.ru/course/view.php?id=4035

https://edu.vsu.ru/course/view.php?id=4035

https://edu.vsu.ru/course/view.php?id=4035

https://edu.vsu.ru/course/view.php?id=4035

https://edu.vsu.ru/course/view.php?id=4035

https://edu.vsu.ru/course/view.php?id=4035



n/n

2.4

2.5

2.6

13.2. Tembl (pa3pensl) AUCLUNANHBI U BUObI 3QHATUMA

Ne
n/n

HanmeHoBaHue
pasgena
OVNCLUMNINHBI

Mogoynauunsa

KoZep kKaHana

KoZep kaHana

HanmeHoBaHue
TeMsbl (pa3gena)

Mogoenb
B3aMMOAENCTBMUA
OTKPbITbIX
cucTem

Cuctema
LMPOBOI CBA3M

CurHansl

O6uue BonpoChl
NoCTpoeHus
ceTen

Mogoynauns
lNpoBogHbIE CETU

Kogep KaHana

Colep>xaHue pa3gena

OUCLUUMINHB

MN3yyveHme CKK.

OnpepneneHne BEPOATHOCTH
O6uTOBON OWINMOKNM Kak
DYHKLMM OTHOLIEHNSA

CUrHan-Wym ans
Pa3NYHbIX BUI0B
MOoAaYyNALMN

M3yyeHne 6no4yHoOro Kopeka
KaHana. ccnepoBaHue ero

3 eKTUBHOCTM.

V3y4yeHune cBEPTOYHOrO

KOJeKa KaHalJlia.

MccnepoBaHue ero

3 heKTNBHOCTN.

JleKUNOHHbIe
3aHATUSA
6
6
10

[pakTnyeckne
3aHATMA

Peanu3aunsa pasgena AUCLUUMIINHLI C
NMOMOLLbIO OHNAaMH-Kypca, DYMK

https://edu.vsu.ru/course/view.php?id=4035

https://edu.vsu.ru/course/view.php?id=4035

https://edu.vsu.ru/course/view.php?id=4035

JNlabopaTopHble CamocToATeNbHan
3aHATNS paboTa

Bcero

14



No HavnmeHoBaHMe JNlekumnoHHble  MpakTudeckne JlabopaTopHble CamocTosTenbHas Bcero
n/n  TeMbl (pasgena) 3aHATUS 3aHATUSA 3aHATUSA paboTa

8 Komnpomuccel 1 1 2
npu
NCro/b30BaHNK
MOLYNALUN 1
KOLMPOBaHUS

9 becnpoBogHble 1 2 3
CeTn Ha
npumepe
ctaHpapTta IEEE
802.11 (Wi-Fi)

10 Agpecauus B 1 6 1 8
CcTeke
NPOTOKOJI0B
TCP/IP: IPv4

11  MpoTokon IP 1 2 3

12 lpoTokonsl UDP 1 1 2
n TCP

13 [poTokoSbI 1 6 2 9
MapLlpyTr3aLmm
cteka TCP/IP.

14  ATaku Ha 2 2 4
TPAHCMOPTHYIO
NHPPaCTPYKTYpPY
cetun
16 34 0 22 72

14. MeToaunyeckue yKasaHus gns oby4aloLmUxcs No 0OCBOEHUIO O UCLUMIINHDI

OucumnnuHa TpebyeT paboTbl C hatnaMu-npeseHTaumaMy NeKUniA 1 COOTBETCTBYIOLUMUK FaBaMu
PEKOMEH0BaHHOW OCHOBHOWM NNTepaTypbl, @ TakxXe, 0653aTeNlbHOro BhIMOJHEHNS BCeX JlabopaTopHBbIX
3aflaHM B KOMMbOTEPHOM Knacce. CamMoCToATeNbHas MOAMOTOBKA K labopaTOPHbIM 3aHATUAM He
TpebyeTcs, T.K. HeO6X0AMMbIE pEKOMEHAaLUNM JaloTCA B ayAUTOPUN, FAe BbINOAHAIOTCA nabopaTopHbie
paboTsbl.

CamocTodATeNbHas paboTa NpoBOANTCS B KOMMbOTEPHbIX Knaccax ®KH ¢ ncnonb3oBaHMeM
MEeTOAMNYECKNX MaTepnanoB pacnosioXeHHbIX Ha y4ebHo-meToanyeckom cepsepe ®KH
"\\fs.cs.vsu.ru\Library” n Ha cepeepe Moodle BI'Y edu.vsu.ru . Bo BpeMsa caMoCTOoATENbHON paboThbl
CTYAEHTbI UCMOJIb3YIOT 3NEKTPOHHO-6MOANOTEYHbIE CUCTEMBI, LOCTYMNHbIE Ha NopTane 30HaAbHON
bnbanotekn BIY no agpecy www.lib.vsu.ru. YacTb 3agaHuii MOXKET ObITb BbINOJIHEHA BHE ayAUTOPUIA Ha
LOMaLUHEM KOMMbIOTEPE, NOC/e KOMMPOBAHNSA METOANYECKUX YKa3aHuin n Heobxogmmoro MO ¢ yyebHo-
MeTogmyeckoro cepsepa OKH.



15. MepeyeHb OCHOBHOM U A,O0MNOJIHUTENILHON NMTEpPaTypbl, PECYPCOB MHTEPHET, Heo6XxoAUMbIX
AN OCBOEHUS AUCLUNJINHDI

No NcToYHMK
n/n
1 Jemunaos, J1. H. OCHOBbI 3KCrlyaTaumm KOMbIOTEPHbIX ceTen: y4ebHuk A8 bakanaspos / /1. H.

Lemunpaos. - Mocksa : lpomeTten, 2019. - 799 c. - Pexxum goctyna: ro noanucke. - URL:
https://biblioclub.ru/index.php?page=book&id=576033 (gata obpaLyeHus: 24.06.2021). -
bubanorp.: c. 750 - 752. - ISBN 978-5-907100-01-5. - TeKCT : 371€KTPOHHbIM.

6) nononHWTENbLHas NUTepaTypa:

No NCTOYHUK
n/n
1 YMHAWKKH, C. B. OcHoBbI Teopum Lmngposor 06paboTku curHaios : y4ebHoe nocobue : / C. B.

YMHALIKWUH. - 5-e u34., ncnpasi. n gor. - Mocksa : TexHocgepa, 2019. - 550 c. - Pexum
aoctyna: no noanucke. - URL: https://biblioclub.ru/index.php?page=book&id=597188 (pata
obpaLyeHus: 24.06.2021). - ISBN 978-5-94836-557-2. - TeKCT : 31€KTPOHHbIU.

B) MH(OPMALIMOHHbIE 3/1EKTPOHHO-06pa30BaTe/IbHbIE PECYPChI:

Ne n/n NcToYvHmK

1 Bubnunoteka BIY, http://www.lib.vsu.ru

2 Cepsep yyebHo-mMeToanvecknx matepuanos ®PKH, \\fs.cs.vsu.ru\Library
3 Cepsep Moodle BI'Y, http://edu.vsu.ru

16. NepeuyeHb yuebHO-MeTOAUYECKOrO 0becneyeHns Ans CaMOCTOATeNIbHOK paboTbl

Ne n/n NcToYHNK
1 Cepsep y4ebHo-MeToanYecknx maTepmanoB ®KH, \\fs.cs.vsu.ru\Library
2 Cepsep Moodle BI'Y, http://edu.vsu.ru

17. ObpasoBaTenbHble TEXHONOIMMU, UCNOJIb3yeMble NPU peannsauumn y4eOHOU AUCLUNINHDI,
BKJIlOYasA AUCTAHUMOHHbIe oOpa3oBaTenbHble TexHonoruun ([OT), anekTpoHHoe oby4yeHue (30),
CcMellaHHoe obyyeHue):

1. TexHonorus supTyanusaumm - cpefa suptyanusauum Oracle/Sun Virtual Box
INeKTPOHHO-bMbnoTeYHas cuctema «YHuBepcuteTckas bubnmoteka online», http://biblioclub.ru
ObpaszoBaTenbHbIN nopTan Moodle (cepeep Moodle Bry) 4OT, 20

OnepaumnoHHasa cuctema GNU/Linux (amctpubytms Ubuntu).

MO MATLAB.

MO Packet Tracer.

oUW



18. MaTepuaano-TeXHuquKoe obecneyeHue OoUCLMUNIIUHBI:

1. JleKUuMOHHas ayanMToOpUA, OCHaLLEHHas BUAEOMPOEKTOPOM.
2. KomnbloTepHbIN KNacc ans nposefeHnsa nabopaTtopHbiX 3aHATWIA, OCHALLEHHbIN NPOrPaMMHbIM

obecneyeHunem VirtualBox, MATLAB, Packet Tracer. O6bem onepaTuBHON NamMsATh Ha paboyee MecTo
He MeHee 2Ib.

3. NlabopaTopusi ceTeil 1 CUCTeM Nepeaadn MHHopMaLni.
19. OueHouYHble CpeacTBa ONs NpoBeaeHus TeKyLlel U NPOMeXXYyTOYHON aTTecTauui

MopsALOK OLEHKUN 0CBOEHUS 0Byvatowmmmcs y4ebHoro MaTeprana onpeaenseTcs CofepXXaHuem
CneayoLwmnx pa3aenos AUCLUUMNHBI:

Ne Pa3zpgensl Kog komneTeHuun Kogn uHgmkatopa OueHOo4YHble cpefcTBa Ans
n/n OVNCUUNSINHBI TeKyLen atTectaumm
(Mozynn)
1 JNlekumn 1.1 - 1.7 MNK-9 MK-9.2 MpakTunyeckune paboTbl 2.1 -
2.3
2 Nekuunn 1.8 - 1.14 MNK-9 MK-9.3 MpakTnyeckune paboTbl 2.4 -
2.6

MpoMeXXyTo4YHas aTTecTaums

dopMa KOHTpoNs - 3a4eT

OueHOo4YHble cpefcTBa 415 NPOMEXYTOYHOM aTTecTaumm
TeopeTunyeckuin BONpPOC, NpakTU4eckoe 3agaHue.

20 Tunosble OLEHOYHbIe cpenctea M MeTogundieckue MaTepuanbl, onpeaensoliuve npouenypbl
OLeHUBaHuA

20.1 TeKyLwwMN KOHTPOJIb YCNEBAaeMOCTH

KOHTPOJIb YyCNEBAEMOCTMN MO ANCLMMINHE OCYLLECTBASETCS C MOMOLLbIO CIeAYOWMNX OLLEHOYHbIX
CpeacTs:

Ins oueHUBaHUA pe3ynbTaToB 06y4eHUs Ha 3a4eTe C OLLeHKON ncnonb3yeTtcs 4-6annbHas Wwana:
«OTJINYHO», «XOPOLLO», «y[0BNETBOPUTENIbHO», «HEeYA0BNETBOPUTENbHO». COOTHOLLUEHME NoKa3aTeneln,
KPWTEPMEB N LIKaJbl OLLEHUBAHUS pe3ybTaToB 00y4eHus:

YpoBeHb
KpnTepumn oLueHnBaHUSA KOMMETEHL NI ChOpMMPOBAHHOCTM LLIkana oueHoK
KOMMeTeHLui

Obyuyatowmincsa B NOAHOM Mepe BAageeT NOHATUAHbLIM
annapaTom npeameTHon obnacTu, cnocobeH
NNNOCTPUPOBATL OTBET NpUMepaMu, SaHHbIMU MoBbILLEeHHbIA ypoBeHb  [OTAMYHO
Hay4HbIX NCCe0BaHWIA, MPUMEHSATb TEOPETUYECKME
3HaHWUS ONS peleHns NpakTUYecknx 3agay.

Obyyatowmmncs snageeT NOHATUNHBLIM annapaToM
daHHon obnacTtu, cnocobeH hopMynmpoBaTb OCHOBHbIE
MOHATUS, HO 3aTPYAHAETCS NPUBOANTL NPUMEPSI,
XapakTepu3yloLine ocobeHHoCTN npegmeTHOM obnacTu

ba30BbI YpOBEHb XopoLuo




ObyyaloLMNCcs YaCTMYHO BlaAeeT OCHOBAMMU
ANCUMNAVHBI, (pparMeHTapHO cnocobeH
(hOpPMYIMPOBaTb OCHOBHbIE MOHATUS, HO 3aTPYAHAETCS |MTOPOroBLIf YPOBEHb Y0BNETBOPUTESNBHO
NPUBOAUTL MPUMEPDI U MPUMEHSIOLLNECS B HUX
TeXHo0rnm

Obyyatowmnca 4EMOHCTPUPYET OTPbIBOYHbIE,
(pparMeHTapHble 3HAHUSA HE MOHUMAET OCHOBHbIX
NOHATUI NpeamMeTHOM 0b6nacTn 1 gonyckaeT rpybbie
owmnbKn.

HeynoBneTBoOpuTENBHO

20.2 MpomMeXxyTouyHasa aTrecTaums

MepeyeHb NPaKTUYECKMX 3afaHU

1.
2.

5

PacyeT Bl04)KeTa MOLLHOCTY Y OCHOBHbIX XapaKTePUCTUK KOMMYHUKALMOHHON CUCTEMbI

N3yyveHne CKK. OnpeneneHvne BEPOATHOCTU BMTOBON OLWINOKM KaK (DYHKLIMM OTHOLIEHMSA CUFHAALWYM
[ON15 Pa3INYHbIX BULOB MOLYNALUN

MnaHnpoBaHMe afpecHOro NpocTpaHCcTBa IPv4-ceTen n co3paHne cetnd KoHgmrypupoBaHue
NHMPaACTPYKTYPHbIX cyx6 IP-ceTn: DHCP 1 DNS.

MogennpoBaHve Kofepa KaHasa B cucteme MATLAB.

Bonpockl K TeopeTUYeCcKom YacTn NepBON NPOMEXXYTOYHON aTTecTauum

1.

OnpegennTe NOHATUSA MHAOPMALUK U AaHHbIX. ECTb I MeX Ay HUMMN OTINYMS?

2. Y1o Takoe MPOTOKOJT N I/IHTepCbeIZC C TOYKWM 3peHna mogenm MHOroypoBHeBOro

©oOo~NUV AW

10.
. NepeyncnnTte n KpaTKo oxapakTepusynTe 06s3aTesbHbIe 31EMEHTbI CUCTEMbI LIM(POBOIA CBA3N.
12.

13.
14.
15.
16.
17.
18.
19.
20.
21.
22.

23.
24,
25.
26.

NepapxmyeckoroB3anMonencTema? Kak MHOroypoBHEBbIE EPapXUYECKUe MO4EIN YIPOLLaoT
OnuncaHmne CNOXHbIX CUCTEM?

OnnwunTe Moaeb B3aMMOAENCTBUSA OTKPLIThIX CUCTEM. YTO TaKoe CTeK MPOTOKO10B?
OxapakTepusyinTe ursnyeckunin yposeHo mogenn OSI.

OxapaKTepusymnTe KaHasbHbIN ypoBeHb Moaenn OSI. YTo Takoe MAC?

OxapakTepusyinTe ceTeBoin yposeHb Moaenu OSI.

OxapaKTepusymnTe TPaHCMOPTHbIA ypoBeHb Mmogenun OSI.

OxapaKTepusyinTe CeaHCoBbIN ypoBeHb Mogenu OSI.

OxapaKTepusymnTe ypoBeHb nNpeacTassieHnsa moaenm OSI.

OxapakTepusyinTe npuknagHom yposeHb moaenmn OSI.

OxapaKTepusyinTte KogmpoBaHue / 4eKoaMpoBaHNe NCTOYHMUKA, W poBaHue /
JewndpoBaHme, KaHaJibHOE KOANPOBaHMe / feKogupoBaHue.

YTo Takoe MMnynbCHaa Moaynaumsa / gpemonynauma?

YTo Takoe nonocosas Moaynauma / nemMmonynsauns?

3a4eM Hy>KHa CUHXpOoHM3aLuna?

OxapakTepusyinte 6eCnpoBOAHbLIN KaHasl KaK 3/1IEMEHT CUCTEMbI LINGPOBOIN CBSA3MN.
Y70 Takoe NCTOYHUK MH(opMaLnumn?

Y10 Takoe BUTOBLIV MOTOK?

YT1o Takoe 6on?

YTo Takoe CKOpOCTb nepenayn gaHHbIX?

Y7o Takoe ungpoBon curHan?

YeM O0T/AMYaeTCsa aHaNOroOBbIA CUFHAM OT ANCKPETHOro? 1o Kakum napameTpam MOXeT
ObITbANCKPETMU3MPOBAH CUrHaN?

Kakue curHasbl Ha3blBalOT IHEPreTUYECKUMU?

Kakune curHasbl Ha3blBalOT MOLLHOCTHbLIMUK?

YT0 Takoe Nnepnoanyecknini CUrHaa? Kakue CurHasbl Ha3biBalOT FAPMOHNYECKUMIN?
Y10 Takoe fenbTa-pyHKUMA Oupaka u yHKUmMa XeBmcanga?



27. Y10 Takoe psag Pypbe? Kakme yHKLNM MOXHO Pa3fioxXUTb B Takon paa?

28. Y10 Takoe npeobpasoBaHue Pypbe? Kakme GyHKLNM MOXHO NOABEPrHYThb Npeobpa3oBaHmIo
dypbe?

29. HannwwuTe opmyay dinsepa. YTo Takoe BEKTOPHOE NpeAcTaB/ieHne CMHycomabl?

30. OxapaKTepusymnTe KJIMEHTCKMNIA U CEPBEPHLIA MOAYIN CETEBOr0 NPOrpaMMHOro obecnevyeHus.

31. YTo Takoe ceTeBas onepauUMoOHHas CMCTEMA U Kakue oHW BbiBatoT?

32. lMepeyncanTe TUMbl CETEBLIX MPUIOXKEHWNIA.

33. YTo Takoe npensioxKeHHas Harpyska, CKopoCTb nepefayn faHHbIX B KaHasje n éMKOCTb
KaHanacBs3u?

34. Y10 Takoe rnosnoca rnponyckaHms?

35. Kakumu TepMUHaMn XapakKTepmusyeTca KaHaa CBA3N C TOYKU 3PEHNS BO3MOXHOCTM
04HOBPEMEHHONBCTPEYHON paboTbI?

36. YTO Takoe TOMoNOrns ceTn CBA3M? Kakue TUnbl TONoNOrniA Bel 3HaeTe?

37. 3a4eM HyXXHa agpecauuns? Kakume kiaccmdukaumm agpecos Bel 3HaeTe?

38. Kakue cnocobbl opraHm3aumm afpecHoro NpocTpaHcTBa Bam n3BecTHbI?

39. B 4éM coCcTOUT 3afayva KOMMyTaumnm? fNepedyncnnTe N oxapakTepmnsynTe eé 0CHOBHbIE NoA3adaun.

40. B 4ém cocTouT 3adava MapwpyTusaunm? OxapakTepusyinte eé noasanadu.

41. Y70 Takoe MeTpuKa mMapipyTa?

42. 4YT0 Takoe MynbTUMIEKCMPOBAHNE N AEMYNbTUMIEKCMPOBAHNE B CETAX Nepenayn gaHHbIX?

Bonpockl K TEOPETUYHECKOW YacTn 2-i aTTecTaumm

1. Kakune y4aCTKu 3N1eKTPOMarHUTHOr0 CreKkTpa NPUMEHSIOTCA B COBPEMEHHbIX CUMCTeMax
nepegavynnHgpopmaummn? Kakue n3 Hux Hanbonee BoctpeboBaHsbI?

YT0 Takoe WnprHa NoaocCkl HacToT no HankenucTy?

Copmynupynte Teopemy KoTenbHUKOBA.

Copmynupynte Teopemy LLieHHOHa - XapTaw.

YTo Takoe npenen LLieHHoHa?

MpvBegmnTe NpMMep OPTOroHalbHOrO CMrHana. Kak BeayT cebs Kpusble
MOMEX0YCTONYMBOCTMN(3aBMCMMOCTb BUTOBON OWNOKN OT OTHOLLEHWSA CUTFHAN/LWYM) OPTOrOHaIbHbIX
CWUrHaN0B NPU yBeNIMYeHUN Koanyectea 6MTOB B CMMBOJIE?

7. NpuBeanTe npuMep MHorogasHoro curHana. Kak segyT cebs kpusblie
NMOMEX0yCTONYMBOCTU(3aBUCUMOCTb BUTOBOI OLLIMOKN OT OTHOLUEHWS CUMHaA/LWYM) MHOTO(ha3HbIX
CUrHAN0B NPU YBEIMYEHNN KONYECTBa BMTOB B CMMBOJIE?

8. Kakme Tunbl KabenbHbIX cpen nepenayun Bl 3HaeTe?

9. Yem oT/IM4alOTCS OAHOMOAOBOE N MHOTOMOAOBOE ONTOBOJIOKHO?

10. YT1o Takoe ABOWYHbI CUMMETPUYHbLIN KaHan?

11. MNprBeaunTe onpeneneHne AUCKPETHOrO KaHala 6e3 namsaTu.

12. Y70 TaKoe KaHan C ANCKPETHbIM BXOLOM N HEMPEPbIBHbIM BbIXOLOM?

13. Y10 TaKoe CTeneHb (M CKOpoCTb) KoampoBaHnA? YTo o3HavatloT n u k B TepMmuHe (n,k) koa?

14. MNpuBegunTe 2 Npumepa KOAOB C KOHTPOSIEM YETHOCTU. OLEHUTE UX BO3MOXKHOCTY N0 0BHapyXeHuto
MUCnpaBAeHNIO OWNBOK.

15. Y10 Takoe BEKTOPHOE NpoCTpaHCTBO? [lanTe onpenesnieHne MMHENHOMY KoLy 4epes
NMOHATMEBEKTOPHOI0 NOANPOCTPAHCTBA. [pnBeanTe npumep.

16. Y10 Takoe 1 3a4eM Hy)KHa MaTpuLa reHepaTopa (reHepupyoLwas MaTpuua)? MNpuseanTte npumep.

17. YeMm cuctemaTn4yeCKUn KOL OT/INYAETCHA OT HecucTeMaTydeckoro? MpueenunTe npumep.

18. Y10 TaKoe NpoBepoYHasa MaTpuLa N KaK peasn3yeTcs KOHTPOJIb C MOMOLLbIO CUHLPOMOB?

19. Kak CTpouTCa HopMaJibHasd MaTpuua, U Kak C €€ NoMOLLbI0 NCNPaBAAThL OWNBKN KaHana
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npuaeKoaAnpoBaHUnN?

20. YTo Takoe CBEPTOYHbLIN Kodep? YTo Takoe OJIMHA KOLOBOro orpaHuyeHuns? Mpueennte
NpMMepCcBEPTOYHOr0 Koaepa.

21. MepeyncanTe OCHOBHbIE NpeCcTaB/ieHNs CBEPTOYHOIO Kogepa.

22. YT0 Takoe UMMybCHas XapaKTepucTKa CBEPTOYHOr 0 Koaepa?

23. OnuwunTe NosiMHOMManbHoe NpefcTaB/ieHne CBEPTOYHOIrO Kogepa v ero npefcTaBieHune B
BUAEKOHEYHOro aBTomMarTa.

24, OnuwnTe npeacTaB/eHne CBEPTOYHOINO KoAepa B BUAE APEBOBUOHON M PeLIETYaTON Anarpamm.

25. B 4éM 3aknoyaeTca oTaMYMe anropuTMa LeKoampoBaHMa CBEPTOYHOI0 Kofa no Butepbu
oTanropuTMa noJsiHoro nepebopa?

26. OxapakTepusymnTe cTaHgapT IEEE 802.11 B uesnom, Kakme ypoBHY Mo Knaccugpukaummmogenm 1SO
OSl oH oxBaTbIBaET?

27. OxapakTepusymnTe u3nyecknin yposeHo ctaHgapTta IEEE 802.11.

28. Kakue mMeTobl paclumpeHus crnekTpa Bl 3HaeTe?

29. Yo Takoe MIMO n Kakune ero pa3HoBUOHOCTM BaM 1M3BeCTHbI?

30. Y1o Takoe OFDM, Kak 1 gns 4ero oH (oHa? inn oHo?) paboTaeT.

31. Yo Takoe DCF? OnuwmnTe nopsfoK yHKLNOHNPOBAHNUS.

32. Yt1o Takoe PCF? OnuwwimTe nopsnok PyHKLMOHNPOBAHNS.

33. Yem PCF otnnyaetca ot DCF? MoryT 5in oHu paboTaTb BMECTE N KaK UMEHHO?

34. MNpusepunTte nepapxmyeckyro CTPyKTypy cTeka npoTokonos TCP/IP. MpusennTe (Npu BO3MOXHOCTK)
npyMepbl MPOTOKOJI0B Ka)XA40ro ypoBHS.

35. OxapakTepusynTe npukiagHom yposeHb cteka TCP/IP. YKaXKnTe nNpoTOKObHYI0 e ANHNLY
NNCMob3yeMble MPOTOKOJIbI.

36. OxapaKTepusynTte TpaHCNOPTHLIN YpoBeHb cTeka TCP/IP. YKaXuTe NpOTOKOJIbHYO eAUHNLLY
NNCMosb3yeMble MPOTOKOJIbI.

37. OxapakTepusyinTte ceTeBol ypoBeHb cTeka TCP/IP. YKa)KuTe nNpoTOKObHYIO € ANHULLY W
NCMONb3yEMblENPOTOKOIbI.

38. OxapaKTepusynTe ypoBeHb CceTeBLIX NHTepdencos cteka TCP/IP.

39. Kakwue Tunbl agpecos ucnosb3yotcsa B cteke TCP/IP? OnnwuTe unx.

40. YT1o Takoe MacKa B IP-agpecaunn n oNns 4ero oHa Mcnosb3lyeTca? YTo Takoe Knacchl IP agpecos?

41. Y10 Takoe NAT v Ons Yero oHa HyxHa?

42. Y10 Takoe DNS? Kak npoxoauT npouefypa pa3peLlleHns uMeHn?

43. [nqa vyero HyxeH npoTokon DHCP n kKak oH paboTaeT?

Bonpock! K TeopeTnYeckon YacTun 3-i aTTecTaumm

1. OnuwmnTe 0CHOBHbIE NPUHLUMNLI OpraHu3aumu IP MapLpyTr3aLmu.

2. Onsa yero HyxeH ICMP npoTokon? lMpueeduTe npumMep KOMaHbl U3 Hero.

3. na vero Hy>XHbl NpoToKoabl TCP n UDP? B 4éM 1x CXOACTBO U pa3nunymns?

4. Y10 Takoe nopT? KakoBbl NpaBuia nx Hymepaumm?

5. Y7o Takoe cokeT? B 4éM CyLLHOCTb npoueayp
MYNbTUNNEKCUPOBAHUA/LEMYIbTUNNEKCUPOBaHMA NpoTokoaos TCP n UDP?

6. OnuwmnTe nopsafok paboTbl npoTokosa TCP.

7. OnuwuTe nopsgok paboTbl npoTokona UDP.

8. Y70 Takoe siormyeckoe coefMHEHUS N KakKyto posib OHO UrpaeT B npoTokose TCP?

9. lMNepeyuncnuTe 0CHOBHbIE MEeTOAbI peann3aLny KBUTUPOBHUS.

10. OnuwwuTe anropnT™ paboTbl MeTOAa MPOCTOS UCTOYHUKA.
11. OnuwwnTe anropnT™ paboTbl MeTOAa CKOJIb3ALLEr0 OKHa.



12. OnuwwnTe anropuTtm paboThl Nepeaayn ¢ Bo3BpalleHnem Ha N NakeTos.

13. OnuwwuTe anroput™ paboTbl Nepenayn ¢ BbIGOPOYHLIM MOBTOPEHMEM.

14. Yem oT/IM4alOTCA CTaTUYeCKas 1 afanTuBHasa TabanyHaa MaplupyTusauma? Kakue suabl
afanTUBHOM MapLUpyTu3auum Bel 3HaeTe?

15. OxapakTepusynTe AUCTAHLMOHHO-BEKTOPHbIE anropuTMbl MapLlpyTusauuu. MNpreseante
npuMep Takoro ajroputMa.

16. OxapakTepusynTe anropuTMbl COCTOSAHUS CBA3eMMapLpyTu3aunn. Npusegute npumep
TakKoro aaropuTma.

17. OnuwwnTe NopsLoK paboTbl M yKaXxuTe OCHOBHble 0cobeHHOCTM npoTokona RIP.

18. OnuwnTe Nopsaaok paboThl U YKaXXMTe OCHOBHbIE 0CO6eHHOCTK npoTokona OSPF.

19. YT0 Takoe TpeTui ypoBeHb MapLUpyTU3aLnn NHTepHeTa? YTo Takoe aBTOHOMHasa cuctema?

20. OxapakTepusynte npoTokoa BGP.

21. Nepeyncnute ocHoBHble TCP aTakm 1 cnocobbl 6opbbbl € HUMMK,

$0C

KomneTteHuus MNK-9

3afaHun4 3aKpbITOro TUMNa

1. 3aWwmnTa AaHHbIX OT UCKAXXEeHWI Npy Nepenaye No paanuokKaHany NyTéM BHECEHUS B HUX
CTPYKTYPHO M36bITOYHOCTM MPOUCXOANT MPU:

KOZAMPOBAHUMN UCTOYHUKA AAHHbIX
KaHa/lbHOM KOAMPOBaHUW

MOy NALUN

KPWUNTOrpacmyeckom KOANPOBaHNM
hOpMaTMPOBAHNMN NCTOYHMKA AAHHbIX

® o0 oo

2. Kakune 13 nepeyvmcyieHHbIX METOA0B LIM(POBOM CBA3M NPUMEHSIOTCS B Pa3/IMYHbIX BEPCUSAX
ctaHpapTa IEEE 802.117

MYJIbTUNNEKCUPOBAHME C OPTOrOHAIbHbIM YaCTOTHbIM pa3geneHnem curHanos (OFDM)
nepefiaya faHHbIX C MPUMEHEHNEM HECKOJIbKMX Nnepefatolmnx 1 NpuHMMaLWmx aHteHH (MIMO)
paclnMpeHns cnekTpa CurHana NpsMon nocnenosatenbHOCTbO (DSSS)

MHOXXEeCTBEHHbI OOCTYM K cpefe nepefayv OaHHbIX C KOHTPOJIEM HEeCYLLEeN U yCTPaHEeHNEM
KOHhAnKTOB (CSMA/CA).

e. 64-no3nUMOHHas KBagpaTypHO-aMNanTyaHaa MaHunynauns (64QAM)

an oo

3. Kakue ypoBHV CEMUYPOBHEBON MOLENN B3aVMOAENCTBUA OTKPbITbIX CUCTEM OTHOCATCS K CEeTEBOMY
TpaHCnopTy?

CEeaHCOoBbIN

TPaHCMOPTHbLIN

ceTeBon

KaHaslbHbIN (Nepedayn AaHHbLIX)
hunsmnyeckun

® oo oo



4. Mo KaKMM NapamMeTpaM AUCKPETU3VNPYIOT aHaoroBbIi CUrHaN ans LudpoBon 06paboTkn?

no BpeEMeHU
no (ase

no amnanTyne
no yacToTe

no CnekTpy

® o0 oo

o

BbloennTte 13 cnmcka HxXe 0CHOBHbIE rnog3ajadn 3agadm KOMMYTaunn.

dopMupoBaHme MHPOPMaLIMOHHBLIX NMOTOKOB

onpeneneHne NHHOPMaLMOHHbLIX MOTOKOB, A5 KOTOPbIX TpebyeTcs NpoKAagbiBaTb MapLIpPyThl
MapLIpyTM3aumsa MHPOPMaLIMOHHbLIX MOTOKOB

npoABuXxeHne NHPOPMALIMOHHBIX MOTOKOB

MYJIbTUMNEKCUPOBAHME N AEMYJIbTUMNJIEKCUPOBaHNE NHOPMALMOHHBLIX MOTOKOB

D oo oo

6. YKanTe B CMUCKe KnacCuukaTopbl aApecoB No KOJNMYECTBY afpecyeMbiX MHTepdeNnCcoB

YHVKaNbHbI agpec
rpynnoBon agpec
LUMPOKOBELLLaTeNbHbIA agpec
LmnpoBon agpec
CMMBOJIbHbIN afpec

® o n oo

OTBeTbl Ha BON POChbi

Homep Bonpoca  OTeeT (bykBa)
b
a,b,cde
¢, d e

a,c

b,c,d e
a, b,c
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3afaHns OTKPbLITOro TMna

7. BepHO 5in, 4TO TEPMUH NOJIOCa NPONYCKaHWUA MOXXET UCMOJIb30BaTbCA B ABYX Pa3HbIX 3HaYeHUAX: B
NMepBOM OH O3Ha4yaeT WUPWHY NON0Ckl YacToT (B repuax), KOTOpYto IMHUA nepefaeT 6e3 CyLecTBeHHbIX
NCKaXXeHWI, a BO BTOPOM ABNAAETCA CUHOHUMOM TepMMUHA EMKOCTb KaHalla CBA3M 1 u3mepseTca B butax B
CeKkyHay?

OTBeT (pa/HeT)
OTBeTbl Ha BOMPOChHI

Homep Bonpoca OTBeT
7 |J1a

8. I'Ipanma B3aMMOIeNCcTBuA Mouyne|7| OOHOr0 YPOBHA B Pa3HbIX y3/1aX B CGMI/IypOBHeBOI7I Mogenn



Ha3blBAOTCA MMEHHO TaK.
OTBeT (NpoToKoN/MHTEPENC)
OTBeTbl Ha BOMPOChHI

Homep Bonpoca OTBeT
8 |np0T0Kon |

9. MpaBnna B3aMMOAENCTBUS MOAY/Ieil COCeAHNX YPOBHEN B OHOM y3/1e B CEMUYPOBHEBON MOLENN
Ha3blBAOTCH UMEHHO Tak.

OTBeT (NpoTOKON/MHTEPENC)
OTBeTbl Ha BOMPOChI

Homep Bonpoca OTBeT
9 [nHTepdeiic |

3afaHuns C pa3BEPHYTHIM OTBETOM

10. OxapakTepnsymnTe UMMNYJbCHYIO 1 MOJIOCOBYIO MOAYALMIO KaK 3/1EMEHTbI LM(POBOA CUCTEMbI CBSA3N.

OTBeThbl Ha BON POCbl

Homep Bonpoca  OTBeT

10 Moaynsauma — 3TO npoLecc, nocpencTsoM KOTOPOro
CMMBOJbI COOBLLLEHNI NN KaHaNbHbIE CUMBOJIbI (€CaN
NCNOJIb3YeTCS KaHalbHOE KoAMpoBaHme) npeobpasyoTcs
B CMI'Hasbl, COBMECTMMbIe C TPeBOBAHUAMYN, HalAraeMbIMu
KaHaJ/ioM rnepenayn AaHHbIX.

B npouecce nmnynbcHon mogynsaumu (baseband
modulatioin) Kaxxabln CUMBOA, KOTOPbLIN TpebyeTcs
nepenaTb, NpeobpasyeTca N3 ABOUYHOIr0 NPeacTaB/IeHUS
(YpOBHM Hanps>KeHW NpeacTaBAATCS ABOUYHbIMU
HYnsMU 1 egnHKULaMn) B BuaeocurHan (baseband signal),
T. €. CMrHas, CNeKTP KOTOPOro HaYnHaeTCcs OT (Uan 0KoJ0)
MOCTOSIHHOWM COCTABJIAIOLLEN 1N 3aKAaHYMBAETCS HEKOTOPbIM
KOHEYHbIM 3HayeHneM (0bbl4yHO, He Bonee HeCKOSIbKUX
Merarepu,).

Ina cuctem nepefayn pagnmo4acToTHOro gManasoHa
CcneayoLuMM BaXKHbIM 3TarNoM sSiBASETCA NoJ0CoBas
moaynauma (bandpass modulation); oHa Heobxoguma
BCerga, Korga cpega nepegayu He noanep>XXnBaeT
pacnpoCTpaHeHne CUrHaoB, MMeLWKX opMy
nMnyabCcoB. Toraga BuaeocurHan Tpebyercs
npeobpa3oBaTb B M0A0COBOM curHan (bandpass signal),
15 4Yero HeobxoaMMOo CABUHYTb CUrHAM Ha YacToTy,
KOTOpas ropa3ao 60sbLue 4YacTOoThl BUAEOCMIHaNa.

Takum 06pa3oM uMnynbCcHas Moaynsuns GopMmupyeT
HU3KOYaCTOTHbIN BUAEOCUIHaAMA, @ MOJI0COBAs MEPEHOCUT
ero Ha pabou4yto YacToTy




KpuTtepun oueHnsaHua

LLikana oueHoK (B
b6annax)

Ob6a noHATMA onpenesieHbl BEPHO U nogapobHo 3 6anna
0Ob6a noHsATMA onpepesnieHsl B 06LLEM BEPHO, 2 6anna
NMeITCA OTAeNbHble HETOYHOCTN.

XoT4 6bl 04HO N3 NOHATWA ONpeaesieHO BEPHO. 1 6ann
metoTcs owmbky B 0boux onpepeneHnsx. 0 6annos






