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®ELEPAJIbHOE TOCYOAPCTBEHHOE BIOA>KETHOE OBPA30BATEJIbHOE YYPEXOEHUE
BbICLLUEIO OBPA30BAHUSA
«BOPOHEXXCKUWI rOCY BAPCTBEHHbIN YHUBEPCUTET»
(®Pre0Oy BO «BIr'Y»)
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3aBenyoLmin Kaghenpon
bopucos OMuTpuin HUKonaesmy
Kathenpa nHHOpPMaLMOHHbBIX CUCTEM
10.04.2024

PABOYAS MPOrPAMMA YYEBHON AUCLUNJINHDI

61.B.[1B.01.02 CncTemsbl 1 ceTu nepegayvm nHdopmaLmnm

1. Kog  HauMeHOBaHue HanpaBJ/IeHUA NOAroTOBKMU/CNeLuaabHOCTH:
09.04.02 NHopMaLMOHHbIe CUCTEMbI U TEXHONOM U

2. Mpodunb noaroToBKU/cneunanmsaLms:

NHdopMaunoHHbIe TEXHOMOMUN 1 KOMMbIOTEPHbLIE HaYKW A5 LMDPOBON SIKOHOMUKI
3. Ksanudukauus (cteneHb) BbINyCKHUKA:

MarucTpaTtypa

4. ®opma obyyeHusn:

O4Hasn

5. Kacdeppa, oTBevalowwasn 3a peaamsauunio oUCLUMNIINHDI:

Kathenpa NHHOOPMALMOHHBLIX CUCTEM

6. CocTaBuTENIM NPOrpaMMbl:

CTpomoB AnekcaHAp BukTopoBuY, K. ©.-M. H., CTaplwuii npenofaBaTesib, haKybTeT KOMMbIOTEPHbIX
HayK,
Kaenpa NHGMOPMaLNOHHLIN CUCTEM

7. PekoMeHpoBaHa: npotokoa HMC ®KH Ne5 oT 05.03.2024
8. YYyeOHbIN ron;:

2025-2026

9.llenu u 3apa4m y4eOHON AUCLUNUHDI:

N3y4yeHne 0CHOB TEXHONOr 1A NHPOPMALIMOHHbIX CeTel; NpuobpeTeHne HaBbIKOB NPOEKTNPOBAHNS,
peanu3aumnm un

ynpaBieHna AaHHbIMW CUCTEMaMWN. CTaBsaTCA 3a4a4M NO3HAKOMUTb CTYAEHTOB C 3TaJIOHHbIMWN MOoAeNnaAMn

YPOBHEBbLIX MPOTOKOSIOB 1 Ha MX OCHOBE MPOBECTM MOYPOBHEBOE PACCMOTPEHNE 3/IEMEHTOB CETEBON
NHMPaCTPYKTYpbl. HaBbIKK MPOEKTMPOBAHNS, peanusaumnmn, yrnpaBiaeHns 1 noncka HeUCnpaBHoOCTEN
ceTeBou

NHPACTPYKTYPbI CTYAEHTbI NprobpeTaloT B X04€e BbINOJHEHNS NabopaTOpPHbIX 3adaHNi.

10. MecTo y4yebHOM aucuunaunHbl B CTPYKTYype OOM:

ancumnnanHa 6a3oBoi YacTu Unkna. BxoaHble 3HaHMA B 061acTu KypcoB: «MaTeMaTUYeCKUn aHanms»,
«Teopns BEPOSATHOCTEN N MaTeMaTMYeCKas CTaTUCTMKa», «Teopus nHpopmaLnms.



11. MnaHupyemblie pe3ynbTaThl 0OyYeHUs No AUCLUNIMHE/MOAYNIO (3HAHUA, YMEHUSA, HAaBbIKK),
COOTHECEHHbIE C MNJIaHMPyeMbIMU pe3ysibTaTaMU 0CBOeHUA obpa3oBaTesibHOW NPOrpamMMbl

(koMneTeHUMAMU BbII'IYCKHMKOB) U UHOUKAQTOPaMU UX BOCTUIKEHUSA:

Kon 1 Ha3BaHWe KoMMeTeHLMm

MNK-2 CnocobeH co3gaBaTb ”
nccnenoBaTh HOBbLIE
MaTeMaTU4Yeckne Mogenu B
€CTeCTBEHHbIX HayKaXx,
MPOMbILLEHHOCTU U BrsHece, C
Y4YeTOM BO3MOXXHOCTE
COBPEMEHHbIX MHOPMALIMOHHbIX
TEXHOJIOr I, MPOrpaMMUPOBaAHMS
N KOMIMbIOTEPHOW TEXHUKN

MNK-2 CnocobeH co3naBaTb ”
nccnenoBaTb HOBble
MaTeMaTU4Yeckne Mogenu B
€CTeCTBEHHbIX HayKaXx,
MPOMbILLEHHOCTU U Br3Hece, C
Y4YeTOM BO3MOXHOCTE
COBPEMEHHbIX MHOPMALIMOHHbIX
TEXHOJI0r I, MPOrpaMMUPOBaAHMS
N KOMIMbIOTEPHOW TEXHUKN

Kof v Ha3BaHWe nHaukKaTopa
KOMMNEeTeHLNN

[MK-2.1 3HaeT OCHOBHbIE METOAbI
NPOEKTUPOBAHNSA 1 MPOU3BOACTBA
NPOrpaMMHOro NPoayKTa,
NPUHLUUMNbI MOCTPOEHNS,
CTPYKTYPbI 1 NpreMbl paboThl C
NHCTPYMEHTaNbHbIMM
cpeacTBamu, NoAOEPKMBAOLLUMM
CO34aHune NporpamMmmHbIX
NPOAYKTOB M MPOrPaMMHbIX
KOMMIEKCOB, MX COMPOBOXXAEHNS,
AAMUHUCTPUPOBAHMSA U Pa3BUTMA
(a3Bontoumn)

MK-2.2 YMeeT ncnosb3oBaThb
MeTO[bl MPOEKTUPOBAHUSA U
Npon3BOACTBa NPOrPaMMHOr0
NpoAayKTa, NMPUHLMMbI
NMOCTPOEHMNSA, CTPYKTYPbI U
npuvemMbl paboTbl €
NHCTPYMEHTaIbHbIMU
CpeacTBamMu, NoAAEPKMBAIOLLNMN
co3JaHune NporpaMMHoOro
npoayKTa

3HaHus, YMEHUA, HaBblKWN

3HaeT NPUHLMIbI
NnoCcTPOeHNs ceTen

CBSA3M 1 Nepepayn
NHMOPMaLMK.

YMeeT KnaccupuumposaThb
(PYHKLMOHANBHOCTb
3/1eMeHTOB ceTen

CBS3M 1 Nnepenayn
NH{opMaLmn no
CEMUYPOBHEBOW MOLENN
B3aUMOLEeNCTBUSA OTKPbITbIX
CMCTEM.

Bnapeet meTogamu
Mo4ennpoBaHua
TeJIEKOMMYHUKALMOHHbIX
ceTen.

3HaeT NPUHLMIbI
B3aMMOOencTBms
TENIEKOMMYHUKALIMOHHbIX
CUCTEM

COraacHoO NMpuHUMNam
B3aUMOOENCTBUS OTKPbITbIX
CUCTEM.

YMeeT oueHnBaTb
noTpebHoCTY
nonb30BaTeNs B BUAax
YyCAyrn n nx

KavyecTBe.

Bnaneet metogamu
MoLennpoBaHma
KOMMbIOTEPHbIX

CEeTEeN N COOTBETCTBYOLLMM
NPOrpamMMHbIM
obecnevyeHnem.



Kon v Ha3BaHMe KoMMeTeHL K

MNK-2 CnocobeH co3naBaTb ”
nccnenoBaTb HOBblE
MaTeMaTU4YecKne Mogenu B
€CTeCTBEHHbIX HayKax,
NMPOMbILLNEHHOCTUN U Br3Hece, C
Yy4€TOM BO3MOXHOCTEN
COBPEMEHHbIX UHOPMALIMOHHBbIX
TEXHOJ/I0r I, MPOrPaMMIMpPOBAHNS
N KOMMbITEPHON TEXHUKM

Kof v Ha3BaHWe nHaukKaTopa
KoMneTeHUnn

MK-2.3 MmeeT NpakTUYeCKni onbIT
NPUMEHEHNS YKa3aHHbIX Bbille
MeTOLOB U TEXHONOr A

12. O6beM gucuUNInHBbI B 3a4eTHbIX eauHULLax/4yac:

3/108

dopMa NPOMEXXYTOYHON aTTeCTaLuum:

3a4eT C oueHKoMN

13. TpypoeMKOCTb NO Bupam y4yebHou paboTbl

Bunpa yvyebHon paboThl

AyNTOPHbIE 3aHATUA
JIeKUNOHHbIE 3aHATUSA
lpakTn4eckne 3aHATUSA
JTabopaTopHbIe 3aHATUS

CamocTodATenbHas paboTa
KypcoBas paboTa

MpomeXXyTo4YHaa aTTecTaums
Yacbl Ha KOHTPOJIb

Bcero

13.1. Copep>xaHue AUCLMUNINHDbI

n/n HanmeHoBaHue
pasgena
ANCLUMIINHBI

1 TeopeTunyeckas

4acCTb

Conep)xaHue pasgena
ANCLUNMANHBI

3HaHWS, YMEHUS, HaBbIKU

3HaeT OCHOBHbIE TPeHabl
pa3BuTUS
TeNeKOMMYHMKaL W,
YMeeT HacTpaunBaTb
OCHOBHbIE TUMbI
TeNeKOMMYHUKaLNOHHOIO
obopynoBaHus IP ceTen.
BnageeTt 0CHOBHbIMU
nakeTtamu,
npuMeHsemMbiMy gns

pac4yéToB K
MOLeNnpoBaHNA B
TeNeKOMMYHMKaLMAX.
CemecTp 3 Bcero
28 28
0
14 14
14 14
80 80
0
0 0
0
108 108

Peanunsauns pasgena AUCLUNINHDI C
NMOMOLLbIO OHJTaNH-Kypca, IYMK



n/n

1.1

1.2

1.3

14

1.5

1.6

1.7

1.8

HanmeHoBaHue
pasgena
OVNCLUMNINHBI

Mogenb
B3aMMOAENCTBUS
OTKPbITbIX
cucTem

CucTtema
LMpPOBO CBA3N

CurHans

O6Lwune BonpoCh!
NMOCTPOEHMUSA
ceTen

Mogoynauus

lpoBogHbIE CeTH

Kogpep kaHana

Komnpomuccol
npu
NCMoJib30BaHNN
Mooy NALUN 1
KOOMpPOBaHNS

Conep>xaHue pa3gena
OVCLMMINHBI

PaccmoTpeHune
CEMUYPOBHEBO MOLENN
B3aMMOAENCTBUSA OTKPbITbIX
cucteM. OueHka eé ponv B
MOCTPOEHUMN U U3YHEeHUN
ceTen CBa3un.

PaccmoTpeHune 0606LWEHHON
MoZenu ungpoBOn CMCTEMb
cBA3un. N3yveHne
HaVMEHOBAHUN N YHKLMIA
€€ OCHOBHbIX 3/1EMEHTOBIO

Knaccudukaums n npumepsl
CUrHanoB..

OCHOBHbIE MOHATUA O
NpPOrpamMMHOM 1
annapaTHoM obecnevyeHnn
ceTen. Knaccugpukauus
KaHaJioB CBA3W. [MoHATHE
CEeTeBOW TOMOJIOM UK.
3ajavya KoMMyTaLUun.

Knaccudukaumsa Tunos
MOLYNALUN/MAHUNY AL NN
Cneumndurka npuMeHeHus.

Knaccugumkaumsa u
cneynguKka 0CHOBHbIX
TUMOB COBPEMEHHbIX
NPOBO/HbLIX CETEN.

V3y4yeHne 6104HbIX 1
CBEPTOYHbLIX KOLOB
NMOMEXO03aLUNTHbIX KOLEKOB.
MeToLbl LleKOAMPOBAHNS

Bonpockl Bbibopa v
B3aVIMHOr0 BAVNSHUS TUMOB
MOZYNALUMMN 1 KaHAIbHOrO
KOLMPOBaHUS

Peanu3auns pasgena AUCUUMIINHBI C
NMOMOLLbIO OHNAMH-Kypca, IYMK

https://edu.vsu.ru/course/view.php?id=4035

https://edu.vsu.ru/course/view.php?id=4035

https://edu.vsu.ru/course/view.php?id=4035

https://edu.vsu.ru/course/view.php?id=4035

https://edu.vsu.ru/course/view.php?id=4035

https://edu.vsu.ru/course/view.php?id=4035

https://edu.vsu.ru/course/view.php?id=4035

https://edu.vsu.ru/course/view.php?id=4035



n/n

1.9

1.10

1.11

1.12

1.13

1.14

2.1

2.2

2.3

HanmeHoBaHue
pasgena
OVNCLUMNINHBI

becnpoBofHble
CceTun Ha npumepe
cTaHbapTa IEEE
802.11 (Wi-Fi)

Anpecauns B
cTeke
NPOTOKOJI0B
TCP/IP: IPv4

MpoTtokon IP

MpoTokosibl UDP
n TCP

MpoToKOJIb
MapLUpyTh3aumum
cteka TCP/IP

ATaku Ha
TPAHCMOPTHYIO

NHPPaCTPYKTYPY
cetun

lpakTnyeckne
3aHATUSA

O6wwme Bonpocsl
NOCTPOEHMNS
ceTen

Aopecauns B
cTeke
NPOTOKOJI0B
TCP/IP: IPv4

MpoToKOJIb
MapLUpyTh3aumum
cteka TCP/IP.

Conep>xaHue pa3gena
OVCLMMINHBI

N3yyeHne cneumdukn
NMOCTPOEHMNSA COBPEMEHHbIX
6ecnpoBoOAHbIX CeTel Ha
npuMmepe ctaHpgapTa IEEE
802.11

Tunbl agpecos. AopecHoe
NPOCTPaHCTBO.
PacnpepeneHve afpecos.
lNMownck no agpecy.

3y4eHwne npoTokona IP

M3y4eHune npoTtokosios UDP
n TCP

Knaccudukauusa n npumepsl
NMPOTOKOJI0B
MapLupyTr3aLum,
NCNoJib3eMbIX B CTEKe
TCP/IP.

Knaccugpukaums Tmnos
aTak Ha TPaHCMOPTHYIO

NHPPACTPYKTYPY, NX
0COBEHHOCTM U NpUMeEpbI.

PacyeT 6t00)XKeTa MOLHOCTH
N OCHOBHbIX XapaKTepUCTnK
KOMMYHWKALIMOHHOW
CUCTEMBI

lMnaHupoBaHWe apecHoro
npocTpaHCcTBa IPv4-ceTen n
Co34aHune cetu

KoHdmrypupoBsaHue
NHGPaCTPYKTYPHbIX CNY>X6
IP-ceTn: DHCP 1 DNS.

Peanu3auns pasgena AUCUUMIINHBI C
NMOMOLLbIO OHNAMH-Kypca, IYMK

https://edu.vsu.ru/course/view.php?id=4035

https://edu.vsu.ru/course/view.php?id=4035

https://edu.vsu.ru/course/view.php?id=4035

https://edu.vsu.ru/course/view.php?id=4035

https://edu.vsu.ru/course/view.php?id=4035

https://edu.vsu.ru/course/view.php?id=4035

https://edu.vsu.ru/course/view.php?id=4035

https://edu.vsu.ru/course/view.php?id=4035

https://edu.vsu.ru/course/view.php?id=4035



n/n

3.1

3.2

3.3

HanmeHoBaHue
pasgena
OVNCLUMNINHBI

NabopaTopHble
paboThl

Mogoynauus

KoZep kaHana

Kogep KaHasna

Conep>xaHue pa3gena
OVCLMMINHBI

N3yyveHune CKK.
OnpepneneHne BEpOATHOCTU
6uToBOM OWINOKM Kak
(DYHKLUN OTHOLLEHNS
CUTHaN-Wym ans
pa3/INYHbIX BUOOB
MOLYNALMM

N3yyveHne 6novHoOro Koaeka
KaHana. iccneposaHmne ero
3hheKkTnBHOCTH.

/3y4yeHne cBEPTOYHOIO
KOAEeKa KaHana.
WNccnepoBaHue ero
3(hheKTNBHOCTH.

13.2. Tembl (pa3spensl) AUCULUNIAUHBI U BUA bl 3aHATUN

No
n/n

HanmeHoBaHMe
TeMbl (pasgena)

Monenb
B3aMMOAencTBuna
OTKPbITbIX
cucTem

Cuctema
LM POBOI CBA3M

CurHansl

O6wwme Bonpocsl
NOCTPOEHMNS
ceTen

Mogynauns
[poBogHbIE CeTH

KoLep kaHana

JleKUNOoHHbIe
3aHATUSA

MpakTn4yeckne
3aHATMA

Peanusaums pasaena ANCLUUMNINHBI C

NMOMOLLbIO OHNAMH-Kypca, IYMK

https://edu.vsu.ru/course/view.php?id=4035

https://edu.vsu.ru/course/view.php?id=4035

https://edu.vsu.ru/course/view.php?id=4035

JlabopaTopHble
3aHATUSA

CamocTosiTeNnbHas
paboTa

6

Bcero



Ne HanmeHoBaHMe
n/n  TeMbl (pasgena)

8 Komnpomuccel
npm
NCMo/b30BaHNK
MOLYNALUN 1
KOLMPOBaHUS

9 becrnpoBoHble
CeTn Ha
npumepe
ctaHpapTta |IEEE
802.11 (Wi-Fi)

10 Agpecauus B
CcTeke
NPOTOKOJI0B
TCP/IP: IPv4

11  MMpoTokon IP

12 lpoTokonsl UDP
n TCP

13 [poTokosb
MapLlpyTr3aLmm
cteka TCP/IP.

14  ATaku Ha
TPAHCMOPTHYIO

NHPPaCTPYKTYpPY
cetun

JleKUNOoHHbIE
3aHATUSA

MpakTunyeckmne
3aHATUSA

14

JNabopaTopHskle
3aHATNA

14

CamocTosiTenbHas
paboTa

6

80

14. MeToaunyeckue yKasaHus gns oby4aloLmUxcs No 0OCBOEHUIO O UCLUMIINHDI

Bcero

108

OucumnnuHa TpebyeT paboThl C haltlaMu-npeseHTaumaMy NeKUnid 1 COOTBETCTBYOLWUMY F1aBaMy
PEKOMEHI0BAHHOM OCHOBHOW NINTEPATYPbl, @ TakXe, 0653aTeNIbHOr0 BbINOJIHEHUS BCEX NabopaTOPHbIX
3aflaHMN B KOMMbOTEPHOM Knacce. CamMoCcTosTelbHAs MOAr0TOBKA K JlabopaTOPHbLIM 3aHATUAM He
TpebyeTcs, T.K. HE0OX0AMMbIe PEKOMEHAALIMM [ATCA B ayAUTOPUN, Fe BbINMOIHSATCA NabopaTopHble

paboTsbl.

CamocTodATeNbHas paboTa NpoBOANTCS B KOMMbOTEPHbIX Knaccax ®KH ¢ ncnonb3oBaHMeM
MEeTOAMNYECKNX MaTepnanoB pacnosioXeHHbIX Ha y4ebHo-meToanyeckom cepsepe ®KH

"\\fs.cs.vsu.ru\Library” n Ha cepeepe Moodle BI'Y edu.vsu.ru . Bo BpeMsa caMoCTOoATENbHON paboThbl
CTYAEHTbI UCMOJIb3YIOT 3NEKTPOHHO-6MOANOTEYHbIE CUCTEMBI, AOCTYMNHbIE Ha NopTane 30HaNbHON

bnbanotekn BIY no agpecy www.lib.vsu.ru. YacTb 3agaHuii MOXKET ObITb BbINOJIHEHA BHE ayAUTOPUIA Ha
LOMaLUHEM KOMMbIOTEPE, NOC/Ie KOMMPOBAHNSA METOANYECKUX YKa3aHuin n Heobxogumoro MO ¢ yyebHo-

MeTogmyeckoro cepsepa OKH.



15. MepeyeHb OCHOBHOM U A,O0MNOJIHUTENILHON NMTEpPaTypbl, PECYPCOB MHTEPHET, Heo6XxoAUMbIX
AN OCBOEHUS AUCLUNJINHDI

No NcToYHMK
n/n
1 Jemunaos, J1. H. OCHOBbI 3KCrlyaTaumm KOMbIOTEPHbIX ceTen: y4ebHuk A8 bakanaspos / /1. H.

Lemunpaos. - Mocksa : lpomeTten, 2019. - 799 c. - Pexxum goctyna: ro noanucke. - URL:
https://biblioclub.ru/index.php?page=book&id=576033 (gata obpaLyeHus: 24.06.2021). -
bubanorp.: c. 750 - 752. - ISBN 978-5-907100-01-5. - TeKCT : 371€KTPOHHbIM.

6) nononHWTENbLHas NUTepaTypa:

No NCTOYHUK
n/n
1 YMHAWKKH, C. B. OcHoBbI Teopum Lmngposor 06paboTku curHaios : y4ebHoe nocobue : / C. B.

YMHALIKWUH. - 5-e u34., ncnpasi. n gor. - Mocksa : TexHocgepa, 2019. - 550 c. - Pexum
aoctyna: no noanucke. - URL: https://biblioclub.ru/index.php?page=book&id=597188 (pata
obpaLyeHus: 24.06.2021). - ISBN 978-5-94836-557-2. - TeKCT : 31€KTPOHHbIU.

B) MH(OPMALIMOHHbIE 3/1EKTPOHHO-06pa30BaTe/IbHbIE PECYPChI:

Ne n/n NcToYvHmK

1 BubnunoTteka BIY, http://www.lib.vsu.ru

2 Cepsep yyebHo-mMeToanyvecknx matepuanos ®PKH, \\fs.cs.vsu.ru\Library
3 Cepsep Moodle BI'Y, http://edu.vsu.ru

16. NepeuyeHb yuebHO-MeTOAUYECKOrO 0becneyeHns Ans CaMOCTOATeNIbHOK paboTbl

Ne n/n NcToYHMK
1 Cepsep y4ebHo-MeToanYecknx maTepmanoB ®KH, \\fs.cs.vsu.ru\Library
2 Cepsep Moodle BI'Y, http://edu.vsu.ru

17. ObpasoBaTenbHble TEXHONOIMMU, UCNOJIb3yeMble NPU peannsauumn y4eOHOU AUCLUNINHDI,
BKJIlOYasA AUCTAHUMOHHbIe oOpa3oBaTenbHble TexHonoruun ([OT), anekTpoHHoe oby4yeHue (30),
CcMellaHHoe obyyeHue):

1. TexHonorus supTyanusaumm - cpefa suptyanusauum Oracle/Sun Virtual Box
INeKTPOHHO-bMbnoTeYHas cuctema «YHuBepcuteTckas bubnmoteka online», http://biblioclub.ru
ObpaszoBaTenbHbIN nopTan Moodle (cepeep Moodle Bry) 4OT, 20

OnepaumnoHHasa cuctema GNU/Linux (amctpubytms Ubuntu).

MO MATLAB.

MO Packet Tracer.

oUW



18. MaTepuaano-TeXHuquKoe obecneyeHue OoUCLMUNIIUHBI:

1. JleKUuMOHHas ayanMToOpnA, OCHaLLEHHas BUAEOMPOEKTOPOM.

2. KomnbloTepHbIN KNacc ans nposefeHnsa nabopaTtopHbiX 3aHATWIA, OCHALLEHHbIA NPOrPaMMHbIM
obecneyeHunem VirtualBox, MATLAB, Packet Tracer. O6bem onepaTuBHON NamMsATK Ha paboyee mecTo
He MeHee 2Ib.

3. NlabopaTopusi ceTeil U cUCTeM Nepeaadn MHHopMaLmi.
19. OueHouYHble CpeacTBa ONs NpoBeaeHus TeKyLlel U NPOMeXXYyTOYHON aTTecTauui

MopsALOK OLEHKUN 0CBOEHUS 0ByyvatoWwmmMmcs y4ebHoro MaTeprana onpeaenseTcs cofepXXaHuem
CneayoLWmnx pa3aenos ANCLUMNHBI:

Ne Pa3zpgensl Koo komneteHuun Koga nHaukatopa OueHo4YHble cpencTBa AN
n/n OVNCUUNNHBI TeKyllen atrTectaumnm
(Mopynn)

1 1.1-15 MnK-2 NK-2.1 NabopaTopHasa paboTta 3.1

2 16-19 MK-2 MK-2.2 NabopaTopHble paboThbil 3.2,
3.3

3 1.10-1.14 MK-2 MK-2.3 MpakTnyeckme paboTbl 2.1 -
2.3

MpomexyTo4yHas aTTecTaumns

®opMa KOHTPOJIA - 3a4€eT C OLEHKOM

OueHoYHble cpeacTBa 419 MPOMEXYTOYHOM aTTecTaumm
TeopeTuyeckumin BONPOC, NpakTU4eckoe 3agaHue.

20 TunoBble OUEeHOYHble CPpeacTBa U MeToAMYeCcKUue MaTepuanbl, onpepensiowme npouenypbl
oueHUBaHuUA

20.1 TeKyLLMA KOHTPOJIb yCNEeBaeMOCTH
KoHTpOnb ycrneBaemMoCT No AUCLUMIIVHE OCYLLECTBAAETCS C MOMOLLbIO C/IeAYIOLLUX OLIEHOYHbIX
CpencTs:

15 oLueHUBaHUA pe3ynbTaToB 06y4eHUst Ha 3a4eTe C OLLEeHKOMN 1cnonb3yeTcs 4-6annbHas Wwana:
«OTJINYHO», «XOPOLLO», «y[0BNETBOPUTENLHO», «HEYA0BNETBOPUTENbHO». COOTHOLUEHME NoKa3aTenewn,
KPUTEPMWEB U1 LIKaJbl OLLEHUBAHUS Pe3ybTaToB 00y4eHus:

YpoBeHb
KpuTepumn oueHUBaHNSA KOMNETEHLUIA ChOPMUPOBAHHOCTM LLIkana oueHoK
KOMMeTeHL NN

Obyyatowminca B NoaHOM Mepe BAageeT NOHATUAHBLIM
annapaTom npeameTHon obnacTu, cnocobeH
NNMOCTPUPOBATL OTBET NPMMepamMu, AaHHbIMU MoBbIWEHHbIV YPOBEHb  [OTANYHO
Hay4HbIX NCCNIEA0BAHNI, MPUMEHSTL TEOPETUYECKNE
3HaHMA ANS pelleHns NPaKTUYeCcknx 3aaa.

Obyuvatowminca BiageeT NOHATUAHLIM annapaTom
IaHHon obnacTtu, cnocobeH popMynmMpoBaTb OCHOBHbIE
NOHATUS, HO 3aTPYAHAETCS NPUBOANTL NPUMEPSI,
XapakTepu3yume 0CobeHHOCTU NpeaMeTHOM obnacTu

ba30BbI ypoBeHb XopoLuo




ObyyaloLMNCcs YaCTMYHO BlaAeeT OCHOBAMMU
ANCUMNAVHBI, (pparMeHTapHO cnocobeH
(hOpPMYIMPOBaTb OCHOBHbIE MOHATUS, HO 3aTPYAHAETCS |MTOPOroBbIN YPOBEHb Y0BNETBOPUTESNBHO
NPUBOAUTL MPUMEPDI U MPUMEHSIOLLNECS B HUX
TeXHo0rnm

Obyyatowmnca EMOHCTPUPYET OTPbIBOYHbIE,
(pparMeHTapHble 3HAHUSA HE MOHUMAEeT OCHOBHbIX
NOHATWI NpeameTHOM 0bnacTn 1 gonyckaeT rpybbie
owmnbKn.

HeynoBneTBOpUTENBHO

20.2 MpomMeXxyTouyHasa aTrecTaums

MepeyeHb NPaKTUYECKMX 3afaHU

1.
2.

5

PacyeT Bl04)KeTa MOLLHOCTY 1 OCHOBHbIX XapaKTePUCTUK KOMMYHUKALMOHHON CUCTEMBI

N3yyveHne CKK. OnpeneneHvne BePOATHOCTU BMTOBON OLINOKM KaK (DYHKLIMM OTHOLLEHWSA CUMHAALWYM
[ON15 Pa3IyHbIX BULOB MOLYNALNN

MnaHvpoBaHMe afpecHOro NpocTpaHCcTBa IPv4-ceTen n co3paHne cetnd KoHgmrypupoBaHue
NHMPaACTPYKTYPHbIX cyx6 IP-ceTn: DHCP n DNS.

MogennpoBaHve Kofepa KaHasa B cucteme MATLAB.

Bonpockl K TeopeTUYeCcKom YacTn NepBON NPOMEXXYTOYHON aTTecTauum

1.

OnpenennTe NOHATUSA MHOPMALUK U AaHHbIX. ECTb I MeX Ay HUMMW OTINYMS?

2. Y1o Takoe MPOTOKOJT N I/IHTepCbeIZC C TOYKWM 3peHna mogenm MHOroypoBHeBOro

©oOo~NUV AW

10.
. NepeyncnnTte n KpaTKo oxapakTepusynTe 06s3aTesbHbIe 31EMEHTbI CUCTEMbI LIM(POBOIA CBA3N.
12.

13.
14.
15.
16.
17.
18.
19.
20.
21.
22.

23.
24,
25.
26.

NepapxmyeckoroB3anMonencTema? Kak MHOroypoBHEBbIE ePapPXUYECKNe MO4EIN YIPOLLaoT
OnucaHmne CNOXHbIX CUCTEM?

OnnwunTe Moaenb B3aMMOAENCTBUSA OTKPLIThIX CUCTEM. YTO TaKoe CTeK MPOTOKOI0B?
OxapakTepusyinTe ursnyeckuin yposeHo mogenn OSI.

OxapaKTepusymnTe KaHasbHbIN ypoBeHb Moaenn OSI. YTo Takoe MAC?

OxapakTepusyinTe ceTeBoi yposeHb Moaenu OSI.

OxapaKTepusymnTe TPaHCMOPTHbLIA ypoBeHb Mmogenu OSI.

OxapaKTepusyinTe CeaHCoBbIN ypoBeHb Mogenu OSI.

OxapaKTepusymnTe ypoBeHb nNpeacTassieHnsa moaenm OSI.

OxapakTepusyinTe npuknagHom yposeHb moaenun OSI.

OxapaKTepusyinTte KogmpoBaHue / 4eKoaMpoBaHNe NCTOYHMUKA, W poBaHue /
JewnppoBaHme, KaHaJibHOe KOANPOBaHMe / OeKogupoBaHue.

YTo Takoe nMnynabCHaa Moaynaumsa / gpemonynauma?

Y7o Takoe nonocosas Moaynauma / nemMonynauns?

3a4eM Hy>KHa CUHXPOoHM3aLuna?

OxapakTepusyinte 6eCnpoBOAHbLIN KaHasl KaK 3/1IEMEHT CUCTEMbI LINGPOBOIN CBSA3MN.
Y70 Takoe UCTOYHUK MH(opMaLnumn?

Y10 Takoe BUTOBLIV MOTOK?

YT1o Takoe 6on?

YTo Takoe CKOpOCTb nepegayn gaHHbIX?

Y7o Takoe ungpoBon curHan?

YeM O0T/AMYaeTCa aHaN0roOBbIN CUrHAM OT ANCKPETHOro? Mo Kakum napameTpam MoXXeT BbiTb
ONCKPETM3NPOBaH CUrHan?

Kakue curHasbl Ha3blBalOT IHEPreTUYeCKUMI?

Kakune curHasbl Ha3blBatOT MOLLHOCTHbLIMUK?

YTo Takoe Nnepnoanyecknin CUrHaa? Kakue CurHasbl Ha3biBalOT FAPMOHNYECKUMIN?
Y10 Takoe penbTa-pyHKUMA Oupaka u yHKUmMa XeBmcanga?



27.
28.

29.
30.
31.
32.
33.

34.
35.

36.
37.
38.
39.
40.
41.
42.

Y10 Takoe psan Pypbe? Kakre yHKLUM MOXXHO Pa3fioxXuUTb B Takon paa?

Y10 Takoe npeobpasoBaHme Pypbe? Kakme yHKLMM MOXHO NOABEPrHYTh Npeobpa3oBaHMIO
dypbe?

HanuwwnTe hopmyny dnnepa. YTo Takoe BEKTOPHOE NpeacTaB/ieHne CUHYConabI?
OxapakTepu3yinTe KINEHTCKUA 1 CEepBEPHbIA MOAYJIN CETEBOro NPorpamMMHoro obecneyeHums.
YTo Takoe ceTeBas onepaLnoHHas CUCTEMA U Kakne OHU BbiBatoT?

MepeyncanTe TUNbl CETEBLIX MPUIOXKEHUN.

YTo Takoe NpennoxXeHHas Harpyska, CKOpoCTb nepefiayn AaHHbIX B KaHane U éMKOCTb KaHasa
cBA3N?

Y10 Takoe nosioca NponyckaHus?

KaknMy TepMUHaMmn XxapakTepusyeTcsa KaHal CBA3W C TOYKM 3PEHMSA BO3MOXXHOCTU O4HOBPEMEHHOM
BCTpe4Hon paboTbl?

YTo Takoe TOMNoJIormsa ceTu CBA3M? Kakne TUnbl TONONOr N Bl 3HaeTe?

3a4eM Hy>XXHa agpecauuns? Kakume knaccmdukaumm agpecos Bel 3HaeTe?

Kakune cnocobbl opraHnsaLmm agpecHoro npocTpaHcTBa Bam n3BecTHbI?

B 4ém cocTouT 3afa4a KoMMyTaLmmn? NepedncanTe n oxapakTepusynTe eé 0CHOBHbIE NoA3aayu.
B 4éM cocTouT 3afa4a MapLupyTusauun? OxapaktTepusyinTe eé€ noasanadn.

YTo Takoe MeTpuKa MapLupyTa?

YT0 Takoe MyNbTUMIEKCUPOBAHNE U OEMYbTUMIEKCUPOBAHNE B CETAX Nepefadn AaHHbIX?

Bonpockl K TEOPETUYHECKOW YacTy 2-i aTTecTaumm

1.

oOuU R WwN

10.
11.
12.
13.
14,

15.

16.
17.
18.
19.

Kakue y4aCTKUN 31eKTPOMarHUTHOr0 CNeKTpa NpUMeHSAI0TCA B COBPEMEHHbIX CUCTeMax nepenayn
nHgpopmaummn? Kakme n3 Hux Hanbonee soctpeboBaHbI?

YTO Takoe LWMpPUHa NosocCkl YacToT No HankeucTy?

Copmynupynte Teopemy KoTenbHUKOBA.

Copmynupynte Teopemy LLieHHOHa - XapTaw.

YTo Takoe npenen LLieHHoHa?

MpuBeamnTe NpUMep OPTOroHasbHOro curHana. Kak senyT cebs Kpuble
MOMEX0YCTONYMBOCTMN(3aBMCMMOCTb BUTOBON OWNOKN OT OTHOLLEHWSA CUTFHAN/LWYM) OPTOrOHaIbHbIX
CUTHaN0B NpY yBenyYeHumn Kkonnyectsa bUToB B cMBone?

. MpuBeanTe npumep MHorogasHoro curHana. Kak eyt cebs kpusble

NMOMEX0yCTONYMBOCTU(3aBUCUMOCTb BUTOBOI OLLIMOKN OT OTHOLUEHWS CUMHaA/LWYM) MHOTO(ha3HbIX
CUrHAN0B NPU YBEIMYEHNN KONYECTBa BMTOB B CMMBOJIE?

Kakune Tunbl kabenbHbIX cpen nepefayn Bol 3HaeTe?

YeM OTMYa0TCA OAHOMOOBOE U MHOFOMOA0BOE OMTOBOJIOKHO?

YT0 Takoe ABOUNYHbI CUMMETPUYHbLIN KaHan?

MprnBeaunTe onpenefnieHne AUCKPETHOrO KaHala 6e3 namsaTu.

YTo Takoe KaHan C AUCKPETHbIM BXOAOM U HEMPEPLIBHLIM BLIXOLOM?

YTo Takoe cTeneHb (UK CKOPOCTb) KOANPOBaHMA? YTo 03HavaloT n 1 k B TepMuHe (n,k) koa?
MpvBegunTe 2 Npumepa KOLOB C KOHTPOJIEM YETHOCTU. OLEHUTE UX BO3MOXKHOCTY N0 0BHapy»XeHuto
MUCnpaBaeHNIo oWNBOK.

YT0 Takoe BEKTOPHOE NMPOoCTPaHCTBO? [lanTe onpeneneHne JMHENHOMY KOLY Yepes NoHATue
BEKTOPHOI0 NOANPOCTPaHCTBA. MNpnBeanTe npumep.

YTo Takoe 1 3a4eM Hy)KHa MaTpuLa reHepaTopa (reHepupyowas Matpuua)? MNpuseanTte npumep.
YeM cuctemMaTMYeCKUn KoL OTAINYAeTCs OT HeCcMcTeMaTnyeckoro? lMpmueeanTe npumep.

YT0 Takoe NpoBepoyHas MaTpuULa U Kak peannsyeTcs KOHTPOJIb C MOMOLLbIO CUHLPOMOB?

Kak cTponTCs HOpMajbHas MaTpurLa, U Kak C €€ MoMOoLLbI0 NCNPaBASATh OWMOKM KaHaa npu



LeKo4NpoBaHNM?

20. Y10 Takoe CBEPTOYHbLIN Kodep? YTo Takoe O/IMHA KOLOBOIro orpaHuyeHuns? Mpueenute npumep
CBEPTOYHOro KoAepa.

21. MepeyncanTe OCHOBHbIE NpeCcTaB/ieHNs CBEPTOYHOIO Kogepa.

22. YT0 Takoe UMMybCHas XapaKTepucTKa CBEPTOYHOr 0 Koaepa?

23. OnuwunTe NoSiMHOMManbHoe NpefcTaB/ieHne CBEPTOYHOIrO Kogepa 1 ero npefcTasieHne B Bue
KOHe4yHoro aBTomara.

24, OnuwnTe npeacTaB/eHne CBEPTOYHOINO KoAepa B BUAE APEBOBUOHON M PeLIETYaTON Anarpamm.

25. B 4éM 3aknoy4aeTca oTanMYmMe anropuTMa LeKoampoBaHMa CBEPTOYHOIo Kofa no Butepbu ot
anropuTMa noJsiHoro nepebopa?

26. OxapakTepusymnTe cTaHgapT IEEE 802.11 B uesnom, Kakme ypoBHY Mo Knaccugpukaummmogenm 1SO
OSl oH oxBaTbIBaET?

27. OxapakTepusymnTe u3nyecknin yposeHo ctaHgapTta IEEE 802.11.

28. Kakue mMeTobl paclumpeHus crnekTpa Bl 3HaeTe?

29. Yo Takoe MIMO n Kakune ero pasHoBUOHOCTM BaM 1M3BeCTHbI?

30. Y1o Takoe OFDM, Kak 1 gns 4ero oH (oHa? inn oHo?) paboTaeT.

31. Yo Takoe DCF? OnuwmnTe nopsfoK yHKLNOHNPOBAHNUS.

32. Yt1o Takoe PCF? OnuwwimTe nopsnok PyHKLMOHNPOBAHNS.

33. Yem PCF otnnyaetca ot DCF? MoryT 5in oHu paboTaTb BMECTE N KaK UMEHHO?

34. MNpusepunTte nepapxmyeckyro CTPyKTypy cTeka npoTokonos TCP/IP. MpusennTe (Npu BO3MOXHOCTK)
npyMepbl MPOTOKOJI0B Ka)XA40ro ypoBHS.

35. OxapakTepusynTe npukaagHon ypoBeHb cTeka TCP/IP. YKaXKuTe nNpoTOKObHYIO e AUHNLY 1
NCrnonb3yeMble MPOTOKOJIbI.

36. OxapaKTepusynTte TpaHCNOPTHLIN YpoBeHb cTeka TCP/IP. YKa)XuTe NpOTOKOJIbHYO eAUHNLY 1
NCrnonb3yeMble MPOTOKOJIbI.

37. OxapakTepusyinTte ceTeBol ypoBeHb cTeka TCP/IP. YKa)KuTe nNpoTOKONbHYIO € ANHULLY W
NCrnonb3yeMble MPOTOKOJIbI.

38. OxapaKTepusynTe ypoBeHb CceTeBLIX NHTepdencos cteka TCP/IP.

39. Kakwue Tunbl agpecos ucnosb3yotcsa B cteke TCP/IP? OnnwuTe unx.

40. YT1o Takoe MacKa B IP-agpecaunn n oNns 4ero oHa Mcnosb3lyeTca? YTo Takoe Knacchl IP agpecos?

41. Y10 Takoe NAT v Ons Yero oHa HyxHa?

42. Y10 Takoe DNS? Kak npoxoauT npouefypa pa3peLlleHns uMeHn?

43. [nqa vyero HyxeH npoTokon DHCP n kKak oH paboTaeT?

Bonpock! K TeopeTnYeckon YacTun 3-i aTTecTaumm

1. OnuwmnTe 0CHOBHbIE NPUHLUMNLI OpraHu3aumn IP MmapLpyTr3aLmu.

2. Onsa yero HyxeH ICMP npoTokon? MpueenuTe npumMep KOMaHbl U3 Hero.

3. [na vero Hy>XHbl NpoTokoabl TCP n UDP? B 4éM nx CXOACTBO U pa3nunymns?

4. Y10 Takoe nopT? KakoBbl NpaBuia nx Hymepauumn?

5. Y7o Takoe cokeT? B 4éM CyLLHOCTb npoueayp
MYNbTUNNEKCUPOBAHUA/LEMYIbTUNNEKCUPOBaHMA NpoTokoaos TCP n UDP?

6. OnuwmnTe nopsafok paboTbl npoTokosa TCP.

7. OnuwuTe nopsgok paboTbl npoTokona UDP.

8. Y70 Takoe siormyeckoe coefMHEHUS 1 KakKyto posib OHO UrpaeT B npoTokose TCP?

9. lMNepeyuncnuTe 0CHOBHbIE MeTOAbI peann3aLny KBUTUPOBHUS.

10. OnuwwnTe anropnT™ paboTbl MeTOAa MPOCTOS UCTOYHUKA.
11. OnuwwnTe anropnT™ paboTbl MeTOAa CKOJIb3ALLEr0 OKHA.



12.
13.
14.

15.

16.

17.
18.
19.
20.
21.

OnuwwnTte anroputm paboTbl Nepefayn C Bo3BpaLleHneM Ha N nakeToB.

OnuwwnTe anroputm paboTbl Nnepefayn ¢ BbIGOPOYHLIM MOBTOPEHMEM.

YeM oTAnyaoTCs cTaTM4yeckas n aganTusHas TabnmyHasa mapwpyTtusaunsa? Kakve Buabl
afanTUBHOM MapLUpyTu3auum Bel 3HaeTe?

OxapakTepu3yinTe OUCTaHLMOHHO-BEKTOPHbIE aJirOPUTMbl MapLLpyTusaumu. MpmueeanTte
rnpvMep Takoro anropuTMa.

OxapakTepu3yinTe anropuTMbl COCTOAHUS CBA3EN MapLlpyTusauuun. MNpruseante npumep
TaKoro ajaropuTma.

OnuwunTe Nnopafok paboTbl N yKaXKMTe 0CHOBHble 0cobeHHOCTM npoTokona RIP.
OnunwunTe Nopaaok paboTbl U yKaXKMTe 0CHOBHble 0cobeHHOCTN npoTokona OSPF.

Y10 Takoe TpeTuin ypoBeHb MapLUpyTM3aunn nHTepHeTa? YTo Takoe aBTOHOMHas cuctema?
OxapakTepusyinte npotokoa BGP.

Mepeuyncnnte ocHOBHble TCP aTakm 1 cnocobbl 60pbObl C HUMN.





