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PABOYAS MPOrPAMMA YYEEHOW ONCLMMIUHBI

&TO.B.01 MeToabl 3amnTbl MHOOPMALMUOHHbLIX CUCTEM

Kod u HaumeHosaHue ducyumniuHbI 8 COOM8emMcmauu ¢ y4ebHbIM riaHoM

1. Kog u HaumeHoBaHMe HanpaBreHUs NoAroTOBKU/cneunanbHOCTU:

09.04.02 NHpopmMmaUyUuoOHHbLIE cucmeMbl U mexHosioauu

2. NMpodmnb noarotoBku/cneumanusauma: Llugposbie mexHono2uu 8 XU3HEHHOM UUKIie

3. KBanudwmkauma BbinyckHuka: Mazucmp

4. ®dopma obyveHun: 3aoyHas

5. Kachegpa, oTBeualowlas 3a peanusaumio AUCUMUNNUHBI: UHGOPMaUUOHHbIX cucmem

6. CoctaButenu nporpammbl: Gopucosa Anna AnekcaHapoBHa, K.U.H., JOLEHT

(®UO, yyeHas cmeneHb, y4eHoe 38aHue)

7. PekomeHpgoBaHa: HMC ®KH, npotokon Ne 5 ot 05.03.2024.

(HaumeHogaHue pekomeHAyrwel cmpykmypbi, dama, HOMep MPOMOKoa,

ommemku o NpodneHuUU 8HOCSIMCS 8PYYHYIO)

8. Yue6HbIN roa: 2024-2025 CemecTp(bl): 2




9.llenu v 3apaum y4e6HON ANCUUNIIUHDI
Lienn v 3apayu yye6HOM ANCLUNIINHBI
Llensimu oceoeHusi y4ebHOU OucyurniuHbl S611s1K0MCs:

— [IOHUMaHUe OCHOBHbIX acrnekmos U Memodo8 3alyumbl UHGOPMAaUUOHHbIX
cucmewms;,

— U3y4YyeHUe MpPUHYUNO8 pabombli KOMIMOHEHMO8 3awumbl UHGHOPMAaUUOHHbIX
cucmem;

— u3yyeHue rnpeodbssnsaeMbix mpebosaHul u mep, Heobxodumbix Onsi obecrieqyeHusi
3awumsl UHGbOPMaUUOHHBIX CUCMEM,
3adayu y4ebHoU OuCyuUmnuHbI:
— rnpuobpemeHue  MpakmMu4yecKUux  HaeblKO8  [POeKmMupo8aHusi  3auumel
UHGbOPMaUUOHHbIX cucmem coaslacHoO mpebosaHusiM  3akoHoOamersibcmea
Poccutckot ®edepayuu.

10. MecTto yuyebHOM AucumnuHbl B cTpykType OOl gucuunnmMHa oOTHOCUTCA K
AncumnnmHam, opMuMpyemMbiM y4acTHUKaMn obpasoBaTernbHblX OTHOWeEHUN. PakynbTaTuBbI.
TpebyeTcsa npeaBapuTenbHOe 3HaHMe MHPOPMAaTUKKX, BBEAEHME B NPOrpaMMmMpoBaHue.

11. MnaHupyeMble pe3ynbTaTbl OOY4YEeHUA MO AUcCUUNIIMHEe/MOAYNO0 (3HAHUSA, YMeHus,
HaBbIKU), COOTHECEHHbIE C NNaHUpyeMbIMU pe3yrbTaTaMW OCBOEHUS ob6pa3oBaTesfibHOM
nporpamMmmbl (KOMNEeTEHUMSIMU) U UHAUKATOPAMM UX AOCTUKEHUS:

Kopg n Ha3BaHue | Kog u HasBaHuMe wuHAuKaTopa | 3HaHUA, yMEeHUs, HaBbIKM
KOMMNEeTEHL MM KOMMNEeTEeHL MM

OrliK-2 CnocobeH | OlMK-2.1 3HaeT coBpemeHHble | 3HaTb: OCHOBHble cTtagum
paspabaTbiBaTb WHpOpMaLIMOHHO- pa3paboTku, npUHUMN
OpUrMHanbHble anropuTMbl | KOMMYHUKaLWOHHbIE n | AekoMnosnuum 3agau,
W nporpamMMHble CPeacTBa, | MHTENNEeKTyanbHble  TEXHONOrMK, | BO3MOXHOCTU COBPEMEHHbIX
B TOM yucre C | UHCTpPYMEHTarbHble cpeabl, | NporpaMMHbIX cpen n
ncnonb3oBaHWeM nporpaMMHoO-TEXHUYECKMe crneumnanmanpoBaHHbIX 6nbnmoTek
COBpPEMEHHbIX nnatgopmbl ans pelleHus | ona pa3paboTku nporpammHbIX
WHTEeNNeKTyanbHbIX npodeccnoHanbHbIX 3agay cpeacTs 3awuTbl
TEXHOSOrM1, Ana peLeHus KOH(pnaeHUMansHOCTH
npodeccnoHarnbeHbIX 3agay MHcpopmaumn, KOHTpOnS

LIeJTOCTHOCTU AaHHbIX.

npencrtaBnATb B Bunae
aHannTn4eckmx 0630pOB C
0060CHOBaHHbIMMU

BblIBOOaMn n
pekoMmeHgaunamm

OrK-2 CnocobeH OrkK-2.2 3HaeT coBpeMeHHble | 3HaTb: 06OCHOBbIBaTb  BbIGOP
paspabaTtbiBaTb NHEOPMALIMOHHO- COBPEMEHHbIX  MH(POPMaLMOHHO-
OpUrMHanbHble anropuTMbl | KOMMYHUKAUMOHHbIE N | KOMMYHMKALMOHHbIX n
N nporpammHble CPeAcTBa, | MHTENMeKTyarnbHble TEXHOMOMUW, | MHTENNEeKTyanbHbIX  TEeXHOMOrMM,
B TOM yncne C | MHCTPYMEHTanbHble cpedbl, | pa3pabatbiBatb  OpUrMHanbHble
ncrnonb3oBaHMeM NporpamMmmHO-TEXHUYECKNe nporpamMmHble  cpeactBa  Ans
COBPEMEHHbIX nnaTopMbl ans peLleHns | peLueHus npodeccrmoHanbHbIX
WHTENNeKTyanbHbIX npodeccuoHarnbHbIX 3agay 3agad

TEXHONOMMIN, AN peLleHus

npodeccuoHarsnbHbIX 3agay

OrlIK-3 CnocobeH OlK-3.1 3Haet nNpyHUMNbI, | 3HaTb: NPUHUMNBI paboTbl
aHanuMaupoBsaTtb MeTodbl M CPeACTBa aHanmusa M | OCHOBHbIX  CpeacTB  3aluThbl
npodeccnoHanbHyo CTPYKTYpMpPOBaHUS nHdopmauum, NPOTOKOSbI,
nHdopmaumio, BblgenaTe B | npodeccrmoHanbHon uHopmaunm | nHtepdencel n gopmatsl obmeHa
Hen rnaBHoe, AaHHbIMU

CTPYKTYpMpOBaTb,

obopMnATL "




12. O6bemM gUucUUNNUHbLI B 3a4eTHbIX eanHuyax/yac — 1/ 36

dopmMa NpomMeXyTOYHOM aTTecTaumMm 3aveT

13. TpynoemkocTb No Buaam y4yebHomn paboTbl

Bug yuebHom paboTbl Ne cem. 1 Bcero
AyONTOpPHbIE 3aHATUS 12 12
nekuun 6 6
npakTudeckue 0 0
nabopaTopHble 6 6
CamoctonTensHas paboTa 24 24
dopma NpomMeXyTO4YHON aTTecTaLmm
3aver
(3avem — yac..)
Utoro: 36 36
13.1. CopepxaHme QUCLUNIUHDI
n/n Peanusauus
pasgena
HaumeHoBaHuve pasgena c ONCUMMIWHBI C
ofepXaHue pasgena aucumnInHbl
AVCLMNITUHBI NMOMOLLbIO
OHNawvH-Kypca,
QYMK *
1. Jlekuum
1.1 OcHoOBbI 3aLLMThI OCHOBHbIE XapaKTePUCTUKN MHEOPMALMOHHOW
WHOPMALIMOHHBIX CUCTEM cuctemsl (MC). Bugpl 3awmwaemon MHpopmaumnn B
nC.
1.2 3akoHo4aTenbCTBO B 149-03, 187-$3, 98-P3, OCHOBHbIE AOKYMEHTHI
cpepe sawmTel NIC PCTIK n CE B chepe 3awmTthl MC.
1.3 TpeboBaHusa no Habop TpeboBaHuii, onpegensoLmx Bbibop mep
obecneyeHmno 3awmTbl IC. OGoCcHOBaHNE apXUTEKTYPbI 1
©esonacHoctn NC ucnosnb3yembix TexHonorun 8 NC
14 Zﬁi:?fﬁ)ﬂgtﬁl” WpeHTudukaumsa. AyTeHTucunkauma u ynpasneHme
’ poctynom B IC. Mogenu ynpasneHust 4OCTYNOM.
ynpaBrieHne 4OoCTYNnom
1.5 3awuTa cetn M3, VPN/CK3W, npoken, IDS, IPS.
1.6 AHTUBMPYCHas 3awmTa AHTUBMPYCHas 3awimTa paboumx CTaHLUWn, CEPBEPOB,
CEpBUCOB.
1.7 MpeBeHTNBHLIE MepbI CkaHnpoBaHue Ha Hanuyne ysi3BUMOCTEN.
3almThI MpoTnBoaericTBue pa3senke. KOHTpomnb 1 yctaHoBKa
OOHOBNEHUN.
1.8 KoHTponb genctsum un KoHTponb gencteun nosnb3oBaTenemn n
pernctpaums cobbitun Mb agMuHucTpatopoB. CobbiTua 6e3onacHoCTL.
Perncrtpaunsi cobbiTuin 6€30nacHOCTH.
1.9 3awmra BUpTyanbHbIX 3awmTa BupTyanbHbIX cped. Pe3epBHOe konupoBaHue.
cpea, 3LWernoHMpoBaHme SwenoHMpoBaHne 3aLUThI.
3aWunThI
2. JlabopaTopHbie 3aHATUSA
21 HacTtpoiika ngeHtnduvkauumn | Hactponka naeHtTudunkaumm n ayteHTudunkanmm Ha
N ayTeHTUmkaumm onepauuoHHbIxX cuctemax APM u cepBepoB, CETEBOrO
06opyaoBaHus.
2.2 Ynpaenexue goctynom 4. 1 | YnpaBneHue JOCTYNoOM B ONepaLMOHHbIX cucTemMax Ha
6a3se Linuxm Windows.




2.3 YnpaBneHune goctynom 4. 2 | YnpaeneHue goctyrnoMm B OC u MO ceTeBoro
060pyAoBaHNs U CPeACTB 3almnThl.

2.4 3awmra cetn u. 1 HacTtpolika mexceTeBoro akpaHa Ha 6ase ACL,
HacTpouka 3awmiéHHoro VPN-coegMHeHNs KNNEHT-
cepsep.

2.5 3awmnta cetm v. 2 YcTtaHoBKa 1 6a3oBas HacTporka Suricata.

2.6 AHTUBMPYCHas 3awmTa KES, KSM.

2.7 [MpeBeHTVBHbIE MEpPbI CkaHupoBaHue ceTen. AHanua ceTeBoro Tpaduika.

3aWunThI

2.8 [MpeBeHTVBHbIE MepPbI 3HakomcTBO ¢ Honeypot.

3alnUTbI Y. 2
2.9 Pernctpauwns cobbitun Vb 3HaKoOMCTBO C CUCTEMOW MOHUTOpPUHra Zabbix.

13.2. Tembl (pasgenbl) AUCUUNIUHBI U BUAbI 3aHATUN

Bugpl 3aHATUIM (KONMYECTBO YacoB)

Ne HavmeHoBaHue Tembl
CamocTtosATenbHas

n/n (pasgena) gucumnnuHel | Nekuun MpakTuyeckme | JlabopaTopHblie pa6oTa Bcero
OcHOBbI 3aWUTHI

1 | nHdopmauMOHHbIX 1 2 3
cuUcTeMm
3akoHo4aTeNbLCTBO B

2 A 1 2 3

cchepe 3awmTtel IC

TpeboBaHus no
3 | obecne4veHuto 1 1 2 4
6e3onacHocTtn NC

WapeHTndukaums m

4 | ayTeHTMdMKauuS, 1 2 3
ynpaBreHne 4oCTynom

5 | Sawwta cetun 1 4 5

6 | AHTMBMpYCHasa 3awumTta 1 2 3

MpeBeHTUBHbIE MEPBI

7 1 2 3
3aLmThl

8 KoHTponb gencreun n 1 1 4 6
pernctpaums cobbitum Nb
3awuTta BUpTyanbHbIX

9 | cpeq, awenoHnpoBaHue 1 1 4 6
3aLmThl
UTtoro 6 6 24 36

14. MeTogu4yeckne ykasaHus Ans 06y4aroLWwmxcs No 0OCBOEHUIO AUCLUNIINHDI

CTyoeHTaM 4ynTaTb PEKOMEHOOBAHHYD NUTEpPaTypy, BO BPeMs MPOBEPKU BbINOMHEHUS
nabopaTopHbIXx paboT, npenogaBaTento PekoMeHAyeTcsl NMPOBOAUTL TEOPETUYECKUIA ONpoC C
Lienbio onpeaeneHns cTeneHn yCBoeHmsa Mmatepuana.

15. lMepeyeHb OCHOBHOW WU [OOMNOJIHUTENILHOW NUTEpaTypbl, PECyYpPCOB WHTEpPHeET,

Heo6XxoAuMbIX ANSA OCBOEHUS AUCLUNNUNHbI

a) oCcHoBHas nuTeparypa:

Ne n/n UcTouHuK

Hecmepos, C. A. OcHoebl uHghopmayuoHHolU be3zonacHocmu : y4yebHoe nocobue / C. A. Hecmepos. — 5-e
u30., cmep. — CaHkm-lNemepbype : JlaHb, 2022. — 324 ¢. — ISBN 978-5-8114-4067-2. — Tekcm :
aneKmpoHHbIl // [laHb ;| anekmpoHHo-6ubnuomeyHas cucmema. — URL:
https://e.lanbook.com/book/206279

Pauees, C. M. Mamemamudeckue memoOdb! 3awumsi uHgpopmayuu / C. M. Pauyees. — 2-e u30., cmep. —
2 CaHxkm-lNemepbype : JlaHb, 2023. — 544 c. — ISBN 978-5-507-47085-3. — Tekcm : 351eKmpoHHbIl // JlaHb
: anekmpoHHo-6ubnuomeyHas cucmema. — URL: https://e.lanbook.com/book/326153
lpoepammHo-annapamHbie cpedcmea 3awumsi UHpopmayuu : ydebHoe nocobue / 1. X. Mugpmaxosa, A.
P. Kacumosa, B. H. KpacunbHukos [u 0p.]. — CaHkm-llemepbype : Mhmepmedusi, 2018. — 408 c. — ISBN
978-5-4383-0157-8. — Tekcm : anekmpoHHbil // [laHb : anekmpoHHo-6ubnuomeyHas cucmema. — URL:
https://e.lanbook.com/book/103200

4 BaHrowuHa, A. B. OcHoebl UHhopmayuoHHoU be3onacHocmu : y4ebHo-memodudyeckoe nocobue / A. B.




BaHrwowuHa, C. FO. Pbibakos. — Mockea : MTYCU, 2022. — 22 c. — TeKkcm : 37€KMpPOHHbIU // JlaHb :
371eKMpoHHO-6ubniuomeyHasi cucmema. — URL: https://e.lanbook.com/book/333701

6) gononHuUTenNbHasa nNuTeparypa:

Ne n/n MCTOYHKK

Kpakosckud, 0. M. MemoOdsi 3awjumel uHghopmayuu : y4ebHoe nocobue Ornis 8y3o08 / FKO. M. Kpakoeckud.

— 3-e u3d., nepepab. — CaHkm-llemepbype : JlaHb, 2021. — 236 ¢. — ISBN 978-5-8114-5632-1. —

1 Tekcm : anekmpoHHbIl // JlaHb : 3nekmpoHHo-bubnuomeyHas cucmema. — URL:
https://e.lanbook.com/book/156401
TexHomozuu 3awumsl UHGhopMayuu 8 KOMIMbIOMEPHLIX cemsix | y4ebHoe nocobue / H. A. PydeHkos, A. B.
> lNMponemapckud, E. B. CmupHosa, A. M. Cypogos. — 2-e u3d. — Mockea : UHTYUT, 2016. — 368 c. —

Tekcm : aneKmpoHHbIU // TaHb : 31eKkmpoHHO-6ubiuomeyHas cucmema. — URL:
https://e.lanbook.com/book/100522

Epmakosa, A. FO. Memodsi u cpedcmea 3awjumel KOMIboMepHoU uHgopmayuu : yyebHoe nocobue / A.
3 tO. Epmakosa. — Mockea : PTY MUP3A, 2020. — 223 ¢. — Tekcm : 351eKmpOHHbIU // JlaHb :
anekmpoHHo-bubnuomeyHas cucmema. — URL: https://e.lanbook.com/book/163844

byparosa, M. A. KomnnekcHasi cucmema 3auwumbi UHghopmayuu : yyebHoe rnocobue / M. A. BypaHosa, H.
4 B. Kupeesa. — Camapa : I'YTU, 2019. — 145 c. — Tekcm : a5eKmMpOoHHbIU // JlaHb : 31eKmpoHHO-
bubniuomeyHas cucmema. — URL.: https://e.lanbook.com/book/223181

B) MH(pOpPMALIMOHHbIE ANEKTPOHHO-06pa3oBaTenbHble pecypchbl (oduLmnansHblie pecypcbl UHTEPHET)*:
Ne n/n Pecypc
9 www.lib.vsu.ru — 3H6 BI'Y

16. NMepe4veHb y4e6HO-MeTOAMYECKOrO 06GecneyeHUs Ans caMoCToATeNIbHOW pa6oThl

Ne n/n MCcTOYHMK
®om, KO. . MemoOdsi 3awumsi uHghopmayuu : y4ebHoe rnocobue / 1O. []. ®om. — OpeHbype : OI'Y, 2019.
1 — 230 c. — ISBN 978-5-7410-2296-2. — Tekcm : aneKmpoHHbIll // JlaHb : anekmpoHHO-6ubnuomeyHasi

cucmema. — URL.: https://e.lanbook.com/book/159977

KomrinekcHble cucmemb 3auumsl UHGbopMayuu Ha npednpusmusx : y4ebHoe nocobue / cocmasumenu [.
C. Anekcees, O. B. leko4uxuH. — Kocmpowma : KI'Y um. H.A. Hekpacoea, 2021. — 167 c. — ISBN 978-5-
8285-1164-8. — Tekcm : arieKmpoOHHbIU // JlaHb : anekmpoHHo-6ubnuomeyHas cucmema. — URL:
https://e.lanbook.com/book/201884

Hecma+dapmHbie MemoObl 3awjumsl UHghopmayuu : y4ebHoe rnocobue / cocmasumenu B. I1. MNawuHyes,
3 A. B. Jlaxos. — Cmasporionb : CK®Y, 2016. — 196 c. — Tekcm : aneKmpoHHbIU // JlaHb : 311eKmMpoHHO-
bubnuomeyHasi cucmema. — URL.: https://e.lanbook.com/book/155239

17. OO6pasoBaTtenibHble TEXHONOrMKU, UCNONb3yeMble MNpu peanusauum y4ebHOM
OUCUMNNUHBbI, BKIOYaA [OUCTAHUMOHHbIe obpa3oBaTesnbHble TexHonorum (OOT),
3aneKkTpoHHoe oby4yeHue (J0), cmewaHHOe 0Gy4eHue):

Mpn peanusaumm OUCUMNIMHLI MOTYT UCMOSb30BaTbLCA TEXHOMOMMM 3NIEKTPOHHOro 0by4eHus 1
ANCTaHUNOHHbIE 0Bpa3oBaTenbHble TeXHONorMM Ha 6ase noptana edu.vsu.ru, a Takke gpyrue
AOCTYNHble pecypcbl ceTn NHTepHeT.

18. MaTepuanbHO-TeXHU4Yeckoe obecnevyeHne AUCLUUNIIUHbI:
1) neKuMOHHas ayauTopwsi, OCHaLLEHHas MynbTMMeamna NPoOeKTOPOM;
2) Knacc ans npoBeaeHns MPaKTUYECKNX 3aHSATUIA;

19. OueHo4HbIe cpeacTBa AN NPOBeAEHUA TEKYLEeNn U NPOMEXYTOYHOM aTTecTauumn

MopsiAoK OLEeHKN OCBOEHMS 0ByYatoLmmmcs y4e6GHOro matepuana onpeaensieTcs
coaepkaHMeM crieayoLmx pa3aenos AUCLUUMIUHBIL:

OueHoYHble
Ne n/n Pame&gg;ﬁg;‘”””"' Koa komneTteHuUmn Koa nHaunkatopa cpigg;iaeﬁnﬂ
atTecTauuu
1 TpeboBaHus no Or1K-2, OrliK-2.1, KoHTponbHas
obecneyeHuto OlNK-3 OlK-2.2, paborta 1



http://www.lib.vsu.ru/

OueHouHbIe
Ne n/n Pasnegﬂgg)c/ﬁg?nmu Koa komneTteHumn Koa vHamnkaTopa cpigc}z;liaeﬁnﬂ
aTTecTauum
©esonacHocTtn IC OlrK-3.1
2 [MpeBeHTVBHbIE MepPbI Or1K-2, OrK-2.1, KoHTponbHas
3aLmnThl OlK-3 OlK-2.2, paboTa 2
OlK-3.1
3 3awmra BUpTyanbHbIX OriK-2, OrK-2.1, KoHTponbHas
cpen, OrK-3 OnK-2.2, pabota 3
3LIEeNoHMpoBaHne OnK-3.1
3awmThl

MpomexyToyHas aTTecTauus
dopma KOHTpons — 3a4yeT

20 TunoBble OLEHO4YHbIe cpeAcTBa M MeToAMYECKMe MaTepuanbl, onpeaensiowue
npoueaypbl OueHUBaHUsA

20.1 TeKylMN KOHTPOJb YCNEeBaeMOCTH

Tekywaa aTrectauma npoBOAUTCA B COOTBETCTBUM C [lonoxeHMemMm O TekyLien
aTTectayum obyyawwmxcs no nporpammamMm  Bbicwero obpasoBaHus  BopoHexckoro
rocydapCTBEHHOro yHuBepcuteTa. Tekywasa artrectauns npoBoguTcs B ¢opMax YCTHOro
onpoca (MHaMBuAyarbHbIN ONpPocC, ppoHTanbLHaa becena)  NMCbMEHHbIX PaboT (KOHTPOSIbHbIE,
nabopatopHble paboTbl). [puM oueHuBaHWM MOryT MCMNOMNb30BATbCHA KONMMYECTBEHHbIE WK
Ka4yeCTBEHHbIE LUKarbl OLEHOK.

TeKkylWwmnn KOHTPOSb YyCNeBaemMoCTU MO AUCUMIMANHE OCYLLUECTBISETCA C MOMOLbIO
cnefyoLwmnx OLEeHOYHbIX CpeacTB:

YCTHbIN ONPOC Ha NEKUNOHHbIX 3aHATUSIX;

KoHTponbHas paboTa no TeopeTuyeckomn YacTu Kypca;

JTabopaTopHbie paboTbl.

Ne | HaumeHoBaHue MpencraesnexHune Kputepuu oueHkn
n/n | OLEHOYHOro OLIEeHOYHOro cpeacTea
cpeactea B poHae
1 | YCTHbIW onpoc Ha Bonpocebl no [MpaBunbHbIM OTBET — 3a4TEHO,
NpaKkTU4eCcKnX Temam/pasgenam HenpaBUSbHbLIN UK
3aHATUAX ONCUMMIUHBI NPUHLMUNNWANbHO HETOYHbIN
oTBeT
- HE 3a4TEHO
2 KoHTposnbHas TeopeTnyeckne BONpoCHI Lkana oueHnBaHus
paboTa no no TemMam/pasgenam COOTBETCTBYET
pasgenam ANCUUNSTNHBI npuBeAEHHON HUXe
ANCUMNIANHBI
3 | labopaTtopHas Coaepxut 9 nabopaTopHbIx | [Npn ycnewHoM BbINOMHEHUN
paboTa 3agaHni, paboTbl CTABUTCS OLIEHKa
npegycMmatpuaroLmnx 3a4YTEHO M OCyLLEeCTBNSAETCS
HaCTPOWKY AONYCK K 3K3aMeHy, B
N 9KCnnyaTaunio NPOTUBHOM Crly4ae CTaBUTCS
pasnnYHbIX OLIeHKa He 3a4YTEeHO 1




CPeAcCTB 3aLnThl oByyaloLLniica He JonyckaeTcs
MHpopmaLmu. K 9K3aMeHy.

Mprmep 3agaHna ansa BbINOSTHEHUSA NpaKTUYecKon paboThbl
KoHTponbHas paboTta 1
BapuaHT 1
1) OnpepeneHune xapakTepucTuk MHPOPMaLMOHHOMW CUCTEMBI,
2) Habop TpeboBaHuin, onpenenstowmx sbibop mep 3awmTsl VIC;
3) O6ocHOBaHME apxXUTEKTYPbI U UCNONb3yeMblx TexHonorun B NC;
Mprmepbl BONPOCOB U3 TecTa:

TecToBbI Bonpoc: Kakon gokymeHT PCTIK onpeaensaet TpeboBaHuA K 3auTe
nHdpopmauum B ACY TI1

BapuaHTbl oTBeETA:!

1) Npukasz ®CTIK Ne21
2) Mpukas PCTIK Ne31
3) Mpukasz PCTIK Ne17

TecToBbIN BOMpocC: YTo ABNSETCH OCHOBHbIM AOKYMEHTOM, pernameHTUpYoLWmm
NCrnonb3oBaHWe CpeacTB KpuntTorpauyeckon sawmnTbl MHGOpMaumm

BapuaHTbl oTBETa:
1) ®3-187
2) ©3-149
3) Mpwukas ®CH Ne378
4) Mpukas GCTIK Ne31

KoHTponbHas paboTta 2

BapuaHT 1

1. latb onpegeneHne ayteHTudukauuu. lNpueecTtn npumepsbl.
2. [latb onpegeneHne ngeHTngukaunum B MHPOPMaLMOHHbIX CUCTEMaX
3. aTb onpeaeneHve aBTopmsauumn nonb3osaTens
4. laTb onpeaeneHne napons

KoHTponbHas pabota 3

BapuaHT 1

1. Cuctemon kpunTorpaduyeckomn 3amTbl MHOpMaLMn ABNAETCS:
a) BFox Pro
6) CAudit Pro
B) KpunTo NMpo
2. Kakve BMpyCbl akTUBU3UPYIOTCS B CaMOM Ha4arne paboTbl C onepaunoHHOM CUCTEMON:
a) 3arpy3o4Hble BUPYChbI
6) TposHUbI
B) Yepsu
3. Stuxnet — aTo:
a) TposiHCKasi nporpamMmma
6) makpoBupyc
B) NPOMBbILLSIEHHBIN BUPYC
4. TapreTupoBaHHasi ataka — 3TO:
a) aTaka Ha ceTeBoe obopyaoBaHmne
0) aTaka Ha KOMMbITEPHYIO CUCTEMY KPYMHOro NpeanpuaTns
B) aTaka Ha KOHKPETHbIN KOMMNbIOTEP NOSib3oBaTeNs



MNpuBeaeHHble  HWXE  3afdaHus  PEeKOMEeHOyeTCsl  UCMofb3oBaTb  MpUM  NPOBEAEHUU
ANarHoCTUYECKMX paboT AN OLEHKM OCTaTOUHbIX 3HAHWIA:

OrK-2
3aaHns 3aKpbITOro TMna
1. MNoa nHdopmMaunoHHON 6e30MacHOCTLI MOHMMAETCS:
a) 3alUULLEHHOCTb MHOPMaUUK U NoaaepPXMBaIOLWEN MHPPACTPYKTYPbl OT CryvyamHbIX
UM npegHamMepeHHbIX BO3OENCTBUA €CTEeCTBEHHOrO WKW CryyYyanHOro Xxapakrepa, KoTopble
MOTYT HaHECTW HenpuemremMbln yuepb cybbektam MHAPOPMaLMOHHBIX OTHOLIEHWIA B TOM Yucne
BnagensLam v nonb3oBatenam nHgopmaumm 1 nogaepxusarLen MHpacTpykType
0) nporpaMMmHbIN NPOAYKT M 6a3bl AaHHbLIX AO0SMKHbI ObiTb 3aWMLleHbl MO HECKONbKUM
Hanpas-NeHnsM OT BO3AENCTBUS
B) HET BEPHOro oTBETA
2. 3awmTa nHopmaumm:
a) HebonbLlasa nporpaMmma Ans BbINOMHEHUS onpeaeneHHon 3a4aun
0) KOMNIIEKC MeponpuaTUK, HanpaBlieHHbIX Ha obecnevyeHne WHPOPMALNOHHON
6esonacHocTH
B) npouecc paspaboTku CTPYKTypbl 6asbl OaHHbLIX B COOTBETCTBUMM C TpeboBaHUAMMU
nosnb3oBaTterneun
3. MHdopmaumoHHas 6e30nacHOCTb 3aBUCUT OT:
a) KOMNbIOTEPOB, NOAAEPKMBAIOLLEN MHPPACTPYKTYpPbI
0) nonb3oBaTenemn
B) MHdopmaumm
4. KoHhnaeHUunanbHOCTbIO Ha3biBaeTCs:
a) s3awmuTta nporpaMMm W MNPOrpamMMHbIX KOMMMEKCOB, ObecneynBaromMx TEXHOSOMMI0
pa3paboTku, OTNagku U BHeAPEHNSA co3daBaeMblX NPOrpamMMHbIX NPOLYKTOB
0) onucaHne npoueayp
B) 3aLyMTa OT HECAHKLMOHMPOBAHHOMO JOCTYNa K MHGopMauum
5. [1ns yero co3gatTcs MHPOPMALIMOHHbLIE CUCTEMDI:
a) nosnlyyeHus onpegeneHHbIX MHPOPMaLMOHHBIX YCryr
6) 06paboTkn nHpopmaumm
B) o6a BapunaHTa BEPHbI
6. KTo sBnsieTcs OCHOBHbIM OTBETCTBEHHbIM 3a OnpeferieHne YpPOBHSA Krnaccudukauum
MHdOpMaLUK:
a) pykoBoauTenb CpeaHero 3BeHa
0) Bnageney
B) BbICLLEE PYKOBOACTBO
7. Kakas kateropusi siBnsetcs Hambornee pUCKOBAHHOW Af11 KOMMaHUW C TOYKU 3peHUus
BEPOSITHOrO MOLUEHHNYECTBA U HapyLleHnst 6e30MnacHOCTH:
a) xakepbl
0) KOHTpareHTbI
B) COTPYOHWKM
8. Ecnu pasnuyHbiM rpynnamMm nonb3oBaTenen ¢ pasnuyHbiM ypPoOBHEM JocTyna TpebyeTtcd
OOCTYNM K OOHOWM U TOW Xe WHJOpMauWUKM, Kakoe U3 YyKasaHHbIX HWXe OencTBun criegyet
npeanpuHATbL PYKOBOACTBY:
a) CHM3UTb YPOBEHb Krnaccuukaumnm aTon nHopmauum
0) yny4ywmnTb KOHTPOSb 3a 6€30MacHOCTbIO 3TOW MHopMaLn
B) TpeboBaTb MOAMMCaHUS CreumanbHOro paspelleHnUs KaXkabld pas, Korga 4ernoBeky
TpebyeTca AoCTyn K 9TOM MHopMaumm
9. YUto camoe rnaBHoOe SOSMKHO NpoAyMaTh PYKOBOACTBO Mpu Knaccudukaumm aHHbIX:
a) ynpaeneHue A0CTYNoM, KOTOPOe AOSMPKHO 3almLLaTh JaHHbIE
0) oLEeHNTb YPOBEHb prUCKa U OTMEHUTb KOHTPMEPHI
B) HEO6XOAMMBIN YPOBEHb JOCTYMHOCTU, LLIENOCTHOCTM U KOH(MAEHUMANBHOCTH




10. KTo B KOHEYHOM cyeTe HeceT OTBETCTBEHHOCTb 3a rapaHTMM TOro, 4YTO AaHHble
KnaccuuumMpoBaHbl 1 3aLULLEHbI:
a) BnagenbLbl AaHHbIX
0) pykoBOACTBO
B) agMWHUCTpPaTOpPbI
3aaHns OTKPLITOro TMna
1. Kak Ha3blBaeTCa COBOKYMHOCTb YCMOBUA N (DAKTOPOB, CO3AalLWMX NOTEHUUAanbHYH
yrposy  uWnM  peanbHO  CYLLECTBYIOLIYIO  OMACHOCTb  HapyweHus  6e3onacHocTu
MHdopMaunn?

2. Kak HasbiBaeTCsi NonbiTka peanvsaumm yrposbl?

3. Kak HasbiBaeTcsl COCTOsSIHME WHGOPMaLUKU, MNpuM KOTOPOM AOCTYNn K HeW MoryT
OCYLLLECTBUTb TOSbKO CyObEeKTbI, MMEloLLMEe Ha HEro NpaBo?

4, Ecnu 3noymbilINEHHWK BHEOPW B KOMMNbIOTEP BPEAOHOCHYO MporpaMmMy M Nonyyus

AOCTyn K JWYHOW WH(popMaumm nonb3oBaTend, Kakoe CBOWCTBO WHdopMauun 6bino
HapyLleHo?

5. Kak HasblBaeTCs COCTOSiHME WH(opmauuu, nNpu KOTOPOM OTCyTCcTBYeT ntoboe ee
n3MeHeHne nnbo Wu3MEHeHMe OCYLLeCTBNAEeTCA TONbKO nNpedHamMepeHHO cybbekTamu,
UMEIOLLMMM Ha HEro NpaBso?

6. AHHa nocnana nucbmo CtenaHy. 3MOYMbLIWNEHHUK YHUYTOXWUIT MUCbMO AHHbI,
noacyHyn csoe u otnpasun CtenaHy oT mmeHun AHHbl. Kakoe CBOMCTBO MHpopmauun 6Gbino
HapyLleHo?

7. AHHa nocnana nucemo CtenaHy. 3MOYMbIWMAEHHUK NpoYuTan MUCbMO  AHHbI,
noacyHyn BMECTO Hero cBoe u oTnpasuni CtenaHy oOT uMeHn AHHbI. Kakoe cBoncTso(a)
MHdopMauum 6bino(n) HapyLeHo? ,

8. Kak HasblBaeTcHa COCTOAHNE MHGOPMaLMK, NPpU KOTOPOM CYOBbEKTbI, UMetoLLne npasa
AocTyna, MOryT peanun3oBaTtb X 6ecnpenaTCTBEHHO?
9. Ecnn B pesynbtate DDOS-atakm HOBOCTHOW CalT Ha Kakoe-TO BPEMS BbilIEesl U3

CTpoA UM Obln HegocTyneH AnNd nornb3oBaTenen, Kakoe CBOWCTBO WHopmaumm ©Obino
HapyLleHo?

10. Kakon OOKYMEHT codepXuT B cebe cTpaTermyeckme HauumoHasibHble MPUOPUTETHI,
uenn u mepbl B 00nactu BHYTPEHHEM W BHEWHen nonutukum Poccun, onpegenstowme
COCTOSIHME HauMoHanbHOW ©6e30MacHOCTU N YyPOBEHb YCTOWMYMBOrO pasBUTUSA rocygapcrBa Ha
AOJITOCPOYHYIO NEPCNEKTUBY?

3agaHus ¢ pa3BepHyTbiM OTBETOM
1. BeinonHuTe nepsbin UMK anroputma wudgposanus FOCT 28147-89 B pexxmme npocTomn
3ameHbl. [1nsa nonyyeHus 64 6GUT NCXoQHOro TEKCTA UCMOSb3yNTE BOCEMb NEPBbLIX OYKB M3 CBOUX
AaHHbIX: ®amunuun, Nmenun, OtyecTtBa. [na nonydeHus knoya (256 6UT) MCnonb3yroT TeKCT,
coctoawmn 13 32 6yks. MNepBbli NOAKNIOY COAEPXKUT NEPBLIE YeTbIpe OYKBbI.

OlK-3
3aJaHuns 3aKpbITOro Tmna

1. MNpouenypon Ha3biBaeTCS:

a) nowlaroBasi MHCTPYKLUMS MO BbINOMHEHMIO 3a4a4u

6) obsa3aTenbHblE 4eNCTBUSA

B) PYKOBOLCTBO MO [OEUCTBUSIM B CUTyauusiX, CBs3aHHbIX C ©e30MacHOCTbI0, HO He
OMNUCaHHbIX B CTaHZapTax

2. Kakon dpaktop Hambonee BaxeH Ans Toro, 4tobbl OblITb YBEPEHHBIM B YCMELIHOM
obecneyeHnn 6e30NacHOCTU B KOMMaHUN:

a) npoBegeHne TPEHNHIOB No 6e3onacHOCTU A9 BCEX COTPYAHUKOB

0) nogaep’kka BbICLLEro PyKOBOACTBA

B) abeKkTUBHbIE 3aLUNTHLIE MEPbI U1 METOAbI X BHEAPEHUS




3. Korma uenecoobpasHo He npeanpuHUMaTtb HUKAKUX [OENCTBUA B  OTHOLLUEHUM
BbISIBNIEHHbIX PUCKOB:

a) Korga pUCcKM He MoryT BbITb MPUHSATLI BO BHUMAHME MO NOSIMTUYECKMM COOBpaXeHUAM

0) onsa obecneyeHns xopoLlen 6€30MNacHOCTM HYXXHO YYUTbIBATb U CHUXKaTb BCE PUCKM

B) KOrga CTOMMOCTb KOHTPMEP NPEBbILIAET LLEHHOCTb akTUBa M NOTEeHUMarnbHbIe NoTepu

4. YTto Takoe nonutmnka 6€30nacHoCTu:

a) AeTanuanpoBaHHble JOKYMEHTbI Mo 06paboTke MHUMAEHTOB 6e30nacHOCTU

0) WrpoKue, BbICOKOYPOBHEBbIE 3asBNIEHUSA pyKOBOACTBA

B) obwme pykoBoaswme TpeboBaHMA MO AOCTWKEHUIO OMNpedenieHHOro YpPOBHS
B6esonacHoCTH

5. Kakas 13 npvBedeHHbIX TEXHUK SIBMSAETCA CaMOW Ba)XHOW MNpu BblGOpEe KOHKPETHbIX
3aLUUTHBIX Mep:

a) aHanu3 puckos

0) pesynbtatbl ALE

B) aHanu3 3aTpaT / Bbirogbl

6. YTo ny4ywe Bcero onucbiBaeT Lenb pacyeta ALE:

a) KONMMYECTBEHHO OLEHNTb YPOBEHb 6e30nacHOCTU cpeapbl

6) oueHNTb NoTeHUnarnbHbIe NOTEPU OT Yrpo3bl B rog,

B) KONIMYECTBEHHO OLIEHUTb YPOBEHb GE30NacHOCTM cpeabl

7. TakTnyeckoe nnaHMpoBaHue:

a) cpegHecpoYHoe nnaHMpoBaHue

0) exxeaHEBHOE NnaHMpOBaHue

B) [ONrOCPOYHOE NiaHMpoBaHme

8. D dekTnBHaA nporpamma 6e3onacHoCcTM TpebyeT cbanaHCMPOBaAHHOIO NPUMEHEHUS:

a) KOHTPMEP M 3aLUTHBIX MEXaHU3MOB

0) npoueayp 6e3onacHOCTM 1 WNPoBaHNA

B) TEXHWUYECKNX N HETEXHUYECKNX METOL0B

9. ®dyHKuMOHanNbHOCTL 6e3onacHOCTU onpedenseTr oxuaaemyr paboTy mexaHM3MOoB
Ge3onacHOCTU, a rapaHTUM oNpeaensoT:

a) ypoBeHb [oBepus, obecneymBaemMbin MeEXaHU3MOM 6e30NacHOCTM

0) BHeQpeHWe ynpaBreHmst MexaHmamamm 6e3onacHoCTU

B) Knaccudmkaumo gaHHbIX NOcne BHegpeHMst MexaHn3moB 6e30nacHOCTH

10. YTO 13 NepevncrneHHoro He BnseTCs Lenbio NPOBeAEHNS aHanM3a pPUCKOB:

a) BbISIBNIEHNE PUCKOB

0) nenernpoBaHue NOMHOMOYUN +

B) KONMYECTBEHHAs OLEHKa BO34ENCTBMA NOTEHUMANbHbLIX Yrpo3

3aJaHuns OTKPbLITOro TMna

1. Kakon gokyMeHT oTobpaxaeT odumumanbHble B3rNsaabl Ha Lenu, 3agadun, NpUHLMNbI 1
OCHOBHbI€ HanpaBneHus obecnevyeHna NHpopmMaunoHHon 6esonacHocTn PP?

2. Kak HasblBaeTCs COCTOSIHME 3aLMLLEHHOCTU NNMYHOCTM, 0bLecTBa 1 rocyaapcTea OT
BHYTPEHHMX W BHELIHUX Yrpo3, KOTOopoe Mno3BonseT obecrneynmtb KOHCTUTYLUMOHHbIE MpaBa,
cBOOOAbI, JOCTOVHbIE KAYECTBO M YPOBEHb XU3HU FpaxkgaH, CyBEPEHUTET, TePPUTOPUATIbHYIO
LEenoCTHOCTb M ycTonumBoe passutne Poccuinckon depepaummn, obopoHy M 6e3onacHOCTb
rocygapcrea?

3. Haykon, usyvawlwen matemaTuyeckme MeToabl 3aluTbl UMHGOpMauMn nytem ee
npeobpa3oBaHus, ABNSETCS:

4. Ob6ecrneyeHne B3aMMOOEWNCTBUS  yAarneHHbIX MNPOLECCOB  peanuayetcs  Ha
YPOBHE MOAENN B3aMMOOENCTBUA OTKPbITbIX CUCTEM

5. o pokymeHTam [TK cambin Bbicokun knacc 3awmuweHHoctn CBT ot HCLO «
MHdOpMaUUK: (oTBET Undpon)

6. [MpepoctaBneHne neranbHbIM nonb3oBaTenemM AnddepeHUMpoBaHHbIX NpaBs
AocTyna K pecypcam cucteMbl — 3TO




7.  Tpu n3bupatenbHon nonutnke 6esonacHOCTN B MaTpuLe AocTyna obbekTy cuctemsl
COOTBETCTBYET

8. [pwu M36|/|paTeanom nonutnuke 6e3onacHoOCTM B MaTtpuue AocTyna cybbekTy
CMCTEMbI COOTBETCTBYET:

9. [lpuceoeHune cybbekTam n obbekTam A0CTyna yHMUKanbHOro Homepa, wudpa, koga u
T.MN. C UEeNblo Nony4YeHns gocTyna Kk uHpopmaumm — 3T1o:

10. T[lpucoegmHaemoe K TEKCTy ero Kpunrorpaduveckoe npeo6pasoBaH|/|e KoTopoe
Mo3BonseT npu MofyYeHnn TekcTa [ApYyruM nonb3oBaTenieM MpoBepUTb aBTOPCTBO U
NOASIMHHOCTb COOBLLEHNS, Ha3blBaeTCA:

3agaHuns ¢ pa3BepHYTbIM OTBETOM
1. Bbluncnute (¢ nogpobHbIM NOSACHEHMEM pacyeTOB) AEUNIbHbBIN KO3 ULMEHT, ecnn 10
% OT COBOKYNHOro goxoaa Hambonee 6oratoro Hacenexwust 3 MinH gonnapos, a 10 % HanmeHee
obecne4veHHoro — 200000 gonnapos?

20.2 MNMpomexyToyHana aTrecTauums

lMpomexyToyHas artTecTauus MOXeT BkMwyaTb B cebsd npoBepKy TeopeTU4ecKux
BOMPOCOB, a Takke, Npu HeobxoOMMOCTU (B Criydyae HEBLINOMHEHUA B TevyeHue ceMecTpa),
NPOBEPKY BbIMOSTHEHNS YCTAHOBEHHOIO NepeYHsi NpakTuyecknx paboT, No3BONSAIOLWMX OLEHUTb
YPOBEHb MOMNyYeHHbIX 3HAHU /NN nNpakTuyeckoe(ne) sagaHue(s), nosponsLiee(ne) oLueHNTb
cTeneHb CPOPMUPOBAHHOCTN YMEHUN N HABbIKOB.

CooTHOLWEeHWE nokasaTenen, KpUTepueB M LKanbl OLEHMBAHUSA pe3ynbTatoB 0bydeHus
npeacTaBneHo B crnefyoulen Tabnuue.

CooTHOLEeHne n0|<a3aTene|7|, KpUTepmneEB U LLUKallbl OUeHNUBaHNA pe3yribTaToB O6y‘-IeHI/IFI.
YpoBeHb
Kputepun oLeHnBaHNsi KOMMNETEHLMI chopMUPOBAHHOCTH LWkana oueHok
KOMMeTeHUun
3HaHne OCHOBHOro y4ebHO-NporpaMmMHOro Matepuana B o6beme, 3avem
HeoOXxoAMMOM AN fanbHenwen y4ebbl n npeacrosien paboTb
no cneumanbHOCTW, BbINOSIHEHNE 3adaHWN, NPedyCMOTPEHHbIX
nporpaMmmon, 3HaKOMCTBO C  OCHOBHOWN nutepaTtypou,
pEKOMEHJO0BaHHOW nporpammoi. MpucyTcTBYOT MOrPELUHOCTM B
OTBETE Ha 9K3aMeHe M MNpu BbINOMHEHUN 3K3aMEHaLMOHHbIX
3afaHun.

NwmetoTca npobenbl B 3HAHWUAX OCHOBHOMO y4ebHO-MpOrpaMmMHOro He sauem
MaTtepuana, npuHUMNuUanbHble  OWWOKM B BbINOMHEHUM
NpeayCMOTPEHHbIX NPOorpaMMon 3adaHui, HanmumyMe KOTOPbIX
NpensaTcTBYeT AanbHenweMy 0By4eHuo CTyYAeHTa.

KM cbopmunpyeTtcs ns Tpex TeopeTnyeckmx BornpocoB 1 OOHOW NPaKTUYECKOW 3aJauu.

I'Iepequb BOIMPOCOB K 3a4eTy.

1. OcCHOBHble XapakTepuUCTUKM WHPopMaunmoHHon cuctembl (VC). Buabl 3awmwiaemon
nHpopmauum B NC.

2. 149-93, 187-93, 98-93, ocHoBHble aokymeHTbl PCTIK n ®CE B chepe 3awmTsl VC.

3. Habop TpeboBaHuin, onpegenstwowmx Bbibop Mep 3awutel NC. OBGocHoBaHue wu
pernameHTaumsa ncnonb3yembix TexHonorui B NC.

4. WpeHTudwmkaums. AyteHTudurkaumsa n ynpasnenmne goctynom B NC.
Mopgenwu ynpasneHns gOCTYMNOM.

MexceTteBble akpaHbl, VPN, npokcu-cepeepsl.

Cuctembl oGHapyXeHus 1 NpeaoTBpaLLEHNSA BTOPXKEHWUMA.

N oo



8. AHTMBMpYyCHas 3awmTta paboymx CTaHuun, cepBepoB, CEPBUCOB.

9. CkaHupoBaHue Ha Hanu4dune ysassumocTen. [1poTuBoaencTBMe pasBeake.
10. KoHTponb 1 yctaHoBKka 0O6HOBEHUI.

11. KoHTponb gencTeuin nonb3oBatenen n agMMHUCTPaTOPOB.

12. CobbiTnsa 6e3onacHocTn. Pernctpaunsa cobbituin 6e3onacHocTu.

13. 3awmTta BUpTYyarnbHbIX cpea.

14. Pe3epBHOE KONMMpoOBaHMe.

15. SwenoHMpoBaHue 3aLLnThI.

16. dopmupoBaHne [OOKYMEHTa, Onpefensiowero nepedeHb Mep, HeobxoaumbIX Ans
obecneyeHna 6e3onacHOCTN MHpopMaLMM Ha OCHOBE NpeabaBnAeMblX TpeboBaHWN.

17. ®opmupoBaHne OOKYMEHTOB, onpedensaowmx Bbibop cpeacTB 3awwmThl MHopMaumum n
COCTaB UX (PyHKUUIN, peanuayowmx Mepbl N0 obecneyeHmnto 3awmnTbl MHpopMaLuu.

18. ®opmupoBaHMe [OKYMEHTOB, COAepXalluMx OnucaHue HacTpoeK CpeacTs 3aluTbl
nHdopMaLumK, NOPALoK AENCTBUA ANA NPpoBEPKU (DYHKLMOHUPOBAHNA CPeacCTB 3alUunTbl U UX
HaCTpOex.

19. dopmupoBaHMe nporpaMmbl U METOOAMKM  UCNbITAHUW, OOKYMEHTa  OLEHKMU
3P PEKTUBHOCTN NPUHATBIX MEP, BBOA B AENCTBME CUCTEMbI 3aLLMTbl UHGOPMaLUK.



