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51.B.[1B.04.02 TexHONOrMm MHTEPHET BELLEN

1. Kog 1 HaumeHoBaHMe HanpaBfieHUA NoAroToBKu/cneuanbHOCTH:
10.05.01 komnbtoTEpPHasi 6e30nacHoOCTb

2. Npodmnb nogroToBkM/cneunanmsauus:

Pa3paboTka 3almieHHOro nporpaMmmMHoro obecneveHms

3. KBanudmkauums (cteneHb) BbiNyCKHUKA:

CneunanurteTt

4. ®opma ob6yyeHus:

OuyHas

5. Kacdheppa, oTBevyarwLwan 3a peanusauymio QUCLUUNIINHDI:
Kadegpa nHpopmMaunoHHbIX CUCTEM

6. CoctaBuTENU NpOrpamMmbil:

3yeB Cepren AnekceeBud (zuyev@sc.vsu.ru)

7. PekomeHpaoBaHa:

npotokon HMC Ne3 o1 22.11.2023

8. Y4yebOHbIN roa;:

2027-2028

9.Ulenu n 3agaum y4ye6HON AUCLMUNIIUHDI:

Kypc npr3BaH No3HaKoOMUTb CTYAEHTOB C rnobanbHo MHPaCTPYKTYpor ans
nHdopmMaLmoHHoro obLyecTsa, koTopas obecrneumBaeT BO3MOXHOCTb NpefocTaBneHns 6onee
CMNOXHbIX YCNYr NyTeM CoeguHeHns apyr ¢ Apyrom (pmamyecknx n BUpTyanbHbIX) BELLEN Ha
OCHOBE CYLLIECTBYHOLLMX U pa3BmBakoLLmMXCca PYHKLUMOHANIBHO COBMECTUMbIX MH(OPMAaLMOHHO-
KOMMYHUKALMOHHBIX TEXHOMOIMN.

Llenbto gucumnnmHbl ABRsieTCA N3yYeHne MHCTPYMEHTapus ynpasneHns 1 onTuMm3aaumnm
NpoLEeCcCcoB, NPONCXOAALLMX B COBPEMEHHOM MHopMaLmnoHHom obectee. CdhopmmpoBaTb
OCHOBHbIE MOHATUSA N 0OBACHUTL TEPMUHONOTUNIO, MPU pa3paboTke KOHKPETHLIX MPOEKTOB B
chepe «MHTepHETa BELLENY.

OCBOUTb OCHOBHbIE TEXHONOMMNU MHTEpHETa BeLU,el7IZ onepauynoHHble CUCTEMbI pealibHOro
BpeMEHMN, 0asbl OaHHbIX, KIMMeHT-CepBepPHblE TEXHOIOTNN, I'IpOMbILIJJ'IeHHbII;I MHTEpPHEeT BeLLl,eI7I
(SCADA).

3agaym yuebHom ancumnnHbl: opMmnpoBaHMe OCHOBOMOSIAratoLmnx NpeacTaBneHni o
BbIYNCINTENBHOW CETU PU3NYECKNX OOBEKTOB («BELLEN» ), OCHALLEHHbLIX BCTPOEHHbIMU
TexHonornsMu. [lJaHHble ceTn NpegHa3HayeHbl 4518 B3auMOAEeNCTBUSA OPYr C APYrOM UIn ©



BHELLHEWN cpeaion, paccMaTpuBatoLLLas OpraHM3aLmio Taknx CeTen Kak siBreHue, cnocobHoe
NnepecTponTb 3KOHOMUYECKME N 0OLLECTBEHHbIE MPOLECCHI, UCKMNoYatoLLEee U3 YacTu OeNCTBUN U
onepauumn HeobxoAMMOCTb y4acTusa YyenoBeka; OpPMNPOBaAHME HABLIKOB OLIEHKM OCHOBHbIX
XapaKTepUCTMK cnocoboB 1 YCTPONCTB agpecaLmm, a Takke TEXHONOrMM MAeHTUdUKaLUN 3TUX
npegMeToB («BeLleny). Metoabl U cpeacTsa, NpMMeEHseMble A aBTOMaTUYeCKOn
noeHTUdUKaLMn: oNTUYECKN pacno3HaBaeMble naeHTudukaTopbl (LITpMX koabl, Data Matrix,
QR-koabl), cpeacTea onpeaeneHns MECTOHAXOXOEHNS B PEXUME pearlbHOrO BPEMEHM.

10. MecTo y4ye6HOM gUCLUMNNUHLI B CTPyKkType OOI:

YyebHasa gucumnnmHa OTHOCUTCSA K BapuaTMBHOW YacTu 6roka b1. [1ns ycnelwwHoro ocBoeHuns
nporpammbl CTYOEHT OOSHKEH:

Bnagetb A3bikamu nporpammmnpoBanus: C++, Java, XML.

BrageTb ocHoBaMu Beb-nporpaMMmmpoBaHmisa Ha JavasScript.

YMeTb paboTaTtb B KOHCONM LiNux Ha ypoBHE NONb3oBaTess.

MmeTb npencTtaBneHne o KynbType u ctune paspabotku MO.

YMeTb Nonb30BaTbCA CUCTEMOW KOHTPONst Bepcui (MpeanoyTUTensbHO git).

3HaTb OCHOBbI 3MEKTPOTEXHUKN B OO bEME LLKOMNBbHOW NporpamMmmbi.

BbITb 3HAKOMbIM C Kypcamn: MaTeMaTUYECKUA aHanmn3, TeEoOpUsi BEPOSTHOCTEN U

MaTeMaTuyeckas cTaTUcTiKa, Teopus MHAPopMaLMn, 0GbEKTHO-OPUEHTUPOBAHHOE
nporpaMMMpoBaHune, BBEAEHNE B MHTEPHET BELLEN.

11. NMnaHupyembie pe3ynbTaTbl 00y4YeHUs No gucumnnmHe/moaynto (3HaHUA, YMEHUA,
HaBbIKW), COOTHECEHHbIE C NNTaHUPYEMbIMU pe3ynbTaTaMyu OCBOEHUA 0Opa3oBaTeNnbHOM
nporpaMmmbl (KOMMETEeHLUAMU BbINMYCKHUKOB) U UHAMKATOPaMM UX OOCTUXKEHUS:

Konx u Ha3zBaHue KOMIIETEHIINA Konx v Ha3zBanue 3HaHUs1, yMECHHUS,
WHJIMKATOpa KOMIIETCHIIUU  HaBBIKU

ITIK-1. CiocobeH mpoBOANTh aHAIH3 [TpumenseT MeToabl
N TIK-1.1 3HaeT MeTOIbI 6
TpeOOBaHUI K IPOrPaMMHOMY A3PAGOTKH 3AHIEHHOrO pa3paboTKu
00eCIIeUeHUIO, B TOM YHUCTIe E OI; AMMHEOLO 3alIMIICHHOIO
TpeboBaHuM 10 MHPOPMAITMOHHON ogecﬁ S MpOrpaMMHOI0
0€3011aCHOCTH, BBIOJIHATH PaOOTHI obecrieueHus U
TEXHOJIOTHH

o pa3paboTKe 3alMUIIIEHHOTO TEXHOJIOTHH

MPOrPaMMHOTO O0ecTieueHus TPOTPAaMMHpOBAHIA nporpaMMupOBaHuUsA
3Haer
[TK-1. Cnoco6en npoBoauth ananu3  [1K-1.2 3naer NPUMCHSACMBIC
TpeOOBaHUI K MPOrPaMMHOMY NpUMCHSIECMBIC MaTEMaTH4eCKNe
oOecreueHnIo, B TOM YHCIIE MaTEMaTHYECKUE METOIBI MCTOAbI U
TpeGoBaHui M0 MHYOPMAITMOHHON M aJITOPUTMBbI aJI'OPUTMBI
0€30MMacCHOCTH, BBIOJIHATh pad0Thl  (PYHKIMOHUPOBAHUS JJIS GyHKIMOHUPOBAHUS
o pa3zpaboTKe 3alUIIEHHOTO KOMIIOHEHTOB AJ KOMIIOHCHTOB
MIPOrpaMMHOTO OOecreueHus MIPOrPaMMHBIX CPELICTB MPOTPaMMHBIX
CpeAcTB

[TK-1. Criocoben nmpoBoauts ananu3 [1K-1.3 ymeer npumeHsITh  YMeeT NPUMEHSTh

TpeOOBaHUI K MPOrPaMMHOMY TEXHOJIOTHH 00pabOTKH TEXHOJIOTUHU
o0ecrnedeHunto, B TOM YHcClie JAHHBIX, aHAJTU3UPOBAThH 00paboOTKU JaHHBIX,
TpeGoBaHui MO HHPOPMAITHOHHON BO3MO>XHOCTH HX aHaJIM3UPOBATh

6630HaCHOCTI/I, BBIIIOJIHATH pa6OTI)I HCIIOJIB30BaHMA ITPU BO3MOXXHOCTH HUX



KOI[ U Ha3BaHUEC KOMIICTCHIIN

110 pa3pabOTKe 3aLUIIEHHOTO

Kox u na3sBanue
HWHJIMKATOpa KOMITETCHIIUH

pa3paboTKe 3alUIIeHHOTO

3HaHUs, yMEHUA,
HaBbIKU

HCIIOJIb30BaHUA IIPU

MIPOrPaMMHOTO 00eCTIeUeHUs IPOrPaMMHOTO pa3paboTke
obecrieueHus B 3aITUIIICHHOTO
npodecCHOHATLHOU IPOTPaMMHOTO
JeSTEIIbHOCTH obecrieucHus B

npo¢eCCHOHATbHON
JIESITEIIbHOCTH

12. O6bem gucuUNIIMHBbI B 3a4eTHbIX egnHMLax/vac:
4/144

dopma NpoMexKyTOYHOMN aTTecTauumn:

3ayeT C OLEHKON, KOHTPOrbHas paboTa

13. TpyaoeMKoCTb N0 BUAAM y4ebHOW paboThl

Bun yuebnoit paboThl Cemectp 8
Jlexkuuun 28
JlaGopaTopHbIe 3aHATHS 28
CamocrosiTenbHas paboTa 88

Bceero 144

3anonHuTb BUAbl y4ebHon paboThl
13.1. CopepxaHve AUCLUNIINHDI

n/mn  HaumeHoBaHue Conepxanue
pazzena AUCHUIUIMHBI paszznena
JUCITUTUTUHBI

Jlexun

Hutepuer ArnrmnapatHast

Bellen COCTAaBJIAIOIIA
A. Cerun
nepesadn
JTAHHBIX.
IIporpammHas
COCTaBJISIOIIA
A IDE
MIPOrpaMMHUPO
BaHUs Ui

Bcero

28

28
88

144

Peanuzanus pazaena
JOUCHHUIIIMHBI C TOMOIIBIO
oHaitH-Kypca, OYMK

https://myitacademy.ru/


https://myitacademy.ru/
https://myitacademy.ru/

n/n HaumeHoBaHue

pasnena JUCIUILUTHHBI

KiroueBsie
TEXHOJIOTUHU

OCHOBHBIE
3aJ]a4n
WHTEpHETA
Belen

Cdepsr
PUMEHCHHS
UHTEpHETa
BEILICH

STM32

Coneprxanue
pasnena
JUCLATIIMHBI

WHTEpHETA
BEILIEN.

SmartThings,
Bluetooth
Low Energy,
IBM

Cloud,

GSM, LoRa,
Wi-Fi,
MQTT,
RTOS,
MBed,
STM32

MOHUTOpPHHT,
yIpaBJICHHUE,
ONTUMU3ALIMS
, @BTOHOMMUS

Menuiuna,
CeJIbCKOE
XO03SHCTBO,
MIPOMBIIIICHH
OCTb, YMHBII
HOM,
ypOaHUCTHKA,
9KOJIOT U,
TPaAHCIIOPT,
KKX,
JIOTUCTHKA U

Ap.

Tanmepsl,
BXO/IbI-
BBIXOJIbI,
MHOT'OIIOTOYH
OCTb.
Yupasnenue
MpEPHIBAHUIM
U B CUCTEMAX
peaNbHOTO
BPEMEHH.

Peanuzanus paznena
JOUCHUIIIMHBI C TOMOIIBIO
oHnaitH-kypca, OYMK

https://myitacademy.ru/

https://myitacademy.ru/

https://myitacademy.ru/

https://myitacademy.ru/


https://myitacademy.ru/
https://myitacademy.ru/
https://myitacademy.ru/
https://myitacademy.ru/
https://myitacademy.ru/
https://myitacademy.ru/
https://myitacademy.ru/
https://myitacademy.ru/

n/n HaumeHoBaHue
pasjena JUCHUILIHHBI

ESP32

CeHncops! (1
JTATYHKH)

Cpenpl
pa3paboTku

Coneprxanue
pasnena MUCIUIUINHEI C IOMOIIBIO
JOUCIHUITIIINHBI

Peanuzanus paznena

oHnaitH-kypca, OYMK

Ontumusanus
3aTpar
OInepaTUBHOMN
maMsaTH

Wi-Fi + https://myitacademy.ru/
Bluetooth
OTIFICAHHE U
XapaKTEPUCTH
KN 4uIia.
Crek
MIPOTOKOJIOB
CTaHJapTOB
Wi-Fi
802.11nu
BT4.2.
HHuTepdericbt
SPI/SDIO u
IP’C/UART

Hudpaxpaca  https://myitacademy.ru/
13174

JaJIbHOMED;

JlaTuyukmu

JIaBJICHUS,

BII&KHOCTH H

TEMIIEpaTyphl

Y apTpa3Byko

BOM CEHCOp;

I'mpockor;

JlaTuukmu
raza, IMU-
CEHCOop;
MEMS u np.

Mbed; https://myitacademy.ru/
Ounnaitn-IDE

Mbed; Mbed

Studio;

Keil;
IAR;
PlatformlO;


https://myitacademy.ru/
https://myitacademy.ru/
https://myitacademy.ru/
https://myitacademy.ru/
https://myitacademy.ru/

n/n HaumeHoBaHue
pasjena JUCHUILIHHBI

CereBble
IIPOTOKOJIBI

S3bIKHN
MPECTaBICHUS
MAHHBIX.

[IpoToxoibl
nepeaadu
JTAHHBIX

JlaGopaTopHble
paboTsl

Hcnonn3oBanue
STM32

Coneprxanue Peanuzanus paznena
pasnena MUCIUIUINHEI C IOMOIIBIO
JUCLUTIIUHBI OHJIaliH-Kypca, DYMK

Visual Studio;

STM32Cube;

CooCox

Mopnens OSI;  https://myitacademy.ru/
CTCEK
IIPOTOKOJIOB

802; LAN,

PAN,
LPWAN, NB-
loT,
crienudukanu
o

802.15.4;
IPV6;
LoWPAN;
ZigBee-cetn

XML; JSON; https://myitacademy.ru/
YAML

[TpoToko https://myitacademy.ru/
CoAP.
IIpoTokon

MQTT.

Ob6nauHsble
TEXHOJIOTHH.
[Tnardopmbl

WNHurepHera
BellEn

Uzyuenue https://myitschool.ru/edu
TaliMEpOB U

MHOTOIIOTOYH

OCTH.

Peamus3anms

YIpaBJICHUS

IIPEPBIBAHUSIM


https://myitacademy.ru/
https://myitacademy.ru/
https://myitacademy.ru/
https://myitacademy.ru/
https://myitacademy.ru/
https://myitacademy.ru/

/i

HaumenoBanue
pasnena JUCIUILUTHHBI

CeHcopsl

Cpenpl
pa3paboTku

Konuposanue
JUISl THTEPHETA
Belei

[TpoTokobI
nepenayu
JTaHHBIX
HCIIOJIb3yEMBbIE
TEXHOJOTUH
VHTEpPHETA
BEILICH

Coneprxanue Peanuzanus paznena
pasnena JMCILIUIUIMHBI C TIOMOIIBIO
JUCLUTIIUHBI OHJIaliH-Kypca, DYMK

B

U B CHCTEMax
peasbHOro
BpPEMEHHU

W3zyuenue https://myitschool.ru/edu
paboThI

nH(ppakpacHo

ro

JabHOMEPA,

JATYNKOB

JIABJICHMUS,

BJIAXKHOCTU U

TEMIIepaTyphI

; THPOCKOTIA

N3ydenue https://myitschool.ru/edu
Mbed;

Ounnaitn-IDE

Mbed; Mbed

Studio; Keil
uVision

N3ydenue https://myitschool.ru/edu
XML, JSON

Peanu3zarus https://myitschool.ru/edu
MpOEKTa  Ha

00JTaYHBIX

TEXHOJIOTHSIX.

Hcnons3oBan

ue

m1aTGopmbl

WNHurepHera

BEIIEH.

13.2. Tembl (pasaenbl) QUCLMNIIUHBI U BUAbI 3aHATUN

No /1t

HanmeHnoBanue
TeMBI (pa3zaena)

Jlexuonu

Jlabopar Camoct Bce

bIC 3aHATHA OpPHBIC OATCIIb ro

3aHATUSA Has
pabota



Nen/m  HammenoBanuwe  JlexkunoHH Jlabopar Camoct Bce
TEeMHbI (pa3jiesia) b€ 3aHATHUS  OpPHbIC 0STENIb  TO
3aHATUA  Had
pabota

oo

1 WNutepue 4 4 [TpoexT
T BellIEH o
npeamMe
Ty 40
qac

2 KaroueBsr 4 4 8
e
TEXHOJIOT
1705

3 OcCHOBHBI 2 2 4
e 3ajayu
HHTEPHET
a Belei

4 Cdepsnr 2 2 4
MIPUMCHE
HHSA
WHTEPHET
a Belen

5 STM32: 4 4 20 28
TalMepBl,
BXO/IBIBBI
XOJpbl,
MHOT'OITO
TOYHOCTh

6 Cencopsl 2 2 20 24
(wm
JATYUKH)

7 Cpensl 4 4 20 28
pazpabot
KH

8 CereBole 2 2 16 20
MIPOTOKOJT
Bl

9 SI3BIKHN 2 2 16 20

10 O6maunsr O 0 0 0
e



Nen/m  HammenoBanuwe  JlexkunoHH Jlabopar Camoct Bce

TEeMHbI (pa3jiesia) b€ 3aHATHUS  OpPHbIC 0STENIb  TO
3aHATUA  Had
pabota
TEXHOJIOT
17078
[TnaTdop
MBI
HNutepue
Ta
BEIEH.
HUmoeo 28 28 88 144

14. MeToguueckue ykaszaHus Ansi o6y4aromxca no 0CBOEHUIO AUCLUNITUHDI

BHeayauTopHasi camocTosiTenbHasi paboTta CTyAeHTOB BKIOYaeT NpopaboTKy
MaTepuaros NeKUmnii, N3yYeHne peKoMeHAOBaHHON NUTepaTypbl, MOATOTOBKY K
KOHTPOsbHbIM paboTam, MoAroTOBKY Kk labopaTopHbIM paboTaM 1 KX 3alimTam,
MOArOTOBKY K 3aLLMTe TUMOBbLIX MPOEKTOB.

15. NepeyeHb OCHOBHOM U AONOSTHUTENILHON NUTEpPaTypPbl, PECYPCOB UHTEPHET,
Heo6XoAMMbIX Al OCBOEHUSA AUCLUNIINHbI

No Hcrounuk
/a

1 [Manynosckas H. B. OcHOBBI nHTEpHETA Bemiel: yueOHo-MeToqinueckoe nmocoodue / H. B.
[TanmynoBckas ;— ExarepunOypr: U3a-Bo Ypan, yH-ta, 2022,— 104 c. — URL:
https://radiohata.com/textbook/5624-osnovy-interneta-veschej.html

6) oononHuTenbHas nuTepaTypa:

Ne HcTounuk
n/m
1 Jonanea A. Hopman. SI3bik Bemreii Oyaymero. — M.: Strelka Press, 2013. — 224 c.

2 Cymxuy, JI. SI3sik Bemeit / JI. Cymxuu. — M. : Strelka Press, 2013. — 240 c.

3 3apamenckux, EBrenuii [letpoBuu. HTEpHET Beleit | uccienoBaHus 1 00J1acTh
npumenenust / E. I1. 3apamenckux, U. E. Aprembes. — M.: UTHOPA-M, 2015. — 188 c.

4 I'punrapn, C. Uarepuer Bemeit: byaymiee yxe 3neck / C. ['punrapa. — M. : AnbnuHa
Humxuran, 2015. — 188 c.
B) MH(POPMALMOHHLIE 3NTIEKTPOHHO-06pa3oBaTenbHbIE PECYPChI:

Ne /i1 Hcrounuk

1 www.lib.vsu.ru 3Hb BI'Y



https://radiohata.com/textbook/5624-osnovy-interneta-veschej.html
http://www.lib.vsu.ru/

16. MNepeyeHb y4ebHO-MeTOANYECKOrO 06ecnevyeHus AN CaMOCTOATEeNIbHOM PaboThl

Ne Hcerounuk
n/n
1 Amnppeit LHucnas (Ctpux). Pazpabotka yerpoiicts 10T - To, 0 4eM He HAMCAHO B KHHUTAX.

— Pexxum mocryma : https://www.youtube.com/watch?v=75m_AUbM1m38

17. O6pa3oBaTenbHble TEXHONOMMU, Ucnonb3yemMblie NPy peanusauum y4e6Homn
OVUCLUNNUHbBI, BKNOYas AUCTaHLMOHHbIe obpa3oBaTtenbHble TexHonoruu (AO0T),
3NeKTPoHHoe oby4yeHue (0), cMelwaHHOe 0b6y4YeHue):

OS Mbed. — Pexxum goctyna : http://osmbed.com

18. MaTepmanbHO-TeXHU4YECKOE obecneyeHre AUCLIUMNTINHBIL
KomnbtoTepHble Knaccbl oakyrbTeTa KOMMNbIOTEPHLIX HAaYK, NPOEKTOP ANA AeMOHCTpaLumu
TeopeTudeckoro matepuana. Cucremol Ha kpuctanne STM32 tnna NUCLEO-L152RE.
OtnagoyHas nnata Ha 6a3e MCU STM32L152RET6 (ARM Cortex-M3), ST-LINK/V2-1, Arduino-
nHtepgernc. CeHcopbl U BCoMoraTenbHble nnata anga Arduino, nogkniovaemsie kK NUCLEO-

L152RE.

19. OueHoYHbIe cpeacTBa Aisi NPOBEAEHUSA TEKYLLEeN U NMPOMEXYTOYHON aTTecTauumn
[MopsiaoK OLEHKN 0CBOEHMST 0byyatommMmmncs ydebHoro maTepuana onpegenserca cogepXaHmem
cnenywoLwmx pasgaenos ANCLUMNIMHLI:

New/m  Paspensl
JIUCLTUIUINHEI

(Momynn)

1. STM32. Cpenbl
pa3paboTKHu.
CereBbie
MPOTOKOJIBI.
SI3p1KH
MIPEICTABJICHUS
JIaHHBIX.
IIpoTokoJibl
nepeaadu
JIAaHHBIX

2. Texuonoruu
WHTEpHEeTa
Bemeit, MBED,
MQTT, HTTP,
CoAP

Kox u HazBanue
KOMIIETEHIINHU

ITK-1. Cnocoben
MIPOBOINTH aHATH3
TpeOOBaHMH K
MIPOrPaMMHOMY
o0ecrneueHuIo, B
TOM YHCJIe
TpeGoBaHui 1o
nH(}OpMaLMOHHON
0e30IMacHOCTH,
BBITIOJTHSATH
paboThI 1O
pa3zpaboTke
3aIUIIIEHHOTO
MIPOTrPAMMHOTO
obecrieyeHus

[IK-1. Cnocoben
MIPOBOJIUTH AHAIIN3
TpeOOBaHMI K
IPOrpaMMHOMY
00eCIIeYeHnIo, B
TOM YHCJIe
TpeOoBaHUil MO
nH(pOPMAIIMOHHOM
0e30ITacHOCTH,

Kox u Ha3Banue
WHIUKAaTOpa
KOMIIETEHIINHU

I1K-1.1 3Haer
METO/Ibl pa3paboTKu
3alIUIIEHHOTO
MIPOTrPaMMHOTO
obecrieueHus U
TEXHOJIOTHH
MIpOrpaMMHUpPOBaHUs

I1K-1.2 3HaeT
MIPUMEHSEMbIE
MATEMATHUYCCKUEC
METOJIBI U
aJIrOPUTMBI
(GYHKITMOHUPOBAHUS
JJIs1 KOMIIOHEHTOB
MPOrpaMMHBIX
CpENCTB

3HaHus, yMEHUS,
HaBBIKH

3HaeT MeTOObI
pa3paboTku
3aIIUIIEHHOTO
MIPOTPaMMHOTO
obecnieucHUs 1
TEXHOJIOTHU
MPOrPaMMHUPOBAHUS

3Haer
MIpUMEHsIEMbIe
MAaTEMATHU4YCCKHEC
METOIBI U
AJITOPUTMBI

(O YHKITMOHUPOBAHUS
JJIs1 KOMIIOHEHTOB
MPOrPaMMHBIX
CPEICTB


http://osmbed.com/

Ne i/t

Pa3nensl Kox u nazBanue Kox u Ha3zBanue 3HaHUsl, YMEHUS,
JUCITUTLIAHBI KOMITETEHIINH WHUKATOpa HaBBIKU
(Momynun) KOMIIETCHITNHU
BBITIOJTHSATh
paboTHI O
pazpaboTke
3aMIUIICHHOTO
MIPOrPaMMHOTO
obecrniedeHus
MaketupoBanue I1K-1. Criocoben YMeeT npuMeHsTh
MPOEKTA npoBoauth ananu3  [IK-1.3 ymeer TEXHOJOTHHU
TpeOOBaHM K MIPUMEHSATH 00paboTKHU TaHHBIX,
MIPOrPaMMHOMY TEXHOJIOTUHI aAHATM3UPOBATH
o0ecredeHuto, B 00pabOTKU JAaHHBIX,  BO3MOXHOCTHU UX
TOM YUCIIC AHATM3UPOBATH UCTIOJIb30BaHUS TIPH
TpeOoBaHUil MO BO3MO>KHOCTH HX pa3paboTke
WH()OPMAIIMOHHOW  WICIIOJIB30BAHUS MPU  3aNTUIICHHOTO
0€e301MacHOCTH, pa3paboTke IPOrpPaMMHOTO
BEITIOJTHSTh 3aITUIIICHHOTO obecrieueHus B
paboThI 1o IPOrPaMMHOTO npodecCuoHaIbHOM
pa3paboTke obecrieueHUs B NeSATSIIEHOCTH
3alUIIEHHOTO npodeccuoHanbHOMI
MIPOrPAMMHOTO JESITSIIbHOCTH
obecrieueHus

[MpomexxyTouHast aTTecTaums
dopma koHTponsa — 3aveT ¢ oueHkon, KoHTponbHas paboTta
OueHoYHble cpeacTBa A1 NPOMEXYTOYHOM aTTecTaumm

dopmMMpoBaHUE OLIEHOK:

JlabopaTopHble paboTbl nocrne BLIMNOMHEHUS OLEHMBAOTCA MpenogaBaTernem, W
BbICTABMSAETCA OLeHKa «3ayTeHo» npu  ycrnoBum oTBeta Ha 80% Bonpocos
npenogasartens no npeameTtHom obnactu nabopaTtopHonm paboTel. [lo  uToram
nabopatopHbIX paboT 1 YCTHOrO OoTBeTa CTYAEHTa BbICTABMNSETCH OLIEHKa «3a4TEHO» UIN
«He 3a4yTeHo» no nabopaTopHbiM paboTam Bcel aucumnnuHbl. K caoaye aksameHa C
OLLeHKOM JonycKalTcs cTyaeHTsbl, caasme 100% nabopaTtopHbIx paborT.

CooTHOLLEHNE NoKasaTenen, KPUTEPUEB U LLKASbl OLIEHMBAHMS pe3ynbTaToB 0by4eHus.

Kpurepuu orieHMBaHusA [[Ixana oneHok
KOMIIETCHIU I

YpoBeHb

c(hOpMUPOBAHHOCTH

KOMIETEHIMI
CTyA€HT HOJHOCTBIO BJIAJICET Bricokuii ypoBeHb 3HaHUN |[OTIMYHO

TeOpeTI/I'-IeCKI/IMI/I OCHOBaMH
TUCIIUILIMHEL, CIIOCOOEH
[IPUMEHATH TEOPETUUECKUE
3HaHUs Ha pakTuke. OTBeYaeT Ha|
JTOITOJTHUTCIIBHBIC BOHpOCBI, HC
MeeT Tpo0esIoB B 3HAHMSIX.
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CTyneHT BiIaaeeT Xoponuii ypoBeHb Xopomio
TEOPETHUYECKUMHU OCHOBaMH
TUCIUIUIMHBL, CIOCOOEH
[IPUMEHSATHh TEOPETUUECKUE
3HAaHUA Ha pakThke. OTBeYaeT Ha
TOTIOJTHUTEBHBIE BOIIPOCHI,
MO>KET UMETh HE 3HAUUTEIIbHbBIE
[POOEITBI B 3HAHUSIX.

CTyJeHT BiajeeT [ToporoBslii ypoBEeHb 'Y 10BJIETBOPUTENIHHO|
TEOPETHUYECKUMHU OCHOBaMH
TUCIUIUIMHBL, CIOCOOEH
[IPUMEHSATHh TEOPETUUECKUE
BHAHUS Ha IPAKTHKE.
OOyJaromuiics MOKET 1aBaTh
HEIMOJIHbIE OTBETHI HA
TOTIOJTHUTEIILHBIE BOTIPOCHI.

— He

O6y‘-IaIOHII/II7IC$I ACMOHCTPHUPYECT YAOBJICTBOPUTEIBHO
OTPBIBOYHBIC, (hparMEHTAPHBIC
3HAHUS, JOIYCKAeT rpyobie
OIMMOKH B IPEIMETHON 00JIaCTH. ]
20 TunoBble OLEHOYHbIEe cpeacTBa WM MeToAMYEeCKMe MaTepuanbl, onpeaensirowme
npouenypbl OLeHNBaHUA

20.1 TeKyLWMA KOHTPOJIb yCNeBaeMoCTH

KoHTponb ycneBaemocTu no UCUMMNINHE OCYLLECTBIISIETCA C NOMOLLbIO TECTOBbIX 3a4aHni
20.1.1 TecToBOE 3agaHue

BapuaHT 1
Kakown ypoBeHb B rmbpugHon mogenu obblvHO ob6o3HavaeTcsa cokpalleHnem MAC?
Mo kakon mogenu paboTtaeT npoTokon MQTT.
OnepaunoHHas cuctema, Hanbornee 4acTo UCMorb3yemas Ha OOHOMMAaTHbIX KOMMNbIOTEPax
Hanogobue Raspberry Pi.
BapuaHT 2
YKkaxnte, NoBepx Kakmx TPaHCMOPTHbLIX NPOTOKOOB OObIMHO MCMOMb3YHTCHA 3TN MPOTOKOSbI
npukragHoro yposHs: MQTT, HTTP, CoAP.
ARM — 370 dhmpma-nNpom3BOANTENb apXUTEKTYPbI NpoLieccopa, UM cammx NpoLLeccopoB?
3ayem HyxxHbl GPIO B MUKpOKOHTposnnepe?
BapwuaHT 3
Kakas n3 HwkenpuBegeHHbIX ceTel pa3BepThiBaeTCs B NULEH3MPYEMOM AnanasoHe?
LoRa, SigFox, Ctpwx/BasuoTt, NB-10T.
PaccrtaBbTe 3agaym VIHTepHeTa BeLlen No YpoBHSAM, Ha4MHas OT CaMoro nNpocToro (yposeHb 1)
n3akaH4MBasi caMblM CMOXHbIM (YpOBeHb 4)
YnpasneHue. Ontummnsaumsi. ABTOHOMHOE ynpaBneHue. MOHUTOPUHT.
Mo kakon mogenu pabotaet IBM Cloud?
BapuaHT 4
YUTo n3mepsieT TeH3ogaTuUmK?
Kakon cumon B npotokone MQTT no3sonsieT BblIOpaTb BCE HUKECTOSILLME TOMUKM HA BCEX
YPOBHSIX?
*OH, o+, ?
Kakow cTaHgapT onvcbiBaeT 6ecnpoBOHbIE CEHCOPHbIE CETU?
802.15.4, 802.11, 802.3, 802.15.1
BapuaHT 5
1. Kakon ctaHgapT onucbiBaeT 6€CcnpoBOAHbIE CEHCOPHbIE CETU?
802.15.4, 802.11, 802.3, 802.15.1



2. Cdpepa npumeHeHns LoRa, roe oHa no-npexxHemy 6yaeT akTyarnbHa, HECMOTPSA Ha NosiBNeHne
NB-loT
3. [lo kakon mogenu pabotaeT npotokon CoAP.
JononHutensHble BONPOCHI:
1. Kakoit TepMUH HE CylIECTBOBAJ /10 MOSBJICHUSI HHTEPHETA BEIICH?
ACKYD
ACVYTII
Basuot
SCADA

2. Bac npocsT moMoub ¢ BEIOOPOM JaTYMKA BIAKHOCTH ISl TEIUTUIL: 3a/1a4a COCTOUT B TOM,
YTOOBI 3aMEPATh YPOBCHD BJIard M B IOYBE, U B BO3/yXE, a IIPU CHJILHOM TaICHUH WK
pa3HHUIlE YPOBHEH BKIIIOYATh CUCTEMY OpoliieHHs. UTo BbI mocoBeTyeTe?

JHarunk AM2302 DHT22

Jatauk CCS811 HDC1080

Hatunk RS485

[TocoBeTyI0 MOAKIIIOYNTH K OOCYKICHUIO HHXKEHEPA: TaHHBIX MaJlo, BEIOOP JaTYUKOB
00JIBIIION

3. Kaxkoit U3 3j1eMeHTOB YMHOT0 3aMKa, KOTOPbIi OTKpbiBaeTcs Oiaroaaps Bluetooth-
KoMaHje ¢ TenedoHna, He oOs3aTeneH?

Jatuuk

Axrtyatop (McnonHuTtenbHOE yCTPOHCTBO)

barapest unu WHOW UCTOYHUK MUTAHUSA

MuKpoKOHTpOJILIEp

Pagnomonyne

4. Kakoit u3 3Tix (paKTOpOB HYXKHO YUUTHIBATH IIPU BHIOOPE TATUMKA B TIEPBYIO OUEPE/h?
DOHeproaGpheKTUBHOCTH

["abGapurts! (pazmepsl)

TodHOCTE U3MEpPEHUI

Jlnana3oH n3MepeHuit

Bce dakTopsl HY)KHO y4ecTh

5. Kak myuiie 3aluTUTh BCIO CUCTEMY MHTEPHETA BELEH?

Hanucats 1 ncnosb30Bath CBOIO CUCTEMY IIM(POBaHMS JaHHBIX Ha BCEX 3Tarax Mx
neperadu.

CkauaTp U YCTaHOBUTH aHTUBUPYCHI Ha BCEX YCTPOMCTBA, 0a30BbI€ CTAHIIUU U CEPBEPHI.
OOpatuThCs K CrienuanucTaM no KubepOoe30MnacHOCTH U 3aKa3aTh KOMILJIEKC YCIYT Y HUX.

6. Cepsep MHTepHeTa Bewieil mpuHUMaeT B cpeHeM 1 u3Mepenue B cekyHy. CKOIbKO
HeoOxoaumo Bpemenu st HakorieHus 100 000 qaHHBIX, HEOOXOIUMBIX JIJISl UX aHAJIM3a B
cucteme Big Data? 1 cytku, 3 yaca, 46 munyt u 40 cekyHa

7. Yto Takoe «MHuTepHeT Bemiel»? JlaTh pa3BEPHYTHINA OTBET.

8. Uto Takoe «OnepanoHHas CUCTEMA PEAJILHOTO BPEMEHN»?

9. B kakoit pexomenaauun MCD-T npuBesieH aHaTU3 OCOOCHHOCTEN ceTeBOW 0e30macHOCTH

JUTSL CEHCOPHBIX CETEH?
10 Ha kakue MoJenu TECTUPOBAHUS MOXKHO Pa30UTh apXUTEKTYPY HHTEPHET Beteii?



11. Yro Takoe «HTEpHET Bewmen»?
JlaTh pa3BEPHYTHIN OTBET.

WHTtepHeT Belield — 3TO CUCTEMa B3aMMOCBSI3aHHBIX BBIYUCIUTEIBHBIX YCTPOUCTB, KOTOPBIE
MOTYT cOOMpaTh U NepeaBaTh AaHHBIE MO ceTd MHTepHeT 0e3 yuacTus yesnoBeKa U BO Oiaro
YeJI0BEeKa.

WuTepHer Bemied CBS3BIBACT PA3IUYHOTO pojaa (u3nyeckue OOBEKThl, CHOCOOHBIE
B3aMMOJICIICTBOBATh MEXJy COO0OM M BHEUIHUM MHUPOM caMocTosATenbHO. Konuenmus
«lHTepHeTa BelIei» MOXKET CYIIECTBEHHO YIYYIIUTh MHOTHE c(hepbl Halled >XU3HU U
MIOMOYb HaM B CO3JjaHNH 0oJiee yJOOHOT0, YMHOTO U O€30MacHOro MUpa.

WHuTepHeT Belel — KOHUENIHS CeTH Iepeiadn NaHHBIX MEXAy (U3NYeCKUMHU 00BEKTaMu
(«6ewyamuy), OCHAMEHHBIMH  BCTPOCHHBIMH  CPEICTBAMH M TEXHOJOTHSIMH IS
B3aWMOJICVCTBHUS APYT C IPYroM WIIM C BHEWIHEN cpenoil. [Ipeanonaraercs, 4To opranu3anus
TaKMX CeTel crnocoOHa TMepecTPOUTh DJKOHOMHYECKHE U OOIIECTBEHHBIE MPOLECCHI,
UCKJIIOYUTh U3 YaCTH JIEUCTBUM U onepauuii HE0OOXOJUMOCTh yJacTHsl Yel0BeKa.

Eciamn crygeHT oTMeTun Bce TpU MOAXOAA K ONpeneseHuto noHatus «HTepHeT Bemwen» —
oLeHKa — 3.

Ecnu ctynenT Ha3Ban 2 moaxozia — oleHKa — 2.

Ecnu crynent HaszBai Tosbko 1 moaxoxn — orneHka — 1.

Ecnu cTyneHT He Ha3Ball HU OJJHOTO ompe/eneHus — onenka — 0.

12. Komnanusi TpeOyeT uCIHONB30BaHUs Oe€30mMacHOro 3amu@poBaHHOTO HWHTEPHET-
COEIMHEHMS NPHU MOAKIOYEHUN K KOPIOPATUBHOW CETH M3-3a MpeaenoB Komnanuu. Kakue
TEXHOJIOTMHM CJIEAYyeT HCIIONb30BaTh, KOrJa COTPYAHUKH IyTEHIECTBYIOT M MCIOJB3YIOT
HOYTOYK?

* VPN

* Touka nocryna Wi-Fi

* Cupu

* Bluetooth

13. Kakoil Tun TecTHpPOBAHHS MOKET MPOBECTH KOMIIAHUS, YTOOBI NMPOJEMOHCTPUPOBATH
MIPEUMYIIECTBA MOJKIIOUEHHS K CETH HOBOU «BELIHM», KOTOPOH paHbllIe He ObLIO B ceTH?

* IPOTOTHIIHPOBAHUE

* IEPEHOC

* pa3BUTHE

* (hopmupoBaHue

14. Yrto orpaHuuuMBaeT THUMBl Pa3IUYHBIX OOBEKTOB, KOTOpbIE MOTLYT CTaTh
MHTEJUIEKTYaJIbHBIMM JaTYuKamMu B MIHTepHETE Beei?

* pa3mMep MHTEpHETa

* Hale BOOOpaskeHue

* 3aKOHOJATEJIbCTBO

* HaJIMYKME MOIITHOT'O CETEBOT0 000py10BaHUS

15. Anpec cepepa «UWurepuera Bemiei»: 49.122.1.255 kak BBIVSIAUT 3TOT aapec B
JBOMYHOM CHCTEME CUUCIICHUS?

110001.1111010.1.11111111

16. Kakue npenmMyliiecTsa CyJIuT HaM MacCcOBO€ BHeJIpeHue «/IHTepHeTa Bemen».
OcBo0o0sk1eHHE YeI0BeKa OT pyTHHHOIO TPpyAa.

20.1.2 TyinoBble NPOEKTbI
BbINoriHeHne TMNOBOrO NpoeKkTa ABnseTcd HeobXoaUMbIM YCNOBUEM [0MYyCKa CTYAEHTOB K
NMTOroBOMY 3a4€Ty. TMNOBOW MPOEKT BbINOSIHAIOTCA B TPY 3Tana:



CoNoOr~WNE

13.
14.
15.
16.
17.
18.
19.
20.
21.
22.
23.
24.
25.
26.
27.
28.
29.
30.
31.
32.
33.
34.
35.
36.
37.
38.
39.
40.
41.
42.
43.
44,
45,
46.
47.

MepBbit — BbIOOP NPOEKTa 1 NOArOTOBKa HEOOXOANUMbBIX KOMMIEKTYOLLMX C BbIBOLOM
pe3ynbTaToB Ha BCTpauBaeMbIln nHamMkaTop, 6e3 ynpaBneHus peanbHbiM OO bEKTOM.

BTopon atan — ynpaBneHue peanbHbIM OO HLEKTOM C BbIBOOOM peakuun obbekTa Unm gaHHbIX ¢
partymkos Ha PC.

TpeTui aTan — nonHoe ynpaBrneHne 06bEKTOM UMM CYNTbIBAHME NOKa3aHWi aTYNKOB C
nepegaden aHHbIX MO pagvokaHany unu nocpeactsom WEB-uHTepdenca. CoatoTtcsa atanbl BO
BpeMsi pyGexHbIx atTectauuii. [Npu 60MbLLION CAOXHOCTU NpoeKTa AonyckaeTcss 06beanHeHne
CTYAEHTOB B Ipynnbl No 2-3 4Yenoseka B rpynne.

[MprMepHbIV NepeveHb NPoekToB ¢ STM32:

USB reHepaTop-4acTtoToMep.

Yackl Ha cBeToanoaHon matpuue 8*8

CkaHep wuHbl 12C.

M3amepuTenb YpOBHS 3BYKa.

CeeTtogunogHsbii 3D ky0.

My3bIKanbHbIN 3BOHOK.

Lincpposoni nameputens mowHoctn u KCB.

OneKTpoHHas uUrpoBas KoCTb.

TeTpuc.

. MnHnaTIoOpHEIN BONLTMETP Ha cemucermeHTHOM LED nHankaTope.
. Nporpammarop.
. ABTOMaTH4eCcKoe 3apsAHO-TPEHNPYIOLLIEE YCTPOMCTBO U n3aMepuTenb éMKocTn gns 12V

repMeTUYHbIX akKyMyIIATOPOB.
TepmocTaTt Anga 3nekTpU4ecKoro YamnHuka.

YacToTHbIN Npeobpa3oBaTtenb Afs aCMHXPOHHOrO ABUraTens.

FM - paguonpuemHuk, TEA5767, SSD1306.

TepmomeTp ans aBTomobunsa Ha OLED gucnnee.

BaTTmMeTp nepemMeHHOro Toka.

LiBeTomy3bIkanbHas ycTaHoBKa.

M3meputens AfMHbLI UMNYbCOB.

YHuBepcanbHbI U3amMepuTenbHbIN Nprubop.

HID knaBunaTypa Ha 16 knasuL.

CyTOuHbIV Tanmep ¢ BeG-NHTEPdENCOM.

DDS reHepaTop curHanos Ha AT90USB162 n AD9833 ynpasnaemsbin no USB.
16 KaHanbHbIN pernctpaTop TemMnepaTypsbl.

M3amepuTenb 4acToThbl 1 COS(P) NpOMbILLIEHHON ceTh 50 L.
ONEKTPOHHBIN PerynsTop MOLLHOCTM NePEMEHHOro TOKa.
Ocuunnorpad DSO.

OneKkTpPoHHOE pene ¢ PhyHKUMEN NNaBHOIO BKAOYEHUS cBeTa dap.
lMpocTon MynbTUMETP.

OneKTPOHHbIE Yacbl-kaneHgapb-0yAnIbHUK C pe3EPBHBIM MUTAHNEM.
M3mepuTens pacxoaa XMaKocTu.

GSM curHanusaums.

[nctaHuMoHHOE ynpaBneHune no tenedoHy.

BonbTMeTp NnepemMeHHOro HanpskeHus(TpexdgasHbin).

Bnok ynpaBneHunsi BogoHarpesaTtenem.

3apsagHoe yctporctso and LiPo akkymynaTopos.

DDS reHepatop Ha STM32.

Tectep RC-5.

KoaoBblin 3aMOK C 9HKOAEPOM.

LLUNM-perynsitop.

Bnok ynpaBneHusa BeHTUNSTOpPaMmn KOMNboTepa.

M3meputenb eMKOCTU U MHOYKTUBHOCTW.

Bnok nutanua 0 - 25B, 0 - 5A ¢ rpadmyecknm LCD.

["eHepaTOp TeCTOBbIX CUrHANOB ANt MOHUTOPOB.

TecTep NonynpoBOgHUKOBbIX 35IEMEHTOB.

BonbTmMeTp ¢ aBTOMaTU4eCKUM BbIBOPOM NpeaenoB U3MepeHus.

16 kaHanbHasa cuctema MHPaKPaCHOro AUCTaHLUMOHHOIO YNpaBrieHus.



48. AHanusaTop cnekTpa 3BYKOBOW 4acCTOThl.

49. YHuBepcanbHbIN nepeknodaemMblnt nynbT Y ¢ npotokonom RC-5.

50. [JomalwHAa meTeocTaHumA.
20.2 NMpomexyToyHasa aTrectauus
OueHKa 3HaHW, YMEHUI N HaBbIKOB, XapakTepuaytoLlas atansl OpMUPOBaHNS KOMMETEHLNIA B
pamMKax U3y4yeHus QUCLMMNINHBI OCYLLLECTBINAETCA B XO4€ TEKYLLEN N MPOMEXYTOUHOM
artTecrauumn.
Tekywaga attectaunsa NnpoBOAUTCS B COOTBETCTBUM C [MONOXEHNEM O TeKyLLen aTTecTaumm
obyyarLmxca no nporpaMmmMmam BbiCLLEro 06pa3oBaHnst BOpoHEXXCKOro rocyjapcTBEHHOMo
yHMBepcuteTa. Tekyllasa atTectaumsi npoBoauTcs B hopme MHOMBMOYaNbHOMo onpoca B paMkax
pybexHbIX atTecTaumin. Kputepmm oLeHNBaHNS NPUBELEHDI BbILLE.
[MpomexxyTouHast atTecTaumsi NPOBOAUTCSA B COOTBETCTBMM C [ToNoXXeHMEM O MPOMEXYTOUHOM
aTTectaumm obyvaroLmxca no nporpaMmmMmam BbiCLLEro o6pa3oBaHus.
KOHTpOnbHO-N3MepUTENbHbLIE MaTepuarbl MPOMEXYTOYHON aTTeCTaLUn BKIHOYAKOT B cebs
TeopeTnyeckne BONpOCh!, NO3BOMNSALLME OLEHUTb YPOBEHD NMOSTYYEHHbIX 3HAHUNA.
Mpn oLEeHMBAHUKN UCNONb3YIOTCA KAaYeCTBEHHbIE LLKalbl OLeHOK. Kpnutepun oueHnBaHus
npuBeAeHbI BbILLE.



