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NMPOrPAMMA NMPAKTUKU
B52.0.01(Y) Y4yebHas npakTuka, akcnepMMmeHTanbHo-uccnegoBaTenbckas

1. Wudp m HammeHoBaHMe HanpaBieHUss NOArOTOBKM / cneuuanbHOCTHU:
10.05.01 KomnbtoTepHas 6e3onacHocTb

2. Npodwmnb noarotoBkM / cneuunanusayms/MmarucTepckas nporpamma:
AHanuns 6e30nacHOCT KOMMbIOTEPHbIX CUCTEM

3. KBanudmkaumsa BbeINnyCKHUKA: cneyuanuct
4. Dopma oBGy4eHUsA: o4Has

5. Kacdbenpa, oTBevarwuwasn 3a peanusauuro AUCUUMNIUHDbI:
Kadepgpa texHonoruin o6paboTtkm u 3awmtel nHpopmauunmn GKH

6. CocTtaBuTenu nporpamMmbil:
Bopucosa Anna AnekcaHapoBHa, OOUEHT

7. PekomeHaoBaHa:
Mpotokon HMC ®KH Ne 5 ot 05.03.2024 r.

(ommemku 0 nNpodIeHUU 8HOCSIMCS 8PYYHYIO)

8. YueOHbIn rop: 2026/2027 CemecTp(bl): 6



9. Llenb npakTuku:

Llenamn y4ebHOM NpakTuKK, aKCNnepuMeHTarnbHO-UCCneLoBaTeNbCKON ABNAETCS:
- O3HaKoMSieHMe CTyOeHTOB CO crneunmdukon nonyyaemon crneuuanbHOCTU, C

obbekTamun Gyayuien paboThbl;

- TMOAroTOBKa CTYQEHTOB K OCO3HAHHOMY W YriyGneHHOMY  W3yYeHuto
obLenpodeccuoHanbHbiX 1 cneumanbHbIX AUCUMNAMH ONS NOCMeAytoLero oCBOeHUs
KOMMETEHUMIA NO HanpaBIieHUO CheLManu3npoBaHHOM MOArOTOBKM B obnactu 3awuThbl
MHdopMaLnu;

- opMunpoBaHMe NEpPBUYHbIX NPOCEeCCUOHANbHbIX YMEHWA U HaBbIKOB
nccrnegoBaHva M opmanusaumm NpuknagHelix 3agady no 3awmrte nHdopmauun Ha 6ase
y4ebHbIX 3agau.

3apaum nNpakTUKu:

lMony4eHne npakTn4eckoro onbita paboThbl:

- norny4vyeHne CcTydeHTamu MNepBUYHbIX CBEAEHW MO 0BecrneyYeHuto KOMMIEKCHOM
3aWnTbl MHOPMaLMK B Pa3fMyHbIX TMNAx OpraHn3aumnm;

- 3HaKOMCTBO C MpaBOBbIM perynMpoBaHneM obecnevyeHns WH(OpPMaLNOHHOWN
6e3onacHOCTM, C TEXHOMNOMMAMU WHPOPMALMOHHON  3alnTbl, NPUMEHSIEMbIMA B
aBTOMaTU3NpoBaHHON WHdopMaunoHHon cucteme (AUC) BI'Y u Ha paboumx mecrtax
nonb3oBaTesnien.

10. MecTo npakTuku B cTpyktype OOI:

basoBag 4acTtb, 6510k B2.

[na ycnewHoro NpoxoXaeHus NpakTUKWU CTYAEHT AO0SbkeH obnagatbh 3HaHUsMM,
YMEHNAMW N HaBblkamMun, COOPMUPOBAHHBIMU B MPOLIECCE OCBOEHUS YyYEOHbIX ANCLMNINH:
51.0.30 TexHonorun obpadoTtkm nHdopmauun; 61.0.53.05 Web-texHonornn; 61.0.53.06
AnNroputmbl U CTPYKTYypbl AaHHblX; 51.0.24 MatemaTudeckas normka n Teopusa anropuT-
moB; 51.0.20 Teopus BepossTHOCTEN U MaTemaTuyeckasa crtatuctuka; 61.0.23 Jinnennas
anrebpa ; b1.0.31 NHdpopmaTuka; 51.0.35 O6bEeKTHO-OpMEeHTUPOBAHHOE MPOrpaMMmpo-
BaHune; b1.0.37 MeTtogbl nporpammupoBanus; 51.0.39 OcHoBbl MHpOpMaUMOHHON Ge3-
onacHoctu; b1.0.40 Mogenu 6e3onacHOCTU KOMMNbIOTEPHbIX cucteM; B1.0.49 OpraHusa-
LUMOHHOE M npaBoBoe obecnedeHne nHhpopmaumoHHon 6esonacHoctn; 51.0.26. Oudde-
peHumnanbHble ypaBHEHNS

B pesynbTtate npoxoxaeHus npakTuku, CTyOeHT OOIMKEeH YMeTb pellaTb Crieayto-
Lne npodreccuoHarnbHble 3agaym:

— [llpumeHATb coOBpeMEeHHble MHGPOPMAUMOHHbIE TEXHOMOMMW B Hay4YHbIX
nccnegoBaHUsiX M NPOUM3BOACTBEHHbLIX — 3adayax,  CcneunanbHOe  NporpamMmHoe
obecnedyeHnem wun obopygoBaHue NS 3a4ad  aHanu3a  3aWuWeHHOCTU OObeKToB
MHopMaTU3aLunn.

— BbINoOnHATH TMNOBbIE pacyeTbl U MOAENUPOBaHME MPOLIECCOB C MPUMEHEHNEM
KOMMbIOTEPHON TEXHWKW, NPOBEAEHWE SKCMEpPUMEHTarbHbIX WCCNeaoBaHUA CUCTEMDI
3aWmTbl MHoOpMaLMN.

— CamocTtosaTenbHO  pelwaTtb  uUccnegoBaTenbCkMe — 3ag4aun,  NPOBOAMTb
nccnenoBaHUs U 9KCNEPUMEHTDI.

11. Bua npaktuku, cnocob n coopma ee nposeaeHus
Bupa npakTtuku: yyebHas.

Cnoco6 npoBeaeHUA NPaKTUKN: cmayuoHapHasl.

dopma npoBeaeHUst NPaAKTUKN: HEMPEPbIBHAS.



12. MnaHupyemble pe3ynbTaTbl OOYyYeHUA NPU NPOXOXKAEHUU MNPAKTUKU (3HAHMS,
YMeHUS, HaBblkK), COOTHECEHHble C MMaHMpyeMbIMU pe3ynbTaTaMu OCBOEHUSA 06-
pasoBaTenbHOW NporpamMmmMbl (KOMNETEHLUAMU BbIMYCKHUKOB):

HasBaHune komne-

MnaHnpyemMble pe3ynbTaTbl 00Y-

Kog TeHLMM Koga(bl) MHankaTop(bl) YeHns
YK-1 | CnocobeH ocy- YK-1.1 AHanuanpyet npobnem- | 3HaTb:
LLIECTBNSATb KPUTU- HYI0 CUTYaLMIO KaK Cu- - Lenu, 3agayv, NpUHLMNbI U Oc-
YeckMin aHanm3 cTemy, BbiSIBNSAS ee Co- HOBHbIE HanpasrneHns npobnem-
NPOGNEeMHbIX CUTY- CTaBMsOLLME U CBA3N HOW cuTyauuu;
auunm Ha ocHoBe Mexay HAMK.
CUCTEMHOro NoAxo- YmMeThb:
ha, BblpabaTbiBaTh - aHanuM3mpoBaTb NPOBNEMHYIO
cTpaTeruto gen- CUTYaLMIO KaK CUCTEMY, BbISIBMSS
CTBUN €e COCTaBnsaLLNE N CBA3N MEXAY
HUMMW.
Bnapgetb:
- MeTogamMu CUCTEMHOIO NOAXoAaa,
BblpabaTbiBaeT cTpaTernio aen-
CTBUN
YK-3 | CnocobeH opranun- | YK-3.1 MnaHnpyeT opraHusa- 3HaTb:
30BbIBaTb U PYKO- YK-3.2 umo paboTbl KOMaHObl U | - 3aKOHbI U MPUHLMNLI 3P EKTUB-
BOAMTb paboTon YK-3.3 PYKOBOZACTBO €10 C y4e- HOro obLLeHNst C pa3HbIMKU TUNaMu
KOMaHgpl, Belpaba- TOM UHAMBUAOYAIbHO- ayouTopui u cobeceaHMKOB;
TbiBasi KOMaHOHYIO MCUXONOrMYECKUX 0CO- - OCHOBHbIE KaTeropmu n noHATUS
cTparteruio ans go- GeHHoCTEeN Kaxaoro ee peyeBoro BO34eNCTBUS;
CTUXKEHMS MOCTaB- yneHa - 0OLyt0 cXxemy peyeBoro Bo3gem-
NEeHHON uenn BblpabatbiBaeT KoH- CTBUS, 3aKOHbI 3ppeKTMBHOM
CTPYKTMBHYIO KOMaHA- KOMMYHUMKaLu;
Hyt0 CTpaTervio ansg Ao- | - NpuynHbl HEIMAPEKTUBHOW KOM-
CTWXXEHMS NOCTaBMEH- MYHUKaLUN.
HOW uenu
O bekTnBHO B3anmo- YMeThb:
OENCTBYeT C ydacTHUKa- | - BbipabaTbiBaTb YMEHMS U HaBbI-
MU obpasoBaTenbHOro K/ peLLeHnsi B Pa3fIMYHbIX KOMMY-
npouecca, cobnogas HVMKaTMBHbIX 3aJavax;
ncuxornormyecku odoc- - Aocturatb KOMMYHMKaTUBHOM
HOBaHHbIEe NMpaBua un Lenu 1 oueHMBaTb pesynbTaThl
HOPMbI OOLLEHNSA CBOEW peveBo AeATENbHOCTY;
- peanusoBaTb 0OMeH UHdopma-
umen B YCTHOW U NMUCbMEHHOM
dopmax;
- NCMNOMb30BaTh A3bIK AN yCTa-
HOBMEHMS afeKBaTHbIX MEXNY-
HOCTHbIX M KOHBEHLMAmNbHbIX OT-
HOLLEeHM B NpodheccrnoHanbHom
cpege;
- NIOrMYECKN BEPHO, apryMeHTUPO-
BaHHO M SICHO CTPOUTbL YCTHYIO U
MUCbMEHHYIO peyb;
- a(beKTUBHO OOLLaTLCA B YCT-
HOW U NUCbMEHHOW (hopmax C co-
6rrogeHeM HOPM KymbTypbl peyun.
BnapgeTtb:
- HaBblkaMu B3aUMOLENCTBUSA C
y4yacTHMKamun obpasoBaTenbHOro
npouecca, cobniogasi ncuxonoru-
Yeckn 06OCHOBaHHbIE NpaBuna u
HOpPMbI 00LLEHUS
OlK- | CnocobeH npume- OrkK-2.1 3HaeT ob6uue npuHumnel | 3HaTh:




HSTb NPOrpamMMHbIe
cpeacTBa CUCTEM-
HOro 1 NpPUKNagHoro
Ha3Ha4YeHUn, B TOM
yucre oTevecTBeH-
HOro NPoOu3BOACTBA,
Ons pelleHuns 3a-
bad npocdpeccuo-
HanbHOW gesATenb-
HOCTW;

OrliK-2.2
OriK-2.3
OriK-2.4
OrliK-2.5
OrllK-2.6
OriK-2.7
OrliK-2.8
OrliK-2.9
OrllK-2.10
OriK-2.11
OrliK-2.12
OrliK-2.13
OrliK-2.14

NMOCTPOEHMS COBPEMEH-
HbIX KOMMbIOTEPOB,
dopMbl 1 CNOcoObI
npeacTaBneHnst AaHHbIX
B MEPCOHAarNbHOM KOM-
netoTepe.

3HaeT noruko-
MaTemMaTn4eckue OCHO-
Bbl MOCTPOEHMS 3NeK-
TPOHHbIX LN POBLIX
YCTPOWCTB.

3HaerT cocTaB, Ha3Have-
HMe annapaTtHbIX
CpeacTB M NPOrpaMmHoO-
ro obecne4yeHus nepco-
HanbHOro KoMMbloTEpAa.
3HaeT knaccudmkauuo
COBPEMEHHbIX BbIYUCIN-
TenbHbIX CUCTEM, TUMO-
Bbl€ CTPYKTYpPbl U NPUH-
LUMbl OpraHn3auumn Kom-
NbIOTEPHBIX CETEN.
YMeeT NpumMeHaTb TUNo-
Bble MpOrpaMMHble
cpencTea CepBUCHOTO
Ha3HayeHwus1, MHopma-
LIMOHHOro noucka n oob-
MeHa JaHHbIMW B CETU
UHTepHerT.

YMeeT cocTaBnaTb 40-
KYMEHTbI, UCMOSb3YS
npvKnagHble nporpam-
Mbl OCOMCHOro Ha3Have-
HUSI.

Bnageet cpeactBamm
yrnpaBneHus Nonb3oBa-
TenbCKUMU UHTEpdEn-
camMu onepaumoHHbIX
cucTeMm.

3HaeT OCHOBHbIE NPUH-
Lmnbl KOHUryprposa-
HUSt U adMUHUCTPUPOBA-
HWS1 OMEepPaLMOHHBIX CU-
cTeMm.

YmeeT pa3pabaTbiBaTtb
CUCTEMHOE 1 Npuknag-
HOe nporpammHoe obec-
neyeHne Ans MHOrosa-
Oa4yHbIX, MHOrOMosb30-
BaTENbCKUX M MHOTO-
NMpOLEeCCOpHbIX cped, a
TakKke Ona cpeg ¢ NH-
Tepdernicom, ynpasnsie-
MbIM COOOLLEHMAMY;
YMeeT NpUMeHsaTb oc-
HOBHble MeTOoAbl NPo-
rpaMMMpoBaHus B Bbl-
OpaHHOW onepaunoHHOWN
cpege.

3HaeT xapakTepHble
0CODOEHHOCTM CoBpe-
MEHHOr0 NMPOrpamMmmMHoOro
obecneyeHuns cneuu-
anbHOro Ha3HayeHwus.
YMeeT nponsBoamnTb

- ba3oBble NOHATUSA MeTOo0B 006-
paboTku nHhopmauun, coBpe-
MEHHble MeTOAbI U anropuTMbl
aHanusa gaHHbIX U MalWUHHOTO
obyuyeHusa B pamkax ctatmucTmye-
CKOro 1 eTEPMUHNCTCKOrO NoAa-
XO[0B;

- TEXHOMOMMM OpraHn3aLmmn n Npo-
BEeEeHNsi CTaTUCTUYECKOIO KOM-
NbIOTEPHOrO MOAENNPOBaHWSA an-
roputMoB 06paboTkn MHdopma-
Lnn, BO3SMOXXHOCTW COBPEMEHHBbIX
nporpaMMHbIX cpeg Ans peanu-
3aumn nccnegosaHui 1 paspabo-
TOK B 0BnacTn anropMTtMoB aHa-
nn3a gaHHbIX U MaWnHHOTo 00Yy-
YeHus:;

- pOfb U MECTO CpeacTB MaTemMa-
TUYECKOro U UMUTALMOHHOIO MO-
OenMpoBaHuUsl Npy NPoeKTUpoBa-
HWUW CMOXHBIX CUCTEM, NPUMEHS-
eMble Npu 3TOM TEXHOJIOMMK
CTPYKTYPHO - (OYHKLMOHAsbHOro U
0OBEKTHOrO BM3yarnbHOro Mojae-
NMpOBaHUS;

- uenu 1 3agayv nHpopmaumoH-
HbIX TEXHOOIMIA, PoSib U MECTO
NPOEKTUPOBLUMKA 1 pa3paboTumka
MHOPMALMOHHBIX CUCTEM B MpPO-
Lecce co3aaHus CroXHbIX CU-
cTem;

- CTaHOapTbl OMUCAaHNS apXUTEK-
Typbl NporpaMmMHoro obecneyve-
HUS;

- OCHOBHbIe NnaTopmbl, TEXHO-
NOTUKN N MHCTPYMEHTarbHbIE MPo-
rpamMmMHo-annapaTtHble cpeacTBa
Onsi peanusauum MHOpMaLMoH-
HbIX CUCTEM;

- Lenu 1 3agayn MoaenMpoBaHus
MHOPMALMOHHBIX CUCTEM C UC-
Nonb30BaHWEeM COBPEMEHHbIX
MHOPMALIMOHHBIX TEXHOSOINIA.
YmMeTb:

- NCMONb30BaTb CTAaHAAPTHOE U
OpurMHanbHoe NporpaMMHoe
obecneyeHve ons npoBeaeHns
nccnegoBaHun 1 pa3paboTok B
obnactn anropMTMOB aHanusa
OaHHbIX M MaLLUMHHOIO 06Yy4eHus,
dopmMmMpoBaTbL pekoMeHaaumMm no
MPUHLUMNaM NoCTPOeHUs U napa-
MeTpam anroputmoB B o6nactu
npodeccnoHanbHoOn gesaTensHo-
cTu;

- NPOBOAUTL CMHTE3 N aHanu3 an-
roputMoB 06paboTkm MHdopMma-
LW AN peLleHnst KOHKPETHbIX
npakTuyeckux 3agad, Ucrnonb3o-
BaTb MaTemaTuyYeckme MeToabl B
MHTEpecax aHaNUTUYECKON N Ync-
JIEHHOW OLLEHKN OCHOBHBIX MOKa-
3atenen aPEKTUBHOCTHM anro-
PUTMOB aHanm3a gaHHbIX 1 Ma-
LUMHHOIo 00y4eHws;




yCTaHOBKY, Hanagaky,
TecTupoBsaHue n obeny-
XVBaHWe NporpamMmmHoOro
obecneyveHus, BkoYas
peLleHNs1 OTEYECTBEHHO-
ro Npoun3BoACTBa.
YMeeT Nnpon3BoaunTb
YCTaHOBKY, Hanagaky,
TecTupoBaHue u obeny-
XVBaHWe ceTeBOro npo-
rpammHoro obecneyve-
HUS1, BKIOYas peLleHust
OTEYECTBEHHOIO Npoun3s-
BOACTBA.

YMmeeT Nnpon3BoaunTb
YCTaHOBKY, Hanagaky,
TecTupoBsaHue n obeny-
XVNBaHNE COBPEMEHHbIX
NporpaMmHbIX CPeacTs
o6ecneyeHmns nHgop-
MaLMoHHoW 6e3onacHo-
CTh.

- NpoBOAUTL pa3paboTKy npo-
CTeNLNX KOMMbIOTEPHbIX MoAe-
nem;

- (bopmynupoBaTb 1 pas3BuBaTb
KOHLeNuMIo co3gaHus npons-
BOMbHOMO NPOAYKTa B pamkax cu-
CTEMHOro nogxoaa, B TOM yucre
NPUMEHNUTENBHO K MHOPMaLMOH-
HbIM cMCTemam;

- dbopMynupoBaThb 1 pa3BMBaTb
KOHLeNuUMIo co3gaHus Mpons-
BOJTbHOIO MpPOAYyKTa B paMKkax Cu-
CTEMHOro nogxopaa, B TOM yucrie
NPUMEHUTENBHO K MHAOPMALNOH-
HbIM cUCTEeMaM;

- UCNONb30BaTb CPEeACTBA 3aLLm-
Thbl, NPEACTaBMASEMbIE CUCTEM
yrnpaBneHus 6asamv AaHHbIX;

- NCMNOMb30BaTh OCHOBHLIE NnaT-
dOpPMbI, TEXHOMOMMN U UHCTPY-
MeHTarnbHblE MPOrpaMMHO-
annapaTtHble cpeacTea Ans
peanu3aumnm MHOPMaLNOHHbBIX
cucTem;

- MPMMEHATb 3aLUULLEHHbIE NPO-
TOKOIbl, MEXCETEBbIE 3KPaHbI 1
cpeacTtea 0bHapyXeHus BTopxe-
HUA aNg 3aWwmnTbl MHOPMaL M B
ceTsiX.

BnapeTb:

- MPAKTUYECKNMN HaBbIKaMu Npwu-
MEHEHUSA crneunannampoBaHHbIX
nporpaMmHbIX CpeacTs, NpegHa-
3Ha4YeHHbIX Ans obecneyeHns
6e3onacHOCTH 1 LEeNOCTHOCTK
OaHHBbIX;

- HaBbIkaMu COCTaBIEeHMs 3anpo-
CcOB Kk Oa3se JaHHbIX;

- MPaKTUY4ECKUMM HaBblKaMm1 pas-
paboTKM M NPUMEHEHNS B NPO-
¢heccrmoHansHOM AeATenbHOCTM
KpunTorpaguyecknx u cteraHo-
rpadnyecKkmx anropuTMoB;

- HaBblKaMu KOHUIYPUPOBaHNS 1
agmuHucTpuposarusa OC;

- COBPEMEHHbIMW NMoaxo4amu K
peanu3aunm TEXHUYECKNX Mpo-
LIeCCOB >XM3HEHHOr0 LuKna cu-
CTeM, a Takke COOTBETCTBYOLL UM
nporpaMmHbiM obecneyeHnem;

- MPaKTUY4ECKUMM HaBbIKaMm pas-
paboTKM M NPUMEHEHNS anropuT-
MOB 1 TEXHONOrnn 06paboTkn
WHdopMaLMM B YacTu aHanusa
OaHHbIX U MaLUMHHOIO 06y4eHuss;
- HaBblkaMu pa3paboTkn n moae-
NMpoBaHUs anropMTMoB 06paboT-
KM MHcpopMauum B COBPEMEHHbIX
WHCTPYMEHTAsbHbIX cpeaax,
HaBbIKaMu MPOBEAEHNST KOMIMbIO-
TEPHOro 3KCMEePUMEHTA MO OLEHKe
3P (PEKTUBHOCTN aniropuTMOB
aHanmsa gaHHbIX Y MalLMHHOIO
00y4eHuns, HaBblIkaMy TeCTUPOBa-
HWS KOMNBIOTEPHBIX MOAenen an-




roputMoB 06paboTkm MHdopma-
1717

- cneunanu3MpoBaHHLIMK NPO-
rpamMMHbIMU cpeacTBamMu s pe-
anusaumm cteraHorpaguyeckoro
CKpbITUS MHOPMaLUKU 1 co3na-
HUA LI,I/ICprBbIX BOAAHbIX 3HAKOB

OrnK-

CnocobeH aHanu-
31poBaTtb pusnye-
CKYIO CYLLHOCTb $1B-
NEeHnn n npouec-
COB, Nnexaujmx B
OCHOBE (hyHKLMO-
HUPOBAHUS MUKPO-
3NEKTPOHHON Tex-
HUKW, NPUMEHSATb
OCHOBHble hun3nye-
CKne 3aKOHbl U MO-
Oenun ons pelueHus
3agay npodeccumo-
HanbHOW OeATenb-
HOCTMU

OrllK-4.18
OrllK-4.19

YmeeT onpegensTb Co-
CTaB KOMMbIOTEPA: TIN
npotieccopa v ero na-
pameTpbl, TUN Moaynewn
namsaTy U UX XapakTepu-
CTUKW, TUM BUOEOKapPTHI,
COCTaB M NapameTpbl
nepudepunHbIX
YCTPOWCTB.

Bnageet HaBblkamMu
NPUMEHEHNS TEXHNYe-
CKUX 1 MPOrpaMMHbIX
CPeACTB TECTMPOBAHMS C
Lenbto onpeaeneHms
NCNPaBHOCTM KOMMbHO-
Tepa u OLEHKM ero npo-
N3BOANTENBbHOCTM.

3HaTb:

- CTaHAapTbl ONMCaHNA apXUTEK-
Typbl NporpaMmHoro obecneye-
HUS;

- OCHOBHble NnaTdopMbl, TEXHO-
NOrNn U MHCTPYMEHTarbHbIE NPo-
rpamMmMHo-annapartHble cpeacTBa
ans peanusaumm MHOPMaLNOH-
HbIX CUCTEM.

YmeTb:

- CMNonb30BaTh CPeACcTBa 3alln-
Tbl, NPEeACTaBMNSIEMbIE CUCTEM
yrnpaBnenus 6asamn gaHHbIX;

- UICMONb30BaTb OCHOBHbIE MNNaT-
OpMbI, TEXHOMOTNN U UHCTPY-
MeHTarnbHble NPOrpaMmMHO-
annapartHble cpeacTea aons
peanusaumm MHPOPMaLMOHHbIX
cuctem;

- MPMMEHATL 3alUULLEHHbIE NPO-
TOKOIbl, MEXCETEBLIE 3KpaHbl U
cpeacTBa 0OHapYXXeHWs1 BTOpXe-
HUIM ON4 3aWmThl MHopmaLumm B
ceTax.

BnapeTb:

- MPaKTUY4ECKUMM HaBbIKaMm1 Npu-
MEHEeHWs1 cneLmanm3mpoBaHHbIX
nporpamMMHbIX CpeacTs, NpegHa-
3HaYeHHbIX Ans obecneyeHus
©e30MacHOCTM 1 LIENOCTHOCTH
JaHHbIX;

- NPaKTU4ECKUMM HaBblkaMu Npu-
MEHEHUNS TEXHUYECKNX U NPO-
rPaMMHbIX CpeaCcTB AMarHOCTUKM
015 OLLEHKN UCNPaBHOCTU M NPO-
M3BOANTENBHOCTM 060PYOOBaAHNS.

13. O6bemM NpakTUKU B 3a4eTHbIX eguHuLax / ak. yac. — 3/108.

dopma NpomMeXyTOUYHOM aTTecTaumm - 3a4em.

14. Buabl y4e6HOM paboThbl

TpyaoemMKocTb
. Mo cemecTpam
BuA y4ebron paborel Bcero Ne 6 Ne cemecTpa
q 4., B hopme q y., B hopme
: nn : nr

Bcero vacos 108 108 108
B TOM 4ymChe:
JlekumoHHble 3aHATUA (KOHTakTHasa pabora)
lMpakTnyeckne 3aHATUSA (KOHTaKTHasA paboTa) 2 2 2
CamocTosiTensHas paborta 106 106 106
dopma NpomMeXyTO4YHONM aTTecTaumm
(3a4em — 0 4yac. / aK3aMeH — __4ac.)

Wtoro: 108 108 108




15. CopepxxaHue npaktuku (unu HAP)

Ne n/n | Pasgenbl (3Tanbl) NpakTukn CopepxaHve pasgena

1

MoaroToBUTENbHBLIN MHCTpyKTax no TexHuke 6esonacHocTu, obLiee 3HakoMCTBO C Me-
CTOM NPaKTWKK (Hay4yHO-uccnegoBaTenbCkumMmn nabopaTopusiMm),
COCTaBfeHne 1 yTeepxaeHne rpaduka NpoXoXAeHUS NPaKTUKW,
n3yyeHne nuTepaTypHbIX NCTOYHUKOB MO TEME IKCNepUMeHTasb-
HOro nccrnegoBaHus, pedepupoBaHne Hay4yHoro MaTepuana u

T.4.
2 OcCHoBHOW (3KCNEepUMEH- OcBoeHMe MeTodoB UCCNeaoBaHusl, BbINOSIHEHME MNPOU3BOA-
TanbHbIW, UCccnegoBaTerb- CTBEHHbIX 3aaHUI, NPOBEAEHNE CaMOCTOATENbHbLIX SKCMEPUMEH-
CKURM 1 1.4.) TanbHbIX WCCMeAOBaHWA, MOCELleHne OTAENoB MNpeanpuaTuin,
3HaKOMCTBO C OCOBEHHOCTAMU OpraHM3aLnoHHO-YMpaBneHYeCcKon

OeaTenbHOCTU NpeanpuaTus 1 T.4.
3 3akntountenbHbIn (MHGOP- ObpaboTka 9KCNepUMEHTarnbHbIX [OaHHbIX, COCTaBlEHNE U

MaLMOHHO-aHaNMTU4eCcKMi) | ocopmMreHme oT4yeTa 1 T.4.

16. NepeyeHb y4yebHOM nuUTepaTypbl, pecypcoB ceTu «MHTepHeT», Heob6XxoaUMbIX

AnA NPpoXoXXAaeHUA NpPakTuku
(cnucok numepamypbi oghopmsiemcsi 8 coomeememeuu ¢ mpeboeaHusmu FTOCT u ucnons3yemcs obuwast

CK803Hasi Hymepauyus 01151 ecex sud08 UCMOYHUKO8)

a) OCHOBHasi nuTepartypa:

Ne n/n

McToYHMK

KazapuH Oner BuktopoBuy. [porpammHo-annapaTtHble cpeacTea 3alumTbl MHpopMauun. 3awmTa
nporpaMmmHoro obecneveHus : y4eOHMK 1 NPaKTUKYM ANs By3OB : [ANsi CTyA. By30B, 00y4aloLmMxcsi no
NHXeHep.-TexH. Hanpaenenuam] / O.B. KasapuH, A.C. 3a6abypuH .— Mockea : FOpant, 2018 .— 311,
[1] c. : un., Tabn. — (Cneunannct) .— bubnwuorp. B KoHue rm. — ISBN 978-5-9916-9043-0.

BbapaHoBa Enena KoHcTaHTuHOBHA. MHdopmaLmMoHHasa 6e3onacHoOCTb U 3awmuTa nHpopmMaumm :
y4ebHoe nocobwue : [ans cTya., obyvatowmxca no HanpasneHuto "lNMpuknagHasa nHgopmatuka"] / E.K.
bapaHoBa, A.B. babaww .— 4-e n3g. nepepab. n gon. — Mocksa : PUOP : UHOPA-M, 2019 .— 334,
[1] c.: un., Tabn. — (Beicwee obpasosaHme) .— bubnvorp.: c. 327-330 .— ISBN 978-5-369-01761-6.

MenbHukoB Bnagumup Maenosud. MHopmaunoHHas 6e3onacHoCTb : [y4ebHuUK ang cTya. By30B,
obyyvarowmxcsa no HanpaBneHNsaM NoaroToBkM "KoHCTPYKTOPCKO-TEXHONormyeckoe obecneveHne ma-
LUMHOCTPOUTENBbHBLIX NPOU3BOACTB", "ABTOMATM3ALMA TEXHONOMMYECKMX MPOLECCOB U Npon3BoacTs"] /
B.MN. MenbHukoB, A.U. KynpusiHos, T.}O. BacuneeBa; noa peg. B.I1. MenbHukoBa.—2-e n3g.,nepepab.
n gon.—Mocksa: KHoPyc, 2018 .—371 c.:un.,uB.un.,Tabn.—(bakanaspwart) .— Bubnvorp.: c. 369-371

Lep6akoe, Angpen FOpbeBny. CoBpeMeHHas koMMnbloTepHas 6e3onacHocTb. TeopeTndeckne
OCHOBBbI. [NpakTuyeckune acnekTsbl : y4ebHoe nocobue anga ctyd. sy3oB / A.FO. LLlepbakoB .— M. : KH.
mup, 2009 .— 351, [1] c. : un., Tabn. — (Beicwas wkona) .— bubnvorp.: ¢.350-351

Wknsap, M.®. OcHoBbl HayyHbIx uccnegosaHun / M.®. LWknsap. — Mocksa : Jawkos un Ko, 2012. — 244
c. <URL:http://biblioclub.ru/index.php?page=book&id=112247>

HoswukoB A.M., Hosukos [.A. MeTogonorusa Hay4Horo nccnegosanus. — M.: llubpokom. 2010 — 280 c.
<URL:http://www.methodolog.ru/books/mni.pdf>

MutpodpaHoBa E.1O., Cupota A.A. MeToguyeckne ykasaHus no opopmIeHMIO BbiNMyCKHbIX paboT 6a-
kanaspos / E.1O., MutpodaHoBa, A.A. CupoTa, y4yebHo-meToamyeckoe nocobue, - BopoHex: N3aa-
Tenbckun gom BIY, 2016 — 23 c.

OcHoBbI ynpasneHus nHPopmMaLmMoHHOM 6e3onacHocThbio : [yyebHoe nocobue Ansd CTyaeHToB BY30B,
obyyvarowmxcsa No HanpaBneHUsIM NOATOTOBKM (CMeunanbHOCTSM) YKPYMHEHHOW rpynibl cneunanbHo-
ctert 090000 - "MHdopm. 6esonacHocTb"] / A.M. Kypuno [v gp.] .— 2-e u3g., ucnp. — Mocksa : opsi-
yasa nuHusi-Tenekom, 2014 .— 243 c. : un., Tabn. — (Bonpockl ynpaBneHus UHOpMaLMOHHON Ges-

onacHocTbto ; KH.1) .— Bubnuorp.: ¢.234-239 .— ISBN 978-5-9912-0361-6.

docTtep, xenmc. 3awmrta OT B3foOMa: COKETbI, akcnnonTsl, shell-kog : / [x. doctep, M. MNMpaiic ; nep.
c aHrn. A. A. CnvHknHa .— Mockea : MK TlMpecc, 2008 .— 784 c. : un. — (MHdopmaumoHHas 6e3-
onacHocTb) .— .— ISBN 5-9706-0019-9 : 449.10 p. —
<URL:http://e.lanbook.com/books/element.php?pll_cid=25&pl1_id=1117>.

10

Ckyouc, 4. NMpoTmnBocTOsiHNE XakepaM. NowaroBoe pykoBOACTBO MO KOMMbIOTEPHbLIM aTtakam 1 ad-
dekTmBHOM 3awmTe : / 3. Ckyauc .— Mocksa : QMK lpecc, 2009 .— 512 c. : un. — (3awwuta n agmu-
HucTpuposaHue) .— .— ISBN 5-94074-170-3 : 176-00 .—
<URL:http://e.lanbook.com/books/element.php?pll_cid=25&pl1l_id=1112>.

11

XoBapg, Mawkn. 19 cmepTHbIX FPeXOB, yrpoxarwLwmx 6esonacHocTy nporpamm. Kak He JonycTuTb Tu-
NnYHBLIX owmbok : / M. Xosapa, . Nle6nank, [x. Buera ; asT. npeaucn. A. Mopax .— Mockea : IMK
Mpecc, 2009 .— 287 c. : un. — .— 3arn. u aBT. opwr.: 19 deadly sins of software security / Michael
Howard, David Leblanc, John Viega .— ISBN 5-9706-0027-X .—



https://lib.vsu.ru/zgate?ACTION=follow&SESSION_ID=4440&TERM=%D0%9A%D0%B0%D0%B7%D0%B0%D1%80%D0%B8%D0%BD,%20%D0%9E%D0%BB%D0%B5%D0%B3%20%D0%92%D0%B8%D0%BA%D1%82%D0%BE%D1%80%D0%BE%D0%B2%D0%B8%D1%87%5B1,1004,4,101%5D&LANG=rus
https://lib.vsu.ru/zgate?ACTION=follow&SESSION_ID=4564&TERM=%D0%91%D0%B0%D1%80%D0%B0%D0%BD%D0%BE%D0%B2%D0%B0,%20%D0%95%D0%BB%D0%B5%D0%BD%D0%B0%20%D0%9A%D0%BE%D0%BD%D1%81%D1%82%D0%B0%D0%BD%D1%82%D0%B8%D0%BD%D0%BE%D0%B2%D0%BD%D0%B0%5B1,1004,4,101%5D&LANG=rus
https://lib.vsu.ru/zgate?ACTION=follow&SESSION_ID=5487&TERM=%D0%A8%D0%BA%D0%BB%D1%8F%D1%80,%20%D0%9C.%D0%A4.%5B1,1004,4,101%5D&LANG=rus
http://biblioclub.ru/index.php?page=book&id=112247
https://lib.vsu.ru/zgate?ACTION=follow&SESSION_ID=3275&TERM=%D0%A4%D0%BE%D1%81%D1%82%D0%B5%D1%80,%20%D0%94%D0%B6%D0%B5%D0%B9%D0%BC%D1%81%5B1,1004,4,101%5D&LANG=rus
http://e.lanbook.com/books/element.php?pl1_cid=25&pl1_id=1117
https://lib.vsu.ru/zgate?ACTION=follow&SESSION_ID=3275&TERM=%D0%A1%D0%BA%D1%83%D0%B4%D0%B8%D1%81,%20%D0%AD%D0%B4%5B1,1004,4,101%5D&LANG=rus
http://e.lanbook.com/books/element.php?pl1_cid=25&pl1_id=1112
https://lib.vsu.ru/zgate?ACTION=follow&SESSION_ID=3275&TERM=%D0%A5%D0%BE%D0%B2%D0%B0%D1%80%D0%B4,%20%D0%9C%D0%B0%D0%B9%D0%BA%D0%BB%5B1,1004,4,101%5D&LANG=rus

<URL:http://e.lanbook.com/books/element.php?pll_cid=25&pl1 id=1118>.

3anues O.B. Rootkits, SpyWare/AdWare, Keyloggers & BackDoors : O6HapyxeHue n 3awmta / O.B.

12 3anues. — CI6. : BXB-letepbypr, 2006. - 304 c.
WaHbruH, B. ®©. 3awmta koMmnbloTepHON nHpopmaumn. SddekTuBHble MeToasl 1 cpeactsa : / LaHb-
rH B. ®. — Mocksa : IMK lMpecc, 2010 .— 544 c. : vn., Tabn. ; 24 cm .— (AAMUHUCTPUPOBaHNE U
3awmTa) . JonyuweHo Y4ebHo-MmeToan4ecknm oobeanHeHNeM By30B MO YHUBEPCUTETCKOMY MONUTEX-
13 |Huyeckomy obpas3oBaHuIO B kavecTBe y4ebHOro nocobus anst CTyaeHToB BbICLUMX y4ebHbIX 3aBefe-

Hun, obydatowmxcs no HanpaeneHuto 230100 «MHdopmaTrKka 1 BbIYUCIIUTENBHAA TEXHUKA» .—
Mpeam. ykas.: ¢c. 530-542 .— bubnuorp.: c. 524-529 (105 Ha3B.) .— ISBN 978-5-94074-518-1 .—
<URL:http://e.lanbook.com/books/element.php?pll cid=25&pll id=1122>.

6) gononHUTENbHasa NuTeparypa:

Ne n/n

MNcToYHMK

14

Mypowmuesa A. B. NckycctBo npeseHTaunn. OCHOBHbIE NpaBuna 1 npakTuyeckne pekomeHgauum /
A.B. Mypomuesa. — Mocksa : ®nuHTa : Hayka, 2014. — 108 c.

15

Kpy4ymhuH, B.B. KomnbioTepHbIE TEXHOMOMN B HAaYy4YHbIX UCCNEAOBAHMUAX ;| y4eOHO-METOONYECKOE NO-
cobue / B.B. KpyunHuH. — Mockea : TYCYP (Tomckui rocyqapCTBeHHbI YHUBEPCUTET CUCTEM YyrpaB-
NEHNsT N paguoanekTpoHnkun), 2012. — 57 c. — Pexwum goctyna:
http://e.lanbook.com/books/element.php?pll id=11269.

16

AHppees, .. OcHoBbI Hay4HOI paboTbl U METOAONOMNS AUccepTaunoHHOro uccnegosanus / I'.A.
AHgpees, B.B. bapuHeHko, B.C. Bepba. — Mocksa : ®uHaHchl 1 ctatuctuka, 2012. — 296 ¢. —
Pexum goctyna: http://e.lanbook.com/books/element.php?pl1 id=28348.

17

PepnepanbHbli 3akoH OT 27 uonsa 2006 roga Ne 149-03 «O6 nHgpopmaummn, MHPOPMaLUMOHHBIX TeX-
Honormsix u o 3awwmte mHcpopmaumm» // CobpaHue 3akoHopaTenbcTBa Poccuiickon ®epepauum,
31.07.2006, Ne 31 (1 4.), cT. 3448.

18

dPepepanbHbil 3akoH oT 27 utonsa 2006 roga Ne 152-d3 «O nepcoHanbHbIX gaHHbIx» // CobpaHue
3akoHogartenbcTBa Poccunckon ®egepaunn, 31 nona 2006 roga Ne 31 (1 4.), cT. 3451

19

FOCT P NCO/M3K 27001-2006 WNHpopmaumoHHasa TexHonorus. Metogbl u cpeactea obecneveHus
BesonacHocTn. Cuctembl MeHegXMeHTa MHdpopmaunoHHon 6esonacHocTun. TpeboBaHus. (yTBepxaéH
1 BBeAEH B aenctaue Npukazom PeaepanbHOro areHTCTBa No TEXHUYECKOMY PErynmpoBaHnio U MeT-
ponoruu ot 27 gekabpsi 2006 r. Ne 375-cT)

20

MeToanyecknii AokyMeHT. Mepbl 3awwmTbl MHPOPMaLMN B roCcyAapCTBEHHbIX MHAOPMALMOHHBIX CU-
cremax (ytB. PCTIK Poccum 11.02.2014).

21

MoctaHoeneHune lNMpaButenbctBa Poccuiickon ®epepauum ot 1 Hosodpsa 2012 roga Ne 1119 «O6
yTBEPXAEHUN TPebOoBaHUN K 3aLUUTE NepCoOHanbHbIX AaHHbIX NpU MX 0O6paboTke B MHOPMALIMOHHBIX
cucTemax nepcoHanbHbIX AaHHbix» // CobpaHue 3akoHopaTenbcTBa Poccuiickonn deaepauumm,
05.11.2012, Ne 45, cT. 6257.

22

MewepsikoB B.A., XXenesHsk B.M., boHaapb A.O., OcuneHnko A.J1., BabkuH A.H. MNepcoHanbHble AaH-
Hble: opraHu3auusi obpaboTkm u obecneyeHns 6e3onacHOCTM B opraHax rocyaapCTBEHHOWN BnacTu u
MecTHoro camoynpasneHnus / MNMog pea. B.A. Mewwepskosa. — BopoHex: BopoHexckui nictutyt MBJ
Poccuu, 2014. — 186 c.

23

MocTtaHoBneHve npasutenbctBa BopoHexckon obnactm ot 28 anpena 2011 roga Ne 340 «O6
YTBEPXKAEHUN MOMOXEHUS O eQMHOM PeecTpe rocyAapCTBEHHbIX MHGOPMAaLMOHHBLIX cucTeMm Bopo-
Hexckon obnactuy // CobpaHue 3akoHogaTensctBa BopoHexckon obnactun 20.06.2011 Ne 4, cT. 285.

24

Muporos B.1O. Accembrniep n gusaccembnuposanue / B.1O. NMuporos. — CI16. : BXB-MeTepbypr,
2006. - 464 c.

25

AnekcaHgp JopoHuH. busHec-pasBegka http://fxt.com.ua/business_literatura/131-aleksandr-doronin-
biznes-razvedka.html

26

Banbix A.C. OueHka BO3MOXXHOCTeN aTaku Ha uHopmaumnoHHyto cuctemy / A.C. Banbix, C.A. Banbix
I/l KnbepHeTuka u Bbicokme texHonornm XXI Beka : matep. Xl mexxgyHapoa. Hay4.-Tex. koHd., Bopo-
Hex, 11-12 maa 2011 r. — BopoHex : ML, BI'Y, 2011. - T.1. - C. 91-96.

27

"oHuapoB, Mropb Bacunbesnd. MIHbopmaunoHHas 6e3sonacHocTb. CnoBapb no TepmuHonorumn / U.B.
oHyapos, HO.I'. KnpcaHos, O.B. PaiikoB .— BopoHex : BopoHexckasi obnactHas Tunorpadus, 2015
.— 180 c. — Tupax 300. 11,3 n.n. — ISBN 9785442003246.

28

AHppuaroBs B. W. "LlLUnnoHckmne wtyykm 2", unu Kak cbepeyb cBou cekpethl / Mop obw. peq. KonecHu-
yeHko O. B. n gp. — CIN6. : MonwuroH, 1997 .— 271 ¢c. — ISBN 5-89173-015-4 : 12.33.

29

BpycHuumnH H.A. OTkpbiTOCTb M WnnoHax / H.A.bpycHuumH. — M.: BoeHnspar, 1991.

30

FOCT P MCO/M3K 15408-2002 «MHdopmaLmoHHas TexHonorusi. Metoabl U cpeacTBa obecneyeHus
©e3onacHocTu. Kputepmm oueHkn 6e3o0nacHOCTN MHPOPMALMOHHBIX TEXHOMOMMIA», MPUHAT 1 BBEAEH
B geuncrteume NoctaHoBneHnem NocctaHgapta Poccum ot 4 anpenga 2002 r. Ne 133-cT.

31

NCO/M3K 31000:2009 «YnpasneHue puckamu. MpuHumnsl n Hanpaenexusy, ISO Technical Man-
agement Board Working Group, 2009.

32

NCO/M3K 31100:2009 «YnpasneHue puckamu. Metogukm oueHku puckay, ISO Technical Manage-

ment Board Working Group, 2009.



http://e.lanbook.com/books/element.php?pl1_cid=25&pl1_id=1118
https://lib.vsu.ru/zgate?ACTION=follow&SESSION_ID=3000&TERM=%D0%A8%D0%B0%D0%BD%D1%8C%D0%B3%D0%B8%D0%BD,%20%D0%92.%20%D0%A4.%5B1,1004,4,101%5D&LANG=rus
http://e.lanbook.com/books/element.php?pl1_cid=25&pl1_id=1122
https://lib.vsu.ru/zgate?ACTION=follow&SESSION_ID=3219&TERM=%D0%9C%D1%83%D1%80%D0%BE%D0%BC%D1%86%D0%B5%D0%B2%D0%B0,%20%D0%90%D0%BD%D0%BD%D0%B0%20%D0%92%D0%B0%D0%BB%D0%B5%D1%80%D1%8C%D0%B5%D0%B2%D0%BD%D0%B0%5B1,1004,4,101%5D&LANG=rus
https://lib.vsu.ru/zgate?ACTION=follow&SESSION_ID=4661&TERM=%D0%90%D0%BD%D0%B4%D1%80%D0%B8%D0%B0%D0%BD%D0%BE%D0%B2,%20%D0%92.%20%D0%98.%5B1,1004,4,101%5D&LANG=rus

FOCT P UCO/MBK 27005-2010 «NHdopmaumnoHHasa TexHonornd. MeTtogbl u cpeagctea obecneveHns
33 WH(OopMaLMOHHOM 6e3onacHoCTN. MeHeKMEHT prcka MHAOPMaLMOHHON Be3onacHoCTU», YTBEp-
XOeH v BBedeH B genicteue MNpukasom PefeparnbHOro areHTCTBa No TEXHUYECKOMY PEerynimpoBaHuio
n meTtponorum ot 30 Hoss6ps 2010 r. Ne 632-cT.

B) MHCPOPMALMOHHbIE 3NEKTPOHHO-00pa3oBaTenbHble pecypchbl (0duumnanbHble pecypchl
NHTEpPHET) *:

Ne n/n Pecypc

34 OnekTpoHHasi bubnmoTteka yuebHo-MmeToanYecknx matepuanos BI'Y. Pexum goctyna:
http://www.lib.vsu.ru

¢YH,D,aMeHTaJ'IbeIe N npuknagHbie nccrnenoBaHna B obnactu napasnneribHbIX BblYMCNEHUN [C-)J'IeKTp.

35 pecypc]. — Pexum goctyna http://parallel.ru/research ceo6ogHbIN.

OnemeHTbl TEOPMM YMCEN M KpMnTo3awmTa : yuebHoe nocobue ans By3oB. Y. 2 / BopoHexX. roc. yH-T;
36 |cocT.: B.H. BopoHkos, A.C. LLleronesaTbix .— BopoHex : WML, BI'Y, 2008 .— 95 c. : un. — bnb-
nmorp.: €.95 .— <URL:http://lwww.lib.vsu.ru/elib/texts/method/vsu/m08-238.pdf>

37 |http://www.cryptopro.ru

38 |http://www.infotecs.ru

http://www.rsdn.ru/article/crypto/cspsecrets.xml CekpeTbl pa3pabotkn CSP gna Windows.  Cosga-
39 |Hue kpunTorpadmyeckoro npoeangepa ans Windows. 3bipaHos KOpuii Cepreesuny, OO0 “JIMCCI”.
WNctoyHuk: RSDN Magazine #3-2006

40 |http://www.lissi-crypto.ru/

41 |http://www.signal-com.ru

42 |http:/iwww.shipka.ru

43 OnekTpoHHbIM KaTanor HaydHon 6ubnuotekn BopoHEeXCKoro rocygapcCTBEHHOrO yHuBepcuTeTa. —
(http /I www.lib.vsu.ru/).

44 |O6pasoBaTenbHbI NopTan «ANekTPoHHLIN YyHMBepcuteT BIY ».— (https://edu.vsu.ru/).
«YHuBepcuteTckasi bubnmoteka online» - Kontpakt Ne 3010-07/33-19 ot 11.11.2019

«KoHcynbTaHT cTtyaeHTa» - KoHtpakt Ne 3010-07/34-19 o1 11.11.2019 3BC «JlaHb» - Jorosop 3010-
45 |04/05-20 ot 26.02.2020.

«PYKOHT» (UTC KoHTtekctym) - [orosop [1C-208 ot 01.02.2018 3BC «tOpant» - Jorosop Ne 43/8 ot
10.02.2020.

* BHayane ykasbiBatoTcs OBC, ¢ KoTopbiMU MMetoTcs Jorosopa y BI'Y, 3aTem OTKpbIThle 3NEeKTPOHHO-06pa3oBaTerbHble
pecypcbl

17. UHcbopMaLMOHHbIE TEXHOSOrnMu, Ucnosib3yemMble Npu NpoBeAeHUU NPaKTUKW,
BKNOYas nporpammHoe obecneyeHue M MHGOPMaLMOHHO-CMpPaBOYHbIE CUCTEMbI
(npu HeoGxoanMmMocTH)

[ns peanu3aummn y4ebHoOro npouecca Ucnonb3yeTcs:

1) MO Microsoft B pamkax nognuckn "Imagine/Azure Dev Tools for Teaching”,
porosop Ne3010-16/96-18 ot 29 nekabpsa 2018 .

2) Foxit PDF Reader.

3) Mpwn npoBegeHUN 3aHATUI B AUCTAHLNOHHOM pexnme obyYeHnsa NCnonb3yoT-
CSl TeEXHUYeckue n nHpopmaumoHHble pecypcbl ObpasoBaTenibHOro nopTtana "Onek-
TpOHHbI yHUBepcuTeT BI'Y (https:\\edu.vsu.ru), 6asumpytowlerocss Ha cucteme ANCTaH-
umoHHoro obyyeHus Moodle, pa3BepHyTOM B YyHUBEPCUTETE, a Takke gpyrue A4OoCTyn-
Hble pecypcbl ceTn VIHTepHeT.

18. MaTepMaano-TeXHquCKoe obecne4yeHue NPaAKTUKN:
(npu ucrnonb3oeaHuu nabopamopHo2o obopydosaHusi yka3bleame MOSHbIU repeyvyeHb, rnpu 6071bUWOM KOu-
yecmee obopydosaHUsi MOXHO 8biHecmMuU OaHHbIU pa3der 8 puroxXeHue K paboyel npozpamme)

lMpakTnka NpoBOANTCA B ayaUTOPUAX, KOMMLIOTEPHBIX N CneuMann3npoBaHHbIX fa
Goparopuax dakynbTeTa KOMNbIOTEPHbIX HayK BI'Y.

N HanmeHoBaHMe nomeLleHnin ons npoBeaeHnsa BCeEX BU- Appec (MecTononoxeHne) nomeLLeHuin
n/n [OB y4ebHOM AeATenbHOCTH, NPeAYCMOTPEHHOM y4Yeb- ONsi NpoBeAeHMs BCEX BUOOB y4eOHON

HbIM NIaHOM, B TOM Y/CIe MOMELLEHUS ANS CaMOCTOSA- | AeATENbHOCTM, NPeayCMOTPEHHON y4eb-

TenbHOWM paboTkl, C yKka3aHWeM NepeyvHss OCHOBHOTO HbIM NnaHoM (B cryy4ae peanusaumm ob-
obopynoBaHust, y4ebHO-HarnsaHbLIX NOCOOMI U NCMOSb- pasoBaTesibHOW NporpamMmmMbl B CETEBOM
3yemMoro nporpammMHoro obecneveHus dopmMe LONONHUTENBHO YKa3biBaeTcs

HaMMEeHOBaHWe opraHM3auuu, ¢ KOTOpon



http://docs.cntd.ru/document/902271111
http://docs.cntd.ru/document/902271111
http://www.rsdn.ru/article/crypto/cspsecrets.xml
https://lib.vsu.ru/documents/contract_els/els_univer_lib_11.11.2019.pdf
https://lib.vsu.ru/documents/contract_els/els_student_cons_11.11.2019.pdf
https://lib.vsu.ru/documents/contract_els/els_lan_26.02.2020.pdf
https://lib.vsu.ru/documents/contract_els/els_kontekstum_01.02.2018.pdf
https://lib.vsu.ru/documents/contract_els/els_urait_10.02.2020.pdf

3aKknYeH 4orosop)

JNTabopaTtopus annapaTtHbIX CpPeacTB BbIYUCIUTENbHOM
TEXHUKM:

KomnbtoTepbl Intel Core i3 4160 (3600), Intel Celeron
D341.

JlaGopaTopHbIi cTeHa «ApxuTekTypa OBM».

394018, r. BopoHex, nnowaab YHuUBEpP-
cuteTckas, a. 1, aya. 213

JlTabopaTopusi MHGOPMaLMOHHOM 6e30NacHOCTM KOMMb-
IOTEPHBIX CUCTEM : NEPCOHarbHbIE KOMMbIOTEPLI Ha ba3e
i3-8100-3,9I'T, moHuTOpbI KK 24" (13 WT.), MynbTUMe-
OWVHBIN NPOEKTOP, aKpaH.

JlTabopaTopHoe obopynosaHue nporpaMmmHo-
annapaTHbIX CpeacTB obecneyeHuss MHAOPMaLNOHHOM
©e3onacHOCTN: nepcoHanbHble KOMMblOTEpbl Ha 6ase
Intel i3-8100 3.60IMu, moHuTOpBLI KK 19" (10 wrT.), cTom-
Ka (KOMMYHUKaLMOHHbIA LKadg), ynpaBnsemMbiii KOMMY-
Tatop HP Procurve 2524, annapaTHbll MeXceTeBOW
akpaH D-Link DFL-260E, annapaTHbIi MeXCeTeBOn
akpaH CISCO ASA-5505. nabopaTtopHas BUpTyarnbHas
ceTb Ha 6ase Linux-KVM/LibVirt, B3anmogencreyoLlas
C ceTeBblMU 3KpaHamu. USB-cumTbiBaTENM CMapT-kapT
ACR1281U-C1 n ACR38U-NEO, cmapTt-kaptel ACOS3
72K+MIFARE, «kaptbl namsatn SLE4428/SLES5528.
Y4yebHo-MeToanYEeCKUI KOMMIEeKC "MporpammHo-
annapaTtHasa 3awuTta ceten ¢ 3awmTtonm ot HCO" OAO
"ngoTeKC".

394018, r. BopoHex, nnowaab YHuBep-
cuteTckas, a. 1, kopn.16, ayg. 303M1

NabopaTtopusa TexHWYECKON 3awmnTbl HGOPMAaLUK.
JlTabopaTopHoe obopyaoBaHue:

STO33P "TupaHbsa" - MHOrOgYHKLMOHANbHbIA MOUCKO-
Bbli npubop, STO3.DA - andde-peHumanbHbli HA3KO-
yacToTHbin  ycunutenb, STO03.TEST - KOHTponbHoe
YCTPOMCTBO; KOM-MNNEKC BUOPOAKYCTUYECKON 3aluThl
"CoHarta": CoHata-UIN3, CoHata-CA-65M, CoHaTa-CB-
45M; reHepatop-Bubpomsnydatens ( 5 okras) "T'L-
1000Y"; reHepaTop Wyma NS 3a-WWUTbl OOBHEKTOB BbI-
YUCTIUTENBHOW TeXHUKM 1, 2 1 3 KaTeropum OT YTEYKM
WHopMaumm; cuctema aBTOMATU3NPOBAHHAS OLIEHKU
3aLUULLEHHOCTM TEXHUYECKUX CPEACTB OT YTEYKU MH-
dopmauumn no KaHany noBOYHbLIX 3SMEKTPOMArHUTHBLIX

n3nyyeHu u HaBoaok <Curypg>.

394018, r. BopoHex, nnowiaae YHuBep-
cuteTckas, a. 1, kopn.1a, ayg. 384a

19.

OueHoO4HbIe cpeacTBa ANsl NPoBeAeHUs TeKyLieh 1 NPOMEeXYTO4YHOM aTTecTa-
LU 00y4aloWMNXCA No NpakTuKke

Ne HanmeHoBaHue pa3- | KomneteH WHankaTop(bl) AOCTUXEHUS KOMNETEHLUN
OueHo4HbIe
n/n aena gucuunnuHbl umns(mn)
cpeacTea
(moayns)
1. Pasgen (atan) YK-1 CnocobeH: [HeBHWMK
MogrotoBuTEmNbBHBIN OrkK-2.1 - OCYLLECTBNATb KPUTUYECKNA aHanNu3 npo- NPaKkTUKK,
OrliK-2.2 GrieMHbIX CUTYauuin Ha OCHOBE CUCTEMHOTO OT4eT no
OriK-2.3 noaxopda, BelpabatbiBaTb CTpaTernto aen- npakTuKe.
OMK-2.4 | cTBui;
OlnK-2.5 - aHanM3MpoBaTb PU3NYECKYHO CYLLIHOCTb SB-
OlK-2.6 NEHUN 1 NPOLIECCOB, NeXallnx B OCHOBE
OrikK-2.7 PYHKUNOHNPOBAHUSA MUKPOINEKTPOHHOW TEX-
OriK-2.8 HUKW, NPUMEHATb OCHOBHbIE (hU3nyeckue 3a-
OrliK-2.9 KOHbl 1 MOAENV ANA pelleHns 3agad npodec-
OlMK-2.10 | cuoHanbHOW AeATEeNbHOCTH.
OrkK-2.11
OriK-2.12
OriK-2.13
OrliK-2.14
2. Paspen (atan) YK-3 CnocobeH: [HeBHUK
aKkcnepumeHnTanbHbid, | OMK-2.1 - OpraHM3oBbIBaTb M PYKOBOAUTL paboTom Ko- NPaKTUKN,
nccneaoBaTenbCKui OlK-2.2 MaHAbl, BolpabaTbiBas KOMaHAHYO cTpaTeruio OTyet no




OrikK-2.3 ONs AOCTWXXEHUS MOCTaBIIEHHOW Lienu; npakTuke.
OlK-2.4 - NPUMEHATbL NPOrpaMMHbIe CpeacTBa Cu-
OMNK-2.5 | cTeMHOro 1 NPUKNAAHOro Ha3Ha4YeHWiA, B TOM
OrK-2.6 yncrne oTe4YecTBEHHOrO NPON3BOACTBA, ANS

OriK-2.7 peLueHus 3agay npodeccuoHansHoOM aes-

OrlK-2.8 TENbHOCTH.

OriK-2.9

OrK-2.10

OrkK-2.11

OrK-2.12

OrK-2.13

OrK-2.14

3. 3akno4nTENbHbIN YK-1 CnocobeH: [HeBHUK

(MHdOpPMaLIOHHO- Orik-2.1 - OCYLLECTBMIATb KPUTUYECKNIA aHanmM3 npo- NpakTUKu,
aHanMTU4eCcKuii) OrK-2.2 BrnemHbIX cUTyaumin Ha OCHOBE CUCTEMHOIO OTtyet no

OlK-2.3 | nopaxopa, BbipabaTbiBaTh CTpaTErio Aii- npakTuKe.

OrnkK-2.4 CTBUIA:

8HK'2'5 - NPUMEHSATb NPOrpaMMHbIe CpeacTBa Cu-

OHE%? CTEMHOr0 U NPUKNaaHOro Ha3Ha4YeHUn, B TOM

OMK-2.8 yncne oTe4eCTBEHHOrO NPOU3BOACTBA, ANs
OMK-2.9 peLleHus 3agad npodpeccrnoHansHon aes-
OMK-2.10 | TenbHoCTK,

OlK-2.11 | - aHanu3npoBaTb (PU3NYECKYIO CYLLIHOCTb SB-
OlMK-2.12 | NeHWn 1 NPoLLeccoB, Nnexalunx B OCHOBE
OlMK-2.13 | dyHKUMOHMPOBAHUS MUKPOSNEKTPOHHOW TeX-
OlK-2.14 | HWKKM, NPUMEHSITb OCHOBHbIE PU3NYECKUE 3a-
KOHbI U MOZENW ANs peLleHns 3agad npodec-
CUOHarbHOW AEATENbHOCTM.

lMpomexyToyHasa aTTecTtaumsi opma KOHTPOMs — 3a4eT C OLEeH-

Koun

20. TwvnoBble oUeHO4YHbIE CpeaACcTBa U MeToAMYeCKue MaTtepuanbl, onpenensio-
lWue npoueaypbl OLeHUBAHUS U KPUTEPUU UX OLLeHUBAHUS

20.1 TeKywui KOHTponb ycneBaemocTn KoHTpomnb ycrneBaeMocTu No AUCUUMNMHE
OCYLLECTBNSAETCS C NOMOLLIO CNeaylLWmnX OLEeHOYHbIX CPEeACTB:

OueHka 3HaHWIA, YMEHWUIA U HaBbIKOB, XapaKTepusyloLlMx 3Tanbl opMUpPOBaHMS
KOMMNETEHUMIA, NPU NPOXOXAEHWUN NPAKTUKN NPOBOAUTCSA B X04€ NPOMEXYTOYHON aTTecTa-
umia. MpomexyToyHas aTTecTaums NPOBOAUTCS B COOTBETCTBUM C [lonoxeHnem o npome-
)KYTOYHOW aTTecTauumn oby4yatoLmxcs No nporpammMam BbiCLLIEro 06pa3oBaHus.

20.2 TlpomexyToyHaa atrectauus [lpoMexyTodHasa aTTectaumns no AucuUmnnmHe
OCYLLECTBIISETCH C NMOMOLLIO CrieyHoLWNX OLLEHOYHbIX CPeACTB:

CTPYKTYPA OTYETA MO NMPAKTUKE
1. OTYyeT NO npakTUKe OOMKEH BKNOYATb TUTYIbHbBIA NUCT, coaepxaHue, BBeAeHne, Onu-
caHne TeopeTUYECKNX N NPaAKTUYECKUX acNeKTOB BbIMOSIHEHHON paboThl, 3aKknoYeHne, He-
06a3aTenbHbIA CIMCOK UCMOMNb30BAaHHBIX MCTOYHUKOB, NPUNOXKEHNUS.
2. Ha tntynbHOM nncTe gomkHa 6bITb NpefcTaBneHa TeMa npakTuky, rpynna n dpammnus
CTyAEHTa, AaHHble O NpeanpuaTumn, Ha 6ase KOTOpPOro BbIMOMHAMNACh NPakTUKa, amunms
pykoBoguTens.
3. Bo BBegeHuM cTygeHTbl AOIKHbBI JaTb KpaTkoe onncaHve 3ajadu, pellaemMon B pamMmkax
NPaKTUKN.
4. B OCHOBHOWM 4acTn oT4yeTa CTyAeHTbl NPUBOAAT NoapobHoe onucaHue npoAaenaHHom
TeopeTn4eckon n (Mnun) npaktmyeckon paboTbl, BKIOYas onucaHue n 060CHOBaHME Bbl-
OGpaHHbIX peLleHnit, onucaHme nporpamm 1 T.4.
5. B 3akntoueHnn JaeTca KpaTkas xapakTepucTtuka npogenaHHon paboTbl, U NpUMBOASATCA
€€ OCHOBHble pe3yrbTaThbl.
6. B npunoxeHusx npMBogaTCa HENOCPeACTBEHHbIE pe3yNnbTaThl pa3paboTKn: TEKCTbI NPO-
rpamm, rpadoukun, guarpammel, U T.4.



TPEBEOBAHUNA K OPOPMJTIEHUIO OTHETA
1. OT4yeT opopMnAeTCca B nedaTHOM Buae, Ha nuctax gopmaTta A4.
2. OcHOBHOWM TeKCT oT4eTa BbinonHseTcs wpudtom 13-14 nyHkToB, ¢ uHTepeanom 1,3-1,5
Mexay cTpokamu. TekcT pa3buBaetcsa Ha ab3albl, Kaxabli U3 KOTOPbIX BKIKOYAET OTCTynN
1 BblpaBHMBAHME MO LLUMPUHE.
3. TekcT B NpUNOXeHUAX MOXET ObiTb BbINOSIHEH 6oriee MeNKMM LWPUGTOM.
4. Ot4yeT pas3bmBaeTcsa Ha rna.bl, NYHKTbl U NOAMNYHKTbI, BKAOYAOLWNE OECATUYHYIO HyMe-
pauuto.
5. PucyHkn 1 Tabnuubl B oTYETE OOSMKHLI UMETb OTAESbHY HYMEpPaLUIo U Ha3BaHus.
6. Becb oTyeT gomkeH 6biTb 0hopMMEH B €OMHOM CTUNE: Be3e B OTYETE 4SS 3aroyfiloBKOB
OLHOr0 YPOBHS, OCHOBHOIO TEKCTa M Nognucen LOSMKEH MCMNonb30BaTbCs OL4MHAKOBbLIN
LWPpUQT.
7.CTpaHnubl OT4eTa HYMEPYKTCH, Ha4YMHast ¢ TUTYNbHOrO nucta. Homepa ctpaHuy, npo-
CTaBMATCA B NPaBOM BEPXHEM YNy 4SSl BCEro oT4eTa KpoMe TUTYNbHOro nucra.
8. CopepxxaHue oTyeTa AOSMKHO BKMNOYaTb NepedeHb BCEX MaB, MYHKTOB M NOAMYHKTOB, C
yKaszaHnem HoMepa CTpaHuULbl A1 KaXO0ro afieMeHTa CoaepKaHus.
9. Ccbifnkn Ha nuTepaTtypy 1 Apyrue NCcnosib30BaHHbIE UCTOYHMKM OCOOPMIISAOTCA B OCHOB-
HOM TEKCTE, @ CaMN UCTOYHMKM NEPEYMCTIAIOTCH B CMNCKE MCMONb30BaHHBIX NCTOYHMKOB.

OnucaHue TexHONoOrnMmn npoeeneHuns

[MpomexyTodHas aTTecTauus No NpakTUKe BKIOYaeT MOArOTOBKY WM 3aluTy oT4e-
Ta/npoekTa n/vnn BbiNOSIHEHNE NPAKTUYECKOro 3a4aHus.

OtueT cogepXxuT crneywoLlime coctaBnswowme: obpaboTaHHbIM U CUCTEMATU3NPO-
BaHHbIN MaTepuan no TemMaTuke NPakTUKW; SKCNEPUMEHTAarbHY YacTb, BKIOYAMOLLYH OC-
HOBHble MeTOAbl NPOBEAEHUS UCCIeLOBaHUA U cTaTucTudeckon obpabotkun, obeyxaeHue
MONyYeHHbIX Pe3ynbTaToB; 3aKrYeHne, BbiBOAblI U CMMCOK NUTEPATYPHbIX UCTOYHWUKOB.
OtyeT 0bga3aTenbHO NoanNUCbIBaeTCA (3aBEPSIETCS) pyKOBOAMTENEM MpakTuku. PesynbTa-
Thl MPOXOXAEHNS NPAKTUKN AOKNaabiBaloTCa o0yyarowmmMesa B BUAE YCTHOrO CoobLeHns ¢
AEMOHCTpaLmMen Npe3eHTauumn Ha 3acegaHmm kadeapsbl (3aKkno4UTENbHOM KOHepeHUmn).

Mo pesynbTatam foknaga C ydeTOM XapakKTEPUCTUKM PYKOBOAUTENS U KayecTBa
npeacTaBneHHbIX OTYETHbIX MaTepuanoB oby4varoeMycs BbICTaBASIETCS COOTBETCTBYHO-
Wwasa oueHka. AnddepeHumpoBaHHbIA 3a4eT MO UTOram NpPakTUKM BbiCTaBnseTca oby4a-
IOLLMMCS pyKOBOAUTENEM NPaKTUKM Ha OCHOBAHWW AOKNaga W OTYETHbIX MaTepuarnos,
npeacTaBneHHbIX obyvatoLmmcs.

[Mpn oLEeHMBaAHUN NCNONb3YIOTCA KONMMYECTBEHHbIE LUKAMNbl OLEHOK.

Tpe6GoBaHuUsA K BbINONHEHUIO 3aA4aHUNA, LWIKalbl U KPUTEPUMN OLLeHUBaAHUA

YpoBeHb
. Lkana
KpuTepuu oueHuBaHnsa kKomneTeHuum chopMMpOBaHHOCTH OLIEHOK
KOMNEeTEeHLU NN

lMporpaMmma NpakTWKK BbINOSIHEHA B NMOSTHOM 00beMEe M B COOT-
BETCTBMM C YTBEPXAEHHbIM rpadukom. [MoaroToBneHHble OT-
YeTHble MaTepuanbl OTpaxalT ajekBaTHoe hopMmynupoBaHue MOBbILWEHHbI YPOBEHDb OT1nunyHo
uenuM u 3agad uccrnegoBaHusl, BblOpaHHbIN MeTod obecneuun
peLlleHne NocTaBfeHHbIX B XO4€E NPakTUKX 3a4au

lMporpaMmma NpakTUKM BbINOIHEHA B COOTBETCTBMM C YTBEp-
XOEHHbIM rpadrkom. [oaroToBneHHbIE OTYETHBIE MaTepuansl 1
npeacTaBneHHbIN AOKNa[ He COOTBETCTBYET OAHOMY (4BYM) M3 Bba3oBbll ypOBEHb XopoLwuo
NnepeyYncreHHbIX KputepreB. HegocTatouHO MpPOAEMOHCTPUPO-
BaHO, UMY coepXaTcs OTAerNbHble Npobensl.

O6yyaoLWwuincss YacTUYHO BbINOSMHWI NfaH paboThkl NPaKTUKK (He
MeHee 50%). B npeactaBneHHbIX OTYETHbIX MaTtepuanax BbiSB-
NeHo HecooTBeTCTBME BblOpaHHOro MeToda uenu U 3agadvam

Yposne-

nccnegoBaHus. Mpy NpoxoXxaeHUn MpakTUKKM He Oblnv BbIMNOJ- .
MoporoBbI YypoBEHb TBOPU-
HeHbl BCE NOCTaBIEHHbIE Nepes NPaKTUKaAHTOM 3adadn (MOXHO TEeNbHO

NMpuBECTN MepedeHb 3aday MNpakTUKK), OTYETHble MaTepuanbl
UMeLoT psAg HeOJo4YeToB No 06bemy, HeOOXOAMMbBIM 31eMeHTaMm 1
KayecTBY NpeAcCTaBNeHHOro Matepuana.




Obyuatowuinca He BbINONHWUN nnaH paboTel NpakTuki. B npea-
CTaBIEeHHbIX OTYETHbIX MaTepuarnax oTCyTCTBYIOT HeobxoaMMble
3MNeMeHTbl: HEeT OT3blBa Hay4YHOro pyKoBOAWUTENS, He cdopmy-
nMpoBaHbl Uenb 1 3agayn paboTbl, He NpuBeAEHbl UK OLWNBOoY-
Hbl NPEeANOXeHHbIe MeToabl U T.4.

Heyno-
BMNETBO-
pUTENBHO




