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PABOYAA NPOrPAMMA YYEBHOW AUCUMMNIUHDI

51.0.53 AHaaAu13 yA3BMMOCTEN M 3alLuMTa NporpammHoro obecnevyeHus

1. Kog 1 HaumMeHoBaHMe HanpaBe€HMUA NOAroTOBKM/CneumnaibHOCTH:
10.03.01 'HdopmaumoHHas 6e30nacHOCTb

2. NMpodurnb nogroTroBku/cneymanmsaymsa:

Be3onacHOCTb KOMMbIOTEPHbIX CUCTEM

3. KBanmdumkauma (cteneHb) BbINyCKHUKA:

bakanaspwuart

4. ®opma oby4eHHns:

OdyHasn

5. Kadbegpa, oTBevawwan 3a peasmsauymio AUCLUUNIIUHDBIL
Kadeapa TexHonormi o6paboTkn 1 3awmTbl MHGOPMaLUK

6. CoctaBUTE/IM NPOrpaMMbl:

OptovyeHko Munxann AHaToNbeBUY, K.T.H., LOLUEHT

7. PekoMeHpoBaHa:

npotokon Ne5 ot 05.03.2024

8. Yue6HbIM rop;:

2027-2028

9.llenn 1 3agaum y4ue6HOM ANCUMMNIUHDI:

Lenb ANCUNNANHBI — O3HAKOM/IEHME CTYAEHTOB C TEOPETUUECKUMM N NPAKTUUECKMMMN acreKTaMmn aHanmsa
YyA3BMMOCTEN N 06LWMMUM NPUHLMNAMK 3aLWLKUTbI NporpammHoro obecneverua (MO) oA NosBblweHMA
6esonacHOCTM pa3paboTKKU U FKCMIyaTaunum MHGOPMaLIMOHHbIX CUCTEM Pa3/IMYHOIO Ha3zHayYeHus.

OCHOBHbI€e 334241 AUCUUNANHBI: O3HAaKOM/IEHUE CTYAEHTOB C MPUYMHAMM BO3HUKHOBEHUA U NPUHLMMIAMM
3KCM/lyaTalumnm ya3BMMOCTEN B NPOrpaMMHOM KOAe, U3yYeHMe MPakTUYeCKUX NpUMepoB yaA3BMMOCTel B
NpPOrpaMmmMHOM KOAe; n3ydeHne NPUHLMNOB aHaNM3a KoAaa, BHYTPEeHHero npeacraB/ieHUA NporpaMmmsl 4N
aHanM3a, 03HaKoOMAeHMe C NPUHLMNAMU PaboTbl CTaTUCTUUYECKUX U AMHAMUYECKUX aHANMU3aTOPOB KOAa;
n3yvyeHne NPUHLMNOB co3aaHua 6eszonacHoro NO 1 coBpeMeHHbIX MeTOA0B 3allUTbl UCXOAHbIX U 6aNT
KOA4,0B Nporpamm; oBaageHme NpakTM4eckMmMmn HaBblKamm GopMUPOBaHUA KOMMNAEKCa mep aNA
noBbllWEeHMs KayecTsa pa3paboTkum MO.

10. MecTo y4e6HOM AUCLUMNIUHBI B CTPYKType OOMM:

Bnok ob6s3aTenibHble AUCUMMNIMHBI BAPUATUBHOM YacTu. A ycnewHoro oCBOEHUA AUCUMUN/IUHDI
HeobXxoaMMbl BXOAHbIE 3HaHWUA B 0o61acTh ycTponcTea IBM 1 onepauMoHHbIX CUCTEM, TEOPUN



KOMMUNNATOPOB, VIH(I)OpMaTVIKM M MmatemaTtn4yeCkmx OoCHOB KpVII'ITOI'pad)VIVI.

11. NMnaHMpyeMble pe3y/ibTaTbl 06yYEHUA NO AUCUUNAMHE/MOAY IO (3HAHUA, YMEHUA, HaBbIKK),
COOTHECEHHbIE C NJIAaHUPYEMbIMA pe3y/ibTaTaMU OCBOEHMSA 06pa3oBaTe/IbHOM NMPOrpaMMmbl
(KoMneTeHUUAMHU BbINYCKHMKOB) U MUHAUKATOPaAMM UX OOCTUNKEHMUA:

Koa v HasBaHuUe
KOoMneTeHuumn

OMNK-1.4 CnocobeH
OLEeHUBATb YPOBEHb
6e3onacHocTH
KOMMbIOTEPHbIX CUCTEM U
ceTel, B TOM uncne B
COOTBETCTBUU C
HOPMaTUBHbIMU U
KOprnopaTUBHbIMU
TpeboBaHMAMU;

OMNK-1.4 CnocobeH
OUEeHUBATb YPOBEHb
6e3onacHocTH
KOMMbIOTEPHbIX CUCTEM U
ceTeil, B TOM umcne B
COOTBETCTBUU C
HOPMaTMBHbIMW U
KOoprnopaTUBHbIMU
TpeboBaHUAMU;

Koa 1 HasBaHWe uHaMKaTopa
KoMMeTeHLumn

OMK-1.4.3 3HaeT NCTOYHUKM
yrpo3 nHpopmaumMoHHOM
be3onacHoCTU B
KOMMbIOTEPHbIX CUCTEMAX U
ceTaX U Mepbl Mo MX
npenoTBpaLLEHUIO

OlK-1.4.4 ymeeT
aHaNn3npoBaTb yrposbl
6e3onacHoCcTM MHPOpMmaLUn B
KOMMbIOTEPHbIX CUCTEMAX U
ceTax

3HaHUA, YMeHUA, HaBblKK

3HaeT UCTOYHUKM Yyrpos3
MHPOpMaLMOHHO 6Be3onacHOCTU B
KOMMbIOTEPHbIX CUCTEMAX U CETAX,
OCHOBHble BuUAbl yazsumocTten MO,
npuHUMnbl paboTbl cpeacTs
CTAaTUYECKOro U AMHAMMUYECKOTO
aHa/n3a Koga, MeToabl yCTpaHeHUA
YA3BUMOCTEN.

YmeeT NpMMeHATb Ha NpaKTuKe
nosiydeHHble 3HAHUA N HaBblKK ANA
nposepkn pabotocnocobHocTH MO n
€ero aHa/sim3a Ha Haan4ue

yH3BMMOCTer/’I (BKCﬂepTM3a ncxoaoHoOro

KoJa, CTaTUYeCKUIN U ANHAMUNUYECKUI
aHanus, panssnHrrecTMpoBaHue).
BnageeTt npakTUYECKUMM HaBblKamm
aHanuM3a UCXo4HOro Koaa Ha npegmer
Ha/INUUA YA3BUMOCTEMN, HaBbIKaMM
MCNO/1b30BaAHMA
cneuuanm3npoBaHHbIX YTUANT
CTaTUYECKOro M AMHAMMUYECKOrO
aHa/n3a Kopaa.

3HaeT n3BeCcTHble MeToAbl aHanNn3a
MO Ha HanuM4umne yasBUMOCTEN,
MeToAbl CTaTUYECKOro u
ANHAMMNYECKOro aHaM3a Nporpamm,
MeToAbl NPoBeAEeHUA SKCNEePTU3bl
MCXO4HOro Koaa.

YmeeT NnpMMeHATb Ha NPaKTUKe
Nnosly4eHHble 3HaHUA N HAaBblKU 414
aHanusa N0 Ha Hanu4vme
YA3BMMOCTEN.

Bnapeet cneymanmanpoBaHHbIMMU
MHCTPYMEHTAMU M NPAKTUYECKMMU
HaBblKamu aHanusa O Ha Hann4vme
YA3BMMOCTEN.



Koa v Ha3BaHue
KoMMeTeHuunmn

OMK-1.4 CnocobeH
oueHMnBaTb YPOBEHb
6e3onacHocTH
KOMMbIOTEPHbIX CUCTEM U
ceTen, B TOM yucsie B
COOTBETCTBUU C
HOPMaTMBHbIMW U
KoprnopaTUBHbIMU
TpeboBaHUAMU;

Kopa 1 HasBaHMWe uHaMKaTopa
KOMMNeTeHLUnmn

OMNK-1.4.5 3HaeT npuHUUNbI
PYHKLUMOHMPOBAHUA
NporpammHbIX CPeacTs
KpunTtorpadpmyeckom 3awmThbl
nHbopmaymu

12. O6BbEeM JUCLUMIJIMHBI B 3a4E€THbIX eAMHMLax/vac:

3/108

dopMa NpoMeXKYTOYHOM aTTecTaumum:

3a4eT Cc OLLeHKOM, KOHTPO/IbHaA paboTa

13. TpyaoeMKocCTb Mo BuAaM y4e6bHoM paboThbi

Bupg, y4ebHoM paboThbl

AyAUTOpPHDbIE 3aHATUA
JIeKUMOHHbIe 3aHATUA
MpaKkTMYecKmne 3aHATUA

JTabopaTopHble 3aHATUA
CamocTosTenbHas pabota

Kypcosas paboTa

ﬂpomemyToq HaAa aTTectaunA

Yacbl HA KOHTPO/Ib
Bcero

13.1. CopgeprkaHme gUCLUUNJIUHDI

n/n HanmeHoBaHue Copep»aHue pasaena
pasgena OUCUUNNNHDI
ANCUUNNINHBI

1. Jlekymn

3HaHUA, YMeHUA, HaBblKK

3HaeT NpuHUUNbl GYHKLNOHUPOBAHUA
NpPoOrpaMmmHbIX CpeacTB
KpunTtorpadunyecKkon 3amnTol
nHbopmauuu.

BnapeeTt npakTUYECKUMU HaBblKamMu
pa3paboTKu, UCNOo/Ib30BaHUA
(v3BecTHbIX KpunTorpadpuueckmx
6ubnunoTek) u

TeCTUpPOBaHUA CNeLNaaN3nPOBAHHbBIX
anroputmos u MO, peanmsytoLmx
Kpuntorpaduyeckme metoapl U

anropuTMbil.

CemecTp 8 Bcero
48 48
12 12

0]
36 36
60 60

0]
0 0]

0]
108 108

Peanusauusa pasgena
OUCLUUNANHDBI C
NMOMOLLbIO OHJTaMH-
Kypca, OYMK



n/n

1.1

1.2

HanmeHoBaHue
pasgena
ONCUUNNANHDI

TeopeTuyeckune
acnekTbl
BO3HWKHOBEHMUA
yA3BMMOCTeN

MpakTnueckune
acrnekTbl aHanAM3a
YA3BUMOCTEM

CopepKaHue pasgena
ANCUUNNNHDI

1. NoHATMe n KnaccudmKaums
YA3BMMOCTEMN.

2. MNpnYnHbI BOSHUKHOBEHMUA
YA3BMMOCTEN B MPOrpammHOM
KoAe 1 NPUHLMNbI UX
aKcnayaTaymm.

3. YA3BMMOCTU NepenosiIHeHUsA
bydepa B cTekKe.

4. YA3BMMOCTM NepenosHeHunA
bydepa B Kyue.

5. MeToabl o6HapyXeHUA n
npeaoTBpaLLeHumA
nepenonHeHusa bydepa.

6. Ya3BmmocTb popmaTHOM
CTPOKM.

7. YA3BMMOCTb NepenoaHeHusA
uenbix ymcen.

8. KCN/IoMTHI.

9. MNpakKkTnyeckme npumepbl
YA3BMMOCTEN B NPOrpammHOM
Koge.

10. Tunosble cueHapumn
BblABNIEHUA YA3BMMOCTEN B
nporpamMmmHoOM Koae.

11. Ctatnyeckue n
ANHAMMWYECKUEe aHaNN3aTopsbl
Koaa.

12. TecTmpoBaHMe No NpUHUMNY

«benoro AWMKa».

13. dam33nHrrectmpoBaHue.
14. MNosblWEeHUEe KayecTBa
pa3paboTtkm MO npu
MCNosb30BaHUK cneuma-
JIU3NPOBAHHbIX NPOrPamMMHbIX
cpencTs.

Peanusauua pasgena
AVNCUUMNNANHBI C
NMOMOLLbIO OHJTaMH-
Kypca, OYMK

Co3paH oHANaH
3NeKTPOHHbIN KypC,

pasmelleHbl maTepumanbl

K NEKLUMN.
PasmelyeHbl
MHAMBUAYA/IbHbIE
3ag4aHuAa ansa
BbINOJIHEHUA
nabopaTtopHbIX pabor.

Co3paH OHANaH
3NEKTPOHHbIN Kypc,

pa3melleHbl maTepuanabl

K NeKuuun.
PasmelleHbl
MHAMBUAYAIbHbIE
3agaHuAa ann
BbINOJIHEHUA
nabopaTtopHbIX pabor.



n/n HanmeHoBaHMe

pasgena
ANCUMNANHDI

1.3 MeToabl 3aWmThbI
nporpaMmmHoOro
obecneyeHus

2.

MpakTu4eckne

3aHATHA

2.1 HeT

3.

JlabopaTopHbie

pa6oThbl

3.1 TeopeTuyeckune
aCnekKTbl
BO3HWKHOBEHUSA
yA3BUMOCTEMN

3.2 MpakTuyeckue

acnekTbl aHanM3a
yA3BUMOCTEN

CopepKaHue pasgena
ANCUUNNNHDI

15. MpuHUUNbI co3aaHMA
6e3onacHoro NO.

16. CoBpemeHHble meToAbl
3awuTbl MO oT B3/10MA.

17. TexHnyeckmne mepbl 3aLLMTbI
Mno.

18. 3awmnTta Koaga ot aHaAn3a.
19. NMpuHUMNbI PaboThbl
06¢yCcKaTOPOB UCXOAHbIX U
6ainTKoa0B.

1. N3yyeHue npnHUMNOB
OENCTBUA aTaKMU NepenosIHEHUA
6ydepa, peanmsaumsa Ha
NpPakTUKe MOZENN aTaKu
nepenosiHeHuA bydepa B cTeke
M Kyye.

2. NccnepoBaHue ya3BUMOCTEN
dopmaTHOM CTpOKOWN,
peasnsaums Ha NpaKTuKe
MOZAENN aTaKu C
MCNO/Ib30BaHMEM JaHHOMN
YA3BUMOCTMW.

3. NccnepgoBaHme yaA3BUMOCTH
nepenosiHeHUA LenblX.

4. N3syyeHne NPUHLUNOB
paboTbl CTaTUUYECKUX
aHaNM3aToOpPOB UCXOAHOro KoAaa.
5. U3yyeHune npuHUMNoOB
AMHaAMMYECKoro aHanmMsa Koaa.

13.2. TeMmbl (pa3aenibl) AUCUMNIMHDBI U BUAbI 3aHATUM

Peanusauua pasgena
AVNCUUMNNANHBI C
NMOMOLLbIO OHJTaMH-
Kypca, OYMK

Co3spaaH oHnaH
3NEKTPOHHbIN Kypc,
pasmelLeHbl maTepuanbl
K NEKLUMN.

PasmelyeHbl
MHAMBUAYA/IbHbIE
3ag4aHuAa ansa
BbINOJIHEHUA
nabopaTtopHbIX pabor.

PasmeweHbl
MHOUBUAYANbHbIE
3a4aHuA ans
BbINO/IHEHUSA
nabopaTtopHbIX pabor.

PasmeleHsbl
UHAMBUAYANIbHbIE
3a4aHuA Ans
BbINOJIHEHUA
nabopaTtopHbIX pabor.



Ne HauvmeHoBaHue NekuynoHHble [MpaKkTnyeckne  JlabopaTopHble CamocToATe/ibHaA Bcero
n/n  Tembl (pasgena)  3aHATMA 3aHATMUA 3aHATMA paboTa

1 TeopeTnueckue 5 8 20 33
acnekKTol
BO3HWMKHOBEHMUA
yA3BUMOCTEN

2 MpakTnyeckune 4 20 20 44
acrnekTbl
aHanusa
yA3BUMOCTEN

3 MeToabl 3 8 20 31
3aWnTbI
NPOrpammHOro
obecneyeHun

12 0 36 60 108

14. MeTogU4eCKMe yKasaHUA 419 06y4aloLWmMXCA N0 OCBOEHMIO AUCLUMNJINHDI
1) Npu N3yyeHUn UCUUNINHBI PEKOMEHAYETCA MCMNO/Ib30BaTh cleaylolime cpeacrsas

® peKOMEeHAyeMyt OCHOBHYIO U AOMNO/IHUTENbHYIO ANTepaTypy;

® MeToAMYecKUe yKasaHua u nocobus;

® KOHTPOJIbHble 3a4aHNA ANA 3aKpPenaieHUsa TeopeTUYecKoro matepuana;

® 3/1eKTPOHHbIE BEPCUUN YYEOHUKOB U METOANYECKUX YKA3aHUN 1A BbINOJIHEHMS 1abopaTopHoO -
NpakTU4YecKkmx paboT (Npn HEOBXOAMMOCTU MaTepmaibl PACCbI/IAOTCA NO 3NEKTPOHHOM NoyTe).

2) Ona MaKCUMaNbHOrO YCBOEHWMA AUCUMUMNAUHbI PeKoOMeHAyeTcs npoBedeHWe MUCbMEHHOro omnpoca
(TectTupoBaHue, pelweHMne 3a4a4d) CTYyAEHTOB MO MaTepuanam JeKuun U npakTuyeckux pabot. MNoabopkKa
BOMPOCOB ANA TecTUpoBaHMUA OCyLLEeCTBAAETCA Ha OCHOBE M3YyYeHHOro TeopeTuUyeckoro maTepuana.
Takolh noaxon MO3BONAET MOBbICUTb MOTMBALMUIO CTYAEHTOB MPU KOHCMEKTUPOBAHUU EKLUMOHHOro
maTepuana.

3) Mpu npoBeaeHUN nabopaTopHbIX 3aHATUIN obecneynBaeTcss MaKCMMaJsibHaA CTeNeHb COOTBETCTBMUA C
MaTepUaIoM IEKLLMOHHbBIX 3aHATUI U OCYLLECTBJISETCA SKCNEepPMMEHTaIbHAs MPOBEPKA MeTo408,
a/ITOPUTMOB U1 TEXHOJIOTUIN 06paboTKM MHPOPMaLMK, N3NaraemblX B paMmKax NeKuui.

4) an NcNnonb3oBaHMN OUCTAHLUUMOHHbIX O6paBOBaTeanbIX TEXHOOMUN U 9/1EKTPOHHOTIO O6Y‘-IeHMﬂ
BbIMNOJ/IHATb BCE YKa3aHMA npenop,aBaTenel‘/'l, BOBpeMA NOAKNIHYATbCA K online 3aHATUAM, OTBETCTBEHHO
noaxoauTb K 3a4aHNAM ONnA CaMoCToATeIbHOM pa6OTbI.

15. MepeyeHb OCHOBHOM M LOMNOJIHUTE/IbBHOM JIMTepaTypbl, PECYPCOB MHTEPHET, HEO6XOAUMbIX
ANA OCBOEHUA AUCUMMIUHDI



Ne

n/n

NCcTOUYHUK

CrpaycTpyn, bbepH. A3blk NporpammupoBaHusa C++. CneunanbHoe nsgaHue = The C++
programming language. Special edition. / BbepH CTpaycTpyn ; nep. c aHra. noa pea. H.H.
MapTbiHOBa .— MockBa : buHom, 2015 .— 1135 c. : un .— Mpeam. yKas.: ¢.1117-1135 .— ISBN
978-5-7989-0425-9 .— ISBN 0-201-70073-5.

JOptoveHKo, Muxann AHaTonbeBuY. PaspaboTka NpunoxKeHuit Ha C++ : yuebHO-meToAMYECKOE
nocobue / M.A. [iptouerkKo, E.10. MutpodaHoBa ; BopoHesK. roc. yH-T .— BopoHeK :
UspaTtenbckuin gom Bry, 2019 .— 114 c. — bubnawnorp.: c. 114.

6) AononHUTenbHaa nnTepaTtypa:

No
n/n

NCcTOYHUK

LLlepbakoB, AHapein lOpbeBuy. CoBpemeHHas KomnbloTepHas 6e3onacHocTb. TeopeTuyeckue
OCHOBbI. [TpakTuyecKmne acnekTsbl : yuebHoe nocobue ans ctyq. sysos / A.1O. Lepbakos .— M. :
KH. mup, 2009 .— 351, [1] c. : un., Tabn. — (Bbicwana wkona) .— bubaumorp.: c.350-351 .— ISBN
978-5-8041-0378-2.

XornaHg I'. B3nom nporpammHoro obecnedenmn : AHanM3 1 ucnonb3oBaHue Koaa / I'. XornaHg,
. Mak-Tpoy. — M. : Bunbamc, 2005. - 400 c.

Kosunon Ox. NcKyccTBo B3/ioMa M 3awwmTbl cuctem / k. Kosuwon, A. Nuuduna, 4. diitan ;
penakTopbl, NnepeBoa4YnKn, coctasutenu: E. Matesees. — CM6 [u gp.] : MuTtep, 2006. — 416 c.

XoBapg, M. 19 cmepTHbIX FpexoB, yrporkatowmx 6esonacHocTy nporpamm. Kak He gonycTtutb
TUMUYHbIX OWMBOK : Nnep. ¢ aHra. / M. Xosapga, . JlebnaHk, 4. Buera. — M. : MK lMpecc, 2006. —
287 c.

B) MHGOPMALMOHHbIE 31eKTPOHHO-06pasoBaTeibHble pecypcbl:

Ne n/n

1

NCcTOYHUK

DNeKTPOHHbIN KaTanor HayuyHoi 6ubanoTekn BopoHEKCKOro rocyaapcTBeHHOro
yHuepcuteta. — (http // www.lib.vsu.ru/).

O6pasoBaTtesnibHbI NOPTan «INEKTPOHHbIN yHUBepcuTteT BIY».— (https://edu.vsu.ru/)

3BC NMaHb, /InueH3amnoHHbIn aorosop Ne3010, (c 01/03/2024 no 28.02.2025) 06/02 24 ot
13.02.2024 (c pononHUTeNnbHbIM cornaweHnem Nel oT 14.03.2024)

9BC «YHuBepcuteTckasa 6ubnmnorteka online» (Kontpakt Ne3010 06/11 23 o1 26.12.2023 (c
26.12.2023 no 25.12.2024)

3BC «KoHcynbTaHT cTyaeHTa» — JIMLEH3NOoHHbIN gorosop Ne980KC/12-2023 / 3010-06/01-24
0T 24.01.2024 ¢ 24.01.2024 no 11. 01.2025)

dNeKTpoHHaA 6ubnunoTteka BIry, Aorosop NeC-208 o1 01.02.2021 ¢ OO0 «UKBE «BUBEKOM» un
00O «AreHTcTBO «KHUra-CepBuc» 0 co3gaHuUM dNeKTpoHHoM 6ubnmnoTtekn By, (c 01.02.2021
no 31.01.2027)

BC BOOK.ru, Oorosop Ne3010 15/983 23 ot 20.12.2023, (c 01.02.2024 no 31.01.2025)


http://www.lib.vsu.ru/)

16. NepeyeHb y4e6HO-METOAUYECKOrO obecneyeHus Al CaMOCTOSATEIbHOM PaboThbi

Ne n/m  WcCTOYHUK

1 LLlepb6akos, AHapen lOpbesuy. CoBpemeHHas KomnbloTepHaa 6e3onacHoOCTb. TeopeTuyeckue
OCHOBbI. [TpakTUyecKmne acnekTsbl : yuebHoe nocobue ans ctyq,. sysos / A.1O. LWepb6akos .— M. :
KH. mup, 2009 .— 351, [1] c. : un., Tabn. — (Bbicwasn wkona) .— bubnumorp.: ¢.350-351 .— ISBN
978-5-8041-0378-2.

17. O6pa3oBaTe/ibHble TEXHO/I0MMMU, UCMNOJIb3yEMbIE NPU peasim3aunmn y4e6HoM AUCLMUMIMUHDI,
BKJ/1l04YaA UCTaHLUMOHHbIe obpa3oBaTesibHble TexHonormu (40T), aneKTpoHHoe oby4yeHue (30),
CMellaHHoe obyyeHue):

Ana peanusaumm yuebHoro npouecca ncnosnbayetca: OC Windows v.7, 8, 10, GNU/Linux (Ubuntu), Virtual Box.

Mpuv npoBeaeHUN 3aHATUM B AUCTAaHLLMOHHOM peXnme 0byveHUss MCNOJIb3YHOTCA TEXHUYECKUNE U
MHPOpPMaLMOHHbIe pecypcbl ObpasoBaTesibHOro NopTana "dNeKTPOHHbIN YHUBepcuTeT BIy"
(https:\\edu.vsu.ru), 6asupytouLeroca Ha cucteme gUCTaHUMOHHOro obyyeHna Moodle, passepHyToli B
yHuBepcuTeTe.

18. MaTepuanbHO-TEXHUYECKOe obecneyeHne gUCLMMNINHDI:
1) 394018, r. BopoHeX, naowaab YHUBepcuTeTcKasn, a. 1, Kopnyc 1a, aya. 479

YyebHas ayamtopus: cneunanmsmpoBaHHaa mebesnb, KomnbloTep npenogasatens i5-8400-2,8Tu,
moHuTop ¢ KKK 19”7, MmynbTumMmeanNHbIN NPOEKTOP, SKPaH

NO: OC Windows v.7, 8, 10, Habop ytunut (apxueaTtopsbl, dann-meHegxKepbl), LibreOffice v.5-7, Foxit PDF
Reader.
2) 394018, r. BopoHe:k, nnouwanb YHUBepcuTeTcKkas, 4. 1, kopnyc la, ayamutopua 292

YyebHas ayamMtopus: cneunanmsmpoBaHHaa mebenb, KomnbloTep npenogasatensa Pentium-G3420-3,2MMTwu,
MoHUTOpP ¢ KK 17", MynbTUMeaniiHbIN NPOEKTop, 3KpaH. Cnuctema ana smaeokoHobepeHumii Logitech
ConferenceCam Group 1 HoyTbyK 15.6”” FHD Lenovo V155-15API

NO: OC Windows v.7, 8, 10, GNU/Linux (Ubuntu), Virtual Box, Ha6op ytuauT (apxmsaTtopsbl, damnn-
meHepgyKepbl), LibreOffice v.5-7, Foxit PDF Reader
3) 394018, r. BopoHe:k, nnowanb YHUBepcuTeTcKkas, 4. 1, kopnyc 1a, aya. 380

YyebHas ayamMtopus: cneunanmsmpoBaHHaa mebenb, KomnbloTep npenoaasatena i3-3240-3,4Tuy,
MoHUTOp ¢ KK 17", MynbTUmMmeguiiHbI NPOEKTOP, SKpaH

NO: OC Windows v.7, 8, 10, GNU/Linux (Ubuntu), Virtual Box, Ha6op ytuauT (apxmsaTtopsbl, pain-
meHegaxepbl), LibreOffice v.5-7, Foxit PDF Reader

4) 394018, r. BopoHe:K, naowaab YHUBepcHUTeTCKasn, 4. 1, Kopnyc 1a, ayautopus 290

YyebHas aygutopumsa: cneunanmsmpoBaHHana mebenb, NepcoHasbHble KOMMblOTepbl Ha 6ase i7-7800x-41Tu,
MmoHuTOopbl XK 27”7 (12 WT.), MyAbTMMeAUHbIA NPOEKTOP, SKPaH.

NabopaTopHoe 060pya0BaHMeE UCKYCCTBEHHOTO MHTE/IJIEKTA: paboume mecTa — NepcoHasibHble
KomnbloTepbl Ha 6ase i7-7800x-4Tu, moHuTopbl KK 27" (12 wT.); mogynm AO HIML, «2/IBUCx»:
npoueccopHbin CantoT-3/124MM2 (9 wT.), oTnagouHbii CantoT-3/1240M1 (9 wT.), amynatop MC-USB-JTAG
(9 wT.).

NabopaTopHoe 060pya0BaHME 3/IEKTPOHUNKU, INEKTPOTEXHUKN U CXEMOTEXHUKU: paboune mecta —
nepcoHasibHble KomnbioTepbl Ha 6a3se i7-7800x-4Tu, moHUTopbl KK 27" (12 wrT.); cTeHa ans



NPaKTUUYECKUX 3aHATUIN NO an1eKTprudecknm uenam (KL-100); cTeHA ANA N3yYyeHMsA aHanoroBbIxX

aneKkTpuyeckmx cxem (KL-200); cteHa ana nsydeHma umdposbix cxem (KL-300).

NO: OC Windows v.7, 8, 10, GNU/Linux (Ubuntu), Virtual Box, Habop ytuant (apxmusaTtopsl, dpann-
meHeaxepbl), LibreOffice v.5-7, Foxit PDF Reader

19. OueHo4Hble cpeACcTBa A1A NPOBEAEHMA TEKYLLEN U MPOMEKYTOYHOM aTTecTaumm

rlOpﬂ,CI,OK OLEeHKN OCBOEeHUA o6yqarom,wv||/|c;| yqe6Horo MmaTepuaszia onpenenAaeTca cogeprXaHnem

cneayowmx pasaenos AUCUUNANHDI:

Ne Pasgenbl gucumnauvHbl Kog, Kog, OueHo4Hble cpeacTBa AN

n/n  (mogynn) KOomneTeHuuun MHAMKaTopa TeKyLen aTTecTayum

1 Pasgenbi 1-3 OlnK-1.4 OlMK-1.4.3 KoHTponbHas paboTa no
TeopeTnyeckmne acnekTol COOTBETCTBYIOLMM
BO3HWMKHOBEHMUA YyA3BMMOCTEN. pasaenam. JlabopaTopHble
MpaKTnyecKkmne acnekxTbl paboTbl 1-5
aHaM3a ya3BUMOCTEN.

MeToAabl 3aWKTbI
nporpammHoro obecrnedeHus.

2 Paspennbi 1-3 OlMK-1.4 OlNK-1.4.4 KoHTponbHasa paboTta no
TeopeTnyeckume acnekTbl COOTBETCTBYIOLLMM
BO3HWKHOBEHWA YA3BUMOCTEMN. pasgenam. JlabopaTopHble
MpaKTnyeckmne acnekTbl paboTbl 1-5
aHan3a ya3BUMOCTEN.

MeToapbl 3aWmThl
nporpammHoro obecneyeHus.
3 Paspensbi 1-3 OlMnK-1.4 OlK-1.4.5 KoHTponbHaAa paboTta no

TeopeTnyeckue acnekThbl
BO3HWUKHOBEHUSA YyA3BMMOCTEN.
MpaKkTnyeckne acnekTbl
aHaM3a yA3BUMOCTEN.
MeToAabl 3aLWUTbI
nporpammHoro obecrneyeHus.

COOTBETCTBYHOLLUM
pasaenam. JlabopaTopHble
paboTbl 1-5

MpomeskyToyHanA aTTecTaumn

dopma KOHTPOSA - 3a4eT C OLLeHKOW, KOHTPO/ibHas paboTa
OueHouYHble cpeacTBa A41A NPOMEXKYTOYHOM aTTecTaumm
MNepeyeHb BONPOCOB, NpaKTUYeCcKoe 3agaHune

20 TunoBble oueHoYHble CpeACTBa U MeToAMUYeCKMe MaTepualibl, onpegensawume npouesypbi
oueHMBaHMA

20.1 TeKywwmi KOHTPO/Ib YCreBaeMoCTH

TeKyLMi KOHTPO/1b yCNeBaeMOCTU MO ANCLUUNINHE OCYLLLECTB/IACTCA C MOMOLLLbIO CAeAYOLNX OLLE HOUYHbIX
cpencTs:

YCcmHbIl onpoc Ha NPaKMUYeCcKUX 3aHAMUAX

KoHmponbHas paboma no meopemuyeckoli yacmu Kypca



JlabopamopHsbie pabomei

anMeprIl‘:i nepe4vyeHb NnpMeHAEeMbIX OUeHOYHbIX CpeaCTB

Ne HanmeHoBaHuHe
n/n | oueHO4YHOro cpeacTBa

NMpepcrtasneHune
OLEHOYHOro cpeacTBa B

¢doHae

Kputepun oueHKHU

1 YCTHbIM onpoc Ha
NMPaKTUYECKUX 3aHATUAX

Bonpocbl no Temam/pasgenam
ONCUNNANHDI

MpaBUAbHbIN OTBET — 3a4TEHO,
HenpaBUJbHbIN UK
NPUHLMNNANIBHO HETOYHbIN OTBET -
He 3a4TeHo

2 KoHTponbHasa paboTa no
pasgenam AUCUUNAUHDI

TeopeTnyeckue BonNpockl No
Temam/pasgenam
AUNCUMNANHDI

LLIkana oueHMBaHUA cooTBETCTBYET
npuBeaseHHOM HUKe

3 NabopaTopHasn paboTta

Copep»ut 5 nabopatopHbIX
3a,aHU,
npegycmaTtpuBatowme
pa3paboTKy U uccneposaHve
nporpamm, cogepraLimx
TUNOBbIE KNacchl
yA3BUMOCTeMN

Mpw ycnewHom BbINOAHEHUU paboT
B TeueHue cemecTpa pMKcupyeTca
BO3MOYHOCTb OLLeHUBAHWUA TONbKO
TEOPETUYECKOM YacTU AUCLUNANHDI
B XO4,e NPOMENKYTOYHOM aTTecTaumm
(3k3ameHa), B NPOTMBHOM cyyae
NpoBepKa 3agaHuns no
nabopaTtopHbiM paboTtam
BbIHOCUTCA Ha 3ayer.

Mpumep 3apaHMA A4NA BbINOJIHEHMA 1abopaTOpPHOM paboTbl

Jla6opaTopHasa pa6oTta Ne1

«UccnepgoBaHMe aTaku nepenosiHeHnsa éydepa»

Lenb paboTbl: nsyyeHne NnpuHUMNOB AENCTBUA aTakM nepenosiHeHns 6ydepa. Peannsauma Ha NpakTMKe

MOAEeNN aTakn nepenonHeHusa 6ydepa B cTeke.

dopMa KOHMPpoJ1a: omyem 8 3JIeKMPOHHOM sude

Konuvyecmso omsedeHHbIX aydumopHbIX 4acos: 4

3agaHue: Ha sasbike Cu HanucaTb Ceayolwme nporpammbl:

- Mporpammy, 3almLLEHHYIO OT NepenoHeHuUs;

- Nporpammy, peaaunsyoLLyto aTaky nepenosiHeHua 6ydepa;

- Mporpammy 3KCMI0NT.

MprMmepbl KOHTPOJIbHbIX BOMPOCOB:

1. YTo TaKoe yA3BUMOCTU?

YA3BMMYIO NpOrpammy, NoABepP>KeHHYo nepenonHeHuto bydepa B cTeke;

2. Kakosbl NPUYNHbI BO3BHUKHOBEHWA yFI3BMMOCTeVI B NporpammHoOm KOLI,e?

3. KaK aKcnayaTupyoTca ya3sBuMMocCTm?

MpuMep 3a4aHMM TecTa Mo pasgesiaM AUCLMUMJIMHDI




B npuBeaeHHbIX dparmeHTax Koga HalTM M UCMPaBUTb OLINMBKM (NOTeHUMaNbHble YSI3BMMOCTH)

1 void encryptData(char *str)

{
char pwd[64];
if(getPassword(pwd, sizeof(pwd)))

ZeroMemory(pwd, sizeof(pwd));
}

2 int main(int argc, char *argv[])

{
char login[100], pwd[100];

int pwd_len;
strcpy(login, argv[1]);

strcpy(pwd, argv[2]);
pwd_len = atoi(argv([3]);

// dnar, parowmii npasa agMMHUCTPaATOPa

int admin = 0;
char orig_pwd[100] = "123456";

if(pwd_len < 1) pwd_len = 0;

pwd_len++;
if(login = "admin")
{
admin = 1;
for(i=0; i<= pwd_len; i++)
{
if((pwd[i])!=orig_pwd[i])admin=0;

}

setStastus(admin);

}

3 bool finished = false;
char *buf = (char*)malloc(BUF_SIZE);
if(finished)

free(buf);

free(buf);

4 char *bufl, *buf2;
bufl = (char*)malloc(size);

buf2 = (char*)malloc(size);

strncpy(buf2, bufl, size);




anBeAéHHble HUXe 3a4aHnA pekomeHayeTca Ucnosib3osaTtb Npu nposeaeHNn AgNarHoCTu4eCKmnx pa60T
ANA OUEeHKUN OCTAaTOYHbIX 3HaHU No ancumnaumHe.

KomnereHuus OMNK-1.4.3

3a0aHu1s 3aKpbITOro TUna

1. Mpu4uHbl 803HUKHOBEHUSA ysA3eumocmeli (803MoXceH MHOMecmaeHHblii 8b160p)

a) oWMBKM NpM NPOEKTUPOBAHMM U Pa3paboTKe NPOrPaMMHOro 1 NPOrpPaMMHO-annapaTHoro obecneyeHus;

6) HeCaHKLMOHMPOBAHHOE BHEAPEHWE W WCMONb30BAHWE HEYYTEHHbIX MPOrpamMmm C MNOCAEAYHOLLMM
He0bOCHOBaHHbIM PACcX0A0BaHMEM PECYPCOB;

B) HECAHKLMOHMPOBaHHbIE HeYMbILUIEHHbIE AEeMCTBUA NONb30BaATENEN;

r) cbom B paboTe annapaTHOro U NporpammHoro obecneyeHusa (Bbi3BaHHble CHOAMM B 3/NEKTPONUTAHUM,
BbIXOAOM W3 CTPOA amnmnapaTHbIX 3/IEMEHTOB B pe3y/bTaTe CTapeHWUs U CHUXKEHUA HALEXHOCTW, BHELIHMMMU
BO34EMCTBUAMM 3NIEKTPOMArHUTHbIX NOJIeN TEXHUYECKMX YCTPOMCTB U Ap.)

2. OwubKu 8 npozpamme, nNPU KOMOPLIX KOMNUAAYUA 3aeepuiaemca ycrnewHo, npu npobHbIX 3anycKax
npozpamma eedem cebss HOPMAAbHO, OOHAKO NpPU aHAAU3E Pe3ynbmama 8bIACHAEMCa, Ymo OH HeeepHolii. nsa
UX ycmpaHeHus HeobXxo0uMo «8pYYHYIO» AHAAU3UPOBAMb AA20PpUMM

a) CUHTaKCUYecKue;

6) BpemMeHM BbINONHEHUS;

B) a/IFOPUTMUYECKME;

r) npenpoueccopHble

3. Bo3moxcHble nocaedcmeusa owubKu yceveHUs yenvix Yucesn (603moxeH MHoXecmeeHHblii ablbop):
a) HexKenaTtenbHana notepa (MCKaxKeHne) AaHHbIX;

6) MHAEeKCHoe nepenonHeHne bydepa;

B) HeonpeaeneHHOe NoBeAEHME NPOrPaMMbl

4. Ecnu ompuyamenbHbie 3HAYeHUA nepedaoMca CMAHAAPMHLIM (GYHKYUAM KOMNUpPOoBAHUA UnAu
8bllesieHUA namamu e Kayecmee pasmepa 6ygepos, mo

a) OHW HesABHO NpeobpasyloTcsa B 60/bluMe 6e33HAKOBbIe 3HAYEHUSA, YTO MOKET NMPUBECTU K NEPENOTHEHUIO
Bydepa;

6) OHM HesABHO NpeobpasyloTca B 6e33HaKOoBbIe 3HaYeHMA NyTem OTOpacbiBaHUA MUHYCa (MoAyb YnCna), YTo
MOXeT NpuBecCTn K HeonpegeneHHoOMy noseaeHU0 NPOorpammbl;

B) GMKCMpPYIOTCA OWMBKM Ha 3Tane KOMMUAALUKU NPOrPaMmbl.

5. CeameHnm BSS codepircum:

a) rnobanbHble N CTaTUYECKME MEepPeMeHHble, KOTopble He 6bln ABHbIM 06pPasoM WMHULMANN3NPOBAHLI B
NCXO4HOM KOZE, U KoTopble ByayT Npu 3anycke Nporpammbl MHULNAAU3UPOBAHbI HYASMU;

6) rnobanbHble NepemeHHble, KOTOPbIE MHULMAIM3UPOBaHbI MPOrPamMmMMUCTOM;

B) IOKa/ibHble NepeMeHHbIe N apryMeHTbl;

r) AMHaMUYecKun pasmellaemble AaHHble

6. CeameHm Heap codepxcum:

a) rnobanbHble N CTaTUYECKME MEPEMEHHble, KOTopble He Oblin ABHbIM 06Pa3oOM WMHULMANN3NPOBAHLI B
NCXOAHOM KOZe, M KoTopble ByayT npu 3anycKke Nporpammbl MHULLMAAU3UPOBAHbI HYASMU;

6) rnobasnbHble NepemeHHble, KOTOPble MHULMANM3UPOBAHbBI NPOrPaMMUCTOM;

B) IOKa/IbHblE NEPEMEHHbIE N APrYMEHTbI;

r) AMHAMUYECKUN pasmeLL,aeMble JaHHble

7. MexaHu3m ASLR ucnone3yemcs 0n1:

a) 6bicTporo oTobparkeHma Gpainos B NamaATb;

6) yBEe/IMUEHMA NPOCTPAHCTBA AaHHbIX NPOrpaMmbl Ha 3aJaHHOe Yncno 6alT;

B) paH4OMM3aLMKN PACNOIOKEHUS CETMEHTOB B a4 PECHOM NPOCTPAHCTBE NpoLLecca



3a4aHns OTKPLITOro TMna

1. Oedektbl MO, He BbIIBAEHHble B X04€e TECTUPOBAHWA WU He AeK/apupoBaHHble cneuuduKkaumen
pa3paboTunKa, nNpeaocTaBnAlOWME 3/10YMbIWAEHHUKAM UCKAIOYUTENbHbIE BO3MOXHOCTM MO  pasrnalleHuto
MHPOpPMaLMM 3aKOHHbIX NO/b30BaTeNnen, ee moanduKaunm, 61I0KMPOBAHUIO NCMOIb30OBAHUIO U YHUUTOMKEHUIO.

2. OyHKUMOHANbHAA BO3MOXHOCTb [10, He onucaHHAas WAM He COOTBETCTBYIOWASA OMUCAHUIO B
OOKYMEHTaUuu, npu MCrnosib30BaHUM KOTOPON BO3MOMKHO HapylleHWe KOoHPUAEHUMabHOCTU, AOCTYMHOCTU WU
LenocTHocTn obpabatbiBaemoit MHGOpmaLUK.

3. Cnocob aHanun3a nporpammbl HENOCPEACTBEHHO MPU ee BbINOJIHEHMN B onpeaeneHHoN cpeae.

4. 3BeCTHOE 3HaYeHMe, KOTOPOE MOXKET NOMeLLLaTbCA Mmexay bydepom n ynpaBasaoLWnMMmM AaHHbIMUK (agpecom
BO3BpaTa) B CTEKE A4/17 MOHMTOPUHTIA NepenosiHeHna bydepa.

3a0aHu1sa C pa3BEPHYTbIM OTBETOM

1. Cipopmynupyiime cmpamez2uu ymMeHbWEHUS PUCKO8 B03HUKHOBEHUA yA3eumocmell npu eblbope
naamgopmel u Komnuaamopa, paspabomke dusaiiHa u apxumexkmypsl 10, opaaHu3ayuu npoyecca paspabomku
U mecmupoeaHus.

Kputepuun oueHmnBaHuA LLIkana oueHoK

Obyvalowuiica nNpuBOAMT  pPa3BEPHYTbIM  OTBET, KOPPEeKTHo | 3 banna
dbopmynmpyeT cTpaTerMm yMeHbLIEHUA PUCKOB BO3HWKHOBEHMUA
YA3BUMOCTEN.

Obyvalowuiica npuBOAUT [AOCTAaTOMHO pPa3BepHyTbin oTBeT. B | 2 6anna
GOpPMYNMPOBKaxX CTpaTerMii YMeHbLIEHMUA PUCKOB BO3HWKHOBEHMUA
YA3BUMOCTEN MOTYT COAePKaTbCA HE3HAUNTENbHbIE HETOYHOCTY.

Obyyvalowuiica NpPUBOAUT HEAOCTAaTOMHO pPa3BepHyTbin oTteeT. B | 1 6ann
bOpPMYNMPOBKaAx CTpaTerMii YMeHblleHMA PUCKOB BO3HWKHOBEHWUS
YA3BUMOCTEN MOTYT COAEPHKATbCA OTAEbHbIE HETOYHOCTU.

MpeactaBneHO HeEMoOJIHOE WM  codeprkallee rpybble owunbkn | 0 bannos
OonnucaHue CTpaTerMﬁ YMeHbLUeHUA PUCKoB BO3HMKHOBEHUA
YyA3BUMOCTEN.

2. Mepeyucaume u oxapakmepu3syiime ocHo8Hble mexHu4Yeckue mepoi 3auyumei 0.

Kputepum oueHnsaHunsa LLkana oueHoK

Obyuatowmiica npuBoauT passepHyToe 1 6esowmnboyHoe onucaHune | 3 banna
OCHOBHbIX TeXHU4YecKknx mep no 3awute MO, BKAOYAA BbINOAHEHUE
Ha CTOpOHEe cepBepa, BOAAHbIE 3HAKM WM OTMNEYaTKM NasbLEB,
YCTAaHOBKY NOAJIMHHOCTH, WndpoBaHne, 06¢dycKaLmio Koga U T.4.

Obyuatowmiica nNpuBOAUT AOCTAaTOYHO pa3BepHyToe onucaHue | 2 6anna
OCHOBHbIX TexHu4yeckux mep no 3awmte [1O. OnucaHne moxKet
coaepKaTb HeE3HAYUTEbHbIE HETOYHOCTY.

MNpeacTaBNeHO KpaTKoe OnucaHMe OCHOBHbIX TeXHUYeCKnx mep no | 1 6ann
3awmte MO, OTpaxawuwee Nnb HEKOTOpPbleE W3 WU3BECTHbIX
noaxoaos. OnucaHne moxeTt coaepXatb  He3HaynTesibHble
HETOYHOCTW.

MpeactaBneHo HeMosHoe WAM coaeprkauiee rpybble owwnbku | 0 6annos
onmncaHune 0CHOBHbIX TEXHUYECKUX Mep no 3awwmTe MO.

KomnereHuus OINK-1.4.4

3agaHva 3aKpLITOro TMNa

1. Mpob6aembi, Komopbie Mo2ym 6bimb 06HApPyHCeHbl CMamu4Yeckumu aHaAu3amopamu Kooda (803moixceH
MHoOXMcecmeeHHbllii 8blbop):

a) ya3BuMMocT GOpPMaTHbIX CTPOK;

6) moamduKaumMmM Kopa, NpuBOAsALME K BO3HMKHOBEHMIO YA3BMMOCTEW, BO3HMKalOWMe B pesyabTaTte
KOMMNUAATOPHON ONTUMM3ALMUK;

B) YA3BMMOCTW NepenonHeHuns bybdepa;

r) “cCnonb3oBaHWE HEUHULMAAN3NPOBAHHDBIX AaHHbIX;

4) OLWNOBKM B MHOTONOTOYHOM KOZeE.




2. Bapuaum mecmuposaHus 10, 018 Komopozo Heob6xoduma AUWb 803MOHHOCMb 83aumodelicmaus ¢
M0, Ho He mpebyemca NnodpobHasa uHghopmayus o BHympeHHeM ycmpolicmee npo2pammel

a) TecTMpOBaHMe NO NPUHLMMY «H6enoro AWMKa»;

6) TeCTMpOBaHME MO NPUHLUMNY KYEPHOrO AWMKaY;

B) TECTUPOBAHWE MO NPUHLMNY «CEPOTO ALLUKAY;

3. BapuaHm mecmupoeaHus [10, npu Komopom 8 pacrnopaxeHuu crneyuanaucma Haxooumcs
ucnoaHaemsbiii ¢paiin NnpunoxceHUsa U, 603MOMCHO, HeKasa 6a3oeasn oKymeHmayus

a) TecTMpOBaHMeE NO NPUHLMNY «H6enoro AWMKa»;

6) TeCTMpOBaHMeE MO NPUHLUMNY KYEPHOrO ALMKaY;

B) TECTUPOBAHWE MO NPUHLMNY «CEPOTO ALLNKAY;

4. BepHo nu ymeepxdeHue: "Bo epema mMpaHCcAAyuu UCXOOHO020 KOOa 8 npoyeccopHblie UHCMPYKyuu,
KOMNuUASmMop Mmoxcem 8HOCUMb 8 CMPYKMypy npo2pammbl 3Ha4umesbHble UsMeHeHUs, Nosmomy gpazmeHmol
aHanu3upyemMo20 UCX0OHO020 KOOd mMo2ym He 8 nosHoli Mepe coomeemcmsoeamos MoOMy, KAK 6bIMosaAHAemcs
npozpamma"

a) Aa;

6) HeT;

5. Mpu cmamuyeckom aHanuse Koda obecneyusaemca (803MoMHeH MHOMCecmeeHHblli 8bl160p):

a) No/IHOe NOKpPbITUE KOAa;

6) cyuiecTByeT 3aBMCMMOCTb OT MCMOJIb3yEMOro KOMMUAATOPA M Cpeabl, B KOTOPON ByAeT BbINOJHATHLCA
CKOMNUAMPOBaHHAaA NPOrpPaMmma;

B) 3pPeKTUBHAEA ANArHOCTMKA yTeYEK NaMATU M NapannenbHbiX OWnBoK;

r) a¢pdekTmBHOEe 06Hapy»*eHMe onevyaTok 1M NocieacTsmin ucnonbsosaHma Copy-Paste.

6. lMpu duHamu4yeckom aHanuse Koda obecnevyueaemcsa (603mMoXdceH MHOXcecmeeHHblli eblbop):

a) No/sIHoe NOKPbITUE KOA3;

6) apdpeKTMBHOE 0BHAPYIKEHNE CNOMKHBIX YA3BUMOCTEN, TAaKMX, KOTOPbIE 3aHMMAOT HECKO/IbKO 3TanoBs YTobbl
NOMECTUTb NPOrpamMmmy B onpesesieHHOE COCTOAHWE U U3 HEro Bbi3BaTb OLUMGKY;

B) BO3MOHOCTb ANArHOCTUKM yTeUYeK NamATU U NapaniesbHbiX OWnBOoK;

r) BO3MOKHOCTb OTC/IEXKMBaAHUA MPOU3BOANUTENBHOCTU KOAA.

7. 3manol ha33uH2a 8KAOYAIOM (603MOXCEH MHOMXecmeeHHblii 8b160p):
a) AEKOMNUAALMIO TECTUPYEMO NPOrpammbl;

6) onpeaeneHne BBOANMbBIX 3HAUYEHUI;

B) GopMMnpPOBaHME BXOAHbIX K HEKOPPEKTHbIX» AAHHbIX;

F) MCNONIHEHNE KHEKOPPEKTHbLIX» OAaHHbIX;

) MOHUTOPWHT UCK/IOUYEHWI;

8. Memood d¢pa33uHza, hopmupyrowuii mecmoeoie Habopbl OAHHbLIX HO OCHOBE KO//AeKyuu UMerowuxca
(KoppeKmHo cghopMUpPOBAHHbLIX 6XO0OHbIX OAHHbIX), Mymem UCKaxceHus rnocaedHux (uckaxcaromca cay4vaiiHole
6aiimsl unu cmpoku)

a) NO/IHOCTbIO CAyYaliHOe TeCTUPOBaHME;

6) myTUpyloLLee TeCTUPOBaHME;

B) NopoaatoLLee TeCTMpoBaHue

9. Memood d¢pa33uHed, He npednosaazaroWuli HAAUYUA UHPOPMaAyUU O CUHMAKcu4Yeckoli cmpykmype
8X00HbIX OGHHbLIX, MPU KOMOPOM PoOpPpMUPYIOMCA Mdaccusbl McesoocayvaliHbix OaHHbLIX U nepedaromcs
uccnedyemolii npozpamme.

a) NONHOCTbIO C/lyYaltHOe TeCTUPOBAHUE;

6) MyTUpyloLLee TeCTUPOBAHME;

B) NopoxKaatoLiee TeCTUPOBaHUE



10. Memod d¢a33uHza, npednoaazarowuli GopmuposaHue mecmosbix Habopos Ha OcHose
npedsapumenbHo20 u3ly4yeHusa cneyudukayuii NpomokKosnos uau ¢popmamoes ¢paiinos, co30aHUA 2PAMMAMUK C
yKa3aHuem e HUX rnepemeHHbIX U cmamu4vecKux OaHHbIX, @ maKye OUHAMUYECKU 8bI4UCAAEMbIX 8€AUYUH

a) NOJIHOCTbLIO C/yYaliHOE TeCTUPOBAHME;

6) MyTUpytoLee TeCTUPOBAHMUE;

B) NopoXaatoLLee TeCTMpoBaHue

11. das3epol, npedHasHavyeHHblie O0nA aeblAeneHUa yA3eumocmeli muna SQL-uHvekyuii unu
mexccalimoeozo cKpunmuHaa.

a) ¢assepbl ceTeBbIX MPOTOKO/IOB;

6) dassepbl BEO-NPUIOKEHUI;

B) da33epbl PpaiifoBbIx GOPMaTOB;

r) dassepbl KOMaHAHOW CTPOKU;

12. Ommembme @eepHble ymeepxOeHusa. [lpu ucnonv3oeaHuu mexaHusma ASLR (eo3moiceH
MHOXMecmeeHHblii 8blbop):

a) yBeAMYUTCA pasmep Koda UcnonHsembix hainos;

6) YMEHbLUUTCA BPeMs 3arpy3ku B NaMATb Kaxkaoro ncnosHaemoro ¢panna;

B) BO3HMKHET A0MNOJIHUTEIbHAA HeCOBMeCTUMOCTb ¢ MO 1 6ubanotekamu, paspaboTaHHbIM nog Bepcum OC
6e3 ASLR;

r) 3noymbilNIeHHUKY ByaeT npolie peann3oBaTb aTaKky TUMa «Bo3BpaT B 6ubanoTeky» (return-to-libc)

13. Ommembme eepHble ymeepioeHus (803MoXceH MHoOXecmeeHHbll eblbop).

a) agpeca CUCTEMHbIX M BUBAIMOTEUYHbIX PYHKUNIA HE MEHAIOTCA OT O4HOM OMNepaUnoHHOM CUCTEMDI K ApYroi
(ans obecneyeHmnna cOBMECTUMOCTH);

6) pasmep nepenosHAWMxca 6ydepoB MOMKET OKasaTbCA Maj 411 BMELLEHMA B HMX 3arpysymka mau
3aTMPAHMA CKOMb HY ByAb 3HAYMMBbIX CTPYKTYP OaHHbIX;

B) MCNO/Ib30BaHME KOHTEMHEPOB M CTPOK M3 CTaHAAPTHOW 6MbAMOTEKM WabnoHOB npeanoyTUTeNbHee C
TOYKM 3PEHMA MUHUMM3ALMM BEPOATHOCTM aTaKk nepenosiHeHnsa byoepa.

14. Ommembme ¢pazmeHmosl Koda, codepyicauue nomeHyudsabHblie ya3sumocmu (603MOXiceH
MHOXMcecmeeHHbiii 8bibop)
a) void encryptData (char *str)
{
char pwd[64];
if (getPassword (pwd, sizeof (pwd)))

memset (pwd, 0, sizeof (pwd));

6) int buf[5]1={1,2,3,4,5};
int *ptr = buf;
delete[]ptr;

B) char src[l7] = "some test string"™, dst[18];
strncpy(dst, src, sizeof(src)-1);

r) #define BUF SIZE 256
void f (char* str)
{
short len;
char buf [BUF SIZE];
len = strlen(str);
if (len < BUF SIZE) strcpy(buf, str);



15. Ommemome ppazmeHmeol Koda, codepycaujue NomeHyuaabHoble owWubKU U yazeumocmu (803MoMeH

MHoXcecmeaeHHbili ebibop)
a) int f(pthread mutex t *mutex)

{

int result = pthread mutex lock (mutex);
if (0 != result) return result;

// access shared resource ..

return pthread mutex unlock (mutex) ;

6) unsigned int £ ()
{

int val=0;
if(g() == ERROR) val = -1;

return val;

}

B) int flag;
char bufl[20], buf2[20];

printf ("Enter string\n");
gets (bufl) ;
printf (bufl);

r) int f (bool flag)
{

int *ptr;
if (flag) *ptr = 0;
}
16. Ommemobme ¢ppazameHmol Ko0a, codepxcaujue NomeHYUasbHbIe OWUBKU U ya38uMocmu (803MoXeH
MHoOXMcecmeeHHblii 8bibop)

a) int *ptr = (int*)malloc(sizeof (int));
aéiete ptr;
6) int *init buf (int size)
{ int *buf = new int([size];
for(int i=0; i<size; i++) buf[i] = i++;

return buf;
}
void delete buf (int *&buf)
{
delete []buf;
buf = nullptr;
}
int main ()
{
int size = 8;
int *buf init buf (size);



delete buf (buf);
return 0;

}

B) bool isValidAdd (unsigned short x, unsigned short vy)
{

if (static cast<unsigned short>(x+y)< x) return false;
return true;

}

r) long size = init size();
char *bufl, *buf2;
bufl = (char*)malloc (size);
buf2 = (char*)malloc(size)
strncpy (buf2, bufl, size);
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17. Ommemome ppazmeHmes! K0da, codeprcaujue NoMeHyuanbHouie owubKy u yaseumocmu (603MOMEH

MHOXMecmeeHHbiii 8blb6op)
a) #define SQUARE (val) wval * wval

6) void f (pthread mutex t *mutex)
{

pthread mutex lock (mutex);
// access shared resource
pthread mutex unlock (mutex);

}

B) void £ ()

{
MyObj *obj = new MyObj ()

delete obj;
}

r) double divide (double x, double y) { return x/y; }

18. Ommemobme ppazmeHmol Kodd, codepycaujue nomeHyuaabHole oWUbKU U ya3eumocmu (803MoMeH

MHoOXMcecmeeHHblii 8blbop)
a) int *ptr = new int[100];

delete[]lptr;

6) int £f£()
{
int *p = malloc(SIZE);
int *g = malloc(SIZE);

if(flag) p = g;

}
B) int f(int x, int vy)
{
int d;
try { d = x/y; }
catch(...) { /*...*/ }



r) void code ptr()
{
char buff([8];
void (*some func) ();
printf ("password:") ;
gets (buff);

some func () ;

3a03aH1a OTKPbITOro TUMna

1. NpuseauTe NpUMepbl UHCTPYMEHTOB (MUHMMYM 3) AN1A CTaTMYECKOro aHaan3a Koaa Ha asbike C/C++.

2. YTUAUTBI, TPaHCAUPYIOWME UCNONHAEMbIA MOAYAb B OTHOCUTENbHO 3KBMBANEHTHbIA MUCXOAHbIA KOA Ha
A3blKe NPOrPaMmMMUPOBaHUA BbICOKOrO YPOBHA.

3. MNporpamma, ¢parmMeHT Koga MAM NOcC/eaoBaTeNbHOCTb KOMaHA, MCnonb3ytolme yassmumocty B8 MO n
npuMeHAeMble 414 NPoBeAeHUA aTaku Ha BbIYNCAUTENbHYIO CUCTEMY.

4. MNposepka nporpammHoro obecrnedyeHna Ha cooTeeTcTBue TpeboBaHMAM 6E30MacHOCTU ANA BbIABAEHMUSA
YA3BMMOCTEN, KOTOPbIE MOTYT MOABUTLCA Ha 3Tare ero sKcnayaTaumu.

3agaHus € pa3BEPHYTbHIM OTBETOM

1. Mpusedume npasuna npeobpazoeaHus yeavix munoe Ha Asvikax C/C++. Onuwiume ysa3zsumocmu npu
pabome c uyenbiMmu yucaamu, npueedume npumepsl ppazmeHmoe Kooda, codepycawjux ysa3sumocmu
nepenosiIHeHUA yesavix yuces.

KpuTepuu oueHnBaHuA LLIKana oueHoK
Obyuatowminics NpuBoANT MNosiHOe U 6HesowmnboyHoe onucaHue | 3 6anna
npasun npeobpasoBaHUA LEeAbIX TUNOB Ha A3blkax C/C++.
MpMBOANUT KOPPEKTHOE pa3BepHYTOe OnucaHne W npumepsl
YA3BMMOCTEN LLe/I0UYNCAEHHOTO NEPENOSHEHNA.

Obyyatowminica  NpUMBOAUT  KOPPEKTHOe  onucaHue npasua | 2 6anna
npeobpasoBaHMA LebiX TMNOB Ha A3blkax C/C++. B npuBeseHHOM
ONUCaHWWU YA3BMMOCTEN LLEJIOYNCAEHHOTO MNEPENoOIHEHUA MOTYT
coaepKaTbC HE3HAYUTE/IbHbIE HETOYHOCTHU.

Obyyatowminica NpMBOAMT HEAOCTAaTOYHO pas3BepHyTbi oTeeT. B | 1 6ann
onucaHve npaswua npeobpa3’oBaHMA UENbIX TUNOB Ha A3blKax
C/C++, a TaKXe OMUCaHUM YA3BMMOCTEM LENOYMC/IEHHOro
nepenosiHeHNA MOTYT COAEP)KaTbCA OTAe/ibHble HETOYHOCTHU.
OTcyTcTBYIOT  MpuMmepbl  GparMeHTOB  KoZa,  CogepiKallmx
YA3BMMOCTU NEPENOSIHEHUSA Le/IbIX YMCen.

MpenctaBneHo HeMoOJIHOE WAM coeprKallee rpybble owunbku | 0 6bannos
onucaHue npasma Npeobpa3oBaHMA LEebIX TUNOB Ha A3bikax C/C++
M OMUCaHWe YSA3BUMOCTEWN LLeJIOYUCIEHHOTO  MepenosiHeHus.
OTCyTCTBYIOT NpUMepbl GparmMmeHToB Koaa.

2. Onuwume yA38uUMOCMb muna nepenosHeHus 6ygepa e cmeke. lpusedume pekomeHOAyuUU Mo
06HapyxeHuro uau npedomepauwjeHuro 0aHHol yazsumocmu.

Kputepuu oueHnBaHUA LLIkana oueHoK
Obyyatowminca NpPUMBOAMT pPA3BEpPHYTOe onucaHue yasBuMMOCTM | 3 banna
nepenosHeHunn 6ydepa B cTeke. [aeT KOPPEKTHbIe PeKOMEHAAUUN
no o6HapyKEHUIO UM NPeaOoTBPALLEHNIO LaHHOM YA3BUMOCTM.
Obyyatowminca NpMBOAUT [OCTAaTOYHO pa3BepHyToe onucaHue | 2 6banna
YA3BMMOCTU nNepenonHeHus bydepa B cTeke. [JaeT KOpPpPEKTHble
pPEKOMEHAaLMMN MO 0BHAPYKEHUIO MAN NPeLOTBPALLEHNIO AAHHOM




YA3BMMOCTU. B onucaHum moryT comepskaTbCA He3HauuTesibHble
HETOYHOCTMU.

Obyvatowmiica NpuUBOAMUT HeAOCTAaTOYHO Pa3BepHyTbi oTeBeT. B | 1 6ann
OMWCaHMM YA3BUMOCTM MepenonHeHns Oydepa B cTeke MoOryT
CcoAep)KaTbCA  OTAe/IbHble  HEeTOYHOCTU.  OTCYTCTBYIOT — MAU
npuBeAeHbl C CyLW,ECTBEHHbIMW OWKMOKaMM peKoMeHZauun no
06HAPYKEHWUIO MW NPEAOTBPALLEHUIO AAaHHON YA3BUMOCTU.
MpeacTaBNeHO HeMosHOE MAM cofepikallee rpybole ownbku | 0 bannos
onucaHuve yA3BMMOCTM NepenonHeHua Oydepa B  CTeke.
OTcyTcTBYIOT pekomeHZaumnm no O6HapyKEHUIO nnm
npeAoTBPALLEHMIO JAaHHOWN YA3BUMOCTU.

3. Onuwume ysA3sumocmb muna nepenonHeHus 6ydgepa e Kyuve. [lpusedume pekomeHOaAyuu no
06Hapy»eHuo uau npedomepauwjeHuro 0aHHol yazsumocmu.

KpMTepMM oueHunBaHNUA LLIKana oueHoK

Obyyalowmitica npuBoAUT pas3BepHyToe onucaHue yA3BMMOCTM | 3 Banna
nepenonHeHnna bydepa B Kydye. [JaeT KOPPEKTHblE PEKOMEHAALMM
Nno 06HapYKEHUIO UAW NPEeSOTBPALLEHUIO AaHHOW YA3BUMOCTHU.

Obyyalowminca nNpuBogUT [0CTAaTOYHO pPa3BepHyToe onucaHue | 2 6anna
YA3BMMOCTM nepenosiHeHna 6ydepa B Kyde. [aeT KOppeKTHble
peKkoMeHZauMm no obHapyKEeHUIO AWM NPeAOoTBPALLEHUIO AAHHOW
yA3BMMOCTU. B onmMcaHuM MOryT coAepaTbCA He3HauUTesbHble
HETOYHOCTH.

Obyyvalowuiica NpPUBOAUT HEAOCTAaTOMHO pPas3BepHyTbin oTteeT. B | 1 6ann
OMUCaHUU YA3SBMMOCTM MepenosiHeHua Oydepa B Kyye MoOryT
cogepKatbC  OTAeslbHble  HeTo4YHocTW.  OTCYTCTBYIOT MM
npuBegeHbl C CYLWECTBEHHbIMW OWWBKaMKM peKoMeHZauuu no
0BHaAPYKEHWNIO MM NPEeAOTBPALLEHMIO AaHHOW YA3BUMOCTMU.

MNpeacrtaBneHo HeMNosHOE WAM  cofeprKalwee rpybble owunbku | 0 6annos
onucaHue ya3BMMOCTM nepernosiHeHus bydepa B Kyde. OTCyTCTBYIOT
peKoMeHZaUMN No OBHaPYKEHUIO UAU NPEeAOTBPALLEHMIO AaHHOWN
YA3BMMOCTMU.

4. Onuwume ysa3zsumocmu gopmammHbix cmpoK. [pusedume peKomeHOayuu no ob6Hapyx ceHUr unau
npedomepauwjeHuto 0aHHO20 muna ysAa3eumocmeli.

Kputepum oueHnsaHunA LLkana oueHoK

Obyuatowmiica nNpuBOAUT pa3BepHyTOe onucaHue yassumocTel | 3 banna
bOpMaTHbIX CTPOK. [aeT KOPPEeKTHble pPeKoMeHZauuu Mo
06HapPYKEHWNIO UK NPEeAOTBPALLEHMIO TAKMX YA3BUMOCTEN.

Obyyalowminca npuBOAUT [OCTAaTOYHO pPa3BepHyToe onucaHue | 2 banna
yA3BMmocTelt GOpMaTHbIX CTPOK. [JaeT KOpPeKTHble PeKoMeHaaLmnm
No o0BHapyXEeHUIO AW NPeAOTBPALLEHUIO AaHHbIX ya3BumMmocTen. B
OMMUCaHUM MOTYT COAEPKATbCA HE3HAUYNUTE IbHbIE HETOYHOCTMH.

Obyyalowminca NpMBOAUT HEAOCTAaTOYHO pPa3BepHyTbid oTeeT. B | 1 6ann
onucaHuM yassumocteir GopMaTHbIX CTPOK MOFYT coAeprKaTtbcA
oTAeNbHble  HeToyHocTW. OTCYTCTBYOT MAM  NpuMBEAEHbl C
CYLLECTBEHHbIMW OWINMBKaMM peKoMeHAaUMKN No 06HAPYKEHMIO UK
NpPeaoTBPALLEHNIO TaKUX YA3BMMOCTEN.

MpeacTaBneHo HemnosHOE WAM  cogepKawee rpybble owubku | 0 6bannos
onucaHve  yasBUMOCTEM  GoOpMaTHbIX  CTPOK.  OTCyTCTBYIOT
peEKOMEHZAUMN MO OOHapPYKEHUIO UAN MPefoTBPALLEHUIO TaKUX
YS3BUMOCTEN.




5. Onuwume yaszsumMocmu HeKOPPeKMHO20 UCNOo/b308AHUA 3asepuwiarowje2o HynA. [lpusedume
pekomeHAayuu no obHapyxceHuo uau npedomepauwjeHuro 0aHH020 muna yazsumocmeii.

KpMTepMVI OoueHunBaHNUA LLIKana oueHoK

Obyyatowniica nNpuBOAUT pa3BepHYTOe onucaHue yassumocTel | 3 banna
HEKOPPEKTHOrO  UCMO/Ib30BaHWA  3aBepliatowero Hynaa. [Jaer
KOPPEKTHblE pekomeHaaLmm no 06HapyKeHuIo nm
NPeAoTBPALLEHWNIO TAKUX YA3BMMOCTEN.

Obyyalowminca nNpuBOgUT [0CTAaTOYHO pPa3BepHYToe onucaHue | 2 6anna
YA3BMMOCTEN HEKOPPEKTHOIO UCMO/b30BaHUA 3aBEPLLAIOLLETO HYAA.
[aeT KOppeKTHble peKoMeHZauuMu no OBHapyKeHuo  uau
NPeaoTBPALLEHNIO AaHHbIX yA3BMMOCTeM. B onucaHum moryt
COAEPKATbCA HE3HAUMTE/IbHbIE HETOYHOCTY.

Ob6yuatowmiica nNpuMBOAMT HeAOCTaTOMHO pa3BepHyTbii oTeeT. B | 1 6ann
onucaHum yA3BUMMOCTEMN HEKOPPEKTHOro NCMONb30BaHNA
3aBEpPLUAIOLLENO HYAA MOTYT COAEPHKATLCA OTAE/bHbIE HETOYHOCTH.
OTCyTCTBYIOT MAM NpUBEAEHbl C  CYLLeCTBEHHbIMM  OWMBKaMM
peKoMeHZaUMM No OBHapPYKEHUI0 UAN MPefoTBPALLEHUIO TaKUX
YA3BUMOCTEN.

MpeactaBneHO HeEMoOJIHOE WM  codeprallee rpybble owunbkn | 0 bannos
onucaHue yA3BUMMOCTEMN HEKOPPEKTHOro NCMNo/b30BaHUsA
3aBepwatowero  Hyns.  OTCyTCTBYIOT  peKomeHZauuu no
0BHapyXeHUIo AK NPeaoTBPALLEHUNIO TAaKMX YA3BUMOCTEN.

KomneteHuusa OMNK-1.4.5

3afaHunA 3aKpbLITOro Tmna

1. K nomeHYyuanbHbIM yA38UMOCMAM MPUnoxceHull, Ucrnoab3yruwux Kpunmozapaguro, MOX¥HO omHecmu
(803moxceH MHOMcecmaeHHbIli 8blbop):

a) ucnosb3oBaHue QYyHKUMI amBepcudUKaLMM KAKOYEd Ha OCHOBE CTPOKM Napoas BMECTO reHepaToposB
CNyYalHbIX YNCEN NPU CO3AAHUN CEKPETHDIX KOYEN;

6) oTCyTCTBME CNyYaHOrO BeKTopa MHUuManu3aumm IV (3agaHue HyneBoro BekTopa) npu WndpoBaHUM B
pexume cuenneHma 6nokos CBC;

B) reHepauua xel naposei 6e3 NCnonb30BaHUA «CONNY;

r) pasgenbHoe XpaHeHWe Kawoda WwuopoBaHUa pJaHHbIX Kp M Kaova wudpoBaHuAa Kawouveit Ky,
npeaHasHavyeHHoro ana wuoposaHus Kp;

4) wudposaHne Nnaposelt BMECTO XeLWNPOBaHMA NPU coxpaHeHuu B b;

€) Mcnonb3oBaHWe MNpPeacKasyemMblX HauvyasibHbIX MAPaMETPOB A4S MHULMAAM3AUMKM HAYa/IbHOTO COCTOSAHMUA
rncyn.

2. Mpeobpa3zoesaHus ynpasasouwiell 102UKU 8KA04Ydem (603MoX3eH MHOXtecmeeHHblii ablbop)

a) 3amelleHNe UHCTPYKLMI Ha aHaNOTNYHbIE;

6) npeobpasoBaHuA  arperaumMmM  (M3MEHAOT  MOPAAOK  BbINOJHEHWA  IOTMMECKM  CBA3AHHOM
nocaefoBaTeNbHOCTM onepaumii MU 06begMHAOT MOCAeA0BaTeNbHOCTM OMepauuii, KOTopble CBA3aHHbIMM He
ABNAITCA);

B) TpaHCHOpPMaLMK BbINOAHEHMA ONepaLuii;

r) wndposBaHMe CTPOKOBbLIX KOHCTAHT

3. O6gpyckayua ecmpoeHHbIX Munoe AaHHbIX 8KA0Yaem (803MOXCeH MHOXecmeeHHbili 8bibop)
a) pasgeneHve nepeMeHHbIX Ha ABe MW HECKOJIbKO NepeMeHHbIX;

6) KOHBEPTALMIO CTATUYECKUX AAHHbIX;

B) MoAnUKaLMIO CBA3EN HacNeA0BaHUS;

r) CKNemMBaHWe CKaNAPHbIX MepeMeHHbIX

4. Boibepume HeeepHble peKoMeHOauuu Mo UCMOoAb308AHUIO Kpunmozpaguyeckux npeobpazosaHuli
(803MmoxceH MHOMecmeeHHblli 8b160p):
a) Napo/v cneayer BCeraa XpaHuTb C UCNoJib3oBaHMeM 06paTUMOro WNdPOBaHUA;



6) ona acummeTpuUHoro wudposaHMa ncnonb3osatb ECC-Kpuntorpaduio c 6e30nacHbIMU KPUBbIMM;
B) pexkum wndposaHua ECB He cnefyeT UCMO/1b30BaTb BHE 0COObIX 06CTOATENLCTB;

r) BO3MOJKHA BCTaBKa KPUNTOTPapUUECKUX KNtOUEN B UCXOLHbIV KOA NPUIOKEHUS;

[1) BO3MOKHO COBMECTHOE XpaHeHMe KtoYa WNPPOBAHMA KNHOYEN U KtoYa WNPPOBAHNUA AaHHBIX.

3a4aHus OTKPbITOro TuMna
1. COBOKYNHOCTb METOAMK W CpeacTB Mo TpaHcHopmauMM KoAa, MEHAIWMX ero npeactaBieHue, HO
COXpPaHAKLWMNX NOTUKY, HanpaB/1IeHHbIX Ha 3aTpyaAHeHUe aHa/1M3a UCXOAHOIro N UCNOIHAEMOro Koda Nporpamm.

3a0aHu1sa C pa3BEPHYTbIM OTBETOM
1. Onuwume munosbie yA3eumMocmu 018 NPuaoXeHuli, ucnonb3yroWux KpunmozapagpuyecKkue memoosl.
lMpueedume pekomeHAayuu no npedomspauwseHuto OaHHbIX ya3sumocmu.

KpuTtepun oueHMBaHMA LLIKkana oueHoK
Obyyalowminica NpUMBOAWUT  pasBeEpPHYTOe OMucaHWe TWUMoBbIX | 3 Banna
yA3BMMOCTEMN ans NPUNONKEHWUN, NCMONb3YIOLWMX

KpmnTorpachHecr(m meTtogbl. [laeT KoppeKTHble peKkomeHaaumu no
npegorspaweHnto JaHHbIX YHBBMMOCTEVI.

Obyuvatowminca npuMBOoAMT AOCTAaTOMHO pasBepHyToe onucaHue | 2 6anna
TUMNOBbLIX  YA3BUMOCTEM  ANA  NPUNOXKEHWUI,  MUCMOMb3YIOLWNX
KpunTtorpadpuyeckme metogbl. [JaeT KOPPEKTHblE PEKOMEHAALMN MO
npesoTBPALLEHNI0  AaHHbIX YyA3BMMOCTEW. B onucaHum moryt
COAEePKaTbCA HE3HAUUTE/IbHbIE HETOUYHOCTU.

Obyyvalowuiica NpPUBOAUT HEAOCTaTOMHO pPa3BepPHyTbiM oTeeT. B | 1 6ann
OMMUCaAHUM TUMOBbLIX YA3BUMOCTEN A5 NPUNOKEHWUI, NCNONb3IYHOLWMX
Kpuntorpaduyeckme MmeToAbl, MOTYT CcOAepyKaTbCA OTAe/bHble
HeToYyHoCTM. OTCYTCTBYIOT WAM NpUBEAEHbl C CYLLeCTBEHHbIMMU
OWNOKaMM  peKomMeHZauuMM Mo  NPefoTBPALLEHMIO  AAHHbIX
YyA3BUMOCTEN.

MNpeacrtaBneHo HeMNosHOe WAM  cofeprKalwee rpybble ownbku | 0 6annos
ONUCaHune TUNOoBbIX yFI3BMMOCT€VI Aana I'IpMJ'IO)KEHVIf/'I, MCNoNb3yrWwnx
Kpuntorpadpuyeckme metoapl. OTCYTCTBYIOT pPeKoOmMeHZauuuM no
NpPeaoTBPALLEHUNIO AAHHbIX YA3BUMOCTEN.

20.2 NpomekyTo4yHanA atTecrtaums

MpomexKyTouHaa aTTectauua MOMKeT BK/UaTb B cebs MpoBepKy TeopeTUYeCKUX BOMPOCOB, a TaKKe, npu
HeobxoaMMOCTU (B C/lyyae HEBbINOJIHEHUS B TeYEHWE CeMecTpa), MPOBEpPKY BbIMOAHEHUA YCTaHOBAEHHOIO
nepeyHa nabopaTOpHbIX 3a4aHMIK, MNO3BONAIOWMX OLEHWUTb YPOBEHb MOAYYEHHbIX 3HaHWA u/uan
npakTuyeckoe (Me) 3agaHue(s), nossosslouwee (Me) oueHUTb cTeneHb CHOPMUPOBAHHOCTU YMEHUN U
HaBbIKOB.

Ona oueHkn TeopeTndyeckmnx 3HaHUM ncnosb3lyeTca nepeyvyeHb KOHTPOJZIbHO-U3MEPUTE/IbHbIX MaTepunanos.
Ka)-K,CI,bIVI KOHTpOﬂbHO-M3MepVITeJ1bHbll‘/ll maTtepuan ona nposeneHuA npomemyTquoﬁ aTrectauumn BKIKOYHaeT
ABa 3a4aHUNA - BOMPOCOB A4/71A KOHTPOAA 3HaHVIl71, YMEHMﬁ n Bﬂa,ﬂ,E‘HVIﬁ B pamMKaX OLUeHKU YpOBHA
Cd)OpMVIpOBaHHOCTVI KOMneTeHUnn. an oueHnBaHMNMN UCNoNb3yeTca KoJn4yectBeHHaA LWKana. KpMTepMM
oueHmnBaHMA npueegeHbl B Ta6n14u,e HU>Xe.

Ona oueHMBaHUA pe3yabTaToB O0ByYyeHMA Ha 3K3amMeHe MCMONb3YIoTCA cleaylolme coaep»KaTesibHble
nokasaresin (PopMmynamnpyeTcs ¢ y4eTOM KOHKPEeTHbIX TpeboBaHUM ANCUUNANHDBI):

1. 3HaHWe TeopeTUYECKNX OCHOB y4ebHOro maTepuana, OCHOBHbIX onpeaenieHni, NOHATUIA U
NCMONb3yeMOn TEPMMUHOIOTUN;

2. ymeHue 060CHOBbIBATb CBOU CY*KAEHUA U NPOodeCcCUoHaIbHYIO MO3MLUMIO NO M31araemomy BOMPOCY;

3. BnageHue HaBblKaMu NPOrPaMMUPOBAHMA, UCMO/Ib30BaHMNSA COBPEMEHHbIX MPOrPaMMHbIX CPEACTB
pa3paboTKU M OTNAAKM NPOrpamm.

4. BnageHue HaBblKaMM aHaAM3a UCXOAHOro Koda Ha NpeaMeT HaiMumnAa yasBMMOCTeN, HaBblKamu
NCMO/b30BaHMA CMNeLnaam3npoBaHHbIX YTUANT CTaTUYECKOro M AMHAMUUYECKOro aHan3a Koaa.



PasnunyHbie KOMBUHALWM NepPeYNCNEHHbIX NOKA3aTeien onpeaenatoT KPUTEPUN OLLEHUBAHUA PE3YNbTAaTOB
obyuyeHuns (cpopmMMPOBAHHOCTU KOMMNETEHLMI) Ha 3a4eTe:

® BbICOKUN (yrnybneHHbIN) ypoBeHb CHOPMMPOBAHHOCTU KOMMETEHLLUN;

® MOBbIWEHHbIN (NPOABUHYTbLIN) ypOBEHb CHPOPMMUPOBAHHOCTM KOMMETEHLUN;
® noporosbi (6a30BbIii) ypoBeHb CHGOPMUPOBAHHOCTU KOMNETEHLUN.

[na oueHnBaHMA pe3ynbTaToB 06y4YeHUs Ha 3a4eTe UCMONb3YeTCs — 3a4UTeHO, HE 3a4TEHO MNo
pe3ynbTaTam TeCTUPOBAHMUA.
CooTHOWeEHNEe MNOKasaTesiel, KpUTepueB W WKaNbl OLEHUBAHUA pe3yabTaToB 0bydyeHUA Ha

rocyaapcTBeHHOM 3K3aMeHe npeacTaB/eHo B cneayoueit Tabaumue.
Kputepumn oueHMBaHUA KOMNETEHLUMM U LIKaJla OLEeHOK
KpuTtepuu oueHmnBaHMA KOMNeTeHUUM YpoBeHb LLkana

cPpOpPMUPOBAHHOCTM | OLEHOK
KomMneTeHuunn

O6yuatowmiica 4eMOHCTPMPYeT NosHOe COOTBeTCTBME 3HaHUN, | MoBbllWEeHHbIN OTAnYHO
YMEHWI, HaBbIKOB MO NpUBEAEHHbIM KpuTepmsam ceob6oaHO ypoBeHb
onepupyeT NOHATUNHbIM annapaTom M NPUOBpPeTEHHbIMMK
3HAHMAMM, YMEHUAMM, MPUMEHSAET UX NPU peLLeHnmn
NPaKTUYECKUX 3a4a4. YcnewHo BbINO/IHEHbI 1abopaTopHble
paboTbl B COOTBETCTBUM C YCTAHOBEHHbIM MepeyHem.

OTBeT Ha KOHTPOJIbHO-U3MEpPUTENbHbIN MaTepuan He BasoBbii Xopowo
NMOJIHOCTbIO COOTBETCTBYET O4HOMY M3 NepedncsieHHbIX Bbllwe YPOBEHb
rnokasaTtenieil, Ho oby4arouwminca gaeT NpaBubHbie OTBETbI Ha
AONoNHUTEe NIbHbIe BONPOChI. Mpn aTom obyyatowminca
OEMOHCTPUPYET COOTBETCTBME 3HAHMN, YMEHWUN, HAaBbIKOB
npuBeaeHHbIM B Tabinuax nokasaTensam, HO A0oMnycKaeT
He3HauyuTe /ibHble OWMBKUN, HETOYHOCTU, UCNbITbIBAET
3aTpyaHEHUA NpUu pewleHnn NPakTU4eCKnxX 3aaad. YcnewHo
BblNoO/IHEHbI 1abopaTopHblie paboTbl B COOTBETCTBUMN C
YCTaHOB/IEHHbIM NEepeYHeM.

Ob6yuatowminca A4eMOHCTPUpPYyeT HEMO/IHOE COOTBETCTBUE Moporosbiit YO0BNAeTBOPUTENBHO
3HaHUN, YMEHUN, HaBbIKOB NpuUBeaAeHHbIM B Tabnumuax YypOBEHb
rnokasartenam, AONyCcKaeT 3Ha4YnTeibHble OWnb6KM npu
peleHnn npakTMYeckux 3agad. MNpu aTom oTeBeT Ha
KOHTPOJ/IbHO-U3MEPUTE/IbHbIN MaTepuan He COOTBETCTBYeT
MobBbIM ABYM U3 NepeyYmnc/ieHHbIX nokasarteneit, obyyatowmiica

AaeT HenoJiHble OTBEeTbl Ha AO0ONOJ/IHUTE/IbHbIE BOMPOCHI.

YcnewHo BbINOJIHEHbI na6opaToprle pa6OTbI B COOTBETCTBUU C
YCTaHOB/1I€EHHbIM NepeYvyHeM.

OTBET Ha KOHTPO/IbHO-U3MEPUTENbHbIN MaTepuan He - HeynoBneTBopuTenbHO
COOTBETCTBYET N1t06bIM TPEM U3 NEepPeYNC/IEHHbIX MOKa3aTesei.
O6yyatowmiica 4eMOHCTPUPYET OTPbIBOYHbIE, dparmeHTapHbie
3HaHMA, gonyckaet rpybble oWNB6KN. He BbINOAHEHDI
nabopatopHblie paboTbl B COOTBETCTBMU C YCTAaHOBAEHHbIM

nepeyHem.




MpH1MepHbIM NepeYeHb BOMPOCOB K 3a4eTy

Ne CopepxaHue

1 Knaccudukauyms yassmumoctei NO

2 YAa3BnmocTb NnepenonHeHus bydepa B cTeke

3 YAa3BnumocTb nepenonHeHus bydepa B Kyye

4 Ya38UMOCMb nepenoJiHeHUs Uesbix

5 Yassumocmb popmamHol cmpokoli

6 Memodbl o6HapykeHusa ya3sumocmeli. TecmuposaHue no npuHyuny «6es1020 AuUKa»
7 Memodbl o6HapyxkeHusa yazsumocmeli. TecmuposaHue no NPUHYUNY «4epHo20 AUjUKa»
8 JuHamuydeckul aHanu3 Koda, pazsuHamecmuposaHue

9 Mpobaembl 6e3onacHocmu [10, cssa3aHHbIe ¢ KoMnuamopHol onmumu3ayuel

10 MpuHyunsi co3daHusa 6e3onacHozo 10, FOCT P569392016

11 Memooki 3awjumsi 10 om 83/10Ma

12 TexHu4eckue mepsbi 3aujumel 10

13 Mpuembi 06¢pyckayuu

14 AuHamuvecKkoe semaieHue u KOHMEKCMHAsa 3asUucUmMoCcmb

15 AuHamudeckue aHanu3amopsbl Kooa

16 Cpedcmsa om1a0Ku U 83/710MA NPO2pamm

17 O6¢yckayusa abcmpakmHbix OaHHbIX

18 0Ob6dycKauma Koga Ha aTane ansaccembanpoBaHumA




MprYMep KOHTPOJIbHO-U3MEPHTE/IBHOIrO MaTepHuasa
YTBEPXOAKO

3aBeayowmnin Kadbeapon TexHONOrnmin 06paboTKU U 3aWmTbl MHGOPMaL MU

A.A. CnporTa
. .2024

HanpasneHune noarotosku / cneumnanbHoctb 10.03.01 MHdopmaumoHHasa 6e30nacHOCTb

Oucumnnanna 61.0.53 AHanuns ya3BMMOCTEN U 3allMTa NporpammHoro obecnevyeHums

dopma 0byyeHma OQyHoe

Bua, KOHTPOAA 3a4eT C OLEHKOW

Bug atTrectaumm MNpomeXKytoyHas

KOHTpO/IbHO-M3MepHUTe/IbHbIM MaTepuan Ne 1

1. Knaccnoumkauyma yassmumocteir MO
2. CTaTnyecKkme aHannsaTopbl Koga

MpenopasaTenb M.A. [iptoyeHKo
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