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PABOYASl NPOFPAMMA YYEBHOW AUCLUMNJINHbI
51.B.05 KoMnbloTepHble ceTu
1. Koa v HauMeHOBaHue HanpaBJieHUA NOATrOTOBKMU/CNeLasbHOCTH:
09.04.02 NHopMaLOHHbIE CUCTEMbI U TEXHOJIOT UK
2. Mpodunb noaroToBKU/CcneLnanmn3aLms:
NHdopMaunoHHbIe TEXHOIOMUN 1 KOMMbIOTEPHbIE HAYKN A5 LUDPOBON SKOHOMUKN
3. Kanudukauua (cteneHb) BbINyCKHUKA:
MaructpaTypa
4. ®opma obyueHus:
Ou4Has
5. Kacdepgpa, oTBeualoww,asa 3a peanmsauunio AUCLUMNIINHDI:
Kathenpa nHMopMaLMOHHbIX CUCTEM
6. CocTaBuTeNIN NpOrpaMMbl:

KoBasab AHapen Cepreesud, koval@cs.vsu.ru, CT.nper, (hakyabTeT KOMMbIOTEPHbIX HAayK, Kageapa
MHMOPMaLMOHHbIX CUCTEM

7. PekoMeHgoOBaHa:

MpoTokos HMC ®KH Ne5 oT 05.03.2024

8. YYyeOHbIN ron;:

2025-2026

9.llenu u 3apa4m y4eOHON AUCLUNIUHDI:

n3y4yeHme OCHOB KOMMNbHOTEPHbIX KOMMYHI/IKaLI,VIVI. CTaBuTCS 3afaya NO3HAKOMMUTb CTyoeHToB C
3TaJIOHHbIMK MOAENAMU N Ha NX OCHOBE MNMPOBECTN NMOYypOBHEBOE PAaCCMOTPEHNE 3/1IEMEHTOB CTPYKTYPbI
COBpeMeHHbIX N NMepCneKTUBHbIX KOMMbIOTEPHbIX ceTen, Bblpa6OTaTb YMeHUA N HaBblKN, CBA3aHHbIE C
NPoeKTnpoBaHneEM, pa3BepTbiBaHNEM N aAMUHNCTPUPOBaAHNEM ceTen.

Mocne NpoxoXAeHns Kypca CTYAeHT O0JKEH 3HaTb OCHOBbI 1 onpefesieHnsa B 06,1acT KOMMNbOTEPHbIX
ceTen, 6a3osble TexHonorum LAN, MAN, WAN ceTelr, NpOTOKOJIbl MEXXCETEBOIr0 B3aMOAENCTBNS, OCHOBbI
NPoeKTMPOBaHNA ceTei, cnocobbl onTuMm3aunm ceten. CTyLeHT LOJKEH YMeTb MPOBOAUTL ANArHOCTUKY
HeucrnpaBHOCTEN ceTei, hopMmynuposaTb TpeboBaHns 1 GpopMupoBaTb CANCOK 0BOpPyAOBaHMA ANS
CO3[aHuns ceTen.



10. MecTo yyebHOM AMcCUMNAMHbI B CTPYKType OOM:

BxogHble 3HaHUA: «OnepaumoHHble CUCTEMbI», «TeopeThYeckne 0CHOBbI UHPOPMATUKI»,

11. MnaHupyeMble pe3ynbTaTbl 00y4eHUA NO AUCLUNMHE/MOAYJIO (3HAHUA, YMEHUA, HaBbIKK),
COOTHeCeHHble C NJIaHUpyeMbiMU pe3ysibTaTaMu OCBOeHUs obpa3oBaTeNIbHON NPOrpaMMbi
(KoMneTeHUUAMMU BbINYCKHUKOB) U MHAMKaTOPaMu UX AOCTUXKEHUA:

Kon v Ha3BaHMe KOMMeTeHLNn

MK-1 CnocobeH ocyLLecTBAATb
onpepenieHne nepBoHadabHbIX
TpeboBaHuUn, pa3paboTky u
TecTMpoBaHMe NHGMOPMaLNOHHbIX
cmcTem

KopA n Ha3BaHue
WHONKaTOpa KOMMETeHUNM

MK-1.1 Ymeet
OCYLLLeCTBAATb
onpepeneHune
nepBOHaYasibHbIX
TpeboBaHUN, Ha3HavYaTh U
pacnpenensaTb pecypchbl
npv peannsaumm
NHMDOPMALMOHHOWN CUCTEMBI

3HaHu4, YMEeHUA, HaBblKW

3HaTb: OCHOBbI M ONpeaeneHns
B 0671aCTN NHGPACTPYKTYPHI
NHTepHeT n nHTpaHeT-ceTen,
6a3oBble TexHonorum LAN, MAN,
WAN ceTein, NpOTOKOSIbI
Me)XCeTeBOro B3anMoencTeums
yMeTb: MPUMEHATb 3HAHUS
OCHOB KOMIMbIOTEPHBIX CETEN
L7119 NONYyYEHUS, XpaHeHNs,
nepepaboTkn 1 TpaHCAALUN
NH(OpMaL MM NoCpeacTBOM
COBPEMEHHbIX KOMMbIOTEPHbIX
TEXHOMOr N, B TOM Y1Ce B
rnobanbHbIX KOMMAbIOTEPHbIX
ceTax

BNlapeTb: MeToLaMn U
cpencTBaMu Noay4eHus,
XpaHeHus, nepepaboTku n
TpaHCAAUMN NHDOPMaLIUn
nocpeacTBOM COBPEMEHHbIX
KOMMbIOTEPHbIX TEXHOJIOM NI, B
TOM yuncne B rsiobanbHbIX U
JIOKaNbHbIX KOMMbIOTEPHbIX
ceTsX; CNoCOBHOCTLIO K
npoeccrmoHas bHow
3KCMJlyaTaLmm COBPEMEHHOI0
ceTeBoro obopynoBaHms



Kof 1 Ha3BaHMe KoMMeTeHL K

MK-5 CnocobeH pa3pabaThiBaTb U
nccnenoBaTb Moesnv 06bEeKTOB
npoteccMoHanbHOM AeATENbHOCTMH,
npennaraTb 1 adanTUpoBaTb
METOANKUN PELUEHUS Hay4YHO-
nccnenoBaTeNbCKUX 3a4av,
NaaHNPOBaTb U NPOBOAMNTL
nccnenoBaHus

Kon v Ha3BaHue
NHOVKaTopa KoOMMNeTeHL UK

MK-5.3 Ymeet
OCYyLLeCTBAATb
MOLENNPOBaHME NPOLLECCOB
N 06BEKTOB, MOCTAHOBKY U
npoBeaeHne
3KCNEPUMEHTOB MO
3aaHHON MeToLVuKe U
aHanu3 pe3ynbTaTos,
OCYyLLLeCTBASATb BbIOOP
ONTUManbHbIX PeLUeHNi

12. 06beM AuCUMNAUHBI B 3a4eTHbIX eAuHUuLax/yac:

3/108

®dopMa NPOMEeXYTOYHOM aTTecTaluu:

3a4yeT C oL eHKoMn

13. TpypoeMKOCTb N0 Bupam y4yebHon paboTbl

Bunpg y4yebHon paboThl

AyLNTOPHbIE 3aHATUSA
JleKUMOoHHbIe 3aHATMA
lMpakTn4yeckmne 3aHATUA
NabopaTopHble 3aHATKA

CamocTodaTenbHasa paboTa
KypcoBas paboTa

MpomeXxyTo4YHaa aTTecTaums
Yacbl Ha KOHTPOb

Bcero

13.1. Copep>xaHue AUCLUNIIUHDI

3HaHWA, YMEHNS, HaBbIKM

yMeTb: MPOeKTUpOoBaThb
WHPACTPYKTYpY VIHTEepHeT 1
WHTPaHeT-CeTen, Kak Ha OCHOBe
MO ceTeBbIXx OC, Tak U C
NCNoJIb30BaHNEM anmnapaTHbIX
peLleHnn

BNafAeTb: MeTo4aMu
NPOEKTMPOBAHUSA U peannsauum
MHPPaCTPYKTYpbl UHTEpHeT 1
WHTpPaHeT-CeTen, Kak Ha OCHOBe
MO ceTteBbix OC, Tak 1 ¢
NCNoJib30BaHUEM armnapaTHbIX
peLleHni

CemecTp 4 Bcero
24 24
12 12
0
12 12
84 84
0
0 0
0
0 0



n/n

2

HanmeHoBaHue
pasgena
OVCUMNINHDI

BeepneHune n
OCHOBHbIE
onpeneneHuns.
Mogenu.

TpaHCMOPTHbIN Y
CEeTeBOMN YPOBHN.

YpoBeHb
ynpaBAeHns
KaHanom
Ddnnyeckumn
YPOBEHb
MPOBOAHBIX U
H6ecnpoBoHbIX
ceTen.

Conep)aHue pa3aena
OVCLMJINHBI

OCHOBHbIe onpeaeneHus.
0630p npobnem
BO3HUKAMOLLUX TpK
B3aVUMOAENCTBUM
NHHDOPMALMOHHbIX
CMCTEM K nepepaye
NaHHbIX. [penmyllecTBa
NCMosb30BaHUA
KOMMbIOTEPHbIX CETEN.
Knaccuurkauns ceten no
macwTaby (LAN, WAN, ...)
. AKTBHOE 1 NacCuBHOE
ceTeBoe obopyaoBaHme
Mopenb B3anMOCBS3U
OTKPbITbIX CUCTEM
0SI/1SO.

TpPaHCNOPTHbLIN U CETEBON
YPOBHMU
NHMDOPMALMOHHbIX CETEN.
TCP npoTokon. UDP
NPOTOKOJI.
Nepapxuyeckue cetu,
noaceTun, ceTeBon
YPOBEHb.
MapwpyTtusauums. IPv4.
IPV6.

YpoBeHb yrnpassieHns
KaHaJioM. YnpasJieHne
LOCTYMNOM K cpege,
hopmaTmpoBaHue
DaHHbIX. Ethernet.
®U3NYECKUN YPOBEHDb -
CUrHanbl, MOAYNAUMA U
KoLupoBaHue. Cpefpbl.
becnpoBoAHble ceTu..

Peanu3auns pasgena AUCUUMIINHBI C
NMOMOLLbIO OHNAaMH-Kypca, IYMK

9YMK «KoMmnbloTepHble ceTu»,
https://edu.vsu.ru/course/view.php?id=3037

IYMK «KoMnbloTepHbIE CeTU»,
https://edu.vsu.ru/course/view.php?id=3037

9YMK «KoMnbloTepHble ceTu»,
https://edu.vsu.ru/course/view.php?id=3037



n/n HauwMeHoBaHue
pasgena
ONCLUNINHBI

4 MapLpyTnsaums B
ceTax nepenadu
JaHHbIX.

5 JlokanbHblE CceTn.
CKC.

6 OCHOB!
NH(MOPMaLMOHHOW
6e3onacHocTun
ceTen.

2 TpPaHCNOPTHbLIN 1
CEeTeBOMN YPOBHU.
(nab.)

Conep)aHue pa3aena
OVCLMJINHBI

MapLpyTrsaums B ceTsax
nepefayn SaHHbIX.
Tabnuua
MapLupyTU3aLnn.
OnpepeneHune nyTu.
CraTnyeckas
MapLpyTu3aLuns.
MapLpyTunsaums no-
ymondaHuio: “Next-hop”,
“Exit Interface”.
IvHaMmunyeckas u
agLanTuBHas
MapLpyTu3aLuns.
ArperunpoBsaHue
MapLupyTOoB. YnpaBneHue
1 NOWCK HemcnpaBHoOCTEN
MapLpyTU3aLun.

JloKanbHble ceTn -
co3aaHue.
CTPYKTYpupOBaHHbIe
KabenbHble CUCTEMBI.

OcHoBbI
NHMOPMaLMOHHOW
Be3onacHoCTM ceTen.
YrpaBneHune puckamu.
MonnTuKM 1 npoueaypbl
6e3onacHoCcTU. ATaku u
METOAMNKN BTOPXKEHUNA.
CeTeBble 3KpaHbl, X
TUMbI U TOMONOr K,
YPOBHU COrJlacHO MoAenu
DoD TCP/IP. NAT. IPsec u
VPN - KpaTkoe BBefeHue.

Nab. 3aHaTus: IPv4
agpecauus, Tunbl
afpecoB, Ha3HayeHwe,
BbIYUC/IEHNE afpecoB.
TecTnpoBaHue ceTeBoro
YPOBHSA. YTUAUTHI ip,
ipconfig, ns lookup,
netstat. IPv6 - 6a3oBa#
KOH(Urypaums.

Peanu3auns pasgena AUCUUMIINHBI C
NMOMOLLbIO OHNAaMH-Kypca, IYMK

9YMK «KoMnbloTepHble ceTu»,
https://edu.vsu.ru/course/view.php?id=3037

9YMK «KoMmnbloTepHble ceTu»,
https://edu.vsu.ru/course/view.php?id=3037

9YMK «KomnbtoTepHbIe CeTn»,
https://edu.vsu.ru/course/view.php?id=3037

9YMK «KoMnbloTepHble ceTu»,
https://edu.vsu.ru/course/view.php?id=3037



n/n

13.2. Tembl (pa3pensl) AUCLUNANHBI U BUObI 3QHATUHA

No
n/n

HanmeHoBaHue
pasgena
OVCUMNINHDI

YpoBeHb
yrnpaBieHuns
KaHaoMm
Ddnsnyeckuin
YypPOBEHb
NMPOBOAHbIX U
6ecnpoBoAHbIX
ceten. (nab.)

MapLpyTnsaums B
ceTax nepenadn
OaHHbIX. (nab.)

JloKanbHblE CETN.
CKC. (nab.)

OcHoBbI
NH(MOPMaLMOHHON
6e3onacHocTun
ceten. (nab.)

HanmeHoBaHune
TeMbl (pa3aena)

BBepgeHune n
OCHOBHble
onpepneneHuns
Mopenn.

TpaHCAOPTHbLIN 1
CeTeBOW YPOBHW.

JleKyMoHHble
3aHATUSA

Conep)aHue pa3aena
OVCLMJINHBI

Nab. 3aHATuA: Ethernet
obopynoBaHue. Kanp
Ethernet, cpenbl 1
MeTOoAbl A40CTYynNa.
KOHLeHTpaTopslI,
KOMMYTaTOpPbl, MOCTbI.
MpoTokos ARP n komaHza
arp. CHudepsl

J1ab. 3aHATNS
Knaccngukaums n
KOH(UryprpoBaHue
CTaTUYECKON n
OVHaMM4YyecKonm
MapLUpyTMU3aLumM Ha
MapLpyTmn3aTopax.
ba3oBble KOMaHAObI
XOCTOB: ping, traceroute,
route.

Jlab. 3aHATME
MpoekTnpoBaHue
afpeCcHbIX CXeM

Nab. 3aHATHe
KoHdgmrypuposaHne NAT
N CeTeBOro 3KkpaHa Ha
ocHoBe |Ptables.
KoHurypuposaHue
CeTeBOro 3KpaHa
Windows Firewall.

3aHATUA

MNpakTnyeckune

Peanu3auns pasgena AUCUUMIINHBI C
NMOMOLLbIO OHNAMH-Kypca, DYMK

9YMK «KoMnbloTepHble ceTu»,
https://edu.vsu.ru/course/view.php?id=3037

9YMK «KoMnbloTepHble ceTu»,
https://edu.vsu.ru/course/view.php?id=3037

9YMK «KoMnbloTepHble CeTu»,
https://edu.vsu.ru/course/view.php?id=3037

9YMK «KoMnbloTepHble ceTu»,
https://edu.vsu.ru/course/view.php?id=3037

NabopaTopHble
3aHATUSA

CamocTtoaTenbHass Bcero
paboTa

4 5

16 20



Noe  HammeHoBaHue JNlekumoHHble  [MpakTuyeckne JlabopaTopHble CamocTosiTenbHas Bcero
n/n  Tembl (pa3gena) 3aHATUSA 3aHATUSA 3aHATUSA paboTa

3 YpoBeHb 2 2 12 16
yrnpaBieHus
KaHa/loMm
dunsnyeckni
YPOBEHb
MPOBOHBIX 1
6ecnpoBogHbIX
ceTen.

4 MapLwpyTusaums 4 4 26 34
B CETAX nepenayu
LLaHHbIX.

5 JIoKasbHblE CETHN. 2 2 14 18
CKC.

6 OcHoBbI 1 2 12 15
NHMOPMaLMOHHON
6e3onacHoCTHU
ceTen.

12 0 12 84 108

14. MeToaunyeckue yKasaHus gnsa oby4aloLmUXcs No OCBOEHUIO O UCLUMNIINHDI

AvcumnanHa TpebyeT paboTbl C hannamMu-npeseHTaUnAMN NeKUUN U COOTBETCTBYIOLWMUMMK FNaBaMu
PEKOMEHI0BAHHON OCHOBHOW NNTEPaTypbl, @ TakXe, 0643aTeNbHOr0 BbIMOJHEHNS BCEX JlaDopaTOPHbIX
3afaHNN B KOMMNbIOTEPHOM Knacce. CaMoCToATeNIbHaaA NOArOTOBKa K NabopaTOpPHLIM 3aHATUAM He
TpebyeTcs, T.K. HeobxoANMble pekoMeHAaUNM AAOTCA B ayAUTOPUN, TAE BbINOJHATCA NabopaTopHble
paboThbl.

CamocToaTenbHas paboTa NpoBOAUTCA B KOMMbIOTEPHbIX Kaccax ®KH ¢ ncnosib30BaHNeM MeTOANYECKUX
MaTepuanoB pPacrnosioXeHHbIX Ha y4yebHo-meToan4eckoM cepeepe PKH "\\fs.cs.vsu.ru\Library" n Ha
cepsepe Moodle BI'Y moodle.vsu.ru, BbiMonHeHWeEM 3aaa4 KOH(OUIypUpoBaHus BupTyanmsmposaHHon NC.
Bo Bpemsi camocToAaTeNbHOW paboTbl CTYAEHTbl WCMOJIb3YIOT 3/1€KTPOHHO-6UBNNOTEYHbIEe CUCTEMBI,
LOCTYMNHble Ha nopTane 30HaNbHON Brubnnotekn BIY no agpecy www.lib.vsu.ru. YacTb 3apaHuin MoXxeT
ObITb BbIMOJIHEHA BHE ayAMTOPWUA Ha AOMallHEM KOMMbloTepe, Nnociae KONMpoBaHUA MeTOoAMYeCKUX
yKa3aHun n Heobxoammoro MO ¢ y4ebHo-MmeToanYeckoro cepeepa PKH.

15. NepeyeHb OCHOBHOM U A,ONOJIHUTEJNIbHOW NIUTEPaTypPbl, PECYyPCOB MHTEPHET, HeobXoaUMbIX
AN OCBOGHUA AUCLUNIINHDI



Ne NcToYHMK
n/n

1 MpockypskoBs, A.B. KOMMbloTepHbIE CETU: OCHOBbLI MOCTPOEHNS KOMMbIOTEPHbLIX CETEN U
TesleKOMMYHUKaumm : [16+4] / A.B. NMpocKypsakoB ; MUHUCTEPCTBO HAYKMN 1 BbICLLErO
obpa3oBaHus Poccuinckon ®epepaunn, FOXXHbIN heaepanbHbii YHUBEPCUTET, NH)XXeHepHo-
TexHosornyeckas akagemms. - Poctos-Ha-[oHy ; TaraHpor : KOXXHbIn hefepanbHbIn
yHuBepcuteT, 2018. - 202 c. : un. — YHuBepcuteTCcKas bubanoteka OHAaNH : 3/1IEKTPOHHO-
b6ubnnoteyHas cuctema. — Pexum goctyna :
http://biblioclub.ru/index.php?page=book&id=561238

6) nononHMTeNbHas AuTepaTypa:

Ne McToYHUK
n/n

1 OcHoBbl paboThl B nporpamme CISCO PACKET TRACER : y4yebHo-MeToam4eckoe nocobue /
coctaButenu I'. B. Abpamos [1 ap.]. — BopoHex : BI'Y, 2017. — 31 ¢. — TeKCT : 3/IeKTPOHHbIN //
JlaHb : an1eKTpoHHO-bnbnnoTeyHasa cnctema. — URL: https://e.lanbook.com/book/154795 (paTa
obpaleHns: 23.05.2023).

2 Oemnpos, J1. H. OCHOBbI 3KCMAyaTauumn KOMNbIOTEPHbIX CeTen : y4ebHnK ansa 6bakanaspos /
J1. H. Oemnpos. - Mocksa : MpomeTen, 2019. - 799 ¢. : na., Tabn., cxem. - Pexxum goctyna: no
noanucke. - URL: https://biblioclub.ru/index.php?page=book&id=576033 (naTa obpalieHus:
23.05.2023). - bubnunorp.: c. 750 - 752. - ISBN 978-5-907100-01-5. - TeKCT : 3/IEKTPOHHbINA.

3 Kosasnb A.C. UHpopMaLmoHHbIe ceTu : Yuyeb. MaTepuasbl K 1abopaTopHbIM 3aHATuAM / A.C.
KoBasib. - BopoHex : JIOI Bry, 2006. - 22 c.

4 Kosasnb A.C. IHpopMaLmoHHbIe ceTu : Y4eb. MaTepmabl K NEKLNOHHbLIM 3aHATUAM / A.C.
KoBasnb. - BopoHex : JIOIN BrY, 2006. - 91 c.

B) MH(OPMALIMOHHbIE 371EKTPOHHO-06pa30oBaTe/IbHbIE PECYPChI:

Ne n/n NcToYHMK

1 Bubnunoteka BIY, http://www.lib.vsu.ru
2 CepBep y4ebHo-MeToanYeckux matepmanos ®KH, \\fs.cs.vsu.ru\Library
3 JYMK «KomnbloTepHble ceTu», https://edu.vsu.ru/course/view.php?id=3037

16. MepeuyeHb yuebOHO-MeTOogUUYECKOro obecneyeHus A CaMOCTOATENIbHOW PaboThI

Ne n/n NCTOYHUK

1 Cepsep y4ebHo-MeToAnYeckux matepuanos ®KH, \\fs.cs.vsu.ru\Library



Ne n/n NCcTOYHMK

2 9YMK «KomnbloTepHble ceTu», https://edu.vsu.ru/course/view.php?id=3037

17. Obpa3oBaTenbHble TEXHOJNIOTUM, UCNOJIb3yEeMble NPYU peannsauumn y4eOHOW AUCLUNIINHDI,
BKJ1I0YasA OUCTaHUMOHHbIe oOpa3oBaTenbHblie TexHonoruun ([OT), anekTpoHHoe oby4yeHue (30),
CMeLLUaHHoe obyuyeHue):

1. TexHonorum BUpTYyaausaLnm:
Cpega BupTyanmsauum Oracle/Sun Virtual Box

2. dNeKTPOoHHO-bMbnnoTeyHaa cnuctemol «YHnBepcuteTckas bubnmnoteka online» (http://biblioclub.ru) n
«JlaHb» (http://lanbook.com)

3. ObpazoBaTenbHbI NnopTan Moodle (cepep Moodle BI'Y)

4. CepBepHble 1 kaneHTckne OC Microsoft.

5. OnepauwnoHHas cuctema GNU/Linux (anctpnbytus PEL OC).
18. MaTepuanbHo-TexHU4YecKkoe obecneyeHne AUCLLUNIIUHDI:
1. JleKuMOoHHasa ayanTopms, oCHalweHHasa BUAEONPOEKTOPOM.

2. KoMMblOTEPHbINA KNacCc Ans nposefeHns nabopaTopHbIX 3aHATWIA, OCHALLEHHbIA NPOrPaMMHbIM
obecneyeHnem VirtualBox. O6bem csoboaHom nocne 3arpy3ku OC onepaTuMBHOM NamMaTy Ha paboyee
MecCTOo He MeHee 4 ['b (TpebyeTcs N5 BUPTYanbHbIX MaLLWH).

19. OueHo4YHbIEe CpeacTBa AJA NPOBEAEeHUA TeKyLL el U NPOMEXYTO4YHON aTTecTaluumn

MopsLoK OLEHKN 0CBOEHMS 0byyvatoLmMMmncs y4ebHoro MmaTepumana onpeaenseTcs Coaep XxaHnem
cneayoLWmx pa3aenos ANCUUMNINHGI:

Ne Pazgensl ANCUUNAUHLI (MOLYIN) Kon Kon OueHo4Hble cpefcTBa
n/n KOMMNeTeHuun nHOnKaTopa ONs TekyLen
aTTecTauunn
1 Pasnen 1 BeefneHue 1 0CHOBHbIE MK-1 MK-1.1 KoHTponbHasa paboTa
onpepeneHnsa. Mogenu. Pasgen 2 1. NTabopaTopHbIe
TpaHCNOPTHbLIV U CETEBOW YPOBHN. 3afaHnsa 1-4.

Pasnen 3 YpoBeHb ynpasJsieHUs
KaHanoM ®un3nyeckuin ypoBeHb
NPOBOAHbIX 1 6HeCnpoBOAHbIX

ceTen.

2 Pazoen 4 MapwpyTtusauns B cetax  K-5 MK-5.3 KoHTponbHasa paboTa
nepepayu gaHHbIX. Pasgen 5 2. NNabopaTopHble
JlokanbHble ceTn. CKC. Pa3pnen 6. 3a4aHung 5-9

OCHOBbI MH(HOPMALMOHHOW
6e3onacHocTu ceTen.



Ne Pazgensl ANCUUNAUHLI (MOLYIN) Kon Kopg OueHo4Hble cpefcTBa
n/n KOMMNeTeHLnn nHOnKaTopa ONs TekyLen
aTTecTauunmn

MpomMeXXyToYHas aTTecTaums

dopMa KOHTPONSA - 3a4eT C OLLEHKOW

OLEeHOYHbIE CpeaCcTBa A5 MPOMEXYTOYHOM aTTecTaLmm

OnHo 13 nabopaTopHbIX 3aaHniA. BbICTyNNeHNe Ha CEMUHApE.

20 Tunosble OLEHOYHbIe cpenctea M MeTogudeckue MaTepuanbl, onpeagensoliue npouenypbl
OLeéHUBaHuA

20.1 TeKyLiMih KOHTPOJIb yCNeBaeMoOCTH
TexHoNnorus nposepeHus:

Tekyllas aTTecTauns NpoBoANTCS B (hOPMaXxX NMUCbMEHHbIX (UK B 3/IEKTPOHHOM BUAE Ha CalTe
edu.vsu.ru) KOHTpPObHbIX paboT No nekunsam n nabopaTopHbiX 3agaHnn. OLEHKN 33 BOMPOChI KaXX 40N
KOHTPObHON PaboTbl CyMMMPYIOTCS U CyMMa 3aTeM HopMupyeTcsa K 50-6annbHoMy 3HaveHuo. Kaxaas
nabopaTopHas paboTa OLEHMBAETCS KakK BbINOJIHEHHASA UM HEBbLINONIHEHHAA COrNacHO KPpUTEpUaM B eé
onucaHumM Ha edu.vsu.ru. B KOHLLe ceMeCcTpa BblYNCASETCA CPpeaHAs OLEHKa 3a BCE KOHTPOJIbHbIE PaboThl
1 nabopaTopHble 3a4aHNA. OTa OLEHKa SBASETCS OLEHKON 3a paboTy CTyLeHTa B Te4YEeHMe BCEro
cemMecTpa U UCMNOJIb3yeTCa A1 pacyeTa UTOrOBOM OLEHKM No npeaMeTy (cM. pasgen 20.2).

CooTHOLLEHHUEe NnoKa3aTenen, KpuTepueB U WKaJibl OULEHUBAHUA pPe3ynbTaToOB 06y=|eHm|

KpuTepumn oueHnBaHNSA KOMAETEHLNIA YpoBeHb LLIkana oueHoK
CHOPMUPOBAHHOCTM
KOMMETEeHL NN
BepHble 0TBETbI Ha BCE BOMPOChI KOHTPOJIbHOM paboThl. Bce  |MMOBbIWEHHLIN OTnnyHo
KpUTepum BbiNoJIHEHNA 1 paboTocnocobHOCTN B YPOBEHb

nabopaTopHbIX 3a4aHUAX - YAOBJETBOPEHbI.

BepHble 0TBEThI Ha 60/1bLUYO YaCTb BOMPOCOB KOHTPOLHON  |Ba30BbIN XopoLulo

paboTbl. bonbllas 4acTb KPUTEPUEB BbIMOJHEHNA 1 YPOBEHb

paboTocnocobHocTn B nabopaTopHbIX 3a4aHUSAX -

yL0B/€TBOPEHa.

BepHble oTBeTbl Ha Hanbonee BaXkHble YacTW BOMPOCOB Moporoseii YLOBNETBOPUTENBHO
KOHTPOAbHOW paboTbl. ba3oBas YaCTb KpUTEPMEB YPOBEHb

BbINOJIHEHUS U PaboToCNoCcobHOCTM B NabopaToOpPHbIX
3afaHnAX - yOOBNETBOPEHa.

HeT unm KpaiHe Mano BepHbIX OTBETOB Ha Hanbonee BaXkHble
4acTuW BOMPOCOB KOHTPONbHOW paboThl. ba3oBas 4acTb
KpUTEpreEB BbINOAHEHNSA 1 paboTOCNOCO6HOCTY B
nabopaTopHbIX 3aJaHUsX - He y40BEeTBOPEHa.

HeypnoeneTBopuTEsIbHO

dopMUupoBaHMe OLLEHOK:

Mpy oLeHMBaHWY pe3y/ibTaTOB TEKYLLen aTTecTauny NCNob3yeTCa KOMYEeCTBEHHAs LWKala OLEeHOK.
YnomsaHyTas Bbiwe 50-6an1bHas cpefHAa oLeHKa onpegenseT ypoBeHb ChOPMMPOBAHHOCTM
KOMMeTeHLUMN 1 BANSET Ha UTOrOBYIO OLEeHKY (CM. pa3gen 20.2).

Mepe4yeHb nabopaTopHbIX 3amaHUN



PacyeT 6tog)KeTa MOLLHOCTU U OCHOBHBbIX XapakKTeEPUCTUK
KOMMYHUKALWOHHOWN CUCTEMBI

N3yyeHme CKK. OnpeneneHmne BeposaTHOCTY B1TOBOM OWNBKK
KaK (PYHKLUN OTHOLLIEHNS CUTHaN-WyM NS Pa3/iMyHbIX BUAOB
MOAYALNN

KoHhurypuposaHue nHgpactpyktypHon WiFi-ceTu, AAA-
cepsepa

MnaHnpoBaHWe agpecHoro NpocTpaHcTea IPv4-ceTen u
co3flaHune ceTu

KoHhuUrypupoBaHue NHGPacTpyKTYpHbIX cnyx6 IP-ceTu:
DHCP n DNS.

MocTpoeHmne, NpoBepKa paboTocnocobHOCTM 1 NOUCK
HeucnpaBHocTen B IPv4/IPv6 ceTax (DualStack)

MocTpoeHue IPv6-over-IPv4, GRE TyHHenen.

AHanus IP-CBA3HOCTM M NOCTPOEHME Ha 3TON OCHOBE IP-KapThbl
ceTu

MynbTudunnnanbHas cetb ¢ WAN FrameRelay/MPLS.

MepeyeHb BONPOCOB ANA KOHTPOJIbHbIX paboT

Ne

Bonpockl KOHTPONbLHOM paboThl 1

1

YTo Takoe NNHUS CBA3W, YeM OTIMYAETCA OT KaHana nepefayv AaHHbIX? MNepeyncnuTe n gante
onpepeneHns XxapakTepucTukam NMHNIN CBA3N, YKaXXnTe cnocobbl x npeacTaBneHns/e AanHnLbI
n3mepeHunin. MNMpuseante npuMepsl J0OLIX N3BECTHLIX BaM 3HaYeHnn XapakTepucTuk (aas aobon
cpenbl).

[epe4yncnnTe TUMOBbLIE TOMOJIOrUN ceTen. B 4eM oTAMYME TOMOSIOTUIA LWMHA (MW LUMHA B TOYKE) U
3Be€3.a.

04 4ero ncnosb3yeTca Moayaaumsa, MoOXXHO i 6e3 Hee 06ONTUCL NpK Nepefaye faHHbIX, B
KakoM cniyvae (06bAcHUTEe noyvemy)? B yem npuHumnuanbHele oTanyuus QAM n PSK Mmoaynsauni,
Kakune TexHu4eckme npobnemMsl MOXKET Bbi3BaTb 3TO OT/IM4ME?

YTO nMetoT B BMUAY, KOrAa rOBOPAT, YHTO KOMMYHUKALMOHHAA CUCTEMA OrpaHMyeHa no MOLWHOCTI?
A no nonoce? Kak 3Tu orpaHu4eHuns onpeaenntb? B nepeoi nabopaTopHon 3a1aye,
crnekTpanbHasg apdekTnBHocTb BPSK nonaranack pasHom 0,5. MoXXeT M CNOXUTLCS CUTyaums B
LaHHOW 3afaye, Npy KOTOPOKW CnekTpasbHas 3PPeKTUBHOCTb NAaIbHON CUCTEMBI
COOTBETCTBYIOLLEN YCN0BUAM 3ada4u, byneT meHblle 0,57 ECam 3T0 BO3MOXXHO, TO MPU KakmnXx
YCNOBUSAX 3a4a4m?

YT0 Takoe MHOrOypPOBHEBbIE MOLENN CETU, A5 HEro OHU HYXXHbI? MNprBeanTe NpuMepsl
mMozenein. Ha3oBMTe YPOBHM 1 OMMLLUTE 3aA4a4M KaXK0ro YPOBHS.

Y10 Takoe cnekTpasbHaa 3 PeKTUBHOCTb, eANHNULbI ee N3MepeHus, cnocod BblYNCIeHNN?
MpuBeanTe NPUMEP BbIYUCSIEHNS ANF KaKOW-NM60 IMHUKM CBA3M (Hanpumep, BUTOW Napbl 1 T.M.) €
3afaHHbIMM Bamy (MOXXHO NPOU3BOJIbHO) XapaKTepUCTUKaMMU.

YT0 Takoe My/NbTUMNEKCMPOBAHNE U LEMYNbTUMNIEKCHPOBAHNE NAKETOB (B CTEKE NPOTOKOIOB),
KaK onpepensieTcs nyTb NakeTa B CTeke (MOXKHO NokasaTb Ha npumepe HTTP-Bebcepsuca)?




YT0 Takoe KOMMNEeKCHoe NpeacTaBieHne Mooy IMPOBAHHOMO CMrHana. YTo Takoe cossesane (B
T.4. npumMepbl)? MOYEMY UCKAXKEHHBIE LLIYMOM COCTOSHUS CUTHANA B 3aLyMJIEHHbIX CO3BE3MSAX
COCPeAOnTOYEHbI-BNUCAHbI B OKPYXKHOCTb, @ He, HanpuMep, B 0Bas Uaun apyryio durypy? Ecnm ato
3h(heKT onpeneneHHbIX YC0BUA IKCNEPUMEHTA, TO KaKMX UMEHHO? MoryT u ObIThb
«HECUMMETPUYHbIE» UCKAXKEHUS 1 B KaKUX CNly4asx? MoyeMy peasibHO UCMOosb3yeMble
CUrHanbHble co3Be3ans 06bIYHO CUMMETPUYHBI?

YT0 Takoe CaMOCUHXPOHU3NPYIOLLNACS LungpoBon koa? MprueeauTe npumep

10

HanuwinTe 0CHOBHbIE 3aBUCMMOCTU MEXY KPAaTHOCTbIO 0OHApYXBAaEMbIX OLLIMOOK,
ncrnpaBnasieMbix oWNOOK 1 KOLOBLIM paccTosiHMEM KoAa. [puBeanTe NpuMepbl UCNpPaBAEHNS 1
obHapy>XeHns oLnBOoK.

11

Y10 Takoe I/Q MmooynaTop 1 Kakum obpa3om oH paboTaeT? YTO HyXHO 415 TOro, 4TobbI
peasin3oBaTb ero NporpaMMHo?

12

OnNWLWNTE YCTPOMNCTBO U OCHOBHbIE XapaKTePUCTUKIN ONTOBOJIOKOHHOMO Kabens. Kakue bbiBatoT
TUMbI 3TOro Kabens, B 4em UX oTanYMe 1 06nacTn NpUMeHeHNs. Kakue elle CywecTBYOT cpefbl
nepeaayu, NCnonb3ytoLime onTUYECKUA Anana3oH?

13

YTo Takoe WHKancynsums nakeTos, MpUBEAMTE ee NpuMepbl. YTO Takoe 1 Kak UCnosb3yeTcs
«3aroI0BOK» MakeTa, 0T 4Yero 3aBuMcuT % cnyxebHon nHpopMaummn B NakeTe, B KaKUX Caydasx
3TOT % YMeHbLUaeTCs, yBennynsas apd. CKopocTb?

14

Kakue cyliecTByOT cnocobbl Noay4YeHNs 3aBUCUMOCTU OTHOCUTENbHON OLLUMOKN OT OTHOLLEHMWS
¢/w (BogoMafHOW KpUBOW) ANSA 3a4aHHOIN0 BUAa MOAYNAUNN? OXapakTepusynTe «+» n «-» U
0CO06EHHOCTU 3TUX Ccnocobos.

15

B yem ngesa OFDM, DMT - MOAYAALMIA, C KaKOW LieSibio Ha CTOPOHE MOAYNATOPa BbINONHAETCA
obpaTHoe BMN®?

16

MpMMepPOM KakKoro asieMeHTa CTPYKTYpbl CETY nepefayn AaHHbIX aBnseTca mogem: 00 nnun
AKL? O6bacHUTE novemy. O6bsacHUTe (6e3 pucyHkoB) poan 00 n AKL.

17

Mepevncnnte ypoBHU OSI. ONnWNTE Ha3HaYeHMe KaXKaoro ypoBHA. YTo Takoe NpoTOKO
npuBeanTe NPMUMEpPbLI MPOTOKOOB, ONULLMTE UX PaboTy B paMKax MHOFOYPOBHEBOW MOAEsN?

18

YT0 Takoe cbopka 1 pa3bopka NaKeToB, A4S YEr0 U B KaKMX Cyvasix Mpom3BoanTca? YTo Takoe
MTU?

19

Bosbllie nnn MeHble A0JKHO ObiTh paccTosHMe X3MMUHIa MeXxy BepPHbIMU KOL4OBLIMW CJIOBaMU,
H4EM OHO MOXET NONYYNTbCA B pe3yibTaTe owmnbok. ObbACHUTE no4yemy n npnsennTe nNpuMeps.bI.

20

MNepeyncinTe UCNosb3yemble B CETAX Cpelbl nepenayn. lMepevyncante OCHOBHbIe
XapPaKTEPUCTUKN Cpel, YKaXXNTE KaK BJINAKOT 3TUN XapPaKTEPUCTUKN Ha XapPaKTePUCTUKN CUCTEM
nepefayn faHHbIX, OCHOBaHHbIe Ha 3TUX cpelax. Kakune Tpe6OBaHI/I$| npenbAaABAAT K Cpeje
aynnekcHble CUCTEMbI Nepenaydn OaHHbIX? B 4eM oT/n4me ot TDGGOBaHI/IVI HOHy,D,yFIJ'IEKCHbIX?

21

Kak knaccucuumpyroTcs ceTi no macwutaby? (nepevyncnute npusHaku 1 NnpuMepHble anmanasoHsbl
3HAYEHWU ANs CeTel pasHbIi MaclWwTabos. BuigenmTe Hanbonee HagexXHble KnacCuPUKaLMoHHbIe
MPU3HaKW.

22

YTo Takoe 1 Kak UCMOoJIb3yeTCs MOPOXKAAIOLLMIA MOJMHOM U YTO TaKoe CTaHAaPTHbIN
nopoxxaatowmin noanHom B CRC?

23

YTO TaKoe CTeK MNPOTOKOJIOB, YEM OTJINYAETCS OT MHOrOypoBHeBOM Mogenun? 4Yto Takoe GOSIP,
409 4ero 1 Kem 06bI4HO (MpruMep) ncnonb3yTca?

24

Ecnun no kKakum-nnbo npnynHam He paboTaeT npoTtokos ARP (Hanpumep, hanpsor,
HENCNPaBHOCTb), CMOXET NN y3en nepefath IP-nakeT n Npu Kakux ycaoBusx?

25

Y10 Takoe Tabnmua kommyTaTopa? Mprueeante npumep Tabanubl 1 3aN0NHUTE Napy CTPOK. YTo
npon3onaeT, ecam Tabnauua nycrta (KOMMyTaTOP TOJIbKO YTO BK/OYEH)? KakuMm obpa3om
NPONCX0AMNT 3amnojiHeHne 3Ton Tabanubl?

26

MpoTokon DHCP: nocnenoBaTeibHOCTb AeNCTBUI KNMeHTa 1 cepeepa. Korga KAneHT NoBTOPHO
3anpocuT NoATBepXXAeHne apeHabl? Korga, npy HENOATBEPXXAEHWUIN apeH bl AN HeJOCTYNHOCTU
DHCP-cepBepa, KIMeHT AoJKeH 0cBO6OAUTbL MNONYyYEHHbIN aapec? MpenmyLlecTsa U BO3MOXXHbIE
npobaemsl Npu ncnoas3osaHun DHCP.

27

Y10 Takoe aBTOHOMHbIEe cucTeMbl ceTu Internet? Onga Yero notpebosanochb nx co3paHune? Kak
BbIMOJIHAETCS MapLpyTu3auma B rnobanbHon cetu Internet, kakme TpebosaHus 0bbI4HO
npenbABASAIOT K aBTOHOMHbLIM cucteMam? Y1o Takoe IGP n EGP (npuBeguTe npumepsl 44
Kaxkgoro)? [as 4yero Hy>XHbl AS, B 4eM Lieflb UX CO34aHuna?




28

MycTb IP-agpec HEKOTOPOro y3a NoACeTH paBeH IP, a 3HaYyeHue macku gns aTon nogcetn MASK
(3annwem paHHble B BuAe IP/MASK). 3annwwnTte agpec B CIDR-Buge. Onpenennre ceTeBon un
LUMPOKOBeLLaTebHbIA aapeca ANs 3Toro y3na. Kakoe MakCMMasibHOE Y1C0 Y3/10B MOXKET ObiThb B
3TOoM noaceTn? JaHHble 3agayn: 172.16.141.1/255.254.0.0

29

Kak 1 no4yemMy M3MeHA0TCA CKOPOCTU Nepefayn faHHbIX MeXAy y31amu nocsie cermeHTauum
CeTN C NOMOLLbIO KOMMYTaTOPOB? Kakoe [0MOJSIHUTEsIbHOE NPenMyLLEeCTBO BO3HUKAET, KOra
CerMeHT cocTouT 13 1 KoMnbtoTepa (1 MopT KOMMyTaTopa - 1 NOAK/OYEHNE K KOMMbIOTEPY)?

30

Kak pacwungpoBbiBaeTCsA U 4TO 0603HaYaeT KaXX bl 31EMEHT CMrHaJIbHOro CTaHAapTa Ethernet
(Hanpumep, 10Base-2)? MprBeguTe NpUMepbl CUrHabHbIX CTAaHAAPTOB U paclngpynTe nx. Yem
OT/IMYAETCA NEPEKPECTHbIN (Cross-over) oT NapannenbHoro (straight-through) kabenn Ha ocHoBe
BMUTONM Mapbl? Kakue cpenbl nogaepxueaet Ethernet?

31

Kakune CyLLecTBYIOT KJiacChl IP-ceTen, No KakoMy NPUHLKUMNY BbINOJHAETCSA pa3geneHune
agpecHoro npocTpaHcTea IP Ha Knacchl? Kakyto uenb npecnenoBann pa3pabotyinku
«KJ1TAaCCOBOr0» NMoaxoJa 1 Kakue npobnembl BO3HUKAM nocne Beoaa CIDR?

32

YTo Takoe LOMEH KON U NOYEMY XKeSlaTeNbHO COKpaLlaTh KOJIMYeCTBO Y3/10B B HeEM? HTO
Takoe no3gHue konnmsum (late collisions) n kak NpefoTBPaTUTL UX BO3HUKHOBEHME? YTO Takoe
bpoagkacT-goMeH?

33

laHHbIe 3aga4m (CM. NOCTaHOBKY 3adayn B Bonpoce N5): 12.161.131.13/255.255.224.0

34

YT1o 3anucaHo B Tabnuue MapupyTuauum (IP-tabnuue)? ECnm eCcTb HECKONBLKO 3anucen ob
O04HOM U TOM K€ Ha3Ha4yeHnn, Mo KakoMy NPUHLMNY BbiIbMpaeTCcs Ta 3anncb, Ha OCHOBE KOTOPOW
byneT poctaBnATbCA nakeT? MNpumep.

35

Mo KakMM LBYM NMPUYMHAM OrpaHUYMBaIOT AJNHY CErMeHToB ceTeir Ethernet? Kakume ecTb
CNocobbl «yAMNHUTE>» CeTb?

36

OnuwuTe Kak peannsoBaHa cucTemMa LOMeHHbIX uMeH Internet (DNS). Mpueenute npumep DNS-
3anpoca (nonyyeHmsa ns cuctemsl DNS unHpopmaumm ob IP-agpece xocTa ¢ UMeHeM
www.cs.yale.edu). Yem oTM4alOTCA UTEPATUBHBIN U PeKypPCUBHbLIA Tunbl DNS-3anpocos?

37

MoyeMy 3amep)xka cermeHTa Fast Ethernet He 0o/mKHbI NpeBbiWaTb 512bt? Kak nony4nnocs 310
yncno?

38

laHHble 3aga4m (CM. NOCTaHOBKY 3a4ayu B Bonpoce N6): 13.11.128.125/255.255.255.128

39

Kakasi CyLlecTBYeT ajibTepHaTMBa NUCNonb30BaHMio DHCP (Kpome py4YHOro Ha3HavyeHus)? MoXXHO
JIN MPUBSA3ATb U KaK KOHKPETHbIA KOMMbIOTEP K KOHKPETHOWN IP-KOHUrypaumm npu
ncrnosb3oBaHum DHCP?

40

YTo Takoe naockKas ceTb, Kakhe y Hee CyLLeCTBYIOT orpaHmyeHns? Ha kakom obopynoBaHum
CTPOATCA NJIOCKME CeTH, a Kakoe obopyrnoBaHue TpebyeTcs Ana nepapxmyieckux? Noyemy cetb
Ha OCHOBE KOMMYTATOPOB HeJb35 PaclUUpPATb HeOrpaHNYeHHo, 006aBAAA-NOAKIIYas HOBbIE
KOMMYTaTOpPbI?

41

Kakyto 4acTb (B NpoLleHTax oT BCEro aipeCcHOro NpocTpaHCcTBa) IPv4 cocTaBaaloT ceTu Kacca A,
B, C? ObbsicHMTe 4TO Takoe IP-moaceTun, NoY4eMy OHU MOSIBUINCH U KaKoBO MX 0Bbl4HOE
npumeHeHve. Kak onpefennTb K KAaKOMY KaacCy OTHOCUTCA KOHKPeTHbIN IP-agpec? Kak
NoJYyYUINCb Anana3oHbl 3HaYeHWn IP-agpecos ans Knaccos?

42

YT0 Takoe 6poaKacT-LWTOPM, ONULINTE NOAPOOHO (MO Waram) Kak BO3HUKaeT?

43

laHHble 3aga4m (CM. NOCTaHOBKY 3a4a4u B Bonpoce N6): 192.168.1.160/255.255.255.192

44

[omkHO nn BpeMsa aBonHoro obopoTta B ceTax Ethernet 6b1Tb 60/bLLE NN MEHbLLE BPEMEHN
nepenayn Kagpa MMHUManbHOro pasmepa? O6bAcCHMTE NoYemMy. Kak 3T0 NPUMEHNMO K
LYNNEeKCHbIM ceTAM, 06bACHMTE Noyemy?

45

Y1o Takoe ARP-nNpOoTOKO, A5 YEro OH HY)KeH 1 Kak paboTaeT (no waram)? Y1o Takoe MAC-
agpec 1 Kak ero onpeaennTb A48 KOMMNbOTEpPa, 3a KOTopbIM Bbl paboTaeTe?

46

OnuwuTe (NoapobHo) paboTy ceTeBOro 060pya0BaHMA: MOBTOPUTENS, MapPLLPYTU3aToOpa, MOCTa,
KOHLIeHTpaTopa, KoMMyTaTopa W Ha3oBuTe ypoBHM OSI/ISO Ha KOTOpbIX OHW paboTaloT.

47

YeM orpaHuyYeHa ANiMHa CeTH, NOCTPOEHHON Ha KOHLLeHTpaTopax Man NoBTOpUTENsax? 3aBUCUT nn
3TO OT pexuMa paboTbl MOPTOB (NOJHLIN AYNAEKC/MoNYAynaeKc)? Bo3MOXeH N MOJIHbIN
JAynJeKc C NCnoJsib30BaHNEM NOBTOpUTENEN (NoYvemy)?

48

JaHHble 3aga4m (CM. NOCTaHOBKY 3afaym B Bonpoce N6): 12.17.182.160/255.255.224.0




49 |Mo4vemy nosiBuaacb TexHonorus CIDR, B 4eM ee cyTb? YTo Takoe public IP n private IP agpeca?
EcTb nn B IPV6 aHasoru, Ha3oBUTE ecnm ecTb?

50 |Y7o Takoe meton CSMA/CD? OnuwunTe noruky paboTsl y3na ncnonb3sytowero CSMA/CD. YTo
Takoe Komsng?

51 |Y70 Takoe BpemMs ABoMHOro obopoTa? Kak ero nocyntaTb? 3a4eM HYXXHO 3HayYeHune PDV
CerMeHTa U Kak ero npuMeHnTbL?

52 |Yem orpaHnyeHa AnvHa CETW, MOCTPOEHHOM TOMbKO Ha KOMMYTaTopax 6e3 ncnosb3oBaHUs
nosTopuTenen? 3aBUCUT K 3TO OT pexxnMa paboTbl NopToB (Aynaekc/nonynynnekc)? O6bvacHUTe
noyemy.

53 |OaHHble 3ada4m (CM. MOCTaHOBKY 3ada4un B Bonpoce N6): 19.18.123.165/255.255.255.224

Ne |BonpocCbl KOHTPOJIbHOM paboThbl 2

1 |Kakoi (kakue) 13 TpaHcnopTHbIX NpoTokoaos (TCP, UDP) nognepxusaeT broadcast nepefayu, a
Kakon (kakue) - multicast? O6bscHUTe nodemy. MNovemMy HeobXoAMMbI pasHble TPaHCMOPTHLIE
NPOTOKOJbI, 06BbACHNTE Ha npumepe TCP, UDP.

2 |Kakue bbiBaloT BMAbI agpecoB B MpoToKoe IPV6, 415 Yero Kaxkabln TN npefHa3Ha4vyeH? Yto
TakKoe TYHHeNMPOBaHME 1 Kak OHO CBS3aHO C BHeapeHueM IPv6? Onuwunte paboTy ISATAP.

3  |Mepeyucante n 06bACHUTE NOCNEA0BATENLHOCTL AENCTBUIA NPU NepeaaYe n npueme c
ncnosb3osaHuem CRC?

4 |KakoW TPaHCMOPTHbLIA MPOTOKON UHTEPHET-CeTel MMeeT MaLUMHY COCTOSHUI U novyemy? B Kakunx
C/ydasx NporpaMMnCT 415 CBOEro CeTeBoro npuiaoxxeHns solbnpaet UDP? Kakon npoToKon
cnoxxHee n novemy (obocHywnte)?

5 |OnnwuTe noapobHO Kak MMeHHO paboTaloT KOMMYTaTOPbl TPETHEr0 YPOBHS, Kak
NOEHTUPULNPYETCA «MOCTOAHHbLIA MOTOK»?

6 |Kakue OCHOBHbIE NpoBanaepbl MarncTpanen IHTepHeT BCTpeYaancs Bam npu Tpaccuposke
3apybexxHblX HanpaB/ieHUA BO BPeMs BbiNOAHEHUM NabopaTOPHOro 3aAaHnsa Ha cocTaBneHue |P-
KapTbl. KTO Be4EeT 1 KaK Nonyy4nTb MH(OPMaLnio o Blagensue IP-agpeca? KTo BegeT 1 Kak
Noay4nTb MHGOPMaLMIO O BlafesbLe AoMeHa 2 ypoBHA? YTo Takoe WHOIS?

7 |4TO Takoe ¥ Kak UCronb3yeTcs NOPOXAAIOLLNA NOSIMHOM U 4YTO Takoe CTaHOAPTHbIN
nopoxgatowmnin nonnHom B CRC?

8 [HapucyinTe cxemy CTpPYKTypbl Internet ¢ To4ku 3peHna NpefocTaBieHns LOCTyNa U NoKaXunTe Ha
Hel (CxeMe) NpuMep NMUPUHIOBOWN CBA3N U NPUMepP UCNonb3oBaHua IX. YTo Takoe To4ykm obmeHa
TpaukoM B IHTepHeT, AN Yero UCnob3yTCca?

9 |Kakum(un) cnocobom nporpamma tracert nonyyaet MapLlpyT 40 y3/1a-Ha3Ha4yeHMsa B BUAE CNUCKa
NPOMEeXXYTOYHbIX Y3/10B7

10 |YTO Takoe nopoXKAatoLLmii MOMHOM, NS Yero U Kak UMEHHO OH UCnosib3yeTcsa? MoxeT nun bbiTb
owwmnbka B NakeTe, koTopbin npoten CRC-tecT (y koToporo CRC-nocnenoBaTeNbHOCTb NOKa3asa
Le/I0CTHOCTb NakeTa)?

11 [Y70 Takoe un Kak peanunsosaHa NAT? [1na pelleHns Kaknx 3afia4y ncnosibsyerca? Kakvne
CYLLECTBYIOT OrpaHUYeHNsA 3TON TEXHONOMUN?

12 |Mo4yeMy HeCaHKUMOHMPOBaHHbIE (BUPYC, TPOSH) Nepefayn AaHHbIX XocTa rno TCP 3aMeTHee, YeMm
no UDP?

13 |Kak hopmumpyeTcs 64-6uT interfacelD (HostlD)? YTo-Takoe EUI-647 Kak peannsoBaHo
ANHaMNYyeCcKoe Ha3HavyeHne aapecos B IPv6 (onnwmnTe BCe BapnaHThbl)?

14 [Moyemy HecMOTpS Ha TO, 4TO VLAN - TexHonoruns 2 yposHs, ans kaxgoro VLAN o6bl4HO
BbIAENAIOT NOACETb U MCMOJIb3YIOT YCTPONCTBA 3 YPOBHSA - MapLUPYTU3aTOopbI?

15 |OnuwnTe HasHavyeHne TexHosiorum POE 1 qhyHKLMOHa COOTBETCTBYIOLEro cCTaHAapTa. YTo
TakKoe aBTOCOrjiacosaHue Ethernet?

16 |lne peructpupytoTtca IP-agpeca? Kak nony4ynTb MHGOPMALILIO O MPUHALANEXHOCTU agpeca? YTo
Takoe WHOIS?

17 |HapucynTte nocsiefoBaTeslbHOCTU COCTOSAHUN Anf TCP cepBepa v KNneHTa (Ha cxeme 0603Ha4ybTe

yCNoBUS Nepexoaa U3 04HOr0 COCTOSAHMS B Apyroe). Kakum cnocobom nepenatoTca KOMaHAab-
yCNOBUSA NepexonoB 13 04HOro CocTosaHMA B apyroe (Hanpumep, SYN nnm ACK npu yctaHOBIeHUM
coeguHeHns)?




18 [STP - kak paboTaeT, Kakne 3afa4n pewwaeT. 3a4eM HY>XHbl N3ObITOYHOCTb B CETAX U Kakne
npobaembl MOXXET Bbl3BaTh?

19 |Ctek n MHoroypoBHeBas mogenb TCP/IP. YTo Takoe nopThl? Kaknm obpa3om BbibrpaeTca nyThb
BHYTpPU CTeKa NpoTokosioB ang IP nakeTa (oT ypoBHA Host-to-Network go yposHsa Application)?
YTo TaKoe COKET 1 KaKOW NMpPorpaMMon MOXXHO MOCMOTPETb «MPOoCayLlnBaemMbie» nopThbl B OC?

20 |Y70 Takoe n Kak peanusoBaHa NAT? [ns peleHnsa Kaknx (HeCKObKMNX) 3aiay UCnosb3yeTcs?
Kakune CyLecTBYIOT OrpaHUYeHns 3Ton TexHonornum? MoxHo am npu ncnonbsosaHuy NAT
OpraHn3oBaTb JOCTYN K Beb-cepBepy BHYTPU YaCTHOM CETU U KakK, CI BO3MOXXHO?

OueHKa OCTaTO4YHbIX 3HAHUM

NnK-1

3a[aHunA 3aKpbLITOro TmMna
1. Bbibepute xapakTepHyto 0cobeHHOCTb NoNHOCBSA3HON (Mesh) Tononorum

A.
B.

O

Bce y3nbl coeanHeHbI € LleHTpasibHbIM 060pyL0BaHMEM MHAMBUAYANbHBIMA TUHUAMUK CBA3N.
[laHHas Tononorns Npoao/HKUT obecnednBaTb paboToCNOCOBHOCTL BCEN CceTu nNpu obpbiBe
CBSA3M MeX [y O4HOWN Napon y3/0B.

KaXablln y3en umeeT ABa MHTepdelnca (Bcero) ons CBA3M C CoCeasamm cneBa 1 cnpasa.

. XoTs 6bl 0OUH U3 Y3J10B CBA3aH CO BCEMW APYTrMN y3JlaMN NMHOUBUAYaIbHbIMA TNHNAMUN

CBA3N.

E. Kaxabin y3es CBA3aH CO BCEMU APYTrAMWU y3/1aMU NHOUBUAYaNbHBIMW JINHNAMW CBA3N.

. Bce y3nbl coeanHeHbl Mexxay cobo mocpeacTBOM 04HON (OU3NYECKON Cpeqbl

PACNPOCTPAHEHUS CUTHAJIOB.

2. Bbibepute xapakTepHyto 0CO6EHHOCTb TOMOMAOrMK ABONHOE KOMbLO

A.
B.

O

Bce y3nbl coeanHeHbl € LleHTpasibHbIM 060pyi0BaHMEM MHAMBUAYANbHBIMA TUHUAMUK CBA3N.
llaHHasa Tononorns Npogo/HKUT obecnedynBaTb paboToCNOCOBHOCTL BCEN ceTu npu obpbiBe
CBS3M MeX [y O4HOWN Napon y3/0B.

Kaxxabln y3en umeeT ABa MHTepdeinca (Bcero) o5 CBA3M C COCEAAMU CieBa W CrpaBa.

. XoTs 6bl 0OUH U3 Y3J10B CBA3aH CO BCEMW APYTrUMN y3J1laMN MHOUBUAYaIbHbIMA TNHUNAMUN

CBA3N.

E. Kaxabin y3es CBA3aH CO BCEMU APYTrAMWU y3/1aMU NHONBUAYaNbHbIMU JINHNAMW CBA3N.

. Bce y3nbl coeanHeHbl Mexxay coboi mocpeacTBOM 04HON (OU3NYECKON Cpeqbl

PACNPOCTPAHEHUS CUTHAJIOB.

3. BbibepuTe xapakTepHyto 0CO6eHHOCTb TOMOI0rMK 3Be3a

A.
B.

O

Bce y3nbl coeanHeHbl € LleHTpasibHbIM 060pyL0BaHMEM MHAMBUAYANbHBIMA TUHUAMUK CBA3N.
llaHHas Tononorns Npoao/HKUT obecnedynBaTb paboToCNOCOBHOCTL BCEN CceTu nNpu obpbiBe
CBS3M MeX [y O4HOWN Napon y3/0B.

Kaxabln y3en nMmeeT ABa UHTepdenca Ans CBA3M C coceaaMu Cnesa v Cripasa.

. XoTs 6bl 0OUH U3 Y3J10B CBA3aH CO BCEMW ApPYTrUMN y3J1laM NMHOUBUAYaIbHbIMA TNHNAMUA

CBA3N.

E. Kaxabin y3e/s CBA3aH CO BCEMU APYTrAMWU y3/1aMU NHOUBUAYaNbHBIMW JINHNAMW CBA3N.

. Bce y3nbl coeanHeHbl Mexxay coboi nocpeacTBOM 04HON (OU3NYECKON Cpeqbl

PACNPOCTPAHEHUS CUTHAJIOB.

4. BblibepunTe XxapaKTepHy 0COBEHHOCTb TOMOMAOr MK KOJbLO

A.
B.

O

Bce y3nbl coeanHeHbI € LleHTpasibHbIM 060pyL0BaHNMEM MHAMBUAYANbHBIMA TUHUAMUW CBA3N.
llaHHas Tononorns Npogo/HKUT obecnednBaTb paboToCNOCOBHOCTL BCEN ceTu nNpu obpbiBe
CBS3M MeX [y O4HOWN Napon y3/0B.

KaXxabln y3en umeeT AaBa MHTepdenca (Bcero) ons CBA3M C CoCeaamm cneBa 1 cnpasa.

. XoTs 6bl 0OUH U3 Y3J10B CBA3aH CO BCEMW ApPYTrMU y3J1laMN NMHOUBUAYaIbHbIMA TNHNAMUN

CBA3N.




E.
F.

KaXkabll y3en cBsi3aH CO BCEMU APYrMMM Y3naMn UHONBUAYANbHBIMW IMHUAMW CBA3N.
Bce y3bl coeamHeHbl Mexay cobol mocpeaCcTBOM OHOM (hM3MYECKON Cpensbl
pacnpoCcTpaHeHns CUrHanoB.

5. Bbibepute xapakTepHyt0 0COOEHHOCTb TOMOMOr UM LWNHA

A.
B.

O

Bce y3nbl coeivHeHbI C LeHTpasbHbIM 060pyL0BaHNEM MHANBUAYANbHBIMW IMHUAMUN CBA3MN.
JaHHasa Tononorusa npofo/nT obecneyvmsaTb paboTocnocobHOCTbL BCen ceTu npu obpbiBe
CBA3N MeXYy OLHON Napow y3o0B.

Kax bl y3en umeeT ABa MHTepdenca (Bcero) ons CBA3M C CoCefammn CneBa 1 crpasa.

. XoTs Obl 0OAUH U3 Y3N0B CBA3aH CO BCEMU APYTrMWU y3naMn nHONBMAYalbHbIMU NTNHUAMN

CBA3MN.

E. Kaxxabin y3en CBA3aH CO BCEMU APYTrMMN y31aMN NHOWBUAOYaANbHbIMW JINHUAMW CBA3N.

. Bce y3nbl coeguHeHbl Mexay cobon nocpescTBOM 0AHON hU3NYeCKon cpeabl

PacnpoCcTPaHeHNs CMrHAsOB.

6. BbibepnTe xapakTepHyt 0CO6eHHOCTb YaCTUYHO-CBA3HON (Partial Mesh) Tononorum

A.
B.

o 0

Bce y3nbl coeiHeHbI C LeHTpasbHbIM 060pyL0BaHNEM MHANBUAYAbHBIMW INHUAMUN CBA3MN.
JaHHasa Tononorusa npofo/HmT obecneyvmsaTb paboTocnocobHOCTbL BCen ceTu npu obpbise
CBA3N MeXAYy OLHON Napow y3o0B.

Kax bl y3en umeeT ABa MHTepdenca (Bcero) ons CBA3M C CoCefamun CneBa 1 crnpasa.

. XoTs Obl 0OAUH U3 Y3Nn0B CBA3aH CO BCEMU APYTrMKU y3naMn nHONBUAYabHbIMU NTNHUAMN

CBA3MN.

E. Kaxxabin y3en CBA3aH CoO BCEMU APYTrMMN y31aMN NHONBUAYaANbHbIMW JINHUAMW CBA3N.

. Bce y3nbl coeguHeHbl Mexay cobon nocpecTBOM 0AHON hU3NYHeCcKon cpeabl

PacnpoCTPaHeHNs CMrHAsOB.

7. Kak Ha3blBaeTCs 3/1eMeHT AaHHbIX MPOTOKOJa 2 YPOBHA?

A.

mOOw

nakeTt
fenTarpamma
Kaap
CermMeHT

PDU

8. Kak Ha3blBaeTCs 3/1eMeHT OaHHbIX NPOTOKoJa 3 YPOBHA?

A.

w

C.
D.
E.

nakeTt
fenTarpamma
Kaap
CermMeHT

PDU

9. Kakon 13 nepeyncyieHHbIX NPOTOK0JI0B Bonee CNoXKeH 1 MO3TOMY MMEET 3aro/ioBoK 60sbLLero
pa3mepa?

A.
B.
C.
D.

UDP

TCP
OVHAKOBbI
IP

10. Ha kakoM ypoBHe ISO/OSI BbINONHAETCA OCTaBKa AaHHbIX MeXAy y3aMu 0OHOW ceTh (B 04HOM
cermeHTe)?

A.

O mmOOw
~N o o B W N

1



3alaHnsa OTKPbLITOro TMNa

1. B MapLupyTHoM Tabnuue MapLupyT1M3aTopa BUAHLI Cleq. 3anucu:
IP mask gateway  metric

12.13.0.0 255.255.0.0 4321 1

12.13.0.0 255.255.255.0 3.45.6 2

12.13.10.128 255.255.255.128 2.3.4.5 3

12.13.10.0 255.255.255.128 1.2.34 4

Ha mMapLupyTur3aTop npuwen nakeT ¢ HasHaveHnem 12.13.10.100, ykaxuTte kako byaeT BbibpaH IP-
agpec wno3a (gateway)

2. B MapLupyTHOM Tabnauue MaplipyTnsaTopa BUAHbI Cieq. 3anucu:
[P mask gateway  metric

12.13.10.0 255.255.255.03.4.5.6 1

12.13.10.128 255.255.255.1281.2.34 5

12.13.10.160 255.255.255.2245.4.3.2 10

12.13.10.192 255.255.255.2242.3.45 10

Ha mapLipyTmr3aTop npuwen nakeT ¢ Ha3HaveHnem 12.13.10.171, ykaxxute kakon bygeT BbibpaH IP-
agpec wni3a (gateway)

3ajaHve C pa3BEPHYTHIM OTBETOM
1. Bbl 06Hapyxunun ataky APR 1 npoxon nakeToB Ha haisioBbIN CepBep Yepe3 KOMMbIOTEP
3/10YMbILLJIEHHUKA, @ HE HanpsaMyto. YTO MOXKHO onepaTMBHO caenathb, 4Tobbl aTaka APR 6onblie He
KOMNpoOMeTMpoBana faHHble (ain-cepsepa?

nK-5
3afaHns 3aKPbITOro TUMa

1. Ha kakom yposHe ISO/OSI BbiNosIHAETCA [OCTaBKa OaHHbIX MeXAY y3/aMu pa3HblX ceTen?
Al

mmOOw
SO Ul &~ W N

G. 7
2. Ha kakom ypoBHe ISO/OSI npoucxoauT ynpasseHune ownbkamm (0bHapyxeHue, MOBTOP Nepeaayu,
KoppekLuumsa)?
Al

mmOOw
oSO U1 B W N

G. 7
3. MpnMepoM KaKoro asieMeHTa CTPYKTYpbl CETU Nepefayvn SaHHbIX ABNSETCA MoaeM?
A. 00[



B. AK[l
4. Tpobnema ynpasfiieHNs 4OCTYMNOM K Cpefie BO3HUKAeT B
A. MHOIOTOYEYHbIX KOHUTrypaLnax ceTen
B. OBYXTOYeYHbIX KOHUrypaumnax ceTen
C. ooHOTO4YeYHbIX KOHGUIypaLnsax ceTem
5. Cnocob opraHm3auny NOTOKOB AaHHbIX, NPV KOTOPOM OAHOBPEMEHHO BO3MOXKHbI 1 Nnepefaya v
npueM KaXablM y3/10M CETU Ha3biBaeTCs
A. CUMIJIEKCHBIN
B. OynnekcHbIN
C. nonynynnekcHbI
6. Cnocob opraHm3auunm NOTOKOB AaHHLIX, MPXU KOTOPOM O4HOBPEMEHHO BO3MOXHbI 1 Mepeaada u
npueM KaxkablM y3/10M CETU Ha3biBaeTCH
A. CYMMJIEKCHBLIN
B. OynnekcHbIn
C. nonynynnekcHbIi
7. Y10 npepcTaBnseT cobon MHKaNCynaumMs NakeToB Npu TYHHenMpoBaHuu (Beibepute Hanbonee
NOOXOAALLNA BapUaHT)?
A. BKkAOYeHMe B 31eMeHT AaHHbIX MPOTOKO1a 6onee BbICOKOro YpoOBHSA, 3IeMeHTa AaHHbIX
NPOTOKOJ1a HU3KOr0 YPOBHS.
B. BkJlo4eHMe B 3JIeMeHT [laHHbIX NMPOTOKO/1a HU3KOr0 YPOBHS, 3/1eMeHTa AaHHbIX MPoToKoa
Bonee BbICOKOro ypoBHS.
C. BkJitoYeHwMe B 3/1eMEHT AaHHbIX MPOTOKOJa t060ro ypoBHS, 3/1eMeHTa AaHHbIX MPOTOKONa
no60oro ypoBHs.
8. YTo Takoe MHKancynauma nakeTos (MMeeTCs B BUAY KacCUYeckasa MHKaNcynaums, a He YyacTHble
CJlydan TYHHeNMpoBaHus)?
A. BKkAOYeHMe B 3IeMeHT AaHHbIX MPOTOKO1a 6onee BbICOKOro YpOBHSA, 3IeMeHTa AaHHbIX
MPOTOKOJ1a HU3KOr0 YPOBHS.
B. BkJloYeHMe B 3JIeMeHT [laHHbIX NPOTOKO1a HU3KOr0 YPOBHS, 3/1eMeHTa AaHHbIX MPoToKo1a
Bonee BbICOKOro ypoBHS.
C. BkJitoYeHwue B 3/1IeMEHT AaHHbIX MPOTOKOJ1a t060ro ypoBHS, 3/1eMeHTa AaHHbIX MPOTOKONa
no60oro ypoBHs.

9. Y10 03HavaeT cneundurkaumsa 1000Base-T?

1. CkopocTb MHTepdeinca - 1000
M6/c

1. cpela - BUTasd napa

1. cpefia - ONTUKa

1. cpefia - paanoKaHan

1. ckopocTb 0T 10 no 100M6/c

1. cpela - KoakcuanbHbIN Kabenb

10. B kakux cnyyasx 3anpoc knveHTa K DHCP nocelnaetcs Ha unicast appec (T.e. oLiHOaLpecHo, Ha Of4WH



agpec)?

1. nocJie nCTe4yeHns CpoKa apeHbl
1. npu nocklsike DHCPDISCOVER
1. [pn BbINOMHEHWW B Ha4aJIbHOrO

unkne DHCPREQUEST

1. Mpwn ntobOM BbINOSTHEHNUN
DHCPREQUEST
1. Mpun npoasiieHnn apeHsbl B

TeveHune 50% BpeMeHu apeHabl

1. Mpun npoasieHnn apeHgbl no
npowecteun 50% BpemMeHu
apeHabl

3alaHnsa OTKPbLITOro TMNa

1. B MapLpyTHOM Tabnuue MapLipyT1M3aTopa BUAHbI Ced. 3anucu:
IP mask gateway  metric

12.13.10.0 255.255.255.01.2.34 3

12.13.0.0 255.255.0.02.345 1

12.13.0.0 255.255.255.03.4.5.6 2

Ha maplpyTusaTop npuwen nakeT ¢ Ha3HaveHmem 12.13.10.11, ykaxxute Kakon bynet BbibpaH IP-agpec
wno3a (gateway)

2. B mapwpyTHon Tabnuue MapLuipyTusaTopa BUAHbI CNieq. 3anucu:
[P mask gateway  metric

12.13.0.0 255.255.0.0 4.321 1

12.13.0.0 255.255.255.0 3456 2

12.13.10.128 255.255.255.128 2.3.4.5 3

12.13.10.0 255.255.255.128 1.2.34 4

Ha mapLpyTmr3aTop npuwen nakeT ¢ HasHaveHnem 12.13.10.132, ykaxxute kakon bygeT BbibpaH IP-
agpec wnt3a (gateway)

3afaHune C Pa3BEPHYTHIM OTBETOM

1. Mo4vemy nHorpa, B oteete oT DNS yKa3sbiBaeTcq,4 TO pe3ynbTaTt "He 3ac/lyauBaeT fosepusa” uam "non-
authoritative answer"? Kak nosy4nTb 0TBET, KOTOPbIN 3aCnyXunBaeT foBepusa? Kakas yTuamTa
ncnonbyetcs obbl4HO Ans nposepku DNS-3anucen?

20.2 MpoMeXxyTouyHasa aTrecTaums
TexHonorusa nposeneHus:

MpoMexxyTo4YHas aTTecTauus NpoBOAUTCS B (popMe MUCbMEHHOW KOHTPOJIbHON paboTbl Npw



00513aTe/IbHOM YC/I0BUW BbIMOJIHEHWS B TEYEHUE CEMECTPA BCeX S1abopaTopHbIX 3aaHUIA U C YHETOM
NOJyYEHHbIX TeKYLLMX OLeHOK. OLLeHKM 3a BOMPOChl KOHTPOJIbHOM PaboThbl CyMMUPYIOTCS, CyMMa
HopMupyeTcs K 50-6annbHOMY 3Ha4eHuHo.

TPGGOBaHMﬂ K BbINOJIHEHUIO 3a4aHUM, LUKAJbl U Kputepuu oueHuBaHuA

Mpw oueHMBaHUN pe3ybTaTOB MPOMEXYTOYHON aTTeCTauumn NCMosb3yeTcsa KoIMYeCcTBeHHas WKana
oueHoK. CornacHo NonoXXeHuto o0 6anbHO-PENTUHTOBOM cucTeMe 00yyeHnsi, 50-6annbHas oUeHKa 3a
NTOrOBYIO KOHTPOJIbHYIO paboTy CKAaAbiBaeTCs C OLLEHKOW, MOAYYEHHOM MO UTOram aTTecTaumn.
Mony4yeHHoe 100-bannbHOe 3Ha4YeHNe onpenenseT YpoBeHb CHOPMUPOBAHHOCTI KOMMETEHLMNIA 1
NTOrOBYO OLIEHKY (COrNacHO MONOXKEHNO 0 BaNSIbHO-PENTUHIOBOM CUCTEMe 0By4eHNns):

oLeHKa «oTanm4yHo» - 90...100 6annos
OLEeHKa «xopowo» - 70...89 6annos
oueHKa «yfnoBneTBopuTENbHO» - 50...69 6annos

OLleHKa «HeynoBneTeopuTensHo» - 0...49 6annos

MepeyeHb BONPOCOB K MUTOrOBOM KOHTPOJIbHOW paboTe

1 1.

1. Kak hopmupyeTca 64-6ut interfacelD (HostID) B npoTokone IPv6? YTo-Takoe EUI-647 Kak
peann3oBaHO OAMHAMUYECKOe Ha3HavyeHne agpecos B IPv6 (onuwnTe BCE BapuaHThbl
Ha3Ha4yeHWs ajpeca Ha MHTepdenc KomneoTepa)?

2. OnNuwnTe peannsaumnto CUCTeMbl AOMEHHbIX nMeH Internet (DNS). YTo Takoe 3anuck o
pecypce RR (npusennTe npuMepbl U3BeCTHbIX Bam Tunos RR). Yem oTnnyaeTcs
NHTEPAKTUBHbLIN N PEKYPCUBHBIA 3anpPoChl U OTBETbI? Kakune NCnosib3yoTCsa NopThbl 1
TPaHCMOPTHbIE NPOTOKOMbI A1 peanunsaummnm DNS?

3. Ins 4ero ucnosb3yeTcs MOAYNAUNS, MOXHO N1 6e3 Hee 060MNTUCH NpK Nepefaye AaHHbIX
N B KAKOM Cjly4ae? YTo Takoe MMMyJbCHO-KOA40BasA MOAYASAUNS (NpuBeauTe npuMepsl,
HapUCyMTe BPEMEHHYIO AnarpamMmy)? MNepevyncamte 0CHOBHblE CBOMCTBA LIMGPOBbLIX KOLOB
(MKM).

1. Yo Takoe TponHoe pykonoxkaTtue TCP-npoTokona? Kakum cnocobom nepepatoTcs
KoMaHabl/oTBeTbl SYN, ACK? Kak onpefennTb Kakie nopThl «NPOCyLLMBAOTCA» N KaKue
npouecchl/npusioxxeHns B OC BbINOMHAIOT 3TO NpPoCayLlmBaHue? ovyemMy KOHTPOJb
HecaHKuUmMoHnpoBaHHOro TCP-Tpadumka npotue, 4em UDP-Tpadunka?

2. MepeyncnmTe 0CHOBHbIE TOMONOr MM CETEN, ONULWNTE NX 0COBEHHOCTW. B 4eM oTanyune
TOMONIOrMiA 3Be34a W WWNHA-B-TOYKe? YTO Takoe CaMo3aXUBJieHWe ABONHOM0 KOJbLa,
HapuCymnTe 1 onuwimnTe.

3. Y10 Takoe TCP n UDP nopTbl? Kakum obpa3oM 1 ans 4ero oHu ncnosab3ytoTca? Kak
BbIOUpaeTCA NyTb CETEBLIX AaHHbIX BHYTPM CTEKa NPOTOK0A0B Ans IP nakeTa? Kakne
TpaHCMOPTHbIE MPOTOKOJIbI MOAAEPXKUBAIOT Unicast, kakne multicast, a kakne broadcast
B3aumogencTene?




1. Y7o Takoe n Kak peanunsosaHa NAT? [ng pelleHnsa Kakux 3a4ay ucnonbsyetca? Kakue
CYLLECTBYIOT OrpaHu4eHuns aTon TexHonornn? B 4em ocobeHHocTn pabotbl NAT ons TCP n UDP
Tpadukos?

2. B 4eM npes MHOroypoBHEBbIX MOAeNIen CeTH, AJ1 Hero OHW HY)XHbI 1 YeM OT/INYaTCA OT
cTekoB? lMNpuBeaunTe npuMmepsl Mogesnein, pacCMOTPEHHbIX B KypcCe.

3. Y10 Takoe I/Q mopynaTop u Kakum obpasom oH paboTaeT? YTO HYXKHO 4518 TOro, 4Tobbl
peann3oBaTb ero NporpamMmMHo? Kakume Bubl MOLYNALMM BO3MOXHBI C [/Q MoaynaTopom?

1. MepeymncnmTe 3 OCHOBHbIX 3/1eMEHTA MOHATUSA «MPOTOKO» U MOACHUTE - YTO UMEHHO
O3HavaeT KaX bl Ha npuMepe HTTP-npoTokona.

2. Kakue 6biBatoT BMAbl agpecos B IPv6, ons 4ero Kaabl Bua npefHasHayveH? YTo Takoe
TYHHENNPOBAHME N Kak CBA3aHO C BHeApeHnem IPv6?

3. HapucyinTe KOHUrypaLnm To4Ka-TOUYKa U MHOFOTOYEYHYI0 KOHDUrypauuio. YTo Takoe
DTE (OO[L) n DCE(AKLL)? B kakoi KOHDUrypaumum BO3HMKAET NpobieMa «MHOXXeCTBEHHOM0
LO0CTYyMNa» 1 B YeM CyTb 3TON Npobnembl 1 Kak pewaeTcs (Ha npumepe n3BecTHbIX Bam
NPOTOKO0J10B)?

1. MepeyncnmTe TpaHCMOPTHbIE MPOTOKObI internet-ceTeln. Ha ocHoBe Yero genaet Bbibop
KOHKPETHOro TpaHcnopTa NPOrpaMMnCT AN1 CETEBOro NpUIoXKeHns? Kakon TpaHCMOPTHBIN
NPOTOKO NMeeT MaLUMHY COCTOSHUI N noYyemy?

2. Kakune ocobeHHocTn ByayT y cermeHTa Ethernet, B koTopoMm Bpems aBonHOro obopoTta
bynet 515 6MTOBbLIX MHTEPBaNOB (06bACHUTE NoYeMy)? Kak 3T0 MPUMEHMMO K AYMJIEKCHbIM
ceTsaM, 06bACHUTE Noyemy?

3. Kak BbINoHAETCS MapLlipyTusauma B ceTu Internet? YTo Takoe aBTOHOMHbIE CUCTEMbI?
YTo Takoe 3aBUCUMbIE N HE3ABMCMMbIE OT MPOBaNLEpPOB aipecHble NPoCTpaHCTBa IP-agpecos?

1. Y710 Takoe nepefayva wam genernposaHue 30Hbl DNS? YTo HyXHO caenaTtb, 4TobbI
JenervposaTb 30HY (ONUWNTE Kaxxaoe aencreune)?

2. C 4yeM CBfI3aHO OrpaHnYeHne Ha KoJIMYeCTBO KOMMbIOTEPOB B «MJIOCKOM CeTU»? Kakune
CETW Ha3blBalOT MJOCKUMM 1 NoYeMy?

3. Y10 TaKoe KprBas NOMEXoyCTOMYNMBOCTY (BoLoMagHasa KpuBas)? Kakume cylwecTBytoT
crnocobbl ee NoayyeHna A4S 3aaHHOro BMaa Moaynsunm?

1. Kak paboTaeT 1 4na 4ero ncnosib3yeTcs NpoTtokon STP? Kakune moryT BbiTb npobnembl
€ro ucnonb3oBaHma 1 korga 6e3 Hero He 060MTUCH?

2. Yem oTamyatoTcs unicast, multicast n broadcasat nepenaymn B IP-ceTax. ECTb M 0TAMYUA B
agpecax unicast n muticast nakeTos?

3. Y7o Takoe CIDR? MpuBegute npumep 3anucu agpeca IP-cetn B CIDR-hopmaTe. 3anuwmnTe
B CIDR thopmaTe (NpedmKcHOM hopMaTe) afpeca ceTei K KOTOpPbIM NpuHaaiexar,
COOTBETCTBEHHO, XOCThl: 123.2.3.4/255.0.0.0, 11.22.33.44/255.255.0,
2.1.40.131/255.255.255.248.




1. Y7o Takoe 1 Kak pabotaeT DHCP? YTO HY>KHO Ans TOro, 4Tobbl NepenTm K
ncnonb3sobaHuio DHCP? Kakne npobnembl MOXHO pewwnTb npumeHns DHCP? Kakune
NCNOJIb3YTCSA MOPThI U TPAHCMOPTHbLIE NPOTOKObI Ans peanunsauuy DHCP?

2. Kak paboTaeT ARP-npoTokon (no waram)? Y1o Takoe MAC-aapec 1 Kak ero onpegenntb
LS9 KOMMbtOTepa, 3a KoTopbiM Bl paboTaeTe? Moyemy ARP-MpOTOKON CHUTAETCA OYEHb
Hebe30onacHbIM, ONULWNTE CLleHapun aTak C npuMeHeHnem ARP.

3. Kakune Be 0CHOBHble KoHpurypauuy WiFi-ceTu cywecTtByoT? Y10 Takoe npobnema
CKPbITbIX TEPMUHANOB? Buabl opdUT 1 Apyrue xapakTepucTnKn CnyTHUKOBLIX CUCTEM CBSA3MW.




