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PABOYASA NPOrPAMMA YYEBEHOU AUCLUUNNUHDI
B1.B.1B.07.01 UHcpopmaumoHHasa 6e30nacHOCTb
1. Koa n HaumeHoBaHMe HanpaBneHusi NoAroToBKM/cneLunanbHOCTU:
09.03.02 NHdpopMaLMOHHbIE CUCTEMbI U TEXHOSTOMMN
2. Npodunb nogroTroBku/cneunanusayms:

NHopMaLMOHHbIE CUCTEMBI U CETEBbIE TEXHOMOMU, MHPOPMALIMOHHBLIE CUCTEMbI B TENEKOM-
MYHUKaUMSIX, MTHPOPMALIMOHHbIE CUCTEMbI M TEXHONOMMM B YNpaBneHny NpeanpusiTuemM, npo-
rpaMMHast MHXXeHepusi B MHPOPMAaLIMOHHbIX cucTemMax

3. KBanudumkaumsa BbINnyCcKHUKA:

bakanaspuar

4. ®opma obyueHus:

OuyHas

5. Kachenpa, oTBevarowan 3a peanmsaymio QUCLUUNNUHDbI:
Kadenpa texHonornn obpaboTkm n 3awmtsl MHpopMaLmnm

6. CocTtaBuTENU NpOrpamMmbi:

MBaHkoB AnekcaHap HOpbeBud, K.d).-M.H., AOLEHT

7. PexomeHaoBaHa:

Mpotokon HMC ®KH Ne5 ot 10.03.21

8. YuebHbIn roa: 2024-2025 CemecTtp(bl)/TpumecTp(bl): 8



9. Uenu n 3apgaum y4e6HON AUCLMNIIUHDI

Llenamun ocBoeHns y4ebHOM ANCUUNIINHBI ABASOTCS:
M3yyeHne TeopeTnyeckmx OCHOB MHpopMaunoHHOW 6e30nacHOCTH, 3awmuTbl MHGOPMa-
UMM OT HeCaHKUMOHMPOBAHHOrO AocTyna, obecnevyeHuss KOHUOEHUManbHOCTU OBMeHa WH-
dopmauuen B MHPOPMALUNOHHO-BLIYUCIIUTENBHBIX CUCTEMAax, BOMPOCOB 3alMTbl UCXOAHbLIX W
6anT Ko4oB MporpamMMm; oBrfiafieHe NPakTUYEeCKMMU HaBblkaMy MPUMEHEHUS MEeTOO0B KpUMTO-
rpacmm, cteraHorpacum, nonyyeHne npodeccnoHanbHbIX KOMNETEHUMA B 06nacTu COBpEMEH-
HbIX TEXHOSTOMMIA 3aLLMTbl UHGOPMaLUWK.
3apaym yyebHon gMCUMNnHBI:
- oby4yeHue CTYOEeHTOB TEeOpeTUYEeCKUM WU NpakTUYecKkuM acnekram obecneyeHus MHGOp-
MaLMOHHON 6e30nNacHOCTH;
- oby4veHue cTygeHTOB 6a30BbIM MpUHUMNAM 3aWwmnTbl KOHMAEHUMANsHON MHopMaumu,
MeTogaMm naeHTudurkaumm, ayTeHTuuKauum nons3osarenen MHPOPMaLMOHHON cUCTe-
Mbl, NPUHUMNAM OpraHu3auum CKpbITbIX KaHanoB nepefayn uHdopmauuu, npuHumnam
3aLWNTbl aBTOPCKMX NpaB Ha 06 bEKTbI LMPPOBON MHTENNEKTYanbHON COBCTBEHHOCTMU;
- OBfnageHue MNpakTU4eCKUMU HaBblKaMU MPUMEHEHUS TEOPETUYECKMX 3HAHWA ANa wnd-
poBaHUsA KOHMAEHUMaNbHOM MHopMauuKn, cteraHorpaduyeckoro CKpbiTus MHgpopma-
UMUK, KOHTPONSA 3a LIENOCTHOCTbI0 MHAOPMAaLMK, pelleHus 3agad uaeHTudukauumn um
ayTeHTudunKaumn.

10. MecTo yyebHOM ancuunuHbl B cTpykType OOI:

Bxogut B 6nok ancumnnuHbl no Boibopy 61.B.

BxogHble 3HaHMA B obnactu yctponctea OBM 1 onepauyMoHHbIX CUCTEM, NPUHLN-
nax nx paboTbl, ceTeBbIX TEXHOSTOMUN, MHOPMATUKM.

11. MnaHupyemMble pe3ynbTaTbl 00y4YeHUA MO AUCLUNIMHEe/MOAynto (3HaHUA, YMEeHUA,
HaBbIKW), COOTHECEHHbIe C NNIaHUPYeMbIMU pe3ynbTaTaMM OCBOEHUs 06pa3oBaTeNibHOMN
nporpaMmmbl (KOMNeTEeHLMSAMU) U UHAUKATOPaMU UX OOCTUXKEHUA:

Kog | HassaHue komne- Koga(kl) WHankaTop(bl) MnaHnpyemble pe3ynbTaTtbl 00y4eHus
TEHLMU
MK-3 | CnocobeH Bbinon- | TK-3.1 | 3HaeT s3blku 1 Me- YMeTb:
HATb paboTbl no TOAbl NPOrpaMmmu- paspabaTtbiBaTb M NPUMEHATbL Ha NpakTUKe crne-
cosgaHuio  (mogm- pOBaHUs, UHCTPY- LuuanuanpoBaHHble nporpaMMHble cpeactsa B
dukaumm) un co- MEHTbl U METOAMKU nHTepecax obecneyeHuss GesonacHocTM U Le-
NPOBOXAEHUIO TECTUPOBaHWSA pa3- | NOCTHOCTW AaHHbIX.
WHOPMALIMOHHbBIX pabatbiBaembix NC
cucTem
MK-3.2 3HaeT ycTponcteo u | 3HaTb:
YHKUMOHNPOBaHNE | METOAblI U CPEeACTBa 3aluTbl KOHUAEHUnanb-
coBpeMeHHbIX UC, HOCTU MHGOPMALUKN, METOAbl KOHTPOMS LenocT-
NPOTOKOIbI, UHTEP- | HOCTU M ayTEHTUMUKAUMM OaHHbIX, MNPUHLUMbI
dencel n popMathl | OpraHMsaumMu CKpbITbIX KaHanoB nepefayn WH-
obMeHa AaHHbIMU dopmauuu.
MK-3.3 Ob6ecneunBaeT pa3- | Bnagets:
paboTKy 1 TECTUPO- | MPaAKTUYECKUMWN HaBLIKAMU NMPUMEHEHNS Crewuun-
BaHue NC Ha Gase anv3npoBaHHbLIX NporpaMMHbIX CPeacTB, npea-
Tunoson NC B co- HasHayeHHbIX Ana obecnedyeHus 6e3onacHOCTU
OTBETCTBUM C Tpe- W UEernocTHOCTU AaHHbIX. BrnageTtb npaktnyecku-
6oBaHMAMM MU HaBblkamu pa3paboTkM U MNPUMEHEHUS B
npodeccnoHanbHON OeAaTenbHOCTU KpunTorpa-
domyecknx n cteraHorpadMyeckux anropuTMoB.
MK-4 | CnocobeH npoBo- | MK-4.3 OnpepenseT nep- 3HaThb:
AWTb aHanu3 Tpe- BOHayarbHble Tpe- OCHOBHbIE TEOpEeTMYECKMe W NpakTUu4eckue ac-
OoBaHMM K mpo- OoBaHuWs 3aKa3unka | NekTbl obecneyeHnss MHAOPMALUNOHHON ©Ges-
rpaMmHomMy obec- K NC 1 BO3MOXHO- OMacHOCTU, OCHOBHbIE TpeboBaHus K obecneye-
neyvyeHuo, BbIMNOM- CTW UX peanu3aumm | HUKO WHopMaunoHHon 6e3onacHoCTU, B TOM
HATb paboTbl Mo B Tunoson NC yucne 3almTe rocygapCTBEHHON TanHbl.




NPOEKTUPOBaHUIO
nporpamMmmHoro
obecneyeHus

12. O6beM AMcUUNNMHbI B 3a4eTHbIX eanHuulax/yac. — 5/180.

Popma NpoOMEXYTOYHON aTTecTaumm 3ayerT.

13. TpyaoeMkocTb NO BUAaM y4eOHon paboTbl

TpynoemMkocTb
Bupg yyebHor paboTbl Bcero Mo cemecTpam
Ne cemecTpa 8 Ne cemecTpa
AyOouTOpHbIE 3aHATUA 72 72
nekunu 48 48
B TOM 4YmChe: npakTnyeckme
nabopaTtopHbie 24 24
CamocTosaTenbHas paborta 72 72
B TOM Yucne: Kkypcosas pabora (NpoekT)
dopma NpoMeEXyTO4YHON aTTecTaumm 36 36
(3k3ameH — yac.)
WToro: 180 180

13.1. CoagepxaHne gUCUUNIINHLI

HanmeHoBaHune pasgena

Peannsauus
pasgena guc-

Ne n/n AVMCLIANIMHI CopaepxxaHve pasgena gUCLMNINHDI LMnAHBI C No-
MOLLbIO OHMamH-
Kypca, QYMK*
1. NNekumn

11 OcHoBbI rocygapCTBEHHON MoHATMe HaumoHanbHon 6e3onacHocTh. MHdopmauun- | CosgaH anek-
WHOPMALIMOHHOM NONUTK- | OHHasi 6e30MacHOCTb B CUCTEME HaLMOHanbHom 6es- TPOHHbIN KypC,
KN N MHOPMALMOHHOM onacHocTtu Poccuiickon degepaumm. pasmeLleHbl
BesonacHocTn Poccuiickon | FocygapcTBeHHas HopmauuoHHasa nonutuka. UH- mMaTepwuansl K
denepaumm dopmaLmoHHble pecypchl. [Mpobnembl MHpOpMaUMOH- | ekunm.

HOW BOWHBI.
Mpobnembl MHOPMaLNOHHOM 6e3onacHoOCTM B chepe
rocyapCTBEHHOIO N MyHULUMNANbLHOIO ynpasneHus.

1.2 MHdopmaumoHHasa 6e3- CoBpemMeHHasi NocTaHOBKa 3agauyn 3awmtel MHgopma- | Co3gaH  anek-
OonacHoCTb aBToMaTU3npo- L. TPOHHbIA  KYpC,
BaHHbIX CUCTEM OpraHu3aunoHHo-NpaBoBoe obecneyeHne, MHopMa- | pasMeLleHbI

LUMoHHon 6e3onacHocTn. MHpopMaUmMOHHbIE CUCTEMBI. | MaTepuansl K
Yrpo3bl nHdopmauuu. nekuuu.
MeToabl 1 MOAeNy OLEHKU YA3BUMOCTN MHGOpMaLmK.
1.3 MeToabl 1 MOAENU OLEHKN AMNUpUYECKMin NOAX0A K OLEHKe CosgaH  anek-
Yys1I3BUMOCTM MHpopmMaLnm ysi3BUMOCTM nHGopmaumm. Cuctema ¢ NofMHbIM nepe- | TPOHHbIA  KypC,
KpbiTueM. [NpakTnyeckas peanusauus Mogenu «yrposa | pasMmeLleHsbl
- 3awuTan. mMaTepwuansl K
NeKkunn.

1.4 PekomeHngaumm no ucnone- | PekomeHgauum no NCnonb30BaHMIO MOgENeN OLEHKN CosgaH  anek-
30BaHWIO0 MoJeNen OLEeHKN YS13BUMOCTM MHpopMaLunm TPOHHBLIA  KypC,
YSAA3BMMOCTUM MHOpMaLMn pasMeLLleHbI

MaTepwuansl K
nekumu.

15 MeToabl onpegenenns Tpe- | Metoabl onpegenexHus TpeboBaHui k 3awmTe nHdop- | CosgaH  anek-
©oBaHWI K 3aLMTE MHGOP- Maumm TPOHHbIA  KYpC,
Maumm pasMeLLeHbl

MaTepuansl K
NeKkunn.

1.6 DyHKUMKM 1 3agaum 3awmTbl | O6wmne nonoxeHuss. Metoabl opmupoBaHus ¢yHk- | Co3gaH  anek-

MHdopMaLnm UM 3awmtbl. Knaccbl 3agad 3awuTbl MHOPMauUK. | TPOHHBLIM  KYpPC,
OyHKUMM 3aWwmTbl. COCTOSHUSA U (PYHKLMM CUCTEMbI | pasMeLLEHbI

3aWnTbl HOpMaLnm

maTtepuansl K
NeKUUN.




1.7 CTtpareruu 3awmrbl UH- Crtpareruu 3awwmTbl MHpopmaumn. Cos3gaH  anek-
dopmauum TPOHHBLIA  KYpPC,
pasMeLLleHbI
matepuanbl K
neKuun.
1.8 Cnocobbl 1 cpeacTea 3a- Cnocobbl 1 cpeacTBa 3aWwmThl MHOpMaLnn. Cos3gaH  anek-
LNTbI MHCpopMaLLn TPOHHbIA  KYpC,
pasMeLleHbI
matepuanbl K
nekuunn.
1.9 Kpuntorpadumyeckne meto- | TpeboBaHUs K KpUNTOCUCTEMAM. CospgaH  anek-
Abl 3aWnThl MHOPpMaLUK OcHoBHble anropuTMbl WndpoBaHus. Lingpossle TPOHHbIA  KYpC,
nognucu. pasmeLLeHbl
KpunTtorpadguyeckue xelw-gyHkumn. Kpuntorpadgude- mMatepuvanbl K
CKWe reHepaTopbl criyyaviHbix yncen. ObecneunBae- nekuun.
Mas LWndpom CTeneHb 3auThbl.
KpuntoaHanus n ataku Ha kpuntocuctemsl. Lindgpo-
Bble BoasiHble 3Haku (LIB3), Buabl peanusauun, npak-
TMYeckue obracTu NpUMEHEHMS.
1.10 | ApxutekTtypa cuctem 3awm- | TpeboBaHusa k apxutektype C3WU. MoctpoeHne C3WU. | Co3gaH  anek-
Tbl MHPOPMALIMM Appo cuctembl 3awmTbl MHAOpMauun. Pecypcbl CU- | TPOHHbBIM  KypC,
CTeMbl 3aLnUTbl MHGOpMaLUK. pasmeLLeHbl
matepuanbl K
nekuun.
2. NpakTn4yeckne 3aHATUA
3. llabopaTopHble 3aHATUSA
31 Kpuntorpadmyeckue meto- | 1. MpakTuyeckoe udydyeHmne pabotbl anroputmoB | Co3gaH  anek-
Abl 3aWwWuTbl MHOPMaLUUm 65104HOTO CUMMETPUYHOTO LINEPOBAHNS. TPOHHbIV  KypC.
2. M3yyeHne kpunTorpadmyecknx reHepaTopoB | PasmelleHsi
CrnyyYanHbIX Y1cen. nHaMBMAayanb-
3. MpakTuyeckoe wu3dyvyeHne paboTbl acUMMET- | Hble  3agaHus
PWUYHBIX anropuTMOB LUNKPPOBaHUS. Onst  BbINOJIHE-
4. M3yyeHne 4YacTOTHbIX XapaKTEPUCTUK TEKCTO- | HKSA nabopa-
BbIX COODLLIEHWIA. TOPHbIX paborT.
5. M3yyeHne anroputmoB cTeraHorpadu4eckoro

CKPbITUSI AaHHbLIX B MPOCTPAHCTBEHHOW W 4aCTOTHOW
obrnacTtn KoHTeriHepoB (Ha npumepe LMdpPOBbIX N3006-
paxeHun).

6. lMpakTnyeckoe nsyvyeHwe MpPUHUKUMNOB U METO-
AOB CcTeroaHanusa (Ha npMMepe BM3yanbHOro u ctatu-
CTUYECKOro CTeroaHanunsa undpoBbIX n3obpaxeHuw).

13.2. Tembl (pasaenbl) AUCUUNIIMHBI U BUAbI 3aHATUN

Ne
n/n

HanmeHoBaHue TeMbl
(pasgena) gucumnmuHbl

Buabl 3aHATUN (KONMYECTBO YacoB)

Jlekunun

MpakTuyeckme | JlabopaTtopHble

CamocTosnTenbHas
paboTta

Bcero

1

OcHoBbI rocyaapCcTBEH-
HOW MHGOPMaLMOHHOM
NOMUTUKM U MHOPMaL-
OHHOW 6e3onacHoOCTH
Poccurickon ®egepauun

12

WNudopmaumnoHHas 6es-
OMNacHOCTb aBTOMaTU3u-
POBaHHbLIX CUCTEM

MeToabl U Mmogenu oueH-
KN yA3BMMOCTU MHPOPMa-
LUmmn

12

PekomeHaaLumm no uc-
Nnonb30BaHW0 Moaenen
OLEHKUN YSA3BUMOCTU UH-
dopmauum

MeToabl onpeneneHuns
TpeboBaHWi K 3aLuTe

10




MHdopMaLnm
6 | PyHKUMM 1 3aga4n 3aLu-
4 4 8
Tbl MHGOPMaL MK
7 | Ctpaterum 3awmTbl vH- 4 4 8
dopmauuu
8 | Cnocobbl 1 cpeacTsa 3a- 4 8 12
LNTbI MHOpPMaLMK
9 | Kpuntorpadguyeckue me-
TOAb! 3aWmnThl MHOpMa- 12 24 24 60
uun
10 | ApxuTekTypa cuctem 3a-
4 4 8
LNTbI MHCpopMaLMn
Utoro: 48 24 72 144

14. MeToan4yeckue ykasaHuMsa Ans ody4aroLWmMXCcA No OCBOEHUIO AUCLUMNIIUHDI:

1) Mpu n3yveHnn ancumMninMHebl pekoMeHayeTCa UCMonb30oBaTh creayLlmne cpeacTaa:
- peKOMeHayeMy OCHOBHYIO M JOMONHUTENBHYO NUuTepaTypy;

- MeToANYECKNE YKasaHus U nocoodus;

- KOHTPOJbHbIE 3aaHusa AN 3aKpenneHnsa TeopeTMyeckoro matepmnana;

- 9NEKTPOHHbIE BEPCUN YH4EOHUKOB N METOAMYECKUX YKa3aHU AN BbINOAHEHWs nabopaTopHO -
npakTu4ecknx paboT (npm Heob6XoANMOCTN MaTepuarbl PacChbiNaTCa No ANIEKTPOHHON No4Te).

2) Ona MakcMManbHOro YCBOEHUS AUCLUNINHBI PEKOMEHOYeTCs NpoBeAeHMe NMMCbMEHHOTO
onpoca (TecTupoBaHue, pelleHre 3aaad) CTyAeHTOB Mo mMaTepuanam rekumMin 1 npakTu4eckmx
pa6oT. MoaGopka BONPOCOB AN TECTUPOBAHMSA OCYLLIECTBMNAETCA Ha OCHOBE M3Y4YEeHHOro Teo-
peTuyeckoro matepuana.

Takon nogxod NO3BONSIET MOBLICUTL MOTUBALMIO CTyOEeHTOB MNpU KOHCNEeKTnpoBaHUN INEeKUNOH-
HOro matepuana.

3) Mpu npoBegeHnn nabopaTopHbIX 3aHATUI obecneyYmBaeTcsl MakCMMarnbHas CTEMNeHb COo-
OTBETCTBMSI C MaTepMariomMm NEKUNOHHbIX 3aHATUN 1 OCYLLIECTBISIETCA SKCNEePUMEHTanbHasa npo-
BEepka MeToAdoB, anroOpuTMOB U TexHonornm obpadoTkm nHopmauum, nsnaraemMmblx B pamkax
nekuun.

4) Mpn nepexofe Ha AUCTAHUMOHHBIN PeXuM obyyYyeHust ONs CO34aHUS ANEKTPOHHBbIX Kyp-
COB, YTEHUA NEKUMA OH-NanH N npoBeneHns NabopaTopHO- NPaKTUYECKUX 3aHATUIN UCMOSb3Y-
eTca MHpopMaunoHHble pecypcbl ObpasoBaTefnibHOro noprtana "ONeKTPOHHbIN YHUBEpPCUTET
BIY (https:\\edu.vsu.ru), 6asupytoLierocs Ha cucteme ANCTaHUMOHHOro obydeHuns Moodle, pas-
BEPHYTOW B YHUBEPCUTETE.

15. Nepe4yeHb OCHOBHOM U AONOJIHUTENILHON NUTEpPaTypPbl, PECYpPCOB UHTEPHET, HeEOO6Xo-
AUMbIX ANs OCBOEHUA AUCLUNIINHbI

a) OCHOBHag nuTeparypa:
Ne n/n N CTOYHMK

dununnos, b.U. MudopmaunoHHas 6e3onacHoCcTb. OCHOBbI HAOEXHOCTM CPEACTB CBA3M : y4eOHUK
1 [ B.N. dununnos, O.I". LUepcTHeBa. — MockBa ; bepnuH : Oupekt-Megua, 2019. — 241 c. : un., Tabn.
— Pexxum goctyna: no nognucke. — URL: https://biblioclub.ru/index.php?page=book&id=499170

BapaHoBa, EneHa KoHcTaHTMHOBHA. MHOpMaUmnoHHasi 6e30nacHOCTb M 3awmTa nHdopmauuy :

> y4yebHoe nocobue : [ans cTya., obydatowmxcsa no HanpaeneHuto "MpuknagHasa nHidopmaTtuka"] /
E.K. bapaHoBa, A.B. babaw .— 4-e n3g. nepepab. n gon. — Mockea : PUOP : UHPPA-M, 2019 .—
334, [1] c. : vn., Tabn. — (Bbicwee obpasoBaHue) .— bubnwmorp.: c. 327-330.

6) JoNoNHUTEeNbLHan NUTepaTypa:
| Nen/n | McTouHmk




1 OnemMeHTbl TEOPUUM YNCEN U KpUTo3alumTa : y4ebHoe nocobue / BopoHex. roc. yH-T; cocT. : b.H. Bo-
poHekoB, A.C. LLleroneBaTtbix .— BopoHex : UIML BI'Y, 2008 .— 87 c. : un .— bubnwnorp.: c¢.87
.— <URL:http://www.lib.vsu.ru/elib/texts/method/vsu/m08-95.pdf>.

2 Kpuntorpaduyeckne meTtoabl 3aLmtel MHopmMaummn : yuebHoe nocobue ans By3os / BopoHex.
roc. yH-T; cocT. b.H. BopoHkoB .— BopoHex : UL BI'Y, 2008 .— 58 c. : un .— bubnuorp.:
¢.52-58 .— <URL:http://www.lib.vsu.ru/elib/texts/method/vsu/m08-17.pdf>.

3 MpnbyHuH B.T". Lindposas cteranorpadoums / B.I. 'pubyHun, N.H. Okos, WN.B. TypnHues. — M.:
COJIOH-IMpecc, 2002. — 272 c.

4 Teopemuyeckue 0CHOB8bI KOMMbomepHoU besonacHocmu (y4ebHoe nocobue 0nsi BY3o08) / M1.H.

LeesiHuH [u 0p.]. — M.: Paduo u cesa3b, 2000 — 192c.

B) MH(pOpMaALIMOHHbIE SNEKTPOHHO-06pa3oBaTenbHble pecypchbl (omumnaneHble pecypebl MHTEPHET)™:

Ne n/n Pecypc
OneKTPOHHBbIN KaTanor Hay4yHon 6nbnmoTtekn BopoHexckoro rocyaapCTBEHHOIO yHMBepcuTeTa. —
1 (https://www.lib.vsu.ru/).
7 O6pasoBaTerbHbIi nopTan « ONeKTPOoHHbIN yHuBepeuteT BIY».— (https://edu.vsu.ru/)
— «YHuBepcuteTckasa bubnuoteka online» - KoHtpakt Ne 3010-06/05-20 ot 28.12.2020
3 — «KoHcynbTaHT ctygeHTa» - KoHTpakTt Ne 3010-06/06-20 ot 28.12.2020
— 3BC «JlaHb» - KoHTpakT Ne3010-06/03-21 ot 10.03.2021
— «PYKOHT» (UTC KoHTekctym) - Jorosop OC-208 o1 01.02.2021
16. I'Iepequb yqe6Ho-MeTop.quC|<oro obecnevyeHus anda CaMOCTOSITESIbHOMN paGOTbI
Ne n/n McToYHUMK
1 OcHOoBbI MHhOPMaLMOHHOM Ge30nacHOCTM [SNEeKTPOHHLIN pecypc] : y4eb. nocobue / E.B. bBe-

nos, B.IM. INock, P.B. Mewepskos, A.A. LLlenynaHos .— M. : [opsadvas nuHns — Tenekom, 2011
— 559 c.: un. —ISBN 5-93517-292-5 .— ISBN 978-5-93517-292-5 .— Pexum goctyna:
https://rucont.ru/efd/202786

17. O6pa3oBaTesfibHble TEXHONIONMU, UCNOSIb3yeMble NpU peanu3auum y4yebHOM Aucum-
NSIMHbI, BKIKOYasi AUCTaHUMUOHHbIe obOpa3oBaTtenibHble TexHonorum (AOT, anekTpoHHOoe

obyue

Hue (30), cmewaHHOe 06y4eHue):

[ns peanu3aumm y4ebHOro npouecca Ucnonb3yrTCs:

1

knueHTckmne n cepsepHble OC n MO Microsoft B pamkax nognucok <lmagine>. 3-neTHAs
nognucka no gorosopy 3010-16/96-18 ot 29.12.2018

MO Dr. Web Enterprise Security Suite KomnnekcHaa 3awmta Dr. Web Desktop Security
Suite + LleHTp ynpasneHus Ha 12 mecsues, 1400 MK (Mpoanexne) gorosop 3010-07/01-
19 o1 09.01.19

YHuBepcuTeTCKasa nMueH3nsa Ha nporpaMmmMmHbii komnnekc ana 9BM MathWorks MATLAB
Total Academic Headcount - 25 no gorosopy 3010-07/01-19 ot 09.01.19

MO XSpider, nnueH3usa Ha 16 xocToB, cepTudrUMpOBaHHaN BEPCUS, akT NpeaocTaBne-
Husa npas N Pr000778 ot 05.06.2018

JInueHsms Ha npaBo ucnonb3oBaHus CK3W <Kpuntollpo PytokeH CSP>, akt npego-
ctasneHus npas N Pr000778 ot 05.06.2018

Akagemunyeckas nuueHsunsa (Ha 5 net) Ha YyebHo-meTogmyeckun komnneke <lporpamm-
HO-annapartHasi 3awmrta ceteun C 3amnTon oT HCO> B cocTaBe:
MO ViPNet Administrator 4.x - 2 wt., MO ViPNet Coordinator Windows 4.x - 2 wr., 10
ViPNet Coordinator Linux - 2 wrt., MO ViPNet Client 4.x - 20 wT., NO ViPNet Policy
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Manager 4.x - 1 wr., 1 y3en ynpasnenus Policy Manager - 20 wr., O ViPNet
StateWatcher 4.x - 1 wr., 1 ysen moHutopuHra StateWatcher - 20 wr.

Mpn npoBeaeHMn 3aHATUIA B OUCTAHUMOHHOM peXmMme 0By4eHUs MCMOMb3YTCA TEXHU-
yeckme 1 nHdopmaumoHHble pecypcbl ObpasoBaTenbHOro noprana "OneKTPOHHbIN YHU-
Bepcutet BI'Y (https:\\edu.vsu.ru), 6asmpytowieroca Ha cucteme AUCTaAHUMOHHOrO 00y-
YyeHus Moodle, pa3BepHyTON B YHUBEpPCUTETE.

18. MaTepmnanbHoO-TeXHUYECKOEe obecneyeHme QUCLUNIINHDI:

1. MynbTumeaumnHas nekunoHHasa aygutopus (kopn.1a, aya. Ne 297), MNK-Intel-G3420,

paboyee MecTO npenogasaTenisa: NPOEKTOP, BUAEOKOMMYTATOP, cneuuanmn3mpoBaH-
Has mebenb: gocka menosas 1 wrt., ctonbl 31 WT., CTYyNba 64 wWT.; BbIXOA B VHTEP-
HeT, 4OCTyn K poHAaM y4yebHO-MeToaMYECKOM AOKYMEHTALUNN U SNEKTPOHHbIM 13aa-
HUAM.

KomnbtoTepHbln knacc (oanH n3 Ne1-4 kopn. 1a, ayn. Ne 382-385),INK-Intel-i3 16 wrT.,
cneumanmnanpoBaHHaa mebenb: gocka mapkepHaa 1 wrT., cTonbl 16 wr., cTynbsa 33
WT.; AOCTYN K ooHAaM y4eOHO-MeTOANYECKON OOKYMEHTaLUMN U SNEKTPOHHbIM M3aa-
HUAM, OOCTYN K 3NEKTPOHHbLIM BMBNNOTEYHBIM CUCTEMaM, Bbixod B VIHTEpHeT.

19. OueHo4HbIe cpeacTBa ANs NPoOBeAeHUA TEKyLen U NPOMEXYTOYHOM aTTecTauum

MopAnoK OLEHKM OCBOEHWUs obydalolmymucs y4eGHOro matepuana onpeaensieTcs co-

AepXXaHuem creayowmnx pasaenos AUCUUNIUHBIL

Ne
n/n

WuaukaTop(bl)
OOCTWDKEHNS KOM- OueHouHble cpeacTaa
neTeHumm

HaumeHoBaHue pasgena gucumnnuiel | Komne-
(moayns) TeHums(n)

Paspenbl 1-10

OcHoBbI rocygapcTBeHHOW MHOpMa-
LLMOHHOW MONNTUKN N MHPOPMALIMOH-
Hon 6e3onacHocTn Poccunckon de-
aepauuu.

NudopmaumnoHHasa 6e3onacHOCTb aB-
TOMaTU3MPOBAHHbIX CUCTEM.

MeToabl 1 MOAENU OLIEHKN YA3BUMO-
CTW MHdOpMaLUW.

PekomeHaaUmm no ncnosnb30BaHUo
MOAenemn OLEeHKN yA3BMMOCTHU UH-
dopmauum. MK-3 MK-3.1
MeToabl onpefeneHns TpeboBaHUn K
3awmTe nHdopmauuu.

DYHKLMM W 3a8a4M 3aLUTbl MHGOP-
MaLmu.

CtpaTeruun 3awuTbl UHOpMaLn.
Cnocobbl 1 cpeacTBa 3awWnThbl UH-
dopmauum.

Kpuntorpaduyeckme Metofbl 3aLLmThl
WHopmaunn.

ApXUTEKTYpa CUCTEM 3aLLMUTbI UH-
dopmauyum.

CobecepnoBaHue, KOHTPONbHas
paboTa no COOTBETCTBYIOLLMM
pasgenam. JlabopaTopHble
paboTbl 1-6.

Pasgenbl 1-10

OcHoBbI rocygapcTBEHHOW MHOPMa-
LLMOHHOW NONNTUKN N MHPOPMAaLIMOH-
Hon 6e3onacHocTn Poccunckon de-
aepauuu. MK-3 MK-3.2
MHdopmaumoHHas 6e3onacHoCTb aB-
TOMaTMU3MPOBAHHbLIX CUCTEM.

MeToabl 1 MOAENU OLEHKN YA3BUMO-
CTW MHdbOpMaLUu.

CobGecenoBaHue, KOHTpOsbHas
paboTa No CoOOTBETCTBYHOLLUM
pasgenam. JlabopaTopHble
paboTbl 1-6.




PekomeHgaLumm no Mcnonb3oBaHUo
Mogenew OLUeHKN ya3BMMOCTU WH-
dopmauum.

MeToabl onpegeneHns TpeboBaHun K
3awmTe nHdopmaumu.

DYHKLMM 1 3a8a4m 3aLUTbl MHGOP-
MaLmu.

Crtpateruu 3awimTbl MHopmaumn.
Cnocobbl 1 cpeacTBa 3aWmThbl UH-
dopmauun.

Kpuntorpaduyeckme Metobl 3alUmThbl
MHdopMaLnu.

ApX1TEKTYpa cucTeMm 3aLUnTbl NH-
dopmaumm.

Paspenbl 1-10

OcHoBbI rocyaapCTBEHHON NHOpMa-
LLMOHHOW NOMANTUKN N MHPOPMALIMOH-
Hon 6e3onacHocTn Poccunckon de-
aepaumn.

NudopmaumnoHHasa 6e3onacHOCTb aB-
TOMaTMU3MPOBAHHbIX CUCTEM.

MeToabl 1 MOAENU OLEHKN YA3BUMO-
CTM uHopmaumm.

PekomeHaaLmm no Mcnonb3oBaHUo
Mogenew oLeHKN ya3BMMOCTU WH-
dopmauum.

MeToabl onpegeneHns TpeboBaHun K
3awmTe nHgopmMmaumu.

DYHKUMKN 1 3a4a4m 3amThbl MHGOP-
MaLmu.

CrtpaTteruu 3awutbl nHdopmaumm.
Cnocobbl 1 cpeacTBa 3awWnThbl UH-
dopmauuu.

Kpuntorpaduyeckme Metofbl 3aLLmThl
WHpopmaunn.

ApXMTEKTYpa CUCTEM 3aLUUTbI NH-
dopmauyuu.

MK-3

MK-3.3

CobecenoBaHune, KOHTPOsbHas
paboTa No COOTBETCTBYHOLIUM
pasgenam. JlabopaTopHble
paboTbl 1-6.

Paspenbl 1-10

OcHoBbI rocygapcTBeHHOW MHOPMa-
LLMOHHOW MONNTUKN N MHPOPMAaLIMOH-
How 6e3onacHocTu Poccuiickon de-
aepaumn.

NudopmaumnoHHasa 6e3onacHOCTb aB-
TOMaTU3MPOBAHHbIX CUCTEM.

MeToabl 1 MOAENU OLIEHKN YA3BUMO-
CTW MHdOpMaLUW.

PekomeHaauumn no Mcnonb3oBaHuO
Moaenemn OLeHKN ya3BMMOCTU UH-
dopmauum.

MeToabl onpeaeneHns TpeboBaHui K
3awmrte nHdopmauuu.

DYHKLMKM 1 3aaa4m 3aLUTbl MHGOP-
Maumn.

Crtpateruu 3awmTbl MHopmaumn.
Cnocobbl 1 cpeacTBa 3awWnThl UH-
dopmauum.

Kpuntorpaduyeckme Metofbl 3alLmThl
WHopmaunn.

ApXUTEKTYpa CUCTEM 3aLLMUTbI UH-
dopmaymu.

MK-4

MK-4.3

CobecepoBaHue, KOHTPONbHas
paboTa no CoOOTBETCTBYOLLUM
pasgenam. JlabopaTopHblie
paboTbl 1-6.

MpomexyToyHas aTTecTauus
dopma KoHTpons — 3a4yeT




20. TunoBble OLEHO4YHbIe CpeaACcTBa U MeToAuYecKMe MaTepuanbl, onpeaensilowme npo-
LeAypbl oLueHUBaHUA

anIMeprlVl nepe4vyeHb NnpMMeHsseMbIX OLEeHOYHbIX cpeacTB

Ne HaumeHoBaHwne lMpencraBneHne oLEeHOYHOro Kputepumn oueHkn

n/n OLEHOYHOro cpeacTea cpencTea B dooHAae

1 2 3 4

1 YCTHBIV onNpoc Bonpockl no Temam/pasgenam LLkana oueHnBaHWs COOTBETCTBYET
ONCUMNNNHBI npuBeaeHHoun B pasgene 20.2

2 KoHTponbHasa paboTta no | TeopeTuyeckue BONPOCHI MO Lkana oueHuBaHMs COOTBETCTBYET

pasgenamM QUCUMNIUHbI Temam/pasgenam AUCUMNUHBl | NpuBegeHHon B pasgene 20.2

3 JlabopaTopHas paboTa Copepxnt 6 nabopaTopHbIX Mpu ycnewHo BbINOMHEHUN paboThl
3ajaHuin, npegycMmaTpmBalloLLMX | OCYLLEeCTBNAETCH AOMYCK K KOH-
pa3paboTKy u TecTMpoBaHue TponbHoW paboTe, B MPOTUBHOM
KpunTorpauyeckmx n cteraHo- | cnydae obyyaroLwmincsa He gonycka-
rpadpuyecknx anropmMTmMoB €TCH K KOHTpPOnbHOW paboTe.

4 KM npomexyToyHon Kaxkablh KOHTPOMbHO- N3Mepu- LLkanbl oueHnBaHUs NpMBeaeHbl B

artectayum TenbHbIV MaTepman Ang npo- pasgene 20.2

BEJEHMS NPOMEXYTOYHOW aT-
TecTayum BKNYaeT 2 Bonpoca
ONA KOHTPOSIS 3HAHWUIA, YMEHUN
M BNageHun B pamMmKax OLLEeHKU
YPOBHSI CCOOPMUPOBAHHOCTH
KoMMeTeHLnn.

20.1. TekyWw M KOHTPOSb YyCNeBaeMocTu

KoHTponb ycneBaemocT Nno AUCLMMNIIMHE OCYLLECTBISIETCS C MOMOLLbIO CreAyHLMX OLEHOYHbIX
cpencTs:

Mpumep 3apaHusa AnNA BbiNONHeHUs nabopaTopHon paboThbl
NabopatopHas paboTta Ne3
«A3yyeHne acCMMMeTPUYHbIX arirfOPUTMOB LWWN(PPOBAHNA»

Llenb paboTbi:
U3y4yeHue pabombi acUMMeMPUYHbIX an2opummos wugposaHusi Ha rnpumepe ansopumma RSA.
dopma KOHTpOns: omyém 8 37IeKMPOHHOM 8ude
KonunyecTtBo OTBeAEHHbLIX ayAUTOPHbLIX YacoB: 4
3apaHwue:
lMonyqyume y npenodasamerss apuaHm 3adaHusi U Hanuwume Ko0, peanusytowul 3adaHHbIU anao-
pumm. Cocmasbme omyé€m o rpodeniaHHoU pabome, 8 KOMOPOM ompasume credyrouue rnyHKMabI:

1. ®NO ncnonHUTENS N HOMEP rPynnbl.
HassaHue n uenb nabopatopHoi paboThl.
Homep cBoerosapuaHTa.
Koa, HanncaHHbIM MCNONMHUTENEM.

5. Pesynbtatbl paboTbl NporpamMmmei.
Mpumepbl KOHTPONbHbLIX BOMPOCOB:

HwnN

1. Ha ueM ocHOBbIBaETCS HAAEXHOCTb anroputma RSA?

2. Kakune npeobpasoBaHns NexaT B OCHOBE KPUMTOCUCTEM C OTKPbITbIM KHOUYOM?
Mpumep BapuaHTa 3agaHus:



MpoBecTn gewmndpoBaHue TekcTa, 3awmngpoBaHHOro anroputMom RSA, Ha OCHOBE M3BECTHOIO OTKPbI-
Toro kntoya Kp v wudposaHHoro Tekcta C.

Kp ={n=471090785117207; e=12377}

C = 314999112281065205361706341517321987491098667.

OnuncaHne TexHonormm nposeneHuA

OueHKa 3HaHWIi, YMEHUIA U HaBbIKOB, XapaKkTepuaytoLlasi aTanbl (OpMUPOBaAHNS KOMMNETEHLNI B
paMKax U3y4eHUst AUCUUNINHBI OCYLLECTBNAETCS B XOA€E TEKYLLEN U NMPOMEXYTOYHOM aTTecTaLui.

Tekywas atTectauusi NpoBOAUTCA B COOTBETCTBUM C [TonoxeHnem o Tekyllen attectaumm oby-
YarLLMXcsl No NporpaMMam BbicLlero o6pasoBaHmst BopoHEXCKOro rocyjapCTBEHHOIO yHMBEpPCUTETA.
Tekywas aTTectaums NpoBoauTcs B popmax yCTHOro onpoca (MHAMBMAYanbHbI onpoc, hpoHTanbHas
Gecena) M NMMCbMEHHbIX paboT (KOHTPONbHbIe, NabopaTopHble paboThl). Mpu oLeHMBaHNM MOTYT UC-
NoNb30BaTbCS KONMMYECTBEHHbIE UM Ka4eCTBEHHbIE LLKarbl OLEHOK.

Tpe6OBaHI/IF| K BbIMONHEHMIO 3a4aHUI (VIJ'IVI LUKanbl 1 Kputepmmn OLl,eHI/IBaHVIFl)

Mpun oueHnBaHUN NCNONb3YeTCA KoNMYecTBeHHas Wwkana. Kputepmm oueHnBaHnsa npMBeaeHsl
Bbie B Tabnuue pasgena 20.2.

20.2. NMpomMmexyTo4yHas aTrecTaums

MpomexyToyHas aTtTecTaumsi No AUCLUMIMHE OCYLLECTBMSETCA C MOMOLLbIO Creaylolmx oue-
HOYHbIX CPeACTB:
MpuMepHbIM NepeyYeHb BOMPOCOB K 3a4eTy

Ne CopepxaHue
OCHOBbI rOCY4apCTBEHHOW MHAOPMALMOHHOW MONUTUKN N nHdopMaLmMoHHon 6e3onacHocTn Poccuin-

1 ckoit deaepaLmm

2 Yrpo3bl nHdopmaunoHHo 6e3onacHoCT, MOAENN HapyLUnTenemn

3 MeToabl 1 MOgENN OLIEHKM YS3BMMOCTU MHOpMaLIMK

4 PekomeHaaUmy No UCNonb30BaHUIO MOAENEN OLEHKN YA3BUMOCTYN MHopMaLumm

5 PyHKUMM 1 3a4a4m 3aLnTbl MHOpMaLmm

6 MpegmeTHas obnacTb kpuntorpadum

7 ANropuTMbl CUMMETPUYHOIO WdpoBaHus, ceTb Perctens

8 Pexumbl BbINONHEHWS anroputmoB cummMmeTpudHoro wndgposaHus (ECB, CBC, CFB, OFB)

9 Kpuntocnctemsl C OTKPLITbIM KMHOYOM, OQHOHAMNpPaBreHHbIe OYHKLUN

10 OpHoHanpasneHHble X3L-yHKLUK

11 OneKkTpoHHas noanuch

12 MporpammHblie gatumnku MNCI yncen

13 MpuHUMNBI paboThbl KPMNTOAHANUTUYECKUX anNropUTMOB.

14 MpeameTHas obnactb cTeraHorpadumn

15 CreraHorpaduyeckoe CKpbITUE AaHHbIX B MPOCTPAHCTBEHHON 06nacTun KOHTENHepa
CreraHorpaduyeckoe CKpbITUE AaHHbIX B YaCTOTHOM 06nacTy KOHTENHeEpa, METOAbI KOOUPOBaHUS C

16 pacLuMpeH1em crnekTpa

17 CTaTnCTNYECKME N CTPYKTYPHbBIE METOAbI CKPbITUS HOpMaUmm

18 Lindposblie BoasHbIe 3HaKK

19 CteroaHanus. BudyanbHbIi, CTaTUCTUYECKUIA, YHUBEPCATbHbIA CTEroaHanus.

20 APXUTEKTYpa CUCTEM 3aLLUTbI MHOPMaLMK

21 O6wwe TpeboBaHKA K MOCTPOEHUIO HAOEKHOW CUCTEMbI 3aLLUTbI




MpuMep KOHTPONLHO-U3MEePUTENLHOrO MaTepuana
YTBEP>XOAKO

3aBeayowuin kaceagpon TexHonorun o6paboTkm 1 3awmTbl UHGOPMaLn

A.A. CuporTa
_ . .2021

HanpaeneHune noarotoBku / cneymanbHocTb 09.03.02 IHdOpMaLMOHHbLIE CUCTEMbI U

TexHosormm

Ouncunnnuna 61.B.[1B.07.01 HdopmaLmoHHasa 6e30nacHOCTb

dopma 0byyeHns O4yHoe

Bug koHTpons 3ayer

Bup atTectauumn [NpomexyToyHas

KoHTponbHO-n3amepurtenbHbii matepmuan Ne 1

1. PeXuMbl BbINOMHEHNSA anropnutMoB cuMmmeTpudHoro wudgposaHua (ECB, CBC, CFB, OFB).
2. LUndppoBsble BOASIHbIE 3HAKN.

MpenopaBatensb A.}O. NBaHkoB

OnuncaHne TexHonorum nposegeHuns

[nsa oueHnBaHWs pe3ynbTaTtoB 06y4eHMs Ha 3a4eTe UCMNOMb3yTCA crieayoLwme cogepxaTenbHble No-
KasaTtenu (doopmMynmpyeTcs C y4eTOM KOHKPETHbIX TpeboBaHMI AUCUMMIIVHDI):

1. 3HaHME TEOPETUYECKMX OCHOB y4eBbHOro maTepuana, OCHOBHbIX OnpeaeneHnin, MOHATUIA U UCNONb3Y-
€MOWN TEPMUHOSOMNM;

2. yMeHune npoBoauUTb obocHoBaHue u npeacrtaBneHne OCHOBHbIX TEOPETUYECKUX U NMPaKTUYECKNX pe-
3yNnbTaToB (aJ'II'OpVITMOB, MeTO,D,VIK) C ncnosib3oBaHnem MmatemMaTnyeCKkmnx BblKnaaok, Onok-cxem, CTPYK-
TYPHbIX CXeM 1 CTaHOapPTHbIX OMUCaHUN K HUM;

3. ymeHue ob60oCcHOBbLIBATL CBOU CyXXOeHna n I'IpOCbeCCI/IOHaJ'IbHyI'O no3numio No n3naraemMomy Bonpocy,

4. BnageHve HaBblkaMn NPOrpaMMMpoBaHUs U UCCNEL0BaHNS KpUnTorpagnyecknx anropuTtmMmos obpa-
6OTKM MHOPMaLMM B paMKax BbINOMHAEMbIX NabopaTopHbIX 3a4aHui;

PasnuyHble kombGrHauum nepeyncrnieHHbIX nokasarenen onpeaensioT KpUTepun OLeHNBaHNsA pesynbTa-
TOB 06y4eHuns (ChOpMMPOBAHHOCTM KOMMNETEHLMIN) HA rOCYAapCTBEHHOM 3K3aMeHe:

- NOporoBbIN (6a30Bbil) ypoBEHb CHOPMMPOBAHHOCTM KOMMNETEHLMNA.

[ns oueHnBaHUA pe3dynbTaToB 0O6YYEHUA HA rOCYAapCTBEHHOM 3K3aMeHe ncnosnbayeTcs 4-6annbHas
LIKana: «OT/AIMYHO», «XOPOLUOY», «yAOBNETBOPUTENBHO», KHEYAOBNETBOPUTENBHOY. [1Ns oueHnBaHUS
pe3ynbTaToB 00Yy4YEeHUS Ha 3a4eTe UCMONb3yeTCs — 3a4TEHO, HE 3a4TEHO NO pesynbTaTaM TeCTUpOBa-
HUS.

TpeboBaHUA K BbINONMHEHWNIO 3aaHWI, LIKanbl U KPUTEPUM OLIEHMBAHMS

KpuTepum oueHMBaHUA KOMMETEHLMA U LUKana oLeHOoK (3a4eT)

Kpntepun oueHnBaHns KoMneTeHUNN YpoBeHb Lkana oueHok
chopMMpOBaHHOCTH
KOMMOEeTEeHLUMN
lMonHoe nnu oTHOCUTENBHO NOJTHOEe 6e30WNBoYHOE N3no- Bas3oBbIN ypoBEHb 3avet

KEeHWe coaepkaHue Bonpoca 13 npeararaeMoro nepeyHs,
OTBETbl Ha BCe AOMNOSTHUTENbHbLIE BOMPOCHI U BbINONHEHNE
nporpaMmmbl naGopaTopHbiX paboT B NONTHOM 06beMe.

He 3HaHuWe coaepkaHusi BONPOCOB M3 Npeanaraemoro ne- | - HesaueT
peYHst Unn/u He BbINOSTHEHWE NPOorpaMmbl TaGopaTopPHbIX
paboT B NONTHOM oObeME.







	10. Место учебной дисциплины в структуре ООП:
	11. Планируемые результаты обучения по дисциплине/модулю (знания, умения, навыки), соотнесенные с планируемыми результатами освоения образовательной программы (компетенциями) и индикаторами их достижения:

