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MPOIrPAMMA NMPAKTUKUA
B52.0.03(H) Mpou3BoacTBeHHaA npakTuka (Hay4yHo-uccriegosartesibckas
pa6oTta)

Kod u HaumeHosaHue(mun) npakmuku/HVP e coomeemcmeuu ¢ y4ebHbIM niaHoM

1. Kog 1 HaumeHoBaHMe HanpaBfeHUs NoAroTOBKU/cneunanbHOCTU:

10.05.01 KomnbroTepHaga 6e30nacHOCTb

2. Mpodunb noaroroBku/cneumannsauymsa:

MaTemMaTuyeckme MeToabl 3alnTbl MHOOPMaLINK

3. KBanudmkauusa (cteneHb) BbinyCkHMKa: Cneumvanuct
4. dopma oby4yeHuUA: o4Has

5. Kacbegpa, oTBevarowas 3a peanusauuio npakTuku: KnbepbesonacHoctu

MHAOOPMALMOHHbLIX CUCTEM

6. CoctaButenu nporpammbi: CadoHoB Butanum BnagummpoBumy, K.T.H., AOLEHT

(®UNO, y4yeHasi cmeneHb, y4eHoe 38aHUE)

7. PekomeHaoBaHa: Hay4yHO-MeTOONYECKMM COBETOM (haKyfibTeTa NPUKNaaHOW MaTeMaTUKM,

MHOPMATUKN U MexaHuKkn 27.04.2022 r., npoTokon Ne5
(HaumeHogaHue pekomeHAyrwel cmpykmypsbi, ama, HOMEpP rPOMOoKoJa,

ommemku o NpodrieHUU 8HOCSIMCS 8PYYHYIO)

8. YueOHbIn rop:_ 2026/2027 CewmecTp(bl): 9




9.Lllenb npakTuku:

— NoaroToBKa CTyAEeHTa K pellueHu0 3adad, OTHOCALWMXCHA K pasnuyHbiM npobrnemam
KomnnekcHoro obecnevyeHms MHPOPMaLMOHHON Be30NacHOCTU, a TakkKe K peLleHUo OTAeNbHbIX
dbyHAaMeHTanbHbIX NPo6nem, CBA3aHHbIX C KOMMbOTEPHON 6e30NacHOCTbLIO;

— yrnybrneHne n 3akpensieHne TeopeTUYECKMX 3HaHUK, MOMyYeHHbIX CTyaeHTamu npu
n3ydeHnn obLLenpodeccnoHanbHbIX U crneumanbHbIX JUCLUNINH;

— npuobpeTeHne N CoBEPLLUEHCTBOBAHME CTyAeHTaMu NpodeCcCUOHanbHbIX HaBbIKOB U
YMEHWUN, 3aKpennstoLwmnx Nosly4eHHble TeopeTuyeckue 3HaHus;

— pasBuTME Yy CTYAEHTOB UHTEPECA K Hay4YHO-UccneaoBaTenbckon paboTte, NpuBuTUE UM
HaBbIKOB MPOBEAEHUSA NCcneaoBaHuim;

— npoBefdeHWe  uUccnegoBaHWW,  HEMOCPeACTBEHHO  CBHA3a@HHbIX C  BbIMYCKHOM
kBanudukaumoHHon paboton (BKP).

3apauv NpakTUKK:

OcHoOBHOM 3afjayen HaydHO-uUccregoBaTeNnbCKON paboTbl ABMAsSieTCs npuobpeTeHne
onbiTa B MCCNEOOBaHUN aKTyarlbHOW Hay4HOM Mpobrnembl, a Takke noabop Heobxoanmbix
MaTepuanoB A5 BbIMOMHEHMS BbIMYCKHOW KBaNMdUKaLMoHHOM paboThbl.

Bo Bpems Hay4HO-MccneaoBaTenbCKOM NPAKTUKK CTYAEHT LOIMKEH:

u3y4yume:

- WH(OPMALMOHHbIE  WUCTOMHWKM MO  pas3pabaTbiBaemMon Teme C  LUenbl  Ux
NCNONb30BaHMA NPU BbINOSTHEHUW BbIMYCKHOM KBANUMUKaLMOHHOM paboTbl;

- MeTogbl  MOLENMPOBaHUA U UCCNEAOBaHWs  BOMPOCOB  MHGOPMAaLMOHHON
BesonacHocTy;

- MeToAbl aHanm3a M obpaboTKM OaHHbIX, SBMSIOWMXCA BXOAHbIMU ONSA NPOBEAEHUS
Hay4YHOro MCCrneaoBaHus;

- WH(OPMALMOHHbIE  TEXHOMOMMM, MNPUMEHSIEMbIE B  HAYYHbIX WCCRefoBaHMSX,
nporpaMmmHble NPOAYKTbI, OTHOCALMECS K NpodeccruoHanbHom cgepe;

- TpeboBaHus K 0POPMIIEHNIO HAYYHO-TEXHUYECKON JOKYMEHTaLMK;

8bIMOSTHUMB:

- aHanus, cuctemartumsaunto n 0606LleHe nHpopMaL M No TeEMe UCCNeaOBaHNN;

- CpaBHeHue pe3ynbTaToB MccreaoBaHust 06bekTa pa3paboTku ¢ OTeYeCTBEHHbIMU U
3apybeXxHbIMK aHanoramu;

- aHanu3 Hay4YHOW N NPaKTUYECKON 3HAYUMOCTM MPOBOAUMbIX NCCREA0BaHUN.

10. MecTo npaktukm B cTpyktype OOI: o6s3amensHas Yyacmb 6roka b2.

Linkn (pasgen) OOM: B2 | kog gvcumnnutbbl B YT: 52.65.03(H)

Ne | Koa | HaumeHoBaHue

[nsa ycnewHoro npoxoxaeH1s y4ebHON NpakTukM oby4vatomecs UCnonb3yT 3HaHWS, YMEHUS, COOPMUPOBaHHbIE
B XO[l€ U3YYEeHUs AUCLMNINH

1 B1.0.28 MeToabl onTumMusaumm

2 | b1.0.35 OO6bEeKTHO-OpNEHTMPOBAHHOE NPOrpaMmMmupoBaHme

3 | 61.0.36 BBegeHune B nporpaMmupoBaHue

4 | b1.0.37 MeTogbl nporpaMmMmpoBaHus

5 B1.0.40 Mogenun 6e30nacHOCTM KOMMbIOTEPHBIX CUCTEM

6 B1.0.42 OCHOBbI NOCTPOEHUSA 3aLMNLLEHHBIX KOMMBbIOTEPHBLIX CETEN

7 B1.0.43 OCHOBbI NOCTPOEHUS 3aLLUMLLEHHbIX 6a3 AaHHbIX

8 B1.0.44 3awnTa nporpaMmm 1 gaHHbIX

9 B1.0.51 3almra uHopmaLmm OT YTEYKM N0 TEXHUHECKMM KaHanam
10 | 61.0.55.01 MeToabl anrebpanyeckon reomeTpun B Kpuntorpacpum

11 | 61.0.55.03 lMporpammHas peanuaaumsi KpUNTOaNropuTMOB

12 | B1.0.55.05 CoBpeMeHHble NpobnemMbl MHOpMaLUOHHOM 6e30NacHOCTU
13 | 61.0.55.06 MeToabl pa3paboTkn U aHannsa MmatemaTuyeckux mogenen
14 | &TA4.01 MeToabl NOBLILLIEHWS CKPLITHOCTU Nepeaayv nHopmMaLMm B CUCTEMaXx CBSA3M

OvcunnnuHel n NPaKTUKN, AOna KOTOPbIX OCBOEHUE OAHHOM  OUCUMNNUHBI (MO,EI,yJ'IFl) HeobxoQMMo  Kak




npeglwecTeyoLlee

15 | B2.0.04(MNp) lMpounsBoacTBEHHAsA NpakTuka (NpegguninomHas)

16 | 62.0.06(I1) lMpounsBoacTBEHHAs NpakTuKa (MPOEKTHO-3KCNyaTaLluMoHHas)

17 | B3.01(0) lMoaroToBKa K Npoueaype 3auThl 1 3almTa BbiMYCKHON KBanMduKaumMoHHON paboTbl
18 | oTA.02 OdpeKTUBHbLIE TEOPETUKO-YNCITOBBIE anrOPUTMbI

11. Bupa npaktuku, cnocob n chopma ee nposeaeHus

Bua npakTukn: npoussodcmeeHHas.

Cnoco6 npoBeaeHUA NPaKTUKN: cmayuoHapHas.
dopma npoBeAeHUs NPaKTUKU: QUCKpemHas.
Peanuayetcs yactnyHo B chopme npaktnyeckon nogrotosku (I1M1).

12. NMnaHnpyemble pe3ynbTaTbl 0Gy4eHUA NPU NPOXOXKAEHMU NPAKTUKMU (3HAHUA, YMEHUA,
HaBblKW), COOTHECEHHbIe C NIaHUPYeMbIMU pe3yrbTaTaMuM OCBOEHUsi o6pa3oBaTenibHOM
nporpaMmmbl (KOMNeTEeHLUMSAMU) U UHAUKATOPaMU UX OCTUXKEHUA:

Ko HasBaHue Koga(br) WHamnkaTtop(bl) MnaHupyemble pesynbTatbl 06y4eHus
KoMneTeHunn
OfIK- | CnocobeH co3dasamb | OfIK-7.1 3HaeT obwwe npuHUMNbI | 3HaTb:

7. rpozpamMmbl Ha S3biKax noctpoexusi, obnactu u —oflme  MPUHUMMBLI  MOCTPOeHUsi, obnactm U
8bICOKO20 U  HU3KO20 0COBEHHOCTU OCOBEHHOCTU MPUMEHEHUS! S3bIKOB  MPOrpamMMM1pPOBaHIS
YPOBHSI, npPUMeHsIMb NPUMEHeHs SI3bIKOB | BBLICOKOTO YPOBHS;

MemoObi u nporpaMmnpoBaHus — A3bIK nporpaMMmnpoBaHust BbICOKOIO YPOBHS
UHCMpyMeHmarbHble BbICOKOro ypOBHA (06bEKTHO-OPUEHTMPOBAHHOE NPOrPaMMUPOBaHNE);
cpedcmea OriK-7.2 3Haet A3bIK — OCHOBHbIE anropUTMbl COPTUPOBKMA U NMOUCKA AaHHbIX,
MpozpamMMupo8aHus nporpaMMm1poBaHus KOMBMHATOPHbIE 1 TEOPETUKO-TPadoBLIE aNrOPUTMBI;
ons peweHus BbICOKOro YpOBHA — obwmre cBegeHUss O MeTogax  MPOEKTUPOBaHMS,
NpogheccuoHarbHbIX (o6bekTHO- OOKYMEHTMPOBaHUSA, pa3paboTku, TECTMPOBAHUSA U OTNadKu
3aday, ocyujecmesnisimb OpPUEHTUPOBaHHOE nporpaMMHoro obecneyeHus;
060CHOBaHHBIU  8bI6GOP nporpaMMupoBsaHme) — Heobxoammble " [0oCTaTouHbIe ycrnosust
UHCMpyMeHmapusi OflK-7.4 ymeeT  pabotatb  C | onTUManbHOCTM 3agaum MaTeMaT4eckoro
rpozpamMmMuposaHus U MHTErpupoBaHHO NPOrPaMMMPOBAHUS;
croco6os opzaHu3auuu cpepoii pa3paBoTku — MeTofbl  YCMOBHOM  ONTUMM3ALMWM MpY  PeLLeHun
npozpamm nporpaMMHoOro NpUKnagHbIX 3aaad;
obecneyerus — 3afaYs BapWALIMOHHOTO WCYUCHEHUs!, ONTUMAnNbHOTO
OriK-7.5 ymeeT paspabaTbiBaTb U | ynpaBneHUs U MMHEMHOTO NMPOrpaMMUPOBAHHSI.
peanvsoBbIBaTh Ha A3bIKe
BLICOKOrO YPOBHS | VmeTb:
anropuTMbl pelwenna — paboTaTb C MHTErpMpoBaHHOI Cpenoii paspaboTku
TUNOBLIX NPOrpamMmMHOro obecneyeHus:;
MPOCheCCHOHaNbHBIX — paspabaThiBaTb M peanu3oBbiBaTb Ha  Si3blke
sapad BbICOKOTO ~ YPOBHSI  @nropUTMbl  PELUEHUs  TUMOBBIX
OfIK-7.8 3HaeT OCHOBHbIE | nnodheccroHanbHbIX 3aAaY:;
anropuTMel COpTUPOBKA —  MPUMEHSTb W3BECTHLIE METOABI MPOrPaMMUPOBaHNS
nowucka AGHHBIX, | )1 Bo3MOXHOCTY 6a30BOTO si3blka MPOTrPAMMUPOBAHUS IS
KoMGUHATOPHbIe " | pelueHus TUNOBBIX MPOHECCUOHANBHBIX 3aaaY;
TEOpETUKO-rpachoBLIe —  NpUMEHSATb MeTofbl OAHOMEPHON ONTUMU3ALMM MPK
anropuTMbl peLleHnn NpUKNaaHbIX 3aav;
OfIK-7.9 3Haet obluve ceeaeHns o —  UCMnonb3oBaTb MeToAbl MHOTOMEpPHOWN Ge3yCroBHOM
METOAaxX ONTUMU3ALIMM NPU PeLLIEHUN NPOGECCUOHANbHBIX 3aaau.
NPOEKTUPOBaHMS,
[IOKYMEHTUPOBaHUS, BrageTs:
paspaGorku, HaBblkaMy  pa3paboTKM  anrOpUTMOB  PELUEHWUst  TUMOBbIX
TECTUPOBAHMA W OTNAAKM | 6 heccuoHanbHbIX 3aaau.
NPOrpaMmMHOro
obecneyeHus
OfIK-7.10 ymeer NPUMEHsITL
U3BECTHbIE meTozb!
nporpaMMUpPoOBaHmst "
BO3MOXHOCTM  6a30BOro
A3bIka
NporpaMMUpPoOBaHus  Ans
peLueHus TUMOBbIX
npocheccuoHanbHbIX
3apav;
OfK-7.11 Bnageet HaBblKamu

pa3paboTkn anroputMoB
peLieHust TUMOBBIX




npoceccroHasnbHbIX
3agay

OfIK-7.12

3HaeT Heobxoaumble U
[OCTaTo4HblE  YCIoBUSA
OonTMManbHOCTU  3adauu
MaTeMaTU4eckoro
nporpaMMUpPoBaHUs.

OfIK-7.13

Ymeer NPUMeHsATb
meToAbl OAHOMEpPHOW
onTUMM3aLmn npu
peLueHmn NpUKNagHbIX
3agad.

OrlK-7.14

Ymeer ncnonb3osaTtb
MeToAbl MHOroMepHomn
6e3ycnoBHoMn
onTUMm3aLmm npu
peLueHum
npodpeccroHanbHbIX
3agad.

OfIK-7.15

3HaeT MeToAbl YCIOBHOW
onTUMU3aLmMm npm
pelweHnn  MpuKnagHbIX
3agau.

OrlK-7.16

3HaeT
BapyaLMOHHOIO
NCYMCNeHuns,
onTUMarnsLHoro
yrpaBneHnst U IMHEHOro
nporpaMMUpPOBaHUsI.

3agaqn

OriK-

CriocobeH npumeHsimb
memoodsb| Hay4HbIX
uccnedosaHull npu
npoeedeHuUuU
paspabomok 8
obracmu obecnievyeHus
6e3onacHocmu
KOMIbOMepHbIX
cucmem u cemel

OriK-8.10

ymeeT  paspabaTtbiBaTb
mogenu  GesonacHOCTK
KOMMbKOTEPHBLIX CUCTEM C
MCMOrNb30BaHNEM
Heobxoanmoro
mMaTeMaTun4ecKkoro
annapata U
KOMMbIOTEPHOIO
MoZenupoBaHus

cpeact

Orik-8.11

BrnageeT cnocobamu
MoAenunpoBaHuns
6esonacHocTu
KOMMbIOTEPHBIX CUCTEM, B
TOM yucne
MoAenunpoBaHuns
ynpaeneHuss JoCTyrnoM W
MHAOPMaLMOHHBIMM
noTokamu B
KOMMNbIOTEPHbIX CUCTEMax

Of1K-8.15

ymeeT NPUMEHSITb
meToabl
3KCrepUMeHTanbHoro
uccnenoBaHus npu
peLueHum
npocheccroHanbHbIX
3agady

YMeThb:

— paspabaTbiBaTtb moaenu 6e3onacHocTu
KOMMbIOTEPHbIX CUCTEM C UCMONb30BaHNEM HeoBXoaAMMOro
MaTeMaTU4eckoro annapata M CpeacTB  KOMMbHTEPHOro
MOOENNPOBAHWS;

—  MNPUMEHATb MeToabl 3KCMNEPUMEHTANbHOMO
ncecnenoBaHus Npy peLleHn npodeccuoHanbHbiX 3a4au.

Bnagetb:
crnocobamn mMoaenvpoBaHus 6e30MacHOCTU KOMMbIOTEPHbIX
cucTeM, B TOM 4ucne MOAENWPOBaHUSt  yrnpaBrieHus
OOCTYNOM U MHEPOPMALIMOHHBIMU MOTOKAMK B KOMMbIOTEPHBIX
cuctemax.




OriK- | CnocobeH pewams | OF1K-9.15 ymeeT aHanusupoBaTb U | YMeTb:
9. 3adayu 5 oOueHmsaTb _ Yrposebl — aHanuanpoBaThb U OLEHMBATb Yrpo3bl MHOPMAaLMOHHOM
npogheccuoHarnbHou MHGOPMaLMOHHOM Ge30MNacHOCTY OGLEKTA.
dessmenbHocmu c 6e3onacHoOCTV 00BbEKTa;
ydyemom mekyuie2o
COCMOSsIHUSI u
meHOeHyull  pa3zsumusi
memodos 3auwumsl
uHghopmayuu 8
ornepayuoHHbIX
cucmemax,
KOMIMLIOMEPHLIX Cemsx
u cucmemax
yrnpasneHusi 6azamu
OaHHbIX, a  makxe
memodos U cpedcms
3awWumsl  UHghopmMayuu
om ymeyku no
MexHUYeCKUM KaHanam,
cemel u  cucmem
nepedayu uHgopmayuu
OrIK- CrniocobeH OfIK-13.5 ymeet pabotatb c | YmeTb:
13. pa3pabambigams VHTErpMpoBaHHbIMM — pabotatb ¢ VHTErPUPOBaHHLIMU cpefamu
KOMMOHEHMbI cpepamm pa3paboTkn | pa3paboTku NPOrpaMMHOro obecnevyeHus;
rnpoepamMMHbIX u nporpaMmmMmHoro — hopmanusoBaTb NOCTABMEHHYIO 3adayy;
poepamMmMHo- oBecneyeHus; — paspabatbiBaTb  3(peKTUBHble  anropuTMmbl  U”
annapamHbix cpedcms | OfTK-13.6 Briageet HaBblkaMW | nporpaMmbl;
3aWums!  UHghopmayuu paspabotku, oTnagku, —  MPOBOAMUTb OLEHKY BbIYUCIIMTENLHON  CIOXHOCTM
e KOMIMbIOMEPHBIX [OKYMEHTUPOBAHWS W | anroputma;
cucmemax u TECTMPOBAHWS NPOrpaMm; —  nnaHupoBaTb Pa3paboTKy CMOXHOMO MpPOrpamMMHOro
nposodums aHanus ux | OfK-13.12 | ymeeT (hopManusoBaTth | oGecreueHus::
6esonacHocmu nocTaBneHHyto 3agaqvy; — npuUMeHsTb  cpeacTea WM MeTodbl  aHanusa
OflIK-13.13 ymeeT  paspabartbiBatb | mporpaMMHOrO 06ecneyeHus Ans BbiSBNEHUs 3aKNafokK;
addekTUBHbIE —  NPUMEHsTb MeToAdbl aHanu3a MPOEKTHbIX PeLLEHUN
anropuTmbl W | nns obecneveHns 3aLLMLLIEHHOCTM KOMMbIOTEPHBIX CUCTEM;
nporpamml, —  MpUMEHsTb COBPEMEHHble CpeacTBa obecrneyeHus
OfK-13.14 | ymeeT NpoBOANTL OUEHKY | ypdhopMaLMOHHOM BE30NACHOCT MPOTPaMM 1 [aHHbIX;
BbIHMCIINTENBHON — NpoBOAWTb  a@HamM3  MpOrpamMMHbLIX  CPefcTs,
CMOXHOCTMN anroputma; NPYMEHSIEMbIX 1111 KOHTPONS 1 3aLLMThl MHbopMaLmn.
OllK-13.15 ymeet nnaHMpoBaTb
paspaboTky CMOXHOTO | Brapets:
nporpammHoro — HaBblkaMW Pa3paboTKW, OTNaAKM, [OKYMEHTUPOBaHMS
obecneyeHus; 1 TECTUPOBaHMS NPOrpamm;
Bnageet mMeTohamu — MeTodaMu OLEHKM KayecTBa roTOBOro NporpammMHOro
ONK-13.16 OLIEHKM Ka4ecTBa | gecreveHus:
FOTOBOTO  MPOrPAMMHOTO | agpikamMu pa3paboTkX anropuTMOB ANS PeLeHns TUMOBLIX
obecneyenus; npocbeccroHanbHbIX 3agau.
BnapeeT HaBblkamu
pa3paboTku anropuTMoB
OlnK-13.17 Ona  pelweHns TUMNOBbIX
npodeccnoHanbHbIX
3agav;
Ymeer NPUMEHSTb
cpeactBa UM meTodbl
OlK-13.18 aHanuMsa nNporpaMMHOro
obecneyeHus ans
BbISIBNIEHWS 3aKNagoK
YmeeT NPUMeHsITb
MeToabl aHanusa
ONK-13.19 NPOEKTHbIX PeLueHnid Ans
obecneyeHus
3alUMLLEHHOCTH
KOMMbIOTEPHBIX CUCTEM.
YMeTb NPUMEHSITb
ONK-13.21 COBPEMeHHbIE  cpefcTBa
obecneyeHus

MHOPMaLMOHHOM




6e3onacHocTn nporpamm
N OaHHbIX

YMeeT npoBoanTbL aHanu3

nporpaMMHbIX  CPEeACTB,
OlK-13.23 NpUMeHsieMbIX ans
KOHTpONMA U 3awwmThl
MHpopmaLmmn
OFIK- CrnocobeH CnocobeH npuUMeHsiTb | 3HaTb:
2.1. paspabambigamb a(ppeKTUBHbIE NPUHLMMNbI — TpeboBaHMS OCHOBHbLIX CTaHOAPTOB MO  3awuTe
anzopummbl, pa3paboTku CPEACTB | KOMMbIOTEPHBLIX CUCTEM U CETEN.
peanusyouue OMnK-2.1.1 3awnTbl  MHopmaummn ¢
co8peMeHHbIe MCMonb30BaHNEM YmeTb:
Mamemamu4eckue aKTyarneHbIX — NPUMEHATb  3peKTUBHbIE MPUHLMMNBLI  paspaboTku
MemoOhb! 3awumbl MaremMaTU4eckunx cpeacts  3awmTtbl  MHOpMauMM € UCMONb30BaHMEM
UHgopmayuu MeTodoB aKTyanbHbIX MaTeMaTU4YECKUX METOAOB;
3Haert TpeGoBaHus — KnaccuguumposaTb MHGOPMaLMOHHbIE CUCTEMBI MO
OmMK-2.1.2 OCHOBHbIX CTAHAAPTOB MO | Tpe6oBaHMAM 3aLLMThI MHOopMaLmK;
3aluTe  KOMMbIOTEPHBIX — paspabaTbiBaTb nporpamMMHble anropuTmbl c
cnucTem un ceten NPpMMEHEHNEM MaTeMaTUYecKMx Mogenen AN  OUEHKM
CrocoGeH 6e30NacHOCTU KOMMBIOTEPHbBIX CUCTEM.
knaccuduumpoBaTb
OMK-2.1.4 VIH(bOpMaLWIOHHbIe Bna'qe'rb;
CncTeMbI no — apheKTUBHBIMM  MpUHUMNaMU  pa3paboTkM cpeacTs
TpeGosaHuam 3aWwuThl | 3awmMTel  MHpOpMaUMM  C  UCMONb3OBAHWEM  aKTyarbHbIX
UHbopmaLuuu MaTeMaTU4eCcKMx MeTOA0B;
CnocobeH cpeacTBaMu  pas3paboTkM  MPOrpaMMHbIX — anroputMoB  C
paspabatbiBaTb NnPUMEHeHVEM MaTeMaTUYECKUX MoAenen AOns  OUEHKM
nporpamMmHble 6€e30nacHOCTN KOMMbIOTEPHbIX CUCTEM.
anropuTmbl c
OlK-2.1.5 NpUMeHeHNem
MaTemMaTU4YecKnx
MoAenen Ans  OueHKMU
6e3onacHocTn

KOMMbKTEPHbLIX CUCTEM

13. O6beM npakTUKM B 3a4eTHbIX eAuHULax / aK. vac. (8 coomeemcmeauu ¢ y4ebHbIM naHoM) —
8/288.

Pdopma NpoOMeXYTOHYHON aTTecTauunm 3a4Yem ¢ OUEHKOU.

14. TpypoeMKocTb NO BuAam y4ebHou paboTbl

TpynoemMKkocTb
B Mo cemecTtpam
Bug y4e6Hoit pa6oTbl cero 9
Y., B dopme
M
Bcero yacos 288 288 203
B TOM Yucne:
KoHTakTHas paborta (Bkntovast HAC) 4 3
CawmocrosiTensHas pabota 284 284 200
Utoro: 288 288 203
15. CopepxxaHue npaktuku (unu HAP)
n/n 0O6bem yyebHol paboThl, Y
Paspgenbl (aTanbl) B - KoHTakTHble | CamocTtoaT
napl y4ebHorm paboThbl
NpaKkTuKu yachl enbHas
paboTta
1. OpeaHu3ayuoHHo- lMpoBegoeHne  cobpaHmsi MO opraHu3auunM  MNPakTUKK;
rnodeomosumesibHbIU | yCTaHOBOYHBIN UHCTPYKTaX Mo 3agadvam, cpokam n Tpebyemoi
amarn OTYETHOCTU; MHCTPYKTaX MO TEeXHUKe ©6e3onacHocTu paboThl;
cdopmynupoBKka 3agadvy And pelleHns B Xode NpPakTuKu, 1 24
NnoaroToBKa OOKYMEHTOB, noAaTBepXaatoLLmx dakT
HanpasneHna Ha NPaKTUKY, nony4vyeHue 3agaHnga oT
pyKoBoAUTENA NPAKTUKK; I'IpOI/ISBO,EI,CTBeHHbIVI WHCTPYKTax
2. HayyHo- 1) BbIBOp Tembl WccnegoBaHWs; onpeneneHne npobnemsl, 1 100




uccriedogsamerbCKull
aman

obbekTa M npegmeTa wuccrnegoBaHus; 2) dopMynupoBaHue
uenu v 3agay nccnegoBaHust (aHanm3 UCXOOHbIX OaHHbIX AN
peLleHuns NoCTaBMeHHOMN 3apauu; nokanusauusi
npobnemaTtunkn, obbekta W npegMeTa wuccrnefoBaHus); 3)
TEopeTnyeckui aHanua nuTepaTypbl M MCCNegoBaHWn Mo
npobneme, noabop HeOOXOAMMBbIX WCTOYHMKOB MO Teme
(naTeHTHble MaTepuanbl, Hay4Hble OTYETbl, TEXHUYecKasi
OOKyMeHTaums w  ap.); cocTtaeBneHuwe 6ubnuorpacdun; 4)
dopmynupoBaHme paboyen rmnotesbl; BbIGop obopyaoBaHUs
Ons  pelweHus nocTaBfneHHoW 3agauyun; 5) paspaboTka
MaTemMaTW4ecKoro, anropuTMUYECKOro WM MnporpaMMHOro
obecnevyeHnss HeobxooMMOro AN peLleHus MNocTaBIEHHOW
3aa4M OCHOBbIBAsiCb Ha Te3ncax paboyewn rmnoTesb.

Smarn ebinonHeHus OnpepeneHue npo6nemel, obbekTa 7 npegmerta
uccriedogameribCKuX nccnenoBaHus, dopmynmpoBaHue uenu " 3agav
pabom o UCCnefoBaHMsl, TEeOpPeTMYECKMn aHanuM3 nutepaTypbl U
UHOUBUAYanbLHOMY uccnegosaHun no npobneme, nposeaeHue ob3opa u BbIGOP
nnaHy COBPEMEHHbIX MHOPMALMOHHBIX TEXHOMOIUI, crneumanbHOro 100
nporpammHoro obecneyeHnss n 06opyaoBaHUS ANS peLueHns
MOCTaBMEHHOW 3afayn Mo aHanuasy 3aluMLIEeHHOCTU obbekTa
nHcopMaTM3aLummn; NpoBeJEeHNE CaMOCTOSITENBHOIO peLUeHus
CchOpMYNMPOBaHHOM HayyHOW 3ajaudn, uccnegoBaHun wu
3KCNEPVMEHTOB.
OgbopmneHue OnucaHne npogenaHHon paboTbl C CAaMOOLIEHKOW Pe3yrbTaToB
omuéma rno umoaam BbinonHeHnss  HWP;  cdopmynupoBaHne  BbIBOOOB W 60

rnpakmuku

npeanoxeHu no opraHusaumm HAP.

CopepaHue npakTUYecKkon MOAroTOBKM MPW NPOBEAEHUN NPAKTUKU yCTaHaBNMBaEeTCs
ncxodst M3 codepaHusi M HanpaBneHHOCTM obpasoBaTernibHOM Nporpammbl, COAepXKaHus

NMPaKTUKK,

ee uenem un 3agad.

npaKTI/I‘-IeCKaFI noaroToBka npu rnposegeHnn npakTtukn

HanpasneHa Ha (hopMMpPOBaHUE YMEHWI N HaBbIKOB B COOTBETCTBUN C TPYAOBbIMU AENCTBUAMMN
n (MnNun) TPyAoBbIMU OYHKUMSMU NO Npodounio obpasoBaTenbHON NporpamMmel.

MpakTnyeckas

noaroToBka

npoBoauTCS NyTeM

HenocpeacTtBEHHOIo BbIMNOJIHEHUA

obyvatoLmmMmucsa onpeneneHHblx BMAOB paboT, cBsidaHHbIX C Oyaylier npodeccrMoHanbHOM
AEeATENbHOCTbIO, CNOCOOCTBYOLWMX (DOPMMPOBAHUIO, 3aKPEMNIIEHNIO N PA3BUTUIO NPaKTUYECKUX
HaBbIKOB W KOMMETEHLMI N0 NPOdUII0 COOTBETCTBYOLLEN 0Bpa3oBaTeibHON NPorpaMMbl.

Ne | Twunbl 3agay | dopmumpyemble obLLenpodeccMoHanbHble KOMMNETEHLMM creymanm3auum
n/n | npodeccmoHanbHon
aedATenbHOCTU
1 Hay4Ho- Ol1K-2.1.1 CnocobeH npumeHsimb 3ghchbeKkmusHble npuHyumbl paspabomku cpedcme 3awumsi
uccriedosameribckull UHGopMayuu ¢ Ucronb308aHUEM akmyarsbHbIX Mamemamu4yecKux Memodos.
2 KoHmporbHo- OFIK-2.1.2 3Haem mpebosaHusi OCHO8HbIX cmaHOapmMo8 0 3aujume KOMIbOMepPHbLIX cucmem u
aHanumu4eckuli cemedl.
OllK-2.1.4 CriocobeH knaccughuyuposams UHGOPMaUUOHHbIE cucmeMbl N0 mpebosaHusM
3auumsi UH¢hopmayuu.
3 OkennyamayuoHHbIl OllK-2.1.5 CnocobeH pa3pabambieamb rnpospaMMHble  an2opummbl C  [PUMEHeHUeM
Mamemamu4eckux modesnel 0nsi OUeHKU 6e30rmacHOCMuU KOMIMbOMEPHbIX CUCMEM.

16. MNepe4yeHb y4yeOHOM
NPOXOXAEHUA NPaKTUKK (CrUCOK lumepamypbl 0ghopMIssemcsi 8 coomeemcemeuu ¢ mpebogaHusiMu
'OCT u ucrnonb3yemcsi obwasi ckeo3Has HyMepauus 011 8cex 8u008 UCMOYHUKO8)
a) OCHOBHag nuTepartypa:

nuTtepaTypbl, pecypcoB cetu «UHTepHeT», HeoGXoAUMbLIX Ans

Ne n/n M CTOYHMK
1 Wknsp, M.®. OcHoBbl Hay4HbIx uccnegosanmn / M.®. LWknsp. — Mockea: Jawkos n Ko, 2012. —
" | 244 c. URL:http://biblioclub.ru/index.php?page=book&id=112247.
2 HoswukoB A.M., Hosukos [J.A. MeTogonorusa Hay4Horo nccnegosanus. — M.: Jlubpokom. 2010 —
" | 280 c. URL:http://www.methodolog.ru/books/mni.pdf.
3 MenbHukoB B. I1., KnenimeHoB C. A., lNeTpakoB A. M. lHdopmaumoHHas 6e30nacHOCTb M 3almTa
" | nHpopmaumn. - M.: Akagemus, 2007. — 330 c.
OcHoBbI ynpaBneHnsi UHPOPMaLMOHHOM Be3onacHOCTbIO: [y4ebHoe nocobue Ans CTyaAeHTOB
4 BY30B, 06yvaloLmnXcs Mo HanpaBneHsaM NOArOTOBKM (CNeLnansHOCTAM) YKPYMHEHHON rpynnbl
" | cneumanbHocTen 090000 - "MHdopm. 6e3onacHocTe"] / A.l. Kypuno [n gp.]. — 2-e nsa., ncnp. —
Mocksa: 'opsydasa nuHua-Tenekom, 2014. — 243 c. : un., Tabn. — (Bonpocsl ynpaBneHus



https://lib.vsu.ru/zgate?ACTION=follow&SESSION_ID=5487&TERM=%D0%A8%D0%BA%D0%BB%D1%8F%D1%80,%20%D0%9C.%D0%A4.%5B1,1004,4,101%5D&LANG=rus
http://biblioclub.ru/index.php?page=book&id=112247

MHpopMaumoHHon 6e3onacHocTblo ; KH.1) .— bubnuorp.: ¢.234-239 .— ISBN 978-5-9912-0361-
6.
Kpakosckun, KO.M. NHdopmaumnoHHas 6e3onacHoCTb 1 3awwmTta nHdopmauun: ydebHoe nocobune

5 | AnacTyA. 06y4. no cneunanbHOCTU «NHOPMaLNOHHBIE CUCTEMBI Y TEXHONOMMMY» OHEB. U 3a04.

" | dopm obyyeHus / KO.M. Kpakosckun. — M.; PoctoB H/[] : MapT, 2008 .— 287 c. : un .—
(Y4ebHbin kypc) .— Bubnuorp.: ¢.221 .— ISBN 978-5-241-00925-8.
OneniHuk M. T1. KopnopaTtuBHble MHPOPMAaLMOHHbIE CUCTEMBI: ANs 6akanaBpoB 1 CNeLnanmncToB:

6. | y4ebHuK onsa cTyq. By3os, 06yy. no Hanpasn. 080800 "MpuknagHas nHgopmaTuka (no
obnactam)" u gp. akoH. cney. — ClN6.: MNutep, 2012. — 176 c.
docTtep, xkenmc. 3awmra OT B3fioma: COKeThl, akcnnonThl, shell-koa: / x. doctep, M. lMNpaiic ;

7 nep. c aHrn. A. A. CnuHknHa .— Mocksa : IMK lNpecc, 2008 .— 784 c. : un. —

" | (MHdopmaumoHHasa 6e3onacHocTb).— ISBN 5-9706-0019-9 : 449.10 p. —
<URL:http://e.lanbook.com/books/element.php?pll cid=25&pl1 id=1117>.
Ckyauc, 3. NpoTmBocTOsHNE XakepaM. [owaroBoe pykoBOACTBO MO KOMMbIOTEPHBLIM aTtakam 1

8 acppekTnBHOM 3awmTte/ 3. Ckyamnc. — Mockea: OMK lMpecc, 2009. — 512 c. : un. — (3awmTa un

" | agMuHncTpupoBanne) .— ISBN 5-94074-170-3 : 176-00 .—
<URL:http://e.lanbook.com/books/element.php?pll cid=25&pll id=1112>,
ony6, Bnagumup AnekcanHgposud. 3awmta oT Bpe4OHOCHOrO NPorpaMMHOro obecneyeHus:

9. | yuebHoe nocobue ans By3os / B.A. l'ony6; BopoHex. roc. yH-T.— BopoHex: JIOIN By, 2006. —
31 c. — Bbubnuorp.: ¢.30 .— <URL:http://www.lib.vsu.ru/elib/texts/method/vsu/may07045.pdf>.
XoBapa, Mavikn. 19 cMepTHbIX rpexoB, yrpoxaroLwmx 6esonacHoctn nporpamm. Kak He gonyctutb
TUNMYHBIX ownBok/ M. Xosapa, [. Ne6nank, [Ix. Buera; aBT. npeavicn. A. MopaH. — Mocksa:

10. | MK Tlpecc, 2009. — 287 c. : un. — .— 3arn. n aBT. opur.: 19 deadly sins of software security /
Michael Howard, David Leblanc, John Viega .— ISBN 5-9706-0027-X .—
<URL:http://e.lanbook.com/books/element.php?pll_cid=25&pl1_id=1118>.

11 3anues O.B. Rootkits, SpyWare/AdWare, Keyloggers & BackDoors: O6HapyxeHue 1 3awmra /

" | O.B. 3anues. — Cl6.: BXB-lMeTtepbypr, 2006. - 304 c.

12. | MNpockypuH B. I'. 3awwTa nporpamMm u ganHbix - M.: Akagemus, 2011. — 198 c.
YnpasneHve BHegpeHnemM MHOOPMALMOHHBIX CUCTEM: KypC nekuun: y4eb. nocobue ang

13, | CTYAEHTOB By308, oby4yaroLwmxcsa no cneumnanbHOCTAM B o6nactu nHgopm. TexHonormn / B.A.

" | F'pekyn, I'. H. OeHunweHko, H.J1. KoposknHa. — M.: UHTepHeT-YH-T nHdopm. TexHonoruin, 2008.
[OnekTpoHHbIr pecypc] URL: http://www.intuit.ru/studies/courses/2196/267/info/.
14 KOpuH U.KO. TeopeTnyeckmne n npakTtn4yeckne oCHoBbI 3alumnTbl MHpopmaumn. 2012,
" | http://library.sgu.ru/uch_lit/620.pdf.

6) gononHuTenbHas nuTeparypa:

Ne n/n

NcTouHnk

15.

Mypomuesa A. B. NckycctBo npeseHTaunn. OCHOBHbIE NpaBura u npaktuyeckne
pekomeHgaumm / A.B. Mypomuesa. — Mocksa: ®nuHTa: Hayka, 2014. — 108 c.

16.

Kpy4umHuH, B.B. KomnbloTepHbIE TEXHOMOMMN B HAay4YHbIX UCCNeaoBaHnsX: y4ebHo-
meToanyeckoe nocobue / B.B. KpyunHuH. — Mocksa: TYCYP (Tomckuin rocyaapCTBEHHbIN
YHVUBEPCUTET CUCTEM YyNpaBreHns 1 pagnoanekTpoHukn), 2012, — 57 c. — Pexwum gocTtyna:
http://e.lanbook.com/books/element.php?pll id=11269.

17.

AHppees, .. OcHoBbl Hay4HOM paboTbl 1 METOLONOMMSA ANCCEePTaLMOHHOIO nccnegosanns /
.. Angpees, B.B. bapeuHeHko, B.C. Bepba. — Mockea: ®vHaHChbl U cTaTuctuka, 2012. —
296 c. — Pexxum goctyna: http://e.lanbook.com/books/element.php?pll_id=28348.

18.

Cuctembl n cpegctea nHdopmatuku: Exxerogruk / I'n. peg. U.A. Cokonos. — Mocksa: UM
PAH. — 2010.— Bbin. 20. — Ne 2. — 350 c.

19.

depnepanbHbIi 3akoH oT 27 utonsa 2006 roga Ne 149-d3 «O6 nHdopmaumm, MHPOPMaLMOHHBLIX
TEXHOMOorMsaX 1 0 3awmTte nHdopmauuny // CobpaHue 3akoHoaaTenbcTBa Poccuiickon
depepaumm, 31.07.2006, Ne 31 (1 4.), cT. 3448.

20.

denepanbHbIn 3akoH 0T 27 uions 2006 roga Ne 152-03 «O nepcoHanbHbIX AaHHbIX» //
CobpaHue 3akoHogaTtenbcTBa Poccuiickon ®eaepauun, 31 nons 2006 roga Ne 31 (1 4.), cT.
3451,

21.

FOCT P UCO/M3BK 27001-2006 NHdopMaLmoHHasa TexHonorus. Metoabl 1 cpeacraea
obecneyeHus 6esonacHocTn. CUCTEMbI MEHEeKMEHTa MHpopMaLnoHHON 6e30nMacHOCTL.
TpeboBaHus. (yTBepXaéH 1 BBeOEH B AencTaue Npukaszom degepanbHOro areHTcTBa no
TEXHUYECKOMY PEryrnMpOBaHnio 1 MmeTponorum ot 27 gekabpsi 2006 r. Ne 375-cT).

22.

Mpukas ®egepanbHOM CNyx6bl MO TEXHUYECKOMY M SKCMOPTHOMY KOHTposto Poccum ot 11
deBpans 2013 roga Ne 17 «O6 yTeepxaeHun TpeboBaHuii 0 3awwmnte nHdpopmMaLmm, He
COCTaBnsatoLEen rocyagapCTBEHHYIO TaHy, cogepallencsa B rocyaapCTBEHHbIX
MHpopMaUMOHHBIX cuctemax» // Poccuiickas raserta, Ne 136, 26.06.2013.

23.

Mpukas ®egepanbHOM CNyx6bl N0 TEXHUYECKOMY M SKCMOPTHOMY KOHTpont Poccum ot 18



http://www.intuit.ru/studies/courses/2196/267/info/
http://library.sgu.ru/uch_lit/620.pdf
https://lib.vsu.ru/zgate?ACTION=follow&SESSION_ID=3219&TERM=%D0%9C%D1%83%D1%80%D0%BE%D0%BC%D1%86%D0%B5%D0%B2%D0%B0,%20%D0%90%D0%BD%D0%BD%D0%B0%20%D0%92%D0%B0%D0%BB%D0%B5%D1%80%D1%8C%D0%B5%D0%B2%D0%BD%D0%B0%5B1,1004,4,101%5D&LANG=rus

deBpans 2013 roga Ne 21 «O0 yTBep)XaeHUN cocTaBa U Coaep)KaHUsa OpraHM3aunoHHbIX U
TeXHMYecknx mep no obecneveHnto 6€30MacHOCTN NepPCoHanbHbIX AaHHbLIX MpU UX 00paboTke B
MHOPMALIMOHHBIX CUCTEMaXxX NepcoHarnbHbIX AaHHbIX» // Poccuiickas raseta, Ne 107,
22.05.2013.

MeToanyeckuin 4okymeHT. Mepbl 3almTbl HpopMaLmn B rocyaapCTBEHHbIX UHPOPMALMOHHBIX

24 cuctemax (yr8. PCTIK Poccum 11.02.2014).

MocTtaHoeneHue MNpaBuTtensctBa Poccuinckon degepaumm ot 1 Hosibps 2012 roga Ne 1119 «O6
yTBEepXaeHun TpeboBaHnn K 3aLmTe NepCcoHanbHbIX AaHHbIX Npy nx obpaboTke B
MHAOPMALIMOHHbBIX CUCTEMAX NepPCoHanbHbIX AaHHbIXY // CobpaHme 3akoHogaTenbCcTBa
Poccunckon degepaumm, 05.11.2012, Ne 45, cT. 6257.

25.

Mewepsikos B.A., XKenesHsk B.IN., BoHaape A.O., Ocunenko A.J1., BabkuH A.H. lNepcoHanbHble
AaHHble: opraHusauus obpaboTku n obecneyeHns 6e3onacHOCTM B OpraHax rocyaapCTBEHHON
BNacTu 1 MecTHoro camoynpasnenus / lNopg peq. B.A. MeliepsikoBa. — BopoHex: BopoHexckuii
nHctutyT MBI Poccun, 2014. — 186 c.

26.

MocTtaHoBneHne npaButenbcTBa BopoHexckon obnactu ot 28 anpens 2011 roga Ne 340 «O6
YyTBEPXXAEHUU MOSIOXKEHNS O €4MHOM peecTpe rocyaapCTBEHHbIX MHAOPMALMOHHBIX CUCTEM
BopoHexckoin obnactmn» // CobpaHne 3akoHogaTenbcTea BopoHexckon obnactun 20.06.2011 Ne
4, ct. 285.

27.

EpmowkuH H.H., TapacoB A.A. CTpaTterus MHOPMaLNOHHLIX TEXHOMOrMIA NnpeanpusaTus. M.:

28.
M3a-8o MOCKOBCKOro rymaHuTapHoro yHmeepcuteta, 2003.

KopHees W.K., CtenaHoB E.A. 3awmTta nHdopmauum B ocpuce. — "Magatenscteo lNpocnekt”,

29- 1 2008. — 333 c.

AnekcaHgp [opoHuH. BusHec-pa3sseaka http://fxt.com.ua/business_literatura/131-aleksandr-

30. doronin-biznes-razvedka.html.

31. | TaHeH6aym 3. KomnbtoTepHble cetn / 3. TaHeHbaym. — CI16.: MNMutep, 2005. — 991 c.

Banbix A.C. OueHka BO3MOXHOCTEN aTtakn Ha nHopmaumoHHyto cuctemy / A.C. Baneix, C.A.
32. | Banbix // KubepHeTtuka n Boicokme TexHonorun XXI seka: matep. Xl mexgyHapoa. Haydy.-Tex.
KOH., BopoHex, 11-12 mas 2011 r. — Boponex : ML BI'Y, 2011. - T.1. — C. 91-96.

33. | Naptbika T.J1. UHdbopmaumoHHas 6e3onacHocte M.: POPYM, 2007.

MenbHukos, Bnagumunp MNasnosuy. WHopmaumnoHHas 6e3onacHoCTb 1 3awwmuTa nHopMauum:
y4yebHoe nocobue ansa ctya. By3oB, oby4y. no cneumansHoctn 230201 "MIHhbopmaunoHHbIe
cuctembl n texHonorun” / B.IN. MenbHukos, C.A. KneimeHos, A.M. MNeTtpakos; nog pea. C.A.
Knenmenosa. — M. : ACADEMIA, 2006 .— 330 c. : un .— (Bbicluee npodeccnoHansHoe
obpaszoBaHue. NHopmaTmka 1 BblYUCNIMTENbHAsS TeXHWUKa). — Bubnuvorp.: ¢.327-328 .— ISBN
5-7695-2592-4.

34.

AHppuaHoB B.N."LUNnoHckue Wwty4kn" n ycTponcTBa ANs 3almTbl 06BbEKTOB, U MHOpMaLmK:

35. Cnpag. nocobue / B.A.bopoanH, A.B.CokonoB. — C-I16.: JlaHb, 1996.

Abanma3zoB 3.M. MeToabl U UHXEHEPHO — TEXHUYECKNE CpeacTBa NPOTUBOAENCTBUS

36. WHopmaunoHHbIM yrposam / 3.M.Abanmasos. — M.: 'poTek, 1997.

Bacunescknii .B. Cnocobbl 1 cpeactea npedoTBpaLleHns yTeukn nHgpopmMauum no

37. TexHuyeckum kaHanam / .B.Bacunesckuii. — M.: HINL "Henk", 1998.

38. | XopeB A.A., Cnoco6bl n cpeactea 31 / A.A.XopeB. — MO P®, 1998.

FOCT P MCO/M3K 15408-2002 «MHdopmaLmoHHasa TexHonormus. MeTtoapl n cpeactea
obecneyeHns 6esonacHocTu. Kputepmm oueHkn 6e30nacHOCTM MHAOPMALMOHHBIX
TEXHONOrMn», NPUHAT N BBeAeH B Aencteue NoctaHoBneHnem locctaHgapta Poccun oT 4
anpens 2002 r. Ne 133-cT.

39.

NCO/M3K 31000:2009 «YnpasneHune puckamu. MpuHuunbl n HanpaeneHus», ISO Technical

40. Management Board Working Group, 2009.

MCO/MBK 31100:2009 «YnpaeneHue puckamu. Metoamkm oueHkm puckay, ISO Technical

4l Management Board Working Group, 2009.

FOCT P UCO/M3BK 27005-2010 «NHGopMaumoHHasa TexHonorus. Metoabl n cpeacTea
obecneyeHnst MHpopMaLnoHHON 6esonacHocTU. MeHeaXMEeHT pucka MHGOPMaLMOHHOWM
©esonacHocTu», yTBEePXXAEH 1 BBeAeH B AencTaue Mpukaszom PenepanbHOro areHTcTea no
TeXHU4eckomy perynupoBaHuto u metponorum ot 30 Hosbps 2010 r. Ne 632-cT.

42.

B) MHOPMALIMOHHbIE 3NIEKTPOHHO-00pa3oBaTenbHble pecypchbl (0duumanbHble Pecypchl MHTEPHET)*:

Ne n/n Pecypc
1. | 3BC JlaHb
2. | ABC «YHuBepcutetckasa bubnmorteka online»
3. | BBC «3nekTpoHHas bubnunoteka TexHnyeckoro BY3a» (36C «KoHcynbTaHT cTyaeHTa»)
4. | OBC OPAUT
5. AnekTpoHHasa bubnunorteka y4ebHo-MeToaNYeCKNX matepuanos BIY. Pexum goctyna: http://www.lib.vsu.ru
6. http://www.cryptopro.ru



http://docs.cntd.ru/document/902271111
http://docs.cntd.ru/document/902271111

http://www.infotecs.ru
http://www.lissi-crypto.ru/
http://www.signal-com.ru
0. | http://www.shipka.ru

Blo|®N

* BHauvane ykasblBawoTcs OBC, c koTopbiMM uMetoTcs fdoroBopa Yy BIY, 3aTtem OTKpbITble 3MEKTPOHHO-
obpasoBaTenbHble pecypchbl U T.4.

17. OG6pasoBaTefibHble TEeXHONOrMU, MpPUMEHsIEMble NpPU MNPOBEeAEHUU TMPaAKTUKU W
MeToAMYecKne yKasaHus Ans oby4varoLmxcsa No NPOXOXKAeHUIO NMPaKTUKK

HWP - camoctositTenbHoe wuccrnegoBaHuWe cTygeHTa, OoOpMSIEHHOE B BUAE HAy4yHOro
oTtyeTa. HNP aBnsetca obasaTtenbHon YacTbio y4ebHOro nnaHa.

OcHoBHbIMK 3agadamu HUAP aensatoTca:

1) faTb BO3MOXHOCTb CTYAEHTY NPOBECTU CaMOCTOATENbHOE HayyHOEe WccnegoBaHue,
yrnyobuTb 3HaHWs NO cneumanbHbIM AUCUUNIINHAM,

2) onpeaenntb CNOCOBHOCTb CTyAEHTa BbINOMHATL HAay4YHOE MccregoBaHWe Ha YpPOBHE,
COOTBETCTBYHOLLEM KBaNUukaumm.

HWUP copepxaT crnegywwme OCHOBHblE 4YacTW: BBEAEHWE, TeOopusi, SKCMEPUMEHT,
pesynbTatbl, 0OCy)XAeHMe pe3ynbTaToB, BbIBOAbl, 3akKMio4YeHue, 3aMeyaHus, CrAMCcoK
nutepatypbl. AHHOTaumst o6bemom He 6onee 0,5 cTpaHuubl pacnonoxeHa Nocne TUTYNbHOro
nnucta n npegwecteyet «CoaepxaHuto». Cnncok GyKBEHHbIX 0B03HAYeHU U COKpaLLEHWUN
cnenyert 3a «CogepxaHmem». PucyHkn n Tabnuupbl pacnonaratoTcsi N0 TEKCTY NOCMNE CCbISIOK Ha
HUX. PaboTy HeobxoouMMO HanmucaTb akKypaTHO, FPaMOTHbIM Hay4HbIM A3blkOM. KecTkue
TpeboBaHNA K 06bemy paboTbl OTCyTCTBYIOT. OPMEHTMPOBOYHO MOXHO NOCOBETOBATb 0O6BbEM
HWP B npepenax 30-50 ctpaHuy,.

OTyeT nNO npakTMke [OMmKEH OblTb M3MOXKEH TEXHUYEeCKM T[PaMOTHbIM HA3bIKOM C
NPUMEHEHNEM PEKOMEHAOBAHHbIX TEPMMHOB W abbpesuatyp 6e3 opdhorpaduyuecknx wn
rpammaTtmyeckux ownbok. MNMpeactaBneHHbIM OTYET NO NPaKTUKE OLLEHMBAETCA Ha COOTBETCTBUE
WHpopmauuKn, npeacTaBneHHon B oTyeTe, AaHHbIM U3 MHAOPMAaLMOHHBLIX pecypcoB obLiero
aoctyna cetv IHTepHeT, MaTtepmanoB fekumi, y4ebHOM U TEXHUYECKOW nuTepaTypbl.

CTpyKTypa oTyeTa no npakTuke

1. OT4eT NO NpakTUKe AOSHKEH BKMNOYaTb TUTYNbHbLIA JIMCT, COAEepXaHwe, BBeAEHWe,
ONUCaHNe TeOopPeTUYECKUX W MNPaKTUYECKMX acCneKkTOB BbINOSIHEHHOW paboTbl, 3aKMyYeHue,
CMMCOK MCMNOSb30BaHHbLIX MCTOYHMKOB, MPUIOXKEHNS.

2. Ha TutynbHOM nucTte AaofmkHa 6biTb NpeacTaBneHa TeMa npakTuku, rpynna n ammnms
CTyAeHTa, AaHHble O npeanpuaTun, Ha 6ase KOTOPOro BbIMOSMHANAChb MNpakTuka, damunus
pyKoBOAUTENS.

3. Bo BBeaeHMM CTyAEeHTbl AOMKHbI AaTb KpaTKoe onncaHue 3agadv, pelaemMon B paMkax
NPaKTUKN.

4. B OCHOBHOWM 4acTu OoT4yeTa CTyaeHTbl NpMBOAAT noapobHoe onucaHue NpoaenaHHon
TeopeTU4ecKom n (Mnn) npakTnyeckon paboTbl, BKOYAS onnucaHne n 060CHOBaHME BbIGPaHHbIX
peLLeHniA, onucaHme nporpamm u T.4.

5. B 3akniodeHnn pgaeTca KpaTkas xapakTepucTuka npoaenaHHon paboTbl, U NpuBoaATCA
€€ OCHOBHble pe3yrnbTaTbl.

6. B npunoxeHuax NpuMBOLATCS HENOCPEACTBEHHbIE pe3ynbTaTbl pas3paboTku: TEKCThbl
nporpamm, rpacdukn 1 guarpaMmmbl, n 1.4.

TpeboBaHMs K opopMneHNo oTyeTa

1. OTyeT ohopmnisieTca B neyaTHOM BuAe, Ha nuctax oopmarta A4.

2. OCHOBHOM TEKCT OTYeTa BbINOSHAETCA WpndTom 14 NyHKTOB, C MHTepBarnom 1,5 mexay
cTpokamu. TekcT pasbuBaeTca Ha absaubl, Kaxabli U3 KOTOPbIX BKMNOYAeT OTCTyn U
BblpaBHMBaHWE MO LUMPUHE.

3. TekcT B NpUNoXXeHnsax MoXeT BbiTb BbINOSTHEH 6onee MenkMm WprugTOM.

4. OtyeT pas3buBaeTca Ha rnaBbl, MYyHKTbl W MOAMYHKTbI, BKMNOYaloWme AOeCATUYHYIO
HyMepaLMmio.



5. PucyHkn 1 Tabnuupbl B 0T4ETE AOMKHBbI UMETb OTAEMBbHYIO HYMEepPauuio U Ha3BaHMUS.

6. Becb oT4yeT gomkeH ObiTb 0OOpPMIIEH B €ANUHOM CTUME: Be3Ae B OTYETE A 3arofiloBKOB
O[LHOrO YPOBHS, OCHOBHOIO TEKCTa U NoANUCEN SOSMKEH MCNOMb30BaTbCA OAUHAKOBLIN LPUAT.

7.CTpaHnubl OT4yeTa HYMEpPYHTCsl, HauMHasi C TUTYNbHOro nucrta. Homepa cTpaHuy
NpOCTaBNATCA B NPAaBOM BEPXHEM Yrny A BCEro otyeTa KpoMe TUTYNbHOro nucTa.

8. CopepkaHne oTyeTa AOIMKHO BKIKOYATh NepeyYeHb BCex rnas, MyHKTOB U MOAMYHKTOB, C
yKasaHMeM HOMepa CTpaHuLbl AN KaX40ro afieMeHTa coaepKaHus.

9. CcbinkM Ha nuTepaTypy W OpYyrMe WUCNOSb30BaHHblIE MCTOYHUKM OOPMISIOTCS B
OCHOBHOM TEKCTE, a CaMMN UCTOYHUKN NEPEUYNCNAOTCS B CIMCKE UCMONb30BaHHbLIX NCTOYHMKOB.

10. O6bem oTyeTa No npakTMke AomMKeH bbiTb He MeHee 30 cTpaHuL.

18. MaTepnanbHO-TeXHUYECKOEe obecneyeHne NPaKkTUKN:

2. BopoHex, yn. YHusepcumemckas mowads, 0.1, enagHbil y4ebHbid kopryc, ayd.214
KomnbloTep B cocTaBe: cucteMHbin 6rnok: npoueccop Intel(R) Core(TM) i5, onepatuBHas namate 86,
HDD 500I6; monutop: LG FLATRON. Mynbtumegumanpoektop BenQ. OkpaH HacTeHHbIn Ans
npoektopa. Ayamo kornoHku Creative A60. KommyTtaTtop.

2. BopoHex, yn. YHusepcumemckas rnnowads, 0.1, y4ebHbit kopryc 16, ayd.407
KomnbtoTep B coctase: npoueccop Intel(R) Core(TM) i7-7700 CPU @ 3.60GHz, onepatuBHas
namatb 16 6, SSD 256 6, HDD 1T6, Bugeokapta NVIDIA GeForce GTX 1080 Ti; moHmuTop DELL
S2419HN. KomnbtoTep B cocTtae (1 wr.): npoueccop Intel(R) Core(TM) i7-7800X CPU @ 3.50GHz,
onepatmBHasi namaTtb 96 6, SSD 1T6, HDD 4T6, sugeokapta NVIDIA GeForce RTX 2080 Ti (2 wr.);
moHuTop DELL S2419HN. UctouHnk 6ecnepebonHoro nutanma APC Back-UPS BV1000I-GR, line-
interactive, mowHocTb:1000BA, 600BT (16 wrt.). ctouHmk 6ecnepeboriHoro nutaHms Legrand KEOR
LINE RT 1500BA (1 wr.). KommyTtatop HP 2530-24G Switch (Managed, 24*10/100/1000 + 4 SFP,
19"). WUHTepakTnBHaa gocka SMART SBM685 (87 gronmos, N0 SMART SLS) ¢ naccuBHbIM NOTKOM.
MpoekTop Vivitek DH758UST (ynbTpakopoTkodokycHbii, DLP, Full HD 1080p (1920 x 1080) , 3500
ANS, 10000:1, nonHasa nogaepxka 3D).

2. BopoHex, yn. YHusepcumemckas rriowads, 0.1, anasHsit y4ebHbIt kopriyc, ayo.124
KomnbloTep B coctaBe: cucTtemHbin 6nok: npoueccop AMD Ryzen 7 3800X 8-Core Processor,
onepaTtuBHad namsate 326, HDD 1T6, SSD 25616, Bnaeokapta NVIDIA GeForce GTX 1050;
MoHutop:  Dell S2419H. WHTepaktuBHasa  pgocka SMART  SBM685 (87  awonmos).
MynbTumeaunanpoektop Vivitek ynbTpakopoTkohoKyCHbIN. WCTOYHUK GecnepebonHOro nutaHus
Legrand Keor SPX 1000 BA IEC C13 (16 wr.). ctouHuk GecnepeboriHoro nutaHusa Legrand Keor
Line RT 1000 BA (1 wt.). KommyTtaTtop HP 2530-48G Switch (1 wrT.).

2. BopoHex, yn. YHusepcumemckas rriouwads, 0.1, enagHbil y4ebHbid koprnyc, ayd.226
MoHo6nok HP: npoueccop Intel(R) Core(TM) i3-6100 CPU @ 3.70GHz, onepaTtuBHas namsatb 86,
SSD 250r6. Mynbtumeguanpoektop Epson. Ayamo konoHku EV (2 wrT.). MukpodoH. OkpaH ans
npoektopa. MapkepHble naHenu Askell (2 wT.).

2. BopoHex, yn. YHusepcumemckas rriowads, 0.1, y4ebHsiu kopryc 1, ayd.2/25
YyebHbil cmeHO "lMpogpammHbie cpedcmea Kpunmoepaguu”, SCRYPTO B cocTaBe:
Kapkac MoHo6soka (1 LWT.); HTErpMpoBaHHbIN BbIMMCNNTENBHBIV y3en 3 WT.) B cOCTaBe: npoueccop
Intel: aBa sgpa ¢ TaktoBown Yactotonm 2700 My, O3Y: o6vém 4 6 TMn DDR-3, TBEpAOTENbHbIN
Hakonutenb SSD obbemom 60 6, 6nok nutaHms mowHocTbio 300 BT, 2 ceTeBbix MHTepdenca
GigabitEthernet; nepekntovyatens KBM-tuna D-Link (1 wTt.); HeynpaBnsembin kommyTtaTop D-Link (1
WIT.); MOAYNb NUTAHUSA, KOHTPONSA U MHTerpaumm cteHga B obuwyo nabopatopuio (1 WT.); MOHUTOP
Philips(1 wT.); komnnekT koHconn pabodero mecta obydaemoro (1 WT.) B cocTaBe: KnaBuaTtypa
Oklick, mblwb Oklick; komnnekt ydebHo-meTOoAMYeckux nocobun (1 K-T.); cTaTUCTMYEcKoe
nporpaMmmHoe obecnedeHne ynpasneHus mogyrnem nutaHusa (1 wT.); onaw-guck BOCCTAHOBEHNS
OC Ha wHTerpmpoBaHHbix MK (3 wrt.) ¢ onepaunoHHon cuctemon Archlinux; ¢naw-gmck
MYNbTUMELUNHOIO METOANYECKOro Nocobmsa (1 Wwrt.); rpynna KOMMYTaLMOHHbIX MOPTOB (2 WT.).
Tunosou kommnekm y4ebHo2o obopydosaHus "Cemesgas b6esonacHocmb”, SECURITY B cocTase:
yrnpaBnsembli KOMMyTaTop TpeTbero ypoBHA D-Link (1 wT.); ynpaensembini KOMMyTaTop BTOPOro
ypoBHsa D-Link (1 wrT.); annapaTHO-NporpaMMHbIA SMYNSATOP YCTPOMCTBA nokKanbHOW cetn (1 wr.);
Heynpasnsembln kommyTtatop D-Link (2 wrT.); mapwpyTtudatop 6ecnposogHon D-Link (2 wrT.);
OpaHgmayap D-Link (2 wrt.); Moaynb NUTaHUSA, KOHTPOMsl M WHTerpauum creHga B o6Llyto
na6opatoputo (1 WT.); KOMMyTaUMOHHAA NaHenb (1 WT.); BbMUCAUTENbHBIV y3en (4 WT.) B COCTaBe:
npoueccop Intel: gBa sgpa ¢ TaktoBon 4actotom 2700 MIu, O3Y: 06bém 4 6 Tvn DDR-3,




TBEepAoTenbHbIN HakonuTenb SSD o6bemom 60 6, 6nok nutaHna mowHocTeto 300 BT, 2 ceTeBbIX
nHtepdgenca GigabitEthernet, 1 6ecnpoBogHoOM ceTeBON WHTEpdENC; MOHOGnok (1 wr.);
cTaTucTu4eckoe nporpaMmHoe obecrneveHve ynpaBneHus MOOYNEeM MUTAHUA, KOHTPOMs MU
nHTerpauum (1 WT.); NporpammMHasi cuctema socctaHosnenmst U-Profi (R) (4 donaw-gucka obbemom 8
) (1 wr.); yanunutens USB (4 wrt.); kabenb VGA (2 wr.); naty-kopg (10 wrt.); meTtogmyeckoe
nocobue (2 k-Ta.).

YuebHo-npakmu4yeckuli_cmeHO «Cucmembl _KOHmMposs _u_ynpasneHuss docmymnomy, P3N-CKY B
cocTaBe: Mogernb CTeHbl (1 WwT.); HoyTOyk Lenovo (1 wT.): akpaH ¢ anaroHanbto 15.6" (paspelleHne
1366x768), O3Y obvemom 2048 M6, Hakonutenb obbemom 120 6, npoueccop Intel gBa sapa ¢
TaktoBon yactotonm 1,4 [Tu, Beb-kamepa; CkaHep NMHEWHbIX M OBYMEPHbIX LWTPUX-kogoB (1 wr.);
ceetoamog (1 wWT.); anekTpoMexaHudeckmi 3amok (1 wT.); ceteBon KoHTponnep CKY[L (2 wrT.);
MYNbTUMEAUHBLIN TEPMUHAN MHOrogakTOpHOM naeHTUdUKaUumn, B TOM Yncre pacrnosHasaHve nu (1
LUT.); HAcTONMbHOE YCTPOWCTBO YTEHUSA M 3anmcu cmapT-kapT (1 LWT.); KOHTaKTHasi cMapT-kapTa C
00BbEMOM namaTn 256 G6ant (5 wT.); USB kntoy tmn e-token (1 wr.); komnnekt MO u koHBepTop (1
WT.); nporpammatop kapT Mifare HacTonbHbIN (1 WT.); cynTbIBaTEND GECKOHTAKTHBLIX KAapT Em-Marine
(1 wr.); cunTbiBaTENb GECKOHTAKTHBIX KapT Mifare (1 wrT.); cmapT-kapta Tun Mifare (5 wrt.); cmapT-
kapta Tun Em-Marine (5 wrt.); krtoy iButton (Touch-Memory) (5 wT.); nporpammaTop knto4en Touch-
Memory (1 wTt.); Mmoaynb cornacoBaHus nHtepdenco (1 WT.); SNEKTPOMarHUTHbBIA 3amMoK (1 wwrT.);
cuntbiBaTenb knwoder TouchMemory (1 wr.); ceteBon koHTponnep TouchMemory (1 wrt.); 6nok
nuTanmna (1 wWTr.); nporpaMmma pacrno3HaBaHUs aBTOMOOMbHbLIX HOMepoB (1 WT.); makeT Homepa TC
P® (5 wr.); ceteroe pene (1 wr.); IP-kamepa (1 wrt.); koMMmyTaTOp Heynpaensembii D-Link (1 wrT.);
MoOA4yfb MUTaHWUS, KOHTPOMS W WHTEerpauuMn Komnnekta B o6wyto nabopaTtoputo (1 wr.);
cTaTucTu4eckoe nporpaMmHoe obecnedeHve ynpaBneHust MoAyfNeM MUTaHUS, KOHTPONs U
nHTerpauum (1 WT.); NPOrpaMmMHbIN SMYNATOP PrU3NYecknx o6BEKTOB AocTyna (1 WT.); MeToanyeckoe
nocobue (2 wr.).

19. OueHo4Hble cpeacTBa ANA NpoBeAeHUA TeKyLLen U NPOMEXYyTOYHOM aTTecTauumn
oby4arowmxcs No npakTmke

HanmeHoBaHue Uupukatop(bl)
pasgena AUCUUNITUHBI KO“:I';?;;’ H LOCTUXKeHus OueHo4HbIe cpeacTBa
(mopyns) u KOMMeTeHUUun

Ne
n/n

OpzaHu3ayuoHHO- OrK-7 OrnK-7.1
1. rnod2omoeumeribHbil Onk-2.1 ONK-2.1.2

OTt4eT no NpakTuKe.

amarn
OrK-7.2

OfK-7.4
OlK-7.5
OlK-7 Of1K-7.8
Ol1K-7.9
HayuHo- Ol1K-7.12
2. uccnedoeameanKuC/ OrMK-7.13 OTyeT no NpakTuke. 3a|.|.u/|Ta oT4yeTa no

aman OMK-1313 npakTuke.

Of1K-13.14
OFIK-13 Of1K-13.15
OlMK-13.17
OnK-2.1.1
OrK-2.1.5

Onk-2.1

OMK-7.10
OMK-7.11
OrK-7 OMIK-7.14
OMK-7.15
3KC”epUMeHmaﬂbHO' OfllK-7.16

3. uccrnedosamenbckuil Or1K-8.10 OT14eT No NnpakTuke. 3a|.|.l|/1Ta oT4yeTa no

sman OriK-8 OrK-8.11 MpakTVKe.

Or1K-8.15
OMK-13.19
OnK-13 OMK-13.21
OMK-13.23

OrlK-9 Ol1K-9.15
Ol1K-13.5
Ol1K-13.6 OTueT no npakTuke.
OllK-13.12
OlK-13.16

OgbopmneHue omyéma o
umoeam rnpakmuku OrlK-13




HanmeHoBaHue Unpgukarop(bl
I_'I‘ﬁ paspena AUCUUNIIUHBI K?_:;';?;;’H nocmmel-lsm) OueHoOYHbIe cpeacTBa
(moayns) KoMneTeHLu1u
OlK-13.18
OlnK-2.1 OnK-2.1.4

M POMEXYTOYHaaA aTtrectaund

. WHaomBmnayansHoe 3ajaHue
dopMa KOHTPONSA — 3a4€T C OLLEHKOM

20. TvnoBble OLEHOYHbIe cpeAcTBa M MeToAMYeCKMe MaTepuanbl, onpegensiowme
npoueaypbl OLleHUBaHUA

20.1 TeKywWwMin KOHTPOSb yCNeBaeMocTu
KoHTponb ycnesaemMocTv No ANCUUNINHE OCYLLECTBIIAETCS C MOMOLLBIO CrieayHoLMX OLeHOYHbIX
cpencTs:
NHauBmayansHble 3agaHus

lNepeyeHb MHAMBMAOYaNbHbLIX 3agaHnin

[lepeyeHb uHOUBUDyasibHbIX 3adaHul
lMpoBecTn aHanu3 NOCTaBNEHHOW 3agadn C TOYKM 3peHusi obecrneyeHnss MakcumMmanbHO 3EKTUBHON
3aWnTbl MHOPMaUUN B MHAPACTPYKTYpe opraHu3auum (paccMoTpeTb TeopeTudecKkue acnekTbl, Ha
OCHOBaHWM aHanu3a NocTpouTb Moaenb 6e3onacHocTy).

1. ABTOMaTM3MpOBaHHas cMCTEMa B 3aLUULLEHHOM WCMOSIHEHUW OpraHu3aumn (Unv npeanpusaTus
no6on opmMbl COGCTBEHHOCTHN).

2. AHanns ya3BMMOCTEN WM OpraHM3auus 3awmTbl MHpOpMauMM B JNOKanbHOW CETM OpraHusaumm
(vnn npegnpusTua ntobom dopMbl COGCTBEHHOCTK).

3. AHanm3 ysisBuMocTen ©n 3dEKTUBHOCTM CPeacTtB M cnocoboB 3awuTbl MHGOpMauun B
aBTOMAaTM3MPOBAHHON CUCTEME OpraHusauum (Unu npegnpuaTnsa nobon gopmMbl COGCTBEHHOCTH).

4. VIHCTpyMEHTarnbHbIi MOHUTOPUHI 3aLLMLLEHHOCTM aBTOMaTU3NPOBAHHOW CUCTEMbI OpraHm3auum
(vnn npegnpusaTua ntobon PopMbl COGCTBEHHOCTH).

5. MHdbopmaumoHHaa cuctema nepcoHanbHbIX OaHHbIX OpraHu3auum (unu npeanpuaTtus nobon
opMbl COBCTBEHHOCTM).

6. KomnnekcHasa 3awimta nHdopmauumn B nokanbHOW CeTU opraHmsaumm (Mnv npeanpusatms nobown
dopmbl CO6CTBEHHOCTH).

7. MopgroTtoBka K aTtTecTtaumnm MHAPOPMALNOHHOMW CUCTEMbI MEPCOHAsbHbLIX OAHHbIX B OpraHusaumm
(vnun npegnpuaTnm Nodon GopmMbl COBCTBEHHOCTN).

8. Cbop ¥ aHanM3 UCXOOHbIX AaHHbIX AN NPOEKTUPOBAHWUS CUCTEMbI 3aliuTbl MHOpMauum
opraHusauum (Mnv npegnpusatmsa nobon popmbl COGCTBEHHOCTN).

9. CucteMa KOHTPONS WM ynpaBreHusi OOCTYNOM B OpraHusaumm (Mnv Ha npegnpuatim ntobon
dopmbl COBCTBEHHOCTH).

10. Cuctema ynpaBneHuss MHOPMAaLNOHHOMW 6e30NacHOCTbI0 aBTOMaTU3UPOBAHHOW CUCTEMbI
opraHusauum (unu npegnpuaTtus nobdon oopmbl COBCTBEHHOCTH).

TpeboBaHNA K BbINOMHEHMIO 3a4aHUN

MpoBecT aHanM3 MNOCTaBMEHHOM 3agadn C TOYKM 3peHus obecnevyeHuss HaxoXaeHus
3(pPEKTUBHOIO peLlEHNs ONMPasiCb Ha CYLLECTBYIOLLYI0 MHAPACTPYKTYpy opraHvM3auumn (paccMoTpeTb
TeopeTnyeckue acnekTbl, Ha OCHOBaHUM aHanu3a NocTpouTb MoAenNb peLleHnsa n T1.4.).

20.2 NMpomexyToyHasa aTrectauusi

MpomexyToyHasa aTTecTauus No AMCUMUNINHE OCYLLECTBNSETCS C NMOMOLLBIO CreayoLmnx
OLIEHOYHbIX CPEACTB:

Omyem o npakmuke

TeMbl MPOEKMO8

1. CpeactBa obecnedeHuss WMHAOPMAaUMOHHOM  ©e30nacHOCTM B KOPNOpPaTUBHbIX
MHGOPMAaLMOHHBIX CUCTEMax

2. AnnapaTHble cpeacTBa obecneyeHnss MHopMaLUMoHHOM 6e30MacHOCTHU

3. lHdopMaumOHHbIE YA3BUMOCTM 0OBHEKTOB

4. [NporpammHble cpeacTea obecnevyeHns HPOpPMaLNoHHOW Be3onacHOCTH




5. AHTponoreHHble MHPOPMaLMOHHbIE YA3BUMOCTH

6. TexHOoreHHble NHPOPMALIMOHHbIE YA3BUMOCTH

7. OpraHnsaumoHHO-NpaBoBble cpeacTBa obecnedeHns MHPopMaumMoHHON 6e30nacHOCTH

8. Yrpoabl HopMaLNOHHOM 6€30MacHOCTN U UX NCTOYHUKN

9. OpraHn3aynoHHO-aAMUHUCTPATUBHbIE CPeaCTBa 3alnTbl HopMaunn

10. OCHOBHbIe MPUYUHbBI YTEYKM MHPOPMaLUN U BOSMOXHOCTU NPOTUBOLAENCTBUSA yTeuykam
MHdOpMauuK.

11. Mepbl 3aWmnTbl NEPCOHanNbHbIX AAaHHLIX B MH(POPMAUNOHHBIX CUCTEMAaX MEePCOHasNbHbIX
AaHHbIX.

12. lMNoarteepxaeHue NoANMMHHOCTN O6BHEKTOB N CYOBEKTOB MH(POPMALIMOHHON CUCTEMBI.

13. KOHTpOSb LEeNOCTHOCTU MHopMaLUmn. XaL-(OyHKUUKN, NPUHLMUMBLI NCMNOMb30BaHUS X3LU-
dyHKUM onst obecneyeHuns LenoCcTHOCTU LaHHbIX.

14. Yrposa HapyweHnsa koHdpuaeHumanbHocTn. OcCoBGeHHOCTM M nNpuMepbl peanu3auuun
yrposbl.

15. Yrposa HapylweHusa LenocTHOCTU AaHHbIX. OCOBEeHHOCTM U npuMmepbl peanusauuu
yrposbl.

16. Yrposa oTkasza cnyxb (yrpo3a oTtkasza B pgoctyne). OcobBeHHOCTM U npumepsl
peanuaauum yrpossbl.

17. Yrposa packpbiTua napameTpoB cuctembl. OcobeHHOCTM M NpuMepbl peanusauuu
yrposbl.

18. OCHOBHble TUMbI MOAUTUKM Be3onacHOCTM AocTyna K AaHHbIM. [UCKPEUWMOHHble U
MaHAaTHble NONUTUKN.

19. TpeboBaHua K cucTemMam Kpuntorpaduyeckon 3awuTbl:  KpunTorpaduyeckme
TpeboBaHunsa, TpeboBaHnA HagexHocTn, TpeboBaHus no 3awmte ot HC[H, TpeboBaHusa K
cpencteam paspaboTku.

20. AODMVHUCTPATMBHLIN YPOBEHb 3aWMTbl MHOpMaunn. 3agaynm pasnuyHbIX YPOBHEN
yrnpaBrneHus B pelieHun 3agadm obecneveHms MHPoOpMaLMOHHON 6e3onacHOCTH.

21. MNpouenypHbIM ypoBeHb obecneveHns BesonacHocTU. ABTOpu3auusa nonb3oBaTtenen B
MHGOPMaLMOHHON cucteme.

22. \geHTndpmkauma un  ayTeHTUdUKaUMss Npu BXOAe B WHAOPMALMOHHYIO CUCTEMY.
cnonb3oBaHne naponbHbIX CXeM. HegoctaTku naposbHbIX CXEM.

23. geHTndpmkauma wn  ayteHTUpukauna nonb3oBaTtenen. [lpumeHeHne nporpaMmmHo-
annapaTtHbIX CPeacTB ayTeHTUMUKaumm (CMapT-KapTbl, TOKEHBbI).

24. buomeTpuyeckme cpeacrtea ngeHTudmkaumm n ayTeHTumkaumm nonb3osaTenen.

25. AyTeHTudumKaumsa cybbeKTOB B pacnpenerneHHbIX cuctemax, npobnemsl N peLleHus.

26. AyouT B MH(OPMALMOHHBIX cuctemax. PyHKUUMM M HasHavyeHne ayauTa, ero posib B
obecnevyeHnn NHPopMaunoHHon 6e3onacHOCTu.

27. Bupycbl n metoabl 60pbbbl C HUMWU. AHTUBMPYCHbIE MPOrpamMMbl U NakeThl.

28. lNporpamMmMHo-annapaTHble  3awuTbl  UMHPOPMAUMOHHBLIX pecypcoB B  WHTepHer.
MexxceTeBble 3KpaHbl, X PYHKLUN N HA3HAYEHWS.

29. Kputepun oueHkn ©6e30nacHOCTM KOMMbIOTEPHbIX cucteM. CTpykTypa TpeboBaHui
B6es3onacHocTn. Knacchl 3awmueHHOCTH.

30. EavHble kputepun 6e30nacHOCTU MHPOPMALMOHHBIX TexHonornin. MNMoHsaTue npodung
3awmTbl. CTpyKTypa npodounsa 3almTbl.

31. EavHble kpuTepum 6Ge3onacHOCTM WH(OPMAUUOHHBIX TexXHONornn. MpoekT 3awmThbl.
TpeboBaHus 6e3onacHoOCTH ((PyHKUMOHaNbHbIE TpeboBaHnS N TpeboBaHUA afgeKBaTHOCTH).

32. lNoHATHe anekTpoHHOM umdpoBon nognucu. Npouenypbl opMupoBaHUs LMEPPOBOM
nognucu.

33. MeTtogbl HeCcMMMETPUYHOro  wudgpoBaHus. Mcnonb3oBaHMe  HECUMMMETPUYHOrO
WwndpoBaHna ana obecnevyeHnss LeNOCTHOCTU JaHHbIX.

34. Cpeactea obecneveHns uvHdopmaumoHHon 6e3onacHocth B OC  Windows.
PasrpaHnyeHune goctyna k aHHbIM. [[pynnosas nonuTuka.



35. MNpumeHenne dannoson cuctembl NTFS pgns  obecneveHns MHGOpPMaLNOHHOM
6esonacHoctn B Windows. Cnucku KoOHTpons pgoctyna K pgaHHeim (ACL) wmx ponb B
pasrpaHnyYyeHnn JocTyna K AaHHbIM.

36. MNpumeHeHne cpeacte Windows ans  npegoTBpalleHus  yrpo3  packpbITUA
KOH(pmnaeHumanbHOCTU AaHHbIX. LndpoBaHme gaHHbIX. DyHKUMM 1 Ha3HaveHne EFS.

37. PasrpaHuyeHune goctyna k gaHHeim B OC cemenictea UNIX.

38. OcHOoBHble 3aTanbl pa3paboTky 3alUMLLEHHON CUCTEMbI: oOnpegeneHne NoNTUKK
B6esonacHocTn, npoekTnposaHne mogenun UC, paspaboTtka koga UC, obecnevyeHne rapaHTun
COOTBETCTBUA peanusaumm 3agaHHON NonMTMke 6e30nacHOCTMW.

39. MpuymnHbl  HapyweHus  6e3onacHOCTM  WMHpopmaumm npu  ee  obpaboTke
Kpyntorpadn4eckMmmn cpeacrTeamum.

40. NMoHATMEe aTakm Ha cuctemMy WHgopMaunmoHHonm ©GesonacHocTn. OcobeHHOCTH
NOKanbHbIX aTak.

41. PacnpefgeneHHble NHJOPMaLMNOHHbIE CUCTEMBbI. YnaneHHble aTaku Ha
NHPOPMALNOHHYIO CUCTEMY.

42. Kananel nepefayv [faHHbIX. YTeyka WHGopMauuu. ATakm Ha KaHanbl nepegayu
AaHHbIX.

43. OnekTpoHHas noyta. Npobnembl o6ecneyeHns 6€30nNacHOCTM NOYTOBLIX CEPBUCOB U UX
peLueHuns.

44. BupTyanbHble YacTHble CeTU, X (PYHKUMM U Ha3HaYeHue.

45. CeTeBble BOWHbI: LEeNW, 3agjayn, CUeHapunm M CpeacTBa WMX NPOBEAEHMs, OLeHKa
NnepcnekTMB pasBuUTUS U NPOTUBOAENCTBUS B KOHTEKCTe obecneyeHns WHEGOOPMaLNOHHOM
©es3onacHoCTM rocyaapcTaa.

46. CounanbHble CETU KaK MHCTPYMEHT OpraHmnsaumm NnpoTecToB N « PEBOSOLMIA»: CNOCO6LI
N cpeactsa BO3MYLLEHMSI COUMyMa, CUeHapun ocrabneHust U CBEpXXeHus BnacTu, Mepbl
NPOTUBOLENCTBUNA B KOHTEKCTE obecnevyeHnsa nHpopmaumnoHHon 6e3onacHoOCTM rocyaapcTBea.

47. CTaTUCTUYECKNA aHann3 BCEBO3MOXHbIX KITACCOB M TUMOB aTak Ha WHPOPMAaLMOHHbIE
WH(O-CUCTEMBI:  Lenu, YactoTa artak WM BennumMHa yuwepboB OT wuX  peanusaumu,
COOTBETCTBYOLLAdA
OLEeHKa PUCKOB B AMHaMuke pas3sButua cdepbl MHGopMaumnoHHon 6e3onacHOCTH, BbIBOAbI
OTHOCMUTENbHO OMACHOCTU U BO3MOXXHOCTEN NPOTUBOAENCTBUSI.

48. AHann3 n noprotoBka o63opa Hay4YHO-TEXHUYECKMX MaTepuarnioB NO reTeporeHHbIM
CceTsaM B KOHTEKCTe obecneveHnsa nx 6e3onacHocTu.

49. Pa3Butne Hay4YHO-METOAMYECKOro obecneyeHnss Teopum BEeTBALLMXCSA MPOLLECCOB Ha
aHanua pacnpocTtpaHeHus BpeAOHOCHOro NporpaMMHoro obecnevyeHms B ceTeBbIX CTPYKTypax.

50. Pa3Butne Hay4HO-MeTOANYECKOro obecrneyeHns Teopumn cnyyamHblx rpacdoB Ha aHanun3
XMBYYECTU CETEBBIX CTPYKTYP.

51. OnacHocteb DDOS-atak 1 puck-mMogenupoBaHMe WX PasHOBUOHOCTEW B KOHTEKCTE
NPOTUBOOENCTBUS.

OueHka no npakTuke BbICTABMSETCA PYKOBOOUTENEM MNPaKTUKU OT kadeapbl HA OCHOBE
cogepxaHunsa oTyeTa CTygeHTa, OT3blBa pyKoBOAUTENsS OT NpeanpusaTud, BbICTYMNSIEHUS C
npeseHTaumen n OTBETOB Ha BOMPOCHI MO UTOraM NPakTUKK.

OTtyeT NO npakTuke [OMmKeH OblTb M3MNOXEH TEXHUYECKM T[PaMOTHbIM SA3bIKOM C
NPUMEHEHNEM pPEKOMEHAOBAHHbIX TEPMWHOB W abbpeBuaTyp 6e3 opdorpaduyeckux u
rpaMmmaTmyeckmx owwunbok. lMpu 3awmte oTyeTa MO MNPakTUKe OLEHMBAETCA COOTBETCTBUE
WHpopmauuKn, npeacTaBneHHoM B OT4yeTe, AaHHbIM U3 MHAOPMALMOHHbLIX PeCcypcoB obLiero
aoctyna cet IHTepHeT, maTepuanos Nekummn, y4ebHOM 1 TEXHUYECKOW NnuTepaTypbl.

KoHeuHbIMM pe3yrnbTaTamm ocBoeHusa nporpammbl HAP gaensoTca copmmpoBaHHbie
KOTHUTUBHbIE AOECKPUNTOPbl «3HaTb», «YyMETb», «BrageTb», pacnucaHHble No OTAeNbHbIM
komneteHumam. OHuM npeactaeBneHbl B Tabnuue 10. dopmupoBaHME 3TUX OECKPUNTOPOB
npoucxoout B Te4yeHWe Bcero nepuoga BbinonHeHusa HWP, B pamkax BbINONHEHUA



CaMoCTOATENbHOW paboTbl BbINOMHEHWM pa3NU4YHbIX BMAOB paboT noa pyKOBOACTBOM
pykosogutens HAP.

[Ansa oueHkn geckpunTopoB KomneTeHumn ucnonb3dyetca 100 6annbHasa wkana OueHOK.
Ana onpegeneHns akTUYECKMX OLEHOK KaXKAoro nokasaTtens BbICTaBNATCA cnefyowime
Gannol.

[Ona npeckpMnTopoB KaTeropmm «3HaTb»:

— TpeboBaHNAM KpuTepus (OTBET MOMHbIA U MPaBUIibHbIA Ha OCHOBAHUW WU3YyYEeHHbIX
TEOpuN; Matepvan W3NOoXeH B ONpeaenieHHON NOrMyeckom nocrnefoBaTesNibHOCTU, HayYHbIM
A3bIKOM; OTBEeT camocTosATeNnbHbln — 85-100% oT MakcumansHoro konundectso 6annos (100
6annoB). COOTBETCTBYET OLEHKE - «OTIIUYHOY;

— pesynbTaT, coAepXallMhn HEMNOSHbIA MpaBuSibHbIA OTBET UMM OTBET, coAep’Kallmi
He3HauuTerbHble HEeTOYHOCTU (OTBET AO0CTaTOYHO MOMHbIA W NPaBWUfbHLIN Ha OCHOBAHWUU
M3y4deHHbIX  MaTepuanos,; maTepuan N3NOXeEH B OMNpeAdeneHHoW  Jfiorm4eckom
nocrniegoBaTenbHOCTU, NPU 3TOM AONYLWEHbl ABE-TPU HECYLLECTBEHHbIE OWWNOKK), 75-84% oT
MaKCMManbHOro Konnyectea 6annoB; COOTBETCTBYET OLIEHKE - «XOPOLLOY;

— pesynbTaT, cogepXawun HeMNoSHbIA MpaBuIibHbIA OTBET WM OTBET, COAEPKaLLnn
3Ha4YUTENbHbIE HETOYHOCTM (NpPU OTBETE AOOMylleHa CyllecTBeHHas owwubka, nnm B OTBETE
cogepxutca 30 - 60% HeobXoouMbIX CBeOEHWUA, OTBET HECBA3HbIN) — 60-74 % oT
MaKCMManbHOro KonmyecTea 6ansoB; COOTBETCTBYET OLIEHKE - «YAOBMETBOPUTESTbHOY;

— pesynbTaT, coaepXallmi HENOSHbIN NPaBUibHbIA OTBET (CTEeNeHb MOSfHOTLI OTBETa —
meHee 30%), HenpaBunbHbIA OTBET (OTBET HE MO CyLLECTBY 3aJaHUdA) Unn oTCyTCTBME OTBETA,
T.e. OTBET, HEe COOTBETCTBYWOLUMA MOMHOCTbIO TpeboBaHusm kputepusa, — 0 % ot
MaKkcuMManbHoro konuyectsa 6annos. COOTBETCTBYET OLEHKE - «KHeYAOBETBOPUTENBHOY.

Ona peckpmnTopoB KaTeropumn «Ymetb» U «BnageTtb»:

— BbIMOMHEHbI BCe TpeboBaHWSA K BbIMNOMHEHWIO, HANUCaHUIO U 3aluTe oT4yeTa. YMeHue
(HaBbIK) ccopmmnpoBaHo nonHocTbldo — 85-100% OT MakcMmanbHOro korvyectsa 0Gannos.
CooTBeTCTBYET OLEHKE - KOTIIUYHOY;

— BbIMOMHEHbI OCHOBHblE TPEOOBaHUA K BbINOSIHEHMIO, OCOOPMIIEHNIO N 3aLLMTe OT4YeTa.
NmetoTca oTaenbHble 3aMeyaHnsa U HefocTaTku. YMeHue (HaBblK) ChOpMUPOBAHO AOCTATOYHO
NnosiHO — 75-84% oT MakcumManbHOro konuyectasa 6annos. COOTBETCTBYET OLEHKE - KXOPOLLIOY;

— BbINONHeHbl 6a3oBble TpeboBaHWS K BbINOMHEHWIO, OPOPMIIEHMIO M 3alunTe OT4YeTa.

MmetoTca [OCTaTOYHO CYLLEeCTBEHHble 3aMeyvaHusi U HefocTaTku, Tpebywme 3HauYnTenbHbIX
3aTpaT BpEeMeHM Ha wucnpasrneHne. YMeHue (HaBblk) CHOPMUMPOBAHO Ha MWHUMAIbHO
AonycTMmMoMm ypoBHe — 60-74% OT makcumarbHoro konuyectea 6annoB. COOTBETCTBYET OLIEHKe
- «y4OBNETBOPUTENBHOY;
TpeboBaHNA K HanuMcaHui W 3awuTte oTtyeTa. MMewTca MHOroYMCrieHHble CyLeCTBEHHble
3aMeyaHus U HeJocTaTku, KOTopble He MOryT ObiTb UcnpasneHbl. YMeHue (HaBblk) He
ccopmmpoBaHo — 0 % OT MakcumarnbHoro konmyectBa 6annoB. COOTBETCTBYET OLEHKe -
«HEeyOooBNEeTBOPUTENBHOY.

[na aTtrectauumn CTyOeHT NpeabsiBnsieT OHEBHWK MPakTWKW, 3adaHuMe PyKOBOAMTENS Ha
NpoXoXaeHne npakTuKn n odopMndaeT pesynbTaTtbhl MNPaKTUKW B BUAE OTYeTa U rOTOBUT
BbICTYMNSIEHNE C NpPe3eHTaumnen No pesynbTatamM NpakTUKu.

[nsa oueHnBaHUA pe3ynbTatoB 00yYeHUs Ha 3a4eTe C OLEHKOW ucnonb3yeTca 4-6annbHas
Wwana: «OTIIMYHOY», KXOPOLUOY, «yA0BNETBOPUTESNIBHOY, KHEYLOBETBOPUTENBHOY.
CooTHoLLEHWe NokasaTenemn, KpUTePMEB 1 LIKasbl OLLEHUBAHUSA pe3ynbTaToB 00yYeHus.

YpoBeHb
Kputepumn oueHMBaHUS KOMNETEHLNI cchopmMmpoBaHHOCTH LLikana oueHok
KOMMEeTeHLUMN
3HaTb: pesynbTaTt, COAEpPXallMi MOSHbLIN MNPaBWUbHbLIA OTBET, MOJTHOCTbIO | [To8biweHHbIl ypo8eHb Omnu4yHo

COOTBETCTBYET TpPeGOBaHWSIM KpuTepusi (OTBET MOMHbIA U NPaBWUMbHBIA Ha
OCHOBaHMN U3YYEHHbIX TEOPWI; MaTepuan WU3NOKeH B OnpeAeneHHOM
normyeckon nocrefoBaTenbHOCTH, Hay4HbIM A3bIKOM; oTBeT
CaMOCTOATESbHbIN.

«YMeTb» 1 «BnageTb»: BbIMOMHEHbI Bce TpeboBaHUA K BbIMOMHEHMIO,
HaMMCaHWIo 1 3aLmnTe oTYeTa.




3HaTb: pesynbTaT, COAepXalluMi HEMOMHbIN NPaBUNbHbLIA OTBET WNKU OTBET, ba3zoeblil yposeHb Xopowo
CoAepXKalluMn He3HauuTernbHble HETOYHOCTU (OTBET AOCTATOYHO MOSHbIA ©
NpaBurbHbIA HA OCHOBaHWUM M3Y4YEHHbIX MaTepuaroB; MaTepuan W3NoXeH B
onpeneneHHon NorM4eckor nocneaoBaTenbHOCTU, MPU 3TOM A0NyLLEHbl OBe-
TPU HECYLLLECTBEHHbIE OLLUMOKM).

«YMeTb» N «BnageTb»: BbINOMHEHbI OCHOBHbIE TPEOOBAHUSA K BhINOSIHEHUIO,
odopMneHnto n 3awmute oTveTa. KMMeloTcsa OTAenbHble 3aMevyaHust U
HegocTaTku. YMeHue (HaBblk) ChOpMMPOBAHO AOCTATOYHO MOMHO

3HaTb: pesynbTaT, coAepXalliuMin HEMonHbIN NpaBWrbHLIM OTBET WK OTBET, lMopoeosesili yposeHs Y0osnemeopum
cojepxawmi  3HauuTenbHble  HETOYHOCTM  (MpM  OTBeTe  JonylleHa eJ1bHO
cyliecTBeHHas owwnbka, nnm B otBeTe cogepxutca 30 - 60% HeobxoouMbIX
CBeEHU, OTBET HECBA3HBIN)

«YMeTb» M «Bnapetb»: BbiNOnHeHbl 6a3oBble TpeOOBaHMA K BbINOIHEHWIO,
ochopMneHn0o M 3awmTe oT4yeTa. VMewTcs [OCTaTOYHO CYLUECTBEHHbIE
3aMeyvaHust U HepocTaTku, Tpebylolwme 3HaAYMTENbHbLIX 3aTpaT BPEMEHM Ha

ucnpasneHve.
3HaTb: pes3ynbTaT, coAepXXallMi HEenomnHbl NpaBWMbHbIN OTBET (CTeneHb - Heyodosnemsop
nonHoTel otBeTa — MeHee 30%), HenpaBurbHbIN OTBET (OTBET HE MO CyLLeCcTBY umersibHoO

3afaHusa) unM  OTCYTCTBME OTBETa, T.e. OTBET, HE COOTBETCTBYHLLUNA
MOSTHOCTbIO TPEBGOBaHUSIM KpUTEPHUS.

«YMeTb» 1 «BnageTtb»: TpeboBaHMsi K HaNMCaHWIo U 3alumTe oTyeTa. VimetoTcs
MHOFOYUCINEHHbIE CYLLECTBEHHblE 3aMe4aHWsi M HedoCTaTku, KOTopble He
MOryT ObITb UCMPABNEHbI.

20.3 ®oHJ 01IEeHOYHBIX CPeACTB C(POPMHUPOBAHHOCTH KOMIIETEHIIMH CTY/IEeHTOB, PeKOMEHTyeMbIii 117151
NPOBe/leHUsl IMarHOCTHYECKUX padoT

OlK-7. CnocobeH co3gaBaTb NporpaMMbl Ha A3blKax BbICOKOrO Y HU3KOrO YPOBHS, MPUMEHATb METOAbI U
WHCTPyMEHTanbHble CpeacTBa NPOrpaMMUPOBaHUSA [ONsi  peleHust NpodeccuoHanbHbIX —3ajad,
oCyLLecTBNATb 0O60CHOBaHHbLIA BbIGOP MHCTPYMEHTapusi NporpaMMmMpoBaHnst U CnocobGoB opraHM3aLmm
nporpamm

OlK-7.1 3HaeT obLwime NpuHLMNbI NOCTPOEHMS, obnactTm u OCOBEHHOCTM MPUMEHEHUS NA3bIKOB
NporpaMMmnpOBaHNst BbICOKOTO YPOBHS

OlK-7.2 3HaeT A3blk NPOrpaMMMPOBAHNA BbICOKOrO YPOBHSA (O6BHEKTHO-OpPMEHTUPOBAHHOE
nporpaMmMmpoBaHue)

OrK-7.4 ymeeT paboTaTb C MHTErpUpOBaHHOW cpeaon pa3paboTkm nporpaMmmMHOro obecnedeHns

OlK-7.5 ymeet paspabaTbiBaTb M peann3oBbiBaTb Ha $3blke BbICOKOTO YPOBHSA anropuUTMbl
peLLeHnsa TMNoBbIX NPodeccnoHanbHbIX 3aaau

Ol1K-7.8 3HaeT OCHOBHblE anropuTMbl COPTUPOBKKN 1 NOMCKA AaHHbIX, KOMOMHATOPHbIE U TEOPETUKO-
rpacoBble anropuTmbl

OlK-7.9 3HaeT obwme cBefeHUs O MeTodax MPOEKTUPOBaHWS, AOKYMEHTMPOBaHMS, pas3paboTky,
TECTMPOBaHMA U OTNaaKM NPorpaMmHoro obecneveHms

OrlK-7.10 ymeeT NpuMMEHATb U3BECTHble MEeToAbl NMPOrpaMMMPOBAHUSA U BO3MOXHOCTU 6a30BOro
A3blka NPOrpaMMMPOBaHNS ANS peLleHns TUMOBbIX NPOdECCMOHaNbHbIX 3a4ay;

OlK-7.11 BnageeT HaBblkamu pa3paboTKn anropuTMOB pPeELUEHUs TUMOBbLIX MPOGECCUOHANbHbLIX
3agaud

OlK-7.12 3HaeT HeobxoauMble 1 AOCTATOYHbIE YCITOBUS ONTUMANbHOCTM 3a4a4M MaTeMaTUyYeCcKoro
NporpaMMmnpOBaHWSI.

OlK-7.13 YmMeeT NnpMMeHATb MeToAbl OQHOMEPHOW ONTUMU3ALMN MPU peLLEeHNN NpUKNagHbIX 3a4aud.

OlK-7.14 YmeeT ncnonb3oBaTb METOAbl MHOrOMepHoOW 6e3yCcrioBHOW ONTUMMU3aLMK MPU peLleHum
npogeccnoHanbHbIX 3a4ay.

OlK-7.15 3HaeT meToapbl YCIIOBHOM ONTUMU3ALMM MPU PELLEHUN NPUKNAagHbIX 3a4au.

OrlK-7.16 3HaeT 3agaynM BapuauMOHHOIO WUCYUCIEHUHA, ONTUMANbHOrO ynpaBfeHns U FANHENHOro
NporpaMMmnpOBaHuSI.
OlK-8. CnocobeH NpUMEHSITb METOAbl Hay4HbIX WCCREeAOBaHWA Npwu npoBeaeHun paspaboTok B
obnactu obecneveHnsa 6e30nacHOCTM KOMMBbIOTEPHBIX CUCTEM U CeTeNn

OlK-8.10 ymeer paspabatbiBaTb Mogenn 6e30NacHOCTU  KOMMbLIOTEPHbLIX  CUCTEM  C
NUCnonb3oBaHMeM  HeobxooMMOro MaTemMaTU4eckoro annapata W CpeacTB  KOMMbHOTEPHOro
MoAenMpoBaHus

Orl1K-8.11 Bnageet cnocobamn mogenupoBaHus 6e30MacHOCTM KOMMbIOTEPHbLIX CUCTEM, B TOM
Jyucne MoaenupoBaHus ynpaBneHWs LOCTYNOM M WH(OPMALMOHHBIMA MOTOKaMW B KOMMbIOTEPHbIX
cuctemax



OlK-8.15 ymeeT nNpUMEHSTb MeToObl 9SKCNEPUMEHTANbHOTO WCCNEeAOBaHUA MNpU  peLleHur
npodeccmnoHanbHbIX 3agaq
OlK-9. CnocobeH pewatb 3agavm npodeCccMoHanbHOM AeATENbHOCTM C YY4ETOM TEKYLLIEro COCTOSHUA U
TeHOEHUNA pasBuUTMS METOAOB 3alWuTbl UH(OpMauMM B ONEPAULMOHHbLIX CUCTEMAX, KOMMbIOTEPHbIX
CeTaAX N cucTeMax ynpasneHns 6asammn AaHHbIX, @ Takke MeTOA0B U CPEACTB 3almTbl MHOpMaumn oT
YTEYKM NO TEXHNYECKUM KaHanam, ceTen u CUCTEM nepegaydv nHpopmaumnm

Or1K-9.15 ymeeT aHanuanpoBaTb 1 OLEHNBaTb Yrpo3bl MHOPMaLUMOHHOM 6e30nMacHOCTM 00bEeKTa;
OrlK-13. CnocobeH paspabaTbiBaTb KOMMNOHEHTbl MPOrpamMmMHbLIX M MPOrpaMMHO-annapaTHbIX CPeacTs
3aWnTbl MHCpOPMaLMM B KOMMbIOTEPHBLIX CUCTEMAX U MPOBOANTL aHanmn3 nx 6es3onacHocTu

OrllK-13.5 ymeer pabotatb C WHTErpUpOBaHHLIMKM cpefgamu pas3paboTku NporpaMmmMHOro
obecneyeHus;

OlK-13.6 Bnageet HaBblkamMn pa3paboTkM, OTNagkW, LOKYMEHTUPOBAHUA U TECTUPOBAHUS
nporpamm;

Orl1K-13.12 ymeeT chopmManm3oBaTb NOCTABNEHHYHO 3adayy;

OlK-13.13 ymeeT paspabatbiBaTb 3(EKTUBHbIE anNroOpUTMbl U NPOrpamMmbl;

OlK-13.14 ymeeT NnpoBOAMWTb OLIEHKY BbIYUCITUTENBHOW COXHOCTM anropnutma;

Or1K-13.15 ymeeT nnaHupoBaTtb pa3paboTKy CIIOXHOro NporpaMmMHoOro obecneyeHus;

Orl1K-13.16 Brnageet MeTogamMm OLLEHKM KadecTBa roTOBOro NporpaMmMHoro obecneyenHus;

OlK-13.17 BnageeT HaBblkamMu  pa3paboTkKM  anropyuTMOB  ONsl  PELleHUs  TMMOBbIX
npodeccmnoHarbHbIX 3a4au;

Orl1K-13.18 YmeeT npumeHaTb CpeacTBa U MeETOAbl aHanu3a MporpaMMHoOro obecnevyeHus ans
BbISIBNIEHMSA 3aKNagokK

OlK-13.19 YmeeT npuMeHATb MeTOAbl aHanmM3a MNPOEKTHbIX peleHnn ans obecneyeHus
3aLUNLLIEHHOCTN KOMMbIOTEPHbIX CUCTEM.

OrllK-13.21 YmeTb nNpuMeEHATb COBPEMEHHbIE cpeacTBa obecneyeHnss MHPOPMALNOHHOM
6e30nacHOCTM NporpamMmm n AaHHbIX

Orl1K-13.23 YmeeT npoBoauTb aHanvM3 NporpaMMHbIX CPEACTB, NPUMEHSIEMbIX Ofs1 KOHTPOMs Wn
3alnTbl MHG OpPMaLMn

OrllK-2.1. CnocobeH paspabaTbiBaTb anropuTMbl, peanusylolne COBPEeMEHHbIE MaTemaTudeckune
MeToAbl 3aWuTbl MHpopMaLmm
OrllK-2.1.1 CnocobeH npumeHATb 9dEKTUBHBIE MPUHLMNBLI  pa3paboTku CpeacTs  3awuThbl
NMHOpMaLMmM C NCNONb30BaHNEM aKTyarlbHbIX MaTeEMaTUYECKUX METOL0B
Or1K-2.1.2 3HaeT TpeboBaHMsi OCHOBHbLIX CTAHO4APTOB MO 3aLLMTE KOMIMLIOTEPHBIX CUCTEM U CETEN
Orl1K-2.1.4 CnocobeH knaccmduumpoBaTb UH(POPMALMOHHLIE CUCTEMbI MO TPEOOBAHUAM 3alUUTbI
WHdopmMaLumn
Or1K-2.1.5 CnocobeH pa3pabaTtbiBaTb NPOrpaMmHbIE anropUTMbl C MPUMEHEHMEM MaTeMaTUYECKNX
mMogenen Ans oueHkM 6€30MacHOCTU KOMMNbIOTEPHbBIX CUCTEM
Bonpocbl ¢ BapuaHTamMmm OTBETOB
1. OndpdbepeHumanbHbii KpUnToaHanna3 oTHOCMTCS K aTakam:
a) Ha ocHoBe wndpTekcTa
b) Ha ocHoBe OTKpbITbIX TEKCTOB
c) Ha ocHoBe nogo6paHHOro OTKPbLITOrO TEKCTA
d) Ha ocHoBe aganTUBHO NOAO6pPAHHOIO OTKPLITOrO TEKCTA
2. Cnocob6 3awmTbl nHopMaL MK, Npy KOTOPOM KOHKYPEHT BBOAUTCS B 3abnyaeHne OTHOCUTENbHO
0eATEeNbHOCTU U HAMEPEHWIA:
1. koanposaHue
2. kpuntorpadus
3. ynpaBsneHve
4. mackupoBKa*
3. [lMepeuuncnute BUAbI 3NEKTPOHHOW NOAMUCHK:
a) npocTas, CnoxHasi, KOMOMHMpPOBaHHas;
©) npocTas, kBannnuMpoBaHHas, CloXHasi;
8) npocmasi, keanuguyuposaHHas, HeKkeaugpuyuposaHHasl.
4. NpeHTudukaums aTo:
a) npouecc npegbsaBreHns nonb3osBaTenem naeHTudukaTopa;
©) npouecc noaTBEPXKOEHNSA NOASTMHHOCTY;



8) cpaeHeHue npedbsiesIsieMbix UOeHmugukamopoe ¢ IMepeyHeM [PUCBOEHHbIX
udeHmughukamopos.
5. Kakyto ponb urpatoT LeHTpbl cepTudunkaumm Knoven:
a) OHW WurpalT pofib OOBEPEHHOW TPETbeN CTOPOHbI ANs [oKasbiBaHUS dakTa nepegayu
UHopMaLmu;
6) oHu cnyxam Ons peaucmpayuu aboHeHmMos, u32omoesieHusi cepmugukamos
OMKpPbIMbIX K/OYel, XpaHeHusi U320MmoeJIeHHbIX cepmudgukamos, noddepxKaHusi
8 akmyaJlbHOM COCMOSIHUU CrpasoYyHuUkKa delicmeyroujux cepmugukamos u eblnycKa
crucka ocpo4YHO omo38aHHbIX cepmughukamos;
6. Mogenamu Tmna «4epHbIn AWKUK» SBMSOTCA
a. Mogenu mbilwnexnus
b. Mogenu, onucbiBaloLe 3aBUCMMOCTb MapamMeTpoB COCTOSIHUS OObekTa OT BXOAHbIX
napameTpoB
c. Mogenu, onucbiBaowme BxOoAHble U BbIXOAHble NapamMeTpbl Ob6bekTa 6e3 y4eTta
BHYTPEHHeun CTPYKTYpbl 0ObeKTa
d. Mogenu «aBapurHOro» flLiMka Ha camoneTax
7. Mopgenamu Tuna «6enbin AWKK» ABNAITCS
a. Mogenu mbliwneHus
b. Mogenu, onucbiBarowWwme 3aBUCMMOCTb NapaMeTPoOB COCTOAHUA OOBbEeKTa OT BXOAHbIX
napamMeTpoB
c. Mogenu, onuceiBaloLme BXOOHbIE U BbIXOAHbIE NapaMeTpbl 06beKkTa C y4eTOM BHYTPEHHEWN
CTPYKTYpbl 06bekTa
d. Mogenu, onucbiBaroLLne BbIXOAHbIE AaHHbIE B NpOrpaMmme
8. YcTtaHoBUTE COOTBETCTBUE
1. MNMonHbIY B3rioM
2. mobanbHasa gegykumns
3. YactnyHas genykuus
4. HpbopmaumnoHHas aeaykumus
1. KpUNTOAHaANUTUK pa3pabaTbiBaeT (PYHKLUMOHANbHbLIA 3KBMBANEHT UCCReQyemMoro anroputma,
no3BonALLMiA 3aliMdpoBbIBaTh U pacundpoBbiBaTb MHOPMaLUIO 6e3 3HaHUA Knkova.
2. KpUNTOaHaNUTKKY yaaeTcs pacumpoBaTb Unn 3awngposaTe HEKOTOPbIE COOBLLEHNS.
3. KpMNTOaHANUTKK NU3BIEKAET CEKPETHBIN KIHOY.
4. KpUNTOAHANUTUK NONy4YaeT HEKOTOPY MHAPOPMaLMIO 00 OTKPbITOM TEKCTE UMK KIHOYe.
OTtBeT: 1-3, 2-1, 3-2, 4-4
9 Kakue 13 nepeymcrneHHbIX Knbepyrpos SABNATCS KnyeBbiMM Ha bnuxkanwee 6yayuwee? Boibepute
BCE NpaBusbHble OTBEThI.
— YctpowucTtea loT Kak nnowagka ans peanusauum atak
— Cnam
— TMporpammbli-BbiMoraTenu
— Criminal-as-a-service (nepexon KnéepnpecTynHMKOB Ha CEPBUCHYIO MoAerb)
— TlporpaMmbi-LLNNOHBbI
— «[lMpuspakn wnHTepHeTa npowsnoro» (yrpo3bl OT YycCTapeBLIero MNpPorpaMMHOro u
nporpamMMHo-annapaTHoro o6ecne4yeHns, KOTopoe HaxXoAUTCA B UHTEPHeTe)
— [lporpammbl-mManHepbl
—  CKAMMWHT
10. YTo Takoe HecaHKUMOHMPOBAHHLIN JOCTYN (HCA)?
1) focTyn cy6beKkTa K 00beKTy B HapyLLUeHUe YCTaHOBMEHHbIX B CUCTEMe npaBus
pasrpaHuyeHus gocTtyna
2) CosfgaHune pesepBHbIX KOMUIA B OpraHnsauumn
3) MpaBnna v nonoxeHwusi, BbipaboTaHHbIE B OpraHn3aumm ang obxoaa naposibHOM 3allmThbl
4) Bxopg B cuctemy 6e3 cornacoBaHunsi C pykoBoAUTENEM OpraHmM3auum
5) YaaneHue He HyXHOW MHopmaunm
11. B 4eM 3akrtoHaeTcs OCHOBHas Npu4MHa notepb MHdopmaumm, cesdaHHon ¢ MK?
1) ¢ rmo6anbHbIM XMLWeHnem nHopmaLmm
2) C NosiBNEHNEM MHTEPHETA
3) c HepocTaToO4YHOM OOpPa3oBaHHOCTLIO B 06nacTM 6e3onacHoOCTU
12. lNpoTokonMpoBaHWe n ayguT MOryT UCNONb30BaTbCSA ANS:
(1) npegynpexgeHus HapyweHun b



(2) o6HapyxeHus HapyLIeHUN
(3) BOCCcTaHOBNEHUA pexnma Ub
13. AyTeHTudurKauns Ha OCHOBE Napons, NepefaHHOro No ceTu B OTKPbITOM BuAe, nrnoxa, noToMy 4To
He obecneunBaeT 3aLlmThbl OT:
(1) nepexBara
(2) BOCNpOM3BEAEHUA
(3) aTak Ha BOCTYNHOCTb
14. BupTyanbHas peanbHOCTb nogpasymMmeBaeT ...
A. co3pgaHHbIN TeXHUYECKMMMU cpeacTBaMu MUp, NepepaBaeMbli 4YenoBeKy 4epe3 ero
OLLyLIEHUR: 3peHune, CIyX, OCA3aHue U np.
B. BMpTyanbHble 06BbEKTLI, UHTErPUPOBAaHHbBIE B BOCMPUATME NONb30BaTeNs, Kak YacTb peanbHon
OKpY>KaloLLlen KapTuHbI Mpa B pexnme peanbHOro BpeMeHW.
C. obbeanHeHve pearnbHOro 1 BUPTyanbHOrO MMPOB A5 CO3A4aHUSA HOBbIX OKPY>KEHWUI 1
BMU3yanuaaummn, rae punsnyeckmi n undpoBor 06bLEKTbI COCYLLIECTBYIOT U B3aUMOLENCTBYIOT B
peanbHOM BpeMEHM.
D. cospgaHune BMpTyanbHOro LndpoBoro cueHapus Ans BocnpousseneHus Ha nobom meana-
YCTPOWCTBE.
15. Kakne TexHn4yeckue cpeactaa MoryT 6biTb MCNOMNb30BaHbI ANA AOKa3aTenbCTBa BUHbI YenoBeka?
(1) xypHans! goctyna
(2) GBuomeTpUUECKMe KnoUum
(3) BMAeoHabnopgeHue

Bonpochkl ¢ TEKCTOBLIM OTBETOM

1. CepToYHOE KoaupoBaHue

OtBeT: py CBEPTOMHOM KOAMPOBaAHMM NMpeobpasoBaHMe MHAOPMALIMOHHBLIX NOCNeaoBaTeNbHOCTEN
B BbIXOAHbIE M KOOOBblE MPOUCXOAUT HenpepbiBHO. Koaep OBOWYHOrO CBEPTOYHOrO KOAa COAEPXUT
CABUratooLLMi permcTp u3 m paspsaoB 1 cymmaTopbl Mo MOAyNto 2 ans obpasoBaHmsi KOAOBbLIX CMMBOJIOB
B BbIXOOHOW nocriegoBaTesibHOCTU. Bxogbl cymMmaTopoB COeOuHEHbl C onpenenéHHbIMU paspsigamu
perncrtpa. KommytaTtop Ha BbIxo4e yCTaHaBnMBaeT O4epeAHOCTb MOCHINKU KO4OBbIX CUMBOMOB B KaHan
CBSA3N.

2. [Ansa xakoro NCTOYHMKA OTKPbITbIX TEKCTOB BEPOSATHOCTU NOSIBNEHNS K -rpamMM B TEKCTE 3aBUCAT
OT UX MecTa B TeKkcTe?

OTtBeT HectaumoHapHbIn

3. Kakas kpuntoaTaka OCHOBaHa Ha 3HaHWM OTKPbLITOrO TEKCTa AN CriyvyalHbix doparMeHToB
wmndppoTtekcra?

OTBeT: Ha OCHOBE OTKPbITbIX TEKCTOB

4. TlosicCHUTE NPUHLMN TPUAHTyNaumm?

OTBeT: NOCTPOEHNE Ha MECTHOCTM CUCTEMbI MYHKTOB, 0O6pa3yoLLMX TPEYroNbHUKN.
5. B yem 3akntovaetcs apdekt Jonnepa?
OTBeT: n3MeHeHne ASIMHbI BOSHbI U3MYyYeHUSA OT UCTOYHMKA OO0 NPUEMHMKA.

Kputepun u wkanbl oueHnBaHus 3agaHnn ®OC:

[nsa oueHnBaHWS BbINONHEHWUS 3adaHUn ncnonb3dyeTcsa bannbHas wkana:

1) 3akpbITble 3agaHns (TECTOBbIE C BapuaHTaMun OTBETOB, CPeOHUA YPOBEHb CIOXHOCTH):
— 1 6ann — ykasaH BepHbI OTBET;

— 0 6annoB — ykasaH HeBepHbI OTBET (MOSMTHOCTHLIO MW YACTUYHO HEBEPHLIN).

2) OTKpbITblE 3afaHNst (TECTOBbIE C KPATKUM TEKCTOBBLIM OTBETOM, MOBbILLIEHHbIN YPOBEHL CITOXHOCTHW):
— 2 6anna — ykasaH BepHbI OTBET;

— 0 6annoB — ykasaH HeBepHbI OTBET (MOMHOCTBLIO UMW YAaCTUYHO HEBEPHbIN).

3apaHusa pasgena 20.3 peKOMeHAYHTCA K UCNOSIb30BaHMIO NpU NpoBeAeHUN ANarHoCTUYECKUX
paboT C uenbl OLEHKM OCTaTO4YHbIX pe3yfibTaTOB OCBOEHUA AAHHOW AUCLUNIIUHbLI (3HAHUW,
YMEeHUN, HaBbLIKOB).



