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62.0.01(Y) YyebHasa npakTuka (y4e6HO-nabopaTopHbIN NPaKTUKYM)
Kod u HaumeHosaHue(mun) npakmuku/HVP e coomeemcmeuu ¢ y4ebHbIM MiaHoMm

1. Kog u HaumeHoBaHMe HanpaBfieHUs NOoAroTOBKU/cneunanbHOCTHU:

10.05.01 KomnbloTepHag 6e30nacHOCTb

2. Mpodcdunb nogroroBku/cneumannsauymsa:

be30nacHOCTb KOMMNbLTEPHbLIX CUCTEM U CETEN

3. KBanudwmkauusa (cteneHb) BbinyCKHMKa: Cneumvanuct
4. dopma ob6y4eHus: oyHas

5. Kacbegpa, oTBevaroLwas 3a peanusauuio npakTtuku: KnbepbesonacHoctu

MHGOPMALMOHHbBIX CUCTEM

6. CoctaButenu nporpammbi: CadoHoB Butanum BnagummpoBumy, K.T.H., AOLEHT

(®UO, yyeHasi cmeneHb, y4eHoe 38aHUe)

7. PekomeHpgoBaHa: Hay4yHo-MeTOOAMYECKMM COBETOM (hakynbTeTa NPUKNagHON MaTEMAaTUKU,
nHdopMaTukm 1 mexaHukm 27.04.2022 r., npotokon Ne5
(HaumeHogaHue pekomeHAyouweli cmpykmypel, 0ama, HOMep NpPomokorna,

ommemKu o NpodrieHUU 8HOCSIMCS 8PYYHYIO)

8. YuebHbIn roa:_ 2024/2025 CewmecTp(bl): 6




9.Lllenb npakTuku:

—NOfy4yeHne NEPBUYHbIX YMEHWUA M HABbIKOB MO HanpasfeHW0 MNOArOoTOBKM B obnactu
3alWmnTbl UHOPMaLUKN 1 KOMNbIOTEPHOW Be3onacHOCTH;

—0O3HaKOMIeHne CTYAEHTOB CO cneLmdunKon nony4aemMon cneunansHoCTy;

—0O3HaKoMreHue CTyAeHToB ¢ 06bekTamum Byayuien paboThbl.

— U3yYeHMe cofepXKaHus OCHOBHbIX paboT M uccnegoBaHUNM, BbINOMHSAEMbIX B cdepe
npodgeccnoHanbHoOW AeATenbHOCTY;

— YyCBOEHME nNpUEMOB, MeTOAOB W cnocoboB o06paboTkM, npeacrtaBreHns U
WMHTeprnpeTauum pe3ynbTaToB NPOBeAEHHbIX NPAKTUYECKUX NCCNeLOBaHNN.

3aKkpenuTb 3HaHUA CTYOEHTOB O COBPEMEHHbIX YUCIMEHHbIX MeTodax anrebpbl,

MaTeEMaTMYecKoro aHanmsa W OObIKHOBEHHbIX AuddepeHumnanbHblX ypaBHEHUN, a Takke
cnocobax MX UCCrnedoBaHWUS B BbIYUCIUTENIBHOM 3KCNEPUMEHTE NPUMEHUTENbHO K aHanusy u
CUHTE3Y BbIYUCIUTESNbHBIX CUCTEM.

3apauv nNpakTUKK:

O3HakoMUTbCA C PYHKUMOHUPOBAHME FOKarbHbIX CeTeW B YCNOBUSAX YHUBEPCUTETA,
PYHKUMOHNUPOBAHMEM aBTOMATM3MPOBaHHOMW WMHQopMaumoHHon cuctembl (AUC) BIY,
CUCTEMOW ynpaBneHNsa 3MeKTPOHHbIM JOKYMEHTOO60pOTOM By3a.

O3HakOMUTLCA C  TEXHOMOMMAMM  UHAPOPMALMOHHOM  3alWUTbl, MPUMEHSEMbIX B
aBTOMaTU3NPOBAHHON WHGopMaunoHHon cucteme (AUC) BI'Y wmn Ha pabounx mecTtax
nonb3oBarternen.

O3HakoMUTBLCSA C cCoOBPEMEHHBIMU MH(POPMALIMOHHBIMU TEXHOOMMSIMU, MPUMEHSEMbBIMUN B
HayYHbIX UCCNenoBaHUsX, CrneunanbHOro nporpammHoro obecneveHna n obopyaoBaHusa Onst
3ajay aHanusa 3awmueHHOCTU 06 beKkToB MHGOpMaTU3aLnN.

MonyynTb NpakTUYecKkuit onbiT paboTbl C NogCUCTEMON MHGOPMALMOHHOIO obecneveHuns
N 9NEKTPOHHOro AOKyMeHTOObopoTa aBTOMaTU3NpoBaHHON MHGopMaLumoHHon cuctembl (AUNC)
BIy.

Pacwvpntb 3HaHUA CTyOeHTOB O MeToAuKe anroputMusaumm, TeCTUPOBaHUS U
nccnegoBaHns B BbIYUCIUTENBHOM 3KCNEPUMMEHTE METOAOB anrebpbl, MaTteMaTU4eckoro
aHanmsa M OOLIKHOBEHHbIX AndepeHumanbHbiX YpaBHEHU; cnocobCcTBoOBaTb MOSTyYEHUIO
dyHOaMeHTanbHbIX 3HAaHWA B XOAE CaMOCTOATENbHOM wmccnegoBaTenbckon paboThl;
cnocobcTBOBaTh AanbHENLWEMY Pa3BUTUIO CUCTEMHOIO U JTOTMYECKOro MbILLSIEHUS.

10. MecTo npakTukm B cTpyktype OOIl: obs3aTtensHada yacTb 6noka b2.

Lunkn (pasgen) OOM: B2 | kKo aucunnnudel B YIM: 52.0.01(Y)

Ne| Koa | HanmeHoBaHue

[na ycnewHoro npoxoxaeHust y4yebHOM npakTUkM obyyatolmecs WUCMONb3yHT 3HaHWS, YMEHUs,
cchopMUpPOBaHHbIE B X04€ M3Y4eHUs ANCLMMNIIVH

1 |B1.0.22 AnnapaTtHble cpeacTBa BblMMCIUTENBbHOW TEXHUKN
2 |1b61.0.31 MHdopmaTuka

3 | B1.0.32 OnepaunoHHbIEe cUCTEMBI

4 | B1.0.35 OB6BbEKTHO-OPMEHTUPOBAHHOE NPOrpamMMMpoBaHme
5 | B1.0.36 BBegeHve B nporpammMuvpoBaHue

6 | Bb1.0.37 MeToAbl NporpaMMmnpoBaHns

7 | B51.0.40 Mogenu 6e30nacHOCTM KOMNbIOTEPHbBIX CUCTEM

AVCuMnnnHBl U NPaKTUKWU, ONS KOTOPbIX OCBOEHWE AaHHOW AUCLUMMNMHBI (MOAynsl) HeobXoaMMO Kak
npegwecTsytoliee

8 | B3.01(0) | MogroToBka k NpoLieaype 3auTbl 1 3aLmMTa BbIMyCKHOM KBANMMUKALIMOHHOM paboTsl

11. Bug npaktukmn, cnoco6 un coopma ee npoBegeHus

Bua npaktuku: yyebHas, y4ebHo-nabopamopHbIlU MpakmuKym.
Cnoco6 npoBeaeHUA NPaKTUKN: cmayuoHapHasl.




dopma npoBeaeHUst NPaAKTUKN: QUCKPEemHas.
PeanunsyeTcs yactuyHo B chopme npaktudeckon nogrotosku (MM).
YyebHaga npakTuka npoBoaUTCA B CTPYKTYPHbIX NogpasaeneHmsax yHmBepcuteta

12. NMnaHupyemMble pe3ynbTaTbl O0y4eHUA NPU NPOXOXAEHUN NPAKTUKN (3HAHUA, YMEHUS,
HaBblK1), COOTHECEHHbIe C NilaHNpyeMbIMN pe3ynbTaTaMu OCBOEHUS obpasoBaTesibHOM
nporpamMmmbl (KOMNETEHLUUAMN) U UHAUKATOPaMM UX AOCTUXKEHUSA:

Kog HasBaHue Kog(bl) MHankaTop(bl) lMnaHMpyemble pe3ynbTaTbl 00y4YeHUs
KOMMNeTeHLMN
OriIK-2. | CnocobeH OflK-2.1 | 3Haem obwwue npuHuuUnsl | 3Hameb:
npUMeHsMb Zg;’:f}g;’;ﬂ . CO;‘;%Z’HE”L( — obwue MAPUHYUMbI  MOCMPOEHUS
rpoepamMmHble CHOCO6b npedcmaenenusi | COBPEMEHHBIX  KOMIMbIOMEpPos, opMbl U
cpedcmea daHHbIX 8  repcoHanbHoMm | CIIOCOBbLI  rpedcmasseHusi OaHHbIX 8
cucmeMHo20 u 5TKE3 gOMﬂbfomePei rnepcoHasibHoOM KoMrnbromepe,
npuknadHo2o e Haem f108UKo- -
p 2 MAMEMAMUYECKUE  OCHOBL OCHOBbI noqmpo?Hun S/1EKMPOHHbIX
HasHa4eHuu, 8 nocmpoeHus  anexkmponHbix | UUGPPOBbLIX yecmpolicme;
mowm qucrie yugposbix ycmpoticms; — cocmas, Ha3Ha4dyeHue annapamHbix
ome4ecmeeHHo2o | OfIK-2.3 | 3waem cocmas, Hasnalenue | cpedcme U MPOZpaMMHOZ0 0GecrieyeHusi
npoussodcmaa, annapamdbix  cpedcms U .
OPH s npoapammHozo  obecnedenus | TEPCOHAIIBHOZ0 KOMMbloMepa;
71 peweru NMEPCOHaNBHOZ0 KOMILIOMEPa, —  KnaccuguKkayuto COBPEMEHHbIX
3aday OllK-2.4 | 3Haem Knaccucpukayuro | 8bI4UC/IUMESIbHbIX ~ cucmeM,  murosble
"’PaO(peCCUOHa”bHO ZOSP‘ZM‘*’;;’:’X cucmen | CTPYKMYPBI U MDUHYUIBI - Op2aHusauuu
a esmesribHocmu bIYUCTIU JIbHbIX u M, -,
munossie  cmpykmypsl U | KOMMBIOMEPHbIX cemed;
npuHyunbl opaaHu3ayuu — OCHOBHbIe npuHyursl
KOMIMbomepHbIX cemel KOHgbuz2ypupoeaHusi u
OfK-2.5 | Ymeem nipumeHsmb murnogble aOMUHUCMPUPOBaHUS onepayuOHHbIX
npozpamMmHbie cpedcmea cucmen:
cepsucHozo Ha3Ha4eHus, !
UHGhOpMayUoOHHO20 roucka u — XapakKmepHble ocobeHHocmu
obmeHa OaHHbIMU 8 Cemu | cOBPEeMEeHHO20 rnpozpamMmHo20
HHmepHem, obecrieyeHus creyuansHO20 Ha3HaqYeHUsl.
OriK-2.6 | Ymeem cocmaernsime
OOKYyMeHMbI, ucronb3ysi
rpukadHbie rnpoepamMmel Ymems:
Od‘)UCHOZO Ha3Ha4YeHus — I'lpUMeHﬂmb murioeble
OfK-2.7 ;g;ggﬁg; . cpedcmeamu | nnozpamMmHble  cpedcmea  Cep8UCHO20
OMb306aMETsCKUMU HasHayeHusl, UHghopMayUOHHO20 roucka u
uHmepgeticamu obmeHa OaHHbIMU 8 cemu MIHmepHem;
OnepayuoHHbIX cucmem — cocmaesisime OOKYMEeHMbI,
OfK-2.8 igzzbﬁa;%%(fgfﬁnnpuwuni ucrionib3ysi  MpuknadHble  Mpoz2pamMbi
QOMUHUCTIPUPOBaHUS 0UCHO20 Ha3Ha4YeHus,
0repayUoHHbIX cucmem — paspabambigamb  cucmeMHoe U
OflK-2.9 | ymeem paspabamsieams | ripukiadHoe rpospaMMHoe obecriedyeHue
cucmemHoe U rpuknadHoe ans MHO0203a0ayHbIX,
MpogPaMMHOe  06eCTIeweHuUS MHO020110/16308aMETbCKUX u
ons MH0203a0a4HbIX,
MHo2oMonb30gamenbckux U | MHO20MPOUECCOPHbLIX Cped, a makxe O0rns
MHO20MpOoUeccopHeix cped, a | cped ¢ uUHMepgelcom, yrnpasnsembim
makxe ons cped c COOBLEHUSMU;
uHmepgeticom, ’
YrIPaBASIeMbIM COOBLUSHUSMU; — MPUMEHSIMb  OCHOBHbIE Memodbj

OrIK- ymMeem rnpuMeHsimb OCHosHble | lpo2paMmupo8aHus 8 8bIbpaHHOU

2.10 memodbi npogpammuposaHus onepauyuoHHol cpede;
gp:gfpaHHo“ onepaduiorod —  npou38odums ycmaHoeKy, Hamadky,

OnKe_ | 3uaem xapakmeprpie | MECMuposaHue u obcnyxusaHue

211 ocobeHHocmu cospemeHHozo | 1PO02paMMHO20 obecnieyeHusi, eko4as
npoepaMmMHO20  06ecrieyeHus | pelleHUs 0meyYyecmeeHHo20

o Spesaozo stisen | ppousaodcmas:

212 | yemaroexy, Hanadky, — [pouseoOumb ycmaHo8Ky, Hanaoky,
mecmuposaHue u | mecmuposaHue u obcrnyxxueaHue
obcnyxusatue s cemegozo rpoepaMMHO20 obecrneyeHus,
MPOZPaMMHOZ0 OOECMEHeHUR, | gumiouag  peweHUss  OmeyecmeeHHO20
8KIiroYas peweHus .
omeyecmeeHHo20 npousgodcmea,
npoussodcmea. — npou3sodumb yCmaHOBKY, Hasadky,

Ol1K- Ymeem npou3sodums




2.13 | ycmaHosky, Hanadky, | mecmupoegaHue u obcrnyxusaHue
mecmuposanue Y| cogpeMeHHbIX npoepaMMHbIX  cpedcms
o6eryxueaHue cemeeozo -
npozpamMmHozo obecrievenus, | O0ECMEYEHUs UHOpMayUOHHOU
8KIoYasi pewenusi | 6e3onacHocmu.
0meyecmeeHHo20
rpoussodcmea. Bnadema:

OrIK- Ymeem npouzeodums | —

2.14 YCMaHosKy, Hanadky, — cpedcmeamu yrpasnerus
mecmuposaHue u | Monb3oeamensCKUMU UHmMepgelcamu.
06CIyXugaHUe COBPEMEHHBIX
rpoepamMMHbIX cpedcme
obecrieyeHus
UHGOpMayUOHHOU
besonacHocmu.

OrlK-4. CriocobeH OrlIK- yMeeT onpefensaTtb  COCTaB
aHanu3suposams 4.18 KOMMbIOTEPA: TWM MPOLECCOPa | Vyemb:
cbu3uquKyfo :O ire?ﬁ n:ap::'TeMpr"M Tl;'l';'( — OnpeaesiaTe  COCTaB  KOMIMbIOTEPE.:  Tull
CYUHOCMB Ay fpoLeccopa 1 €ro napamMeTpsi, Tl MOAY/IEH NamsT U
- XapaKkTepucTuki, TN yx  xapakTepucTuku, THR  BUAEOKApTBl, COCTaB M
serieHuu u BUOEOKAPThI, cocTaB m s o o
. IDAMETDBI MEPUPEDUIIHBIX YCTPOVICTB.
npoueccos, napameTpbl  nepudepuiiHbIX
Jniexaujux 8 ocHose YCTPOUCTE .
byHKUUOHUPOBaHU OfK- Brageet HaBblKaMu Bnadems:
4.19 NPUMEHEHWUS] TEXHUYECKUX U —  HaBblKaMy — [IDUMEHEHNS — TEXHUYECKUX U
A NporpaMMHbIX CPEeACTB | 7IpOrpamMmHbIX — CPEACTB  TECTUPOBAHWUS C  LIE/IbIO
MUKPO3IIEKMPOHHO TECTUPOBAHWUS  C  LENblo | ONPEAENEHNS NCIPaBHOCTH KOMITLIOTEDA M OLIEHKH €r0
u MexHUKU, ornpefeneHust  UCMpaBHOCTW | /IPOM3BOANTE IbHOCTHL.
MPUMEHSIMb KOMMbIOTEPA M OLUEHKW €ro
OCHOBHbIE NpPOU3BOAMTENBHOCTM
gusuyeckue
3aKoHblI U modenu
onsa peweHus
3aday
rpogheccuoHanbHoO

Ui OessmenbHoCMU

13. O6beM npakTUKM B 3a4eTHbIX eAuHULax / aK. vac. (8 coomeemcmeauu ¢ y4ebHbIM nnaHoM) —
3/108.

dopma NpoOMeXYTOHYHOM aTTeCTaLumn 3a4em C OUEHKOU.

14. TpypoeMKocTb NO BuAam y4ebHou paboTbl

TpynoemMKocTb
Bcero [lo cemecTpam
Bua yuebHon paboTbl
6
u. 4., B hopme
Mn
Bcero yacos 108 108 54
B TOM Yucne:
KoHTakTHasa paborta (Bkntoyast HAC) 2 2 1
CawmocrosiTenbHas pabota 106 106 53
WToro: 108 108 54
15. CopepxxaHue npaktuku (unu HAP)
n/n O6bem yyebHon paboThbl, 4
Pasgenbl (sTanbl) Buzb! yue6HOit paGoThi KoHTakTHble | CamocTosite
NPaKTUKN Yachbl NbHasA
paboTta
1. OpeaHUl?aL{UOHHO- I'IpOBe,u,eHme CO6paHVIF| no opraHusauuum MPaKTUKK;
rnodzomosumeribHbIU | YCTaHOBOYHbIN MHCTPYKTaX MO 3agadyaM, cpokam u Tpebyemon 0,5 6
amari OTYETHOCTU; UHCTPYKTaX MO TEXHUKE ©e3onacHocTu pa6OTbI C




nepcoHanbHbIMM  KOMMbOTEPaMK, npaBunamu paboTel B
KOMMbIOTEPHBIX  Kraccax (akynbTeTa; coAepxaTternbHas
opMynMpoBKa 3a4ay Ans peLleHust B Xo4e NpakTuky, Buaa u
obbeMa pe3ynbTaToB, KOTOPbIE AOMKHbI BbITb NOMYYEHbI.
2. YyebHo- Onpegenexve npobnemel, obbekTa " npegmeta
uccrnedogameribcKull nccrnegoBaHus, dopmynupoBaHue uenm 7 3agav
amarn UCCnefoBaHUsi, TEOpPeTUYEecKUid aHanua nutepaTtypbl W©
uccnegosaHun no npobneme, nposegeHne o63opa M BbIGOp 0.5 40
COBpPEMEHHbIX UH(OPMAaLMOHHBIX TEXHOMOMMI, CrneuuanbHOro ’
nporpammHoro obecnevyeHus n obopyaosBaHus, AN peLueHus
MOCTaBIEHHOW 3aJayn Mo aHanuasy 3allMLIEHHOCTN obbekTa
nHdopMaTM3aLmu.
3. OkcnepumeHmarnsHo- | NpoBegeHne CaMOCTOATENBHOro peLueHunsi yyebHon 0,5
uccnedogamerbcKuli nccnefoBaTenbCkon 3aaudu, BbIMONIHEHNE TUMOBLIX pacyYeToB
amarn (y4yebHo- N MOLEenupoBaHWe [AaTYMKOB MCEBAOCHYYaMHbIX YMCIOBbIX 40
nabopamopHbIl rnocrnegoBaTenbHOCTEM C  MPUMEHEHVWEM  KOMMbIOTEPHOW
rpakmuKym) TEXHVKW, MNPOBEAEHME IKCMNEPUMEHTASbHbLIX WCCNeaoBaHUiA
CUCTEMBI 3aLUMTBI UHGOPMaLUK.
4. OgpopmneHue CocTaBrneHve MTOroBoro oT4yeTa 1 3aluTa npoekTa, onucaHue 0,5
omyéma o umozaam npogenaHHon paboTbl C  CaMOOLEHKOW  pe3ynbTaToB 20
rpakmuku NPOXOXAEHNSA NPaKTUKK; OPMYNMpOBaHUE BbIBOLOB.

CoaepxaHue npakTU4eCcKOW MOLrOTOBKM NpU NpOBeAeHUMU NPaKTUKU yCcTaHaBfMBaeTCs
NCXOAS M3 CcopepXaHust U HanpaBneHHOCTM obpas3oBaTenbHOM MNpPOrpaMmbl, COOEPXKaHUs
npakTukn, ee uenen W 3agad. [lpakTnyeckas noarotoBka nNpwW MNPOBEAEHUU MPaKTUKK
HanpaeneHa Ha OpPMMPOBaHNE YMEHUI N HABbIKOB B COOTBETCTBUM C TPYAOBbIMU AEACTBUAMM
n (Mnun) TpyaoBbIMU OYHKUMAMKM NO Npodmnto obpaszoBaTenbHON NporpamMmeil.
lMpakTuyeckass  MOArOTOBKA  NPOBOAUTCA  NYTEM  HEMNOCPeACTBEHHOrO  BbIMOSHEHMS
obyvarowmmmca onpedeneHHblXx BMAOB paboT, cBA3aHHbIX C Oyayuien npodeccrMoHanbHOM
AEATENbHOCTbLIO, CNOCOBCTBYHOLLNX (POPMUPOBAHMIO, 3aKPENEHNIO U Pa3BUTUIO NMPaKTUYECKNX
HaBbIKOB M KOMMNETEHLUMI Mo Npodunio COOTBETCTBYHOLLEN 0O6pa3oBaTENbHOM NPOrpamMmmbi.

16. MNepeyeHb y4yebHOM nuUTepaTypbl, pecypcoB ceTu «UHTepHeT», HeoOXoAMMbIX Ans
NPOXOXAEeHUS NpaKkTUKKU (CrIUCoK sumepamypbl ohopmasgemess 8 coomeemcmeuu ¢ mpebogaHusmu
IOCT u ucrnionb3yemcs obuwasi ckeo3Hast Hymepauus 055 ecex eudo8 UCMOYHUKO8)
a) OCHOBHag nuTepaTtypa:
Ne n/n NcTouHUK

1 Wknsap, M.®. OcHoBbl Hay4HbIX uccnegosaHuin / M.®. Wknap. — Mocksa: Jawkos n Ko, 2012. —
" | 244 c. <URL:http://biblioclub.ru/index.php?page=book&id=112247>
HoeukoB A.M., Hosukoe [.A. MeTogonorus Hay4Horo uccnegoBanus. — M.: Jlubpokom. 2010 —
2. | 280c.
<URL:http://www.methodolog.ru/books/mni.pdf>
OcHoBbI ynpaerneHns MHgopmMauuoHHon 6e3onacHoCcTbio: [y4ebHoe nocobue Ond CTygeHTOB
BY30B, OOy4alolMXCq MO HanpaBneHUsM MOArOTOBKW (CNeunanbHOCTAM) YKPYMHEHHOW rpynmbl
cneumanbHocTen 090000 - "MHdopm. 6esonacHocTs"] / A.l. Kypuno [u gp.].— 2-e u3g., ncnp. —
Mocka : lNopsivast nuHua-Tenekom, 2014 .— 243 c. : vn., Tabn. — (Bonpockl ynpaBneHus
nHdopmaLmoHHo Be3onacHocTblo ; KH.1) .— Bubnwuorp.: ¢.234-239 .— ISBN 978-5-9912- 0361-
6.
Kpakosckun, H0.M. NHdopmaumnoHHas 6e3onacHoCTb 1 3awuta nHgopmaumm: y4ebHoe nocobue
anst ctyg. obyd. no cneumnansHocTn «MHOpMauMOHHbIE CUCTEMBI U TEXHONOTMU» OHEB. U 3A0M.
dopm obyyeHus / KO.M. Kpakosckun .— M. ; PoctoB H/[ : MapT, 2008 .— 287 c. : un .—
(Y4ebHbili Kypc) .— Bubnuorp.: ¢.221 .— ISBN 978-5-241-00925-8.
WaHbrnH, B. ®. 3awuTta koMnbioTepHOM MHpopmaumn. IddekTMBHbIE MeToabl U cpeacTea: /
WaHbruH B. ®. — Mockea : OMK Tlpecc, 2010 .— 544 c. : wvn, Tabn. ; 24 cm .—
(AamuHucTtpupoBaHue un 3awuta) .— OIMTABIIEHUE knukHnte Ha URL-> .— [JonyuieHo YyebHo-
MEeTOAMYECKMM 0ObeAMHEHNEM BY30B MO YHUBEPCUTETCKOMY NMOMIMTEXHNYECKOMY 0Opa3oBaHuio B
KayectBe yd4ebHOro nocobust ans CTyAEHTOB BbICLUMX YYEOHbIX 3aBefeHui, obyyaromxcss no
HanpaeneHuto 230100 «MHdopmaTuka 1 BblMUCUTENBHAA TexHuka» .— lpeam. ykas.: c. 530-
542 .— bubnwmorp.: c¢. 524-529 (105 Has3B.) .— ISBN 978-5-94074-518-1.—
<URL:http://e.lanbook.com/books/element.php?pll_cid=25&pl1_id=1122>.

0) gononHuTenbHasa nuTepartypa:
| Nen/n | McTouHmK




KpyunHuH, B.B. KOMMNbIOTEPHBIE TEXHONOMMU B HAY4YHbIX UCCNEOBaHMUAX: y4eOHO-
meTogmudeckoe nocobue / B.B. KpyumHuH. — Mockea: TYCYP (Tomckui rocynapCTBEHHbIN

6. YHUBEPCUTET CUCTEM YMNPaBEHUS U pagnoanekTpoHuku), 2012. — 57 c. — Pexum gocTyna:
http://e.lanbook.com/books/element.php?pll id=11269 — 3arn. c akpaHa.
7 Cuctembl n cpeactea nHgopmatukn: ExerogHuk / 'n. pea. U.A. Cokonos. — Mocksa: UM

PAH. — 2010.— Bbin. 20. — Ne 2. — 350 c.

depnepanbHbIi 3akoH oT 27 uions 2006 roga Ne 149-d3 «O6 nHdopmaumm, MHPOPMaLMOHHBLIX
8. | TexHonoruax u o 3awmTe uHpopmaumn» // CobpaHune 3akoHogaTenbcTBa Poccumckom
depepaumm, 31.07.2006, Ne 31 (1 4.), cT. 3448.

denepanbHbIn 3akoH oT 27 utons 2006 roga Ne 152-03 «O nepcoHanbHbIX AaHHbIX» [/

9. | CobpaHue 3akoHogaTenbcTBa Poccunckon Pepepaumm, 31 nona 2006 roga Ne 31 (1 4.), cT.
3451.

"oH4yapos, Mropb Bacunbesuy. MHdopmaumoHHas 6e3onacHocTb. CnoBapb No TepmMuHonorum /
10. | U.B. T'on4apos, KO.I'. KupcaHos, O.B. PankoB.— BopoHex : BopoHexckas obnactHas
Tnnorpacpms, 2015 .— 180 c. — Tupax 300. 11,3 n.n. — ISBN 9785442003246.

MewepsikoB B.A., XKenesHsk B.I., BoHaapb A.O., Ocunenko A.J1., BabkuH A.H. lNepcoHanbHbie
AaHHble: opraHusaums obpaboTku n obecneyveHnsi 6e3onacHOCTM B OpraHax rocyaapCTBEHHON
BNacTu 1 MecTHoro camoynpasnenus / Nopg peq. B.A. MewiepsikoBa. — BopoHex: BopoHexckuii
nHctutyT MBI Poccun, 2014. — 186 c.

11.

B) MHOPMAaLMOHHbBIE 3NTIEKTPOHHO-00pa3oBaTenbHble pecypchbl (0durumanbHble pecypchl UHTEPHET)*:
Ne n/n Pecypc
1. | BBC JaHb
OBC «YHuBepcutetckasa bubnumoteka online»
OBC «3nekTpoHHas 6ubnuoteka TexHuyeckoro BY3a» (36C «KoHCcynbTaHT cTygeHTa)
3BC IOPAUT
OnekTpoHHasa 6ubnunoTeka y4ebHo-MeToamM4ecknx maTepuanos BI'Y. Pexum goctyna: http://www.lib.vsu.ru
http://www.cryptopro.ru
http://www.infotecs.ru
http://www.lissi-crypto.ru/
http://www.signal-com.ru
0. | http://www.shipka.ru
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* BHavane ykasbiBaoTca OBC, ¢ koTopbiMM uMmeloTcsa gorosopa Yy BIY, 3atem OTKpbITble 3MNEKTPOHHO-
obpaszoBaTernbHble pecypchl U T.4.

17. OOpasoBaTefibHble TEeXHONOrMu, MpPUMEHsIEMble NpU NPOBEAEHUU TMPAKTUKU W
MeToAuYecKMe yKasaHusa AnAa oby4varoWwmxcs no npoxoXaeHUIo NPakTUKn

OTyeT NO nNpakTUKe [JO0MKEeH OblTb WU3MNOXEH TEXHUYECKM TPaMOTHbIM SA3bIKOM C
NPUMEHEHNEM pPeKOMeHOOBaHHbIX TepMUMHOB W abbpesuatyp 6e3 opdorpadpuyecknx wu
rpammMaTtmyeckux ownbok. MNMpeacTaBneHHbIM OTYET MO NPakTUKe OLleHMBAETCs Ha COOTBETCTBUE
WHoOpMauuK, NpeacTaBneHHoONn B OT4yeTe, AaHHbIM M3 MH(OPMAaLUMOHHBIX pecypcoB obLiero
pocTtyna cetn IHTepHeT, maTepmanoB NeKkumn, y4ebHON 1 TEXHNYECKON NUTEpaTypbl.

CTpykTypa oT4yeTa no npakTuke

1. OTyeT NO MpakTUKe AOIMKEH BKMYaTb TUTYIMbHbLIM NIUCT, COOEepXaHue, BBEeAEeHME,
OonucaHne TeOopeTUYECKUX U MNPaKTUYECKUX acrekToB BbINOSIHEHHOW paboThbl, 3aKYeHue,
CMUCOK UCMOSb30BaHHbBIX UCTOYHUKOB, NPUMOXEHUS.

2. Ha TtuTynbHOM nucte AofmkHa ObiTb npeactaBrieHa TemMa MpakTuKW, rpynna wm
damunus CTyaeHTa, OaHHble O npeanpuatiu, Ha 6ase KOTOporo BbINOSHANAChk MNpakTuka,
amnnusa pykoBoamuTens.

3. Bo BBegeHuM cTygeHTbl OOMKHbI AaTb KpaTKoe onucaHve 3ajadvn, pellaemMon B
paMKax npakTUKu.

4. B oCHOBHOM 4acTu oT4yeTa CTyAeHTbl NPUBOAAT NOAPO6HOEe onucaHue npoaenaHHom
TeopeTn4ecKon n (Unn) NpakTMyeckon paboTbl, BKNOYas onvcaHne n obocHoBaHe BblGpaHHbIX
peLleHnn, onucaHne nporpaMmm 1 T.4.

5. B 3aknoyeHnn faeTtca KpaTkasd xapakTepucTuka npogeniaHHom paboThl, U NPUBOASTCA
ee OCHOBHble pe3yrnbTaThbl.

6. B npunoxeHusax nNpuBOASATCHA HENOCPeACTBEHHble pe3ynbTaTbl pa3paboTku: TEeKCThb
nporpamMmm, rpadovki 1 gnarpaMmmel, U T.4.

TpebosaHus K ogbopMIieHUO omyema




1. OT4yeT opopmMnAeTCca B ne4aTHOM Buae, Ha nuctax gpopmaTta A4.

2. OCHOBHOM TEKCT OT4yeTa BbINOMHSAETCS WpUTOM 14 MNyHKTOB, C MHTepBanom 1,5
Mexay cTpokamu. TekcT pasbuBaeTcsa Ha ab3aubl, KaXabld M3 KOTOPbLIX BKIKOYAET OTCTyn u
BblpaBHMBAHME MO LUMPUHE.

3. TekcT B NpUNoXeHUsax MoXeT ObITb BbINONIHEH Bonee MenNknm WpudgToM.

4. Ot4yeT pasbuBaeTcd Ha rnaBbl, NyHKTbl M MNOAMYHKTbI, BKMOYalOWMe OECATUYHYHO
HyMepaLmIo.

5. PucyHkn 1 Tabnuubl B oTYETE AOSMKHbI UMETb OTAESbHY0 HYMEpaLUIo U Ha3BaHWs.

6. Becb otuer pomkeH ObiTb OdOpMINIEH B eOMHOM CTune: Be3ge B OoT4veTe Ans
3arofiloBKOB OAHOMO YPOBHSA, OCHOBHOIO TeKCTa W NOAMMCEN [OOSMKEH WCMONb30BaThCS
OLMHAKOBbIN LLPUAT.

7.CTpaHuubl OTYeTa HYMEpPYHTCH, HauMmHas C TUTynbHOro nucra. Homepa cTtpanuy
NPOCTaBNATCA B NPaBOM BEPXHEM YIIy 4S5l BCEro oT4eTa KpoMe TUTYIbHOro fiucTa.

8. CogepkaHne oTyeTa AOIMKHO BKIKOYATb NepeYvYeHb BCEX MMnaB, MYHKTOB M NOAMYHKTOB,
C yKazaHMeM Homepa CTpaHuLbl AN KaXKA0ro anemeHTa cogepXaHus.

9. CcbinikMn Ha nuTepaTtypy M ApyrMe WCNoNb30BaHHbIE WMCTOYHWUKM OOopMAaTCA B
OCHOBHOM TEKCTE, a CaMN UCTOYHUKM NEPEUNCNAIOTCS B CINCKE NCMONb30BaHHbIX MCTOYHUKOB.

10. O6bem oT4eTa MO NpakTUKe AOSMKEH ObITb HE MeHee 20 cTpaHuL.

18. MaTepnanbHo-TexHU4Yeckoe obecneyeHme NPaKTUKN:

2. BopoHex, yn. YHusepcumemckas nnouwias, 0.1, enasHbil y4ebHbIu kopriyc, ayd.214
KomnbloTep B coctaBe: cuctemHbin 6nok: npoueccop Intel(R) Core(TM) i5, onepatnBHas
namsate 86, HDD 500I6; moHuTtop: LG FLATRON. Mynbtumeaunanpoektop BenQ. OkpaH
HacTeHHbIM A4na npoekTopa. Ayamo konoHkn Creative A60. KommyTaTop.

2. BopoHex, yn. YHugepcumemckas rnnouwais, 0.1, enasHbil y4ebHbIlU kopryc, ay0.216
KomnbtoTep B coctase: npoueccop Intel Core i3, onepatneHaa namsate 86, HDD 50006,
Bngeokapta NVIDIA GeForce; moHuTop: Acer. KomnbtoTep B coctaBe (1 wT.): npoueccop
Intel(R) Core(TM) i5, onepatusHas namatbe 86, HDD 500I6; moHuTOop: Acer. JkpaH
HacTeHHbI ana npoektopa. MynbTumeguanpoektop BenQ. WctouHuk 6GecnepebonHoro
nutaHusa Back-UPS 650. KommyTtaTtop Cisco Catalyst 3750 Series.

2. BopoHex, yn. YHugepcumemckas nnouwas, 0.1, y4ebHbit kopryc 16, ayd.407
KomnbtoTep B coctaBe: npoueccop Intel(R) Core(TM) i7-7700 CPU @ 3.60GHz,
onepatmBHas namatb 16 6, SSD 256 6, HDD 1T6, Buaeokapta NVIDIA GeForce GTX
1080 Ti; moHuTop DELL S2419HN. KomnbioTtep B coctaBe (1 wr.): npoueccop Intel(R)
Core(TM) i7-7800X CPU @ 3.50GHz, onepatmBHas namatb 96 6, SSD 1T6, HDD 4T6,
Bngeokapta NVIDIA GeForce RTX 2080 Ti (2 wrt.); moHutop DELL S2419HN. WUcTtouHuk
6ecnepeboniHoro nutaHua APC Back-UPS BV1000I-GR, line-interactive, mowHocTb:1000BA,
600BT (16 wrT.). UctouHuk 6ecnepebonHoro nutaHus Legrand KEOR LINE RT 1500BA (1
wt.). Kommytatop HP 2530-24G Switch (Managed, 24*10/100/1000 + 4 SFP, 19").
WHTtepaktneHaa gocka SMART SBM685 (87 grommos, O SMART SLS) ¢ naccuBHbIM
notkoM. lNMpoekTop Vivitek DH758UST (ynbTpakopoTkodokycHbir, DLP, Full HD 1080p (1920
x 1080), 3500 ANS, 10000:1, nonHas nogaepxka 3D).

2. BopoHex, yn. YHusepcumemckas rnnouwiads, 0.1, enagHbit y4ebHbIt Kopryc, ayo.124
KomnbloTep B cocTaBe: cucTeMHbIin 6nok: npoueccop AMD Ryzen 7 3800X 8-Core
Processor, onepatmeHasa namate 326, HDD 1T6, SSD 25616, suaeokapta NVIDIA GeForce
GTX 1050; moHuTop: Dell S2419H. NHTepakTnBHaa pocka SMART SBM685 (87 aronmoB).
MynbTumegumanpoektop Vivitek  ynbTpakopOTKOOKYCHbIN. WcTouHMK  6ecnepebonHoro
nutanus Legrand Keor SPX 1000 BA IEC C13 (16 wrt.). MicTouHrk BecnepebornHoro nutaHns
Legrand Keor Line RT 1000 BA (1 wT.). Kommytatop HP 2530-48G Switch (1 wrT.).

2. BopoHex, yn. YHusepcumemckas rsiowads, 0.1, enasHbeil y4ebHbit kopryc, ayd.214
KomnbioTep B cocTaBe: cucTeMHbin 6rok: npoueccop Intel(R) Core(TM) i5, onepaTtnBHas
namsate 86, HDD 500I6; moHutop: LG FLATRON. Mynbtumegunanpoektop BenQ. OkpaH
HaCTeHHbIV ana npoekropa. Ayano konoHku Creative A60. KommyTaTop.




2. BopoHrex, yn. YHusepcumemckas rsiowaos, 0.1, anasHbll y4ebHbit kopryc, ayod.226
MoHo6nok HP: npoueccop Intel(R) Core(TM) i3-6100 CPU @ 3.70GHz, onepatuBHas
namate 86, SSD 250I6. MynbTumeamanpoektop Epson. Ayamo konoHkm EV (2 wr.).
MwukpodoH. OkpaH ans npoektopa. MapkepHble naHenu Askell (2 wr.).

19. OueHo4HbIe cpeacTBa ANA NpoBeAeHUA TEKYLLEeN N NPOMEXYTOYHOWN aTTecTaumm
oby4aroLwmxcs No npakTmke

HanmeHoBaHue NHauvkaTop(bl)
0
I_'I‘;I'_I pasgena AUCLUMUNIINHBI K?_‘“:I';?;)e"' AOCTMXKEeHUA OueHou4Hble cpencTBa
(mogyns) KOMNeTeHuUun
OpeaHu3ayuoHHO- OllK-2.5
1 od2omosumensHbli ONK-2 Yka3sbigamb ouyeHo4YHble cpedcmea 0ns
" | sman Or1K-2.6 OT4eT No nNpakTuke.
Y4ebHo- OrK-2.1
uccriedosamerbcKul
amarn OriK-2.2
OriK-2.3
OriK-2 OtueT no npakTuke. 3awnTa oT4eTa no
2. Of1k-2.4 npakTuKe.
OrlK-2.7
OriK-2.8
OllK-4 Ol1K-4.18
BkcnepumeHmarnbHo- Or1K-2.9
uccnedosamenbcKull
amarn (y4yebHo- Or1K-2.10
nabopamopHbiti
npakmuKym) OriK-2.11
OrlK-2 OTueT no npakTuke. 3almTa oT4eTa no
3 Sl NpakTuKe.
OrlK-2.13
OrliK-2.14
OllK-4 Ol1K-4.19
OchopmneHue om4yéma rno OllK-2.5
4 UMo2am MpaKMuKu OrK-2 OMK-2.6 OT4eT NO NpakTuke.
lMpomexyToyHasa aTTecTaums VHavBMAYanbHOE 3anakie
dopma KOHTPOnsi — 3a4Yem ¢ OUeHKou ¥

20. TunoBble OLEHOYHble cpeAcTBa M MeToaMYeckuMe MaTepuanbl, onpegensilowme
npoueaypbl OLeHUBaHUA

20.1 TeKywyMin KOHTPOIb yCNEeBaeMoCTH

KoHTponb ycneeaeMocTy No AUCUMNIINHE OCYLLECTBSIETCS C NMOMOLLbIO CreayoLLMX OLEHOYHbIX
CPeAacTB:
NHavBuayanbHble 3agaHust

MepeyeHb HAMBUOYaNbHbLIX 3a4aHNIA

AHanns BpedoHOCHbIX nporpamMm. MogenupoBaHue npouecca OecCTPYKTUBHbIX Bo3gencteui. OueHka
yuiepb6oB u puckoB. BblpaboTka pekomeHaaumii NO NpPOTMBOAEWNCTBMIO. [1pOrHO3Has oOueHka Wx
3 PEKTMBHOCTUN NO HaNpaBreHUSM:

1. AHanu3 nporpamm Tuna Rootkit.

2. AHanns nporpamm Tuna Trojan-GameThief.

3. AHanus nporpamm Tuna Net-Worm.

4. AHanua nporpamm Tuna Trojan-Notifier.

5. AHanus nporpamm Tuna IRC-Worm.

6. AHanns nporpamm Tuna Expolit.



7. AHanus nporpamm Tvna P2P-Worm.

8. AHanus nporpamm Tuna IM-Worm.

9. AHanus nporpamm Tuna Trojan-Banker.

10. AHanua nporpamm Tuna Trojan-Downloader.

11. AHanua nporpamm Tvna Trojan-Dropper.

12. AHanu3a nporpamm Tuna Trojan-Clicker.

13. AHanua nporpamm TmnoB Trojan-SMS.

14. AHanua nporpamm Tunoe SMS-Flooder.

15. AHanua nporpamm Tunos Hack-Tool.

16. AHanua nporpamm TunoB Flooder.

17. AHanua nporpamm TMnoB Trojan-Ransom.

18. AHanua nporpamm Tunos DOS,Flooder,Spoofer.

19. AHanua nporpamm Tunos Virus.

20. AHanns nporpamm Tunoe Trojan-Spy.

21. AHanus nporpamm Tunos Spoofer.

22. AHanns nporpamm Tunoe Trojan-ArcBomb.

23. AHanns nporpamm TMnoe Email-Flooder.

24. AHanns nporpamm Tunos Worm.

25. AHann3 nporpamm TnnoB Hoax.

26. AHanus nporpamm TMnoB Trojan-FakeAV.

27. AHanns nporpamm TunoB VirTool.

28. AHanns nporpamm Tunoe RiskTool.

29. AHanus nporpamm Tunos Client-P2P.

30. AHanus nporpamm Tunoe Client-SMTP.

31. AHann3 nporpamm TUnNoe Server-Proxy.

32. AHanus nporpamm Tunos RemoteAdmin.

33. AHanns nporpamm Tunoe Server-Web.

34. AHanus nporpamm Tunoe FraudTool.

35. AHann3 nporpamm TunoB Server-Telnet.

36. AHanns nporpamm Tuna Backdoor.

37. AHann3 nporpamm TmnoB Dialer.

38. Ananns nporpamm TMnos Downloader.

39. AHanns nporpamm Trna Email-worm.

40. AHanua nporpamm Tunos Monitor.
TpeboBaHUA K BbINOMHEHNIO 3a0aHUN
lMpoBecTn aHanu3 nOCTaBMEHHON 3aja4nM C TOYKM 3peHus obecneyvyeHns HaxoXaeHUs

3hPEKTMBHOIO peLleHns (paccMOTpeTb TeopeTMYeckue acnekTbl, Ha OCHOBaHMM aHanua3a nocTPOMUTb
MOZENb peLUeHns u T.4.).

20.2 NMpomexyToyHas aTrectayms

MpomexyToyHas aTTecTauus No AUCLMNINHE OCYLLECTBSIETCS C MOMOLLBIO CNeayoLLmX
OLIEHOYHbIX CPEACTB:

Omuyem no npakmuke

[NepeyeHb 3adaHuli
AHanus, oueHka yuwepboB U pPUCKOB, BbipaboTka pekoMeHZauuih Mo NPOTUBOAENCTBUIO
npoueccam peanusaumm MHPOPMAaLMOHHBIX YIPO3 B OTHOLLEHUN CYOBEKTOB MH(OPMALIMOHHBLIX
CUCTEM MO HanpaBfeHUsIM:

1. Mogenu TeppopucTMYEeCcKon AeATENbHOCTU HA OCHOBE TEOPUM KOHMPIIMKTA.

2. Mogenv nHgpopmaumMoHHOro NPeBOCXOACTBA B COBPEMEHHOM 0bLLEeCTBe.

3. Mogenu BnAMsSiHUA Ha COBPEMEHHOE OOLWEeCTBO TpaHCHAUMOHAmbHbIX MPECTYMNHbIX
opraHusaumn.



. Mogenu nHgopmaumoHHON BOMHbI B KOMMNbIOTEPHbIX CETSIX.

. Mogenu niHdpopmaumoHHOro rocnoacTea B COBPEMEHHOM O0LLECTBE.
. Mogenu maHunynupoBaHnsa obLLeCcTBEHHbIM CO3HAHUEM.

. Mogenu nporpaMMupoBaHusi CO3HaHUS JIMYHOCTH.

. Mogenv oecTpyKTUBHbIX KyfbTOB.

9. Mogenu BnvaHuA nHopmaunmn Ha coBpeMeHHoe obLLIECTBO.

10. Mogenu WHGOPMAaLNOHHO-MCUXOSIOMMYECKNX oOnepauunm u aTak TeppopUCTUYECKOro
Xapakrepa.

11. Mogenu npouecca npaBoHapyLLUEHUS.

12. Mogenu Ha ocHoBe Teopuu rpados.

13. KoHpUrypaumoHHsle moaenu.

14. Mogenu lNpawnca.

15. AnHamnyeckne mogenu MHPOPMaLMOHHOIO yrnpassieHus.

TeMbl npoekmos

1. MpUHUMNBI NOCTPOEHUS CUCTEM 3aLLMTbl MHOPMaLINN.

2. AkTyanbHOCTb nNpobnemsl obecnevyeHna 6esonacHOCTU B UHGOPMaLUVMOHHOM obLiecTBe.

3. Cpeagctea obecneyeHuss unHGOpPMaLMOHHOM 6Ge3onacHOCTM B KOpPrNopaTUBHBIX
MHOPMALUMNOHHBIX CUCTEMAX

4. AnnapaTtHble cpeacTea obecnevyeHns NHPopMaLnMoHHON 6e30nacHOCTH

5. MHdopmaumnoHHble YsI3BMMOCTU 0OBHEKTOB

6. NporpammHble cpencTBa obecnevyeHmst MHpopmaLMOHHON 6e3onacHOCTH

7. AHTPOMNOreHHble NHPOPMAaLIMOHHBbIE YA3BUMOCTU

8. TexHoreHHble MH(POPMaLMOHHbIE YA3BUMOCTU

9. OpraHusaumMoHHO-NpaBoBble cpeacTBa obecneyeHns HPopMaunmoHHon 6e3onacHoCTn

10. Yrpo3bl MHPOPMaLUMOHHON 6E30MaCHOCTM U NX UCTOYHUKMN

11. OpraHn3aumMoHHO-agMUHUCTPAaTMBHbIE CpeacTBa 3amThl MHopMaLmm

12. OCHOBHbIE NMPUYUHBI YTEYKN MHGOPMALMMN.

13. Nonutuka 6e3onacHocTn. OCHOBHbIE TUMbI NONUTUKM 6E30MacHOCTW.

14. Mepbl 3aWmTbl NePCOHanbHbIX aHHbIX B MH(POPMAaLMOHHBIX CUCTEMAX.

15. Mcnonb3oBaHne  HeCepTUMPUUMPOBAHHBLIX  OTEYECTBEHHbIX U 3apybexHbIX
MHPOPMALMNOHHBLIX TEXHONOrMK, CpeacTB 3awuTbl MHGOPMaLMK, CpeacTB MHopmaTM3aumm,
TENEeKOMMYHUKaUUM 1 CBA3M MpU CO34aHMM U PasBUTUM POCCUNCKON WHGOPMAaLMOHHOW
WHAPACTPYKTYPbI;

16. Hay4yHo-TexHunyeckme npobnemsl 3aWwmThbl NHPOPMALNOHHBIX pecypcos,
MH(POPMALNOHHBIX N TENEKOMMYHUKALNOHHbBIX CUCTEM;

17. O6uwemeTtogonornyeckne npobnembl kKagpoBoro obecrnevyeHnss uHOOPMaLMOHHON
B©esonacHocTy;

18. HapyLleHune 3aKOHHbIX OrpaHUYEHNn Ha pacnpocTpaHeHne NHopmMauuu;

19. lNMpoTmBONpaBHbIe COOP M UCMONb30BaHME MHAOPMaLNK;

20. AganTmBHble CUCTEMbI 3aLLUUTLI MHbopMauuK.

0N O A~

MpomexyTovHas aTTectaums no npakTuke, y4ebHo-nabopaTopHOMY NPaKTUKYMYy BKIoYaeT
noaroToBKY M 3aLUTy oT4eTa.

OTyeT cogepxuT criegyowime coctaBngawowme: o6paboTaHHbIM U CUCTEMATU3NPOBAHHbLIV
mMaTepuan no TemaTuke NpakTukM, y4ebHO-nabopaToOpPHOro NPakTUKyMa; SKCNepUMEHTarbHYO
YacTb, BKIOYAKOLWYK OCHOBHble METOAbl MPOBEAEHUS WCCReAOBaHUS M CTaTUCTUYECKON
00paboTkn, obCyXaeHWe nosfyvYeHHbIX pe3ynbTaToB; 3akfiyeHue, BbIBOAbI W CMUCOK
nuTepaTtypHbiX  UCTOYHMKOB.  OTyeT  obGsA3aTenbHO  nognucbiBaeTcs  (3aBepsieTcs)
pykoBoguTenem  npakTukn.  Pe3ynbTaTbl  MPOXOXAEHUA  NPAKTUKM  [OKNagblBakoTCA
obyyalowmnmcs B BMAE YCTHOrO COOOLLEHMS C OEMOHCTpaumen npeseHTauunm Ha 3acegaHuu
Kadpeapbl (3aKnNOYNTENBHON KOHGEpEHLMN).



Mo pesynbTatam pJoknaga C YYETOM XapakKTePUCTMKM PYKOBOAUTENS W KadecTBa
npeacTaBfieHHbIX OTYETHbIX MaTepuanoB oby4varlleMycsl BbICTaBMASETCA COOTBETCTBYHOLLAA
oueHka (ouddepeHUMPOBaHHbIN 3a4eT NO MTOraM MNPaKTUKM BbiCTaBnAetTca obydarowmmcs
pyKoBOAUTENEM NPAKTUKN HA OCHOBaHWUM AOKMajda U OTYETHbIX MaTepuanos, NpeacTaBneHHbIX
obyyvatowmmces).

OueHka no  npaktuke, y4ebHO-nabopaToOpHOMY  MPaAKTUKYMy  BbICTaBnsieTCA
pyKoBOAUTENEM MPaKTUKM OT Kadegpbl HA OCHOBE COAEepXaHus oTyeTa CTyAeHTa, OT3blBa
pykoBOAUTENSA OT NPeanpuATus, BbICTYNNIEHUA C Npe3eHTauMerd U OTBETOB Ha BOMPOCHI MO
nToram nNpPakTuKW.

OTtyeT no npaktuke, yyebHO-nabopaToOpHOMY MPAKTUKYyMy [OOIHKEH ObITb W3NOXEH
TEXHUYECKN TPAaMOTHBIM A3bIKOM C NPUMEHEHNEM PEKOMEHAOBAHHbLIX TEPMUHOB 1 abbpeBnaTtyp
6e3 opdorpadumyecknx M rpammatTundeckmx owmnbok. [pu 3awmuTe oTdyeTa MO MNpakTuke
OLEeHMBaeTCa COOTBETCTBME MHGOPMauuMn, MpeAacTaBneHHOW B OT4eTe, [AaHHbIM U3
MHOPMAaLMOHHLIX pecypcoB obuero goctyna cetn IHTepHeT, MaTepuarnos Nekunin, y4ebHom n
TEXHUYECKON NnuTepaTypsbl.

KoHeuHbIMK pesynbTaTtamu OCBOEHUS NPOrpaMMbl MPaKTUKU SBNSIOTCA CHOPMUPOBAHHbIE
KOTHUTUBHbIE [OECKPUNTOPbI «3HaTb», «YMeTby», «BrageTb», pacnucaHHble MO OTAENbHbIM
komneteHumsaMm. OHuM npegctaBneHbl B Tabnuue. dopmupoBaHMe ITUX LECKPUNTOPOB
NPOUCXOAMUT B TeYeHMe BCero nepuoda MNpPOXOXKAEHWUS MPAKTUMKW, B paMKax BbINOIHEHNS
CaMOCTOATENBHOM PaboTbl HA MecTe MNPOXOXAEHWUS MPaKTUKA MPU BbINOSIHEHUU Pa3fMYHbIX
BMAOB paboT nof pykoBOACTBOM PYKOBOAMTENS NPaKTUKM OT Kadpeapbl.

[ns oueHKkn aeckpmnTtopoB koMneTeHuun ncnonbayetca 100 6annbHaga Wkana oueHoK.

[na onpeaenennsa akTUYECKNX OLEHOK KaXKAoro nokasartens BbICTaBMAKTCA creayroLimne
B6annbl.

Ona neckpunTopoB KaTeropmm «3HaTb»:

- pes3ynbTaTt, coAepXXallMh TMONHbIA NpaBUSbHbIN OTBET, MOSIHOCTLIO COOTBETCTBYET
TpeboBaHuAM Kputepusi (OTBET MOSHbIN U MNPaBUIbHbIA HA OCHOBAHWUW U3YYEHHbIX TEOpUN;
MaTepuan M3noXeH B OnpedeneHHOW NOrm4yeckon MnocrnenoBaTenbHOCTM, HAYYHbIM SA3bIKOM;
oTBeT camocTosTenbHbI — 85-100% OT MakcumansHoro konmyectso 6annos (100 6annos).

CoOTBETCTBYET OLEHKE - KOTIIUYHOY;

- pesynbTaT, cogepXawunh HeNoSHblA MpaBUSibHbIA OTBET WNWM OTBET, COAEepXXKallmi
He3HauMTernbHble HETOYHOCTM (OTBET AO0CTaTOYHO MOfHbIA W NPaBWUMbHLIN Ha OCHOBaHWUU
M3ydeHHbIX  MaTepuarnos; mMaTepuan N3NOXeH B OMpedeneHHoOW  formyeckom
nocrnegoBaTenbHOCTU, NPU 3TOM AONyLWeHbl ABEe-TPU HECYLLECTBEHHble owunbku), 75-84% ot
MaKCMManbHOro KonmyecTtea 6ansioB; COOTBETCTBYET OLIEHKE - «XOPOLLOY;

- pesynbTaT, COAepXallMi HEMNONHbIA MNpaBUIbHbIN OTBET WNU OTBET, CoAepXaluui
3Ha4YUTENbHbIE HETOYHOCTM (NpU OTBEeTe AonylleHa CyllecTBeHHas owwubka, unn B OTBETe
cogepxutca 30 - 60% HeoOXoouMbIX CBeOeHUA, OTBET HecBA3HbI) — 60-74 % oT
MaKCMManbHOro KonnyecTtsa 6annos; COOTBETCTBYET OLEHKE - «YAOBMETBOPUTENBHOY;

- pes3ynbTaT, coaepXKallni HEMOSHbIA MpaBWUMbHbIM OTBET (CTEMNeHb MNOSHOTbI OTBETa —
meHee 30%), HenpaBunbHbIM OTBET (OTBET HE MO CYLECTBY 3aJaHnd) Unn oTCyTCTBME OTBETA,
T.e. OTBET, HEe COOTBETCTBYWOLUMA MOMHOCTbIO TpeboBaHusm kputepuss, — 0 % ot
MaKkcuMManbHOro konudectea 6annos. COOTBETCTBYET OLEHKE - KHEYAOBMETBOPUTENBHOY.

Onsa peckpMnTopoB KaTeropumn «YmeTtb» u «Bnagertb»:

- BbIMNOSIHEHbI BCe TpeboBaHWMS K BbINOSIHEHWUIO, HAMMCAHWIO U 3awmuTe oT4yeTa. YMeHue
(HaBbIK) cdhopmmpoBaHo NosHOCTLIO — 85-100% OT MakcMmanbHOro konnyecTea 6annos.

CoOTBETCTBYET OLIEHKE - «OTIIUYHOY;

- BbINOMIHEHbI OCHOBHble TpeboBaHMS K BbINOSTHEHUIO, OCPOPMIIEHMIO U 3alumMTe OTYeTa.
NmetoTca oTaenbHble 3aMeyaHnsa U HefocTaTku. YMeHue (HaBblk) chOpMMPOBAHO AOCTAaTOYHO
NoJsiHO — 75-84% OT MakcumanbHOro konmyectasa 6annoB. COOTBETCTBYET OLEHKE - «XOPOLLIOY;

- BbINOfHeHbl 6a3oBble TpeboBaHMS K BbIMNOMHEHMIO, OPOPMIIEHMIO U 3aluTe oTyeTa.
MmetoTca OOCTaTOYHO CyLLEeCTBEHHble 3aMeyvaHus U HedocTaTtku, Tpebyouwme 3HauYnTenbHbIX
3aTtpaTr BpPEeMeHW Ha ucnpasneHve. YMeHne (HaBblk) C(OOPMMPOBAHO HA MMUHUMMAIbHO



A0MyCTUMOM ypoBHe — 60-74% OT MakcMmanbHoro konuyectsa 6annos. CooTBETCTBYET OLEHKe
- «yOOBIIETBOPUTENBLHOY;

- TpeboBaHUA K HanUCcCaHU 1 3awmTe oTyeTa. MIMeTCAa MHOroYMCNEHHbIE CyLLECTBEHHbIe
3amMevyaHuss U HeadocCTaTKW, KOTopble He MOoryT 6biTb uUcnpasrieHbl. YMeHue (HaBblk) He
chopmuposaHo — 0 %.

Ansa atTectaumn CTygeHT npenbsBnseT AHEBHUK MNPakTWKW, 3ajaHue pyKoBOAUTENs Ha
NPOXoXAeHne MpakTUKM u odopMnsaeT pesyrnbTaTthl NPakTUKW B BUAEe OT4eTa W rOTOBUT
BbICTYNIIEHNE C Npe3eHTaLmen no pesynbtatam NpakTUKu.

[ns oueHnBaHNS pe3ynbTaToB 00y4YeHUs Ha 3a4eTe C OLEHKOW ucnonb3yetca 4-6annbHas
Lana: «oTfNMYHO», «XOPOLLUOY», KYAOBNETBOPUTENBHOY, «HEYAOBNETBOPUTENBHOY.
CooTHoLLeHWe nokasaTtenen, KpuTepmeB W LKarbl OLeHNBaHUSA pe3ynbTaTtoB 0byvyeHus.

YpoBeHb
KpuTepum oueHuBaHnsa KomneTeHumm cchopmmpoBaH LLikana oueHok
HOCTU
KOMMeTeHUumn
3HaTb: pesynbTaT, COAEepXaliMi MOMHbLIA MPaBUIbHLIA OTBET, MOMHOCTLIO | [lo8bIWEHHbIU OmnuyHo
cooTBeTCTBYeT TpeboBaHVAM KpuTepus (OTBET MOMHbLIA W MPaBUNbHBIN Ha ypo8eHb
OCHOBaHMM W3YYEHHbIX TEOpUW; MaTtepuan W3MNOXeH B OnpeaeneHHon
rniorn4eckon nocrnefoBaTenbHOCTH, HayYHbIM A3bIKOM; oTBeT

CaMOCTOATENbHbIN.

«YMeTb» U «BnapeTb»: BbINONHeHbl Bce TpeboBaHUS K BbINOMHEHWIO,
HanMcaHuIo 1 3awuTe oTyeTa.

3HaTb: pe3ynbTaTt, COAEpXaluMin HEMOMHbIN MpaBUNbHLIN OTBET UNKN OTBET, ba3zoenbitl Xopouwio
CoAepXalumn He3HauuTernbHble HETOYHOCTU (OTBET AOCTATOMHO MOMHBLIA Y ypo8eHb
NPaBuIbHbIA HA OCHOBaHWW M3y4YeHHbIX MaTepuanoBs; maTepuan M3MNoXeH B
onpeferneHHon norMyeckor nocrnefoBaTenbHOCTU, MPU 9TOM AONyLEeHbl ABe-
TPWU HECYLLECTBEHHBIE OLLUNGKM).

«YMeTb» U «BnapeTb»: BbINOMHEHbI OCHOBHblE TpebOBaHMSA K BbINOMHEHWIO,
ocopmneHnto 1 3awmte oTyeTa. MMewoTcA OTAENbHbIE 3amMevaHuss Wt
HepocTaTkv. YMeHue (HaBblk) ChOpMMPOBAHO AOCTATOMHO MOJTHO

3HaTb: pe3ynbTaT, CoAepXKaliMin HEMOIMHbLIA MPaBUIbHbLIN OTBET UMW OTBET, lNopoeossiti Y0osnemesopumersbHO
COAEepXaluMn  3HauuTenbHble  HETOYHOCTM (Npy  OTBeTe  JonylueHa ypo8eHb
cyliecTBeHHasa owwnbka, unu B otBeTe copgepxmtca 30 - 60% HeobxoaumbIx
CBeOEHU, OTBET HECBA3HbIN)

«YMeTb» u «Bnapetb»: BbiMofnHeHbl 6a3oBble TPeGOBaHWA K BbIMOMHEHWIO,
ocopmneHnto M 3awmTe oT4yeTa. MMelTca [OCTAaTOYHO CyLUECTBEHHble
3aMevaHuss U HepocTaTku, Tpebyilolme 3HauMTenbHbIX 3aTpaT BPEeMEHW Ha
ucnpasneHuve.

3HaTb: pesynbTaT, coAepXalui HEeMonHbIN MpaBUIbHBIN OTBET (CTEneHb - Heydosnemsopu-
nonHoTbl otBeTa — meHee 30%), HenpaBUIbHLIN OTBET (OTBET HE MO CYLLECTBY meJsibHO
3agaHus) wnu  OTCYTCTBME OTBeTa, T.e. OTBET, He COOTBETCTBYHOLLUNA
MOMHOCTbLI0 TPeboBaHMAM KpUTepUs.

«YMeTb» u «Bnapetb»: TpeboBaHusi K HanucaHuio M 3awmTe oOTyeTa.
MIMelTCS MHOrouMcneHHble CyLEeCTBEHHble 3aMevaHusi U HepgocTaTku,
KOTOpble He MOryT BbITb NCNPaBMEHbI.

20.3 ®oHa OLEeHOYHBIX CpeacTB C(l)OpMHpOBaHHOCTI/I KOMIIEeTeHIIUM CTYACHTOB, peKOMeH)]yeMblﬁ IJIA
NMPOBEACHUS TUATHOCTHICCKUX pa60T

Or1K-2. CnocobeH NpuMeHATb NporpaMmMHble CpeacTBa CUCTEMHOMO M NPUKNAagHOMO Ha3HaA4YeHW, B TOM
4yucne oTe4eCcTBEHHOIrO NPOM3BOACTBA, AN pelleHns 3agay NpodecCcnoHanbHOM AesaTEeNbHOCTY.

OlK-2.1 3HaeT obwme NpUHUMMBLI NOCTPOEHUS COBPEMEHHbBIX KOMMbIOTEPOB, POPMbI U CMOCOObI
NnpeAcTaBneHns AaHHbIX B NEPCOHaNbHOM KOMMbIOTEPE;

Ol1K-2.2 3HaeT normko-maTemMaTn4eCckmue OCHOBbI MOCTPOEHUS ANEKTPOHHbIX LN(POBLIX YCTPONCTB;

OlK-2.3 3HaeT cocTaB, Ha3HayeHMe annapatHbiX CpPeaCcTB W nporpaMmmHOro obecneyeHus
nepcoHanbHOro KoMnboTEPA,

OlK-2.4 3HaeT knaccuuKkauuio COBPEMEHHbLIX BbIYUCAUTENbHBIX CUCTEM, TUMOBbIE CTPYKTYPbl U
NPVHLMNbI OpraHn3aumm KOMMNbIOTEPHbIX CETEN

OllK-2.5 YmeeT npuMeHsTb TUNOBblE MpOrpamMMHble CpeacTBa CEePBUCHOTNO  HasHaueHus,
NHPOPMaLMOHHOrO noucka n obmeHa AaHHbIMKU B CeTU VIHTepHeT;



Or1K-2.6 YMeeT cocTaBnsaTb AOKYMEHTbI, UCMOMb3ys NPUKaaHble NporpaMmmbl 0PMCHOMO Ha3Ha4YeHus

OlK-2.7 BnapgeeT cpeactBamun ynpasreHus MOSNb30BaTENbCKMMU UHTEpdENncamm onepaumoHHbIX
cucTem

OrlK-2.8 3HaeT OCHOBHblE MPUHUMMbI KOHUIYPUPOBaHMS M agMUHUCTPUPOBAHUST OMNEepPaLMOHHbIX
cuctem

OlK-2.9 ymeeT paspabaTtbiBaTb CUCTEMHOE M MpUKIagHoOe nporpammHoe obecneyeHne [ns
MHOro3agayHblX, MHOroOMosib30BaTeNbCKMX WM MHOFOMPOLECCOPHbIX cped, a Takke Ana cpej c
MHTepdencom, ynpaensemoiM COObLLEHNAMY;

OlK-2.10 ymeeT NpUMEHSITb OCHOBHblE METOAbl MPOrpaMMMpOBaHnsi B BbIOpaHHOM onepauyoHHOM
cpene

OrllK-2.11 3HaeT xapakTepHble OCOGEHHOCTU COBPEMEHHOro MnporpamMmHoro obecneyeHns
crneumnanbHOro HasHayeHus.

OlK-2.12 YmeeT npon3BoauTb YCTAHOBKY, Hanaaky, TeCTUpoBaHue 1 obcnyxmeaHme nporpaMmMHOro
obecneyveHuns, BKNOYas peLleHns oTe4eCTBEHHOrO NPOU3BOACTBA.

OlK-2.13 YmeeT npov3BOAUTb YCTaHOBKY, HanagKy, TecTMpoBaHue W ob6cnyxuBaHue CeTeBOro
nporpaMMHoro obecneyvyeHuns, BKNoYasa peLLeHns 0Te4eCTBEHHOro NPon3BoaCcTBa.

OlK-2.14 YmeeT npon3BoauTb YCTAHOBKY, Hanagky, TeCTupoBaHue n obCcrnyxvBaHne COBPEMEHHbIX
nporpaMMHbIX CpeacTB obecneveHns nHPopMaunoHHOM 6e3onacHoOCTu.
OlK-4. CnocobeH aHann3nMpoBaTb (PU3NYECKYHO CYLLHOCTb SIBIEHMI U NPOLIECCOB, NEXalliMx B OCHOBE
YHKLMOHMPOBAHUS MUKPOINEKTPOHHON TEXHUKN, MPUMEHATb OCHOBHbIE (pr3nyecKkne 3aKoHbl U Mogenu
Ona peweHuns 3agay npogeccuoHanbHoOn esaTeNbHOCTH

Or1K-4.18 ymeeT onpenenaTb COCTaB KOMMbOTEPA: TUM Npoueccopa 1 ero napameTpbl, TUN Moaynen
NaMaTU U UX XapaKTEePUCTUKN, TUM BUAEOKAPTLI, COCTaB U NapaMeTpbl NepudepuinHbIX YCTPONCTB

OlK-4.19 BnageeT HaBblKaMW NMPUMEHEHUSA TEXHUYECKUX M NPOrPaMMHbIX CPeaCcTB TeCTUPOBaHUA C
Lenblo onpegeneHns NCNPaBHOCTU KOMMNbIOTEPA N OLLEHKU ero NPon3BoaNTENbHOCTU

Bonpocki ¢ BapuaHTaMu OTBETOB

1. MogenupoBaHue — 3TO NpoLecc:
— a) 3ameLueHus
— ©0) npeobpasoBaHus
— B) ynpaBneHus
— T) U3BMEHEHNS
2. MogenvpoBaHue cueHapueB peanusaumm yrpo3 6e3onacHoCTM MHGOPMauMM OCHOBAHO Ha
covyeTaHun?
— @) TEXHVWK 1 TaKTUK
— ©) cnocobos peanusauuu yrpos 6esonacHoOCTM nHopmaLmm
— B) BCe nepeyuncrieHHoe
3. Kakon TeopeTnyeckuin annapat M3 NepeyvuCreHHbIX npeanoyTUTeNibHee MPUMEHSTb Mpu
MOAENMpoOBaHMM CLIEHapMEB peanuaauumn yrpo3 6e3onacHocT MHopmaummn?
— a)certen etpun
— 6) ceten lNMeTpu-MapkoBa
— B) ceTen MapkoBa
4. CueHapun peanusauumn yrposbl 6e3onacHoOCTN MHpopMmauun npeacrasnseT cobomn?
— a) coyeTaHue TEXHUK
— ©0) coyeTaHne TEXHUK U TaKTUK
— B) COrnacoBaHHYIO LeNOYKY TeXHUK, 3aBUCSALLUX OT TaKTUK
— 1) uenouyky KillChain
5. HaTtypHoe mogennpoBaHue obecneunBaeT?
— a) 4YacTuMyHOe Bocco3faHue 3alumiaemMon MHPOPMaLMOHHON CUCTEMBI
— ©0) nonHoe Bocco3aaHue 3awmiaemMon MHPoOpMaLMOHHOU CUCTEMDI
— B) BOCCO3[aHue 3neMeHTa 3awmiaeMon NHPOpMaLnMoOHHON CUCTEMbI
— T) NpaBWNbHOro OTBETa HET
6. MNonyHaTypHOe MoaenupoBaHue obecneyunBaeT?



— a) 4YacTMyHOoe BocCco3faHue 3alumiaemMon MHPOPMaLMOHHON CUCTEMDI
— 6) nonHoe Bocco3aaHune 3almuaeMon MHPOPMaLUMOHHON CUCTEMBI
— B) BOCCO3[aHuWe aneMeHTa 3awuwaeMon MHPOPMaLUNoOHHON CUCTEMBI
— T) NpaBWNbHOro OTBETA HET
- fA)a)us)
7. MonyHaTypHOe MOAENMpoOBaHME NOKalbHbIX BbIYUCIIUTENbHBIX CUCTEM  OOCTUraeTcd
npUMeHeHnem?
— @) CynepKOMMbIOTEPHbIX TEXHOSOMMN
— ©) rpua-TexHonornn
— B) TEXHONOrnm BUpTyanusaumm
— T) NpaBWUNbHOro oTBEeTa HET
8. CKOMbKO CyLLeCTBYeT OCHOBHbIX 3TanoB NPOBEAEHNS KOMMbIOTEPHOM aTakun?
- a)3
- 6)5
- B)7
- no9
9. AHIMOA3bIYHLIM TEPMUHOM, OBO3HAYaKOLWUM WHPPACTPYKTYPY HapywmnTensa And BefeHus
KOMMbIOTEPHOW aTaku, saBnaeTca?
— a) Control and Command
- 6)C2
- B)C&C
— T) BCe BbillenepeyncrieHHoe
— [) NpaBUIIbHOro OTBeTa HeT
10. OueHka pnckoB COOTHOCUTCS:
— a) c peanusauuen TpebosaHun No 6e3onacHOCTN NHoOpMaLUn
— ©) c oueHKom yuwepba
— B) C OLIEHKOW OEeNCTBUIA HapyLUNTENS
— T) C OLIEHKOWN ySA3BUMOCTEN
11. K ogHOMY 13 OCHOBHbIX MeTo4oB SIEM-cncteM OTHOCUTCA:
a) punbTpaums ceTeBbIX NakeToB
6) oGHapyXeHne BTOPXXEHNUN
— B) KOoppensiuma cobbITUM 6e30nacHOCTU
— T) NpaBWUNbHOro OTBETA HET
12. K meTogam Bepudukaumm (nogreepxaeHuns) ceegeHmnn ob ysisBMMOCTSX OTHOCATCS:
— a) fosepuTenbHbIf
— ©) sKCcnepTHbIN
— B) 9KCMEPTHO-AO0KYMEHTarbHbIN
— T) 9KCNepuMeHTasbHbIN
[) BCe BbllenepeyncrieHHble
13 Kakue wndpbl OCHOBaHbI Ha AENCTBUAX C NnoriMHoMamMu B none [ranya:
a) DES
b) AES
c) NOCT 28147-89
d) KASTL
14. OnpegenuTe npaBuIibHYO NOCneaoBaTeNbHOCTL gencTeun anga wudpa DES:
a) OT(64 6) — HayanbHasa nepectaHoBKa — Cxema ®eucrtens (16 payHpos c 48
OUTHbIM Kno4YoMm) — KoHeyHasi nepectaHoBKa — LLndpTekcT (64 6)
b) OT(64 6) — HavanbHaa nepectaHoBka — KoHeuyHas nepectaHoBka — Cxema
®enctens (16 payHgoB ¢ 64 6UTHbLIM ktovom) — LLndptekcT (64 6)
c) OT(64 6) — HauyanbHas nepectaHoBka — KoHeuyHas nepectaHoBka — Cxema
dencrens (12 payHgoB ¢ 64 6uTHbIM kntodom) — LndppTekcT (64 6)



d) OT(64 6) — HavanbHas nepecrtaHoBka — Cxema Pervictensa (16 payHooB ¢ 64
OMTHBIM KNto4oM) — KoHeyHasi nepecTtaHoBka — LUndpTtekcT (64 6)
15. InddepeHumanbHbii KpunToaHanma OTHOCUTCS K aTakam:
a) Ha ocHoBe wundpTekcta
b) Ha ocHoBe OTKpbITbIX TEKCTOB
c) Ha ocHoBe nofoGpaHHOro OTKPbLITOro TeKCTa
d) Ha ocHoBe aganTMBHO NOoAO06GPaHHOro OTKPLITOro TeKCTa
16. 3awndpynte npyn nomowm 6N0YHON KPUNTOCUCTEMBbI C pasmepoM Groka B oguH 6anT u
CUHXPONOCHINKON (Ha4anbHbIM BEKTOpOM) Yo=0x02 OTKPbITbIN TeKCT n3
wecTtHaguatepunyHbix yncen «0x4C Ox4F 0x4C» wmndcpoM npocToro raMMmpoBaHuUS
(XOR) ¢ rammon y=0xB2 B pexunme o6paTHON CBA3N NO LUNAPOTEKCTY
OTtBeT OX4E 0xB3 0x4D
17. Kak HasbiBaeTcs 6nok wudpoTtekcta, PopMupyowmica n3 Bcero obbema OTKPbITOro
TeKcTa Npu NOMOLLM CYMMUPOBAHNS MO MOAYIIO 2 LN POBaHHbLIX Br10KOB?
OTBeT: MMUTOBCTaBKA
18. lNMporpaMmHble 3aKnagku MOryT BbINOMHATbL 4ENCTBUSA
a) BHOCUTb NPOWN3BOJIbHbIE NCKaXEHNS B KOAbI MpOorpaMm
b) nepeHocnTb oparmMeHTbl MHpOPMaLn
C) UCKaxkaTb BbIBOANUMYO MHGOPMaLMIO
d) Bce un3 nepeyncneHHoro
e) Huyero ns nepevncrneHHoro
19. Yrposamn KoHoMaeHUnansHom nHopMaunm He ABNAKTCS
a) o3HakomreHne 6e3 HapyLleHUs ee LenocTHOCTH
b) Mmoandukaumna nHdpopmaumnm
C) paspyLueHne nHgopmMmauum
d) cosaaHue u pacnpocTtpaHeHMe BUPYCOB
20. K cucteme 6esonacHocTM MHGopMaLmm npegbasnseTca TpebosaHune
a) npegocTaBrieHne Mosnb30oBaTeNto MakCMMasbHbIX MOMIHOMOYUA, HEOOXOAUMbIX eMy Ans
BbINOSTHEHUS
nopyyeHHoun paboTbl
b) npepocTtaBneHue nonb3oBaTenlo MUHUMasbHbIX MNOJIHOMOYUKA, HEOOXOAUMBIX eMy
ans
BbINOJTHEHMUA NOPYYEHHON PaboThbl
C) UrHopmMpoBaHme NOMbITOK HECAHKLMOHNMPOBAHHOMO JOCTyna
d) nepuoanyeckoe pearmpoBaHme Ha BbIXO U3 CTPOS CPEACTB 3aLunTbl
21. ['oe npumeHsTCA CpeacTBa KOHTPONSA AUHAMMYECKOWN LLIeNTOCTHOCTM?
1. aHanu3e noTtoka (puHaAHCOBbIX COOOLLEHNN
2. 0bpaboTke AaHHbIX
3. Npu BbIAABMIEHUU KpaXu, AyGnnpoBaH1a oTAeNbHbIX COOOLWeHUn
22. YKaxuTe, Kakylo Mogenb WH(pOpMauMOHHON 6e30nacHOCTM NPUBOAAT B KadecTse
CTaHOapTHOM:
(1) KoHbMAaeHUManNbHOCTb, NOASIMHHOCTbL, JOCTOBEPHOCTb
(2) koHbMAeHUNaANbLHOCTb, LLENOCTHOCTb, AOCTYNHOCTb
(3) bocToBEPHOCTL, LENOCTHOCTbL, 4OCTYMHOCTb
(4) anennupyemocCTb, LLeNOCTHOCTb, 4OCTYMHOCTb
23. YKaxuTe, Kakon NpouecCc TeCTUPOBaHUA MNPOBEPSIET COOTBETCTBME (PYHKUMOHUPOBAHUSA
npoayKTa ero HayasnbHbIM cneungukaumsm:
(1) TecTupoBaHue nonb3oBaTENLCKOro MHTEphenca
(2) TectvpoBaHue ygobcTea NMCnonb3oBaHUA
(3) byHKUMOHaAnNbLHOE TecTUpoBaHue
(4) Harpy3o4HOe TecTupoBaHue
(5) TecTupoBaHue 6esonacHoOCTH
24. TpoToKoNMpOBaHWE N ayguT MOTyT UCNONb30BaTbLCA ANS:



(1) npepynpexaeHua HapyweHun b
(2) o6HapyxeHus HapyLueHUn
(3) BOccTtaHOoBRNeHus pexuma Ub
25. Ataka "vmuTaums UICToYHMKa" — 3TO yrpoasa:
(1) KOHMAOeHUMansHOCTH
(2) uenoctHocTH
(3) rotoBHOCTH
(4) cekpeTHOCTH
26. [Npob6nembl 6e30MacHOCTN pexnmmMa KOAOBOW KHUMM, MNOPOXAAeMble He3aBUCMMOCTbIO
©nokoB, MoryT 6bITb NPEOAOSIEHDI:
(1) ycnoxHeHunem knioyen wmdpa
(2) cnybyanHbIM nopsaakom wudpoBaHusA
(3) paspgernbHbIM WMGPOBAHMEM YHaCTKOB TEKCTa
(4) HepaBHOMEPHbLIM pa3bueHnem TekcTa
27. Yo HE OTHOCUTCA «k obrnactm npuMEHEHUs KpUNTOCUCTEM, WCMOSMb3YHOLNX
acMMMeETPUYHbIE anropuTMbl?
— BbipaboTka panaxecra coobLeHuns
— OrneKkTpoHHas Noanuchb
— LWwndposaHue
28. Kakon anemeHT (napameTp) KpuntocmucTeMmsl (Wwmndpa), cornacHo npasuny O. Kepkxoddca,
He JOIMKEH OblTb N3BECTEH 3M0YMbILLSIEHHUKY?
—  Knoy wucppoBaHus
— 0CcobBeHHOCTM peanusaunm
—  WMppOBaHHbIN TEKCT
— anroputm WngpoBaHus
29. K cuctemam c otkpbITbiM Kntovom HE OTHOCUTCA:
- DES
- RSA
— El Gamal
30. Wndpcuctema, B KOTOPOWN KrOUN WINPPOBAHNA N pacluMdPOBaHUSA JIerko nosiyvarTcs
OLMVH U3 Opyroro.
— CummeTpuyHasa KpunTocuctema
— AcummeTpuydHas Kpuntocuctema
— bnoyHas kpunTocuctema
31. Cuctema wmnpoBaHna n/mnn anekTpoHHon nognucu (3M1), Npu KOTOPOWN OTKPbLIThLINA KIHOY
nepenaértcsa no OTKPbITOMY (TO eCTb He3aWUWEHHOMY, AOCTYNMHOMY ANns HabnogeHns) kaHany
1 ncnonb3yeTca Ans nposepku 3 n ansa wudpoBaHNa coobLLEHNS — KpunTocucema ...
acumeTpuyHas
C OTKPbITbIM KJTHO4OM
32. Ecnn n — konnyectBo BykB B andgasunte, m j — HOMep OyKBbl OTKPbITOrO TekcTa, K j —
Homep OyKBbI KMtoYya B andasuTe, TO WWNPOBaHUE ... MOXHO 3anucaTb cregyowmm obpasom:
ci=(mj+kj)modn
BuxeHepa
BuxuHepa
33. ... — pasgen npuknagHoMm maTemMaTukn, B KOTOPOM W3yyalTCd MoAdenu, MeToabl,
anropuTMbl, NPOorpaMMHbIE U annapaTHble cpeacTBa NpeobpasoBaHUs UHOPMaUUK B LIENSX
COKPbITUSI ee cofepXXaHus, NMpPoBepKU MNOLMMHHOCTU, NpeaoTBpalleHnd BUOAOUIMEHEHUA UMK
HEeCaHKLUMOHUPOBAHHOIO UCMONb30BaHNA.
KpunTtorpacusa
Kpuntorpadwmsa
34. JononHute
3awmra ... 3NEeKTPOHHbIX [AOKYMEHTOB OKa3blBaeTCcsd HeobXxoaAMMOoW npu  MCNonb30BaHUU
BblYUCIIUTENBHBIX CUCTEM U ceTen Ans obpaboTkm, xpaHeHusa u nepegavm MHGOPMaLMOHHBIX


https://ru.wikipedia.org/wiki/%D0%9A%D1%80%D0%B8%D0%BF%D1%82%D0%BE%D0%B3%D1%80%D0%B0%D1%84%D0%B8%D1%8F
https://ru.wikipedia.org/wiki/%D0%AD%D0%BB%D0%B5%D0%BA%D1%82%D1%80%D0%BE%D0%BD%D0%BD%D0%B0%D1%8F_%D1%86%D0%B8%D1%84%D1%80%D0%BE%D0%B2%D0%B0%D1%8F_%D0%BF%D0%BE%D0%B4%D0%BF%D0%B8%D1%81%D1%8C

06bekToB (coobLieHnn, ¢annoB, 6a3 OaHHbIX), codepXawmx B cebe npukasbl, NnaTexHble
NOpYyYeHUsi, KOHTPaKTbl U Apyrne pacnopsauTenbHble, A0roBOPHbIE, (PUHAHCOBbIE JOKYMEHTDI.
HOPUANYECKON 3HAYMMOCTH

Kputepun 1 wkanbl oueHuBaHus 3agaHmum POC:

[1ns oueHMBaHUA BbINOMHEHMS 3a4aHWA UCnonb3yeTcsa bannbHas wkana:

1) 3akpbITble 3agaHus (TECTOBbIE C BApnaHTamMu OTBETOB, CPEOHUN YPOBEHb CITOXHOCTHN):
— 1 6ann — ykasaH BEpHbIl OTBET;

— 0 6annoB — ykasaH HeBEpPHbI OTBET (MOMHOCTLIO UK YaCTUYHO HEBEPHbIN).

2) OTKpbITblE 3a4aHUS (TECTOBbIE C KPATKUM TEKCTOBLIM OTBETOM, MOBbILLIEHHbI YPOBEHb CIOXHOCTW):
— 2 6anna — ykasaH BepHbI OTBET;

— 0 6annoB — ykasaH HeBEpPHbI OTBET (MOMHOCTLIO MW YaCTUYHO HEBEPHbIN).

3apaHusn pasgena 20.3 peKOMeHAYTCA K UCMONb30BaHUIO NPU NpoBeAEeHUN ANarHOCTUYECKUX
paboT C uenbk OLEHKM OCTAaTOYHbLIX pe3yNibTaTOB OCBOEHUA AAHHOW AUCLMMIIUHbI (3HAHWW,
YMEeHWUH, HaBbIKOB).



