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Kod u HaumeHosaHue(mun) npakmuku/HVP e coomeemcmeuu ¢ y4ebHbIM niaHoM

1. Kog 1 HaumeHoBaHMe HanpaBfeHUs NoAroTOBKU/cneunanbHOCTU:

10.05.01 KomnbroTepHaga 6e30nacHOCTb

2. Mpodunb noaroroBku/cneumannsauymsa:

Be3onacHOCTb KOMMNbTEPHBLIX CUCTEM U CETEN

3. KBanudmkauusa (cteneHb) BbinyCkHMKa: Cneumvanuct
4. dopma oby4yeHuUA: o4Has

5. Kacbegpa, oTBevarowas 3a peanusauuio npakTuku: KnbepbesonacHoctu

MHAOOPMALMOHHbBIX CUCTEM

6. CoctaButenu nporpammbi: CadoHoB Butanum BnagummpoBumy, K.T.H., AOLEHT

(®UNO, y4yeHasi cmeneHb, y4eHoe 38aHUE)

7. PekomeHaoBaHa: Hay4yHO-MeTOONYECKMM COBETOM (haKyfibTeTa NPUKNaaHOW MaTeMaTUKM,

MHOPMATUKN U MexaHuKkn 27.04.2022 r., npoTokon Ne5
(HaumeHogaHue pekomeHdOyrwel cmpykmypsbi, 0ama, HOMEpP MPOMOoKoa,

ommemku o NpodrieHUU 8HOCSIMCS 8PYYHYIO)

8. YueOHbIn rop:_ 2026/2027 CewmecTp(bl): 9




9.llenb npakTuku:

— NoaroToBKa CTyAEeHTa K pellueHu0 3adad, OTHOCALWMXCHA K pasnuyHbiM npobrnemam
KoMnnekcHoro obecnevyeHms MHPOPMaLMOHHON Be30NacHOCTU, a TakkKe K peLleHUo OTAENbHbIX
dyHAaMeHTanbHbIX NPo6nem, CBA3aHHbIX C KOMMNBbIOTEPHON 6E€30MaCHOCTLIO;

— yrnybrneHne n 3akpensieHne TeopeTUYECKUX 3HaHUK, MONyYeHHbIX CTygeHTamu npu
n3ydeHnn obLLenpodeccnoHanbHbIX U crneumanbHbIX JUCLUNINH;

— npuobpeTeHne N CoBEPLLUEHCTBOBAHME CTyAeHTaMu NpodeCcCUOHanbHbIX HaBbIKOB U
YMEHWUI, 3aKpennsatoLwmnx Nosy4eHHble TeopeTnyeckne 3HaHus;

— pasBuTME Yy CTYOEHTOB UHTEPECA K Hay4yHO-UccrneaoBaTtenbckon paboTte, NpMBuTHUE UM
HaBbIKOB MPOBEAEHUSA NCcneaoBaHuim;

— npoBedeHWe  uUccrnegoBaHWW,  HEMOCPeACTBEHHO  CBSA3@HHbIX € BbIMYCKHOM
kBanudukaumoHHon paboton (BKP).

3apauv NpakTUKK:

OcHoBHOM 3afjayen HaydHO-uUccregoBaTenbCKkon paboTbl ABMAsSieTCs npuobpeTeHune
onbiTa B MCCNEOOBaHUM aKTyarlbHOW Hay4yHOW npobnembl, a Takke nogbop HeoOXOoAMMbIX
MaTepuanoB A5 BbIMOMHEHMS BbIMYCKHOW KBaNMdUKaLMoHHOM paboThbl.

Bo Bpems Hay4HO-McCcneaoBaTENbCKOM NPAKTUKMA CTYAEHT JOJDKEH:

N3yunTh:

- WH(OPMALMOHHBbIE  WUCTOMHWKM MO  pa3pabaTbiBaemMon Teme C  LUenbl  Ux
NCNONb30BaHMA NPU BbINOSTHEHUW BbIMYCKHOM KBaNUMuUKaumoHHOM paboTbl;

- MeTogbl  MOLENMPOBaHUA U UCCNEAOBaHWs  BOMPOCOB  MHGOPMAaLMOHHON
BesonacHocTy;

- MeToAbl aHanu3a n obpaboTKM OaHHbIX, SBASOWMXCSA BXOAHbIMU AN NPOBEeAEHUS
Hay4HOro UccrnegoBaHus;

- WH(OPMALMOHHbIE  TEXHOMOMMW, TMNPUMEHSEMbIE B  Hay4HbIX WCCreLoBaHMSX,
nporpaMmmHble NPOAYKTbI, OTHOCALMECS K NpodeccruoHanbHom cgepe;

- TpeboBaHus K 0POPMIIEHNIO HAYYHO-TEXHUYECKON JOKYMEHTaLMK;

BbINOSTHUT:

- aHanus, cuctemartumaaumio n 0606LeHe MHpopMaLmMm No TEME UCCNEAOBaHNN;

- CpaBHeHue pe3ynbTaToB MUCCrneaoBaHMs o6bekTa pa3paboTkm C OTeYeCTBEHHbIMU U
3apybeXxHbIMK aHanoramu;

aHanu3 Hay4yHOW 1 NPaKTUYECKOW 3HaYMMOCTM NMPOBOAUMbBIX UCCIIEA0BaAHUN.

10. MecTo npaktukm B cTpyktype OOI: o6s3amensHas Yyacmb 6roka b2.

Linkn (pasgen) OOM: B2 | kog gvcumnnudbl B YIM: 52.5.02(H)

Ne | Koa | HaumeHoBaHue

[nsa ycnewHoro npoxoxaeHms y4ebHon npakTukM obydvatomecs Ucnonb3yT 3HaHWS, YMeHUsl, chopMrUpoBaHHbIe
B XO[€ U3YYEeHUs AUCLMMINH

1 B1.0.28 MeToabl onTumMusaumm

2 | b1.0.35 OO6bEeKTHO-OpNEHTMPOBAHHOE NPOrpaMmMmupoBaHme

3 | 61.0.37 MeTogbl nporpaMmMmpoBaHus

4 B1.0.40 Mogenn 6e30nacHOCTM KOMMbIOTEPHBIX CUCTEM

5 B1.0.42 OCHOBbI NOCTPOEHUS 3aLUMLLEHHBIX KOMMBIOTEPHBIX CETEN

6 B1.0.43 OCHOBbI NOCTPOEHUS 3aLLUMLLEHHbIX 6a3 AaHHbIX

7 B1.0.44 3awnTa nporpaMmm 1 gaHHbIX

8 B1.0.51 3almra uHopmaLnn OT YTEYKN N0 TEXHUYECKUM KaHanam

9 | 61.0.56.01 MHxeHepus nporpaMmMHoro obecrnedeHus

10 | B1.0.56.03 Pa3paboTka npuknagHoro NporpaMmMHoro obecneyeHns aAns KOMMNbOTEPHbLIX CUCTEM
11 | B1.0.56.05 CoBpeMeHHble NpobnemMbl MHOPMALIMOHHOM 6e30NacHOCTU

12 | 61.0.56.06 MeToabl pa3paboTkm 1 aHann3a MmaTemMaTnyeckux Moaenemn

13 | 61.B.09 OueHKa pUCKOB U ayauT UHOPMALMOHHOM 6e30NacHOCTM KOMMNbIOTEPHBIX CUCTEM U CETEN
14 | B1.B.10 ANropyTMMYEeCKUn MHCTPYMEHTapUi

15 | b1.B.11 YnpaBsneHue puckamm MHOpMaLUMOHHOM Be30nacHOCTU




16 | T0.01 | AHanu3 aHHbIX KOMMLIOTEPHBLIX CUCTEM U CeTel

OvcumnnuHel W NpakTvkK, Afs  KOTOPbIX OCBOEHME [daHHOW AUCUMNNWMHBL  (MoAdyns) Heobxooumo  Kak
npeglwecTeyoLlee

17 | B2.0.03(INA) lMpounsBoacTBEHHAs NpakTuka (NpeggunnomHas)

18 | 62.0.04(H) [MpounsBoAcTBEHHAs NpakTUKa (SKCnepuMeHTanbHO-UccnegoBaTenbckas)

19 | B2.0.05(1) lMpounsBoacTBEHHAs NpakTuKa (MPOEKTHO-3KCNyaTaLuMoHHas)

20 | B3.01(O) lMoaroToBKa K Npoueaype 3almTbl 1 3almTa BbiMYCKHON KBanMduKaumMoHHON paboTbl

11. Bua npaktuku, cnocob n chopma ee npoBeaeHus

Bua npakTukn: npoussodcmeeHHas.

Cnoco6 npoBeaeHUA NPaKTUKN: cmayuoHapHas.
dopma npoBeAeHUs NPaKTUKU: QUCKpemHas.
Peanuayetcs yactnyHo B chopme npaktndeckon nogrotoskm (I1M1).

MNpoun3BoAcTBEHHAs MpakTka NPOBOAUTCH B CTPYKTYPHbIX nogpasgeneHusx yHuBepcuteTa v B
opraHu3aumsax Ha OCHOBe [JOroBOPOB, 3aKryaeMblX Mexay YHUBEPCUTETOM N OpraHn3aumsmMu,
AEeATEeNbHOCTb KOTOPbIX COOTBETCTBYET HanpaBfieHHOCTW peanusyemon obpasoBaTeribHOM
nporpamMmbl Mo COOTBETCTBYIOLLEMY NPOUNIO.

12. NMnaHnpyemMble pe3ynbTaTbl OGY4YeHUs1 NPU NPOXOXKAEHUN NPAKTUKMU (3HAHUA, YMEHUA,
HaBbIKW), COOTHECEHHbIe C NIaHUPYyeMbIMU pe3ynbTaTaMyu OCBOeHUs o6pa3oBaTesibHON
nporpaMmmbl (KOMNETEeHLUMSAMU) U UHAUKATOPaMU UX OCTUKEHUA:

Ko HasBaHue Koga(bl) UHamnkaTtop(bl) MnaHupyemble pe3ynbTaTtbl 00y4eHus
KOoMneTeHumun
OfIK- | CnocobeH co3dasamb | OfIK-7.5 ymeeT paspabartbiBaTe U | 3HaTb:

7. npoepammbl Ha sI3blkax peanu3oBbIBaTb Ha S3blke — obwmre cBefeHus O MeTofax MPOEKTUPOBaHMS,
8bICOKO20 U  HU3KO20 BbICOKOrO YPOBHSI | OOKYMEHTUpOBaHUs, pa3paboTku, TECTMPOBaHWUSA U OTNagaku
YPOBHS, MpUMeEHSIMb anropuTMbl pelleHnst | nporpammHoro obecneyeHus;

Memoos! u TUNOBbIX — Heobxoanmble " [0CTaTo4Hble ycrnosusi
UHCMpyMeHmarsbHble npodeccroHarbHbIX onTUMarbHOCTU 3agaum mMaTemaTun4eckoro
cpedcmea 3apay nporpaMMnpoBaHus.
rpoepammuposaHus OriIK-7.9 3HaeT o6LuMe cBedeHust o
onsa peweHusi meToaax YmeTs:
npogbeccuoHarbHbIX NPOEKTUPOBaHWS, — paspabaTbiBaTe W peanu3oBbiBaTb Ha  A3blke
3aday, ocywecmensims [OKYMEHTUPOBaHMS, BbICOKOrO  YPOBHSI  anropuTMbl  PELUeHMs  TUMOBbIX
060CHOBaHHBIU  8bI6GOP pa3paboTku, npodpeccroHanbHbIX 3a4ad;
UHCMpymeHmapusi TECTUPOBAHUS U OTNAAKU —  MNPUMEHNATb M3BECTHblE METOAbI MPOrpaMMMUPOBaAHNS
npoepammuposaHusi U nporpaMMHoro N BO3MOXHOCTU 6a30BOro s3blka NpPOrpaMMMpOBaHUSA Ansi
criocobos opeaHusayuu obecneyeHus peLLeHust TUMOBbIX NPOEeCCUOHanbHbIX 3a4auq.
npoepamm OrK-7.10 ymeet NPUMEHSITb

U3BECTHbIE meToabl

nporpaMMUpOBaHMS "

BO3MOXHOCTU  6asoBoro

A3blka

nporpaMMUpOBaHus  Ans

peLieHust TUMOBBIX

npodeccroHarnbHbIX

3agav;

OrllK-7.12 3HaeT Heobxoaumble U

[OCTaTO4Hble  YCIOBUSI

ONTUManbLHOCTM  3aJauu

mMaTtemMaTuyeckoro

nporpamMMnpoBaHusi.

OfIK- | CnocobeH npumeHssimb | OllK-8.11 Bnageet cnocobamu | YMeThb:

8. Memoosi HayuHbIX MoZJeNnMpoBaHNs - NpUMeHsTb meToabl 3KCNEepUMEHTarNbHOTo
uccnedosaHuli npu 6esonacHocTu nccnenoBaHust Npy peLLEHNN NPodeccMoHanbHbIX 3aaay.
nposedeHuU KOMMbIOTEPHBIX CUCTEM, B
paspabomok 8 TOM uucnie | BrnageTb:
obnacmu  obecreyeHus MOAEMpoBaHuA — cnocoGamu MOZENMPOBaHUS BesonacHocTH
6esonacrocmu ynpaBnexns [OCTYNOM W | yommploTepHbIX CUCTEM, B TOM YWCTE MOAEMMPOBaHUS
KOMMbIOMEPHBIX VHOPMALIMOHHbIMY ynpaBnennst JOCTYNOM W MHAOPMALMOHHBIMA MOTOKaMK B
cucmem u cemeli noTokamm B | KOMMbIOTEpHbIX CHCTEMAX.

KOMMbIOTEPHbIX CUCTEMAX
OFIK-8.14 ymeet NPUMEHSTb

mMeTofbl




SKCnepuMeHTarnbHoro

uccnenoBaHus npwv
peLieHum
npodeccroHasbHbIX
3agad
OfIK- | CnocobeH pewams | OF1K-9.15 ymeeT aHanusmpoBaTb U | YMeTb:
9. 3adaqu oueHveatb yrposei — aHanuaMpoBaTh M OLEHUBATb Yrpo3bl MHHOPMALIMOHHOI
rpogheccuoHanbHol MHGOPMaLIMOHHOM 6e30MacHOCTY OGLEKTA.
OdessmenbHocmu c 6e3onacHocTn 06beKTa;
ydyemom mekyuie2o
COCMOsIHUSI u
meHdeHyul passumusi
memodos 3auumal
UHghopmayuu 8
orepayUOHHbIX
cucmemax,
KOMIMLIOMEPHLIX Cemsx
u cucmemax
ynpasneHusi 6azamu
OaHHbIX, a  makxe
memodos u cpedcms
3awumsl  UHghopMayuu
om ymeyku no
MEeXHUYECKUM KaHaram,
cemel u  cucmem
nepedayu uHgopmayuu
OrIK- CnocobeH OlK-13.5 ymeet paboTtatb c | YmeTb:
13. paspabambigamb MHTErpMpOBaHHbLIMA — paboTtatb c MHTErpMpoOBaHHbIMU cpegamm
KOMMOHEHMb! cpegamu pa3paboTkn | paspaboTku NPOrpamMMHOro obecrneyeHus;
poepammHbIX u nporpaMMHoro — dopmanuaoBaTb NOCTaBMEHHYIO 3a4a4y;
poepamMmMHo- obecrneyerus; — paspabatbiBaTb  3(pdeKTUBHbIE  anropuTMbl U
annapamHbix cpedcme | OfTK-13.6 Bnageet HaBblkamMK | nporpammbl;
3awume!  uHgopmayuu paspaboTku, OoTnagku, — NpPOBOAUTb OLEHKY BbIMUCITUTENBHON CMOXHOCTU
8 KOMIbHOMEPHbLIX [LOKyMEHTUPOBAHWSI v | anroputma;
cucmemax u TeCcTnposaHuA nporpamm, — nnaHupoBaTth pa3paboTKy CHOXHOTO NPOrpaMMHOro
npogodums  aHanus ux | OflK-13.12 ymeeT  hopManu3oBaTh | oBecneveHus;
6esonacHocmu MOCTaBMEHHYIO 3aaa4y; — MpUMeHsITb  cpeacTBa M MeToAbl  aHanusa
OlIK-13.13 ymeet paspabatbiBaTb nporpaMMHoro obecneyeHvs aAnsi BbIABNEHWS 3aKnagok;
adhheKTnBHbIE — MpUMEHATb MeToAbl aHanu3a MPOEKTHbIX peLleHui
anropuTmbl W | ons obecneyeHns 3aLLMLLIEHHOCTM KOMMbIOTEPHBIX CUCTEM;
nporpammbl, —  MpUMeEHsTb COBPeMeHHble cpeacTsa obecrneyeHuns
OfIK-13.14 | ymeeT NpoBOANTL OUEHKY | ypdhopMaLMOHHOM BE30NACHOCTM MPOTPaMM 1 [JaHHbIX;
BbI4NCITENBHON — npoBOAWTL  a@HamM3  MpOrPaMMHbLIX  CPecTs,
CIOXHOCTM anropnTma, NPUMEHAEMBIX AN KOHTPONS W 3aLLmMThl HcbopMaLmn.
OfIK-13.15 ymeeTt nnaHmposarb
pa3spaboTky CMOXHOTO | BhaneTs:
NporpaMmMHoro — HaBblkamn pa3paboTKK, OTNaaKK, AOKYMEHTUPOBaHMS
obecneqeHus; 1 TECTUPOBAHMS NPOrpamm;
Bnapeet MeroAamu — MeToaMn OLIEHKM KayecTBa roTOBOrO MpOrpaMMHOro
OlK-13.16 OUHKN KaueCTBa | 6o cneuenms:;
roToBOro nporpaMmmMHoOro !
obecneyeHus:; — HaBblkamy  pa3paboTky anropuTMOB NSl  PELLUEHUSI
Braneet HaBbikamy | TUMOBLIX MPOECCHMOHANbHBIX 3adau.
pa3paboTkM anropuTMoB
OrK-13.17 AN peweHus TUMoBbIX
npodheccnoHanbHbIX
3agav;
Ymeet NPUMEHSITb
cpeactea U MeTofbl
OrlK-13.18 aHanuM3a nporpaMMHOro
obecneyeHus ans
BbISIBNEHWS 3aKNagok
Ymeet NPUMEHSITb
MeToabl aHanusa
OMK-13.19 NPOEKTHLIX peLleHuin Ans
obecneyeHus
3aLUMLLEHHOCTH
KOMMbIOTEPHBIX CUCTEM.
YmeTb NPUMEHSITb
COBpEMEHHbIE  cpeacTBa
OMK-13.21 obecneyeHus 3
VHOPMaLIMOHHOM
6e3onacHoOCTM nporpamMm
1 AaHHbIX
YMeeT npoBoanTbL aHanm3
OMK-13.23 nporpaMMHbIX — CPeacTB,
NpPUMEeHSeMbIX ans
KOHTpONs M 3awWwuTbl




MHGopMauum

OrlK- CnocobeH crnocobeH wucnonb3oBaTtb | YMeTb:

4.1 OpraHv3oBbIBaTh A3bIKN " CUCTEMBI — MUCMONb30BaTb A3bIKM U CUCTEMbI NPOrPaMMUPOBAHMS,
3aWwmTy UHcbopmaumn B nporpaMMnpoBaHusi, WHCTpyMeHTanbHble cpeactBa npu obecneveHun 3awuTbl
KOMMbOTEPHBIX WHCTpYMeHTarnbHble MHOPMaUMM B KOMMBLIOTEPHBIX CUCTEMAxX MpU peLleHun
cucremax u cetsx cpeactea npu | pasnuyHbIX MNpPodEeCcCUOHarbHbIX, WUCCreaoBaTenbCkux U

OMK-4.1.3 obecneyeHun 3aWmMThl | npuKnagHbIx 3aaa4
UHbopmaLuum B — BbINOMHATE  pa3paboTky W BHeApPEHWe CUCTEMbI
KOMMNbIOTEPHbBIX CUCTEMAX | obecneveHns MHMOPMaLMOHHOW 6e3onacHocTn
npy peLleHnn pasnun4HbIX | KOMMLIOTEPHBLIX CUCTEM, aHanuM3upoBaTb W OUeHMBaTb ee
NPOECCHUOHATbHBIX, OTKa30yCTOM4YMBOCTb W BblpabaTbiBaTb Mepbl MO ee
ncecnenoBaTernibCkUx n yny4LLeHnto.
npuKnagHblx 3agav;
crnocobeH BbIMOMNHATL | Bnapgets:
paspaboTky 1 BHeapeHue —A3bIKaMM M cACTEMaMK  MPOrpamMmmupoBaHus,
cuctembl - oBecnedeHns | yucroymenTanbHbIMY  CPEACTBAMM  Mpu oBecneveHnn
MH(HOPMALIMOHHOI 3almMTbl MHOPMALMA B KOMMLIOTEPHBIX CUCTEMax npu
GesonacHocTn peLlernn pasnnNyHbIX npodeccmoHanbHbIX,
OrK-4.1.4 KOMMbIOTEPHBIX  CUCTEM, | cenenoBaTENbCKUX M MPUKNIAAHBIX 3a4aY.
aHanuanpoBaTb "
oLieHMBaTb ee
OTKa30yCTOWYMBOCTb U
BbipabaTbiBaTb Mepbl MO
ee ynyyLleHuo;

OTlK- CnocobeH 3HaeT HasHayeHve U | 3HaTb:

4.2 aHanuaupoBsaTb OCHOBHbIE 3agaum — HasHayeHVe U OCHOBHble  3ajaun  ayauTa,
3aLUMLLEHHOCTD, ayamTa, MOHWUTOPMHrA W | MOHUTOPUHIA U KOHTPOMbHbLIX NMPOBEPOK (PYHKLIMOHMPOBAHUSA
MPOBOAUTE MOHUTOPUHI, | o 4 5 5 KOHTPOSbHBIX  MPOBEPOK | 1 3aLMLLEHHOCTU KOMMBbIOTEPHbBIX CUCTEM U CETEN.
ayauT U KOHTPOJbHblE PYHKLIMOHUPOBAHUSI "
npoBepku 3aLUMLLEHHOCTH Brnagetb:
paboTocnocobHocTn  ” KOMMbIOTEPHBIX CUCTEM — HaBblkaMU MPOBEAEHWS aHanM3a  3aLUMLLEHHOCTH,
3almieHHocTm ceren, MOHWTOPWHra, ayauTa W oBecneyeHnsi  KOHTPOMbHLIX
KOMMbIOTEPHBIX CUCTEM BrnageeT HaBbIKaMU | pogepok YHKLIMOHMPOBAHNS! " 6e30NacHOCTH
n ceteir (no obnactam nposefeHust aHanM3a | omnbioTepHLIX CUCTEM M CETEi.
nNpYMeHeHus1) 3aLLUMLLEHHOCTN,

MOHWUTOpPUWHIa, ayauta u

OMK-4.2.3 obecneyeHus
KOHTPOSbHbIX ~ MPOBEPOK
(hYHKUMOHMpPOBaHUSA "
6e3onacHocTn
KOMMbIOTEPHBIX CUCTEM U
ceTen;

OrlK- CnocobeH cnocobeH YmeTb:

43 pa3pabatbiBaTb " pa3pabatbiBaTb — paspabaTtbiBaTb  hopMaribHble  MoZenu  MosIuTuK
aHanuampoBsaTb chopmarnbHble mMoaenu | ©6e3omacHoOCTM M MONMUTUKU  yNpaBfeHus  [OCTYNoM,
KOPPEKTHOCTb MOMUTUKU nonuTuk 6e3onacHocT! 1 | ¢hopMUpOBaTL MOMWUTUKY MH(OPMAaLMOHHON Ges3onacHoCTH,
MHOpPMaLMOHHOM MOMNTUKN  yNpaBMeHWst | aHanuMavMpoBaTb €€ KOPPEKTHOCTb, OpraHU3oBbIBaTb WU
GesonacHocTu Joctynom, opMupoBaTh | noadepkvBaTb  BbINOMHEHWE  KOMnfekca  Mep Mo
KOMMbIOTEPHBIX CUCTEM NOSINTUKY obecneyeHuno WHPOPMaLMOHHOM 6e3onacHocTu
n ceten (no obnactam MHGOPMaLMOHHOM KOMMbIOTEPHBIX CUCTEM U CETEN
npUMeHeHns) 6esonacHoCTH, — NPUMEHSATb MporpaMMHble CPefcTBa NPUKIaAHOro,

OrlK-4.3.3 aHanusuposaTtb €€ | CUCTEMHOrO M CreLManbHOro HasHaveHus Npu paspaboTke u
KOPPEKTHOCTb, aHanmae nonuTUKM MHOPMaLMOHHON 6e3onacHoCTU.
opraHv3oBbIBaTb "
noaaepXxvBaTtb Bnagetsb:

BBINOMHEHME KoMmnnekca — MPOrpaMMHBIMM cpencTamm NPVKIaAHOrO,
Mep no OGecneveHmio |, cremuoro M creLManbHoro HasHaueHs Mpu pa3paGoTke u
VIHCPOPMALIMOHHO aHarnu3ae NonuTUKM MHOPMaLIMOHHON Ge3onacHoCTU.
6esonacHocTn

KOMMbIOTEPHBIX CUCTEM U

ceten;

cnocobeH NPUMEHSTb

nporpaMMHble  CpeacTBa

npuKnagHoro,

CUCTEMHOTO "

OMNK-4.35 cneumanbHoro
Ha3HayeHus npu
pa3paboTke W aHanuse
NOSINTUKN
MHGOPMaLMOHHOM
6e30nacHoCTy;

MK-1 CnocobeH npoBoauTb npumeHsieT YmeTb:
aHanu3 TpeboBaHWii u COBPEMEeHHble  MeTofbl — NPUMEHSATb  COBPEMEHHble  MeToAdbl  paspaboTku
BbINONHATL paboTbl Mo pa3paboTku nporpaMMHoOro obecneyeHus n TexHonornm
NPOEKTUPOBaHUIO MK-1.1 nporpaMMHoro nporpaMMmMpoBaHus;

NpOrpaMMHbIX " obecneveHuns " — MCMONb30BaTb MPUHLUMMNLI  KOMMIIEKCHOW pa3paboTku
annapaTtHbIX KOMMOHEHT TEXHOnorum

cuctemMbl 6e30mnacHoOCTU

nporpaMM1poBaHusi;

npaBeun, npoueanyp, NpUemMoB M MeTOAOB, MPU CO3AaHWUM




KOMMbIOTEPHBIX CUCTEM ucronb3yeT  MpUHUMNbI | CPeacTB  3awuTbl  MHOpMauuM, B TOM 4yuicne C
1 ceTel, B TOM 4ucre ¢ KOMMMEKCHON pa3paboTkM | MCMONMb30BaHUMEM COBPEMEHHbIX METOAOB U CPEACTB
MCMNONb30BaHNEM npaswun, npouenyp, | paspaboTku nporpaMMHoOro obecneyeHus.
COBpPEMEHHbIX METOA0B npuemMoB 1 MeTodoB, Npu
M CPeacTB  3aluTbl co3faHum cpeact8 | Bnapetb:
nHpopmaLm MK-1.3 3alWMTLl MHdopmaum, B — COBpPeMeHHbIMU METoAaMM1 pa3paboTki MPOrpaMMHOTO
Tom amcne C | obecneyeHusi U TEXHOMOTMM NPOrPAMMUPOBAHMSI.
MCMONb30BaHNEM
COBPEMEHHbIX METOLOB U
cpeacTs pa3paboTku
nporpaMMHoOro
obecneyeHus;
MK-2 CnocobeH npuHUMaTb crnocobeH npoBOAUTb | YMETb:
y4yacTue B 3KCNepTU3e 1 aHanu3  KOMMbIOTEPHbIX — MPOBOAUTL aHanu3 KOMMbIOTEPHBIX CUCTEM C LieNbio
aHanuse YysA3BMMOCTEN, cuctem c LUenblo | onpedeneHus yYpoOBHS  3alUMLLEHHOCTM U [OOBepus C
yrpo3 ¥  WHUMOEHTOB onpegeneHus YPOBHSA | nocneayowum obobieHnem n obpaboTkon mMHdopmauuu,
NHOPMaLMOHHOMN 3aWNLLEHHOCTMN M | nomy4yeHHOW B XO4e UccnenoBaHuim,
Ge3onacHocTH B | MK-2.2 [0Bepusa ¢ nocneayroLwmm — NPOBOAUTL TeopeTnieckoe n npvknagHoe
KOMNbIOTEPHbIX 0606LeHnem " nccnegoBaHve  YpPoOBHEN  3aLUMLLEHHOCTU  KOMMbIOTEPHbIX
cucTemax u ceTax obpaboTkoii CUCTEM U ceTen.
nHdopmaumm,
nonyyeHHon B Xxode
nccnegosaHui;
NpoBOAWT TeopeTuyeckue
" npuknagHoe
NK-2.5 uccnegoBaHne  ypoBHeN
3aLUMLLEHHOCTH
KOMMbIOTEPHBIX CUCTEM U
ceTen;
MK-3 CnocobeH ydyacTBoBaTb cnocobeH npoBoauTb | YMeThb:
B paboTtax no aHanus 6e3onacHocTn — MpoBOAUTL aHanuM3 Ge3onacHOCTU  KOMMbIOTEPHbIX
NPOEKTUPOBAHWIO KOMMbIOTEPHBLIX CUCTEM C | CUCTEM C MCMOJSIb30BAHWEM aKTyarbHbIX CTaHOapToB B
cuctem 3aUMTLL | e o o MCMornb30BaHNEM obnacTtu KoMnbloTEPHON Ge3onacHoCTy;
UHopmaumm B aKTyalnbHbIX CTaHOapTOB — NPOBOAUTL aHanu3 1 opManusaumio NOCTaBMEeHHbIX
KOMMbIOTEPHbIX B obnactv | sapgauy B 06nactu 6e30NacHOCTU KOMMLIOTEPHBLIX CUCTEM W
cucTteMax M ceTax npu KOMMbIOTEPHOW ceTe.
peLueHun 6e3onacHocTw;
npodeccroHanbHbIX, cnocobeH npoeoanTb
nccnegoBaTenbCkux U aHanus "
npuKnagHbix 3agad hopmanusaumio
MK-3.4 NoCTaBMEHHbIX 3aday B
obnactn  6e3onacHocTu

KOMMbIOTEPHBIX CUCTEM U
ceTen;

13. O6beM nNpakTUKM B 3a4eTHbIX eguHULaX / aK. Yac. (e coomeemcmeuu ¢ yyebHbIM MnaHoM) —
8/288.

Pdopma NpoOMeXYTOHYHON aTTecTauunm 3a4Yem ¢ OUEHKOU.

14. TpypoeMKocTb No Bugam y4ebHown paboTbl

TpynoemMKkocTb
B . Bcero Mo cemecTpam
ng y4ebHom paboTbl 9
4., B hopme
nr
Bcero yacos 288 288 203
B TOM ymcne:
KoHTakTHasa pabota (Bkntoyas HAC) 4 3
CamoctosTensHasa pabota 284 284 200
Utoro: 288 288 203

15. CopepxaHue npaktuku (unu HAP)

n/n

Pasgenbl (aTanbl)
NpakTUKK

Buabl yuebHol paboTbl

O6bem yyebHon paboThbl, 4

KoHTakTHble | CamocToAT
yachbl enbHas




paboTta

1. OpeaaHu3ayuoHHo-
rnodzomosumersibHbIl
aman

nposedeHMe  cobpaHWa MO OopraHusauuM  NPaKTUKWY;
YCTaHOBOYHbIN UHCTPYKTaX MO 3agadam, cpokam u TpeGyemMon
OTYETHOCTM; MHCTPYKTaXK MO TexHuke GesonacHocTu paGoThbl;
opMynvpoBKa 3afday [Ons  peLleHuss B Xode NpPaKTUKW; 1 24
noAroToBka [OKYMEHTOB, noaTBePXKOatoLLMX hakT
HanpaBreHWss Ha NpakTUKy; MOMyyeHWe 3afdaHus  oT
PYKOBOAMTENSA NPAKTUKU; MPOU3BOACTBEHHBIN MHCTPYKTaX

2. HayyHo-
uccriedogamerbCKull
aman

1) BbIGOp Tembl uccreaoBaHUs; onpegeneHve npobnemsi,
obbekta M npegmeTa wuccnefoBaHus; 2) dopmynupoBaHue
Luenu u 3agay nccnefoBaHns (aHanu3 UCXOOHbIX AaHHbIX ANnd
peLlueHns nocTaBfneHHoW 3agjayu; niokanusauus
npobnemaTtunkn, obbekta W npegMeTa wuccnefoBaHus); 3)
TEOpeTUYeCKUn aHanuM3 nuTepatypbl W WCCRedoBaHWM Mo
npobneme, nogbop HeOGXOAMMBIX WCTOYHWKOB MO Teme
(naTeHTHble MaTepuanbl, Hay4Hble OT4YeTbl, TEeXHWYeckas
OOKyMeHTaumMsa w  ap.); cocTtaeBneHue 6ubnuorpacdum; 4)
dopmynupoBaHne paboyert runotessl; Boibop obopynoBaHUA
Ons  pelweHus NocTaBneHHoW 3apayn; 5) paspaboTka
mMaTemMaTM4ecKoro, anropuTMMYEecKoro WNM MporpamMmmHOro
obecneyeHnss HeobxoOAMMOro AN peLueHWs MNoCTaBfeHHON
3aJayvn OCHOBbIBasiCb Ha Te3ancax paboyer rmnoTessl

3. Sman ebinonHeHus
uccnedosamenbCKUX
pabom o
UHOUBUAyanbLHOMY
nnaHy

onpegenexHve npobnemel, obbekTa "
nccnenoBaHus, dopmynupoBaHue uenm " 3agav
UCCNefoBaHMsl, TEOPEeTMYECKUn aHanuM3 nutepaTypbl U
uccnefosaHun no npobneme, npoBegeHne ob63opa u BbIGOp
COBPEMEHHbIX MHOPMALMOHHBIX TEXHONOMIA, CneumnanbHOro
nporpammMHoOro obecnedeHnss 1 obopyaoBaHUsA ANs peLueHus
MOCTaBIMEHHOW 3ajayn Mo aHanuay 3allMLIEeHHOCTN obbekTa
MHdopmMaTN3aLMKN; NPOBEeAEHNE CaMOCTOSITENTbHOMO peLLeHus
CchOpMYnMPOBaHHOMW HayyHOM 3ajadu, uccnefoBaHuin wu
9KCMEPUMEHTOB

npegmMeTa

4. OgpopmneHue
omy4éma no umoeaam
pakmuku

onuncaHune npogenaHHon paboTbl C CaMOOLEHKOW pe3ynbTaToB
BbinonHeHnss  HWP;  cdopmynupoBaHue  BbIBOOAOB U 1 80
npeanoxeHun no opranmsaummn HAP

CopepxaHue npakTM4eckon NoaroTOBKW NpW NPOBEOEHMU MPaKTUKU yCTaHaBNMBaeTCH
NCXOAS W3 COAEepXaHusi U HanpaBreHHOCTM obpas3oBaTenlbHOM NpPOrpaMmbl, COAEPXaHUS
npakTukn, ee uenem u 3agad. [lpakTuyeckass NOAroToBKa nNpwu NPOBEAEHUN MNPaKTUKK
HanpasneHa Ha oOpMMPOBaHNE YMEHUI N HaBbIKOB B COOTBETCTBUM C TPYAOBbIMU AEACTBUSAMU
n (Mnun) TpyaoBbIMU PYHKUMSMU NO Npodounio obpasosaTenbHOM NporpamMmel.

lMpakTuyeckas nOAroTOBKa MPOBOAMTCA MYTEM HENOCPEeACTBEHHOrO  BbINOJSIHEHUSA
obyvarowmmmca onpegeneHHblx BMAOB paboT, CBA3aHHbIX C Oyayuien npodeccrMoHanbHOM
AEATENbHOCTbIO, CNOCOBCTBYHOLNX (POPMUPOBAHMUIO, 3AKPENEHMIO U PA3BUTUIO NMPAKTUYECKNX
HaBbIKOB M KOMMNETEHUMI Mo Npodunto COOTBETCTBYHOLWEN 0bpasoBaTenbHOM NPOrpamMmmbi.

onpedesieHUs1 yposHs 3alyuuéHHocmu U
dosepusi ¢ rnocnedyrouwum obobweHuem U
obpabomkol uHghopmayuu, nosy4eHHoU 8
Xxo0e uccrnedosaHull;

l1K-2.5 nposodum meopemuyeckue U
npuknaoHoe uccnedosaHue yposHel
3aWUWEHHOCMU KOMITbIOMEPHbIX cucmeM u
cemel;

[1K-3.3 crocobeH npoeodumb  aHanu3
6e3ornacHoCmMuU KOMIMbIOMEPHbLIX CUCMEM C
ucrionib308aHuUeM akmyaribHbIX
cmaHOGapmos & obnacmu KoMrbtomepHoU
besonacHocmu;

Ne | Tunbl 3agay | dopmupyemble dopmupyemble
n/n | NPOMECCHOHANLHOM | npodeccnoHanbHble KOMNEeTEHLUM obLienpodeccroHansHbIe

AeAaTenbHoCTH KOMMEeTeHUUn crneyuanusagum
1 HayuHo- [1K-1.1 npumeHsiem coepemeHHble Memoob| Or1K-4.1.3 cnocobeH ucrnonb308ame s3bIKU U
uccriedoeamenbckuli | paspabomku npoespammMHO20 obecreyeHuss U | cucmemsl npoepaMmuposaHus,
MmexHo102UU PopPamMmmMupPO8aHUs; UHCMpPYyMeHmarbHble cpedcmea npu
lMK-2.2  cnocobeH nposodums  aHanu3 obecrniedeHuu 3awumsl  UHGopMayuu 8
KOMIMbIOMEPHLIX ~ cucmeM  C  Uerblo | KOMIMbIOMEPHLIX cucmemax npu peweHuu

PasnuyHbIX rpogheccUoHarbHbIX,
uccnedosamernbCKUX U MpuknadHbix 3aday;
Ol1K-4.3.5 criocobeH npuMeHsimb
npozpaMmMHbie  cpedcmea  NPUKNadHOEo,
CUCMEeMHO020 U creyuasibHo20 Ha3HayeHUusl
npu paspabomke U aHanuse nOaAUMUKU
UHgbopmayuoHHoU be3zonacHocmu.




[1K-3.4 cnocobeH npoeodumb aHanus u
opmanuzayuto nocmaeneHHbix 3adady 8
obnacmu  6e3ornacHocmu  KOMIbIOMEPHbIX
cucmem u cemedl.

2 lNpoekmHnbIl rK-1.3 ucrionb3yem npuHyunel
KOMIMIEKCHOU paspabomku npasus,
npouyedyp, npuemos u memodos, npu
co30aHuu cpedcme 3awumsi UHghopMayuu,
8 MmMOM yucre € UCMNoNb308aHUEM
coepemMeHHbIx ~ Memodoe U  cpedcms
paspabomku npoepamMmMHoO20 06ecneyeHus;

3 KoHmporsbHo- OrK-4.1.4 criocobeH ebinosnHsimb paspabomky
aHanumuyeckuli u  eHedpeHue  cucmembl  obecriedeHus
UHGhOPMaUUOHHOU besonacHocmu

KOMIMbIOMEPHbIX cUCmeM, aHanu3uposams U
oyeHusamb ee omkazoycmol4yueocmb U
8bipabambigamb MepbI 110 e€ YrlyYUWeHUH.
OllK-4.2.2 3Haem Ha3Ha4YeHUe U OCHOBHbIe
3adayqu ayouma, MOHUMOpPUHaa u
KOHMPOJSIbHbIX MPOBEPOK (hYHKUUOHUPOBAHUS
U 3auUuUeHHOCMU KOMIMbIOMEPHbIX cucmem u
cemel;
4 OpeaHu3ayuoHHo- Ol1K-4.3.3 criocobeH paspabambigamb
yrpasneHdecKuil popmarnbHbie modenu nonumuk
6esonacHocmu U MOAUMUKU  ynpasrieHust
docmyriom, ghopmuposams nonumuky
UHgbopMaUyUOHHOU 6e3onacHocmu,
aHanuauposams ee KOPPEKMHoCMb,
op2aHu308bi8amb u noddepxkusamp
8bIMO/THEHUE Komnnekca mep no
obecnedyeHuro UHgbopmayUuoHHOU
besornacHoOCMuU KOMIMbIOMEPHbIX cucmem U
cemed.
5 SKcrnmyamayuoHHbIU Or1K-4.2.3 enadeem HaeblkaMu MpPO8eOeHUsT
aHanusa  3aluuweHHocmu, MOHUMOPUHea,
ayouma u obecriedyeHUss  KOHMPOJIbHbIX

rposepox YHKUUOHUPOBaHUSI u
besornacHoOCmMu KOMIMbIOMEPHbIX cucmem U
cemed.

16. MNepe4yeHb y4yebHOM nuTepaTypbl, pecypcoB ceTu «UHTepHeT», HeOOXoAMMBLIX Ans
NPOXOXAEeHUS NpaKTUKKN (CriuCoK sumepamypbl ohopmMmrsemcss 8 coomeemcemeuu ¢ mpebogaHusmu
IOCT u ucrnionb3yemcsi obwasi ckeo3Hast Hymepauus 05151 cex auG08 UCMOYHUKOB)

a) OCHOBHag nuTepaTtypa:

Ne n/n NcTouHUK

Wknsap, M.®. OcHoBbl Hay4HbIX uccnegosanumn / M.®. Wknap. — Mocksa: Jawkos n Ko, 2012. —
244 c. URL:http://biblioclub.ru/index.php?page=book&id=112247.

HosukoB A.M., Hoeukos [1.A. MeTogonorusa Hay4yHoro uccnegosanus. — M.: Jinbpokom. 2010 —
280 c. URL:http://www.methodolog.ru/books/mni.pdf.

MenbHukoB B. I1., KnenimeHoB C. A., lNeTpakoB A. M. lHdopmaumoHHas 6e30nacHOCTb M 3aLmTa
nHpopmaumun. - M.: Akagemus, 2007. — 330 c.

OcHoBbI ynpaBneHus HpopMaumMoHHOM 6e3o0nacHOCTLI: [y4ebHoe nocobue ans CTyaAeHTOB
BY30B, 00y4aroLMXCA NO HanpaBfieHNAM NOArOTOBKM (CNeunanbHOCTSIM) YKPYMHEHHOW rpynnbl
cneumanbHocTen 090000 - "MHpopm. 6e3onacHocTb"] / A.l. Kypuno v gp.]. — 2-e n3a., nenp. —
Mockea: lNopsdasa nuHusa-Tenekom, 2014. — 243 c. : un., Tabn. — (Bonpocbl ynpaBneHus
nHdopMaLMoHHOM 6e3onacHocTbio ; KH.1) .— Bubnuorp.: ¢.234-239 .— ISBN 978-5-9912-0361-
6.

Kpakosckun, KO.M. MHdopmaumoHHas 6e3onacHoCcTb 1 3awmuta nHpopmaumm: y4ebHoe nocobure
ans ctyd. o6yd. no cneumanbHOcTH «IHOpMaUNOHHbIE CUCTEMBI U TEXHOSOMMUY» OHEB. U 3204,
dopm 06y4deHms / KO.M. Kpakosckuii. — M.; PoctoB H/[] : MapT, 2008 .— 287 c. : un .—
(Y4ebHbiti Kypc) .— Bubnuorp.: ¢.221 .— ISBN 978-5-241-00925-8.

OneiHuk M. T. KopnopaTuBHble MHGOPMaLMOHHbIE CUCTEMBI: AN 6akanaBpoB 1 CNeuManmncToB:
6. | yu4ebBHuk onsa cTyg. By3oB, 00ydy. no Hanpasn. 080800 "MpuknagHas nHgopmaTuka (no
obnactam)" u gp. akoH. cney,. — Cl16.: MNurtep, 2012. — 176 c.

doctep, Dxenmc. 3awmuta ot B3noma: coketbl, akcnnonTsl, shell-koa: / k. doctep, M. Mpaiic ;
nep. ¢ aHrn. A. A. CnimHkuHa .— Mocksa : [IMK lNpecc, 2008 .— 784 c. : nn. —
(MHdbopmaumoHHas 6esonacHocTb).— ISBN 5-9706-0019-9 : 449.10 p. —
<URL:http://e.lanbook.com/books/element.php?pll cid=25&pl1 id=1117>.

8. | Ckyaguc, 3a. MNMpoTtuBocTtosHme xakepam. [NowaroBoe pykoBOoACTBO MO KOMMbIOTEPHBIM aTakam U

1.

2.



https://lib.vsu.ru/zgate?ACTION=follow&SESSION_ID=5487&TERM=%D0%A8%D0%BA%D0%BB%D1%8F%D1%80,%20%D0%9C.%D0%A4.%5B1,1004,4,101%5D&LANG=rus
http://biblioclub.ru/index.php?page=book&id=112247

acppekTnBHOM 3awmTte/ 3. Ckyanc. — Mockea: OMK lMpecc, 2009. — 512 c. : un. — (3awmTa un
agMuHucTpupoBaHue) .— ISBN 5-94074-170-3 : 176-00 .—
<URL:http://e.lanbook.com/books/element.php?pll cid=25&pl1 id=1112>.

Fony6, Bnagumnp AnekcaHapoBud. 3awuta oT Bpe4OHOCHOIo NporpaMMHoOro obecneyeHus:
yyebHoe nocobue ans By3os / B.A. lony6; BopoHex. roc. yH-T.— BopoHex: J1OIN BI'Y, 2006. —
31 c. — Bubnuorp.: ¢.30 .— <URL:http://www.lib.vsu.ru/elib/texts/method/vsu/may07045.pdf>.

10.

XoBapga, Mawkn. 19 cmepTHbIX rpexoB, yrpoxatwLmnx 6esonacHocTy nporpamm. Kak He JonycTuTb
TMNNYHBIX ownBok/ M. Xosapa, [. Nle6nank, [x. Buera; asT. npeavicn. A. MopaH. — Mocksa:
OMK [Mpecc, 2009. — 287 c. : un. — .— 3arn. n aBT. opur.: 19 deadly sins of software security /
Michael Howard, David Leblanc, John Viega .— ISBN 5-9706-0027-X .—
<URL:http://e.lanbook.com/books/element.php?pll_cid=25&pl1_id=1118>.

11.

3anues 0.B. Rootkits, SpyWare/AdWare, Keyloggers & BackDoors: O6HapyxeHue 1 3awmTa /
0O.B. 3anueB. — CI16.: EXB-Ietep0bypr, 2006. - 304 c.

12.

MpockypuH B. I'. 3awmTa nporpamm u gaHHbix - M.: Akagemusi, 2011. — 198 c.

13.

YnpaBneHve BHegpeHneM MHOOPMAaLMOHHBIX CUCTEM: KypC Nnekumn: y4eb. nocobve ong
CTYLOEHTOB BY30B, 00y4aroLLMxcs No cneumnanbHOCTsIM B 06nacti uHgopm. TexHonorui / B.A.
pekyn, . H. dennweHko, H.J1. KopoBknHa. — M.: UHTEpHET-YH-T UHAopM. TexHonorui, 2008.
[OnekTpoHHbIn pecypc] URL: http://www.intuit.ru/studies/courses/2196/267/info/.

14.

KOpuH U.1O. TeopeTnyeckune n npakTU4eckme oCHOBbI 3aLuTbl MHGopmauuun. 2012.
http://library.sgu.ru/uch_lit/620.pdf.

6) gononHuTenbHas nuTeparypa:

Ne n/n

NcTouHnk

15.

Mypomuesa A. B. UckyccTso npeseHTauun. OCHOBHbIE NpaBunia u npakTuyeckue
pekomeHgaumm / A.B. Mypomuesa. — Mocksa: ®nuHTa: Hayka, 2014. — 108 c.

16.

Kpy4umHuH, B.B. KomnbloTepHbIE TEXHOMOMMN B HAy4YHbIX UCCNeaoBaHnsX: y4ebHo-
meToanyeckoe nocobue / B.B. KpyunHuH. — Mocksa: TYCYP (Tomckuin rocyaapCTBeHHbIN
YHUBEPCUTET CUCTEM YNPaBREHNs U PagnoanekTpoHukm), 2012. — 57 c. — Pexum goctyna:
http://e.lanbook.com/books/element.php?pll id=11269.

17.

AHppees, .. OcHoBbI Hay4HOM paboTbl 1 METOLONOMMA ANCCEPTALMOHHOIO ncecnegosanns /
.. Angpees, B.B. BapBuHeHko, B.C. Bepba. — Mocksa: ®uHaHCbl u cTaTuctuka, 2012. —
296 c. — Pexum goctyna: http://e.lanbook.com/books/element.php?pll_id=28348.

18.

Cuctemsbl n cpeacTtea nHdopmatukn: ExxerogHuk / I'n. peq. N.A. Cokonos. — Mockea: UM
PAH. — 2010.— Bbin. 20. — Ne 2. — 350 c.

19.

depnepanbHbIi 3akoH oT 27 utonsa 2006 roga Ne 149-d3 «O6 nHdopmaumm, MHOPMaLMOHHBLIX
TEXHOMOrMsX 1 0 3awmte nHgopmauumny // CobpaHue 3akoHogaTtenbcTBa Poccumnckon
depepaumm, 31.07.2006, Ne 31 (1 4.), cT. 3448.

20.

denepanbHbIn 3akoH oT 27 utons 2006 roga Ne 152-03 «O nepcoHanbHbIX gaHHbIX» [/
CobpaHue 3akoHogaTtenbcTBa Poccurickon ®eaepaunn, 31 nons 2006 roga Ne 31 (1 4.), cT.
3451.

21.

FOCT P MCO/M3K 27001-2006 NHdopmaumoHHasa TexHonorus. Metoapl 1 cpeactea
obecneyeHus 6esonacHocT. CUCTEMbI MEHEKMEHTa MH(popMaLnOHHON 6e30MacHOCTL.
TpeboBaHus. (yTBepaéH n BBeOEH B aencTaue Npukaszom degepanbHOro areHTcTBa no
TEXHUYECKOMY perynmpoBaHuio n metponoruu ot 27 gekabps 2006 r. Ne 375-cT).

22.

Mpukas ®egepanbHOM CNyx0Obl MO TEXHUYECKOMY M SKCMOPTHOMY KOHTposto Poccum ot 11
despans 2013 roga Ne 17 «O6 ytBepxxaeHun TpeboBaHun o 3awmTte nHdopmaumm, He
COCTaBMSALLEN rOCY4AaPCTBEHHYIO TalHy, COAEPXKALLENCS B rOCy4apCTBEHHbIX
MHGOPMaLIMOHHBIX cuctemax» // Poccuickas raseta, Ne 136, 26.06.2013.

23.

Mpuka3 ®enepanbHON Cryx0Obl MO TEXHUYECKOMY M SKCMOPTHOMY KOHTporto Poccuu ot 18
deBpans 2013 roga Ne 21 «O06 yTBep>XaeHUM cocTaBa U cofepkaHus OpraHn3aunoHHbIX U
TEXHUYECKNX Mep No obecneveHnto 6e30MacHOCTN NePCOHanNbHBLIX AAHHBLIX NpY X 06paboTke B
MHOPMAaLIMOHHBIX CUCTEMaX NepcoHanbHbIX AaHHbIX» // Poccunckas raseta, Ne 107,
22.05.2013.

24.

MeToanuecknii LOKyMeHT. Mepbl 3awuTbl MHGOPMaLMK B rOCyAapCTBEHHbIX MHAPOPMaLMOHHBLIX
cuctemax (yrB. PCTIK Poccum 11.02.2014).

25.

MocTtaHoBneHue lMpaBuTtenscTBa Poccuiickon ®egepauum ot 1 Hoabps 2012 roga Ne 1119 «O6
yTBEpPXXAEeHUN TpeboBaHU K 3amuTe NepcoHarnbHbIX JaHHbIX Npy ux 0bpaboTke B
MHOPMALIMOHHBIX CUCTEMAaX NepcoHanbHbIX AaHHbIXy // CobpaHue 3akoHoaaTenbcTBa
Poccurickon ®epepauun, 05.11.2012, Ne 45, cT. 6257.

26.

MewepsikoB B.A., XKenesHsk B.I., BoHaapb A.O., Ocunenko A.J1., BabkuH A.H. MNMepcoHanbHble
AaHHble: opraHmsauuns obpaboTkm n obecneveHns 6e30NacHOCTN B OpraHax rocyaapCTBEHHON
BNacCTU 1 MecTHoro camoynpasnenus / lNopg peq. B.A. MeluepsikoBa. — BopoHex: BopoHexckuii
uHctutyT MBIl Poccnun, 2014. — 186 c.
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B) MH(POPMALIMOHHbIE ANEKTPOHHO-06pa3oBaTeNbHbIE pecypchbl (OuLManbHblie pecypcbl MHTEPHET)*:
Ne n/n Pecypc
1. | BBC JaHb
OBC «YHuBepcuteTckasa bubnumorteka online»
OBC «3OnekTpoHHasa bubnmoTteka TexHmnyeckoro BY3a» (OBC «KoHcynbTaHT cTygeHTa»)
Q6C OPAUT
OnekTpoHHas 6ubnunoTeka y4ebHo-MeToamMYecknx MmaTepuanos BI'Y. Pexum goctyna: http://www.lib.vsu.ru
http://www.cryptopro.ru
http://www.infotecs.ru
http://www.lissi-crypto.ru/
http://www.signal-com.ru
0. | http://www.shipka.ru

BlO|®No g s W

* BHavane ykasbiBaotca OBC, ¢ koTopbiMn umetoTcs gorosopa y BIY, 3atem OTKpbiTble SMNEKTPOHHO-
obpaszoBarerbHble pecypchl U T.4.

17. OOpasoBaTefibHble TEeXHONOrMu, MpPUMEHsIeMble NpU NPOBEAEHUUN TMPAKTUKU W
MeToAu4YecKMe yKasaHusa Ansa ooy4varowmxcs no npoxoXxXaeHUI0 NPaKTUKn

HWP - camoctoaTenbHoe wuccrnegoBaHwe CTyaeHTa, opopMSieHHOe B BUAE Hay4yHOro
otyeTa. HUP saBnsetcs ob6a3atenbHON YacTbio y4ebHOro nnaxa.

OcHoBHbIMUK 3agavamu HUP aensioTtcs:


http://docs.cntd.ru/document/902271111
http://docs.cntd.ru/document/902271111

1) gaTb BO3MOXHOCTb CTYAEHTY MpPOBECTU CaMOCTOATENbHOE Hay4yHOe uccregoBaHue,
yrnybutb 3HaHWA NO crneumanbHbIM AUCLMMINHAM;

2) onpepenntb CNOCOBHOCTb CTyAeHTa BbINOMHATL Hay4YHOE MccrnegoBaHWE Ha YpPOBHE,
COOTBETCTBYHOLLEM KBanudukaumm.

HUP copepxaT cnegywoowme OCHOBHble 4YacTu: BBeAEHWEe, TeOopus, 3KCMNEePUMEHT,
pesynbTatbl, 06OCYyXOeHMe pe3ynbTaToB, BbIBOAbI, 3aKMOYEHME, 3aMevaHusi, CrMCoK
nutepatypbl. AHHOTaumst o6bemom He 6onee 0,5 cTpaHuubl pacnonoXxeHa nocne TUTYNbHOro
nncta n npegwecteyet «CopepxaHuto». Cnncok GyKBEHHbIX 0B6O03HAYeHUI U COKpaLLEeHWUN
cnegyert 3a «CogepxaHmem». PucyHkn n Tabnuupbl pacnonaratoTcs No TEKCTY NOCNE CCbISIOK Ha
Hux. PaboTy HeobGxoauMMo HanmMcaTb akKypaTHO, FPaMOTHbIM Hay4YHbIM $3bIKOM. XXecTkue
TpeboBaHnA kK 06bemy paboTbl OTCYTCTBYIOT. OPMEHTMPOBOYHO MOXHO NOCOBETOBATb 0ObEM
HWP B npepenax 30-50 ctpaHuu,.

OtyeT nO npakTuke [OOMmKeH ObiTb W3M0XEeH TEeXHUYECKNM T[PaMOTHbIM HA3bIKOM C
NPUMEHEHNEM PEKOMEHAOBAHHbLIX TEpMMHOB W abbpeBuaTtyp ©6e3 opdorpadumyeckmx u
rpamMmmaTnyeckmx owmnbok. NpeacTaBneHHbIN OTYET MO NPAaKTUKE OLEHNBAETCA Ha COOTBETCTBUE
MHdopMauuK, NpeacTaBreHHONn B OTYeTe, AaHHbIM M3 MH(OPMAaLMOHHBIX pecypcoB O6Luero
aoctyna cetu IHTepHeT, MmaTepuanos fekumm, y4ebHON 1 TEXHUYECKON nuTepaTypbl.

CTpyKkTypa oTyeTa no npakTmke

1. OT4eT NO NpakTUKe LOSMKEH BKMNOYaTb TUTYNbHbLIA JIMCT, COAEpXaHwe, BBeOEHue,
OnucaHne TEOPETUYECKUX W MNPaKTUYECKUX acCnekTOB BbINOSHEHHOW paboTbl, 3aKni4YeHue,
CMUCOK UCMONb30BaHHbLIX NCTOYHUKOB, NPUITOXEHUS.

2. Ha tutynbHOM nucTe gomkHa 6biTb NpeacTaBneHa TemMa nNpakTuky, rpynna u pammnmns
CTygeHTa, AaHHble O npeanpuaTun, Ha 6ase KOTOPOro BbIMOSMHAMAChL MpakTUKa, daMunus
pykoBoAUTENS.

3. Bo BBegeHUn cTygeHTbl JOMKHbI AaTb KpaTkoe onucaHne 3agayu, pewaemMon B paMkax
NPaKTUKN.

4. B OCHOBHOM 4acTu oTyeTa CTyAeHTbl NPMBOAAT nNogpobHOe onucaHwe npoaenaHHou
TeopeTn4ecKkon n (Unu) npakTuyeckom paboTbl, BKIKOYas onvcaHne n o6ocHoBaHMe BblOpaHHbIX
peLleHnn, onmcaHne nporpaMmm 1 T.4.

5. B 3akntoueHnMn gaeTcsa KpaTkas XxapakTepucTuka npogenaHHom paboTbl, U NpuBoOAATCA
€€ OCHOBHbIE pe3ynbTaThl.

6. B npunoxeHnax npmBoaATCS HenocpeacTBeHHble pesynbTaTbl pa3paboTku: TeKCThbl
nporpamMmm, rpadouvkm 1 gnarpammel, n T.4.

TpeboBaHus K 0OPMINEHUIO OTYETA

1. OT4yeT ohopmMnaeTcsa B ne4aTHOM Buae, Ha nuctax goopmaTta A4.

2. OCHOBHOM TEKCT OTYeTa BbINOSHAETCA WpndTom 14 NyHKTOB, C MHTEPBAnom 1,5 mexay
cTpokamu. TekcT pasbuBaeTcs Ha ab3aubl, Kaxgbll M3 KOTOPbIX BKMNOYaeT OTCTyn WU
BblpaBHMBaHWE MO LUMPUHE.

3. TekCT B NpUNOXeHUAX MOXET ObITb BbINOSIHEH BOonee MeNKNM LWPUGTOM.

4. OTtyeT pas3buBaeTca Ha rnaBbl, MNYHKTbl M MOAMYHKTbI, BKMAOYAKOLWMNE LOECATUYHYHO
HyMepaLumto.

5. PUCyHkM 1 Tabnuubl B 0TYETE AOMKHBbI UMETb OTAENBbHY HYMEpaLuuno U Ha3BaHWS.

6. Becb oT4yeT gormkeH 6biTb 0OpMIIEH B €OUHOM CTUME: Be3ae B OTYeTe 4151 3arofiloBKOB
OLHOr0 YPOBHS, OCHOBHOIO TEKCTa U NOANUCEN OOIMKEH UCMNOSb30BaTbCA OAMHAKOBLIN LLPUAT.

7.CTpaHuubl OTYeTa HYMEpPYKTCs, HayMHass C TUTynbHOro nucrta. Homepa cTpaHuy
NPOCTaBNATCA B NPaBOM BEPXHEM YrIy 4S5l BCEro oT4eTa KpoMe TUTYIbHOro fiucTa.

8. CogepxaHne oTyeTa OOSMKHO BKIKOYMaTb NepeyveHb BCEX MMNaB, MYHKTOB U NOAMNYHKTOB, C
yKaszaHneM HoMepa CTpaHuUbl AN KaXOoro aneMeHTa cogepkaHus.

9. Ccbinkn Ha nutepaTypy W OpyrMe WUCNOSib30BaHHblE WCTOYHUKM OOPMIISIOTCH B
OCHOBHOM TEKCTe, a CaMN UCTOYHUKM NEPEYUCNAIOTCS B CMIUCKE UCMONb30BaHHbBIX NCTOYHUKOB.

10. O6bem oTyeTa No NpakTuKe AomKeH 6bITb He MeHee 30 cTpaHuu,.



18. MaTepmanbHO-TeXHUYECKOe obecnevyeHne NPaKkTUKMU:

2. BopoHex, yn. YHusepcumemckas nnowads, 0.1, anasHbil y4ebHbil kopryc, ayd.214
KomnbtoTep B coctaBe: cucteMHbii 6nok: npoueccop Intel(R) Core(TM) i5, onepatnBHast namaTtb 816,
HDD 500I6; monutop: LG FLATRON. Mynbtumeagmnanpoektop BenQ. OkpaH HacTeHHbIn AOns
npoektopa. Ayamo kornoHku Creative A60. KommyTtaTtop.

2. BopoHex, yn. YHusepcumemckas mowads, 0.1, y4ebHbil kopryc 16, ayd.407
KomnbtoTep B coctaBe: npoueccop Intel(R) Core(TM) i7-7700 CPU @ 3.60GHz, onepaTtmBHas
namaTtb 16 6, SSD 256 6, HDD 1T6, Buaeokapta NVIDIA GeForce GTX 1080 Ti; moHuTop DELL
S2419HN. KomnbtoTep B cocTtase (1 wr.): npoueccop Intel(R) Core(TM) i7-7800X CPU @ 3.50GHz,
onepaTtuBHada namatb 96 6, SSD 1T6, HDD 4T6, sugeokapta NVIDIA GeForce RTX 2080 Ti (2 wT.);
moHuTtop DELL S2419HN. UctouHnk 6ecnepebonHoro nutanma APC Back-UPS BV1000I-GR, line-
interactive, mowHocTb: 1000BA, 600BT (16 wrT.). WcTouHuk 6ecnepeboriHoro nutaHusa Legrand KEOR
LINE RT 1500BA (1 wr.). KommyTtatop HP 2530-24G Switch (Managed, 24*10/100/1000 + 4 SFP,
19"). NHTtepaktmBHasa gocka SMART SBM685 (87 atonmos, MO SMART SLS) ¢ naccuBHbIM IOTKOM.
Mpoektop Vivitek DH758UST (ynbTpakopoTkodokycHbi, DLP, Full HD 1080p (1920 x 1080) , 3500
ANS, 10000:1, nonHasa nogaepxka 3D).

2. BopoHex, yn. YHusepcumemckas rniowads, 0.1, anasHbil y4ebHbit kopriyc, ayd. 124
KomnbtoTep B coctaBe: cuctemHbin 6nok: npoueccop AMD Ryzen 7 3800X 8-Core Processor,
onepaTtuBHasa namsatb 326, HDD 1T6, SSD 25616, Buaeokapta NVIDIA GeForce GTX 1050;
moHuTop: Dell S2419H. WHTtepaktuBHas pgocka SMART SBM685 (87  pgronmos).
MynbTumeananpoektop Vivitek ynbTpakopoTkodokyCHbIN. WcTouHMK GecnepebonHoro nutaHus
Legrand Keor SPX 1000 BA IEC C13 (16 wrT.). AcTtouHuk 6ecnepebomnHoro nutaHus Legrand Keor
Line RT 1000 BA (1 wrt.). KommyTtatop HP 2530-48G Switch (1 wrt.).

2. BopoHex, yn. YHusepcumemckas rouwads, 0.1, enagHbil y4ebHbiu koprnyc, ayd.226
MoHo6nok HP: npoueccop Intel(R) Core(TM) i3-6100 CPU @ 3.70GHz, onepaTtuBHas namsatb 86,
SSD 250r6. Mynbtumeguanpoektop Epson. Ayamo konoHku EV (2 wT.). MukpodoH. OkpaH ans
npoektopa. MapkepHble naHenu Askell (2 wrT.).

2. BopoHex, yn. YHusepcumemckas rriowads, 0.1, y4ebHsiu kopryc 1, ayd.2/25
YyebHbit cmeHd "lMpoepammHbie cpedcmea kpunmoepaguu”, SCRYPTO B cocTase:
Kapkac MoHo6s10Ka (1 LWT.); UHTErpMPOBaHHbIN BbIYUCANTENbHBIN y3en 3 WT.) B COCTaBe: npoueccop
Intel: aBa sgpa c TaktoBon 4dactotonm 2700 My, O3Y: o6vém 4 6 TMn DDR-3, TBEpAOTENDBHLIN
HakonuTenb SSD obbemom 60 G, 6nok nutaHmsa mowHocTbio 300 BT, 2 ceTeBbiX MHTepdelnca
GigabitEthernet; nepekniovatens KBM-tuna D-Link (1 wTt.); HeynpaBnsembin kommyTtaTop D-Link (1
WT.); MOAYNb NUTAHWSA, KOHTPONSA U MHTerpaumm cteHga B obuwyto nabopatopuio (1 wWT.); MOHUTOP
Philips(1 wTt.); koMnnekT koHconn pabodero mecta obydaemoro (1 WT.) B cocTaBe: knasumaTtypa
Oklick, mbiwb OkKlick; komnnekt y4ebHo-meToanyeckux nocobun (1 K-T.); cTaTUCTMYeckoe
nporpaMmmHoe obecneveHne ynpasreHus mogynem nutanuus (1 wr.); pnaw-aAnck BOCCTaHOBMEHMS
OC Ha wHTerpmpoBaHHbix MK (3 wrt.) ¢ onepaunoHHon cuctemon ArchLinux; ¢naw-gmck
MynbTUMEONNHOIO METOANYECKOro nocobms (1 Wwr.); rpynna KOMMYTaLMOHHbLIX MOPTOB (2 WT.).
Tunosou kommnekm y4ebHoz2o obopydosaHus "Cemesas 6esonacHocmb”, SECURITY B cocTase:
yrnpaBnsembli KOMMyTaTop TpeTbero ypoBHA D-Link (1 wT.); ynpaensembin KOMMyTaTop BTOPOro
ypoBHA D-Link (1 wrT.); annapaTtHO-NporpaMMHbIA 3MYNATOP YCTPOWCTBa JokanbHon cetn (1 wrT.);
Heynpasnsembin kommytatop D-Link (2 wrt.); mapwpytmnsatop 6ecnposBogHon D-Link (2 wr.);
6paHamayap D-Link (2 wrt.); MoAynb NWUTaHUS, KOHTPOMNA W WHTerpauum crteHga B obuyio
nabopatoputo (1 WT.); KOMMYyTaUMOHHasA naHenb (1 WT.); BbIMUCAUTENbHBIV y3en (4 WT.) B cOCTaBe:
npoueccop Intel: gea sagpa ¢ TaktoBon uactotom 2700 MIMu, O3Y: 06bém 4 6 Tvn DDR-3,
TBEpAOTENbHLIN HakonuTenb SSD o6bemom 60 6, 6nok nutaHna mowHocTeto 300 BT, 2 ceTeBbIX
nHtepdenca GigabitEthernet, 1 6ecnpoBogHon ceTeBon WHTEpdenc; MoHoGrok (1  wrt.);
CcTaTUCTMYEeCKoe nporpammHoe obecrneyeHne YynpaBfeHuss Mogyrem MUTaHWs, KOHTponsd U
nHTerpaumu (1 wr.); nporpaMmmHas cuctema BocctaHosrnenus U-Profi (R) (4 cdonaw-amcka obbemom 8
) (1 wr.); yanunutens USB (4 wrt.); kabenb VGA (2 wr.); naty-kopg (10 wrt.); meTtoamyeckoe
nocobwue (2 k-Ta.).
YuebHo-npakmuyeckuli cmeHO «Cucmembl _KOHmMposs u_ynpasneHus docmymnom», P3N-CKY[L B
cocTtaBe: Mofenb cTeHbl (1 wrT.); HoyTbyk Lenovo (1 wrt.): akpaH ¢ gnaroHanbio 15.6" (paspelueHve
1366x768), O3Y obvemom 2048 MG, Hakonutenb o6bemom 120 6, npoueccop Intel aBa sgpa ¢
TakToBon 4Yactotonm 1,4 ITu, Beb-kamepa; CkaHep NMHEWHbIX U OBYMEPHbIX LWTpUX-kogoB (1 wr.);
csetoamoq (1 wWTt.); anekTpomexaHudeckni 3amok (1 wrT.); ceteBon koHTponnep CKYO (2 wrT.);
MYNbTUMELUNHbIA TEPMUHAN MHOrOaKTOPHOM MAEHTUMMKALMKN, B TOM Y1Cre pacno3dHaBaHne nuy (1




LUT.); HAcCTOMIbHOE YCTPOMCTBO YTEHUS M 3anucu cMmapT-kapT (1 wWT.); KOHTaKTHas cmapT-kapTa C
o6bEMoM namaAtn 256 6anT (5 wrt.); USB kntov tun e-token (1 wrt.); komnnekt MO n koHsBepTop (1
WT.); nporpammatop kapT Mifare HacTonbHbIN (1 WT.); cynTbIBaTEND GECKOHTAKTHBLIX KAapT Em-Marine
(1 wrt.); cuntbiBaTENb OECKOHTAKTHLIX KapT Mifare (1 wrT.); cmapT-kapta Tun Mifare (5 wrt.); cmapT-
kapta Tun Em-Marine (5 wr.); kntoy iButton (Touch-Memory) (5 wT.); nporpammaTtop krtoyen Touch-
Memory (1 wT.); Moaynb cornacoBaHua nHTepdencos (1 WT.); INEKTPOMarHUTHbIA 3aMoK (1 wWT.);
cumTbiBaTenb kmodver TouchMemory (1 wr.); ceteBon koHTponnep TouchMemory (1 wrT.); 6nok
nuTanuna (1 wWTr.); nporpamma pacno3HaBaHUs aBTOMOOMMbHbIX HOMepoB (1 wWT.); makeT Homepa TC
P® (5 wr.); ceteBoe pene (1 wr.); IP-kamepa (1 wrt.); kKOMMyTaTOp Heynpasnsembli D-Link (1 wT.);
MOAYMb MWUTaHWS, KOHTPOMSl W MWHTerpaumMm Komnnekta B obwyiwo nabopatoputo (1 wWwT.);
cTaTucTu4eckoe nporpaMMmHoe obecrnevyeHve ynpasBrneHus MoAyneM MUTaHUsA, KOHTPONs MU
nHTerpaumm (1 Wwr.); nporpaMMHbIN AMYNATOp usmyecknx obbekToB gocTyna (1 wT.); MeToanyeckoe

nocobue (2 wrt.).

19. OueHo4HbIe cpeacTBa ANA NpoBeAeHUA TEKYLEeN N NPOMEXYTOYHOWN aTTecTaumm
oby4arowmxcsi No nNpakTmke

HanmeHoBaHue Uupukatop(bl)
0
I_'I‘;I‘_I pasgena AMCUUNINHDbI Kcm:;?;;au DOCTUXeHus OueHou4Hble cpencTBa
(Mmogyns) KOMMeTeHUUn
OpzaHu3ayuoHHo-
1. rnodzomosumeribHbili OrlK-13 OriK-13.12 OT4eT NO NpakTuKe.
aman
OlK-7.5
o OrlK-7.9
[k OIMK-7.10
OrlK-7.12
Ol1K-13.13
Ofl1K-13.14
Ofl1K-13.15
Ork-13 OrK-13.17
OrK-13.21
OrlK-13.23
HayyHo- Or1K-8.11
2 uccneOOG};meanKuC/ Ofl1K-8 OIK8.14 OTyeT Mo npakTuke. 3awmTa otyeTa no
sman OrK-4.1 OrK-4.1.3 npalie.
OrK-4.2.2
OnK-4.2
OrkK-4.2.3
OlK-4.3.3
Ork-4.3 OrK-4.3.5
MK-1.1
Mk-1 MK-1.3
MK-2 MK-2.2
MK-3.3
k-3 MK-3.4
Or1K-9 Ol1K-9.15
Ol1K-13.6
3mar 8binosiHeHusi OfK-13 OMK.15.18
3 uccriedosameribCKUX ONK-13.19 OTt4eT no npakTtuke. 3awmuta oTyeTa no
) pabom o onKal onK-a 1 7 npakTuke.
uHAusuUdQyanbHOMY rnaHy nk.2 nK25
MK-3 MK-3.4
Ol1K-13.5
- Ol1K-13.6
OgbopmneHue omyéma o
4, wuﬁvoeam npaKMUK OfllK-13 Ol1K-13.12 OTyeT no npakTuKe.
OrK-13.16
OrK-13.18
[MpomexyToyHasa aTTecTaums VIHAVBMaYanbHOE 3anaHVe
dopMa KOHTPONS — 3a4eT C OLIEHKOM

20. TunoBble OLEHOYHble cpeAcTBa M MeToAuYeCKMe MaTepuanbl, onpegensilowme
npoueaypbl OLleHUBaHUA



20.1 TeKyWwnin KOHTPOINb yCNeBaemMocCcTu
KoHTponb ycneBaemocTv Mo AUCUUNIIMHE OCYLLEeCTBNSETCHA C MOMOLLbIO CReaytoLwmnX OLeHOYHbIX
CpencTs:
MHauBmnayaneHble 3agaHus

MepeveHb MHANBMAYaNbHbIX 3ag4aHnA

[lepeyeHb uHOUBUAyarsibHbIX 3adaHul
MpoBecTn aHanM3 MOCTaBMEHHOW 3a4aun C TOYKM 3peHunst obecneveHns MakcumanbHO 3GdEKTUBHOM
3aWnTbl MHOpMaUUM B MHAPACTPYKTYpe opraHu3auum (paccMoTpeTb TeopeTuMdecKue acnekTbl, Ha
OCHOBaHMM aHanmsa NoCcTponTb Mogernb 6e3onacHoCcTH).

1. ABTOMaTM3MpOBaHHas cMcCTeMa B 3aLUULLEHHOM WCMOSIHEHUW OpraHu3aumy (Unuv npeanpusaTus
nobor hopMbl COGCTBEHHOCTH).

2. AHanus ysi3BMUMOCTEN N OpraHu3aumsa 3awmtbl MHOPMaLUK B JNIOKanNbHOW CEeTWM opraHmsauumu
(nnun npegnpuaTns nobon dopmMbl COGCTBEHHOCTH).

3. AHann3 yasBMMoCcTeEN U 3PPEKTUBHOCTM CpPeacTtB M crnocoboB 3awutbl UHGOpMauum B
aBTOMAaTM3NMPOBAHHOWN CUCTEME OpraHuM3auuun (Mnu npeanpusatusa nobom opmMbl COGCTBEHHOCTH).

4. HCTpyMEHTanbHbI MOHUTOPVWHI 3aLlMLLEHHOCTM aBTOMaTU3NPOBAHHOW CUCTEMbl OpraHu3auum
(vnn npegnpusaTusa nNtobom dopMbl COGCTBEHHOCTH).

5. MHdopmaumoHHaa cuctema nepcoHanbHbIX OaHHbIX OpraHu3auum (unu npeanpuaTtus nobon
dopMbl COBCTBEHHOCTM).

6. KomnnekcHas 3awwmra nHdopmMmauumn B noKanbHOW CETU opraHmsaumm (Mnvm npeanpustust nobomn
dopmbl COGCTBEHHOCTH).

7. MogroToBka K artTectauMn MHAPOPMALNOHHOM CUCTEMbI MEPCOHAasrbHbIX OAaHHbIX B OpraHusaumm
(vnn npegnpuaTnn nNtodor dopmMbl COBCTBEHHOCTH).

8. C6op ¥ aHanM3 UCXOOHbIX AaHHbIX AN NPOEKTUPOBAHWUS CUCTEMbI 3aliMTbl MHopMauum
opraHusauum (Mnv npegnpusaTa Nobon popMbl COGCTBEHHOCTH).

9. Cuctema KOHTPONSA WM ynpaBneHus OOCTYNOM B OpraHusauum (Mnv Ha npegnpusatum nobon
dopmbl COBCTBEHHOCTH).

10. Cuctema ynpaBneHuss MHAPOPMALMOHHOMW 6e30NacHOCTbI0 aBTOMaTU3UPOBAHHOW CUCTEMBI
opraHusauum (Mnv npegnpusatmsa niobon popmbl COGCTBEHHOCTN).

TpeboBaHus K BbIMONHEHMIO 3adaHNI

lMpoBecT aHanM3 MNOCTAaBMEHHOM 3agadn C TOYKM 3peHusi obecrneyvyeHust HaxoXaeHus
3h(PEKTMBHOIO peLleHns OonMpasiCb Ha CYLLECTBYIOLLYIO MHPACTPYKTYpY OpraHusaumm (paccMoTpeTb
TeopeTnyeckne acnekTbl, Ha OCHOBaHUM aHanu3a NoCTPOUTb MOAENb PELUEeHUs 1 T7.4.).

20.2 NMpomexyToyHas aTrectaums

MpomexxyToyHas aTTecTaums No AMCUMUNINHE OCYLLECTBNSETCS C NMOMOLLBIO CreayoLmnx
OLIEHOYHbIX CPEACTB:

Omyem o npakmuke

Tembl npoekmos

1. Cpeactea obecnedeHnss UHPOPMaAUNOHHOM  ©6e30onacHOCTM B KOPMNOPaTMBHbLIX
NHOPMaLMOHHBIX CUCTEMaX
AnnapaTHble cpeacTBa obecnedeHns nHdpopmaLmMoHHoM 6e3onacHoOCTH
MHpopMaLMOHHbIE Y3BUMOCTM OO bEKTOB
MporpammHble cpencTBa obecneyeHns nHdopmMmaumoHHon 6e3onacHoCcTr
AHTpOMoOreHHble MHPOPMAaLMOHHbIE YA3BUMOCTU
TexHoreHHble NHPOPMaLIMOHHbIE YS3BUMOCTU
OpraHnsaunoHHO-NpaBoBble cpeacTBa obecnevyeHns MHpopmMaumoHHoON 6e3onacHoCTH
Yrpo3bl MHPOpMaLUMOHHOM 6e30MacHOCTU N UX UCTOYHUKM
. OpraHnsaumoHHO-aAMUHUCTPATUBHbBIE CPEeACTBa 3aLUTbl MHGOPMaLUK

10 OCHOBHbIE NPUYMHBI YTEYKN MHAPOPMALMKN 1 BO3MOXHOCTU NPOTUBOAENCTBUSA yTEYKaM
nHopmauum.

11. Mepbl 3aWwmnTbl NEPCOHANbHbLIX AAHHBIX B MH(POPMALMNOHHbBIX CUMCTEMAX NEPCOHaNbHbIX
AaHHbIX.

©COoNoOrWN



12. lMoaTBepxaeHne NOANMHHOCTN OOBEKTOB N CyOBHLEKTOB MHGOPMAaLMOHHON CUCTEMBI.

13. KoHTposib uenocTHoCTN nHdopMauumn. Xaw-gyHKUUK, NPUHLUNLI MCMOSTb30BaHNA X3LLU-
dyHKUMN ons obecneyeHns LenoCTHOCTU AaHHbIX.

14. Yrposa HapyweHusa KoHduaeHumanbHocTu. OcobeHHOCTM M npuMepbl peanusauumu
yrpossbil.

15. Yrposa HapylweHus uUeroCTHOCTU AaHHbIX. OcobeHHOCTU M npuMmepbl peanusaumu
yrpossbil.

16. Yrposa oTkasza cnyxb (yrpo3a oTtkaza B pgoctyne). OcoBeHHOCTM U npuMepsl
peanusauyuu yrposbl.

17. Yrposa packpblTua napameTpoB cuctembl. OCoBEeHHOCTM W NpuUMepbl peanusauuu
yrpossbil.

18. OCHOBHble TUMbl NONMUTUKM Be3onacHOCTM [ocTyna K AaHHbIM. [JUCKpeuMOHHble U
MaHAaTHbIE NOSIUTUKM.

19. TpeboBaHua K cucTeMam KpunTorpapuyeckon 3awuTbl:  KpunTorpadguyeckme
TpeboBaHus, TpeboBaHUs HagdexHocTu, TpeboBaHus no 3awute ot HC[, TpeboBaHusa K
cpencteam paspaboTku.

20. ADMVHUCTPATMBHLIN YPOBEHb 3aWuUTbl WHpOpMaunn. 3agayv pasfvyHbIX YPOBHEN
yrnpaBrneHus B peleHun 3agadm obecneveHms MHPoOpMaLMOHHON 6e3onacHOCTH.

21. MNpouenypHbIn ypoBeHb obecneyveHns BesonacHocTU. ABTOpu3aumnsa nonb3oBaTtenen B
WHGOPMaLMOHHON cucteme.

22. \geHTndpmkauma un  ayTeHTUdUKauMss Npu BXode B WHAOPMAUMOHHYIO CUCTEMY.
Mcnonb3oBaHne NaponbHbIX CxeM. HegoctaTku naposibHbIX CXEM.

23. geHTndpmkauma wn  ayteHTUpukauma nonb3oBaTenen. [lpumeHeHne nporpaMmmHo-
annapaTtHbIX CpeacTB ayTeHTUMUKaumm (CMapT-KapTbl, TOKEHBbI).

24. buomeTpuyeckme cpeacTea ngeHTumkaumm n ayTeHTumkaumm nonb3osaTenen.

25. AyTeHTuUduMKaunsa cybbLeKToB B pacnpeneneHHbIX cuctemax, npobnemsl 1 peLlleHus.

26. Ayaut B UHOPMALMOHHBIX cucteMax. PyHKUMM U HasHadeHwe ayauTta, ero ponb B
obecneyeHnn nHpopmalmMoHHON 6e30nacHOCTH.

27. Bupycbl n metoabl 60pb0bl C HUMWU. AHTUBMPYCHbIE NPOrpamMMbl U NakeThbl.

28. MNporpammMHo-annapaTHble  3awuTbl  UMHPOPMAUMOHHBLIX pecypcoB B  WHTepHer.
MexceTeBble 3KpaHbl, UX (PYHKUNN U HA3HAYEHWUS.

29. Kputepumn oueHkn 6e30nacHOCTU KOMMbHOTEPHbIX cuctemM. CTpykTypa TpeboBaHui
6esonacHocTu. Knaccbl 3almLLeHHOCTH.

30. EguHble kpuTepum 6e30nacHOCTU MHAOPMAUMNOHHBLIX TEXHOMNOMMN. NoHATHe npodungd
3awmTbl. CTpyKTYpa Npoduns 3awmThbl.

31. EguHble kpuTepun ©6e30MacHOCTU MHMOPMALMOHHBIX TeXHONornn. lMNpoekT 3awuTbl.
TpeboBaHus 6e3onacHoCTH (PyHKUMOHaNbHbIE TpeboBaHNA N TpeboBaHMA aAeKBATHOCTHN).

32. lNoHaTMe anekTpoHHOM umdpoBon nognucu. Mpouenypbl bopMupoBaHus LMPPOBOM
nognucu.

33. Metogbl HecummeTpuyHOro  wndgposaHus. Mcnonb3oBaHne  HECUMMETPUYHOIO
WwndpoBaHna ana obecnevyeHnss LENOCTHOCTU OaHHbIX.

34. CpeactBa obecnevyeHuss uHpopmaumoHHon ©6esonacHocth B OC  Windows.
PaarpaHuyeHue goctyna K gaHHbIM. ['pynnoBas nonuTuka.

35. NMpumeHeHne dannoson cuctembl NTFS ana obecnevyeHnss MHGOPMaLMOHHOM
6esonacHoctv B Windows. Cnwnckm KoHTpona poctyna kK pAaHHeim (ACL) ux ponb B
pasrpaHMyeHun 4oCcTyna K AaHHbIM.

36. NMpumeHeHne cpegctB Windows ana  npegoTBpawleHusl  yrpo3  pacKpbITUS
KOH(pmnaeHumanbHOCTK AaHHbIX. LndpoBaHme gaHHbIX. yHKUMK 1 Ha3HaveHne EFS.

37. PasrpaHuyeHnune goctyna k gaHHeim B OC cemenictea UNIX.

38. OcHoBHble 3Tanbl pa3paboTky 3alUMLLEHHOW CUCTEMbI: onpegerieHne  noUTUKK
B6es3onacHocTn, npoekTnposaHne mogenun UC, paspabotka koga VC, obecneyeHne rapaHTun
COOTBETCTBUA peanusaunm 3agaHHON NonuTuke 6e3onacHoCTU.



39. MNpuumHbl  HapyweHna  GesonacHocTM  uMHGopMaumm nNpu  ee  obpaboTke
Kpyntorpadu4eckummn cpecrTsamu.

40. MNoHATMEe aTakm Ha cuctemy MHGOpMauMoHHoM 6GedonacHoctn. OcobeHHOoCTH
NOKanbHbIX aTak.

41. PacnpegeneHHble NHPOPMaLNOHHbIE CUCTEMBDI. YpaneHHble aTakm Ha
MHGOPMALMOHHYIO CUCTEMY.

42. KaHanbl nepegayy AaHHbiX. YTeyka WHGopmauuu. ATaku Ha KaHanbl nepegayu
AaHHbIX.

43. OnekTpoHHas noyTta. lNMpobnembl o6ecneyeHnss 6e30nacHOCTN NOYTOBLIX CEPBUCOB U NX
peLueHuns.

44. BupTyanbHble YacTHble CeTU, X (PYHKUMM N Ha3HaYEeHME.

45. CeTeBble BOWHbI: Lenu, 3ajayn, cueHapum U cpeacTBa WMX MNpPOBeAeHMus, OLeHKa
NepcnekTMB pasBuUTUS U NPOTUBOAENCTBUS B KOHTEKCTe obecneyeHns WHEGOOPMaLMOHHOM
BGesonacHoCTY rocygapcTsa.

46. CoumnanbHble CeTU Kak MHCTPYMEHT OpraHnsaunum NpoTECTOB U « PEBOSIHOLMIA»: CNOCOODI
N cpeactsa BO3MYLLEHMS couMyMa, CcueHapun ocrabneHuss U CBEepXXeHUs Bactu, Mepbl
NPOTUBOAENCTBMSA B KOHTEKCTE obecneyeHnsa nHpopmaumnoHHom 6e30nacHOCT rocyaapcTaa.

47. CTaTUCTUYECKNA aHanNn3 BCEBO3MOXHbIX KITAaCCOB M TUMOB aTak Ha MHOPMaLUMOHHbIE
WH(O-CUCTEMBI:  Lenu, YactoTa artak WM BennumMHa yuwepboB OT WX peanusaumu,
COOTBeTCTBYOLLAdA
OLEeHKa PUCKOB B AMHaMuke pas3Butusa cdepbl MHGpOpMaumoHHon 6e30nacHOCTH, BbIBOAbI
OTHOCMUTENbHO OMNACHOCTU U BO3MOXHOCTEN NPOTUBOAENCTBUS.

48. AHann3 n noprotoBka 0630pa HayYHO-TEXHUYECKMX MaTepuarioB MO reTeporeHHbIM
ceTsM B KOHTEKCTe obecneyeHuns nx 6e3onacHocCTu.

49. Pa3Butne Hay4YHO-METOAMYECKOro obecneyeHns Teopum BEeTBALMXCA MPOLECCOB Ha
aHanua pacnpoctpaHeHus BpeAOHOCHOro NporpaMMHoro obecnevyeHms B ceTeBbIX CTPYKTypax.

50. Pa3Butne Hay4yHO-MeToaM4ecKoro obecneyeHmst Teopum criydamHblx rpadoB Ha aHanus
XMBYYECTU CETEBLIX CTPYKTYP.

51. OnacHoctb DDOS-atak n pucKk-Mo4enupoBaHMe WX pPasHOBUOHOCTEN B KOHTEKCTE
NPOTUBOLAENCTBMS.

MpomexyTouHas aTTecTaums nNo NpakTuke BKIOYaeT NOArOTOBKY M 3aluUTy oTyeTa.

OT1ueT cogepxuT crnegylowme cocTtaenawowme: obpaboTaHHbIM U CUCTEMATU3NPOBAHHBIN
MaTepuan no TemMaTuke MNPaKTUKW; 3KCMEPUMMEHTANbHYD YacTb, BKMHOYAOLLY0 OCHOBHbIE
MEeTOAbl NPOBEAEHUA UccnegoBaHna 1 ctatucTmyeckon obpaboTtku, obcyKaeHne nonyvYeHHbIX
pes3ynbTaToB; 3aKmnto4eHne, BbIBOAbI M CMIMCOK NUTEPaTYpPHbIX MCTOYHUKOB. OTYeT 06a3aTenbHO
noanuncbiBaeTca (3aBepsieTcsl) pyKoBoAUTENEM NPAKTUKN. PedynbTaTbl NPOXOXOEHUSA NPaKTUKK
AoknagbiBatoTca obyyarowmMmcs B BUAE YCTHOrO COOBLLEHUS C AeMOHCTpaumnen npeseHtTauuu
Ha 3acefaHuun kadeapbl (3akNOYUTENBHON KOHGEPEHLUN).

Mo pesynbTatam Joknaga C YY4eTOM XapaKTepUCTUMKM pPyKOBOOMTENA U KayecTBa
npeacTaBfieHHbIX OTYETHbIX MaTepuanoB oby4darlollemMycs BbICTaBMASIETCA COOTBETCTBYHOLLAA
oueHka (ouddepeHUMPOBaHHbIN 3a4eT MO MTOraM MNpPaKTUKU BbiCTaBnseTcs oby4varowmmcs
pyKOBOAUTENEM NPAKTUKN HA OCHOBAHWUM AOKNada M OTYETHbIX MaTepuanos, NpeacTaBneHHbIX
obyyvatowmmcs).

OueHka no npakTuke BbICTaBMSETCA PyKOBOOMTENEM MNPaKTUKU OT Kadeapbl HA OCHOBE
coaepXaHms oTdeTa CTydeHTa, OT3blBa PYyKOBOAUTENSA OT NPeanpusTvsi, BbICTYNNEHUA C
npeseHTaumen n OTBETOB Ha BOMPOCHI MO UTOraM MpPakTUKK.

OTyeT NO nNpakTUKe [OomKeH OblTb W3NOXEH TEeXHUYECKM TPaMOTHbIM SA3bIKOM C
NPUMEHEHNEM pPEKOMEHAOBAHHbIX TEepMWHOB W abbpesuaTtyp 6e3 opdorpadumyecknx u
rpammMaTtmyeckux owmbok. [Npu 3awmTe oTyeTa NO NpakTUKE OUEHWBAETCH COOTBETCTBUE
WHpopmauun, npeacTaBneHHoOM B OTYeTe, AaHHbIM U3 MHAOPMALMOHHbLIX PecypcoB obuiero
aoctyna cet IHTepHeT, Matepmanos Nekumii, y4ebHOM 1 TEXHUYECKOW NuTepaTypbl.



KoHeuYHbIMK pesynbTatamu OCBOEHUSA nporpaMmmbi NPaKTUKN ABMAKOTCA
ChOpMMpPOBaHHbIE KOTHUTUBHbIE OECKPUNTOPbI «3HaTb», «YMETb», «BflaAeTb», pacnuCaHHble
no otAaenbHbiM KomneTeHumam. OHM npeactaBneHbl B Tabnuue. dopmupoBaHMe 3TUX
AECKPMMNTOPOB MPOMCXOAUT B TEeYEeHMEe BCEro nepuoga MNPOXOXAEHUS MPaKTUKX, B pamMKax
BbIMOSTHEHNSI CAMOCTOATENBHON paboTbl HA MECTe NPOXOXAEHUS MPAKTUKMA MPU BbIMOSIHEHUN
pasnuyHbIX BUAOB paboT Noa pykoBOACTBOM PYKOBOAUTENS NPaKTUKM OT Kadeapbl.

[Ansa oueHkn geckpuntopoB KomneteHumn ucnonb3dyetca 100 6annbHasa wWwkana OueHOK.
Ona onpegeneHns akTUYECKMX OLIEHOK KaKOoro nokasaTens BbICTaBMSAKTCA criegyroume
Gann.l.

[Ona npeckpMnTopoB KaTeropmm «3HaTb»:

— TpeboBaHNAM KpuTepus (OTBET MOSMHbIA U MPaBUIbHbIA Ha OCHOBAHUW WU3YyYeHHbIX
Teopun; mMartepuarn U3NOXeH B onpeaenieHHOW fnormd4eckon nocrenoBaTenbHOCTU, HayYHbIM
A3bIKOM; OTBeT camocTosaTeNnbHbln — 85-100% oT MakcumansHoro konudectso 6annos (100
6annoB). COOTBETCTBYET OLEHKE - «OTIINUYHOY;

— pesynbTaT, coAepXalMin HEMNOSHbIA MpaBUIibHbIA OTBET WM OTBET, COAEpXallun
He3Ha4YUTENbHbIE HETOYHOCTM (OTBET [LOCTATOYHO MOSHbIA M NPaBUSTbHBLIA HAa OCHOBaHWUK
N3yYeHHbIX MaTtepuarnos, maTtepuan N30XEH B onpeneneHHom nornyeckom
nocrniegoBaTenbHOCTU, NPU 3TOM AONYLWEHbI ABE-TPU HECYLLECTBEHHbIE OWWNOKK), 75-84% oT
MaKkCMMarnbHOro KonuyecTtsa 6annoB; COOTBETCTBYET OLIEHKE - «XOPOLLOY;

— pesynbTaT, coAepXalwMh HEMNOSHbIA MpaBUnbHbIN OTBET WM OTBET, COAepXalluu
3HayuTernbHble HETOYHOCTU (NpW OTBeTe AonyuwleHa CywecTBeHHas owwubka, unu B OTBeETe
cogepxutca 30 - 60% HeobOXoouMbIX CBeOEHWUA, OTBET HEeCBA3HbIN) — 60-74 % oT
MaKkCUMarnbHOro KonuyecTtaa 6annoB; COOTBETCTBYET OLEHKE - «yOOBIETBOPUTENBHOY;

— pesynbTaT, cogepXallimin HENOSTHLINM NpPaBuibHbIM OTBET (CTEMNEHb MOSHOTHI OTBETA —
meHee 30%), HenpaBunbHbIA OTBET (OTBET HE MO CYyLLEeCTBY 3aJaHndA) Unn oTCyTCTBME OTBETA,
T.e. OTBET, He COOTBETCTBYWOLMA MNOMHOCTbIO TpeboBaHuam kputepus, — 0 % oT
MakcumarnbHOro konuyectsa 6annos. COOTBETCTBYET OLIEHKE - «HEYAOBETBOPUTEITBHOY.

Ona peckpMnTopoB KaTeropumn «Ymetb» un «Bnagertb»:

— BbINOJIHEHbI BCE TPEOOBAHMS K BbINOSTHEHMIO, HANMMCaHMIO N 3aWmuTe OoTYeTa. YMeEHue
(HaBbIK) ccopmmpoBaHo nonHocTbldo — 85-100% OT MakcMmanbHOro konuyectsa 0Gannos.
CooTBeTCTBYET OLEHKE - KOTIIUYHOY;

— BbINOJSIHEHbI OCHOBHbIE TPEBOBAHUSA K BbINOMHEHNIO, OOOPMITEHNIO N 3aliUTE OTYeTa.
MmetoTca oTaenbHble 3aMevaHns U HegocTaTku. YMeHne (HaBbik) COOPMMPOBAHO OOCTATOYHO
NoJsiHO — 75-84% oT MakcumManbHoOro konmyectsa 6annos. COOTBETCTBYET OLEHKE - «XOPOLLIOY;

— BbINOSIHEHbI 6a30BLIe TPeboBaHMS K BbIMNOMHEHUIO, OOPMIIEHMIO MU 3aLLMTE OTYeTa.

MmeroTca JoCTaTOYHO CyLLEeCTBEHHblE 3aMeydyaHUs U HegoCTaTKu, Tpeldywne 3HaunuTenbHbIX
3aTtpar BpPEMEHW Ha wucnpasreHve. YMeHne (HaBblk) CCOOPMMPOBAHO HA MMHMMAIbHO
AonycTtnmMom ypoBHe — 60-74% oT makcumarnbHoro konmyectea 6annoB. COOTBETCTBYET OLIEHKE
- «yOOBNETBOPUTENBHOY;
TpeboBaHNA K HanucaHuio U 3awmte oTtdyeTa. MIMeTCss MHOrOYUCIEHHbIE CYLLECTBEHHbIE
3aMeyaHus U HeJocTaTku, KOTopble He MOryT ObiTb MUcnpasfeHbl. YMeHue (HaBblk) He
cchopmmpoBaHo — 0 % OT MakcumanbHoro konudectsa 6annoB. COOTBETCTBYET OLEHKe -
«HEeyOoBMNeTBOPUTESTbHOY.

[na aTtTectauumn CTyOeHT NpeabsiBnsieT OHEBHWK MPakTWKW, 3adaHuMe PyKOBOAMTENS Ha
NPOXOXOEHME NPaKTUKM M 0GOpPMNSEeT pesynbTaTbl MNPaKTUKM B BMAE OT4YETa U FOTOBUT
BbICTYNMEHNE C Npe3eHTaunen no pesynbtatamMm NpakTuKK.

[ns oueHnBaHMs pe3ynbTaToB 00y4YeHMs1 HA 3a4eTe C OLEHKOM mncnonbdyertcsa 4-6annbHas
wana: «OT/AINYHO», «XOPOLLO», «yOOBMETBOPUTENBHOY, KHEYAOBNETBOPUTENBHOY.
CooTHOoLEeHME nokasaTenemn, KPUTEPUEB W LLKarbl OLEHNBAHUSA pe3yrbTaToB 00yyYeHus.

YpoBeHb
KpuTepuu oLeHMBaHUSI KOMNETEHLMIA CchOpMMPOBAHHOCTM LLikana oueHok
KOMMNeTeHLUWnn




3HaTb: pe3ynbTaT, COoAEPXALLMI MOMHbIA MNpPaBUIbHLIA OTBET, MOMHOCTbIO | [To8biWeHHbIlU ypo8EHb OmrnuyHo
COOTBETCTBYET TpeboBaHWsIM KpuTepusi (OTBET MOSHBLIA U MPaBUNIbHBIA Ha
OCHOBaHUN W3YYEHHbIX TEOpW; MaTepuan W3MOXeH B ONpeaeneHHow
rniorn4yeckon nocrnegoBaTenbHOCTH, Hay4HbIM AA3bIKOM; oTBeT
CaMOCTOSATENbHbIN.

«YMeTb» W «BrapeTb»: BbINOMHEHbI Bce TpeboBaHWMA K BbINOMHEHWUIO,
HanucaHuio 1 3awuTe oT4eTa.

3HaTb: pesynbTaT, coAepXalliuMin HEenonHbIN NPaBWmbHbLIM OTBET WX OTBET, basoesili yposeHb Xopouwo
coepXallni HesHauuTenbHble HETOYHOCTW (OTBET AOCTATOYHO MOSHbIA U
NpaBUIbHbLIA HAa OCHOBAHWM M3YYEHHbIX MaTepuaroB; MaTepuan U3NOoXeH B
onpeneneHHon NorMyeckor NocneaoBaTenbHOCTU, MPU 3TOM AONyLLEHbl OBe-
TPU HECYLLLECTBEHHbIE OLLUMOKM).

«YMeTb» 1 «Bnagetb»: BbINOMHEHbI OCHOBHblIE TPEOOBaHWS K BbIMOMHEHWIO,
ocopMmneHnio 1 3awmTe oTyeta. WmeloTca oTaenbHble 3aMedaHus u
HegocTaTkn. YMeHue (HaBblK) ChOpMMPOBAHO AOCTATOYHO MOSTHO

3HaTb: pesynbTaT, coAepXalliMin HEenonHbIN NpaBurbHbLIM OTBET WK OTBET, lMopoeosesili yposeHs Y0oenemeopum
cojepxawmi  3HauuTenbHble  HETOYHOCTW  (MpyM  OoTBeTe  JonylleHa er1bHO
cyuiectBeHHasa owwnbka, unu B otBeTe cogepxutca 30 - 60% HeobxoouMbIX
CBEEHUI, OTBET HECBA3HBIN)

«YMeTb» 1M «BnapeTtb»: BbiMonHeHbl 6a3oBble TpeboBaHMSA K BbIMOMHEHUIO,
ochopMneHnio M 3awmTe oT4yeTa. VMewTcs [OCTaTOYHO CYLUECTBEHHbIE
3aMeyaHus MU HepocTaTky, Tpebyolme 3HauMTenbHbIX 3aTpaT BPEMEHW Ha

ucnpasneHve.
3HaTb: pesynbTaT, codepXaluii HemnomnHbI NPaBWrbHbIA OTBET (CTeneHb - Heydoenemsop
nonHoTbl otBeTa — meHee 30%), HenpaBUIbHbIA OTBET (OTBET HE MO CYLLECTBY umersibHo

3aaHusl) wnuM OTCyTCTBME OTBeTa, T.e. OTBET, He COOTBETCTBYHLLUNA
MONHOCTbI0 TPEBOBaHMSAM KpUTEPUS.

«YMeTb» 1 «Brnagetb»: TpeboBaHusA K HanvMcaHuto U 3awuTe otyeTa. Mivetotes
MHOFOYMCIEHHbIE CYLLECTBEHHbIE 3aMeyaHusi U HegocTaTku, KoTopble He
MOryT 6bITb UCMPaBIEHbI.

20.3 ®oHJ 01IEeHOYHBIX CPeACTB C(POPMHUPOBAHHOCTH KOMIIETEHIIMH CTY/IEeHTOB, PEKOMEHyeMbIii 117151
NPOBe/IeHUsl IMarHOCTHYECKUX padoT

OlK-7. CnocobeH co3gaBaTb NporpaMMbl Ha A3blKax BbICOKOTO Y HU3KOrO YPOBHS, MPUMEHATb METOAbI U
WHCTPYMEHTanbHble CpeacTBa NPOrpaMMUPOBAHUA Ons  pelleHus  npodeccuoHanbHbIX  3agad,
ocyLLecTBNATb 060CHOBaHHbIM BbIOGOP MHCTPYMEHTapUs NporpaMMmMpoBaHnNs U CNOCcOBOB opraHuM3aumm
nporpaMmm

OlK-7.5 ymeet paspabaTbiBaTb M peann3oBbiBaTb Ha $A3blke BbICOKOTO YPOBHSA anropuTMbl
peLLeHNs TMNOBbIX NPodeCcCcnoHanbHbIX 3aaad

OlK-7.9 3HaeT obwme cBefeHUa O MeTodax MPOEKTUPOBaHWS, AOKYMEHTMPOBaHMS, pas3paboTku,
TECTMPOBaHMA U OTNaaKM NPorpaMMHoOro obecneveHms

OlK-7.10 ymeeT NpuMMEHATb U3BECTHble MEeToAbl NMPOrpaMMUPOBaHUA U BO3MOXHOCTM 6a30BOro
A3blka NPOrpaMMMPOBaHNS ANS peLleHns TUMOBbIX NPOdECCMOHaNbHbIX 3a4ay;

OlK-7.12 3HaeT HeobxoaMMble 1 JOCTATOYHbIE YCITOBUSA ONTUMANbHOCTM 3a4a4yn MaTemMaTU4ecKoro
NporpaMMmnpOBaHuSI.
OlK-8. CnocobeH nNpUMEHSITb METOAbl Hay4HbIX WCCREeAOBaHWA Npu npoBedeHuM paspaboTok B
obnactu obecneveHnsa 6e30MacHOCTM KOMMBIOTEPHBIX CUCTEM U CETEN

Orl1K-8.11 Bnageet cnocobammn mogennpoBaHus 6e30MacHOCTM KOMMbIOTEPHbBIX CUCTEM, B TOM
yucne MoaenupoBaHUs ynpaBneHWs LOCTYNMOM M UH(OPMAaUMOHHBIMW MOTOKAMW B KOMIMbIOTEPHbIX
cuctemax

OlK-8.14 ymeeT nNpPUMEHSTb METOObl 9OKCNEPUMEHTANbHOIO WCCNEAOBaHUSA MNpU  pPeLUeHUM
npodeccnoHarnbHbIX 3agad
OlK-9. CnocobeH pewatb 3agaqm npodeCccMoHanbHOM AeATENbHOCTM C Y4ETOM TEKYLLIEro COCTOSHUA U
TEHOEHUNA pas3BuUTMA METOAOB 3alMTbl MHOPMauUMM B OMNEPALMOHHBLIX CUCTEMAX, KOMMbIOTEPHbIX
CeTaAX U cucTemax ynpasneHns 6asamm AaHHbIX, a Takke MeToA0B U CPEACTB 3almTbl MHOpMaLUUnM oT
YTEYKM NO TEXHUYECKUM KaHanam, ceTen u CUCTEM nepenaym nHopmauum

Or1K-9.15 ymeeT aHanuanpoBaTb M OLEeHUBATb Yrpo3bl HpOPMaLUMOHHON 6e30nacHOCTM OObEKTA;
OlK-13. CnocobeH paspabaTbiBaTb KOMMNOHEHTbI NMPOrpaMMHbLIX M NPOrpaMMHO-annapaTHbIX CpeacTs
3aWnTbl MHpOPMaLMK B KOMMbIOTEPHBLIX CUCTEMAX U MPOBOANTL aHanmn3 ux 6esonacHocTu

OlK-13.5 ymeetr paboTaTb C WHTErpypoBaHHbIMM cpedamMun pa3paboTkM NPOrpammHOro
obecneyeHus;



OlK-13.6 BnageetT HaBblkamMy pa3paboTku, OTNagkW, LOKYMEHTUPOBAHUA U TeCTUPOBaHUS
nporpamm;

OrlK-13.12 ymeeT hopMann3oBaTb NOCTaBNEHHYIO 3a4ayy;

Or1K-13.13 ymeeT paspabaTbiBaTh 90 EKTUBHbBIE arirOPUTMbl U MPOrpamMMbl;

OlK-13.14 ymeeT NpoBOAMWTb OLIEHKY BbIMUCITUTENBHOM COXHOCTM anroputma;

OlK-13.15 ymeeT nnaHupoBaTb pa3paboTKy CNOXHOro NporpaMmHoro obecneveHus;

Orl1K-13.16 BrnageeT MeTogamMum OLLEHKM KadecTBa roTOBOro NporpaMmMHoro obecneyeHus;

OrllK-13.17 Bnageetr HaBblkamu  pas3paboTkMm  anropuTMOB  ONsl  PelleHnss  TUMNOBbIX
npogeccnoHanbHbIX 3a4ay;

OrllK-13.18 YmeeT npumeHaTb CpeacTBa U MeTOoAbl aHanm3a nporpaMMHoro obecnevyeHus ans
BbISIBNEHWS 3aKnagok

OlK-13.19 YmeeT npuMeHATb MeToAbl aHanmM3a MNPOEKTHbIX pelweHnn ana obecneyeHus
3aLMLLEHHOCTU KOMMBIOTEPHBIX CUCTEM.

OrllK-13.21 YmeTb nNpuMEHATb COBPEMEHHble cpeacTBa obecneyeHnss MHPOPMALNOHHOM
6e30nacHOCTM NporpamMmm 1 AaHHbIX

OlK-13.23 YmeeT npoBOAMTb aHann3 NporpamMMHbIX CPEACTB, MPUMEHSEMbIX ONsi KOHTpONs u
3aLnTbl MHG OPMaLMn
Ol1K-4.1 CnocobeH opraHn3oBbIBaTh 3aUTy MHPOPMaLMM B KOMMbIOTEPHBIX CUCTEMAX M CETAX

OlK-4.1.3 cnocobeH Mcnonb3oBaTb $13blkKM U CUCTEMbI NMPOrPAMMUPOBAHUSA, MHCTPYMEHTanbHbIE
cpeactBa npu obecnevyeHun 3awmnTbl UMHOPMaUMM B KOMMBIOTEPHBIX CUCTEMAxX MpU  peLLeHUn
pasnnyHbIX NpodeccMoHarbHbIX, UCCNeaoBaTENbCKUX U MPUKNagHbIX 3a4av;

OlK-4.1.4 cnocobeH BbINONHATL pas3paboTky W  BHeApeHne cucteMbl obecneyeHus
MHOpMaLMOHHON 6e30nNacHOCTM  KOMMbIOTEPHbLIX CUCTEM, aHanM3MpoBaTb W OLEHMBaATb ee
OTKa30yCTOMYMBOCTb W BblpabaTbiBaTb MEPbI MO €€ yIyYLIEHWIO;

OlK-4.2 CnocobeH aHanuanpoBaTb 3alULLEHHOCTb, NPOBOAUTb MOHWUTOPUHI, ayAuUT U KOHTPOSbHbIE
npoBepkn paboTocnocoBHOCTM M 3aLUMLLEHHOCTM KOMMbIOTEPHbLIX CUCTEM M ceTer (no obnactsam
NPUMEHEHWS)

OlK-4.2.2 3HaeT Ha3Ha4yeHne U OCHOBHbIE 3aayn ayauTa, MOHUTOPUHIA N KOHTPOSbHbBIX MPOBEPOK
PYHKLMOHMPOBAHMSA U 3aLLMLLEHHOCTM KOMMNBIOTEPHBLIX CUCTEM U CETEN;

Orl1K-4.2.3 BnageeT HaBblkamMu MPOBeAEHMS aHanusa 3alULEeHHOCTM, MOHUTOPWHra, ayguta u
obecnevyeHns KOHTPOSbHbIX MPOBEPOK (PYHKLMOHNMPOBAHUA U 6€30MacHOCTM KOMMbIOTEPHbLIX CUCTEM U
ceTen;

Orl1K-4.3 CnocobeH paspabaTtbiBaTb U aHanM3MpoBaTb KOPPEKTHOCTb MOSIMTUKM MHAOPMAaLMOHHOWN
6€e30MacHOCTM KOMMNbIOTEPHbBIX CUCTEM U ceTen (No obnacTam NpMMeHeHUs)

Or1K-4.3.3 cnocobeH paspabaTbiBaTb hopmarnbHble MOAENN MOMUTUK BE30MacHOCTU N NONUTUKA
ynpaBneHnsa Joctynom, hopMmMpoBaTh NOSIUMTUKY MHGAOPMALNOHHON 6e30NacHOCTU, aHanM3MpoBaTb ee
KOPPEKTHOCTb, OpraHn3oBbiBaTb W NOAOEPXMBaTb BbINOMIHEHWE KOMMMekca Mep no obecneyeHuto
MHAOPMaLIMOHHOM ©6€30MacCHOCTY KOMMbIOTEPHBIX CUCTEM U CETEN;

OrllK-4.3.5 cnocobeH nMpuMMEHATb MpPOrpaMMHble CpeacTBa  MNPUKNAgHOro, CUCTEMHOrO U
cneumanbHOro HasHadeHusa npu paspaboTke 1 aHanmse NONNTUKM MHPOPMaLNOHHON 6e30NacHOCTY;
MK-1 CnocobeH npoBoguTb aHanuia TpeboBaHWA U BbINOMNHATL pPabOTbl MO  MNPOEKTUPOBAHUIO
NporpaMMHbIX M annapaTHbIX KOMMOHEHT CUCTEMbl ©6€30MacHOCTU KOMMbIOTEPHbLIX CUCTEM M CETEN, B
TOM YuCrie C NCNOSIb30BaHMEM COBPEMEHHbLIX METOA0B M CPEACTB 3aLMThl UHOpMaLmn

MK-1.1 npumMeHsaeT coBpeMeHHble MeToAbl pa3paboTKM NPOrpaMMHOro obecnevyeHms n TEXHONOru
NporpaMMmnpOBaHus;

MK-1.3 ncnonb3yeT NpUHLMMIBI KOMMAEKCHOW pa3paboTku npasus, npoueayp, NpMemMoB U METOLOB,
npu co3gaHumn cpeacTB 3amTbl MHOPMaLMK, B TOM YMCNe C MCNOMNb30BaHMEM COBPEMEHHbBIX METOAOB
1 cpencTB pas3paboTkm nporpamMmmHoro obecneyeHus;

MK-2 CnocobeH npuHMMaTb ydacTue B IKCMEpTU3E M aHanuae ys3BMMOCTEN, Yrpo3 M WMHUWOEHTOB
MHOPMaLMOHHOM 6e30MacHOCTU B KOMMbIOTEPHBLIX CUCTEMAX U CETAX

MK-2.2 cnocobeH NpoBOAUTbL aHanNU3 KOMMbIOTEPHbIX CUCTEM C LENbl OnpeaereHns ypoBHSA
3aLUNLLEHHOCTN 1 aoBepua ¢ nocneayrowmm obobuieHmnem n ob6paboTkon nHdopmauun, NOsyYeHHoOW B
XO[e uccrneaoBaHui;

MK-2.5 npoBoauT TeopeTuyeckue W nNpUKNagHoe WuccnefoBaHWe YPOBHEN 3alUULLEHHOCTU
KOMMNBIOTEPHBLIX CUCTEM U CETEMN;

MK-3 CnocobeH y4actBOoBaTb B paboTax MO MPOEKTUPOBAHWUIO CUCTEM 3awuTbl WMHOpmaummM B
KOMMbIOTEPHBIX CUCTEMax W CceTax nNpu peweHun npodecCnoHanbHbIX, MWCCNeaoBaTenbCKUX U
NpyKnagHbIX 3agay



MK-3.3 cnocobeH npoBoauTb aHanm3 6e30nacHOCTM KOMMbIOTEPHbIX CUCTEM C WUCNOSIb30BaHWEM
aKTyarnbHbIX CTaH4APTOB B 06nacTn KoMnboTepHON 6e3onacHocTy;

MK-3.4 cnocobeH npoBOAUTb aHanu3 u dopmannsaumilo NocTaBneHHbIX 3agady B obnactu
6e30nacHOCTM KOMMbIOTEPHBLIX CUCTEM U CETEN.

Bonpocbl ¢ BapuaHTamMmm oTBETOB
1. KTo siBNsieTCs OCHOBHbIM OTBETCTBEHHbLIM 32 ONpeaernieHme YpoBHS Knaccudukaumm nigopmaunmn?
— nonb3oBaTenb;
— BRnapgenedu;
— pyKkoBoOAuTENb NPeanpuUATUS
2.1S0O 17799 He oxBaTbIBaeT
— Tonutnky 6esonacHoCTH
— OpranusaumnoHHas 6e3onacHoCTb
— Knaccudmkaumsa n KOHTponb nmylLLecTsa
— besonacHocTb NnepcoHana
— ®usnyeckan 6e3onacHocTb N 6€30nacHOCTb cpeabl
— YnpaBneHne KOMMyHUKaLMaMM U onepaumsamm
— KoHTponb goctyna
— PaspaboTtka n nogaepxka cuctem
— Tlopoepxka HeNpepbIBHOCTM AENOBbIX NPOLLECCOB
— CooTBeTcTBME NONUTUKE
— OxBaTtblBaeT Bce
3. O6si3aHO N NUUO, ocywecTehsowee 06paboTKy NepcoHarnbHbIX AaHHbIX MO MNOPYYEHUIO onepaTopa,
nosny4atb cornacue cydbekta nepcoHarnbHbIX aHHbIX HAa 06paboTKy ero nepcoHarnbHbIX AaHHbIX:
— He 005s13aHO;
— 0043aHo;
— He 0643aHO TONbKO B Cry4asx, NPegyCMOTPEHHbIX 3aKOHOM.
4., K Kako u3 COCTaBNsAOLWMX CUCTEMbI 3almTbl WMHGOPMAaUMU OTHOCATCA CpeacTBa MNOXapHOWM
CUrHanuM3auum N NOXapoTyLLUEHUS:
OpraHn3aLmMoHHON
nporpamMmmMHom
TEeXHU4YEeCKoMn
—  WH(OPMALMOHHO-IMHIBUCTUYECKOWN
5. Ncnonb3ayemble cpencraea 3awmTbl MHpopmaumm B ACO[] Ha HavyanbHOM aTane:
— MaTepuanbHble
— MOparnbHO-3TMYecKMe
— HecdbopmarnbHble
— dopmanbHble
6. Kakas 13 npuBedeHHbIX TEXHUK ABNAETCA CaMOW BaXKHOW MpU BbIOOPE KOHKPETHLIX 3aLLUUTHBLIX Mep?
— aHanus puckos
— aHanus 3atpart / Bbirogbl
— pesynbTaTbl aTTecTaumm
7. Komnnekc Mep n CpeacTB, a Takke OeATeNbHOCTb Ha MX OCHOBE, HanpaBfieHHas Ha BbiSIBNEHUWeE,
OTpaXkeHne 1 NMKBMAALMIO pas3NnyYHbIX BUAOB yrpo3 6e3onacHOCTM o6bekTam 3alumThbl Ha3blBaeTCS
— CUCTEMOW yrpos;
— CUCTEeMOW 3alUuThl;
— cuctemon besonacHocTy;
CUCTEMOM YHNUTOXEHUS.
8.06ecne4veHne nHpopmaumoHHon 6e3onacHoCcTn ecTb obecneyeHme. ..
— Hesasucumocmu uHgopmayuu
U3meHeHuUs uHgopmayuu
KonuposaHus uHghopmayuu
CoxpaHHocmu uHgopmayuu
[MpeobpasosaHust uHghopmayuu
9. UckyccTBeHHble yrpo3bl 6€30MacHOCTU MHAOPMaLMN BbI3BaHbI:



— AeATeNbHOCTbLIO YernoBeka
— owubkamum npu NPOEKTUPOBaHMM CUCTEMbI Ge3onacHOCTM, ee 3neMeHTOB wnu paspaboTke
nporpaMmmHoro obecneyeHuns
— owwunbkamu npun AencTBUAX NepcoHana
—  KOPBICTHBbIMU YCTPEMIIEHUAMU 3N10YMbILLIIEHHNKOB
10. MNpwn kakoM Tune aTakn cTeneHb aKTUBHOCTU KpUNTOAHaNMTUKa HanBbicLlasa?
— KpunToaTaka C MICNOJSfIb30BaHMEM KpUNTOrpamm;
— KpvnToaTaka C UCMOSib30BaHNEM OTKPbITbIX TEKCTOB M COOTBETCTBYIOLLMX KPUMTOrpamm;
— KpunToaTaka C UCMoJyib30BaHMEM BbIOMpPaeMbIX KPpUNTOAHANIUTUKOM OTKPbITbIX TEKCTOB U
COOTBETCTBYHOLUUX KpUNTOrpamMm
11. AndppbepeHumanbHbIi KpUNToaHann3 oTHOCUMTCS K aTakam:
a) Ha ocHoBe wundpTtekcta
b) Ha ocHoBe OTKpbITbIX TEKCTOB
c) Ha ocHoBe Nnogo6paHHOro OTKPbLITOro TeKcTa
d) Ha ocHoBe apanTMBHO NOAOGPAHHOrO OTKPbLITOrO TeKCTa
12. Cnocob 3awuTbl MHOPMaLMK, MPU KOTOPOM KOHKYPEHT BBOAUTCA B 3abnyXaeHne OTHOCUTENBHO
AEATENbHOCTN N HaMEpPEHUI:
1. kognpoBaHue
2. kpuntorpadus
3. ynpasrieHue
4. MackupoBKa
13. MNMepeuncnute BuAObl ANEKTPOHHOW MNOAMNUCHK:
a) npocTas, CroXxHasi, KOMOMHMPOBaHHas;
6) npocTas, KBanuruMpoBaHHas, CroXHasi;
8) npocmasi, keanughuyuposaHHasi, HekeanuguyupoeaHHasl.
14. NpeHTndmrkauma aTo:
a) npouecc npeabsaBreHns nonb3oBaTenem naeHTMukaTopa;
6) npouecc NoATBEPXKAEHMSA NOANMHHOCTH;
8) cpaeHeHue npeodbsieNIsieMbix UOeHMuguUKamopoe C [epeyHeM [PUCBOEHHbIX
udeHmughukamopoe.
15. Kakyto ponb nrpatoT LLEeHTpbl cepTudomKaumnmn Knodei:
a) OHW WUrpalT poSib [OBEPEHHOW TpeTbel CTOPOHbl ANA [oKasbiBaHUA dakTa nepegayu
nHdopmaumu;
6) OHu cnyxam Onss pes2ucmpayuu aboHeHmMoOe, uU320MOBJIEHUsI cepmuguKkamos
OMKPbIMbIX KJIlOYel, XpaHeHuUsl U320MOeJIeHHbIX cepmugukamos, mnoddepkaHus
8 akmyaslbHOM COCMOSIHUU CrpasoYyHuUKa delicmeyrouwux cepmugukamos U eblnycKa
crnucka ocpoYHO OMO38aHHbIX cepmugbukamos;
16. MogensiMm Tvna «4epHbIr ALWKK» ABNASKTCA
a. Mogenu mblilwneHus
b. Mogenu, onucebiBawoLwme 3aBUCMMOCTb MapaMeTpoB COCTOSHUSA oObObekTa OT BXOAHbIX
napameTpoB
c. Mopenu, onucbiBaowmMe BxOAHble U BbIXOAHbIE MapameTpbl O6bekTa 6e3 yyeTta
BHYTPEHHEMN CTPYKTYpbl 00beKkTa
d. Mogenu «aBapurHOro» SlLinKa Ha camoneTax
17. Mogenamun Tuna «Benbii ALWWK» ABNATCA
a. Mogenu mbilwneHus
b. Mogenu, onucbiBarowme 3aBUCUMOCTb NapaMeTPOB COCTOSAHUA O00bEeKTa OT BXOAHbIX
napamMeTpoB
c. Mogenu, onucbiBalowme BXogHbIE U BbIXOAHbIE NapamMeTpbl 06bekTa C Y4ETOM BHYTPEHHEN
CTPYKTYpbl O6bekTa
d. Mogenu, onucbiBaroLme BbIXO4HbIE A4aHHbIE B NporpaMmMme
18. YcTtaHoBUTE COOTBETCTBUE
1. MonHbIn B3NOM
2. mobanbHasa gegykumns
3. YactnuHasa gegykuus
4. NHdbopmaumoHHas geaykumna
1. KpuNTOaHaNUTUK paspabaTtbiBaeT (PYHKUNOHAmbHbIA 3KBMBANEHT MCCNesyeMoro anroputma,
Nno3BonALLMIA 3aMdpoBbIBaTh U paclundpoBbiBaTb MHOpMaLmMio 6e3 3HaHuS Knro4a.



2. KpyNToaHaNUTUKY yaaeTcs pacwumgpoBaTb UNn 3aingposaTb HEKOTOPbIE COOBLLEHUS.
3. KpMNTOaHaNUTUK N3BIEeKaeT CEKPETHbIN KoY.
4. KpUNTOAHANUTUK NONyYaeT HEKOTOPY MHApOPMaLMO 00 OTKPbITOM TEKCTE UM KITHOYeE.
OTBeT: 1-3, 2-1, 3-2, 4-4
19 Kakne n3 nepeymcrneHHbIX Kubepyrpos aBnarTca KnoyveBbiMM Ha Bnnkanwee 6yayuee? Boibepute
BCE NpaBusbHble OTBETHI.
— Yctponcrtsa loT kak nnowagka aonsa peanusaumm atak
— Cnam
— Tporpammbli-BbiMOraTenu
— Criminal-as-a-service (nepexoa kKn6epnpecTynHMKOB Ha CEPBUCHYIO MOAEeSb)
— [lporpaMmbi-LLNNOHBI
— «[lMpuspakn wuHTepHeTa npowsnoro» (yrpo3bl OT YycCTapeBLIero mnporpaMMHOro u
nporpamMmMHo-annapaTHoro obecne4yeHusi, KOTOpoe HaxoAUTCS B UHTEPHETE)
— [porpamMmmbl-manHepsb!
—  CKUMMWHI
20. Y10 Takoe HeCcaHKLUMOHMPOBAaHHbIN JOCTYN (HCA)?
1) JocTyn cy6beKkTa K 06 beKTY B HapyLleHUe yCTaHOBIEHHbIX B CUCTEME NpaBun
pasrpaHuyeHus gocTtyna
2) Co3fgaHune pesepBHbIX KOMUI B opraHn3auum
3) MpaBvna v nonoxeHwusi, BbipaboTaHHbIE B OpraHn3aumm ang obxoaa naponbHOM 3almThbl
4) Bxoa B cuctemy 6e3 cornacoBaHus C pyKoBoaMTENEM OpraHusaunm
5) YpoaneHue He HyXHOW nHpopmaLmm
21. B yeMm 3akno4aeTcsl OCHOBHAasi NpudnHa notepb MHopMaumn, ceasaHHom ¢ MNMK?
1) ¢ rno6anbHbIM XMLWEHMEM MHOpMaLK
2) C nosiBNEHNEM MHTEPHETa
3) c HepocTaTOYHOW 0OpPa30BaHHOCTLIO B 06nacTn 6e3onacHocTU
22. lNMpoTokonupoBaHwe 1 ayauT MOryT UCMOMb30BaTbCA ANS:
(1) npepynpexaeHusa HapyweHui NB
(2) obHapyxeHnA HapyLeHUn
(3) BOCCcTaHOBNEHUA pexnma UB
23. AyTeHTnduKaumMs Ha OCHOBE Napons, nepedaHHoro No CeT B OTKPbITOM BuAe, nrnoxa, NoToOMy YTO
He obGecneunBaeT 3aLLmTbl OT:
(1) nepexBaTa
(2) BOCNpOM3BeneHus
(3) aTak Ha 4OCTYNHOCTb
24. BupTyanbHas peanbHOCTb NogpasymeBaeT ...
A. co3gaHHbIM TEXHUYECKMMM cpeaAcTBaMM MUP, NepedaBaeMbli YenoBeKYy 4Yepe3 ero
oLlyLeHUS: 3peHune, Crlyx, ocsi3aHue u np.
B. BUpTyanbHble 06BHEKTbI, UHTErPUPOBAHHbLIE B BOCMPUATME NONb30BaTENSs, Kak YacTb pearbHOn
OKpY>KatoLLen KapTUHbI M1pa B peXnme pearibHOro BpeMeHM.
C. obbenmHeHne pearnbHOro 1 BUpTyarbHOro MUPOB ANsi CO34aHUSA HOBbIX OKPYXXEHWI U
BM3yanuaauumn, rae pusnyeckmi n ungpoBon 06bLEKTbI COCYLLIECTBYIOT U B3aUMOAENCTBYHOT B
peanbHOM BPEMEHW.
D. cosgaHue BMpTyanbHOro uMgpoBOro cLeHapusa ang BocnpounsseneHns Ha niobom megna-
YCTPOMCTBE.
25. Kakne TexHnyeckme cpeacTtsa MoryT ObiTb MCNOMb30BaHbl ANt AOKa3aTenbCTBa BMHbI YENOBeKa?
(1) »xypHansl gocTtyna
(2) GuomeTpUnyecKmMe KnoUm
(3) BMAeoHabnogeHve
26. CBepTOYHOE KOOMpPOBaHME
OTBeT: [Mpn CBEPTOMHOM KOAMPOBaHUW NpeobpasoBaHne MHMPOPMAaLMOHHBIX NocneaoBaTeNbHOCTEN
B BbIXOAHbIE W KOOOBblE MPOMCXOAUT HenpepbiBHO. Kogep OBOMYHOrO CBEPTOYHOIO Koda COOEPXKUT
CABUraloLLMi perncTp u3 m paspsaoB M cymmaTopbl N0 MOAyNo 2 ans obpasoBaHmsi KOAOBbLIX CMMBOJIOB
B BbIXOOHOW MocneaoBaTeNnbHOCTU. Bxoabl cymmaTopoB coeguHeHbl C onpeaenéHHbIMU paspsgamu
perncrtpa. KommyTtaTtop Ha BbIxode ycTaHaBnvMBaeT 04epedHOCTb MOChINKU KO4OBbIX CUMBOSOB B KaHan
CBA3WN.
27. [nsa Kakoro MCTOYHMKA OTKPbITbIX TEKCTOB BEPOATHOCTM NOSIBIIEHNA K -rpamMM B TEKCTE 3aBUCAT OT
X MecTa B TekcTe?



OTBeT HecTtaumMoHapHbIn
28. Kakas kpynToaTtaka OCHOBaHa Ha 3HaHUWM OTKPbLITOro TEKCTa ANg CnyvariHbIX (hparMeHToB
wnppoTtekcra?

OTBeT: Ha OCHOBE OTKPbITbIX TEKCTOB

Kputepun u wkanbl oueHnBaHus 3agaHmn ®OC:

[nsa oueHMBaHWs BbINONHEHWUS 3a4aHU Ucnonb3yeTcs GannbHas wkana:

1) 3akpbITble 3agaHust (TECTOBbIE C BApUaHTamMm OTBETOB, CPEAHUI YPOBEHbL CIOXHOCTK):
— 1 6ann — ykasaH BepHbI OTBET;

— 0 6annoB — ykasaH HeBEpPHbIV OTBET (MOSMTHOCTBLIO NN YACTUYHO HEBEPHbIN).

2) OTKpbITble 3afaHus (TECTOBbIE C KPAaTKUM TEKCTOBLIM OTBETOM, MOBLILLIEHHbIA YPOBEHb CIOXHOCTK):
— 2 6anna — ykasaH BepHbI OTBET;

— 0 6annoB — yka3aH HeBEPHbI OTBET (MOMHOCTLIO UM YaCTUYHO HEBEPHbIN).

3apaHusn pasgena 20.3 peKoOMeHAYHTCA K UCMONb30BaHUIO NPU NpoBeAeHUN ANAarHOCTUYECKNX
paboT C uenbi OLEHKM OCTaTO4YHbIX pe3ysibTaTOB OCBOEHUA AAHHOW AUCLMUNIIUHbI (3HaAHUM,
YMEeHUW, HaBbIKOB).



