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NMPOIrPAMMA MNMPAKTUKHU

52.0.03(MNa) NpousBoacTBeHHasa NpakTUKa (NnpegavuniomMHas)
Kod u HaumeHosaHue(mun) npakmuku/HVP e coomeemcmeuu ¢ y4ebHbIM MiaHoMm

1. Kog 1 HaumeHoBaHMe HanpaBeHUs NoAroTOBKU/cneumnanbHOCTHU:

10.05.01 KomnbloTepHag 6e30nacHOCTb

2. Mpodcdunb nogroroBku/cneumannsauymsa:

be30nacHOCTb KOMMNbLTEPHbLIX CUCTEM U CETEN

3. KBanudwmkauusa (cteneHb) BbinyCKHMKa: Cneumvanuct
4. dopma ob6y4eHus: oyHas

5. Kacbegpa, oTBevaroLwas 3a peanusauuio npakTtuku: KnbepbesonacHoctu

MHGOPMALMOHHbBIX CUCTEM

6. CoctaButenu nporpammbi: CadoHoB Butanum BnagummpoBumy, K.T.H., AOLEHT

(®UO, yyeHasi cmeneHb, y4eHoe 38aHUe)

7. PekomeHpgoBaHa: Hay4yHo-MeTOOAMYECKMM COBETOM (hakynbTeTa NPUKNagHON MaTEMAaTUKU,
nHdopMaTukm n mexaHukm 27.04.2022 r., npotokon Ne5
(HaumeHoBaHue pekomeHOywel cmpykmypabl, 0ama, HOMep fMpomokona,

ommemKu o NpodrieHUU 8HOCSIMCS 8PYYHYIO)

8. YueOHbIN rop:_ 2027/2028 CemecTtp(bl): B




9.Lllenb npakTuku:

- npoBedeHve cucTemaTMsauumn, paclMpeHus, 3akpenneHve n - yrnybneHus
TeopeTU4ecknx NpodeccnoHasnbHbIX 3HAHUIN, NOSTYYEHHbIX B pe3ynbTaTe U3yyYeHns AUCUUNINH
HanpasneHus 1 crneumanbHbIX JUCLMNANH NPOMUIBHON NPOrpaMmbl NOArOTOBKY;

- BbINOSIHEHWE BbINYCKHOW KBanNnukaumoHHON paboTbl;

- (bopMmMpoBaHME y CTYAEHTOB HaBblKOB BEOEHMSI CAMOCTOATENIbHOW Hay4YHOW paboThl,
nccnenoBaHnst U 9KCNEPUMEHTUPOBAHUS.
3apauv NpakTUKK:

OcHoBHOM 3afayen NPOM3BOACTBEHHOWN NPAKTUKN NPeaannIoMHON ABNAETCA
npuobpeTeHne onbiTa B UCCIeQ0BaHMM akTyanbHOW Hay4yHoM npobnemsl, a Takke nogdop
HeobXxo4MMbIX MaTepuanos 4SS BbINOSTHEHUS BbINYCKHOM KBaNMuKkaumoHHOM paboTbl.

Bo BpeMsa nNpakTuKn CTyaeHT OOKeH

u3yqume:

- MHPOPMALMOHHBIE UCTOYHWKM MO pa3pabaTbiBaeMon TEMe C Lerbio MX UCMOoSb30BaHUS
Npw BbINOSTHEHUM BbINMYCKHOW KBanndukauynoHHon paboTsbl;

- MeTo4bl MOLENUPOBaHNA 1 UCCreAoBaHUS BOMPOCOB MHAOPMaLMOHHON 6e3onacHoCTy;

- MeToAbl aHanmn3a n o6paboTkM AaHHbIX, ABNAOLLMXCA BXOAHbIMU ANS NPOBEAEeHUSA
Hay4HOro nccrefoBaHus;

- HPOPMALMOHHBbIE TEXHOSOMMKN, NPUMEHSIEMbIE B HaY4YHbIX UCCNEeA0BaHUSAX,
nporpamMMHble MPoAYyKTbl, OTHOCALLMECS K NpodeccruoHarnbHom cdepe;

- TpeboBaHnsa K 0POPMIEHNIO HAYYHO-TEXHNUYECKOWN AOKYMEHTaLuu;

8bIMOSIHUMb:

- aHanus, cuctemaTusaumo n obobLieHne nHpopmaunm No Teme nccnefoBaHum;

- CpaBHeHMWE pe3ynbTaToB UccneaoBaHus obbekTa paspaboTku ¢ 0Te4eCTBEHHbIMU U
3apybexHbiMy aHanoramu;

- aHann3 Hay4YHou 1 NpPakTUYeCKOn 3Ha4YMMOCTU NMPOBOAMMbIX UCCIIea0BaHUN.

10. MecTo npakTukm B cTpyktype OOIl: obs3aTtenbHada yacTtb 6noka B2.

Linkn (pasgen) OOI: b2 \ koa ancumnnudel B YT: 652.0.03(Mg)

Ne| Koa | HanmeHoBaHue

[na ycnewHoro npoXoXaeHust Y4eOHOM MNpPaKTUKM Ooby4alolmMecss MUCNONb3yHT 3HAHUS, YMEHUS,
cchopMUPOBaHHbIE B X04€ M3YYeHUs1 AUCLMMIIVH

61.0.35 O6bEKTHO-OPUEHTUPOBAHHOE NMPOrpaMMnpoBaHne
61.0.37 MeToabl nporpaMMmnpoBaHmns

B1.0.41 3awmTa B onepaunoHHbIX cucteMmax

61.0.44 3alumTa nporpamMm 1 gaHHbIX

51.0.56.04 | CoBpeMeHHbIe TEXHOIOMMU 3aLUUTbI MHOPMaLMKN KOMMNBIOTEPHBIX CUCTEM U CETEN

51.0.56.01 | IHxxeHepua nporpammMmHOro obecnevyeHms

b1.B.07 KomnnekcHoe obecneyeHne 6€30nacHOCTM KOMMbIOTEPHLIX CUCTEM U CETEN

52.0.02(H) | NpousBoacTBEHHAs NpakTuKa (Hay4Ho-uccnegoBaTenbckas pabora)

OO N0 WINF

52.0.05(1) | Npown3sBoacTBEHHAA NpaKTUKa (NPOEKTHO-3KCMyaTaunoHHas)

OVCuMnnnHbl M NPaKTUKKU, ONS KOTOPbIX OCBOEHWE AaHHOW AUCLMNMMHBI (MOAynsl) HeobXoaumo Kak
npegLecTsyloliee

10 [ 63.01(d) | MoaroToBka K MpoLeaype 3aluTbl U 3aLmMTa BbIMyCKHOI KBanMdUKaLMOHHOM paboTsl

11. Bua npakTtuku, cnocob u popma ee npoBeaeHUsA

Bua npakTukn: npouszeodcmeeHHas.

Cnoco6 npoBeaeHUA NPaKTUKN: cmayuoHapHas.

dopma npoBeAeHUsA NPaKTUKU: QUCKPEMHas.

Peanunsyetcs yactnyHo B oopme npaktudeckon nogrotosku (MM1).

[Mpon3BoaCTBEHHAA NMpaKkTUKa NPOBOANTCSA B CTPYKTYPHbIX NOApPa3aeneHnsix yHmBepcuteTa m B
opraHu3aumnsax Ha OCHOBE JOrOBOPOB, 3aKMNoYaeMbIX MEXAY YHUBEPCUTETOM U OpraHM3aunsiMu,




AeATeNbHOCTb KOTOPbIX COOTBETCTBYET HanpaBfeHHOCTU peanu3yemon o6pasoBaTenbHow
nporpamMMbl Mo COOTBETCTBYHOLLEMY NPOdUITIO.

12. NMnaHnpyemble pe3ynbTaTbl 0Gy4YeHUA NPU NPOXOXKAEHUN NPAKTUKKU (3HAHUA, YMEHUA,
HaBbIKW), COOTHECEHHbIE C NMIIaHUPYEeMbIMU pe3yfibTaTaMu OCBOeHUS o6pa3oBaTesibHOM
nporpaMmmbl (KOMNETEHLUMSAMU) U UHAUKATOPaMU UX OCTUKEHUNA:

Ko HasBaHue Koga(bl) UHamnkaTop(bl) MnaHvpyemble pesynbTaThl
KoMneTeHunn 06yquv|;|
CrniocobeH pewams Ol1K-9.15 yMeeT aHanuauposatb W oOueHuBaTb | 3Hamb:
3adaqyu yrpo3sbl MHGOPMAaLMOHHOW — OCHOBHble Crnocobbl U cpefcTea 3almUThl
npogheccuoHasnbHol 6e3onacHoOCcTN 06BbeKTa; MHOPMALMM  OT YTEYKM MO  TEeXHU4ECKUM
desmenbHoCMU c KaHamam U KOHTpons  3ddeKTUBHOCTH
yyemom mekyuweao 3aLWmMThbl MHpopMaLmu;
COCMOSAHUA u — OCHOBbl (pu3nyeckon 3awwmTbl OOBLEKTOB
meHOeHuua paslsumus V|H¢)op|v|a1'y|3a|_w|y|,
memodos 3awumel
uHgopmayuu 8 Ymems:
; ornepayuoHHbIX — aHanuavMpoBaTb W OLEHMBaTb Yrpos3bl
S cucmemax, Of1K-9.17 Bnapeet MeTohamu pactera n ManoplvlaumgHHon 6e3onacHocTu OGBGKTZ
= KOMIMBIOMEPHBIX Cemsx VHCTPYMEHTasbHOrO KOHTpONS
o u cucmemax nokasareneit 3(PhEKTUBHOCTM Bradems:
ynpaeneHus 6asamu TEXHWUHECKOM 3ALMT! MH(pOPMALH. — MeTogaMn U CpeacTBamy TeXHUYECKon
OaHHbiX, @  makxe 3aLMThl MHopMaLK;
memodos U cpedcms — MeToAaMy pacyeTa W MHCTPYMEHTanbLHOro
sawumel - UHgopMayuu KOHTpONA  nokasaTteneit  3ddeKTUBHOCTU
om ymedku no TEXHUYECKOI 3aLnTbl MHOpMaLA.
MexXHUYECKUM KaHaram,
cemeli u  cucmem
nepedayu uHgopmMayuu
CrniocobeH OfK-13.2 BnageeTt HaBblkamu paspaboTkn | SHams:
paspabambieampb nporpaMMHbIX Mogynew, peanuaytowmx —obWwmre  NpuHUMNBI  MOCTPOEHUS U
KOMIMOHEeHMb! 3ajayn, cBsi3aHHble C obecneyveHreMm | UCnonb3oBaHUs COBPEMEHHBbIX A3bIKOB
npo2pamMmMHbIX u 6e30MacHOCTV  OMepaLMoHHbIX CUCTEM | MPOrpaMMUPOBAHMUS BbICOKOTO YPOBHS;
npozpamMmMHo- pacnpocTpaHeHHbIX CEMeVcTB — COBpPEMEHHble TexHonornmn
annapamHbix cpedcmes nporpaMM1poBaHusi;
3awums!  uHgopmayuu | OfIK-13.5 ymeeT pabotaTb C WHTErpMpoBaHHbLIMU — nokasatenu  KayectBa  MNpPOrpaMMHOro
8 KOMIMbIOMEePHbIX cpepamMu  paspaboTky  NPOrpamMMHOrO | o6ecrneyeHus:;
cucmemax u oGecneyeHns; — 6a30Bble CTPYKTYPbI AaHHbIX;
1posooUMb  aHasu3 ux — nporpamMMHbIe MeToAbl NpeaoTBpaLLeHNs
6ezonacrocmu HeCaHKLMOHMPOBAHHOIO JOCTYMNa K AaHHbIM;

Of1K-13.6 BrnageeT HaBblKamu pa3paboTku, — OCHOBHblE nporpaMMHble meToabl
oTnagKm, [OKYMEHTUPOBaHNA W | 3aWwnTbl AaHHbIX OT HEeCaHKLMOHWMPOBAHHOMO
TECTUPOBaHUsI MPOrpamm; nocrtyna.

Ymems:

OfK-13.9 3HaeT nokasartenu KavecTBa — paboTaTb C MHTErpUpoBaHHbIMK Cpefamm
nporpaMmmHoro obecneyeHus; pa3paboTkn nporpammHoro obecneyveHus;

o OfK-13.10 3HaeT 6a30Bble CTPYKTYPbl AAHHBIX; — chopmanusoBaTb NOCTaBMIEHHYIO 3aady;
E — paspabarbiBatb 3pPeKTUBHbIE
= OflK-13.12 yMeeT opmanu3oBaTtb MOCTABIIEHHYHO | @nrOpUTMbl U NPOrpamMMmbl;

o 3agavy; — NPOBOAWTL  OLEHKY  BbIYUCIIUTENbHOM

OllK-13.13 ymeeT paspabaTbiBaTb 3dpeKkTUBHbIE | CIMOXHOCTM anropuTma;
anropuTMbl M Nporpammbi; — nnaHupoBaTb  paspaboTky  CMOXHOro

OriK-13.14 ymeeTt npoBOAUTL OLlEHKY | NporpammHoro obecnedyeHus;
BbIYMCNIUTENBHON CMOXHOCTU — NPUMEHSATL CpeacTBa M MeToAdbl aHanuaa
anroputma; nporpamMMHoro obecneyeHvst Ans BblSIBNEHWS

OlK-13.15 ymeet nnaHupoBaTb pa3paboTKy | 3aKnagok;

CIMOXHOro NporpammHoro obecneyexus; — NPUMEHSATL MeTOAbl aHanusa NPOEKTHbIX

OrlK-13.16 BrajeeT MeTOAaMM OLIeHKM KayecTBa | pelleHui Ans obecneyeHns 3allyLLEeHHOCTU
roTOBOro NPOrpamMMHoOro obecneyeHus; KOMMbIOTEPHbBIX CUCTEM;

OflK-13.17 Bnageet HaBblkamu pa3paboTku — MPUMEHATb  COBPEMEHHblE  cpeAcTsBa
anropuTMOB ANl pelleHust TUMoBbIX | obecneyeHns MHOPMALMOHHOW
npodpeccrMoHanbHbIX 3agay; 6e30nacHOCTU NPorpamMM 1 AaHHbIX;

OfK-13.18 YMeeT npuMMeHsATb cpeacTBa M MeToAbl — NpoBOAUTb aHanu3 nNporpaMMHbIX
aHanu3a nporpamMmMHoro obecneyeHusi | CPEACTB, MPUMEHSIEMbIX AJIi KOHTpons MU
ANs BbISIBNIEHMs1 3aKNagok 3aWmnTbl MHhopmaLmu.

Of1K-13.19 YMeeT npuMeHATb MeTOoAbl aHanvaa

MPOEKTHBIX peLLeHWii ansi obecneyeHus
3aLUMLLEHHOCTM KOMMbIOTEPHBIX CUCTEM.

Bnadems:

— HaBblkaMy  pa3paboTkM  MPOrpaMMHbIX




OriK-13.21 YmeTb NPUMEHSATb COBpEMEHHbIE | MoAyrnew, peanvayoLmx 3a4aym, CBA3aHHbIe C
cpeactea obecneyeHusi | obecneveHneM 6e30MacHOCTU OnNepaLMOHHbIX
MHGOPMaLMOHHOM 6e30nacHOCTU | CUCTEM pacnpOCTPaHEHHbLIX CEMENCTB;
nporpaMm u faHHbIX — HaBblkamMu pa3paboTku, oTnagKm,

[OKYMEHTUPOBAHWS " TeCTUpoBaHus

OriK-13.23 YMeeT npoBOAMTbL aHanua nporpamMmmMHbIX | Nporpamm;

CpeacTB, NPUMEHSIEMbIX A KOHTPONS 1 — METoaMn OLEHKM KayecTBa rOTOBOrO
3aLWmMTbl UHbopmaLmm nporpaMmMHoro obecneyeHus:;

— HaBblkamy pa3paboTku anroputTMoB ANs
peleHnss  TUNOBbLIX  MNPOgeCcCUOHanbHbIX
3agau.

CrnocobeH OflK-4.1.3 cnocobeH ucronb3oBaTb  S3blkM W | SHamb:
opeaHu308bI8amb cuCTEMBI nporpaMMMpoBaHus, — 513bIKW U CUCTEMbI MPOrpaMMUPOBaHUS,
3awumy uHgopmMayuu 8 MHCTPYMEHTarnbHble  CpeacTBa  MPWU | MHCTPYMEHTamnbHble CpeacTBa MpUMEHsiEMble
KOMIMbOMEPHbIX obecneyeHun 3awnTbl MHGOPMaUMM B | npu oBecrnevyeHnn 3aluTbl UHpOpMaUun B
cucmemax u cemsx (no KOMMbIOTEPHbBIX CUCTEMaxX NPU PELIeHUN | KOMMbIOTEPHbIX CUCTEMax MNpu  pelleHun
obnacmsam pasnuyHbIX NPodeCcCroHarnbHbIX, | pasnuuHbIX npodeccnoHanbHbIX,
PUMeHeHUsi) uccnefoBaTenbCkUX M MPUKNAAHbIX | MCCNeaoBaTenbCKMX U NPUKNaaHbLIX 3a4a4.
) 3agav; Ymems:
:r! OriK-4.1.5 Bnageet HaBblKamu NpUMeEHeHnA — ucnonb3oBatb  A3blKU 7] cUcTeMbI
- aHanuTU4Yecknx " KOMMbIOTEPHBIX | NporpaMMUpOBaHus, MHCTPYMEeHTanbHble
g mofeneii OObLEKTOB MHGopMaTM3aumn | cpeactsa  npu  obecriedeHnn  3awnThl
npv  CO34aHMM  CUCTEM  3aLUMThI | MHOPMAaLMKN B KOMMbIOTEPHbBIX CUCTEMAX MNP
nHdopmauuu; peLleHMn  pasnuyHbliX  NpodeccroHarnbHbIX,
nccnenoBaTenbCKUX U NPUKNaaHbIX 3aaaud.
Bnadems:

— HaBbIKaMW MPUMEHEHUSI aHaNUTUYECKMX W
KOMMbIOTEPHBIX mogaenen 06bekToB
WHpopMaTM3aLUMM  NpyU  CO3[AaHUM  CUCTEM
3aLWmTbI MHOPMALUK.

CniocobeH OriK-4.2.3 Bnageet HaBblkamun npoeefeHus | Bnadems:
aHanusuposams aHanu3a 3alyLLEeHHOCTN, MOHUTOPWHra, —  HaBbIKamu npoBeaeHus aHanuaa
3auuuweHHocms, ayauta u 0GecneyveHnst KOHTPOMbHBIX | aauueHHoCTY, MOHUTOpUHIA, ayauta W
npogooume MPOBEPOK  (DYHKLMOHMPOBAHMA U | oGecneveHus KOHTPOMbHLIX ~ MPOBEPOK
MOHUMopuUHe, aydum u 6e30nacHOCTM KOMMBIOTEPHBIX CUCTEM W | dhyhkiMOHMpOBaHMS " 6e30nacHOCTY
o KOHMPOIIbHbIE ceren, KOMIMbLIOTEPHBIX CUCTEM U CETEN.
NI rposepku
E‘ pabomocnoco6Hocmu u
e} 3aujuuweHHocmu
KOMIbOMepPHbIX
cucmem u cemeld (rno
obnacmsm
rpUMeHeHUs1)
CrnocobeH OlK-4.3.5 cnocobeH NpUMEHSITb  NporpammHble | SHamb:
paspabambigamb u cpefctBa NPUKIagHOro, CUCTEMHOMO U — NporpaMMHble  CpeAcTBa  MpUKNagHoro,
aHasnusuposamsb cneuvanbHOro Ha3Ha4yeHus npu CUCTEMHOIo W cneunanbHOro Ha3Ha4deHusd
KOppeKkmHocmsb paspaboTke W aHanuW3e MOMUTUKM | MUcronb3yemble MpuU paspaboTke M aHanuse
nonumuKku nHdopmaumoHHol 6esonacHocTy; NONMUTUKN MHPOPMALIMOHHOW 6e30MacHOCTY.
UHGbopMayuoHHOU Ymeme:
- 6e3onacHocmu — NPUMEHSTb  MpOrpaMMHble  CpeacTBa
< KOMIbOMepPHbIX NpUKNaAHOro, CUCTEMHOMO W  cneunanbHoro
E cucmem u cemel (o Ha3HayeHWss npu paspaboTke W aHanuse
o obrnacmsam NONMUTUKN MHPOPMALIMOHHOW Ge3onacHoCTK.
rpUMeHeHUs1) Bnadems:

— NpOrpaMMHbIMM cpencrtsamu
NPUKNagHoro, CUCTEMHOrO U CcreymansHoro
Ha3HayeHWsi NpUMEHsIEMbIMU Npu pa3paboTke
W aHanu3e  NOrMUTMK  MHAOPMAaLMOHHOM
6e3onacHocCTy.

CrnocobeH nposodums | [MK-1.3 MCMomnb3yeT MNPUHLMMBI  KOMMIEKCHOW | 3Hamb:
aHanu3 mpeboeaHuli u pa3paboTku npaswn, npoueayp, — MPVHUMMBLI  KOMMNIEKCHOW  pa3paboTku
8bIMosHsAMb paboms! 1o npMemMoB W MeTOAOB, MPW CO3daHUM | npasBwusl, Npouenyp, NPMEMOB Y METOLOB, Mpu
IpoeKkmMuUpo8aHuUIo CpPeAcTB 3aluTbl MHOPMauUMW, B TOM | CO34aHUM CPEACTB 3aluTbl MHGopMauuu, B
npozpamMmMHbIX u yucre ¢ UCMonb30BaHMEM COBPEMEHHBIX | TOM YUCNE C WCMOMb30BAHUEM COBPEMEHHbIX
annapamHbix METOAOB WM CpeacTtB  paspaboTkv | meTonos " cpencts pa3paboTku
KOMIMOHeHmM  cucmemb! nporpaMMmHoro obecneyeHusi; nporpaMMHoro obecneyeHus.
6esonacHocmu Ymeme:
i KOMIbOMepPHbIX — UCNomnb3oBaTh MPUHUMMbLI  KOMIMMEKCHOM
5,:< cucmem u cemel, 8 pa3paboTkvu npaBun, npoueayp, NpUeMoB wu
mom yucne c MeTodOB, NPV CO34aHWM CPeacTB  3aluTbl
ucronb3o8aHuUeM VH(OopMaLuK, B TOM yucrne c
cospeMeHHbIX Memodo8 MCMONb30BaHMEM COBPEMEHHbIX METOAOB W
u cpedcme  3awumsi cpencrts pa3paGoTku nporpaMMHoOro
uHgopmayuu obecrneyeHus.
Bnadems:

— TEXHOSOMMAMN KOMMIEKCHOW pa3spaboTku
npaswn, npoueayp, NpYeEMOB U METOLOB, Npw




co3faHnun cpeacTtB 3aluThbl VIHd'.)OpMaLlVIVI, B
TOM 4ucne C Mcnonb3oBaHMEM COBPEMEHHbIX

MeTOJ0B " cpeacTs pa3paboTku
nporpaMMHoro obecneyeHus.
Crnocobern npuHumams | [1K-2.2; cnocobeH npoBoOAUTb aHanus | 3Hame:
y4yacmue 8 akcriepmuse KOMMbIOTEPHBLIX ~ CUCTEM  C  Lenbto — MeTogobl M cpeacTtBa  MpoBeAeHus
u aHarnuse onpeaeneHns ypoBHs 3alLMLEHHOCTM U | aHanu3a, TEeOPEeTUYECKOro W  MpUKNagHoOro
ysi3gumocmed, yepo3 u AoBepus ¢ nocrnedyownm obobLLeHneM | uccrieqoBaHMst  YPOBHEN  3alLMLLEHHOCTU
UHYUdeHmMos " obpaboTkoii MHOPMALWK, | KOMMBLIOTEPHBIX cuctem c uenbto
UHopMayuUoHHOU nony4yeHHoN B XoAe MccreaoBaHui; onpefeneHns  YpoBHS  3alUULLEHHOCTU U
6e3onacHocmu 8 OoBepust C nocrnegylowmyMm o6o6LeHneM 1
KOMIMbHOMePHbIX [K-2.5 NPOBOAMT TEOPETMYECKME U MPUKNagHoe O6pa60TKOVl VIH(bOpMaLlVIVI, nOﬂyquHOVI B
cucmemMax u cemsx nccnegosaHve ypOBHeﬁ 3alLUMLLEHHOCTN xoae I/ICCJ'IeﬂOBaHV”;l.
KOMMbIOTEPHbBIX CUCTEM U CETEN; Ymems:
— NpoBOAUTL aHanus KOMMbIOTEPHBIX
o CUCTEM C LUEmNbil OrnpeaeneHus  YpoBHS
x 3alMEHHOCTN U OOBEPUSt C MOCNEAYOLWUM
= o6obLeHem n 06paboTkon MHopMaLmK,
Nosy4YeHHOW B XOA€e UccreaoBaHui;
— NMPOBOAUTbL TEOPETUYECKUE U MPUKIagHoe
UCCrnefoBaHMe  YPOBHEN  3alLMLLEHHOCTU
KOMMbIOTEPHBIX CUCTEM U CETEN.
Bnadems:
— HaBblKamMu npoBeaeHust aHanusa
KOMMbIOTEPHBIX cuctem c Lenbto
onpefeneHns  YpoBHSA  3AWUULLEHHOCTU U
noBepus ¢ nocnegywowmMm obobuieHneMm un
obpaboTkoii  MHpopMauMK, MOMyYEHHON B
X04e uccrnegoBaHun.
CrniocobeH l1K-3.2; 3HaeT MeTodbl agMUHUCTPUpOBaHWUs | SHamb:
y4yacmeosampb 8 cuctemM yrnpaBneHus cobbITMSMU — MeToabl  aAMUMHUCTPUPOBAHUSA  CUCTEM
pabomax no MHOPMaLMOHHON 6e30nacHOCTY, | ynpaBrneHuss CoObITUSMU  MHGOPMALMOHHON
POEKMUPO8aHUI0 cuctem obHapyxeHus M | 6esonacHocTM, cucTeM oOHapyxeHuss u
cucmem 3auums| npefoTBpaLLeHns BTOPXXEHWUN, | NpedoTBpaLleHUs BTOPXEHWUN, MOHUTOPWHra
uHghopmayuu 8 MOHWUTOPWHIa COObITUA U NMHUMOEHTOB; COObITUIA N NHLUNOEHTOB
KOMIMbOMEePHbIX [1K-3.3 cnocobeH npoBoAuTb aHanus | Ymems:
cucmemMax u cemsix npu 6€e30MacHOCTU KOMMbIOTEPHBLIX CUCTEM C — NpoBoOAUTL aHanus 6e3onacHoCTM
peweHuu MCMOSb30BaHNEM aKTyarnbHbIX | KOMMbIOTEPHbIX CUCTEM C WCMONb3oBaHUEM
npogheccuoHarbHbIX, CTaHAapToB B 00nacT KOMMbLIOTEPHOW | akTyasrlbHbIX cTaHgapToB B obnacTn
uccnedosamenbCKux U 6e3onacHocTy; KOMMbIOTEPHOW 6e30nacHoCTy;
rpuknadHelx 3aday [1K-3.4 crnocobeH npoBoauTb  aHanuMs U — MpOBOAUTbL aHanu3 U opmanm3aumio
hopmanusaumio NocTaBfeHHbIX 3a4a4 B | NocTaBneHHbIX 3agad B obnacTtn
o obnactu Gesol:laCHOCTM KOMMbIOTEPHBIX | 6E30MacHOCTM  KOMMbIOTEPHBIX  CUCTEM U
N cUcTeM u ceTew, ceTen;
= l1K-3.5 BbIMOMHAET  MPOBEPKY  YCTOMYMBOCTU — BbIMOMHSTL  MPOBEPKY  YCTOMYMBOCTU
NPUNoXeHnn K BHelLHeMy | MPUIOXEHNN K BHELUHeMy

HeCaHKLMOHUPOBaAHHOMY JOCTYMY, B TOM
yMcne npoBepka YCTOMYMBOCTM BeO-
NPUINOXEHU K artakam, MpUMEHeHne
cpeactB  KOHTponsi  GesonacHocTH,
yrpaBnexve KpunTorpacgpuyeckumm
cpeactBami, a TaKke oOpraHusaums
MepOnpUsATUIA no obecneyeHuo
KnbepbesonacHocTy;

HECaHKUMOHMPOBAHHOMY  OOCTyny, B TOM
yucne nposepka YCTOWYMBOCTM BeO-
NPUINOXEHUNA K aTakam, NPUMEHEHWE CpeacTB
KOHTpOns 6esonacHocTu, ynpaBrneHve
KpuntorpacdhmyeckumMmn cpeactsamu, a Takke
opraHv3auus meponpusTuii no obecneyeHmo

knbepbesonacHocTy;
Bnadems:

— HaBblkaMu nposeaeHunA aHannsa
6e30MacHOCTU  KOMIMbIOTEPHBIX  CUCTEM  C

MCMOMb30BaHUEM aKTyarnbHbIX CTaH4apToOB B
06racT! KOMMbIOTEPHOW GEe30NacHOCTU.

13. O6bemM NpakTUKM B 3a4€THbIX eauHULAX / aK. Yac. (e coomeemcmeuu ¢ y4ebHbIM MnaHoM) —

8/288.

dopma NPOMEXYTOYHOM aTTecTauumn 3a4em ¢ OUEHKOU.




14. TpyAoeMKOCTb NO Buaam y4yebHom paboTbl

TpynoemkocTb
Bcero Mo cemecTpam
Bug yuebHowm paboTbl
B
u. uy., B opme
Mnn
Bcero yacos 288 288 217
B TOM ymcne:
KoHTakTHas paborta (Bkntovast HAC) 2 2 2
CamocTosTenbHasi pabota 286 286 215
UToro: 288 288 217
15. CopepxxaHue npaktuku (mnu HAP)
n/n O6bem yyebHon paboThl, 4
Pasgensbl (aTansl) Buibl yueBHOI paBoTbl KoHTakTHble | CamocTosiTe
NPaKTUKN Yachbl NbHasA
paboTta
1. | [TodecomosumernbHbl | VIHCTpYKTaX No obLmM BonpocaM, No TEXHUKE 0,5 10
U aman 6e3onacHoCcTu, cocTaBneHne nnaHa pabor.
2. | Hay4Ho- Bbibop Tembl nccrnegoBaHus; onpeaeneHne npobnemel, 0,5 100
uccriedosameribcku | oObeKTa U NpegmMeTa uccrnefoBaHus; opmMmynmpoBaHme
t aman uenu n 3agady uccriefoBaHus; TeopeTUYecKkuid aHanma
nuTepaTtypbl U uccnegosaHui no npobneme, nogbop
HEOOXOOUMbIX WCTOYHMKOB MO Teme (NaTeHTHble
MaTepwansl, Hay4Hble OTYeThI, TexHn4yeckas
OOKyMeHTaumns u Aap.); coctaBnenue 6ubnuorpadwuu;
dopmynunpoBaHue paboyen rmnoTesbl.
3. | Oman seebinonHeHusi | OnpegeneHve npobnembl, obbekta w npegmeTa 0,5 100
uccriedogamerbCKu | NccnefoBaHnsi,  OpPMynNMpoBaHMe LUenu u - 3agad
X pabom 110 | uccnegoBaHusA, TeOpeTUYEeCcKUA aHanua nuTepaTtypbl U
uHOusuQdyanbHOMY nccnegoBaHun no npobneme, npoBedeHue ob3opa u
nnaHy BbIOOp COBpPEMEHHbIX WMHMOPMALMOHHBLIX TEXHOMOMUMN,
cneumanbHoro NporpaMmmHoro obecneyeHus n
obopyaoBaHuUs Ans pelleHns MOCTaBNEeHHOW 3ag4a4vm no
aHanuay 3aluLeHHOCT obbekTa MHdopmaTU3auum;
npoBefeHNe CaMOCTOSTENbHOIO peLlleHns  y4ebHoM
Hay4YHOM 3a4a4u, UccriefOBaHNN N 3KCNEPVMEHTOB.
4. | Oman ogopmneHus | OnucaHne npoAenaHHon paboTbl C  CaMOOLEHKON 0,5 76
omyéma ro | pe3ynbTaTos NpoXoXaeHUs NPaKTUKW;
umoaam fpakmuku | oopMyrnMpoBaHMe BbIBOOOB W  MPeanoXeHun no
OpraHusaunm NpPakTuKu.

CoaepxaHne npakTUYeCcKoW MOAroTOBKM NpW MPOBEAEHMM NPaKTUKU yCTaHaBnMBaeTCs
NCXOAS W3 COAEpXaHusi U HanpaBfieHHOCTM obpas3oBaTenbHOW MpOrpaMmbl, COAEpP)KaHUsA
npakTukn, ee ueneh u 3agad. [lpakTnyeckass noaroToBka MpuM NPOBEAEHUM MNPAKTUKK
HanpaeneHa Ha oOpMMPOBaHNE YMEHUI N HABbLIKOB B COOTBETCTBUWN C TPYAOBLIMU AENCTBUSIMN
n (Mnn) TPyAoBbIMM PYHKUMAMM NO Npocunto obpasoBaTenibHON NPpOrpaMmmel.

MpakTnyeckas nOAroToBKa MPOBOAMTCA MyTEM HENoCPeACTBEHHOIO  BbIMOMHEHMUS
obyvalowmnmmcs onpegenieHHblx BMAOB paboT, CBsA3aHHbIX C Oyayuien npodeccroHanbHOn
AEATENbHOCTLIO, CNOCOBCTBYHOLNX (POPMUPOBAHMIO, 3AKPEMNEHMIO N PA3BUTUIO MPAKTUYECKNX
HaBbIKOB Y KOMMETEHLMI NO NPOcM0 COOTBETCTBYIOLLEN 06pa3oBaTenbHON NPOrpaMmmbl.

Ne | Tunbl 3agady | dopmupyemble dopmmpyemble
n/n | NPOECCMOHaNbHON | npoeccroHanbHble KOMNETEHLIMM obwenpodeccnoHanbHble
AesTeneHoCTn KOMMeTeHLUMM creymanmsaumum




1 HayuHo- [1K-2.2  crocobeH npoeodumb  aHanu3 Or1K-4.1.3 cnocobeH ucrosnib3o08ams s3bIKU U
uccriedosameribckull KOMIMbHOMEPHbIX cucmem (o uersbto cucmewmsbl rnpozspamMmuposaHus,

onpedernieHUss yposHsl 3awjulyéHHocmu U UHCMpyMeHmaribHble cpedcmea npu
dosepusi ¢ rnocnedyrouum obobweHuem U obecrieyeHuu 3awumsl  UHGOpMayuu 8
obpabomkol uHghopmayuu, nosny4eHHol 8 KOMIMbIOMEpPHbIX cucmeMax [Mpu peweHuu
xo0e uccnedosaHuu; pasnuyHbIX rpogheccuoHarbHbIX,
[1K-2.5 nposodum meopemuyeckue U uccriedosameribCKUX U MPUKIadHbIX 3aday;
npuknadHoe uccnedosaHue yposHel Orl1K-4.3.5 criocobeH NPUMEHSIMb
3auWUuUWEeHHOCMU KOMIbIOMEePHbIX cucmeM u npoepaMmHble  cpedcmea  MpuKIadHoeo,
cemed; cucmeMHO20 U creyuanbHo20 Ha3Ha4yeHusi
[1K-3.3 cnocobeH npogodumb  aHanu3 npu paspabomke U aHanude MoAUMUKU
bes3ornacHoOCmMuU KOMMbIOMEPHbBIX cucmem ¢ UHgopmayuoHHoU besonacHocmu.
ucronb3o8aHueM akmyarsibHbIX
cmaHlGapmos 8 obsiacmu KOMboMepPHOU
besonacHocmu;
[1K-3.4 cnocobeH npogodums aHanu3 u
¢opmanu3ayuro ocmasneHHbix 3aday 8
obnacmu b6es3onacHoCcmu  KOMIMbIOMEPHbIX
cucmem u cemed.

2 lMpoekmHsbIl lK-1.3 ucrionb3yem npuHyunbl OllK-4.1.5 enadeem HaeblkamMu MPUMEHEHUs

KomrieKcHou paspabomku fpasus, | aHanumu4ecKux U KOMIMbIOMEPHbIX Modesiel
npoueayp, npuemos U mMemooos, npu obbekmos UHhopmamu3zayuu npu co30aHuu
co3daHuu cpedcme 3awumsl uHgpopMayuu, | CUCMeM 3aliumsl urgbopmauuu.
8 MmMOM 4qucre C  UCMOMb308aHUEM
cospeMeHHbIX ~ Memodos u  cpedcme
pa3spabomku rnpoepaMmMHoO20 obecreqeHus;
lK-3.2 3Haem memodbi
a0MuHUCMpUpOo8aHUsi cucmem yrpasneHusi
cobbimusimu UHGbOpMaUUOHHOU
besonacHocmu, cucmeM obHapyxXeHus U
npedomepauwjeHusi 8mopxeHud,
MOHUMOpUHaa cobbimuti u UHYUGEHMOos.

3 KoHmpornbHo- MK-3.5 8bINoNIHAem MpoeepKy

aHanumuyeckul ycmou4ueocmu MpuioXeHull K 6HewHemy
HecaHKUUOHUPO8aHHOMY docmyrly, 8 mom
qucrie nposepka ycmouiyusocmu  eeb-
npunoxeHuli K amakaM, [puMeHeHue
cpedcme KOHmMpornsi b6e3sonacHocmu,
ynpasneHue Kpunmozpaguveckumu
cpedcmeamu, a Mmakxe oOpeaaHu3ayus
meponpusimud no obecneyveHuro
kubepbe3zonacHocmu.

4 OkennyamayuoHHbIl Of1K-4.2.3 enadeem Haeblkamu nposedeHus
aHanusa 3auuueHHocmu, MOHUMOPUHEa,
ayouma u obecrieyeHusi KOHMPOIbHBIX
rposepok pyHKUUOHUpOBaHUSI u
be3onacHocmu KOMIbIOMEPHbIX cucmem U
cemed.

16. MNepe4yeHb y4yebHOM nuUTepaTypbl, pecypcoB ceTu «UHTepHeT», HeOOXoAMMBLIX Ans
NPOXOXAeHUS NpaKTUKKN (CrIuCoK sumepamypbl oghopmMmasgemces 8 coomeemcemeuu ¢ mpebogaHusmu

IOCT u ucrnionb3yemcs obwasi ckeo3Hasi Hymepauus 01151 6cex aud08 UCMOYHUKO8)
a) OCHOBHas nuTepaTtypa:

Ne n/n

McTouYHMK

1.
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6) gononHuTenbHasa nuTeparypa:

Ne n/n
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Pecypc

1.

OBC NaHb

OBbC «YHuBepcuteTckas bubnmoTeka online»

OBC «3nekTpoHHas 6ubnunoteka TexHnyeckoro BY3a» (36C «KoHcynbTaHT cTyaeHTay)

3BC IOPAUT

OnekTpoHHasa 6ubnuoTeka yyebHo-meToanyeckux matepuanos BI'Y. Pexum gocryna:
http://www.lib.vsu.ru

2
3.
4.
5
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http://www.cryptopro.ru
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* BHavane ykasbiBaloTcs OBC, ¢ KoTopbiMM uMeloTcs fdoroBopa y BIY, 3aTtemM OTKpbITble 3MEKTPOHHO-
obpa3soBaTesibHble pecypchl U T.4.

17. OOpasoBaTefibHble TEXHONOrMU, MPUMEHsIEMble NpPU MNPOBEAEHUU TMPAKTUKU WU
MeToAuYecKne yKasaHus Ans ody4vyarolmxcsa No NPOXoXKAeHUIO NMPaKTUKK

OTyeT NO nNpakTUKe [J0MKEeH OblTb WU3MNOXEH TEXHUYECKM T[PaMOTHbIM SA3bIKOM C
NPUMEHEHNEM PEKOMEHAOBAHHbIX TEPMWHOB W abbpeBuaTtyp 6e3 opdorpadumyeckux u
rpammMaTtumyeckux ownbok. MNpeacraBneHHbIM OTYET MO NpPakTUKe OLEeHMBAETCA Ha COOTBETCTBUE
WHpopmauun, npeacTaBneHHoOW B OoT4eTe, AaHHbIM M3 MHEOPMAaUMOHHBLIX PecypcoB obLuero
poctyna cet IHTepHeT, MmaTepuanos Nekumin, y4ebHOM 1 TEXHUYECKOW NnTepaTypbl.

CTpykTypa oT4yeTa no npakTuke

1. OTyeT NO MpaKkTUKe AOSMKEH BKMYaTb TUTYMbHbLIM JNIUCT, coAepXaHue, BBeAeHue,
onucaHne TeopeTUYECKUX U MNpPaKTUYECKUX acrekToB BbINOSIHEHHOW paboThbl, 3aKnioYeHue,
CMUCOK MUCMOMb30BaHHbIX UCTOYHUKOB, MPUMOXEHNS.

2. Ha TtuTynbHOM nucte AofmkHa ObiTb npeactaBrieHa TemMa MpakTUKM, rpynna wu
damunus CcTyaeHTa, OaHHble O npeanpusatiu, Ha 6ase KOTOpOro BbIMOSHANAChk MNpaKTuka,
hamnnusa pykosoamuTens.

3. Bo BBegeHun CTygeHTbl OOMMKHbI [aTb KpaTKOe OnucaHue 3ajayu, peluaemMon B
paMKax nNpakTUKW.

4. B OCHOBHOW 4acTu oT4yeTa CTyAEHTbl NPMBOAAT noapobHoe onncaHuve npoaenaHHOM
TeopeTn4eckon n (Unu) NpakTuyeckom paboTsl, BKIKOYas onvcaHne n obocHoBaHne BblGpaHHbIX
peLueHui, onucaHme nporpamm u T.4.

5. B 3aknoyeHnn gaeTca KpaTkasa xapaktepucTuka npogeniaHHon paboTbl, U NPUBOASATCA
€ee OCHOBHblE pe3ynbTaThl.

6. B npunoxeHuax npmBoaaTCs HENOCpenCTBEHHble pe3ynbTaTbl pa3paboTKu: TEKCTbI
nporpamm, rpadunkn 1 gnarpaMmmbl, u T.4.

TpebosaHusi K 0hOPMIIEHUK omYyema

1. OT4yeT ohopmMndAeTca B ne4aTHOM BMAeE, Ha nuctax gopmaTta A4.

2. OCHOBHOM TEKCT oOT4yeTa BbINOMHAETCH WpudToM 14 NyHKTOB, C MHTepBanom 1,5
Mexay cTpokamu. TekcT pasbusaeTcsa Ha ab3aubl, Kaxabli M3 KOTOPbIX BKIKOYAET OTCTyn u
BblpaBHMBAHME MO LLUMPUHE.

3. TekcT B NpUNOXeEHUAX MOXET ObITb BbINONIHEH BoNnee MeNKnm WprugToM.

4. Ot4yeT pa3buBaeTca Ha rnaBbl, NYHKTbl U MOAMYHKTbI, BKIOYalOWmMe AOEeCATUYHYH
HymMepaumtio.

5. PucyHkn 1 Tabnuubl B oTYEeTE AOSMKHbI UMETb OTAESbHYI0 HYMEepauuio U Ha3BaHWs.

6. Becb oTtyeTr pormkeH 6bITb OOpMNEH B e€OMHOM CTune: Be3ge B oTvyeTe Ans
3arofiloBKOB  OAHOMO YPOBHHA, OCHOBHOIO TeKCTa W MNoAnMcen [JOSMKEeH WCnonb30BaThCs
OAMHAKOBbIN LLPUAT.

7.CTpaHuubl OTYeTa HYMEpYHTCH, HauMHas C TUTynbHOro nucra. Homepa cTpaHuy
NPOCTaBNATCA B NPaBOM BEPXHEM YrIy A51s1 BCEro oT4eTa KpoMe TUTYIbHOro fiucTa.

8. CogepxaHune oTyeTa AOSMKHO BKIKOYATb NepeyveHb BCeX rnaB, MyHKTOB M NOAMYHKTOB,
C yKasaHueM Homepa CTpaHuLbl AN KaXK4oro arnemMeHTa cogepXaHus.

9. CcbIfikM Ha nuTepaTtypy M ApyrMe WUCNofb30BaHHbIE WUCTOYHWKM OOpMASTCS B
OCHOBHOM TEKCTe, a CaMWN UCTOYHUKN NEPEYNUCNAIOTCS B CMIUCKE UCMOSNb30BaHHbIX NCTOYHUKOB.

10. O6beM oT4eTa No NpaKTUKE AOIMKEH ObITb HE MeHee 20 cTpaHuL.

18. MaTtepmnanbHO-TeXHU4YECKOe obecrneyeHne NPaKkTUKK.
2. BopoHex, yn. YHusepcumemckas nnowaob, 0.1, anasHbil y4ebHbil Kopriyc, ay0.214:




KomnbtoTep B coctaBe: cucteMHbl 6nok: npoueccop Intel(R) Core(TM) i5, onepatnBHas namsaTtb 816,
HDD 500I6; monutop: LG FLATRON. Mynbtumegumanpoektop BenQ. OkpaH HacTeHHbI Ans
npoektopa. Ayamo kornoHku Creative A60. KommyTtaTtop.

2. BopoHex, yn. YHusepcumemckas owads, 0.1, y4ebHbiu kopryc 16, ayd.407.
KomnbtoTep B coctase: npoueccop Intel(R) Core(TM) i7-7700 CPU @ 3.60GHz, onepatunBHas
namaTte 16 6, SSD 256 6, HDD 1T6, Buaeokapta NVIDIA GeForce GTX 1080 Ti; moHuTop DELL
S2419HN. KomnbtoTep B cocTtae (1 wr.): npoueccop Intel(R) Core(TM) i7-7800X CPU @ 3.50GHz,
onepaTtuBHad namatb 96 6, SSD 1T6, HDD 4T6, suaeokapta NVIDIA GeForce RTX 2080 Ti (2 wT.);
moHuTop DELL S2419HN. UctouHnk 6ecnepebonHoro nutanms APC Back-UPS BV1000I-GR, line-
interactive, mowHocTb:1000BA, 600BT (16 wrt.). ctouHmk 6ecnepeboriHoro nutaHms Legrand KEOR
LINE RT 1500BA (1 wr.). KommyTtatop HP 2530-24G Switch (Managed, 24*10/100/1000 + 4 SFP,
19"). WUHTepakTnBHaa gocka SMART SBM685 (87 gronmos, NO SMART SLS) ¢ naccrBHbIM FTOTKOM.
Mpoektop Vivitek DH758UST (ynbTpakopoTkodokycHbein, DLP, Full HD 1080p (1920 x 1080) , 3500
ANS, 10000:1, nonHasa noggepxka 3D).

2. BopoHex, yn. YHueepcumemckas nnowads, 8.1, aenasHbll y4ebHbIl kopryc, ayd.124.
KomnbtoTep B coctaBe: cuctemHbln 6nok: npoueccop AMD Ryzen 7 3800X 8-Core Processor,
onepaTtuBHad namsate 326, HDD 1T6, SSD 25616, Bngeokapta NVIDIA GeForce GTX 1050;
moHutop: Dell S2419H. WHrtepaktuBHas pgocka SMART SBM685 (87  pgronmos).
MynbTumeananpoektop Vivitek ynbTpakopoTkodokyCHbIn. WcTouHMK GecnepebonHoro nutaHus
Legrand Keor SPX 1000 BA IEC C13 (16 wT.). UctouHnk 6ecnepeboriHoro nutanuns Legrand Keor
Line RT 1000 BA (1 wrt.). KommyTtaTtop HP 2530-48G Switch (1 wT.).

2. BopoHex, yn. YHusepcumemckas rniowads, 0.1, anasHsit y4ebHbil kopriyc, ayo.226:
MoHo6nok HP: npoueccop Intel(R) Core(TM) i3-6100 CPU @ 3.70GHz, onepaTtuBHaa namsatb 86,
SSD 250I6. Mynbtnmeamnanpoektop Epson. Ayamo konoHku EV (2 wT.). MukpodoH. OkpaH ans
npoektopa. MapkepHble naHenu Askell (2 wrT.).

2. BopoHex, yn. YHusepcumemckas riiowads, 0.1, y4ebHsit kopriyc 1, ayd.2/25:
YuebHbili cmeHd 'TlpoepammHbie cpedcmea Kpunmoepaguu”, SCRYPTO B coctaBe: Kapkac
MOHOOMNoKa (1 WT.); MHTErpMPOBAHHbIN BLIYUCIIUTENBHLIN y3en 3 WT.) B cocTaBe: npoueccop Intel:
aBa dgpa c TaktoBou 4actoton 2700 MIu, O3Y: o6bém 4 6 Tvn DDR-3, TBepaoTenbHbIN
HakonuTenb SSD obbemom 60 6, 6nok nutaHmsa mowHocTbio 300 BT, 2 ceTeBbix MHTepdelica
GigabitEthernet; nepekntoyatens KBM-tuna D-Link (1 wT.); HeynpaBnsembin kommyTtaTop D-Link (1
WT.); MOAYSb MUTaHWs, KOHTPONSA U MHTerpauumn cteHga B obuiyto nabopatoputo (1 WT.); MOHUTOP
Philips(1 wTt.); koMmnnekrT koHconn pabodero mecta obyvaemoro (1 WT.) B cocTaBe: kKnasuaTtypa
Oklick, mblwb Oklick; komnnekt y4ebHo-meToanyeckmx nocobun (1 K-T.); cTaTUCTMYEecKoe
nporpaMmmHoe obecnedeHne ynpasreHus mogynem nutanHusa (1 wr.); pnaw-aAnck BOCCTaHOBMEHMS
OC Ha wHTerpupoBaHHbiX [MK (3 wTt.) C¢ onepaunoHHoW cuctemon ArchLinux; dnaw-guck
MYMbTUMELONNHOIO METOANYECKOro Nnocobms (1 Wwr.); rpynna KOMMYTaLMOHHbBIX MOPTOB (2 WT.).
Tunosol Komrnnekm y4ebHoz2o obopydosaHus "Cemesas 6eszonacHocmb”, SECURITY B cocTase:
yrnpaBsnsembli KOMMyTaTop TpeTbero ypoBHA D-Link (1 wT.); ynpasnsembini KOMMyTaTtop BTOPOro
ypoBHA D-Link (1 wrT.); annapaTtHO-NporpaMMHbIA 3MYNATOP YCTPOWCTBA JokansHon cetn (1 wrT.);
Heynpasnsembin kommytatop D-Link (2 wrt.); mapwpytmnsatop 6ecnposBogHon D-Link (2 wr.);
6paHgmayap D-Link (2 wrT.); Moaynb nNUTaHWs, KOHTPONA W WHTerpauum crteHaa B 0Oy
nabopatoputo (1 WT.); KOMMYyTaUMOHHaA naHenb (1 WT.); BbIMUCAUTENbHbLIN y3en (4 WT.) B COCTaBe:
npoueccop Intel: gBa sgpa ¢ TaktoBom 4actotom 2700 MIu, O3Y: 0o6bém 4 6 TMn DDR-3,
TBEpAOTENbHLIN HakonuTernb SSD o6bemom 60 6, 6nok nutanHna mowHocTeio 300 BT, 2 ceTeBbIX
nHtepdenca GigabitEthernet, 1 6ecnpoBogHon ceTeBon WHTepdenc, MoHobrok (1 wrt.);
cTaTUcTU4eckoe nporpaMMHoe obecrnedyeHve ynpaBfeHust MoAyNeM MUTaHUS, KOHTPONs MU
nHTerpaumu (1 wr.); nporpamMmmHas cuctema BocctaHosrnenns U-Profi (R) (4 cdonaw-amcka obbemom 8
6) (1 wrt.); yanuHutens USB (4 wrt.); kabenb VGA (2 wrT.); naty-kopa (10 wT.); metoanyeckoe
nocobwue (2 k-Ta.).
YuyebHo-npakmuyeckuli cmeHd «Cucmembl KOHmposs u ynpasneHus docmyrnomy», ®3N-CKY[ B
cocTtaBe: mofenb cTeHbl (1 wrT.); HoyTbyk Lenovo (1 wrt.): akpaH ¢ guaroHanbio 15.6" (paspelueHve
1366x768), O3Y obbemom 2048 MO, HakonuTenb obbemom 120 6, npoueccop Intel gBa agpa ¢
TaktoBon 4vactoton 1,4 [Ty, Be6-kamepa; ckaHep NUHEWHbIX U ABYMEPHbIX WTpuUx-kogos (1 wrT.);
csetogmoq (1 wWT.); anekTpomexaHudeckui 3amok (1 wr.); ceteBonm KoHTponnep CKY[O (2 wrT.);
MYNbTUMELUHBIN TEPMUHAN MHOrOakTOPHOM naeHTUdUKaUumn, B TOM Yncrne pacnosHasaHme nu (1
LUT.); HAcCTOMIbHOE YCTPOMCTBO YTEHWUS M 3anucu cMapT-kapT (1 wWT.); KOHTaKTHass cmapT-kapTa C
o6bEMoM namaAtn 256 6anT (5 wr.); USB kntov tun e-token (1 wrt.); komnnekt MO u koHsBepTop (1




wT.); nporpammatop kapT Mifare HacTonbHbIN (1 WT.); cUMTbIBaTENDL DECKOHTaKTHBIX KapT Em-Marine
(1 wrt.); cunTbiBaTENb GECKOHTAKTHBIX KapT Mifare (1 wrt.); cmapT-kapta Tun Mifare (5 wrt.); cmapT-
kapta Tun Em-Marine (5 wrt.); krtoy iButton (Touch-Memory) (5 wT.); nporpammartop krtoyen Touch-
Memory (1 wTt.); Moaynb corfnacoBaHus nHtepdenco (1 WT.); SNEKTPOMArHUTHbIN 3aMoK (1 wWrT.);
cuntbiBaTenb knoder TouchMemory (1 wr.); ceteBon koHTponnep TouchMemory (1 wT.); 6nok
nuTaHusa (1 WwT.); NnporpamMmma pacno3HaBaHusi aBTOMOOUNbHBIX HOMepoB (1 wT.); makeT Homepa TC
P® (5 wr.); ceteBoe pene (1 wr.); IP-kamepa (1 wrt.); koMmyTaTop Heynpaensembli D-Link (1 wrT.);
MOAYMb MWUTaHWS, KOHTPOMSl W MWHTerpauuMmM Komnnekta B oOwykw nabopatoputo (1 wT.);
cTaTuCTM4eckoe nporpammHoe obecrnedyeHne ynpaBreHUs MogyrnemM MUTaHWUs, KOHTpons U
nHTerpauum (1 WT.); NPOrpaMmHbIN SMYNATOP PrUanYeckmx obbEKTOB AocTyna (1 WT.); MeToanyeckoe
nocobue (2 wr.).

19. OueHo4Hble cpeacTBa ANA NpoBeAeHUA TeKyLLen 1 NPOMEeXYyTO4YHOM aTTecTauum
oby4aroLwmxcs No npakTmke

HaunmeHoBaHue UHpukatop(bl)
]
I_'I‘;I'_I pasgena QUCLUUNIINHBI K?_l“:l';?;)e"' OOCTUXeHUs OueHoOuHble cpeacTBa
(mogyns) KOMNeTeHuun
MNodzomosumeribHbIL
L1 sman OrIK-9 Or1K-9.15 OT4eT no npakTyiKe.
HayuHo- Or1K-13.10
uccnedosamernbcKuli Ol1K-13.13
sman OfK-13.14
OfK-13.15
Of1K-13 OrK-13.17
OfK-13.18
OfK-13.19
2 OllK-13.21 OTyeT no npakTuke. 3aluta oT4yeTa no
' Ol1K-4.1 OFlK-4.1.3 NpakTUKe.
OfK-4.3 OfK-4.3.5
MK-1 MK-1.3
MK-2.2
fik-2 MK-2.5
MK-3.2
MK-3 MK-3.3
MK-3.4
BOmarn ebinonHeHust OriK-9 OrlK-9.17
uccrie0osameribCKUx OllK-13.2
uHOusudyansHoMmy 82?12;2
3 rnaHy ONKA41 ork-a 1 5 OTt4eT no npakTtuke. 3awmTa oT4eTa no
OMnK-4.2 OMK-4.2.3 MPaKTIKe.
MK-1 MK-1.3
MK-2.2
fik-2 MK-2.5
MK-3 MK-3.5
Oman ogpopmnerus OrK-13.6
4, Zgai%igo umozam Ofk-13 oolglf '113?'192 OTyYeT No NpakTuke.
MK-3 MK-3.4
MpomexyToyHas aTTecTauus VIHAMBUAGYANbHOE 3a8aHNE
dopma KOHTpONs — 3a4em ¢ OUEHKoU y

20. TunoBble OLEHOYHbIE cpeactBa M MeToAMYeCKMe MaTtepuanbl, onpeagendiolune
npoueaypbl oueHnBaHunsA

20.1 TeKywWwMin KOHTPOSb yCNeBaeMocTu
KoHTponb ycnesaemMocTv No ANCUUNITMHE OCYLLECTBIIAETCS C NOMOLLBIO CrieayHoLLMX OLEeHOYHbIX
cpencTs:
NraveungyarnbHble 3agaHvs

MepeyeHb NHAMBUAOYaANbHbIX 3a4aHWU.



1. NpeHTndpmkaumna m ayteHTupmkauua nonb3oBartenien. NpumMeHeHue nporpaMmmHo-annapaTHbIX
CPeAcCTB ayTeHTUdMKaLMM (CMapT-KapTbl, TOKEHbI).

2. buomeTpuyeckme cpeactea ngeHTMduKkaumMm n ayteHtTudmkalmm nonb3osartenen.

3. AyTeHTuduKaums cybbekToB B pacnpedeneHHbIX cucteMax, npobrnemMbl n peLleHums.

4. AyguT B MHCpOPMALMOHHbBIX cucTemax. PyHKUMM N Ha3HaYeHne ayauta, ero ponb B obecneveHnn
NHopMaLmMoHHOM 6e3onacHoOCTH.

5. Bupycbl n metoabl 60pbbbl ¢ HUMWU. AHTUBMPYCHBIE NPOrpaMMbl U NaKeTbI.

6. MNporpammHo-annapaTHble 3awuTbl UHGOPMAaLMOHHBIX pecypcoB B WHTepHeT. MexceTeBble
3KpaHbl, UX PYHKLMN N Ha3HAYEHWS.

7. MeToa npOroHKu.

8. MeToa HaMMeHbLNX KBaapaTos.

9. CpaBHuTb MeToa PyHre-KyTThl 1 MeTOA4 Agamca 3aaHHOro nopsaaka TOYHOCTMU.

10. Kputepun oueHknm 6Ge3onacHOCTM  KOMMbLOTEPHbIX  cuctem. Crpyktypa TpeboBaHun
6esonacHocTh. Knacchl 3alyLeHHOCTI.

11. EguHble kputepmm 6€30nacHOCTM MHPOPMALMOHHbBIX TeXHONOrMin. MNMoHaTne npoduns 3awmThbl.
CTpykTypa npoduns 3awuTsl.

12. EpvHble  kpuTepun  6e30nacHOCTU  MHOPMALMOHHBLIX  TexHonorun. [poekT  3awuThbl.
TpeboBaHusa 6e3onacHocTM (PyHKUMOHANbHbIE TpeboBaHNA N TpeboBaHWs adeKBaTHOCTM).

13. TMoHATMe aneKkTpoHHOM Lndposor noanucu. Mpouenypbl GopMnpoBaHms LMGPOBON NOSMNUCHK.

20.2 NMpomexyTo4yHasa aTrecTaumsa
ﬂpomemyTquaﬂ arrectaumd no ancumniimHe ocywecTBnaeTCcAa C NOMOLLbIO CrieayrLmnx
OLIEHOYHbIX CPeaCTB:
Omyem o npakmuke
OueHka 3HaHMWA, YMEHMM W HaBbIKOB, XapakTepuaylwux aTanbl HOPMUPOBAHNSA
KOMMETEHUMN, NPU NPOXOXOAEHUMN NPAKTUKN NPOBOANTCS B XO4€ MPOMEXYTOYHOW aTTecTauui.
lMpomexyTouHasi aTTecTauusa nNpoBOoaUTCS B COOTBETCTBUM C [1ONOXEHMEM O NMPOMEXYTOYHON
aTTecTtauum oby4varoLmnxcsa no nporpaMmmam BbiClLEro obpasoBaHus.

Tembl uHOUBUQyaribHbIX MPOEKMO8

1. MpuHUMNBI NOCTPOEHUS CUCTEM 3aLLUTbl UHGOPMaLUW.

2. AxTyanbHOCTb npobnembl obecnevyeHns ©Ge3onacHOCTM B WHGPOPMALNOHHOM
obulecTBe.

3. Cpeactea obecnevyeHusi WHGOPMaUMOHHOM 6e30MacHOCTM B KOPNOpaTUBHbLIX
MHAOPMALNOHHBIX CUCTEMAX

4. AnnapaTtHble cpeacTBa obecnevyeHnss MHpopMaLMOHHON Be30nNacHOCTH

5. MIHdopMaUNOHHbIE YSI3BMMOCTM OOBEKTOB

6. MNMporpammHble cpeacTtea obecneveHunss MHpopmMauMoOHHOW 6e30nNacHOCTH

7. AHTPOMOreHHble MH(POPMALMOHHbIE YA3BUMOCTM

8. TexHoreHHble MHPOPMaLMOHHbIE YA3BMMOCTH

9. OpraHu3aunoHHO-NpaBoBbIe cpeacTea obecneyeHus NHOPMaLNOHHOM
B6esonacHocTn

10. Yrpo3bl nHhopmaunoHHOM 6€30MacHOCTU N NX NCTOYHWUKM

11. OpraH13auMoHHO-aAMUHUCTPATMBHbIE CPeACTBA 3aLUMThbl MHOpMaLUK

12. OCHOBHbIE NPUYMHbI YTEYKM MHGOPMaLIN.

13. Monntnka 6esonacHocT. OCHOBHbIE TUMbI NONTUKMA BE30NacHOCTMW.

14. Mepbl 3alMTbl NEPCOHANbHbLIX AaHHbLIX B MHPOPMAaLMOHHBLIX CUCTEMAX.

15. Wcnonb3oBaHne HeCepTUMPUUMPOBAHHBbIX OTEYECTBEHHbIX U  3apybexHbIX
NHPOPMALMOHHbBIX TEXHOMOMMA, CPpeacTB 3awuTbl MHPOPMaUUN, CPeacTB MHGOpMaTMU3aUmK,
TeNnekoOMMyHuKaumMmM W CBA3W MNpU CO30aHMM U PasBUTUM POCCUNCKON WHAPOPMaLNOHHOWN
MHPaCTPYKTYpHbI;

16. Hay4dHO-TexHu4yeckne npobnembl  3aWMTbl  MHAOPMALMOHHBLIX  PEeCcypcoB,
MHOPMALMNOHHBIX 1 TENEKOMMYHUKALMOHHBIX CUCTEM,;

17. ObwemeTogonormyeckne npobnembl KagpoBoro obecneyeHuss MHPOPMaLMOHHOM
B©es3onacHocTy;




18. HapyLueHne 3aKoHHbIX OrpaHNUYeHni Ha pacnpocTpaHeHne NHopmaunu;
19. MNMpoTmBoNpaBHbIe COOP M MCMNOMb30BaHNE MHAOPMaLNK;
20. AganTuBHbIE CUCTEMbI 3aLLMTbl MHOPMaL UK.

lMpomexyTodHas aTTectaums No NpakTuke BKIOYaeT NOArOTOBKY M 3aluUTy oT4eTa.

OTyeT cogepxuT cregylowme cocTaBndalowme: o6paboTaHHbIN U CMCTEMATU3NPOBAHHbIN
MaTtepuan no TemMaTuke NPaKTUKK; 3KCNEepUMEHTaNbHYD YacTb, BKMOYAKOLWLYD OCHOBHbIE
MEeTOAbl NPOBEAEHUA UccnegoBaHnsa 1 ctatucTmyeckon obpaboTtku, obcyxaeHme nonyvYeHHbIX
pes3ynbTaToB; 3akniovyeHne, BbIBOAbl U CMIUCOK NUTEPATYPHbIX MCTOYHUKOB. OTYeT 0b6s3aTenibHO
noanuncobiBaeTca (3aBepsieTCsl) pyKoBOAUTENEM NPAKTUKN. PedynbTaTbl NPOXOXAEHUA NPaKTUKK
AOKnaapiBaloTcs obyyalolmnmMes B BUAe YCTHOMo COOBLLEHNA ¢ AeMOHCTpauuen npeseHTaunm
Ha 3acefaHuu kadpeapbl (3aKMOYUTENBHON KOHepeHumn).

Mo pesynbTatam p[Joknaga C Y4YEeTOM XapakKTepPUCTMKM pyKoBOOUTENS U KadecTBa
npeacTaBfieHHbIX OTYETHbIX MaTepuanoB obydatollemMycsl BbICTaBMASIETCA COOTBETCTBYHOLLAA
oueHka (OuddepeHUMPOBaHHbIN 3a4eT NO MUTOraM MNPaKTUKM BbiCTaBndetTca oby4varolmmcs
pyKOBOAUTENEM NPAKTMKN HA OCHOBaHWMM AOKMaZda M OTYETHbIX MaTepuanos, NpeacTaBeHHbIX
oby4arowmmcs).

OueHka no npakTuke BbICTABMSETCA PYKOBOOAMTENEM MPAKTUKU OT Kadeapbl HA OCHOBE
coepXaHna oTyeTa CTyOeHTa, OT3blBa PYKOBOAUTENS OT NpeanpusiTUsi, BbICTYNNEHUA C
npeseHTaumen n OTBETOB Ha BOMNPOCHI MO UTOraM MpPakTUKN.

OTyeT NO nNpakTUKe [JO0MKEeH OblTb WU3MNOXEH TEeXHUYECKM TPaMOTHbIM SA3bIKOM C
NnPUMEHEHNeM peKoMeHOOBaHHbIX TepMUMHOB W abbpesuaTyp ©6e3 opdorpaduyecknx wu
rpammMaTtmyeckux owmnbok. lNpu 3awuTe oT4yeTa NO MpPakTUKe OUEHMBAeTCA COOTBETCTBUE
WHpopmauuKn, npeacTaBneHHoM B OoT4yeTe, AaHHbIM M3 MHGAOPMAaLUMOHHbLIX PecypcoB obLlero
aocTtyna cet IHTepHeT, MmaTepmanoB NeKkumin, y4ebHON 1 TEXHUYECKON NUTEpaTypbl.

KoHeuHbIMM pesynbTaTtamu OCBOEHUSI NPOrpaMmbl MPaKTUKN SBNSIOTCA CHOPMMPOBAHHBLIE
KOrHUTMBHbIE [OECKPUNTOPbl «3HaTb», «YMETb», «BMNageTb», pacnucaHHble Mo OTAEeNbHbIM
komneteHumsm. OHM npegctaBneHbl B Tabnuue. dopmupoBaHMe ITUX [LECKPUMNTOPOB
NPOUCXOAUT B TEeYeHWe BCero nepuoda NPOXOXAEHUS MPAKTUMKW, B paMKax BbINOSIHEHUS
CaMOCTOATENbHOMW pPaboTbl HA MecTe NPOXOXAEHWA MPaKTUKU MpPU BbINOSIHEHUM Pa3fMYHbIX
BMAoOB paboT nof pykoBOACTBOM PYKOBOAMTENS NPaKTUKM OT Kadeapbl.

[ns oueHkn geckpuntopoB koMneTeHunn ncnonb3yetcs 100 6annbHas LwKana OueHoK.

[na onpeneneHnsa akTUYEeCKNX OLEHOK KaXKAOro nokasaTtens BbICTaBMAKTCA crneayroLmne
Gannsl.

Ona peckpunTopoB Kateropmmn «3HaTby:

- pes3ynbTaTt, CoAepXXalui MOMHbIA MpaBUMbHbIA OTBET, MOMIHOCTbID COOTBETCTBYET
TpeboBaHuAM Kputepusi (OTBET MOSHbIA U NPaBUIbHbIA HAa OCHOBaHWWM W3YYEHHbIX TEOpWUM;
MaTepuarn M3roXeH B OnpedeneHHOW NOrmyeckor nocnefoBaTenbHOCTU, HayYHbIM SA3bIKOM;
oTBeT camocTosATenbHbIM — 85-100% OT MakcumanbHoro konuyectso 6annos (100 6annos.).

CoOTBETCTBYET OLEHKE - KOTIIUYHOY;

- pesynbTaT, cogepXawunh HenosHbl MpaBUSibHbIM OTBET WNWM OTBET, COAEpKaLLmi
He3HauMTernbHble HEeTOYHOCTM (OTBET AO0CTaTOMHO MOSHbIA U NPaBWUfbHbIA Ha OCHOBaHWUM
M3y4deHHbIX  MaTepuarnos; mMaTepuan N3NOXeEH B  ONpedeneHHoM  rorn4yeckom
nocrnegoBaTenbHOCTU, NPU 3TOM AONyLWEeHbl ABE-TPU HECYLLECTBEHHbIe ownbku), 75-84% ot
MakcuMmManbHoro konudectsa 6annos; COOTBETCTBYET OLEHKE - «XOPOLLOY;

- pesynbTaT, cofepXalun HEMNOSHbIN NpaBUMbHBIA OTBET WNWU OTBET, CcoAepXalimmn
3Ha4YUTENbHbIE HETOYHOCTM (NPW OTBETE AOOMylleHa CcywecTBeHHas owwnbka, unnm B OTBETe
cogepxutca 30 - 60% HeobOXoouMbIXx CBeOEHUA, OTBET HecBA3HbI) — 60-74 % oT
MaKkcumanbHOro konvyectsa 6annos; CoOOTBETCTBYET OLEHKE - «y4OBNETBOPUTENBHOY;

- pes3ynbTaT, coAepXallnii HenosHbIA NpaBuNbHbIM OTBET (CTEMeHb MOMHOThbI OTBeTa —
meHee 30%), HernpaBunbHbIM OTBET (OTBET He MO CYLLEeCTBY 3aJaHus) Unu oTCyTCTBME OTBETA,
T.e. OTBET, He COOTBETCTBYKLUMA MNOMHOCTbIO TpeboBaHusam kputepusa, — 0 % oT
MaKkcMmMmanbHoro konudectsa 6annos. COOTBETCTBYET OLEHKE - KHEYAOBNETBOPUTENBHOY.



Ona peckpunTopoB Kateropumn «YmeTb» U «Bnagetb»:

- BbIMOMHEHbI BCe TpebOoBaHMS K BbIMNOSIHEHUIO, HAanMMCaHUIO U 3awuTe OoTyeTa. YMeHue
(HaBbIK) cdhopMmpoBaHO NONHOCTLIO — 85-100% OT MakcMmarnbHOro konmyecTsa 6annos.

CoOTBETCTBYET OLIEHKE - «OTIIMYHOY;

- BbIMOJSIHEHbI OCHOBHbIE TPeOOBaHWSA K BbIMOMHEHUIO, OOPMIIEHUIO M 3alUMTE OT4eTa.
MmetoTca oTaenbHble 3aMmeyvyaHnst U HeaocTaTku. YMeHue (HaBblk) ChOpMMPOBAHO JOCTATOYHO
NonHo — 75-84% o1 makcnumanbHoOro konnyectsa 6annoB. COOTBETCTBYET OLIEHKE - «XOPOLLIO»;

- BbINonHeHbl ©a3oBble TpeboBaHMS K BbIMOSHEHUIO, OOPMIIEHMIO M 3aluTe OT4veTa.
MmetoTca JOCTaTOYHO CyLLECTBEHHbIE 3aMeyaHus U HegocTaTku, Tpebylouwme 3HaYnTEeNbHbIX
3aTtpaT BpPEMEHW Ha ucnpasBneHne. YMeHune (HaBblk) C(OPMMPOBAHO HA MMUMHUMANbHO
A0NyCTUMOM ypoBHe — 60-74% OT MakcumanbHOro konnyectea 6annoB. COOTBETCTBYET OLIEHKE
- «yOOBNETBOPUTENBHOY;

- TpeboBaHUA K HAaNUCaHUIO N 3awmTe oTvyeTa. MIMETCS MHOrOYUCHEHHbIE CYLLLECTBEHHbIE
3aMevYaHus 1 HeJocTaTKuM, KOTopble He MOoryT ObiTb ucnpaBfeHbl. YMeHue (HaBblk) He
cchopmupoBaHo — 0 %.

[Ona atrectraumMm CTyOeHT NpeabsiBAseT OHEBHUK MNPaKTUKW, 3a4aHWe PYKOBOAUTENS Ha
NPoOXoXaeHne npakTMKn M odopMnseT pesynbTaTbl MNPaKTUKM B BUAE OT4YeTa UM roTOBUT
BbICTYNMEHNE C Npe3eHTaunen no pesynbratam npakTuKu.

[ns oueHBaHus pes3ynbTaToB 0Oy4eHUs1 Ha 3a4eTe C OLEHKOM ncnornb3dyetcs 4-6annbHas
wana: «OT/ANYHOY», «XOPOLLO», yAOBNETBOPUTENBHOY, «KHEYAOBNETBOPUTENBHOY.
CooTHoLeHWe nokasaTenemn, KpUTepUEB M LLKanbl OLEHMBaHUS pe3ynbTaToB 0byyYeHus.

YpoBeHb
Kputepum oueHmBaHmsa KoMneTeHLMn cchopmmpoBaHH Llikana oueHok
oCcTHn
KOMMeTeHUMN
3HaTb: pesynbTaT, coAepXallui MOMHbIA MpaBUIbHBIA OTBET, MOMHOCTbLIO lNoebiweHHbIU Omnu4Ho
COOTBETCTBYET TpeboBaHWAM KpuTepus (OTBET MOMHbLIA W MpaBUNbHBIA Ha ypO8eHb
OCHOBaHMM U3YYEHHbIX TEOpWIK; MaTepuan WU3NoXeH B OnpeaeneHHon
NOrn4yeckomn nocrneaoBaTeNibHOCTH, Hay4HbIM S3bIKOM; oTBeT

CaMOCTOSATESbHbIN.

«YMeTb» U «Bnapetb»: BbINOMHEHbl BCe TpebOBaHMS K BbIMNOMTHEHNIO,
HanMCcaHuIo 1 3aluuTe oTYyeTa.

3HaTb: pe3ynbTaT, CoOepXallMin HEMOMHbIA NPaBWUMbHbLIA OTBET WK OTBET, Ba3oenbil Xopowo
cofepXalluMin He3HauuTernbHble HETOYHOCTU (OTBET AOCTATOMHO MOSHbIA © ypO8eHb
NpPaBUSIbHbLIA HA OCHOBAHWM M3Y4YEeHHbIX MaTepuaroB; MaTepuan W3MOXeH B
onpeaeneHHoOM Nornyeckor nocrnenoBaTenbHOCTU, NPY 3TOM OOMYLLEHbl ABEe-
TPU HECYLLECTBEHHbIE OLUNOKM).

«YMeTb» U «Bnagetb»: BbINOMHEHbI OCHOBHbIE TPEOOBAHUS K BbIMOTHEHNIO,
ooOpMIEHNI0O WM 3awmTe oT4yeTa. VIMelTcs OTAenbHble 3aMeyaHuss W
HegocTaTku. YMeHue (HaBblk) chopMMpPOBaHO JOCTATOYHO MOSTHO

3HaTb: pe3ynbTaT, coaepXaliuii HenosHbI NPaBWUmbHBLIA OTBET UKW OTBET, lMopoeoseiti Ydosnemeopu-
cofepXallMn  3HauuTernbHble  HETOYHOCTM  (NpM  OTBETe  JonylleHa ypOo8eHb mersibHO
cyllecTBeHHas owwnbka, unu B otBeTe cogepxmtca 30 - 60% HeobxoaumbIx
CBEOEHU, OTBET HECBA3HbIN)

«YMeTb» U «BnapeTb»: BbiNOMnHeHblI 6a30Bble TPeOOBAHMSA K BbINOSTHEHWIO,
oopMMeHNto n 3awmuTe oT4yeTa. MMerTca [OCTaTOYHO CYLLEeCTBEHHble
3aMevaHuss U HepocTaTku, Tpebyolme 3HauMTenbHbIX 3aTpaT BPEMEHW Ha
ncnpaeneHue.

3HaTb: pesynbTaT, COAepXalui HENOSHbIA NPaBWUMbHbLIA OTBET (CTENeHb - Heydosnemsopu-
nonHoTbl oTBeTa — meHee 30%), HenpaBuITbHLIN OTBET (OTBET HE MO CYLLECTBY mersibHO
3a0aHnsl) unu  OTCYTCTBME OTBETa, T.e. OTBET, He COOTBETCTBYHOLLMN
MOJSTHOCTbLI0 TPEBOBAHUAM KpUTEPUSI.

«YMeTb» U «Bnapetb»: TpeboBaHMA K HaMMCaHUO W 3awuTe OTveTa.
MMeloTCs MHOrOYMCrEHHblE CyLLEeCTBEHHble 3aMedaHus W HejocTaTku,
KOTOpble HE MOTYT ObITb MCNPABIEHSI.

20.3 ®oHJ 01IeHOYHBIX CPeACTB C(POPMHUPOBAHHOCTH KOMIIETEHIIMH CTY/IeHTOB, peKOMeHyeMblii /151
NPOBeleHUsl IMarHOCTHYECKUX padoT

Or1K-9. CnocobeH peliatb 3agavm npodeccnoHanbHo AeATENbHOCTU C YY4ETOM TEKYLLLETO COCTOSAHUS U
TEHOEHUUA pasBUTMA METOAOB 3alMTbl MHOPMaUMM B ONEPALMOHHbIX CUCTEMAX, KOMMbIOTEPHbIX



ceTaX U cucTemax ynpasneHns 6asamm AaHHbIX, a Takke MeTodoB U CPeACTB 3almTbl MHOopMaunm ot
yTeUKkn No TeXHUYECKUM KaHarnam, ceTen u cuctem nepegayum nHdopmaumm

Ol1K-9.15 ymeeT aHanu3npoBaTb M OLEHMBATb Yrpo3bl NHPOPMALMOHHON 6e30nacHOCTN 06bEKTa;

OrllK-9.17 BnageetT wMeTogdamMu pacdeTa W WHCTPYMEHTANbHOIO KOHTPOMs MnokasaTternewn
3PPEKTUBHOCTU TEXHNYECKOM 3aLLMUTblI MHOPMaLIUW.

OlK-13. CnocobeH paspabaTbiBaTb KOMMNOHEHTbI MPOrpaMMHbIX M NPOrpaMMHO-annapaTHbIX CPeacTB
3aWnTbl MHpOPMaLMK B KOMMbIOTEPHBLIX CUCTEMAX W MPOBOANTL aHanu3 nx 6es3onacHocTu

OrllK-13.2 Bnageetr HaBbikaMu pa3paboTkM NPOrpaMMHbIX MOAYNEW, peanuayrlmx 3agadn,
CBs3aHHble ¢ obecneyveHremM 6e30nacHOCTM OnepauUMOHHbIX CUCTEM PACNPOCTPAHEHHbBIX CEMENCTB

OrllK-13.5 ymeer pabotatb C WHTErpMpoBaHHLIMM cpefgamn  pas3paboTkm NporpamMmMHOro
obecneveHus;

OlK-13.6 Bnageet HaBblkamMu pa3paboTkM, OTNagKW, LOOKYMEHTUPOBAHUA UM TECTUPOBAHUS
nporpamm;

Or1K-13.9 3HaeT nokasatenu ka4yecTBa NPorpaMmMHoOro obecneyeHus;

Ol1K-13.10 3HaeT 6a30Bble CTPYKTYPbl OAHHbIX;

OrlK-13.12 ymeeT dhopmMann3oBaTb NOCTABNEHHYIO 3adauy;

Orl1K-13.13 ymeeT paspabaTbiBaTh 90 HEKTUBHbBIE anropuTMbl U NPOrpamMmbl;

Orl1K-13.14 ymeeT NpoBOANTb OLIEHKY BbIYUCIIUTENBHOM CITIOXHOCTU anroputma;

OlK-13.15 ymeeT nnaHupoBaTb pa3paboTKy CNOXHOro NporpaMmHoro obecneveHms;

Orl1K-13.16 BrnageeT MeTogamMun OLLEHKM KadecTBa roTOBOro NporpaMmMHoro obecneyeHus;

OrllK-13.17 Bnageetr HaBblkamuM  pas3paboTkKMm  anropuTtMOB  Onsl  peleHns  TUMNOBbIX
npogeccnoHanbHbIX 3a4ay;

OlK-13.18 YmMeeT npuMeHsiTb cpeactBa M MeTodbl aHanm3a nporpaMMmHoro obecnedeHus Ons
BbISIBNEHWS 3aKnagokK

OrllK-13.19 YmeeT nNpuMMeEHATb MeTodbl aHanm3a TMpPOEKTHbIX peweHnn gna obecnedeHns
3aLMLLEHHOCTM KOMMBIOTEPHBIX CUCTEM.

OrllK-13.21 YmeTb nNpUMEHATb COBPEMEHHbIE cpeacTBa obecneyeHuss MHGPOPMALNOHHOM
6e30nacHOCTM NporpaMmm 1 AaHHbIX

OlK-13.23 YmeeT npoBOAMTb aHanu3 NporpamMHbIX CPEACTB, MPUMMEHSIEMbIX ONsi KOHTPONs u
3aLWnTbl MHCpopMaLnn
OlK-4.1. CnocobeH opraHn3oBbIBaTb 3aWwuTy MHOpMaumMM B KOMMbIOTEPHbLIX CUCTEMax U ceTsax (no
obnacTtam npMmMeHeHus)

OrlK-4.1.3 cnocobeH ucnonb3oBaTb A3bIKM M CUCTEMbI MPOrPaAMMUPOBAHUS, UHCTPYMEHTAarbHbIE
cpeactBa npu obecnevyeHun 3awmuTbl UMHOPMaUMM B KOMMBIOTEPHbIX CUCTEMAX MpU  peLueHun
pasnnyHbIX NPOgECCMOHarbHbIX, UCCNeaoBaTENbCKNX N NPUKNAAHbIX 3a4avd;

OlK-4.1.5 BnageeT HaBblkaMy NPUMEHEHNSI aHANUTUYECKMX U KOMMBIOTEPHBIX Moaenen ob6bekToB
NMHopMaTm3auum Npu co3gaHnUM CUCTEM 3alLmTbl MHOpMaLmu;

OlK-4.2. CnocobeH aHanuanpoBaTb 3aLUULLEHHOCTb, MPOBOAUTb MOHWUTOPUHI, ayguT U KOHTPOSbHbIE
npoBepkn paboToCnOCOOHOCTM M 3ALULLEHHOCTM KOMMBIOTEPHLIX CUCTEM U ceTen (Mo obnacTam
NPUMeEHEHUS)

OlK-4.2.3 BnageeT HaBblkamMu NPOBEAEHUS aHanu3a 3alMLEHHOCTU, MOHWUTOPWHra, ayaurta u
obecneyvyeHns KOHTPOSbHbLIX NPOBEPOK (PYHKUMOHMPOBAHMA U 6€30MacHOCTM KOMMbIOTEPHBIX CUCTEM W
ceTeln;

OlK-4.3. CnocobeH paspabaTtbiBaTb U aHanM3MpoBaTb KOPPEKTHOCTb MOMAUTUMKN MHEOPMaLMOHHOM
6e30nacHOCTM KOMMbIOTEPHBLIX CUCTEM U ceTen (N0 obnacTaM NpUMeHeHus )

Ol1K-4.3.5 cnocobeH NpUMeHsATb NporpamMMHble cpeacTBa MPUKNagHoOro, CUCTEMHOMO M cneunansHoro
Ha3Ha4eHus Npu pa3paboTke U aHanM3e NoONMUTUKN MHAOPMaLMOHHOM 6e30MacHOCTY;

MK-1. CnocobeH npoBoauTb aHanuM3 TpeboBaHMN U BbINOMAHATL PaboTbl MO MPOEKTUPOBAHMIO
nNporpaMmMHbIX U annapaTHbIX KOMMOHEHT cUCTEMbl 6€30MacHOCTM KOMMbIOTEPHBIX CUCTEM U CETEWN, B
TOM YuCrie C UCNOSIb30BaHMEM COBPEMEHHbLIX METOAO0B M CPEACTB 3aLMThl UHpOpMaLmMK

MK-1.3 ncnonb3yeT NpUHLUMNbI KOMNEKCHOW pa3paboTku npasun, npoueayp, NpMemMoB U METOAOB,
npv co3gaHnn cpeacTB 3alnTbl MHGOPMaLUKN, B TOM YUCIIE C UCMOSTb30BAaHNEM COBPEMEHHbIX METOL0B
1 cpeacTB pa3paboTkm NporpamMmmMHoOro obecneyeHus;

MK-2. CnocobeH npuvHUMaTb yyacTue B IKCNEPTM3E U aHanu3e yA3BMMOCTEW, Yrpo3 M MHUUOEHTOB
NHOpMaLMOHHOM 6e30NacHOCTU B KOMMNbIOTEPHbBIX CUCTEMAX M CETAX

MK-2.2 cnocobeH NpoBOAMTbL aHanM3 KOMMbHTEPHbLIX CUCTEM C LEfbl OnpedeneHust YpoBHS
3aLlMLWEHHOCTM 1 4OBepUs € nocnegyowmm obobweHmnem n 06paboTkon nHdopMaunmn, Noy4eHHoON B
Xo4e uccneagoBaHui;



MK-2.5 npoBoauT TeOpeTMYeckMe u npUKNagHoe WuccregoBaHNe YPOBHEN  3alUULLEHHOCTU
KOMMNbIOTEPHBIX CUCTEM U CETEN;

MK-3. CnocobeH yyactBoBaTb B paboTax MO MNPOEKTUPOBAHWIO CUCTEM 3awnTbl MHPOPMaUUN B
KOMMbIOTEPHBLIX CUCTEMax W CeTsax nNpu peweHnn npodeccuoHanbHblX, WCCneaoBaTenbCKuX U
npuKNagHbIX 3agav

MK-3.2 3HaeT mMeToAbl agMUHUCTPUPOBAHUSA CUCTEM YMpaBneHUss COObITUSMU MHOPMALIMOHHON
Ge3onacHoCTN, cuUCTeM OOHapyXeHUs W npenoTBpalleHNs BTOPXEHWA, MOHUTOPWUHra cobbiTuin n
WHUNOEHTOB;

MK-3.3 cnocobeH npoBoaAUTb aHanM3 6e30MacHOCTU KOMMbIOTEPHbLIX CUCTEM C UCMOMb30BaHUEM
aKTyarnbHbIX CTaHOAPTOB B 06nacTn KOMMNbOTEpPHON 6e3onacHoCTH;

MK-3.4 cnocobeH npoBoauTb aHanuM3 1 dopMannsauuio MocTaBfeHHbIX 3agady B obnacTtu
©e30MacHOCTN KOMMbIOTEPHbLIX CUCTEM U CETEN;

MK-3.5 BbINONHSAET NPOBEPKY YCTOMYMBOCTU MPUINOXEHUA K BHELUHEMY HECaHKLMOHMPOBAHHOMY
AOCTyny, B TOM 4uCne MpoBepka YCTOMYMBOCTM BEO-NPUNOXEHWA K aTakam, NpUMeHeHue cpeacTs
KOHTpons 6e3onacHOCTW, ynpaBfeHne Kpuntorpaduyeckumum CpeacTBaMu, a Takke opraHu3auns
MeponpuaTUn No obecnedyeHnto knbepbesonacHOCTU.

Bonpochkl ¢ BapaHTaMy OTBETOB

1. O6bekKT 3awmTbl MHPOpPMaL KM 3TO...

A) nHopmaumoHHasa cuctema, npegHasHadeHHas ans obpaboTtku 3awmwaemon nHdbopmaumm
C TpebyeMbiM YPOBHEM €€ 3aLUULLEHHOCTHU

B) uH¢popmayusi unu Hocumenb UHOpMayuu, unu UHGOPMaUUOHHbIU npoyecc,
Komopble Heo6x00uMo 3awuwames 8 coomeemcmeuu ¢ Uesbio 3auumsl UHghopmayuu

B) o6bekT nHpopmaTnsaumm, npeaHasHadeHHbIn ana o6paboTkM 3amaemon nHdopmauum ¢
TpebyeMbiM YPOBHEM €€ 3aLLULLEHHOCTH

M) wvHMopmauus, sBNsLWAncAa npegMeToM COOCTBEHHOCTM UM noanexawias 3awurte B
COOTBETCTBMM C TPeOOBaHUAMU MPaBOBbLIX AOKYMEHTOB Mnv TpeboBaHWsIMW, yCTaHaBNMBaeMbiMU
COOCTBEHHUKOM MHpopMaumn.
2. Kak Ha3blBaeTcs 4OCTYN K MHbopMaLumuy, HapyLlaoLWwmiA npaBmna pasrpaHn4yeHms octyna
C MCMNOSb30BaHMEM LUTATHbLIX CPEACTB, MPeaoCTaBsieMbIX CPeACTBaMU BbIYUCTTUTENBHOM
TEXHUKN UM aBTOMAaTMU3MPOBaHHbIMU CUCTEMAMUN?

— MaHAaTHbIA JocTyn;

— aTaka;

— HeCaHKUMOHMUPOBaAHHbLIN JOCTYM.
3. Kak HasbiBaeTCcsi cnocob 3awmuTbl UHopMauun ot yTedkn Yepes NIMUH, ocHOBaHHbIN Ha
nokanusauum anekTpoMarHMTHOM SHEPrnn B onpeaesieHHOM NPOCTPAaHCTBE 3a CYET OrpaHUYeHns
pacnpocTpaHeHusl ee BCEMU BO3MOXHbIMK cnocobammn?

— 3KpaHupoBaHue;

— nogaBreHue;

— 3awymrneHue.
4. Kak Ha3blBalOTCA MeTobl 3aLMTbl aKyCTU4ECKON MH(popMaLmu, NnpegycmaTpusatoLme
nogaBrieHMe TEXHUYECKNX CPeacTB pa3Benkn?

— NacCUBHBbIE;

— TMpOaKTUBHbIE;

— aKTUBHbIe.

5. Ecnu pasnuyHbIM rpynnam nonb3oBaTtenen ¢ pasnuyHbIM ypoBHEM AOCTyna TpebyeTca AoCTyn K
OOHOM W TOW Xe WHOpPMauuu, Kakoe U3 YyKasaHHbIX HWXe OeWCTBUMA crnefyeT NpeanpuHsTb
pyKoBOACTBY?
— CHu3nTb ypoBeHb 6e30MacHOCTU 3TOW MHopMauMn Ans obecneyeHus ee OOCTYMHOCTU U
yaobcTBa MCnonb30BaHnNs
— TpeboBaTb nognucaHus CcrneuuanbHOro paspelleHns Kaxabll pas, Korda 4YenoBeky
TpebyeTcs 4OCTYN K 3TOM MHGopMaLmm
—  YnyqywmTb KOHTPOsb 3a 6€30MacHOCTbLIO 3TON MH(hopMaL M
— CHU3UTb ypOBeEHb Kraccuurkalmm aTom nHpopmauum



6. ['Ae npMMeHsoTCa cpeacTBa KOHTPONS ANHAMUYECKOM LEeNoCTHOCTM?

aHanuse notoka (hpMHaHCOBbLIX COOOLEHUN
0b6paboTke AaHHbIX
Npu BbIABIIEHUN KpaXXu, [yONMpoBaHMA OTAENbHbIX COOOLWEeHUNn

7. B 4em 3akntoyaeTcs OCHOBHas NpuyMHa notepb MHoOpMauumn, ceasaHHoun ¢ MNK?

¢ rno6anbHbIM XULLIEHNEM MHGOPMaLUK
C NOsIBNEHNEM UHTEPHETA
C HeJoCTaTO4YHOM 0O6pPa3oBaHHOCTLIO B 06nacTu 6esonacHoOCTU

8. HectangapTHOCTb, pa3Hoobpa3HOCTb - 3T0 0bwme TpeboBaHusa K 3awmuTe nHdpopmaumm (1) nnm
TpeboBaHue, NpeabsaBnsaemoe k cucteme 6esonacHoCTN MHopmauum (2), unu ycrnoBsme, KOTOPOMy
AOJSDKHA yOOBIETBOPATbL CUCTEMA 3aLmTbl MHGopMauun (3)7?

(D).
().
(3).

Hwu ogHO 13 3TUX MOHATUMN.

9. KomnnekcHocTb - 310 obuwwue TpeboBaHma K 3awmte uHGopmaumm (1) mnn TpebosaHue,
npegbaBnsgemMoe Kk cucreme 6es3onacHocTM MHdopmMaumn (2), unum ycrnioBume, KOTOPOMY [OSKHa
yOOBNETBOPATb CUCTEMA 3aLUTbl MHpopmaummn (3)?

(1),
).
(3).

Hu ogHO 13 3TUX MOHATUMN.

10. Kakne uenv npecnegyert 3awmta nHopmaumnmn?
uenu 3awmTtbl MHopMauum - HegonyuieHve "B3rnioma" gaHHbIX, XPaHALLMXCH B KOMMbOTEpE.

LensamMu 3awmTbl MHhopMaLMKn ABNSIOTCA: NpefoTBpaWeHne pasrfnaweHns, yTe4ku u
HEeCaHKLUMOHUMPOBAHHOIO A0CTyna K OXpaHsAeMbiM CBeAeHUAM; npeaoTBpalieHue
NPOTUBOMNPAaBHbIX AEUCTBUA MNO YHUUYTOXEHUID, MoaudcuKauum, UCKaXKeHUto,
KONMUPOBaHUIO, ONOKMpOBaHMIO WHpOpMaUuuK; npegoTBpalleHne Aapyrux cGopm
He3aKOHHOro BMewaTenbCTBa B MH(OPMaLUOHHbIE pecypCbl U UH(pOPMALUOHHbLbIE
cucTeMbl; obecnevyeHne NpPaBOBOro pexumma AOKYMEHTUPOBaAHHOM MHdOpMaLMKM Kak
06beKkTa COOCTBEHHOCTU; 3alMTa KOHCTUTYLMOHHbLIX NMpaB rpaxaaH Ha coxpaHeHue
JINYHOM TauHbl U KOH(PMAEHUMANbLHOCTU MNEepPCOHaNbHbIX AAaHHbIX, UMEKLWMXCA B
MH(OPMaALIMOHHbIX cucremax; cCoxXpaHeHue rocyaapcTBeHHOM TaWHbl,
KOH(MAEHUNANbLHOCTU [AOKYMEHTUPOBaHHOM WHdOpMauMm B COOTBETCTBMU C
3aKoHoAaTeNIbCTBOM; obecnevyeHue npaB CyobLEeKTOB B MH(pOpMaLMOHHbLIX npoLeccax
M nNpu mx paspaboTke, NPOU3BOACTBE U MPUMEHEHUM WMH(POPMALIMOHHBLIX CUCTEM,
TEXHOJIONMU U CpeacTB ux obecnevyeHus

11. AsnsieTca nu gaHHoe CBOMCTBO OCOBEHHOCTHLIO MHGhOpMaLNMN?

pa3MepHOCTb.
HenpepbIBHOCTb.
[INCKPETHOCTb.
HarnagHoCTb.
LLeHHOCTb.

12. YTto ABNSETCS COCTABHOM YaCTblO KOHLIEMLUMM U CTPYKTYPbI 3aLmTbl Hpopmaumnn?

Pa3Butbin acCoOpTUMEHT TeXHUYECKUX CpeAacTB 3aWUThbI MHcopmauun,
NPOU3BOAMMBbIX Ha NPOMbILLIIEHHON OCHOBE.

3HaunTenbHOe YMCNO MMEeLWMX HeobxoAuMble  JNIULEH3UM  OpraHusauumn,
cneuvanusvpyroLwmxca Ha peLleHu BonpocoB 3aWwmTbl MHopMauun.

Bonblwon npakTuyecKum onbIT peleHnsa npobnemMm B paccmaTpmBaeMon obnacTu.

13. Kakon atakn Ha ARP npoTtokon He cyLiectsyeT?

ARP Spoofing;
ARP Stuffing;



14.

15.

16.

17.

18.

19.
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— ARP Sniffing.

Pacnonoxute B nopsake cnegosanne mogenu OSI Tunbl atak

— DNS Sniffing;

— ARP Spoofing;

- XSS.

Mcnonb3yeTcst nn ycnoBHasa BEPOSTHOCTb B MeToAax ObHapyxeHust 3noynotpebneHmin?
- Aa;

— HeT.

AsnseTcs nn cuctema obHapy>KeHUS1 BTOPXKEHUI aKTUBHBbIM KOMMOHEHTOM MO 3alumMTe OT yrpo3?
- A3,

— HeT.

B nepedyeHb aTanoB nposeaeHuna ayauta NC BxoauT:

— BbIpaboTka pekomeHaaunm

— cb6op uHcpopmaumun ansa ayguTa
— BbIsIBIIEHME HEAOCTaTKOB Npun 0bpaboTke nHdopMaunm

— BblpaboTKa pekomMeHaauum
PesynbTaTtbl npoBeaeHus ayanta nogpasnensoTcs Ha:
opraHu3auMoHHbIe

TexXHU4yeckue
nporpammHbie

— MeTogonorunyeckue
OueHka pucko anst UC npon3soguTcst C NOMOLLbIO CReayoLWmX WKan:
KonuyecTtBeHHOW

norapudpmmnyeckon
Ka4yeCTBEHHOMN
MaTpUYHON

. OTcyTCcTBME M3MEHEeHUN B nepegaBaeMon UM XpaHUMOW MHOpMaLMM MO CPaBHEHUKD C ee

MCXOOHOW 3amnmncbto — 3TO:
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LLeNIOCTHOCTb;
—  ©[JWHCTBO;
CUHTES;

— MornHoTa.

. Kakoi1 n3 metooB ocHoBaH Ha fo6GaBneHuMmn n3bblITOYHOM MHpOpMaLUK K NnepegaBaeMoMy

cnosy?

22.

23.

24.

Metoa XeMMUHra;

meToa HaBuaa CnensiHuHa;

— MeToa XOKBUHrema.

K nonvandgaBnTHbIM WKpam OTHOCATCA:

wndpp MNnendepa;

wndop Xunna;

wndpp Bodopa;

— BCe nepeyvyuvcrieHHble Wwnudpbl.

Kakon HopMaTUBHbIN akT SIBMSieTCA OCHOBHbLIM B cdpepe perynmpoBaHus 3NeKTPOHHOW Mo -nNncu:

— penepanbHbiv 3akoH Ne1-d3 ot 10.01.2002 «O6 anekTpoHHOW UndPOBON NOANNCKY;

— pedepasibHbIl 3akoH N263-P3 om 06.04.2011 «O6 351eKMPOHHOU NOONuUCU»;

— nocTtaHoBneHue lNpasutensctBa Poccunckon ®egepauun Ne 111 ot 9 cpespansa 2012 r. «O6
3NEeKTPOHHOW MNOAMUCKU, UCMOMNb3YeMOW OpraHamMu MUCMOSHUTESNbHOW BriactM M opraHammu
MECTHOro CcamoynpaBneHns npu opraHu3aumm 3NEeKTPOHHOIOo B3aMMOLENCTBUSA Mexay
cobomn».

B kakmx Tunax kpuntoatak ucnosb3yetcda meToq "onpoboBaHus"? (YKaXMTE HECKOSbKO BEpHbIX

BapmnaHTOB OTBeTa.)

a) KpunToaTtaka C UCNofb30BaHNEM KPUMTOrpamm;



6) KpunToaTaka C UCNOMNb30BaAHWEM OTKPbITbIX TEKCTOB U COOTBETCTBYHOLLUMX KPUNTOrpaMm;

B) KpynToaTaka C MCMosib30BaHNEM BbliOMPaEMbIX KpUNTOAHANUTUKOM OTKPbITbIX TEKCTOB U

COOTBETCTBYHOLNX KPUMNTOrPaMM;

r) Bce OTBeTbl BEPHbI.
25. Bpewms, 3aTpauvBaemoe anropMTMOM AnS pelleHus 3ajadvv, paccMatpuBaemoe Kak hyHKums
pa3mepa 3agauv Unm Konu4ecTBa BXOAHbIX AAHHbIX, — 3TO:

a) BpeMeHHasi CIIOXXHOCTb;

©) Bpemsi BOCNpPOU3BEOEHNS anropuTMa;

B) BPEMS peLleHus anroputMa.
26. OTCcyTCTBME W3MEHEHUN B nepefaBaeMon WM XPaHMMOW WHGOpMauMM MO CPaBHEHWUIO C ee
MCXOOQHOW 3anncblto — 3TO:

a) LenocTHOCTb;

6) eaNHCTBO;

B) CUHTES;

r) nonHoTa.
27. AsorHon DES He ncnonb3yeTtcsl, NOTOMY YTO

(1) HegocTaTovHa AnNunHa Kno4va

(2) cywecTByeT aTtaka «BCTpeYa nocepeAuHe», KOTOpasA MNO3BONAET CHU3UTb CTOMKOCTb
anroputMa go cromkoctu npocrtoro DES

(3) cnvwkom yBenMunBaeTCcs CrOXHOCTb BblYUCNEHUI
28. ATaka "BMeLlLaTensCcTBO" — 3TO yrposa:

(1) rotoBHOCTH

(2) uenocTHoCTH

(3) KoHdbmaeHUManLHOCTH

(4) cekpeTHOCTHM
29. B DES nocnegHun payHg npu nepBoMm crnocobe LwundpoBaHna um obpaTHoro gewmdpoBaHus
OTNU4aeTcs OT ApYrux:

(1) npumeHeHnem cmecuTens

(2) oTcyTCTBMEM YCTPOMCTBA 3aMEHbI

(3) npumeHeHeM yCTpOMNCTBA 3aMEHbI U CMeCUTENS

(4) NnpumMeHeHneM yCTpOMCTBa 3aMeHb!
30. MNMpoTokonupoBaHWe 1 ayauT MOryT UCMONb30BaTbCH ANS:

(1) npepynpexaeHusa HapyweHui Nb

(2) obHapyxeHuAa HapyLeHUn

(3) BOCCcTaHOBNEHUA pexnma Ub
31. CurHaTypHbI METOZ BbISIBNIEHNSI aTak XOpOLL TEM, YTO OH:

(1) nogHMMaeT marno NOoXHbIX TPeBOr

(2) cnocobeH obHapyxmBaTb HEM3BECTHbLIE aTakn

(3) npocT B HacCTpoMKe u IKCcnyaTauum
32. [Ina 4ero ucnonb3yTCA CpeacTBa CO34aHMsA X3L-CyMM (hanrioB M LaHHbIX NpU paccrefoBaHum
KOMMbIOTEPHbIX MHUNOEHTOB?

—  Ansa obHapyXeHUs HeCaHKLNOHMPOBAHHOIO A0CTYNa Ha YTEHUE;

— ANA oOHapy)XeHUs HapyLeHUA LeNoCTHOCTY;

— [nsi oOGHapy>XeHNs HapyLleHnst 4OCTYMHOCTMW.
33 Ha kakom knacc SOC no nokanusaumn QYHKUUA crnegyeT OPUEHTMPOBATLCA KOMMaHWKM AOnis
pa3sepTbiBaHna SOC B TeYeHNE HECKONbKMX MecsiLeB?

— BHyTpeHHWI

— BHewHun

—  [MbpnagHbIN

— Jliobon 13 BbiENePEYNCTIEHHBIX
34 Kakyto mMogenb pekomMeHayeTcs  MCNonb3oBaTb MpU  pearMpoBaHMM Ha  MHUMAEHTbI

knbepbesonacHocTn?
- ITIL
- COBIT
— Cyber Kill-Chain
- TIP

35 lNMpoTokonmMpoBaHne — aTo
a) Coop n HakonneHue nHcgpopmauum o codbbiTuAX NUC



b) BegeHue gokymeHToB
c) Bce 13 nepeumncneHHoro
d) Hnuyero 13 nepevncrieHHoro
36. Ha ocHoBaHuu 4ero paspabartbiBaetcs [NonoxeHne o pearmpoBaHMm Ha MHUMAEHTbLI?
— Ha OCHOBaHuW mogenu yrpo3 6e3onacHocTy;
— Ha OCHOBaHUW MOAENM NPOM3BOACTBEHHbIX NPOLIECCOB N aKTUBOB;
— Ha OCHOBaHUM MOJSINTUKN MHOPMALIMOHHOM 6e30MacHOCTH.
37. Yem onpepensieTca npoueaypa v MeToabl paccnefoBaHNA KOMMNbIOTEPHbIX MHUMAEHTOB B
opraHusaumm?
— TpeboBaHMAMM YyronoBHO-NpOLecCyanbHOro kogekca P;
— YTBEpPXAEeHHbIMU BHYTPEHHUMMU perfilaMmeHTaMu opraHu3sauuu;
—  TEeXHU4YEeCKUMM BO3MOXHOCTSIMW OpraHn3aumu.
38. Kakne 13 cpegcts obecneumaoT Hanbonee NonHoe paccnegoBaHne KOMMNbIOTEPHbIX UHUMAEHTOB?
— CMUCTeMbl OGHapyXXeHUs1 U NpeaoTBpPaLLEHUs] BTOPXXEHUN;
— CMUCKW ynpaBneHus JOCTYNOM Ha MapLupyTM3aTopax;
— cucTeMbl WnpoBaHus Tpaduka.
39. DyHKUMOHaNbHOCTL ©6e30MacHOCTM onpeaensieT oXxngaemyo paboTy MexaHM3MOB Ge3onacHoOCTH, a
rapaHTMu onpeaensitoT:
1. BHepgpeHue ynpaBneHust mexaHnamamm 6e3onacHocTu
2. Knaccudmkaumio gaHHbIX Nocre BHeApeHUs MexaHn3moB 6e30nacHoCTH
3. YpoBeHb goBepus, obecnevynBaeMbiii MEXaHU3MOM 6e30MacHOCTHU
4, CooTHoleHWe 3aTparT / Bbiroa
40. Cuctema wundpoBaHua w/unu anekTpoHHon nognucyn (3I1), npu KOTOPOWM OTKPbLITBIA KITHOM
nepedaércs No OTKPbITOMY (TO eCTb He3alMWEHHOMY, OOCTYNHOMY AN HabnogeHus) kaHany wu
ncnonb3yetcs Ans nposepkn 3l n ana wWngposaHns coodLLeHNsa — KpunTocmcema ...
+ acMmeTpuyHas
+ C OTKPbITbIM KIOYOM

Kputepun 1 wkanbl oueHnBaHus 3agaHnn ®OC:
[nsa oueHMBaHWs BbINONHEHNS 3a4aHUI Ucnonb3yeTca GannbHasg Wwkana:
1) 3akpbITble 3agaHns (TECTOBbIE C BapuaHTaMmn OTBETOB, CPEAHUIN YPOBEHb CIIOXKHOCTH):

— 1 6ann — ykasaH BepHbIN OTBET;

— 0 6annoB — yka3aH HeBepHbI OTBET (MOMHOCTLIO MW YaCTUYHO HEBEPHbIN).
2) OTKpbITbIE 3a4aHns (TECTOBbIE C KPATKMM TEKCTOBLIM OTBETOM, MOBbILUEHHLIN YPOBEHbL CITOXXHOCTH):

— 2 6anna — ykasaH BepHbI OTBET;

— 0 6annoB — yka3aH HeBepHbI OTBET (MOMHOCTLIO UM YaCTUYHO HEBEPHbIN).

3apaHus pasgena 20.3 peKOMeHAYHTCA K UCNOSIb30BaHMIO NpU NpoBeAeHUN ANarHoCTUYECKUX
paboT C Lenbl OLEHKU OCTaTO4YHbIX pe3ysfibTaTOB OCBOEHUSI OAaHHOW AUCLUMNIIUHBLI (3HaHUM,
YMEHWUH, HaBbIKOB).


https://ru.wikipedia.org/wiki/%D0%9A%D1%80%D0%B8%D0%BF%D1%82%D0%BE%D0%B3%D1%80%D0%B0%D1%84%D0%B8%D1%8F
https://ru.wikipedia.org/wiki/%D0%AD%D0%BB%D0%B5%D0%BA%D1%82%D1%80%D0%BE%D0%BD%D0%BD%D0%B0%D1%8F_%D1%86%D0%B8%D1%84%D1%80%D0%BE%D0%B2%D0%B0%D1%8F_%D0%BF%D0%BE%D0%B4%D0%BF%D0%B8%D1%81%D1%8C

