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Kod u HaumeHosaHue(mun) npakmuku/HVP e coomeemcmeuu ¢ y4ebHbIM niaHoM

1. Kog 1 HaumeHoBaHMe HanpaBfeHUs NoAroTOBKU/cneunanbHOCTU:

10.05.01 KomnbroTepHaga 6e30nacHOCTb

2. Mpodunb noaroroBku/cneumannsauymsa:

Be3onacHOCTb KOMMNbTEPHBLIX CUCTEM U CETEN

3. KBanudmkauusa (cteneHb) BbinyCkHMKa: Cneumvanuct
4. dopma oby4yeHuUA: o4Has

5. Kacbegpa, oTBevarowas 3a peanusauuio npakTuku: KnbepbesonacHoctu

MHAOOPMALIMOHHbBIX CUCTEM

6. CoctaButenu nporpammbi: CadoHoB Butanum BnagummpoBumy, K.T.H., AOLEHT

(®UNO, y4yeHasi cmeneHb, y4eHoe 38aHUE)

7. PekomeHaoBaHa: Hay4yHO-MeTOONYECKMM COBETOM (haKyfibTeTa NPUKNaaHOW MaTeMaTUKM,

MHAOPMATUKN U MexaHuKkn 27.04.2022 r., npoTokon Ne5
(HaumeHoBaHue pekomeHOyrwel cmpykmypsbi, 0ama, HOMEpP rPOMOoKoJa,

ommemku o NpodrieHUU 8HOCSIMCS 8PYYHYIO)

8. YueOHbIn rop:_ 2026/2027 CewmecTp(bl): 9




9.Lllenb npakTuku:

Llenblo npakTukn aBnseTca passutne npodpeccnoHarnbHbIX 3HAHUW U KOMNETEHUUN CTYLEeHTOB
Ha ©0ase npuknagHbiX 3agay, AOns peLlleHns KOTopbiX HeobxoaMMO UCMonb30oBaTbh
COBpPEMEHHbIE WHMOPMALMOHHbIE TEXHOMorMMm 06paboTkn ©n  3awmTbl  MHGOPMALMMN.
3aKkpenneHne 3HaHWA CTYOEeHTOB O COBPEMEHHbIX WH(OPMALUMOHHBIX TEeXHONOrmsx
obpaboTkm u 3awmTbl WHpOpMauMm, a Takke crnocobax WX wuUccnegoBaHUs B
BbIYMCINUTENBHOM 3KCMNEPUMEHTE NPUMEHUTENBHO K KOMMbIOTEPHBIM CUCTEMAM U CETAM.

3apauv NpakTUKK:

CTygoeHTbl  OOMKHbI  O3HAKOMUTBCA  C  COBPEMEHHBIMM  UH(OPMALMOHHBIMU
TEXHOSMOrMSAMN, NPUMEHSIEMbIMUA B Hay4HbIX MCCMEeOOBaHUAX M MPOM3BOACTBEHHbIX 3ajavax,
crneuvanbHbiM  NporpaMmHbiM  obecnevyeHnem un obopygoBaHMemM Ans 3agady  aHanmsa
3aLUMLLEHHOCTM KOMMBIOTEPHbBIX CUCTEM U CETEMN.

OcBouTb MeTOoauKM paboTbl CO CpeacTBaMuM  KOHTPOMS W U3YYEHUs OTAESbHbIX
XapaKTepUCTUK  MNpoLEeccos, npnbopoB,  YCTPOWCTB,  NporpammHoro  obecnedyeHus
WHOPMALUMOHHBIX  CUCTEM MpU  pelleHnax 3agady  obecneyeHnsa  MHGOPMaLMOHHON
©esonacHocTn.

O3HakOMUTLCA C MeTodamu BbIMOMHEHUS TUMOBLIX pPacyeTOB W  MOAENMPOBaHUSA
NpoLeccoB C MNPUMEHEHMEM KOMMbIOTEPHOW TEXHUKK, MNPOBEAEHME SKCNEPUMEHTANbHbIX
nccneaoBaHnn CMCTeMbI 3aWMThl MHGOpMaLUMK.

Monyy4nTb ONbIT CaMOCTOATENBHOIO PELLEHNs NPUKIAAHON UCCreaoBaTeNbCKON 3a4auyun,
npoBedeHnUss UccnegoBaHUM WM IKCMEPUMEHTOB, a Takke MpakTUYeCcKumM npuMeHeHnemM
COBPEMEHHbIX MHOPMALMOHHBIX TEXHOMOTUMN.

10. MecTo npaktukm B cTpyktype OOI: o6s3amesnbHas Yacmb b6r1oka 62.

Livkn (pasgen) OOM: B2 | kog gvcumnnudbl B YI: 52.65.04(H)

Ne | Koa | HaumeHoBaHue

[nsa ycnewHoro npoxoxaeHms y4ebHoN NpakTukM obydatoLmecs UCnonb3yT 3HaHWS, YMEeHUsi, ChOpMUPOBaHHbIE
B X0€ M3yYeHus1 ANCLMMIIUH

1 B1.0.28 MeTtoabl onTummnsaumm

2 | b1.0.35 OO BEKTHO-OPNEHTMPOBAHHOE NPOrpaMMUpoBaHme

3 | b1.0.37 MeToabl nporpaMmupoBaHus

4 | B1.0.40 Mogenu 6e30MacHOCTM KOMMNBIOTEPHBIX CUCTEM

5 | Bb1.042 OcCHOBbI NOCTPOEHMS 3aLUMLLEHHBIX KOMMbIOTEPHbIX CETEN

6 | 61.0.43 OcHOBbI NOCTPOEHMS 3aLUMLLEHHbIX 6a3 AaHHbIX

7 B1.0.44 3alwmra nporpaMmm u SaHHbIX

8 | b1.0.51 3awmTta nHopmaumm OT yTEYKM N0 TEXHUYECKUM KaHanam

9 | b1.B.04 Teopus 1 MeTodbl counanbHOW MHXKEHEPUN B MHOPMAaLMOHHOM 6e3onacHoCTH

10 | 61.B.08 Pa3paboTtka 6e3onacHOro nporpaMmmHoro obecneyeHus

11 | b1.B.12 Knbepbe3onacHOCTb KpUTUYECKUX CUCTEM U UHPPACTPYKTYP

12 | B1.0.56.03 PaspaboTka npuknagHoro nporpammMHoro obecneyeHms 4ns KOMnbTEPHbIX CUCTEM
13 | B1.0.56.05 CoBpeMeHHble Npobnembl nHdopmaLmMoHHoN 6e3onacHoCTU

14 | ©TA.01 AHanu3 gaHHbIX KOMMNBLIOTEPHBIX CUCTEM U CETEN

OvcumnnuHel W NpakTukK, Afs  KOTOPbIX OCBOEHME AaHHOW AucuuniuHbl  (Mogyns) Heobxogumo  Kak
npeglwecTteyioLlee

15 | b2.0.03(MNa) [MponsBoAcTBEHHas NpakTyka (NpegavniomHas)

16 | 62.0.05(1) [MpounsBoacTBEHHas NpakTuka (NPOEKTHO-3KcNnyaTaunoHHas)

17 | B3.01(O) MogroToBka K NpoLeaype 3almnThl U 3alimTa BbiMYCKHOW KBanMdrKaLuMoHHOW paboThl
18 | oTA.02 TecTnpoBaHne Ha NPOHUKHOBEHMWE

11. Bua npakTtuku, cnoco6 u ¢popma ee npoBeaeHust

Bua npakTUKKU: npou3eodcmeeHHas.
Cnocob6 npoBeaeHUs NPaKTUKU: cmauyuoHapHasl.
dopma npoBefeHUs NPaKTUKU: OUCKPEMHas.




Peanuayetcs yactuyHo B chopme npaktndeckon nogrotoskm (MM1).

MNpon3BoAcTBEHHAsA MpakTka NMPOBOAUTCH B CTPYKTYPHbIX nogpasaeneHusx yHuBepcuteTa v B
opraHu3aumsix Ha OCHOBe [JOrOBOPOB, 3aKroyaeMbIX Mexay YHUBEPCUTETOM U OpraHn3aunsiMu,
AeATeNbHOCTb KOTOPbIX COOTBETCTBYET HanpaBfieHHOCTW peanusyemon obpasoBaTeribHOM
nporpamMmbl Mo COOTBETCTBYIOLLIEMY NPOPUIIO.

12. NMnaHupyeMble pe3ynbTaTbl 00y4eHUA NPU NPOXOXAEHUN NPAKTUKN (3HAHUA, YMEHUS,
HaBblK1), COOTHECEHHbIe C NfIaHUpyeMbIMN pe3ynbTaTaMu OCBOEHUS obpa3oBaTenbHOMN
nporpamMmbl (KOMNETEHLUAMN) U UHAUKATOPaMMU UX AOCTUXKEHUSA:

Kog HasBaHue Kog(bl) WHankaTop(bl) MnaHnpyemble pesynbTaTbl 00y4eHUs
KoMneTeHunn

OfIK- | CnocobeH OliK-4.1.1 3HaeT OCHOBHble Yrpo3bl | 3HaTb:

4.1. opaaHu308bI8amb 6e3onacHocTn — OCHOBHble yrpo3bl 6GesonacHocT wWHdOpMauuM 1
3awumy uHgopmMayuu 8 MHMOPMaLMM U MOLENWU | MOAENW HAPYLUUTENS B KOMMbIOTEPHBLIX CUCTEMAX U CETSIX;
KOMIMbIOMEPHbIX HapywmTens B — COBPEMEHHble MeToAbl, CPeAcTBa U Mepbl No 3aluTe
cucmemax u cemsx (no KOMIMbIOTEPHBIX CUCTEMAX | MHAOPMALMM B KOMMLIOTEPHLIX CUCTEMAX U CETSIX.
obnacmsam N ceTsx;
rpUMEeHeHUs) OllK-4.1.2 3HaeT COBpeMeHHble | YMmeTb:

MeToAbl,  CpeAactBa U — ucnonb3oBaTb A3bIKN " cucTemsbl
Mepbl no 3aluTe | nporpamMMmuvpoBaHusa, WHCTPYMEHTanbHble cpeacTsa npwu
UHbopmaLum B | obecneyeHnn 3awuTbl MHMOPMALUUM B KOMMbIOTEPHBIX
KOMMNbIOTEPHbBIX CUCTEMAX | cucTemMax Mpu pelleHnM pasnuyHbiX MpodeccMoHanbHbIX,
n ceTax; uccnenoBaTenbCkUX Y NPUKNaaHbIx 3aaay.

OllK-4.1.3 cnocobeH wucnonb3oBaTb
A3bIKN 7] cuctembl | Bnagetb:
nporpamMmm1poBaHns, — HaBblkKAMM  WCTIOMbL30BAHUSI A3BIKOB UM CUCTEM
VHCTPYMEHTallbHbIE NPOrpamMMMUPOBAHNS,  MHCTPYMEHTaNbHbIX CPeacTs  npu
cpencTsa MPY | oBecnieueHnn  3alumTbl MHAOPMALMM B KOMMLIOTEPHBIX
obecnedyeHmn  3aWNTHI | cycremax MU PeLLEHMN PA3MMUHBIX MPOMECCHOHANBHBIX,
nHcpopmaLmn B | uccnenoBaTenbCkux v MPUKNagHbIX 3aaay.
KOMMbIOTEPHBIX CUCTEMAX
npy pelleHnn pasnuyHbIX
npodeccroHarbHbIX,
uccnenoBaTenbCkuxX "
npvKknagHbIx 3agad

OfIK- | CnocobeH OllK-4.2.2 3HaeT HasHayeHve W | 3HaTb:

4.2. aHarnuauposama OCHOBHble 3aga4u — HasHayeHue " OCHOBHble  3ajauu ayauTa,
3aujuujeHHocme, ayauTa, MOHWUTOPMHIA U | MOHWUTOPWMHIa U KOHTPOSbHbLIX NPOBEPOK (PYHKLMOHMPOBAHUS
nposodums KOHTPOMbHbLIX  MPOBEPOK | 1 3alMLLEHHOCTU KOMMBIOTEPHBIX CUCTEM U CETElA.
MOHUMOpUHe, aydum u (hYHKLMOHVPOBaHUSA "

KOHMPOJIbHbIE 3aLUMLLEHHOCTH
nposepku KOMMBIOTEPHBLIX CUCTEM U
pabomocnocobHocmu u ceTen
3awuweHHocmu
KOMIbHOMEPHbIX
cucmem u cemel (no
obnacmsam
rpUMeHeHUs1)
OrllK- | CnocobeH OriK-4.3.1 3HaeT MeToabl no | 3Hatb:

4.3. paspabambigamb u obecneyeHuto — HasHayeHue mMeToabl no obecneyeHnto
aHanu3uposams MHOPMaLMOHHOM MHOPMAaLMOHHOM 6Ee30MacHOCTN KOMMbIOTEPHBIX CUCTEM U
KOppekmHocmb 6e3onacHocTu ceTeli C UCMoNb3oBaHMEM NOMUTUK Ge3omnacHoCTH;
nonumuku KOMMbIOTEPHBIX CUCTEM 1 — HOpPMaTMBHO-MPaBOBbIE N METOANYECKNE [OKYMEHTbI B
UHG@OPMaYUOHHOU CeTel C UCMONb30BaHNEM | o6nacTu pa3paboTki MONMTUK GE30MaCHOCTH KOMMLIOTEPHBIX
6e3onacHocmu nonuTKk 6esonacHocTu; CUCTEM U CeTel.

KOMIMbOMepPHbIX OlK-4.3.2 3HaeT HOpMaTUBHO-

cucmeMm u cemel (o npaBoBble n | YmeTb:

obnacmam mertoaunqeckme —paspabaTbiBaTb  hopMaribHble  MOZenU  MOMUTUK

npUMeHeHUS) AOKYMEHTbl B 0BNACTU | GesonacHocT M MOMMTMKM  YNpaBReHMs  [OCTYNOM,
paspaboTku NOMMTUK | fhopMupoBaTe MOMUTUKY MHAOPMALMOHHON 6Ge30MacHoCTy,
GesonacHocTyn aHanManpoBaTh ee  KOPPEKTHOCTb, OPraHW30BbLIBATL W
KOMMBLIOTEPHBIX CUCTEM W | nonnepuBaTh  BLIMOMHEHME  KOMMNeKca  Mep Mo
ceren, obecrneyeHunio MH(OPMALIMOHHOIA 6e30MacHOCTM

OriK-4.3.3 cnocoGeH KOMMBLIOTEPHBIX CUCTEM U CETEN.

paspabaTbiBaTb
bopManbHble p— —MNPUMEHSITb  MPOrpaMMHble  CPEACTBA  MPUKIAAHOTO,
HONUTUK GesonacHocT n | CYICTEMHOTO 1 CMIeuMarsHOro HasHaueHus npn paspaboTke u
MOMATAKA  yMpaBneHns aHanvae nonuTUKM MHopmMaLoHHon 6e3onacHoCTy.
focTtynom, hopmmpoBaThb .
S Bnagetb:
MHEOPMALIMOHHOIA —HaBblkaMW  ynpaBfeHWst  MPOLECCOM  peanusauuu




6e3onacHocTH,

aHanusmpoBsaTb ee
KOPPEKTHOCTb,
OpraHv3oBbIBaTb "
noaaepxvBaTtb
BbINONHEHNE KOMMMeKca
mMep no obecneyeHuto
MHOPMaLMOHHON
6e3onacHocTu

KOMMbIOTEPHbIX CUCTEM M
ceTen;

noNUTUKN MHpOPMaLMOHHOW 6e30MacHOCTM KOMMbIOTEPHbIX
CUCTEM W CeTel, opraHusauun 1 NoAAepKaHUs BbIMONHEHUs!
KOMMnekca Mep Mo obecneyeHnto  MHOPMaLIMOHHON
6e30nNacHOCTU BbIYNCIIUTESNbHBIX CUCTEM.

OriK-4.3.4 Bnageet HaBblKamu
yrpaBneHnsi NpoLeccom
peanusauum NONUTUKK
MHOPMaLMOHHON
6e3onacHocTn
KOMMbIOTEPHBIX CUCTEM U
ceTen, opraHu3aumm u
nogaepXxaHus
BbINOMHEHUS  KOMMMEeKca
Mep no obecneyeHunto
MHOPMaLMOHHOM
6esonacHocTn
BbIYUCIIUTENbHBIX
cucTewm;
OfIK-4.3.5 cnocobeH NPUMEHSTb
nporpaMmMHble cpefcTea
npuKnNagHoro,
CUCTEMHOrO "
cneuunansHoro
Ha3Ha4eHus! npu
paspabotke M aHanuse
MONIUTUKM
MHOPMaLMOHHOM
6e3o0nacHocCTy;
MK-1. CrnocobeH nposodumb | [1K-1.3; ucnonb3yeT npuHUMNbl | YMmeTb:
aHanus mpebéoeaHull u KOMMMEKCHON pa3paboTkm —  Ucnonb3oBaTh MPUHLMMbLI KOMMNMEKCHOW pa3paboTku
8bIM0IHAMB pabomal o npasun, npoueayp, | npaewn, npoueayp, NPUEMOB U METOAOB, MpW CO34aHUM
IPOeKMUpPOBaHUI0 npuemMoB 1 MEeTOAOB, NP | CPeAcTB  3awuTbl  WHopmMauuM, B TOM 4ucne ¢
rpoepaMmMHbIX u co3fgaHum CPEACTB | WUCMONb30BAaHWEM COBPEMEHHbIX MEeTOAOB W CPeAcTB
annapamHbix 3aWuTbl MHPopMaumK, B | paspaboTKu NPOrpaMMHOro obecneyeHus.
KOMIMOHeHmM  cucmemb! TOM yucne c
6e3onacHocmu MCMornb30BaHNEM Bnapetb:
KOMIMbOMEPHbIX COBPEMEHHbIX MeToA0B " — HaBblkaMyW  MNPOBEAEHUS  OLUEHKM  COOTBETCTBUS
cucmem u cemed, 6 cpeacts pa3paboTkn | MexaHU3MOB  GE30MAacHOCTW  KOMMLIOTEPHOW  CUCTEMbI
mowm qucrie c nporpaMmmHoro TpeboBaHMAM HOPMATMBHbIX [AOKYMEHTOB, a Takke WX
ucrosb3osaHuem obecneyeHus; KOPPEKTHOCTU CYLLECTBYIOLLMM pUCKaM.
cospemMeHHbIx memodos | [1K-1.4 nposoauT OLIEHKY
u cpedcms  3awumsi COOTBETCTBUS
UHgopmayuu MeXaHVN3MOB
6e3onacHocTn
KOMMbIOTEPHOW CUCTEMBI
TpeboBaHuAM
HOPMAaTUBHbIX
[OKYMEHTOB, a Takke X
KOPPEKTHOCTMN
CYLLECTBYIOLLUM pUCKaM;
MK-2. CrocobeH npuHumame npumeHsieT YmeTs:
yvyacmue 8 aKcriepmuse adpekTBHbIE MeTOoAbI U — NpUMeHATb  3PEKTUBHbIE METOAbl U CPeacTBa
u _awamuse | o g CpeacTsa MNaHMpPOBaHWA | NNaHMpPOBaHUA WM OpraHu3auuuM  WUCCnegoBaHuii U
ysa3sumocmel, yepo3 u " opraHusaumm | pa3spaboTku.
UHYUOeHmMos nccnenoBaHuin "
UHghopmayUuoHHOU pa3paboTku; Bnapetb:
besonacHocmu 8 cnocobeH npoBoanTb — HaBblkaMW MNpPOBEAEHUsI aHanu3a  KOMMbTEPHBIX
KOMIMbIOMEPHbIX aHanuM3  KOMMbIOTEPHbIX | CUCTEM C Lenblo ONpefeneHust YpoBHSI 3allULLEHHOCTU U
cucmemax u cemsix cucTtem c uenblo | posepuss c nocriegyowmm obobeHnem un  obpaboTkon
onpeaeneHns YPOBHS | uHOpMaumm, NONyYEHHOW B XO4e UccrenoBaHui;
3aLUMLLEHHOCTM " — HaBblkamu nposefeHnsa TeopeTnyeckoro n
MK-2.2 AOBEpYUsi C NOCNEAYOWNM | MpUKMNagHOTO  UCCMEOOBaHUS  YPOBHEW  3aLMLLEHHOCTU
0606LeHrem U | KOMMbIOTEPHbLIX CUCTEM W CeTell.
obpaboTkoii
MHdopMaLmu,
nonyyeHHon B Xxode
ncecneaoBaHum;
NpoBOAMT TeopeTuyeckue
MK-2.5 " npuknagHoe

uccnefoBaHve  ypoBHEW
3aLULLEHHOCTM




TK-3.

CrnocobeH
yyacmeosame 8
pabomax no
poeKkmMupo8aHuUto
cucmem 3awums|
UHopmayuu 8

KOMIMbHOMePHbIX
cucmemMax u cemsix npu
peweHuu
npogheccuoHarbHbIX,
uccredosamesnbCKux U
npuknadHbix 3aday

KOMMBIOTEPHBIX CUCTEM U
ceTen;
crnocobeH NpoBOAUTb
aHanus "
hopmanusaumio

l1K-3.4; noctaBfeHHbIX 3afjady B
obnactn  6esonacHocTu
KOMMbIOTEPHBIX CUCTEM U
ceTen;
BbIMOSIHAET npoBepKy
YyCTONYMBOCTUN
NPUNOXEHUN K BHELLUHEMY
HeCcaHKLMOHMPOBaHHOMY
JocTtyny, B TOM uwucrne
npoBepka YCTOWYMBOCTM
BeO-NpUnoxeHnn K
aTakam, npUMeHeHne

l1K-3.5 cpencTs KOHTpOns
6e3onacHocTH,
yrpaBneHve
KpunTorpacuyeckumm
cpeactBamn, a  Takke
opraHusauus
MeponpuATUiA no
obecnevyeHuto
knbepbesonacHocTy;
cnocobeH yyacTtBoBaTb B
NPOEKTUPOBaHUK
cuCTEMBI 3aWmThbI

1K-3.6 MHpopmaLmmn 7]
nogcuctem
MHAOPMaLMOHHON
6e3onacHocTu
KOMMbIOTEPHOW CUCTEMBI;

YMeThb:

— yyacTtBOBaTb B MPOEKTUPOBAHUM CUCTEMbI 3alLuUThbI
nHdopmauum " nogcuctem NH(OPMAaLMOHHOM
6e30nacHOCTM KOMMBIOTEPHON CUCTEMBI.

Bnagetsb:

— HaBblkaMW NpPOBEAEHWSI aHanu3a W dopmanusaumm
NnocTaBneHHbIX  3agdad B obnactu Ge3onacHocTn
KOMMbIOTEPHbLIX CUCTEM U CETEN;

— HaBblkaMW MNPOBEAEHWUS MPOBEPKM  YCTOMYMBOCTU

NPUMNOXEHNN K BHELLHEMY HECAHKLMOHMPOBAHHOMY AOCTYMY,
B TOM 4ucfie NPOBEPKN YCTOMYMBOCTU BEO-NPUNOXEHUN K
aTakaMm, NpUMEHeHVWe CpeAcTB KOHTponsi GesonacHocTw,
ynpasneHne Kpuntorpaduyeckumyn cpeactsamu, a Takke
opraHv3aums MeponpuaTui no obecneyeHunio
knbepbesonacHocTy;

— HaBblkaMW y4acTUsi B MPOEKTUPOBaHUM  CUCTEMbI
3aWnTbl  MHOPMaLMM M MOACMCTEM  MHPOPMAaLMOHHON
6€30MacHOCTU KOMMBIOTEPHOW CUCTEMBI.

13. O6beM npakTUKM B 3a4eTHbIX eAuHULax / aK. vac. (8 coomeemcmeauu ¢ y4ebHbIM rnaHom) —
8/288.

Pdopma NpoOMEXYTOHYHOM aTTeCTaLMmM 3a4Yem C OUEHKOU.

14. TpypoeMKocTb NO BuAam y4ebHou paboTbl

TpynoemMKocTb
Mo cemecTpam
Bua yy4ebHoii paboThi Bcero 9
Y., B dopme
M
Bcero yacos 288 288 203
B TOM 4mCne:
KoHTakTHasa paborta (Bkntoyast HAC) 4 3
CawmocrosiTensHas pabota 284 284 200
WToro: 288 288 203
15. CopepxxaHue npaktuku (mnu HAP)
n/n O6bem yuebHon paboThbl, Y
Pasgenbl (sTanbl) Buibl yueBHOI paBoTbl KoHTakTHble | CamocTtosaT
NpaKkTuKu yachl enbHas
pabota
1. OpaaHU:?aL{UOHHO- nposegeHune C06paHVIF| no opraHunsauunun NPaKTUKKU;
rnodzomosumeribHbIl | YCTaHOBOYHBIN MHCTPYKTaX MO 3afayam, cpokam u Tpebyemonm 1 24
amarn OTYETHOCTU; UHCTPYKTaX MO TEXHUKE ©es3onacHocTn pa6OTbI C
nepcoHanbHbIMKX  KOMNbKTEpPaMK, nNpasunamMmm pa6OTbI B




KOMNbKTEPHbIX  Knaccax cpaKyaneTa; cofepiartesnbHasa
cpopmynwposka 3adad ana peweHna B Xxoae npakTtukuv, sBuaa u
obbema pe3ynbTaToB, KOTOPbIE OOJDKHbI ObITb nony4yeHbl

2. BbironHeHue
uccriedogameribCKuX
pabom ro
UHOUBUAYanbLHOMY
nnaHy

onpepeneHue npobnemsbl, obbekTa n npegmeta
nccnenoBaHus, dopmynupoBaHue uenu " 3agad
UCCnefoBaHUsi, TEOpPEeTUYECKUA aHanus nuitepaTtypbl U
uccnegosaHun no npobneme, nposegeHne ob63opa u BbIGOp
COBPEMEHHBIX MHOPMALMOHHBIX TEXHOMOMMIA, ChneLmansHoro
nporpammHoro obecnevyeHnss n 06opyaoBaHNs AN pelueHns
NOCTaBMNeHHOW 3afauu Mo aHanu3y 3aluLeHHOCTU obbekTa
nHopMaTM3aummn; NOAroToBKa MPOBEAEHUS UCCINEAOBaHUA U
3KCNEPUMEHTOB ANA peleHns cd)OpMUPOBaHHOM 3a4a4m

100

3. SkcnepumeHmarsnbHo-
uccriedogsamerbcKull
aman

npoBefeHne CaMOCTOATENbHOTO PELUEeHNs  MOCTaBMeHHON
nccnenoBaTenbCkon 3a4ayv, BbINOMHEHNE TUMOBbIX PAacyeToB
N MOAENupoBaHWe [aTYNKOB MCEBAOCMYYaAWHbIX YMCIOBbIX
nocnegoBaTenbHOCTEN  C  MPUMEHEHVWEM  KOMMbIOTEPHOW
TEXHVKW, MNPOBEAEHME IKCMEePUMEHTanNbHbIX WUCCneaoBaHuii
CUCTEM 3aLLMTbl MHPOPMaLIUK

100

4. OgpopmneHue
om4yéma no umoaam
npakmuku

COCTaBJieHne UToOroBoro oT4yeTa M 3aluTa npoekTa, onncaHune
npogenaHHon paGOTbI C CaMOOLeHKOM pe3ynbTaTtoB
NPOXOXAEHUA NPAKTUKKN, (bOpMyJ'IVIpOBaHVIe BblBOOOB

60

CopepkaHue npakTU4ecKon MoAroTOBKM MNPV NMPOBEAEHUN NPAKTUKU yCTaHaBNMBaETCH
nUcxods U3 CoAepXaHWsi M HanpaeneHHOCTM obpasoBaTenbHOW MporpamMMbl, CoOEpPKaHUS

npakTukM, ee uenen wn 3agavd.

MpakTuyeckass MNOAroToBKa MPU MPOBEOEHWMM MPaKTUKM

HanpaslieHa Ha (bOpMI/IpOBaHI/Ie ymean‘/'l M HaBblkOB B COOTBETCTBUUN C TPYAOBbLIMU AencTBuaAMmn

n (Mnun) TpyaoBbIMU OYHKUMAMKM NO Npodmnio obpaszoBaTenbHON NporpamMmeil.
MpakTnyeckas

noaroToBKka MNPOBOAUTCA MNyTEM HEMNOCPEeACTBEHHOIO  BbIMOMHEHMUS
obyvarowmmmca onpegeneHHbix BMAOB paboT, cBA3aHHbIX C Oyaywien npodeccnoHanbHON
AEATENbHOCTLIO, CNOCOBCTBYHOLNX (POPMUPOBAHMIO, 3aKPEMNEHMIO N Pa3BUTUIO NMPAKTUYECKNX
HaBbIKOB M KOMMNETEHLUMI Mo Npodumno COOTBETCTBYHOLLEN 0O6pa3oBaTENbHOM NPOrpamMmmMbi.

onpedenieHuUsi ypoeHs 3aljulyéHHocmu U
dosepusi ¢ rnocnedyrouwum obobweHuem U
obpabomkoul uHghopmayuu, roy4eHHouU 8
Xxo0e uccnedosaHuli;

l1K-2.5 nposodum meopemuyeckue U
rpuknaoHoe uccrnedosaHue yposHel
3aUUWEHHOCMU KOMITbIOMEePHbIX cucmem u
cemel;

[1K-3.4 criocobeH npoeodumpb aHanus u
opmanusayuro  rnocmasneHHbix 3aday 8
obnacmu 6e3ornacHoCMU  KOMIbHOMEPHbIX
cucmem u cemed.

Ne | Tunbl 3apay | dopmupyemble dopmupyemble
n/n | NPodeccnoHanbHon | npodyeccroHarbHbe KOMMNETEHLIMK obwenpodeccnoHarnbHble
AeATernbHOCTH KOMMeTeHUMn cneymanmsauum
1 HayyHo- l1K-2.2 cnocobeH nposodumb  aHanu3 Orl1K-4.1.3 criocobeH ucronb308ame S3bIKU U
uccriedogameribCKull | KOMMbIOMEPHLIX — cucmeM € Uenbio | cucmembl npozpamMmuposaHus,

UHCMpyMeHmarbHble cpedcmea npu
obecrnedeHuu  3auumsl  UHhopMauuu 8
KOMMbIOMEpPHbIX cucmemax rpu  peweHuu

pasnuYHbIX rpogheccUoHarbHbIX,
uccrniedosamernbCKUX U MPUKadHbIx 3aday;
OriK-4.3.5 criocobeH npuUMeHsimb

npoepammHble  cpedcmea  MpUKIadHOz2o,
cuCmeMHO20 U crieyuarnbHo20 Ha3Ha4yeHusi
npu paspabomke U aHanuse oAUMUKU
UHgopmayuoHHoU besonacHocmu.

2 lNpoekmHnbIl

lK-1.3 ucronb3yem npuHYyUnbI
KOMIMIEKCHOU paspabomku npasur,
npouedyp, npuemos u Memodos, pu
co30aHuu cpedcme 3auwumel UHGhopmayuu,
8 MmMOM 4qucre C  UCMOMb308aHUEM
cospemMeHHbIX ~ Memodog u  cpedcme
paszpabomku rnpoepamMmMHoO20 obecrieyeHus;
[1K-3.6 crocobeH y4yacmeosamb 8
fpoekKmupogaHuU  cucmembl  3aujums|
UHghopmayuu u nodcucmem
UHGhopMaUyUOHHOU 6e3onacHocmu
KOMIMbOMEepHOU cucmembl.

3 KoHmpornbHo-
aHanumudeckul

lK-1.4 nposodum oueHKy coomeemcmeusi
MexaHu3moe be3onacHocmu KOMIbomepHoU
cucmembl  mpebosaHUsM  HOPMamUEHbIX
OoKyMeHmo8, a makxe UX KoppekmHocmu
cyu,ecmsyrouum puckam.

OllK-4.1.1  3Haem  OCHOBHble  Yyepo3bl
6e3onacHocmu  UHghopmayuu U modesnu
Hapywumersisi 8 KOMIIbFOMEPHbIX cucmemax u
cemsix;

OllK-4.1.2 3Haem cospemMeHHble Memoobl,
cpedcmea u Mepbl Mo 3awume uHgopmayuu




8 KOMIMbIoMepHbIX cucmemax u cemsix;
OfllK-4.2.2 3Haem Ha3HayeHUE U OCHOBHbIE
3adayu ayouma, MOHUMOpPUHaa u
KOHMPOJIbHBIX posepok
yHKUUOHUpPOBaHUS U 3auwuujeHHocmu
KOMIbIOMepPHbIX cucmem u cemell

Or1K-4.3.1 3Haem memoO0sI rno obecrneyeHuro
UHGopMayuoHHOU besonacHocmu
KOMIMblOmMepHbIX cucmeM U cemel C
ucnonb3o8aHuUeM ronumuk 6esonacHocmu;
Or1K-4.3.2 3Haem HopmMamueHo-rpasosbie U
memoduyeckue OOKymeHmb! 8 obnacmu
paspabomku  nonumuk  6e3omacHocmu
KOMIbomepHbIX cucmem u cemed.

4 Op2aHu3ayuoHHo- [MK-2.1 npumeHsiem achcpekmueHbie memoldsl | OFlK-4.3.3  crnocobeH  paspabambieamb
ynpaenqueCKu[l u cpedcmea ﬂﬂaHUpOGaHuﬂ u opeaHuzayuu daopmaanble mooernu nonumuk
uccriedosaHull u paspabomku; . 6esonacHocmu U MONUMUKU  yripasneHusi
MK-3.5 8bIONIHFEM NMPOSEPKY yemoUdusocmu | gocmymnom, popmuposams nonumuKy
npunoxeruu K BHEWHEMY | | 1ichopmayuoHHO 6e3omacHocmu,
HecaHKUUOHUPOo8aHHOMY docmyrly, 8 MmoM
yucrne nposepka  ycmoldusocmu  ee6- aranusuposarme ee KoppekmHOoCMb,
npunoxeHuli Kk  amakam, npumeHeHue | OP2aHU3SOEbIEaMb u noddepxxueams
cpedcme KOHmMponsi 6esonacHocmu, | 6blMO/IHeHUe Komrinexca mep ro
yrnpaeneHue Kpunmoepacpudeckumu | obecreyeHuro UHGOPMaYUOHHOU
cpedcmeamu, a makxe  opaaHu3ayusi | 6e3onacHOCmMU KOMIMbIOMePHbIX cucmem U
meponpusmud no obecnedyeHuo | cemed.
kubepbesonacHocmu.
5 SkennyamayuoHHbIl Ol1K-4.3.4 enadeem HagbikaMu YyrpaeneHusi
npoyeccom peanusayuu nonumuKku
UHgbopMaUyUOHHOU b6e3onacHocmu

KOMIbIOMEepHbIX cucmem u cemed,
opeaHusayuu U roddepxaHusi 8bIMOMHEeHUs
Komrinekca mep no obecrneyeHuro
UHGOpMayUOHHOU besonacHocmu
8bI4UCIUMEITbHBIX CUCMEM.

16. MNepeyeHb y4yebHOM nuTepaTypbl, pecypcoB ceTu «UNHTepHeT», HeoOXoAMMBLIX Ans
NPOXOXAEeHUA NpaKTUKK (CrIUCOK numepamypbl 0¢hopmisiemcss 8 coomeemcemeuu ¢ mpebogaHusIMuU
OCT u ucnonb3yemcsi obwas ckgo3Has Hymepauyusi 0515 cex su0o8 UCMOYHUKO8)

a) OCHOBHag nuTepaTtypa:

Ne n/n McTOYHMK

Wknsp, M.®. OcHoBbl Hay4HbIx uccnegosanmmn / M.®. LWknsap. — Mockea: Jawkos n Ko, 2012. —
244 c. URL:http://biblioclub.ru/index.php?page=book&id=112247.

HoeukoB A.M., Hoeukos [1.A. MeTogonorusa Hay4yHoro uccnegosanus. — M.: Jinbpokom. 2010 —
280 c. URL:http://www.methodolog.ru/books/mni.pdf.

MenbHukoB B. I1., KnenimeHoB C. A., lNeTpakoB A. M. lHdopmaumoHHas 6e30nacHOCTb M 3almTa
nHdopmaumm. - M.: Akagemus, 2007. — 330 c.

OcHoBbI ynpasneHus HPOpMaLMOHHOM Be3onacHOCTbIo: [y4ebHoe nocobre Ansa CTy4eHTOB
BY30B, 00y4aroLLMXCS NO HanpaBfieHNAM NOArOTOBKM (CNeunanbHOCTSIM) YKPYMHEHHOW rpynrbl
cneymanbHocTen 090000 - "MHpopm. 6esonacHocTb"] / A.l. Kypuno [n gp.]. — 2-e n3a., nenp. —
Mockea: lNopsyvasa nuHua-Tenekom, 2014. — 243 c. : un., Tabn. — (Bonpocbl ynpaBneHus
nHdopmaLmMoHHoM 6e3onacHocTbio ; KH.1) .— Bubnuorp.: ¢.234-239 .— ISBN 978-5-9912-0361-
6.

Kpakosckun, KO.M. NHdopmaumoHHas 6e3onacHoCTb 1 3awmuta nHpopmauum: y4ebHoe nocobure
ans ctyd. obyd. no cneumanbHOCTU «MIHOpMaUNOHHbIE CUCTEMBI U TEXHOSOMMUY» OHEB. U 3204,
dopm 06y4deHus / KO.M. Kpakosckuii. — M.; Poctos H/[ : MapT, 2008 .— 287 c. : un .—
(Y4ebHbIi Kypc) .— Bubnuorp.: ¢.221 .— ISBN 978-5-241-00925-8.

Onennuik IM. T1. KopnopaTuBHble MHpOpMaLMOHHbIE CUCTEMBI: ANs GakanaBpoB 1 CNeunanvcToB:
6. | y4ebHUK anga cTyq. By3oB, 06y4. no Hanpaen. 080800 "MNpuknagHast MHdopmaTuka (no
obnactam)" u gp. akoH. cney,. — Cl16.: MNurtep, 2012. — 176 c.

doctep, Dxenmc. 3awmuta ot B3noma: coketbl, akcnnonTsl, shell-koa: / Ox. doctep, M. Mpaiic ;
nep. ¢ aHrn. A. A. CnnmHknHa .— Mocksa : MK lMpecc, 2008 .— 784 c. : un. —
(MHdbopmaumoHHas 6esonacHocTb).— ISBN 5-9706-0019-9 : 449.10 p. —
<URL:http://e.lanbook.com/books/element.php?pll cid=25&pl1 id=1117>.

Ckyauc, 3. NpoTmBocTosiHME xakepaM. [lowaroBoe pykoBOACTBO MO KOMMBbIOTEPHBLIM aTtakam 1
8. | acbdpekTnBHOM 3awwmTe/ . Ckyamc. — Mocksa: AMK lMNpecc, 2009. — 512 ¢. : nn. — (3awuta n
agMuHucTpuposaHue) .— ISBN 5-94074-170-3 : 176-00 .—

1.

2.



https://lib.vsu.ru/zgate?ACTION=follow&SESSION_ID=5487&TERM=%D0%A8%D0%BA%D0%BB%D1%8F%D1%80,%20%D0%9C.%D0%A4.%5B1,1004,4,101%5D&LANG=rus
http://biblioclub.ru/index.php?page=book&id=112247

<URL:http://e.lanbook.com/books/element.php?pll cid=25&pl1 id=1112>,

Fony6, Bnagnmnp AnekcaHgpoBud. 3awmta oT Bpe4oOHOCHOrO NporpaMmMHOro obecneveHms:
9. | yuebHoe nocobue ans By3os / B.A. l'ony6; BopoHex. roc. yH-T.— BopoHex: JIOIN BI'Y, 2006. —
31 c. — bubnuorp.: ¢.30 .— <URL:http://www.lib.vsu.ru/elib/texts/method/vsu/may07045.pdf>.

Xoapga, Mawkn. 19 cMepTHbIX FPEXOB, YrpoXarLmx 6e3onacHoCTy nporpamm. Kak He gonyctuTb
TMNNYHBIX owmnBok/ M. Xosapa, [. Nle6nank, [x. Buera; asT. npeavicn. A. MopaH. — Mocksa:

10. | MK Tlpecc, 2009. — 287 c. : un. — .— 3arn. n aBT. opur.: 19 deadly sins of software security /
Michael Howard, David Leblanc, John Viega .— ISBN 5-9706-0027-X .—
<URL:http://e.lanbook.com/books/element.php?pll_cid=25&pl1_id=1118>.

3anues O.B. Rootkits, SpyWare/AdWare, Keyloggers & BackDoors: O6HapyxeHue 1 3awmTa /

111 0.B. 3aiues. — CN6.: BXB-MeTep6ypr, 2006. - 304 c.

12. | MpockypuH B. I'. 3awmTa nporpamm un aaHHbix - M.: Akagemus, 2011. — 198 c.

YnpaBneHue BHeapeHEM NHHOPMALMOHHBIX CUCTEM: KypC Nnekumii: yueb. nocobue ons
CTYLOEHTOB BY30B, 0Dy4atoLLMXCs Mo cneynansHOCTsIM B 06nactu uHgopm. texHonorui / B.A.

13 pekyn, . H. dennweHko, H.J1. KopoBknHa. — M.: UHTEpHET-YH-T UHopM. TexHonorui, 2008.
[OnekTpoHHbI pecypc] URL: http://www.intuit.ru/studies/courses/2196/267/info/.
14 KOpuH U.1O. TeopeTnyeckune n npakTU4eckme oCHOBbI 3aLluTbl MHGopmauuun. 2012,

http://library.sgu.ru/uch_lit/620.pdf.

0) gononHMTeNnbHasa nuTepartypa:

Ne n/n NcTouHnk

MypomueBa A. B. VckyccTeo npeseHTaumn. OCHOBHbIE NpaBuria 1 NpakTudeckme

15 pekomeHgaumn / A.B. MypomueBa. — MockBa: ®nuHTa: Hayka, 2014. — 108 c.
Kpy4unHuH, B.B. KomnbloTEpHBIE TEXHOMOMMN B HAY4YHbIX UCCNEOOBaHNAX: y4eOHO-
16, | MeToAnueckoe nocobwue / B.B. KpyunHuH. — Mocksa: TYCYP (Tomckuin rocygapCTBEHHbIN

YHUBEPCUTET CUCTEM YNPaBreHUs 1 pagnoanekTpoHukm), 2012. — 57 ¢c. — Pexum goctyna:
http://e.lanbook.com/books/element.php?pll_id=11269.

AHppees, .. OcHoBbI Hay4HOM paboTbl 1 METOLONOMMA ANCCEPTaLMOHHOIO nccnegosanns /
17. | .. AHgpees, B.B. bapsuHeHko, B.C. Bepba. — Mocksa: PuHaHCbl u ctatuctuka, 2012, —
296 c. — Pexxum goctyna: http://e.lanbook.com/books/element.php?pll_id=28348.

CucTtembl n cpeactea nHdopmaTukn: ExxerogHuk / I'n. pea. N.A. Cokonos. — Mocksa: AT

18 | BAH. — 2010.— Bbin, 20. — Ne 2. — 350 c.

depnepanbHbIi 3akoH oT 27 utonsa 2006 roga Ne 149-d3 «O6 nHdopmaumm, MHOPMaLNOHHBLIX
19. | TexHonormsx n o 3awute nHdopmaumm» // CobpaHne 3akoHogatenscTBa Poccuiickon
depepaumm, 31.07.2006, Ne 31 (1 4.), cT. 3448.

denepanbHbIn 3akoH 0T 27 utons 2006 roga Ne 152-03 «O nepcoHanbHbIX gaHHbIX» //
20. | CobpaHue 3akoHogaTenscTBa Poccuickon ®Pegepaumm, 31 niona 2006 roga Ne 31 (1 4.), cT.
3451,

FOCT P UCO/MBK 27001-2006 NHdopMaLmnoHHasa TexHonorus. MeTtoabl 1 cpeacraea
obecneyeHuns 6esonacHocTn. CUcTemMbl MEHeAXKMEHTA MHOPMaLMOHHON 6e3onacHOCTH.

21 TpeboBaHus. (yTBepaéH 1 BBeOEH B aencTaue Npukaszom degepanbHOro areHTcTea no
TEXHUYECKOMY perynupoBaHuio n metponoruun ot 27 gekabps 2006 r. Ne 375-cT).
Mpuka3s ®egepanbHON Cryx0bl MO TEXHUYECKOMY M 9KCMOPTHOMY KOHTponto Poccum ot 11
29, despans 2013 roga Ne 17 «O6 ytBepxxaeHun TpeboBaHun 0 3awmTte nHdopmaumm, He

COCTaBNSAOLLEN rocyaapCTBEHHYIO TariHy, coaepXalleincs B rocyaapCTBEHHbIX
MHGopMaUMOHHbIX cuctemax» // Poccuiickas raseta, Ne 136, 26.06.2013.

Mpuka3 ®enepanbHOM CNyx0Obl MO TEXHUYECKOMY M SKCMOPTHOMY KOHTponto Poccum ot 18
deBpans 2013 roga Ne 21 «O0 yTBEepXXOeHUN coCTaBa U Coaep)KaHUsA OpraHM3auuoHHbIX U

23. | TeXHUYEeCKMX Mep No obecrneyeHnto 6e3onacHOCTM NepcoHanbHbIX AaHHbIX NpU NX 0bpaboTke B
MHOPMAaLIMOHHBIX CUCTEMaX NepcoHanbHbIX AaHHbIX» // Poccunckas raseta, Ne 107,
22.05.2013.

MeToguueckun OOKYMEHT. Mepbl 3alunTbl MHd)OpMaLI,VII/I B rocygapCTBEeHHbIX I/IH(*)OpMaLI,I/IOHHbIX

24 cuctemax (yr8. PCTIOK Poccum 11.02.2014).

MoctaHoeneHue Mpasutensctea Poccuiickon Pegepaumm ot 1 Hos6pst 2012 roga Ne 1119 «O6
yTBEPXAEHUN TPeOOBaHWI K 3aLUUTE NepPCOHANbHbIX AAaHHbLIX NPy ux 06paboTke B
MHOPMALIMOHHBIX CUCTEMAaX NepcoHanbHbIX AaHHbIXy // CobpaHue 3akoHoaaTenbcTBa
Poccurickon ®epepauum, 05.11.2012, Ne 45, cT. 6257.

25.

Mewepsiko B.A., XKenesHsk B.I1., boHgapb A.O., Ocunexko A.J1., babkmH A.H. lNMepcoHanbHbie
AaHHble: opraHm3aumns obpaboTkm n obecneveHns 6€30NacHOCTN B OpraHax rocyaapCTBEHHON
BNacTU 1 MecTHoro camoynpasnenus / lNopg peq. B.A. MeluepsikoBa. — BopoHex: BopoHexckuii
nmHctutyT MBI Poccun, 2014. — 186 c.

26.

MocTtaHoBneHne npaButenbcTBa BopoHexckon obnactu ot 28 anpens 2011 roga Ne 340 «O6

27.
YTBEPXKAEHUW MONOXEHUSI O €AVHOM PeecTpe rocy4apCTBEeHHbIX MHPOPMaLUMOHHbBIX CUCTEM



http://www.intuit.ru/studies/courses/2196/267/info/
http://library.sgu.ru/uch_lit/620.pdf
https://lib.vsu.ru/zgate?ACTION=follow&SESSION_ID=3219&TERM=%D0%9C%D1%83%D1%80%D0%BE%D0%BC%D1%86%D0%B5%D0%B2%D0%B0,%20%D0%90%D0%BD%D0%BD%D0%B0%20%D0%92%D0%B0%D0%BB%D0%B5%D1%80%D1%8C%D0%B5%D0%B2%D0%BD%D0%B0%5B1,1004,4,101%5D&LANG=rus

BopoHexckorn obnactun» // CobpaHne 3akoHoaaTenscTea BopoHexckon obnactm 20.06.2011 Ne
4, cT. 285.

EpmowkuH H.H., TapacoB A.A. CTpaTterus MHOPMaLNOHHBLIX TEXHOMOrMIA npeanpusatus. M.:
M3a-80 MoCKOBCKOro rymaHutapHoro yHmeepcuteta, 2003.

KopHees W.K., CtenaHoB E.A. 3awmTta nHdopmauum B odpuce. — "Magatenscteo lNMpocnekt”,
2008. — 333 c.

Anekcangp JopoHuH. busHec-pasBegka http://fxt.com.ua/business_literatura/131-aleksandr-
doronin-biznes-razvedka.html.

31. | TaHeHbaym 3. KomnbloTepHble cetn / 3. TaHeHbaym. — CI16.: NMutep, 2005. — 991 c.
Banebix A.C. OueHka BO3MOXHOCTEN aTtakn Ha nHopmMaumoHHyto cuctemy / A.C. Baneix, C.A.
32. | Banbix // KubepHeTtunka n Boicokme TexHonorun XXI seka: matep. Xl mexgyHapoa. Hayd.-Tex.
KOH®., BopoHex, 11-12 masa 2011 r. — BopoHex : ML BI'Y, 2011. —T.1. — C. 91-96.

33. | Maptbika T.J1. UHdopmaLumoHHaga 6e3onacHocTb M.: ®OPYM, 2007.

MenbHukoB, Bnagumup Maenosuy. MHopmaumoHHas 6e3o0nacHOCTb 1 3awmTa nHopmauuu:
yyebHoe nocobue ansa cTyd. By3os, oby4. no cneumanbHocT 230201 "MHdopmaLMoHHbIEe
cuctembl n TexHonormun" / B.IN. MenbHukoB, C.A. KnenmeHos, A.M. lNeTpakos; nog pea. C.A.
KnevmeHoBa. — M. : ACADEMIA, 2006 .— 330 c. : un .— (Bbicluee npodeccroHansHoe
obpasoBaHue. NHopmaTuka u BbluUCTIMTENbHAs TexHWUKa). — Bubnuvorp.: ¢.327-328 .— ISBN
5-7695-2592-4.

AHgpuaHoB B.W."LLINnoHckmne Wwtydkn" n ycTponcTBa Ans 3alinTbl 0ObEKTOB, U MHGOPMaLUK;
Cnpag. nocobue / B.A.bopoanH, A.B.Cokonos. — C-[10.: JlaHb, 1996.

Abanma3soB 3./. MeToapbl U MHXEHEPHO — TEXHUYECKME CpeacTBa NPOTUBOAENCTBMSA
MHpopmaunoHHbIM yrposam / O.M.AbanmasoB. — M.: 'poTek, 1997.

Bacunesckuin .B. Cnocobbl 1 cpeacTea NpeaoTBpaLLeHns yTeukn nHpopmaumm no
TexHnyecknum kaHanam / .B.Bacunesckuin. — M.: HINL "Henk", 1998.

38. | XopeB A.A., Cnocobbl u cpeactea 3 / A.A.Xopes. — MO P®, 1998.

FOCT P MCO/M3K 15408-2002 «NHpopmaumnoHHasa TexHonormsa. MeTtogel u cpeacTea
obecneyeHus 6esonacHocTn. Kputepum oueHkn 6e3onacHOCTM MHPOPMAaLIMOHHbIX
TEXHOMOrMn», NPUHAT 1 BBeAeH B aencrtaue NoctaHoBneHnem NocctanHgapta Poccum ot 4
anpens 2002 r. Ne 133-cT.

NCO/M3K 31000:2009 «YnpasneHune puckamu. MpuHuunel n HanpaeneHus», ISO Technical
Management Board Working Group, 2009.

NCO/M3K 31100:2009 «YnpasneHue puckamu. Metoamkn oueHkmn puckay, ISO Technical
Management Board Working Group, 2009.

FOCT P UCO/M3BK 27005-2010 «NHGopMaumnoHHasa TexHonorns. MeTtoabl 1 cpeacTsea
obecneyeHnst MHpopmaLNoHHO BGe3onacHOCTU. MeHeaXMEHT pucka MHGOPMaLMOHHOW
©esonacHocTu», yTBepXXAEH 1 BBeAeH B AencTeue lNMpukaszom PenepanbHOro areHTcTBa no
TeXHU4eckomy perynvpoBaHuto u metponorum ot 30 Hosbpsa 2010 r. Ne 632-cT.

28.

29.

30.

34.

35.

36.

37.

39.

40.

41.

42.

B) MHGOPMALIMOHHbIE 3NEKTPOHHO-06pa3oBaTenbHble pecypchbl (0duumanbHble Pecypchl MHTEPHET)*:
Ne n/n Pecypc
1. | OBC JlaHb
OBbC «YHuBepcuteTckas bubnmoteka online»
OBC «3nekTpoHHas 6ubnuoTteka TexHuyeckoro BY3a» (OBC «KoHCynbTaHT CTygeHTay)
OBC IOPAUT
OnekTpoHHasa bubnmnoTeka yyebHo-MeToaM4ecknx MaTepuanos BIY. Pexum goctyna: http://www.lib.vsu.ru
http://www.cryptopro.ru
http://www.infotecs.ru
http://www.lissi-crypto.ru/
http://www.signal-com.ru
0. | http://Iwww.shipka.ru
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* BHavane ykasbiBaotca OBC, ¢ koTopbiMn umetoTcs pgoroBopa y BIY, 3atem OTKpblTble 9MNeKTPOHHO-
obpaszoBarernbHble pecypchl U T.4.

17. OOGpasoBaTesfibHble TEXHONOrnu, fMpUMeHsieMble MpU NpoBeAeHUN MNPaKTUKU U
MeToAMYecKne yKaszaHus ansi ooy4arolmxcsa No NPOXoXKACHUIO NMPaKTUKK

OTyeT N0 npakTuke [JOMMKEeH OblTb M3MOXKEH TEXHUYECKUM T[PaMOTHbIM S3bIKOM C
NPUMEHEHNEM PEKOMEHAOBAHHbIX TEpMUHOB U abbpesuaTtyp 6e3 opdorpadumyecknx u
rpammMaTtumyeckux owmnbok. MNpeacraBneHHbIN OTYET MO NpaKTUKe OLeHMBaEeTCA Ha COOTBETCTBUE
WHpopmauun, npeacTaBneHHoM B OT4eTe, AaHHbIM U3 MHAOPMAaLMOHHbLIX pecypcoB obuiero
aoctyna cet IHTepHeT, MmaTepuanos Nekumi, y4ebHOM 1 TEXHUYECKON NuTepaTypbl.


http://docs.cntd.ru/document/902271111
http://docs.cntd.ru/document/902271111

CTpykTypa oT4eTa no npakTuke

1. OT4eT NO NpaKTUKE AOO0SMKEH BKMOYATb TUTYMbHLIA JIUCT, coAepXaHue, BBeAEHue,
OnucaHme TEeOPEeTUYECKUX M MNPaKTUYECKMX acCMeKTOB BbINOSIHEHHOW paboThl, 3akno4veHue,
CMMUCOK UCMNONb30BaHHbIX NCTOYHUKOB, NPUMOXKEHUS.

2. Ha TtutynbHOM nucte pomkHa ObiTb NpeacTaBneHa Tema MpakTuKW, rpynna wu
amunua CcTygeHTa, faHHble O npeanpusaTuM, Ha Gase KOTOpOoro BbIMOSHANAchb MNpakTuka,
hammnnusa pykosoauTens.

3. Bo BBegeHun CTygeHTbl OOSMMKHbI [aTb KpaTKOoe onucaHue 3ajayun, pellaeMon B
pamkax npakTUKu.

4. B OCHOBHOM YacTu oT4yeTa CTyAEHTbl NPUBOAAT nNogpobHoe onvcaHue npogenaHHom
TeopeTU4ecKom n (Mnu) npakTnyeckon paboTbl, BKAOYas onncaHne n o6ocHoBaHMe BblIGpaHHbIX
peLleHnn, onmcaHne nporpaMmm 1 T.4.

5. B 3aknoueHnMn gaeTca KpaTkas XxapakTepucTuka npogenaHHon paboThl, 1 NpMBOAATCA
€€ OCHOBHbIE pe3ynbTaThl.

6. B npunoxeHusax npuBogaTCs HeENocpenCcTBEHHble pes3ynbTaTbl pas3paboTKu: TEKCTbI
nporpamMmm, rpadukn 1 guarpammel, n T.4.

TpebosaHusi K 0hoOpMIIEHUD omYema

1. OT4yeT ohopmMnsAeTca B Nne4aTHOM BMAe, Ha nuctax gopmaTta A4.

2. OCHOBHOM TEKCT oTyeTa BbINONHAETCHA wpudpToM 14 nyHKTOB, C MHTepsanom 1,5
Mexay cTpokamu. TekcT pasbuBaeTcs Ha ab3aupbl, Kaxabli U3 KOTOPbIX BKNKOYaeT OTCTyn u
BblpaBHMBaHME MO LUMPUHE.

3. TekcT B NpUNOXEHUAX MOXET ObITb BbINONIHEH Bonee MENKNUM LWPUGTOM.

4. OTt4yeT pasbuBaeTca Ha rnaBebl, NYyHKTbl M NOAMYHKTbI, BKMNOYawLWMe OEeCATUYHYIO
HyMepaLumto.

5. PucyHku 1 Tabnuubl B oTYeTE SOSMKHbI UMETb OTAESTbHY0 HYMepaLuuio U Ha3BaHus.

6. Becb oTtyeTr gomkeH ObiTb OOPMNEH B €AWMHOM CTune:. Be3ge B OT4veTe Aans
3arofloBKOB OAHOr0 YPOBHSA, OCHOBHOIMO TeKkCTa M MNOAMMCEN [OOMMKEH WCMONb30BaThCS
OAMHAKOBbIN LLPUAT.

7.CTpaHMubl OTYyeTa HYMEpPYHTCHA, HaunHas C TUTynbHOro nucra. Homepa cTtpaHuy,
NPOCTaBNATCA B NPaBOM BEPXHEM YrIy 4S5l BCEro oT4eTa KpoMe TUTYSbHOro fiucTa.

8. CopepxaHne oTyeTa AOIMKHO BKIKOYATb NEpeYeHb BCEX MMaB, MYHKTOB M NMOAMYHKTOB,
C yKa3aHMeM HoMepa CTpaHuLbl AN KaXK40oro anemMeHTa cogepXaHus.

9. Ccbinikn Ha nuTepaTtypy M ApyrMe WUCNONb30BaHHbIE MCTOYHWKM OOpPMNSTCA B
OCHOBHOM TEKCTE, a CaMN UCTOYHUKM NEPEUNCNAIOTCA B CANCKE NCMONb30BaHHbIX MCTOYHUKOB.

10. O6bem oT4yeTa NO NPaKTUKE OOIMKEH ObITb HE MeHee 20 cTpaHuL.

18. MaTepnanbHO-TeXHU4YECKOoe obecrneyeHne NPakTUKu.

2. BopoHex, yn. YHueepcumemckas nnouiads, 0.1, anagHbll y4ebHbil kopryc, ayd.214
KomnbtoTep B coctaBe: cuctemHbin 6nok: npoueccop Intel(R) Core(TM) i5, onepaTtnBHas namatb 86,
HDD 500I6; monutop: LG FLATRON. Mynbtumegumanpoektop BenQ. OkpaH HacTeHHbIM Ans
npoekTopa. Ayauno kornoHku Creative A60. KommyTtaTop.

2. BopoHex, yn. YHusepcumemckasi nnouwiadb, 8.1, y4ebHbit kopnyc 16, ayd.407
KomnbioTep B coctaBe: npoueccop Intel(R) Core(TM) i7-7700 CPU @ 3.60GHz, onepatuBHas
namatb 16 6, SSD 256 6, HDD 1T6, Bugeokapta NVIDIA GeForce GTX 1080 Ti; moHuTop DELL
S2419HN. KomnbtoTep B cocTtase (1 wr.): npoueccop Intel(R) Core(TM) i7-7800X CPU @ 3.50GHz,
onepatmBHas namaTtb 96 6, SSD 1T6, HDD 4T6, suaeokapta NVIDIA GeForce RTX 2080 Ti (2 wr.);
mMoHuTop DELL S2419HN. UctouHnk 6ecnepebonHoro nutaHma APC Back-UPS BV1000I-GR, line-
interactive, mowHocTb:1000BA, 600BT (16 wrt.). UctouHmk 6ecnepebonHoro nutaHms Legrand KEOR
LINE RT 1500BA (1 wrt.). Kommytatop HP 2530-24G Switch (Managed, 24*10/100/1000 + 4 SFP,
19"). UHTepakTtuBHaa pocka SMART SBM685 (87 aronmos, MO SMART SLS) ¢ naccMBHbIM NOTKOM.
Mpoektop Vivitek DH758UST (ynbTpakopoTkodokycHbii, DLP, Full HD 1080p (1920 x 1080) , 3500
ANS, 10000:1, nonHaga nogaepxka 3D).

2. BopoHex, yn. YHusepcumemckas rnnowads, 0.1, 2nagHbil y4ebHbIl kopryc, ayd. 124
KomnbloTep B cocTaBe: cuUCTeMHbI Gnok: npoueccop AMD Ryzen 7 3800X 8-Core Processor,
onepaTtuBHad namsate 326, HDD 1T6, SSD 25616, Bugeokapta NVIDIA GeForce GTX 1050;




moHutop: Dell S2419H. WHtepaktuBHas pgocka SMART SBM685 (87  pgronmos).
MynbTumeananpoektop Vivitek ynbTpakopoTkodokyCHbINn. WcTouHMK GecnepebonHoro nutaHus
Legrand Keor SPX 1000 BA IEC C13 (16 wr.). UcTtouHuk 6ecnepeborHoro nutaHusa Legrand Keor
Line RT 1000 BA (1 wT.). KommyTtaTtop HP 2530-48G Switch (1 wT.).

2. BopoHex, yn. YHusepcumemckas rriowads, 0.1, 2nasHbil y4ebHbiu kopryc, ayo.226
Mono6nok HP: npoueccop Intel(R) Core(TM) i3-6100 CPU @ 3.70GHz, onepaTtuBHaa namsatb 816,
SSD 250I6. Mynbtnmeamnanpoektop Epson. Ayamo konoHkm EV (2 wT.). MukpodoH. OkpaH ans
npoektopa. MapkepHble naHenu Askell (2 wT.).

2. BopoHex, yn. YHusepcumemckas rowads, 0.1, y4ebHsiu kopryc 1, ayd.2/25
YuebHbil cmeHd "lpocpammHbie cpedcmea kpunmoezpaguu", SCRYPTO B cocTaBe:
Kapkac MoHOGM0Ka (1 LWT.); MHTErPUPOBAHHLIN BbIMUCANTENDBHBINA Y3en 3 WT.) B COCTaBe: NpoLeccop
Intel: aBa sgpa c TaktoBon 4actotonm 2700 MIu, O3Y: 06bém 4 6 TMn DDR-3, TBEpAOTENLHbIN
HakonuTtenb SSD obbemom 60 6, 6nok nutaHuMst mowHocTbto 300 BT, 2 ceTeBbiXx UHTepdenca
GigabitEthernet; nepekntovatens KBM-tuna D-Link (1 wrT.); Heynpaensiembii kommyTtatop D-Link (1
LIT.); MOAYNb MUTaHWS, KOHTPONSA U MHTerpaumMm cteHga B obuyto nabopatopuio (1 WT.); MOHUTOP
Philips(1 wrT.); kKOMNNekT koHconu pabo4vero mecta obydyaemoro (1 LWT.) B cOCTaBe: knaBuaTtypa
Oklick, wmbiwb OKlick; komnnekt y4ebHO-meTogudecknx nocobun (1 K-T.); cTaTUCTUYECKOE
nporpaMmHoe obecnedveHne ynpasreHus mogynem nutaHus (1 wr.); pnaw-aAnck BOCCTaHOBMNEHMUS
OC Ha wHTerpupoBaHHbix MK (3 wrt.) ¢ onepaunoHHon cuctemon ArchLinux; ¢naw-gmck
MYNbTUMELUAHOTO MeToandeckoro nocobus (1 WwT.); rpynna KOMMYTaLNOHHbBIX NOPTOB (2 wWrT.).
Tunosou kommnekm y4ebHoz2o obopydosaHusi "Cemesas b6esonacHocmb”, SECURITY B cocTase:
yrnpaBsnsembli KOMMyTaTop TpeTbero ypoBHA D-Link (1 wT.); ynpasnsembini KOMMyTaTop BTOPOro
ypoBHA D-Link (1 wrT.); annapaTtHO-NporpaMMHbIA 3MYNATOP YCTPOWCTBA JokansHon cetn (1 wrT.);
Heynpaensembln kommyTaTop D-Link (2 wrt.); mapwpyTtusatop 6ecnpoeogHon D-Link (2 wrT.);
OpaHgmaysp D-Link (2 wrt.); mMoaynb nNUTaHWA, KOHTPONSI W WHTEerpauum creHga B oO6Llyto
nabopartoputo (1 WT.); KOMMyTaUMOHHAA NaHenb (1 WT.); BbIMUCAUTENbHLIA y3en (4 WT.) B COCTaBe:
npoueccop Intel: gBa sagpa ¢ TaktoBom 4actotom 2700 MMu, O3Y: 06bém 4 6 TMn DDR-3,
TBEpAoTenbHbIN HakonuTenbe SSD o6bemom 60 6, 6nok nutaHna mowHocTeto 300 BT, 2 ceTeBbIX
uHTepdenca GigabitEthernet, 1 GecnpoBogHo ceTeBOW WUHTepdeENc; MoHOGMoK (1 wWrT.);
cTaTuCTM4eckoe nporpammHoe obecrneyeHve ynpaBneHns MogynemM MUTaHWs, KOHTponsd U
nHTerpaumm (1 WwT.); nporpammHas cucrema BoccraHosnennsa U-Profi (R) (4 dnaw-gucka obbemom 8
6) (1 wrt.); yanuuutens USB (4 wr.); kabenb VGA (2 wrT.); naty-kopa (10 wT.); metoamnyeckoe
nocobwue (2 k-Ta.).
YuebHo-rmpakmuyeckuti_cmeHd «CucmemMbl _KOHMPOrs u_ynpasneHuss docmynom», ®3N-CKYL B
coctase: mogenb cTeHbl (1 wT.); HoyTOyK Lenovo (1 wrT.): akpaH ¢ gnaroHanbo 15.6" (paspewleHve
1366x768), O3Y obvemom 2048 M6, Hakonutenb, obbemom 120 6, npoueccop Intel aBa sgpa ¢
TaktoBon 4vactoton 1,4 [Tu, Be6-kamepa; ckaHep NWHENHbIX U ABYMEPHbIX WTpux-kogos (1 wr.);
ceetoanoq (1 wrT.); anekTpomexaHumdeckun 3amok (1 wr.); ceteBon koHTponnep CKY[M (2 wrt.);
MYNbTUMELUHBIN TEPMUHAN MHOrOakTOPHOM naeHTUdUKaUumn, B TOM Yncrne pacrnosHasaHme nu (1
LUT.); HaCcTONMbHOE YCTPOMCTBO YTEHWS WM 3anucu cMapT-kapT (1 LWT.); KOHTaKTHas cmapT-kapTa C
ob6bémom namaTtn 256 6ant (5 wT.); USB kntod tnn e-token (1 wrt.); komnnekt MO un koHBepTOp (1
WT.); nporpammatop kapT Mifare HacTonbHbIN (1 WT.); cynTbIBaTENDL HECKOHTaKTHBLIX KapT Em-Marine
(1 wT.); cunToiBaTENbL GECKOHTAKTHbIX KapT Mifare (1 wrT.); cmapT-kapta Tun Mifare (5 wrt.); cmapT-
kapTta Tvn Em-Marine (5 wT.); kntoy iButton (Touch-Memory) (5 wT.); nporpammaTop kntoyen Touch-
Memory (1 wrT.); Mogynb cornacoBaHns uHTepdencos (1 WT.); SNEKTPOMarHUTHbIA 3aMoK (1 WT.);
cumTbiBaTenb kmodver TouchMemory (1 wr.); ceteBon koHTponnep TouchMemory (1 wr.); 6nok
nutanusa (1 WwT.); nporpamMmma pacno3HaBaHUsi aBTOMOBUNbHLIX HOMepoB (1 wT.); makeT Homepa TC
P® (5 wr.); ceteBoe pene (1 wr.); IP-kamepa (1 wrt.); kKOMmyTaTop Heynpasnsembin D-Link (1 wrt.);
MoAynb MUTaHWS, KOHTPONS W WHTerpauun Komnnekta B obwyto nabopaTtopuo (1 wrt.);
CTaTUCTMYECKOE nporpammHoe obecrneyeHne ynpaBneHUs MoJynemM MUTaHWs, KOHTpOns U
nHTerpaumu (1 Wwr.); nporpaMMHbIA AMYNATOP usmyecknx obbekToB gocTyna (1 WT.); MeToanyeckoe
nocobwue (2 wr.).

19. OueHoO4Hble cpeaAcTBa Assi NpoBeAeHUs TeKyLen U NPOMeXyTOYHOM aTTecTaumm
obyyaroLwmxcs no npakTuke



HanmeHoBaHue Uupukatop(bl)
0
#/?1 pasgena AMCUUNIINHDbI K?_:;';?;;’" OOCTUXeHuUs OueHOYHbIe cpeacTBa
(mogyns) KOMNneTeHuuun
OpzaHu3ayuoHHO- ) ONK.4.3 ONK4.3.2
1. rnodzomoeumeribHbil OTyeT No npakTuKe.
amarn
MK-3 K-3.4;
OriK-4.1.1
OriK-4.1 OrMK-4.1.2
OrK-4.1.3
OrlK-4.2 OrK-4.2.2
BbinonHeHue Of1K-4.3.1
2 uccredosamesibCKUX OlK-4.3 825222 Ot4eT no npakTtuke. 3awuta otyeTa no
) pabom o S npakTuke.
uHAusudyanbHOMY fnaHy Of1K-4.3.5
K MK-1.3
MK-1.4
MK-2 MK-2.5
MK-3.5
fk-3 I1K-3.6
OrlK-4.3 Or1K-4.3.3
K MK-1.3
OKCIEpUMBHMBTbHO- Zz;i OTyeT Mo NpakTuke. 3almTa oT4yeTa no
3. ”ccnea%ﬁgf""c’(““ M1K-2 MK-2.2 npaKTuKe.
MK-2.5
MK-3.5
fk-3 I1K-3.6
OrlK-4.3.2
4 OgpopmneHue omyéma no Orik-4.3 OrlK-4.3.3 o
: umozam npakmuKu MK-1 1K-1.3; THET MO NPaKTUKE.
MK-2 MK-2.2
lMpomexyToyHasa aTTecTtaumsi
. WHaueuayansHoe 3agaHue
dropma KOHTPONS — 3a4eT C OLIEHKOW

20. TunoBble OLEHOYHble cpeAcTBa M MeToAuYeCKMe MaTepuanbl, onpegensilowme
npoueaypbl OLleHUBaHUA

20.1 TeKyWwyMn KOHTPOSb YyCNEeBaeMocCcTH
KoHTpornb ycrneBaemocTv Mo AUCUUMIIMHE OCYLLECTBNAETCH C MOMOLLbLIO CNneayoLwmnX OLeHOYHbIX
cpeacTs:
NHausmayansHble 3agaHvs

lMNepeyeHb MHAMBMAOYaNbHbLIX 3ad4aHnin

[lepeyeHb uHOUBUDyasibHbIX 3adaHul
MpoBecTn aHanu3 MOCTaBMEHHOW 3af4ayn C TOYKM 3peHunss obecneveHnsi MakcumanbHO 3EKTUBHOM
3aWnTbl MHOPMaUUM B MHAPACTPYKTYpe opraHm3auum (paccMoTpeTb TeopeTuMdecKue acnekTbl, Ha
OCHOBaHWM aHanuaa NoCTpouTb Mogernb 6e3onacHoCTH).

1. ABTOMaTM3MpOBaHHas CMCTEMa B 3aLUMULLEHHOM WCMOSIHEHUW OpraHu3aumm (Mnu npeanpusaTuN
nobor opmbl COBCTBEHHOCTK).

2. AHanuns ya3BMMOCTEN WM OpraHvM3auus 3awwmTbl MHOpMaUUM B JIOKanbHOW CETUM opraHusauuu
(vnn npegnpusaTua nNtobon popmMbl COBCTBEHHOCTH).

3. AHann3 yasBMMoOCTEN U 3PPEKTUBHOCTM CPeacTtB M cnocoboB 3awutbl UHGOpMauum B
aBTOMATM3NMPOBAHHOWN CUCTEME OpraHuM3auumn (Mnu npegnpusatusa nobon opmMbl COGCTBEHHOCTH).

4. VIHCTpyMEHTanbHbIi MOHUTOPUHI 3aLMLLEHHOCTM aBTOMaTU3NPOBAHHOW CUCTEMbI OpraHm3auum
(vnn npegnpusaTua ntobon popMbl COGCTBEHHOCTH).

5. MHdbopmaumoHHaa cuctemMa nepcoHanbHbIX OaHHbIX OpraHu3auum (unu npeanpuaTtus nobon
opMbl COBCTBEHHOCTM).

6. KomnnekcHas 3awwmta nHdopmMmauun B nokKanbHOW CETU opraHmsaumm (Mnv npeanpustms nobown
dopmbl COBCTBEHHOCTH).

7. MopgroToBka K atTectauMn MHAPOPMALNOHHOW CUCTEMbI MEPCOHasrbHbIX OaHHbIX B OpraHusaumu
(nnun npegnpuaTn Ntodor opmMbl COBCTBEHHOCTK).




8. Cbop ¥ aHanuM3 UCXOOHbIX AaHHbIX AN MNPOEKTUPOBAHWUS CUCTEMbI 3aliMTbl MHopmMauum
opraHusauum (Mnv npegnpusaTma Niobon popmMbl COGCTBEHHOCTN).

9. CuctemMa KOHTPONSA WM ynpaBneHus OOCTYNMOM B OpraHusaumm (Mnv Ha npegnpusatim nobon
opMbl COBCTBEHHOCTM).

10. Cuctema ynpaBneHuss MHAPOPMALNOHHOM 6e30NacHOCTbI0 aBTOMAaTU3NPOBAHHOW CUCTEMBI
opraHusaumm (Mnv npegnpusaTma nobon popmMbl COGCTBEHHOCTH).

TpeboBaHUs K BbINOMHEHUIO 3a4aHNI

MpoBecTM aHanM3 MOCTaBMEHHOW 3aJadM C TOYKM 3peHust obecrnedeHus HaxoXaeHust
9P(PeKTUBHOIrO peLLeHns onMpasicb Ha CyLLECTBYIOLLYIO MHPACTPYKTYpy OpraHusauum (paccmMoTpeTb
TEeopeTMYeckme acnekTbl, Ha OCHOBaHWM aHanM3a NoCTPOUTb MOAENb PeLUeHUs U T.4.).

20.2 NMpomexyTouyHasa aTrecTaums

MpomexxyToyHas aTTecTauust No AUCLMUNINHE OCYLLECTBNSIETCS C MOMOLLBIO CNEAYOLLNX
OLIEHOYHbIX CPEACTB:

Omyem o npakmuke

Tembl npoekmos

1. CpeactBa obecneyeHnss UHGOPMAUMOHHOWM  ©e3onacHOCTM B KOPNopaTUBHbLIX
NMH(OPMALMNOHHBIX cUcTEMax
AnnapaTtHble cpeacTBa obecnevyeHnsa NHpopMaLMOHHON Be30onacHOCTH
NHdbopmaLmOHHbIE YyA3BUMOCTU OO BHEKTOB
lMporpammHble cpeacTBa obecnedyeHns HPopMaUMoHHOM 6e3onacHOCTU
AHTPOMNOreHHble NHPOPMALIMOHHbIE YA3BUMOCTHN
TexHoreHHble NHPOPMaLMOHHbIE YA3BUMOCTU
OpraHnsaunoHHO-NpaBoBble cpeacTBa obecneveHnsa MHpopMaLunMoHHON 6e30nacHoOCTH
Yrpo3bl MHPOpMaLMOHHON 6e30NacHOCTU U UX UCTOYHUKN
. OpraHusaunoHHO-agAMUHUCTPATUBHbBIE CPeACcTBa 3aLMTbl MHpopmauum

10 OCHOBHbIE NPUYUHBI YTEYKM MHPOPMaLUN U BO3MOXHOCTM NPOTUBOAENCTBUS yTeYKam
MHdopMaLuu.

11. Mepbl 3aWmTbl NEPCOHAanNbHbIX AaHHbIX B UHAPOPMALMNOHHBLIX CUCTEMAX NepCOHarbHbIX
AAHHbIX.

12. lNoaTteepxaeHue NoANMMHHOCTN OBBHEKTOB N CYHBEKTOB MH(POPMAaLIMOHHON CUCTEMBI.

13. KoHTposib uenocTHoCTN nHdopMauumn. Xaw-gyHKUUK, NPUHLUNBLI MCNOSTb30BaHNSA XILU-
dyHKUM ons obecneyeHuns LenoCcTHOCTU OaHHbIX.

14. Yrposa HapyweHusa koHduaeHumanbHocTu. OcoBGeHHOCTM M npuMepbl peanuaauuu
yrpossbil.

15. Yrposa HapylweHus LenocTHOCTU AaHHbIX. OCOBEeHHOCTM U npuMmepbl peanusauuun
yrposbl.

16. Yrpo3a oTkasza cnyxb (yrpo3a oTtkasza B pgoctyne). OcobeHHOCTM U npumepsl
peanusauuu yrposbl.

17. Yrposa packpbiTus napameTpoB cuctembl. OCOBEHHOCTUM M NpUMeEpbl peanusauuu
yrpossbil.

18. OCHOBHble TUMNblI MOAUTUKM Be3onacHOCTM AocTyna K AaHHbIM. [UCKPELMOHHbIE U
MaHAaTHbIE NOSIUTUKM.

19. TpeboBaHua K cucTeMam Kpuntorpaduyeckon 3awuTbl:  KpunTorpaduyeckme
TpeboBaHunsa, TpeboBaHmA HagexHocTn, TpeboBaHus no 3awmte ot HC[, TpeboBaHus K
cpencTteam paspaboTku.

20. AODMVHUCTPATUBHBLIN YPOBEHb 3alnTbl MHOpPMaumn. 3agavv pasnuyHbIX YPOBHEN
ynpaBneHus B peleHnn 3agadm obecneyeHms nHgpopmalmMoHHoM 6e30nacHOCTH.

21. MNMpouenypHbin ypoBeHb obecneyeHus 6esonacHocTn. ABTopu3aunsa nonb3oBaTenen B
MH(OPMaLMOHHON CUCTEME.

22. \geHTndpmkauma u  ayTeHTUdUKaUMS Npu BXode B WHAOPMALMOHHYIO CUCTEMY.
Mcnonb3oBaHne naponbHbIX CxeM. HegoctaTku naposnbHbIX CXEM.

©CoNorwWN



23. NgeHTndpmkauma wn  ayteHTUpukauna nonb3oBaTenen. [lpumeHeHne nporpaMmmHo-
annapaTtHbIX CPeacTB ayTeHTUdUKaumm (cMmapT-KapTbl, TOKEHBbI).

24. buomeTpuyeckme cpeacTBa naeHTumkaumm n ayTeHTurkaumm nonb3osaTernen.

25. AyTeHTuUdumKaumnsa cybbeKkToB B pacnpenerieHHbIX cuctemax, npobnemsl N peLlleHus.

26. AyouTt B MH(OPMALMOHHBIX cuctemax. PyHKUUMM 1 HasHavyeHne ayauTa, ero posib B
obecnevyeHnn NHHopMaLnoHHon 6e30MacHOCTN.

27. Bupycbl n metoabl 60pbbbl C HUMWU. AHTUBMPYCHbIE NPOrpamMMbl U NaKeThbl.

28. [MporpammMmHo-annapaTtHble 3awWwuTbl  WMHGOPMAaUMOHHBIX pecypcoB B  MHTepHerT.
MexceTeBble 3KpaHbl, X PYHKLUN U HA3HAYEHWS.

29. Kputepun oueHkn 6e30nacHOCTU KOMMbHOTEPHbIX cuctem. CTpykTypa TpeboBaHui
6esonacHocTu. Knacchl 3almLLeHHOCTH.

30. EguHble kpuTepum 6e30nacHOCTU MHAOPMAUMOHHBLIX TEXHOMNOMMIN. oHATMe npodung
3awmTbl. CTpyKTypa Nnpodoumng 3alnTbl.

31. EguHble kpuTepum ©6e30MacHOCTU MHMOPMALMOHHBIX TEeXHOMNOrnn. lMNpoekT 3awuTbl.
TpeboBaHus 6e3onacHOCTH ((PyHKUMOHaNbHbIE TpeboBaHNA N TpeboBaHMS afeKBaTHOCTH).

32. MNoHATMe anekTpoHHOW uudpoBon noanucu. lNpouenypbl dopmMnpoBaHUA LUGPOBON
nognucu.

33. Metogbl HecMMMETPUYHOro  WKndpoBaHus. Mcnonb3oBaHne  HECUMMMETPUYHOIO
WwnpoBaHna ons obecneyeHns LenocTHOCTN JaHHbIX.

34. Cpeactea obecneveHnsa umHdopmaumoHHon 6esonacHocth B OC  Windows.
PasrpaHnyeHune goctyna K gaHHbIM. ['pynnoBasi nonuTuka.

35. NMpumeHeHne dannoson cuctembl NTFS pana obecneyeHnss uHGOPMaLMOHHOM
6esonacHocty B Windows. Cnncknm KoHTponsa poctyna K pgaHHeim (ACL) ux ponb B
pasrpaHnyeHnn OCTyna K AaHHbIM.

36. NMpumeHeHne cpeacte  Windows ana  npefoTBpalleHusl  yrpo3  packpbIiTud
KOHpmnaeHUManbHOCTM AaHHbIX. LndpoBaHme gaHHbIX. PyHKUMK 1 Ha3HaveHne EFS.

37. PasrpaHuyeHnune goctyna k gaHHeim B OC cemerictea UNIX.

38. OcHoBHble 3Tanbl pa3paboTKM 3aWMLLEHHOW CUCTEMbI: OnpeaeneHne MnofnTUKK
B6esonacHocTn, npoekTnposaHne mogenn UC, paspaboTtka koga VC, obecneyeHne rapaHTun
COOTBETCTBUA peanusaunn 3agaHHoOn nonuTuke 6e3onacHoCTu.

39. MpnynHbl  HapyweHus  6e3onacHoCTM  WMHopmMaumm npu  ee  obpaboTke
Kpuntorpaduyeckumm cpeactsamu.

40. MNMoHATMe aTakm Ha cucteMy WHdopMaunoHHon 6e3onacHocTn. OcobeHHOCTU
noKanbHbIX aTak.

41. PacnpepeneHHble NHGOPMaLMNOHHbIE CUCTEMBI. YpnaneHHble aTaku Ha
MHPOPMALNOHHYIO CUCTEMY.

42. KaHanbl nepefayvM [LaHHbiX. YTeyka uWHGopMauuu. ATakm Ha KaHanbl nepegayu
AaHHbIX.

43. JnekTpoHHas noyta. Npobnembl o6ecneyeHns 6€30MacHOCTN NOYTOBbLIX CEPBUCOB U UX
peLleHus.

44. BupTyanbHble YacTHble CETU, UX (PYHKLUMM N Ha3HaAYEHME.

45. CeTeBble BOWHbI: LeNW, 3agjayv, CLeHapum W cpeacTBa WX MNPOBEOEHMUs, OueHKa
NepcnekTMB pasBuUTUS U NPOTUBOAEWNCTBUS B KOHTEKCTe obecneyeHns WHEGOOPMaLNOHHOM
©es3onacHocTM rocyaapcTBa.

46. CoumnarnbHble CETU Kak UHCTPYMEHT OpraHn3aunm NpoTeCTOB U « PEBOSTIOLMIA»: CNOCOObI
N cpeacTBa BO3MyLLEHMS COUMyMa, CUeHapui ocnabneHns u CBEepXeHWsa BracTu, Mepbl
NPOTUBOAENCTBMUSA B KOHTEKCTE obecneyeHns nHpopmMaumnoHHom 6e30nacHOCT rocyaapcTaa.

47. CTaTUCTMYECKMIA aHanM3 BCEBO3MOXHbIX KIaccoB M TUNOB aTak Ha MH(OPMaLUNOHHbIE
WH(O-CUCTEMBI:  Lenu, YactoTa atak WM BennumMHa yuwepboB OT wuX peanusauumu,
COOTBeTCTBYOLLAdA
OLEHKa PWUCKOB B AMHaMuke pa3sButna cdepbl MHGpopMaumoHHon 6e3onacHOCTU, BbIBOAbI
OTHOCMUTENbHO ONACHOCTU U BO3MOXHOCTEN NPOTUBOAENCTBUS.



48. AHann3 1 noprotoBka o0630opa HayYHO-TEXHUYECKMX MaTepuarioB MO reTeporeHHbIM
CeTsM B KOHTEKCTe obecneyeHus nx 6e3onacHocTu.

49. Pa3Butne Hay4YHO-METOAMYECKOro obecneyeHns Teopum BEeTBALLMXCHA MpPOLLECCOB Ha
aHanua pacnpoctpaHeHus BpeAOHOCHOro nporpaMmMHoro obecnevyeHuns B ceTeBbIX CTPYKTypax.

50. Pa3Butne Hay4HO-MeTOANYECKOro obecneyeHns Teopumn cnyyanmHbolx rpacdoB Ha aHanuns
XNBYYECTU CETEBBIX CTPYKTYP.

51. OnacHoctb DDOS-atak n puck-mogenupoBaHne WX pasHOBUOHOCTEN B KOHTEKCTE
NPOTUBOOENCTBUS.

OueHKa no npakTuke BbICTaBNAETCS pPyKOBOAUTENEM MPaKTUKM OT Kadpedpbl HA OCHOBE
cogepXaHmsa oTdeTa CTyAeHTa, OT3blBa pPYyKOBOAUTENA OT NPeanpusiTusi, BbICTYNNEHUA C
npeseHTaumMen n 0TBETOB Ha BOMPOCHI NO UTOraM NPaKTUKK.

OTyeT NO npakTuke [OOMmKeH ObiTb M3MNOXEH TEXHUYECKM T[PaMOTHbIM $3bIKOM C
NPUMEHEHNEM PEKOMEHAOBaAHHbIX TepMMHOB W abbpesuatyp 6e3 opdorpaduyecknx wu
rpaMmmaTmyeckmx owwunbok. lMpu 3awmte oTyeTa MO MpakTMKe OLEHMBAETCA COOTBETCTBUE
MHdopMauuK, NpeacTaBneHHONn B OTYeTe, AaHHbIM U3 MH(OPMALMOHHBIX PecypcoB Ob6LLEro
aoctyna cet IHTepHeT, MaTtepmanos fekumin, y4ebHOM 1 TEXHUYECKOW nuTepaTypbl.

KoHeyHbIMK pesynbTaTamu OoCBOeHUs nporpammbl HUP aBnatoTca copmMuMpoBaHHbIE
KOTHUTUBHbIE [OECKPUNTOPbI «3HaTb», «yMeTb», «BnageTb», pacnucaHHble MO OTAENbHbIM
komneteHumsam. OHuM npeactaesneHbl B Tabnuue 10. dopmupoBaHME 3TUX OECKPUNTOPOB
npoucxogut B TevyeHWe Bcero nepumoga BbinonHeHuss HWP, B pamkax BbIMNOMHEHUS
CaMOCTOATENbHON paboTbl  BbLINOMHEHUM pPa3fIMYHbLIX BMAOB paboT nog pPyKOBOLACTBOM
pykosoautena HAP.

[na oueHkn geckpunTopoB koMneTeHuun ncnonbdyetca 100 6annbHas LWwKana OLEHOK.
[na onpegeneHns akTUYEeCKMX OLEHOK KaXKAOro nokasaTens BbICTaBNATCA cnegylowme
oannbl.

[Ona gpeckpMnTopoB KaTeropmm «3HaTb»:

— TpeboBaHMAM KpuTepus (OTBET MOMHbIA U MPaBUIbHbIA Ha OCHOBAHUW WN3YyYEeHHbIX
Teopun; Matepuan U3NOXEH B ONpeaenieHHOM NOrMdeckor MoCneaoBaTeNbHOCTU, HayYHbIM
A3bIKOM; OTBeT camocTosTenbHbll — 85-100% OT mMakcumanbHoro konuyectso 6annos (100
6annos). CoOOTBETCTBYET OLIEHKE - «OTIINYHOY;

— pesynbTaT, coAep)Xalun HEenosiHbIM MNpaBUSIbHBIA OTBET WM OTBET, CoAepKaliun
He3HayuTernbHble HEeTOYHOCTM (OTBET AO0CTaTOMHO MOSHbIA U NPaBWUfbHLIM HA OCHOBaHWUM
N3YYEHHbIX MaTepuarnos, mMaTtepwuan N3noxeH B onpeaeneHHom Nnorn4yeckom
nocrnegoBaTenbHOCTU, NPU 3TOM AONyLWEeHbl ABE-TPU HECYLLECTBEHHble owunbdkun), 75-84% ot
MaKCMMarnbHOro KonnyecTtea 6annoB; COOTBETCTBYET OLIEHKE - «XOPOLLOY;

— pesynbTaT, CoAep)Xalwun HEMNOSHbIM MpPaBUSIbHBIA OTBET WM OTBET, COAep’KaLLuK
3Ha4YUTENbHbIE HETOYHOCTM (NPU OTBETE OOoNylleHa cyllecTBeHHas owwubka, unnm B OTBETE
copepxutca 30 - 60% HeobxoouMbIX CBeOeHUW, OTBET HeCBA3Hbi) — 60-74 % oT
MaKCUManbHOro KonuyecTsa 6annoB; COOTBETCTBYET OLIEHKE - «yOOBETBOPUTENBHOY;

— pesynbTaT, coaepXalimi HENOSHbIN NPaBUibHbIA OTBET (CTENEeHb MOSTHOThLI OTBETa —
meHee 30%), HenpaBunbHbIA OTBET (OTBET HE MO CYyLLECTBY 3aJaHns) Unu oTCyTCTBME OTBETA,
T.e. OTBET, HE COOTBETCTBYWLUMA MOMHOCTbO TpeboBaHusm kputepuss, — 0 % oT
MakcumarnbHOro konuyectsa 6annoB. COOTBETCTBYET OLEHKE - «HEY4OBNETBOPUTESTbHOY.

Ona peckpuntTopoB Kateropun «YmMeTb» U «Bnagetb»:

— BbINOJIHEHbI BCE TPEOOBaHMUS K BbINOSTHEHMIO, HANMNCaAHMIO N 3alUTe OT4YeTa. YMeHue
(HaBbIK) ccopmupoBaHo MofnHocTblo — 85-100% OT MakcumanbHOro KonmyectBa 6annos.
CoOTBETCTBYET OLEHKE - KOTIINYHOY;

— BbINOJIHEHbI OCHOBHblE TPEOOBAHUS K BbIMONMHEHUIO, ODOPMIIEHNIO N 3aLUUTE OTYeTa.
MmeroTca oTaenbHble 3aMevaHns 1 HegoctaTku. YMeHne (HaBblk) ChOpMMPOBAHO JOCTATOYHO
NonHo — 75-84% oOT MakcumarnbHOro konnyectsa 6annoB. COOTBETCTBYET OLIEHKE - «XOPOLLOY;

— BbINONHEHbl 6a3oBblie TpeboBaHMA K BbIMNOMHEHMIO, 0OPMIEHMIO N 3aluTe oT4veTa.
MmetoTca [OCTaTOYHO CYLLECTBEHHbIE 3aMeyvyaHus U HegocTaTtku, Tpebylowme 3Ha4YUTeNbHbIX



3aTtpaT BpPEeMeHW Ha wucnpasrieHve. YMeHue (HaBblk) C(OOPMMPOBAHO Ha MWHUMArbHO
A0MNyCTUMOM ypoBHe — 60-74% OT MakcumarnbHOro konnyectsa 6annoB. COOTBETCTBYET OLIEHKE
- «yOOBNETBOPUTENbHOY;

TpeboBaHNA K HanucaHuilo W 3awmTte oTtyeTa. VMIMelTcs MHOro4YMCrieHHble CyLeCTBEHHbIe
3aMeyYaHus N HeJocTaTku, KOTopble He MOryT ObiTb MUcnpaBfeHbl. YMeHue (HaBblk) He
ccopmmpoBaHo — 0 % OT MakcumanbHoro konuyectsa 6annoB. COOTBETCTBYET OUEHKe -
«HEeyaoBNeTBOPUTENBHOY.

Ana aTtrectauuun CTygeHT npeabsBnseT OHEBHWK MPakTWKW, 3aaHue pykoBoaMTEens Ha
NPoOXoXgeHue npakTMKn 1 odopMnseT pesynbTaTbl NPakTUKM B Buae oTvyeTa U roToBUT
BbICTYMNSIEHNE C Npe3eHTaunen no pesynbtatamM npakTuKu.

[nsa oueHnBaHuA pe3ynbTatoB 00y4eHUs Ha 3a4eTe C OLEHKON ucnonb3yeTca 4-6annbHas
Wwana: «O0TANYHO», «XOPOLUOY», «yOOBNETBOPUTENBHOY», KHEYAOBIETBOPUTENBHOY.
CooTHoLLEHWEe NokasaTenemn, KpUTEPUEB U LKasbl OLLEHMBAHUSA pe3yNbTaToB 00yYeHus.

YpoBeHb
Kputepumn oueHnBaHnsA KoMNeTeHUmMNn CcHOPMMPOBAHHOCTK LLikana oueHok
KoMneTeHunmn
3HaTb: pesynbTaT, coAepXalui MNOMHbIN NpaBuilbHbLI OTBET, MOMHOCTLIO | [108bIWEHHbIU ypO8eHb OmrnuyHo

COOTBETCTBYET TpeboBaHWsIM KpuUTepus (OTBET MOMHBLIA U MpPaBUIbHBIA Ha
OCHOBaHMN W3yYEHHbIX TEOpW; MaTepuan W3MOXeH B ONpeaeneHHown
rfiorm4yeckon nocrnenoBaTenbHOCTH, Hay4HbIM S3bIKOM; oTBeT
CaMOCTOATENbHbIN.

«YMeTby u «Bnapgetb»: BbINONMHEHbI Bce TpeboOBaHMA K BbINOMHEHWIO,
HaMMCaHWIo M 3alnTe oTyeTa.

3HaTb: pes3ynbTaT, COOEpXallMi HEMOSHbIN NPaBWMbHbLIA OTBET WX OTBET, Ba3sosnbili yposeHb Xopowo
CcofepXalluMn He3HauuTernbHble HETOYHOCTU (OTBET AOCTATOMHO MOSHbIA ©
NpaBuIbHbIA HA OCHOBaHWM M3Y4YEHHbIX MaTepuaroB; MaTepuan W3NoXeH B
onpeneneHHon NorM4eckor nocneaoBaTenbHOCTU, MPU 3TOM AONyLLEHbl OBe-
TPWU HECYLLECTBEHHbIE OLUMOKM).

«YMeTb» N «BnageTb»: BbINOMHEHbI OCHOBHblE TPEOOBAHUA K BbINOMHEHUIO,
odopMneHno u 3awute oTveTa. WMMelTca oTAenbHble 3aMevyaHus U
HegocTaTku. YMeHue (HaBblk) COOPMMPOBAHO AOCTATOYHO MOJTHO

3HaTb: pes3ynbTaT, COOEepXallMi HEMONHbIN NpaBWUmbHbLIA OTBET WM OTBET, lMopoeoskili yposeHsb Ydosnemeopum
cofepXallmMih  3HauuMTemnbHble  HETOYHOCTM  (NpM  OTBETe  JonylleHa €/1bHO
cywecTBeHHasi ownbka, unm B oteeTe coaepxutcs 30 - 60% HeobxoaMMbIX
CBEeJEHUIA, OTBET HECBA3HbIN)

«YMeTb» n «BrageTtb»: BbIMONHeHbl 6a3oBble TpeboOBaHMSA K BbIMOMHEHWUIO,
ohOpMNEHMIO U 3awmTe oT4eTa. MmewTcss [OOCTAaTOYHO CyLUECTBEHHbIE
3amMeyvaHus 1 HepocTaTku, Tpedylolwme 3HaYMTENbHbLIX 3aTpaT BPEMEHM Ha

ucrnpasneHue.
3HaTb: pesynbTaTt, coAepXalluii HenomnHbI NpaBuIbHbIA OTBET (CTeneHb - Heydoenemeop
nonHoTbl oTBeTa — MeHee 30%), HENpaBUMbHBIN OTBET (OTBET HE MO CYLLECTBY umeJsibHO

3ajaHusl) wnuM  OTCYTCTBME OTBETa, T.e. OTBET, HEe COOTBETCTBYHLLUNA
NOJSHOCTbLI0 TPeBoBaHUSAM KpUTEpUSI.

«YMeTby» 1 «BnageTtb»: TpeboBaHMs K HanMcaHuUo 1 3awuTte otyeTa. Mmetotca
MHOTOUYUCIIEHHbIE CYLLECTBEHHbIE 3aMeYaHusi U HedoCTaTKWM, KOTOpble He
MOTyT 6bITb MCMPABMEHDI.

20.3 ®oHa OLeHOYHBIX CpeacTB C(l)OpMPIpOBaHHOCTI/I KOMIIEeTeHIIUM CTYACHTOB, peKOMeH)]yeMblﬁ IJIA
NPOBECACHUA TUATHOCTHICCKHUX pa60T

OlK-4.1. CnocobeH opraHn3oBbIBaTb 3aWwuTy MHOpMaumMmM B KOMMbIOTEPHbLIX CUCTEMax U ceTsax (no
obnacTsiM npUMeHeHwus )

OlK-4.1.1 3HaeT OCHOBHble Yyrpo3bl ©e3onacHOCTM WHOpMaLUMM M MOAENW HapywuTens B
KOMMNbIOTEPHbLIX CUCTEMAX U CETHX;

OlK-4.1.2 3HaeT COBpeMeHHble MeToAbl, CpeacTBa M Mepbl NO 3awurte uHdopmauun B
KOMMNbIOTEPHbLIX CUCTEMAX U CETHX;

OlK-4.1.3 cnocobeH Mcnonb3oBaTb SA3bIKM U CUCTEMbI MPOrPaAMMUPOBAHUSA, UHCTPYMEHTarbHble
cpegctea npu obecneyeHun 3alnTbl MHMOPMaUMM B KOMMbIOTEPHbLIX CUCTEMaxX Mpu peLueHun
pasnu4yHbIX NpoeccnoHanbHbIX, UCCNEeaoBaTenbCKUX U NPUKNaaHbIX 3a4ay;



Orl1K-4.2. CnocobeH aHannanpoBaTb 3aLUULLEHHOCTb, MPOBOANTE MOHUTOPUHIE, ayguT M KOHTPOSIbHbIE
npoBepkn paboTocnocobHOCTM M 3aLMLLEHHOCTM KOMMbIOTEPHBLIX CUCTEM M ceTen (no obnactsam
NPUMEHEHUS)

Or1K-4.2.2 3HaeT Ha3Ha4YeHMe N OCHOBHbIE 3a4aun ayauTa, MOHUTOPMHIA U KOHTPOITbHbIX MPOBEPOK
YHKLMOHMPOBAHMSA U 3aLLMLLEHHOCTM KOMMNBIOTEPHBIX CUCTEM U CETEW;

OlK-4.3. CnocobeH paspabaTtbiBaTb M aHanM3MpoBaTb KOPPEKTHOCTb MOSNIUTUKM WHGOPMALMOHHON
0©e30MacHOCTN KOMMNbIOTEPHLIX CUCTEM U ceTen (Mo obnacTam NpMMeHeHNs)

OrllK-4.3.1 3HaeT meTodbl no obecneyeHnto MHGOOPMALMOHHON 6e30MacHOCTM KOMMbIOTEPHbIX
CUCTEM U CETEN C UCMONb30BaHNEM NONUTUK 6E30MacHOCTH;

Orl1K-4.3.2 3HaeT HOpMaTUBHO-NMPaBOBblE M METOAMYECKME AOKYMEHTbl B obnactu paspaboTku
NonuTMK 6€30MacHOCTU KOMMbIOTEPHbBIX CUCTEM U CETEN;

OlK-4.3.3 cnocobeH paspabaTtbiBaTb hopmarnbHble MOAENU MONMTUK 6e30NacHOCTU U NONUTUKK
yrnpasneHuns 4oCTynom, hopMmpoBaTb NONUTUKY MHGPOPMALMOHHOM 6e30nacHOCTM, aHanu3npoBaThb ee
KOPPEKTHOCTb, OpraHun3oBbiBaTb W NoagepXuBaTb BbINOMIHEHWE KOMMekca Mep no obecneyeHuto
NHOpMaLMOHHOM 6€30NacHOCTN KOMMbIOTEPHbIX CUCTEM U CETEMN;

OlK-4.3.4 BnageeT HaBblkaMu yrnpaBfieHNs NPoOLLeCCOM peanu3auun NoanTUKM MHPOPMaLNOHHON
6€e30MacHOCTN KOMMNbIOTEPHbBIX CUCTEM U CETEMN, OpraHM3aumn 1 NogaepKaHUs BbINOMHEHUSA KOMMeKkca
Mep no obecneyeHnto MHpopMaLMOHHON 6e30MacHOCTM BbIYUCIIUTENbHBIX CUCTEM;

OlK-4.3.5 cnocobeH nNpuUMEHsITb NpOorpamMMHble CpeacTBa  MPUKNAOHOrO, CUCTEMHOMO U
creymnanbHOro HasHayeHust Npu paspaboTke 1 aHanu3e NOoNUTUKM MHAOPMALMOHHOM 6e30NacHOCTY;
MK-1. CnocobeH npoBoauTb aHanuad TpeboBaHMA W BbINOMNHATL PaboTbl MO MNPOEKTUPOBAHUIO
NporpaMMHbIX M annapaTHbIX KOMMOHEHT CUCTEMbl 6€30MacHOCTU KOMMbIOTEPHbLIX CUCTEM U CETEN, B
TOM YUCIE C UCMONb30BaHNEM COBPEMEHHbLIX METOA0B M CPEACTB 3aLnTbl UHpopMaLmm

MK-1.3 ncnonb3yeT NpUHLMNbI KOMMNEKCHOW pa3paboTkn npasusi, npoueayp, NpMeMoB U METOAOB,
npv co3gaHnn cpeacTs 3alnTbl MHGOPMaLUUKN, B TOM YUCIIE C UCMOSTb30BaHNEM COBPEMEHHbIX METOA0B
N cpeacTB pa3paboTkm NporpamMmmMHOro obecneyeHus;

MK-1.4 npoBOoOAUT OLEHKY COOTBETCTBMSI MEXaHW3MOB 6€30MacHOCTM KOMMbIOTEPHOW CUCTEMbI
TpeboBaHMAM HOPMATUBHbIX JOKYMEHTOB, @ TakKe UX KOPPEKTHOCTU CyLLECTBYIOLLNM pUCKaM;

MK-2. CnocobeH npuvHUMaTb yyYacTue B IKCNEpTM3e U aHanu3e yA3BMMOCTEW, Yrpo3 M MHLUMAEHTOB
NHOpMaLMOHHOM 6e30NacHOCTN B KOMMbIOTEPHbBIX CUCTEMAX U CETAX

MK-2.1 npumeHdaeT addeKTMBHbIE MEeToAbl W CPeAcTBa MNMaHWpPOBaHUS W OpraHm3aumm
nccnegoBaHum n paspaboTku;

MK-2.2 cnocobeH NpoBOAUTbL aHaNU3 KOMMbIOTEPHbIX CUCTEM C LENbl OnpeneneHns ypoBHSA
3aLMLLEHHOCTN 1 aoBepuda ¢ nocneaywwmm obobieHnem n obpaboTkon nHopmaunm, Nosy4YeHHOW B
X04€e UccriegoBaHuUi;

MK-2.5 npoBoguT TeOpeTUYecKne W nNpPUKNagHoe WCCrnegoBaHWE YPOBHEN  3aLUMULLIEHHOCTU
KOMMbIOTEPHBIX CUCTEM U CETEWN;

MK-3. CnocobeH y4yacTBOoBaTb B paboTax MO MPOEKTUPOBAHWUIO CUCTEM 3alUMTbl WHGOpMaUMM B
KOMMbIOTEPHBLIX CUCTEMaxX W CeTsX Npu peweHun npodecCcuoHarnbHbIX, WCCNeaoBaTenbCKUX U
npuKnagHbIX 3agay

MK-3.4 cnocobeH npoBoauTb aHanM3 1 dopManu3auuio MOCTaBMEHHbIX 3adady B obnactu
6€e30MacHOCTM KOMMNbIOTEPHbBIX CUCTEM U CETEN;

MK-3.5 BbINOMHSAET NPOBEPKY YCTONYMBOCTU MNPUMOXEHUA K BHELUHEMY HEeCaHKLUMOHMPOBAHHOMY
AOCTyny, B TOM 4uCre NpOBEpPKa YCTOMYMBOCTU BEO-NPUNOXEHWA K aTakam, NpPUMEHeHue CpeacTs
KOHTpons 6e3onacHOCTW, ynpaBneHne Kpuntorpaduyeckumn CpeacTBamMu, a Takke opraHvsauus
MeponpuaTuin no obecneyeHnto knbepbesonacHoCTH;

MK-3.6 cnocobeH yyacTBOBaTb B MPOEKTMPOBAHUN CUCTEMbI 3aLMTbl MHOPMaUUN U NOSCUCTEM
NHOpMaLMOHHOM 6e30NacHOCTN KOMMbIOTEPHOW CUCTEMBI.

Bonpochl ¢ BapuaHTaMu OTBETOB

1. Kak HasbiBaeTca cnocob 3awuTbl MHpopmauum oT yTedkn uyepes [MOMWH, ocHoBaHHbLI Ha
nokanusauum SMneKTPOMarHUTHOW 3Heprunm B OnpeferieHHOM MNPOCTPaHCTBE 3a CYET OrpaHuyeHus
pacnpocTpaHeHnsa ee BCeMu BO3MOXHbIMU criocobamm?

— 3KpaHuUpoOBaHue;
— nopaeneHue;

— 3awymrneHue.
2. Ctangapt GSM ucnonb3yeT ynnoTHEHWE KaHarnoB.:



—  4acTOTHOe;
— BPEMEHHOoE;
— KOOOBOE.
3. ®yHKUMOHanbHOCTL 6e3onacHOCTM onpefenseT oxugaemyto paboTy mexaHnamoB Ge3onacHocTu, a
rapaHTUn onpeaensioT:
BHepgpeHue ynpaBneHns mexaHmamamm 6e30nacHoCTH
Knaccudukauuio gaHHbIX nocne BHeOPEHUS MexaHM3mMoB 6e30nacHOCTH
— YpoBeHb aoBepus, obecneumBaemMbin MEXaHU3MOM 6e30MacHOCTH
CooTHoleHne 3aTpaT / BbIrog
4. ['oe NpMMeHSTCA CpeacTBa KOHTPOMS ANHAMUYECKON LEeNOCTHOCTN?
— aHanuse noToka ¢pMHaAHCOBbLIX COOOLUEHN N
— 06paboTke AaHHbIX
— NPV BbISABNIEHUN Kpaxu, Ay6NMpoBaHMA OTAeNbHbIX COOOLEeHMN
5. OTKpbITOCTb ANA U3MEHEeHUs1 U OOMONHeHUst Mep obecnedyeHus Ges3onacHOCTU MHdopmauuu - 3TO
obwee TpeboBaHne Kk 3awmte uHPopmauun (1) unu TpeboBaHue, NpeabABNAEMOe K CUCTEME
©esonacHocTn mHdopmauun (2), Un ycrnoeue, KOTOPOMY AOJDKHA YOOBMETBOPATb CUCTEMA 3aLUUTHI
nHdopmaummn (3)?
- ().
- (2.
- (3).
—  Hun ogHO 13 3TNX NOHATUN.
6. KomnnekcHocTb - 9T0 obwme TpeboBaHust K 3awute uHGopmauum (1) wunm TpeboBaHwue,
npegbsBngemMoe K cucteme 6esonacHocTn wHdopmauumn (2), unu ycrnoBue, KOTOPOMY AOSDKHA
yOOBNETBOPATL CUCTEMA 3aLMThbl MHopMmaumm (3)?
- (D).
- (2.
- (3.
— Hw ogHO 13 3TnX NnoHATUN.
7. Pacnonoxute B nopsigke cnegosaHue mogenu OSI Tunel atak
— DNS Sniffing;
— ARP Spoofing;
- XSS.
8. AnseTca nu cuctema obHapy>XeHUs1 BTOPXKEHMIN aKTUBHBIM KOMMNOHEHTOM MO 3aLumTe OT yrpo3?
- Aa;

9. PesynbTaTthl NpOBEAEHUA ayanTa NoapasaensatTes Ha:
— OpraHusauMoHHbIe
— TexXHU4yeckKue
— MporpaMmmHble
— MeTofosiorn4yeckme
10. OueHka puckoB ansa UC npomsBoanTcsa ¢ NOMOLLbIO CreayrLMX LWKan:
— KOnu4yecTBEHHOM
norapudmmnyeckon
Ka4yeCTBEHHOMN
MaTpUYHON
11. KoHTponb M Hags3op 3a BbINOMHEHMEM OPraHU3auMOHHBIX U TEXHUYECKUX Mep no obecrneveHuto
6e30nacHOCTN NepcoHanbHbIX AaHHbIX, Npu 06paboTke NepcoHanbHbIX AaHHbIX B rOCYyAapCTBEHHbIX
MHAOPMAaLIMOHHBLIX CUCTEMAX OCYLLECTBNAIOTCS:
— @CT3K Poccuu u ®Cb Poccuu;
—  O®CTOK Poccum 1 opraHamm PockomMHaasopa;
—  ®CB Poccumn n opraHamm PockomHagsopa.
12. Kako HopMaTUBHbIN aKT ABNAETCA OCHOBHbIM B chepe perynmpoBaHus SNeKTPOHHOW noanncuy:
denepanbHbin 3akoH Ne1-®3 o1 10.01.2002 «O6 aneKkTpoHHOM L poBO NOANNCHY;



— ¢pedepanbHbIl 3akoH N263-®3 om 06.04.2011 «O6 asiekmpoHHOU nodnucu»;

— noctaHoBrneHue [MpasutensctBa Poccunckon depepaumm Ne 111 ot 9 deBpans 2012 r. «O6
3NEKTPOHHOW NOAMMUCK, WCMONb3yeMON OpraHamu WCMNOSHUTENbHOM BNacTu WM opraHamu
MECTHOro camoynpasneHus Npy opraHn3aumm 3NeKTPOHHOIro B3aMMOAENCTBUSA MexXay COBom».

13. Bpewmsi, 3aTpaumBaemoe anropMuTtMOM [ pPeLleHMsl 3agayun, paccMaTpuBaeMoe Kak (yHKuus
pasmepa 3agauv Unm KonM4ecTBa BXOAHbIX AAHHbIX, — 3TO:

— a) BpeMeHHasi CIIOXXHOCTb;

— ©) Bpemsi BOCNpoOM3BELEHUS anrOpuUTMa;

— B) Bpems pelleHus anroputma.

14. OTcytcTBME U3MEHEHMM B nepedaBaeMol UNU XpaHUMOW MHAOPMaUMM MO CPaBHEHUD C ee
NCXOOHOW 3anncbto — 3TO:
— @) UenocTHOCTb;
— ©) eanHcTBO;
B) CUHTES;
— T)norHoTa.
15. K nonnandaBntHbIM WwWndopam OTHOCATCA:
a) wndpp Mnendpepa;
6) wudp Xvnna;
B) wundp bodopa;

— r) BCe nepeyucrieHHble wudpbl.

16. YKaxunTe NpaBUSibHBIN KITOY peecTpa, nepekrnovalrowmnin ynpasneHme astodanyckoMm Ha INI dainn
DoesNotExist

— HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\WindowsNT\CurrentVersion\Ini-
FileMapping\Auto

— run.inf = @SYS:DoesNotEXxist

— HKEY_LOCAL_ MACHINE\SOFTWARE\Microsoft\WindowsNT\CurrentVersion\IniFi-
leMapping\Autorun.in
— f=USE %DoesNotEXxist%

— HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\WindowsNT\CurrentVersion\IniFi-
leMapping\Autorun.in

— f=USE %DoesNotExist.INI%

17. PasroBOpHLIN TPaKT yCTpaHseT:
- WyMbI;
—  VCKaXeHus;

— MeCTHbIN 3cpchekT
18. dndpdepeHumnanbHbIr KpUnToaHanm3 OTHOCUTCS K aTakaM:
a) Ha ocHoBe wundpTekcTa
b) Ha ocHoBe OTKPLITbIX TEKCTOB
¢) Ha ocHoBe noao6paHHOro OTKPLITOro TeKCTa
d) Ha ocHoBe aganTMBHO NOAOOPaAHHOIO OTKPLITOrO TEKCTa
19. Cnocob6 3awwmTbl MHPOpMaLMK, NPY KOTOPOM KOHKYPEHT BBOAUTCA B 3abnyXaeHNe OTHOCUMTENbHO
OeATenbHOCTU U HAMEPEHWIA:
1. koanposaHue
2. kpunTtorpadus
3. ynpasneHue
4. mackupoBKa*
20. MNepeyncnnre Buabl 3NEKTPOHHOW NOSMNUCHK:
a) npocTas, CnoxHasi, KOMOMHMpPOBaHHas;
6) npocTas, KBanuruMpoBaHHas, CrIOXHas;
8) npocmasi, keanughuyupoeaHHasi, HekeanuguyupoeaHHasl.
21. geHTudukaumsa aTo:
a) npouecc npeabsaBreHns Nonb3oBaTenem NaeHTMuKaTopa;
©) npouecc noaTBEPXKOEHNSA NOASIMHHOCTY;
8) cpaeHeHue npeodbsienisseMbiX UOeHMUUKamopoe ¢ rMepevyHeM [PUCBOEHHbIX
udeHmughukamopos.



22. Kakyto ponb UrpatoT LLEeHTpbl cepTUdMKaLmm KIoYen:
a) OHW UrpalwT porb AOBEPEHHON TpeTbeWn CTOPOHbl ANA [oKa3sbiBaHusA akTa nepegayu
MHopMaLmu;
6) OHu cnyxam Onsi pez2ucmpayuu aboHeHmMoOe, U320MOBJIeHUs1 cepmuguKkamos
OMKpbIMbIX K/OYel, XpaHeHusi U320Moe8JIeHHbIX cepmugukamos, nodoepxKaHusi
68 akmyasibHOM COCMOSIHUU cripagsoyHuka delicmeyrouwux cepmugukamos U eblinycKa
crnucka ocpoYHO OMo38aHHbIX cepmugbukamos;
23. Mogenamu Tmna «4epHbIN AWMK» SBASIOTCS
a. Mogenu mbiwnenns
b. Mogenu, onucebiBawLWme 3aBUCMMOCTb MapaMeTpoB COCTOSHUSA oObbekTa OT BXOAHbIX
napameTpoB
c. Mopenu, onucbiBalowme BxOoAHble U BbIXOAHble NapameTpbl obbekta 6e3 y4eTta
BHYTPEHHeun CTPYKTYpbl 00beKTa
d. Mogenu «aBapuriHOro» siLukKa Ha camoreTax
24. Mogenamu Tyna «6enbii AWMK» ABASOTCS
a. Mogenv mMbiwneHns
b. Moagenu, onucbiBalowWmMe 3aBUCMMOCTb NapamMeTPOB COCTOSIHUA OObeKkTa OT BXOAHbIX
napameTposB
c. Mogenu, onucbiBaloLme BXOOHbIE M BbIXOAHbIE NMapaMeTpbl 00beKkTa C y4eTOM BHYTPEHHEWN
CTPYKTYpbl 06beKTa
d. Mogenu, onuceiBaloLne BbIXOAHbIE AaHHbIE B NPOrpaMme
25. Kakne 13 nepeyvmcneHHbiX Kubepyrpos aBnsatTca KnoveBbiMn Ha bnvxkanwee 6yayuiee? Boibepute
BCE NpaBusbHble OTBETbI.
— YctpowucTtea loT Kak nnowagka ans peanusauum atak
— Cnam
— Tporpammbli-BbiMoOraTenu
— Criminal-as-a-service (nepexoa kn6epnpecTynHMKOB Ha CePBUCHYIO MoAenb)
— [porpamMmbl-LINNOHGI
— «[lMpuspakn wuHTepHeTa npowsnoro» (yrpo3bl OT YycCTapeBLIero MNporpaMMHOro u
nporpamMmMHo-annapaTHoro obecne4yeHus, KOTOpoe HaXoAUTCS B UHTEPHETE)
— [porpammbl-manHepsb!
—  CKUMMWHI
26. Y10 Takoe HeCaHKUMOHMPOBAaHHbIN JOCTYN (HCA)?
1) JocTyn cy6beKkTa K 00bEeKTy B HapyLLUeHUe YCTaHOBNEHHbIX B CUCTEMe npaBus
pasrpaHuyeHus gocTtyna
2) CospgaHne pe3epBHbIX KOMWK B OpraHu3aumnm
3) MpaBnna v nonoxeHwusi, BbipaboTaHHbIe B OpraHn3aumm ang obxoaa naposibHOM 3alumThbl
4) Bxop B cuctemy 6e3 cornacoBaHus C pyKoBOAMTENEM OpraHusaunm
5) YpoaneHue He HyXHOW nHpopmaLmm
27. B yeM 3akrno4aeTcsl OCHOBHAasi NpudnHa noTepb MHopMaumn, ceasaHHom ¢ MNMK?
1) ¢ rno6asnbHbIM XuLweHnem nHgopmauum
2) c NosiBNEHNEM NHTEepHeTa
3) ¢ HepocTaTO4YHOM O6pPa30BaHHOCTLIO B 06nacTn 6e3onacHoOCTU
28. lNpoTokonupoBaHune 1 ayauT MOryT UCMOMb30BaTbCA ANS:
(1) npegynpexaeHusa HapyweHui Nb
(2) obHapyxeHnA HapyLeHUn
(3) BOCCcTaHOBNEHUA pexnma Ub
29. AyTeHTdMKaUNs Ha OCHOBE Napors, NepeaaHHoro No CeTn B OTKPbITOM BuAe, nnoxa, NoToMy YTo
He obecne4ymBaeT 3aLlUTbl OT:
(1) nepexBaTa
(2) BOCNpOu3BeaeHus
(3) aTak Ha KOCTYNHOCTb
30. Kakne TexHu4eckme cpeactsa MoryT ObITb MCNONb30BaHbI A8 JOoKa3aTeNnbCTBa BUHbI YernoBeka?
(1) xypHansl goctyna
(2) GuomeTpUUeCKMe KnoUm
(3) BMAeoHabnopgeHue
31. CBepTo4HOE KOAMPOBaHUE



OTBerT: pn CBEPTOYHOM KOAMPOBaHUM Npeobpa3oBaHne MHMOPMAaLMOHHbBIX NOCNeaoBaTeNbHOCTEN
B BbIXOAHbIE M KOOOBbIE MPOUCXOOAUT HenpepbiBHO. Kogep OBOWYHOrO CBEPTOYHOrO KOAa COOEPXUT
CABUratooLLMi perncTp u3 m paspsgos 1 CymmaTopbl Mo MOAyNo 2 ans ob6pasoBaHmst KOAOBbLIX CUMBOJIOB
B BbIXOOHOW MocnegoBaTeNnbHOCTU. Bxoabl cymmaTopoB coefuHeHbl ¢ onpedenéHHbiMU paspsgamm
peructpa. KommytaTtop Ha BbIXxo4e yCTaHaBnMBaeT o4epeHOCTb MOChIKN KOAOBbIX CUMBOJSIOB B KaHars
CBA3M.
32. [1na Kakoro MCTOYHMKA OTKPbITbIX TEKCTOB BEPOSATHOCTU NOSIBNEHNS K -rpaMM B TEKCTE 3aBUCAT OT UX
MecTa B TekcTe?

OTtBeT HectaumoHapHbIn
33. Kakaa kpuntoaTaka OCHOBaHa Ha 3HaHWW OTKPbLITOrO TeKkcTa Anda CrydamHblX dparMeHToB
wndppoTtekcra?

OTBeT: Ha OCHOBE OTKPbITbIX TEKCTOB

Kputepum u wkanbl oueHnBaHusa 3agaHnm ®OC:

[nsa oueHMBaHWs BbINOMHEHNS 3a4aHUIN Ucnonb3dyeTca 6annbHas WwKana:

1) 3akpbITble 3aaHus (TECTOBbIE C BApUaHTamMm OTBETOB, CPeHUIN YPOBEHb COXHOCTK):
— 1 6ann — ykasaH BEpPHbI OTBET;

— 0 6annoB — ykasaH HeBEpPHbI OTBET (MOSMHOCTLIO MU YaCTUYHO HEBEPHbIN).

2) OTKpbITble 3afaHNs (TECTOBbIE C KPATKUM TEKCTOBbIM OTBETOM, MOBbILLIEHHbLIN YPOBEHb CIOXHOCTHN):
— 2 6anna — yka3aH BepHbIi OTBET;
— 0 6annoB — ykaszaH HeBepHbI OTBET (NOMHOCTBLIO UMW YAaCTUYHO HEBEPHbIN).

3apaHusn pasgena 20.3 peKoMeHAYTCA K UCMONIb3OBaHUIO NPU NpoBeAEeHNN ANarHOCTUYECKMX
paboT C uenbk OLEHKM OCTaTOYHbLIX pe3yNibTaTOB OCBOEHUA OAHHOW AUNCLMMIIUHbI (3HAHWW,
YMEHWUH, HaBbIKOB).



