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NMPOIrPAMMA MNMPAKTUKHA

52.0.05(N) Mpou3BoacTBeHHaA NpakTUKa (NpoeKTHOo-3KcnyaTaumoHHas)
Kod u HaumeHosaHue(mun) npakmuku/HVP e coomeemcmeuu ¢ y4ebHbIM rnnaHom

1. Koo u HaumeHoOBaHMe HanpaBJieHus noaroToBku/cneynanbHOCTU:

10.05.01 KomnbroTepHasa 6e30nacHOCTb

2. Mpodmnb nogroToBkK/cneymanmsauusa:

Be3onacHOCTb KOMMNbTEPHBLIX CUCTEM U CETEN

3. KBanudumkaums (cteneHb) BbINyCKHUKa: Cneunanuct
4. dopma oby4yeHMA: o4Has

5. Kacbegpa, oTBevarLasn 3a peanusaumio npakTuku: KnbepbesonacHoctu

MH(OPMALIMOHHLIX CUCTEM

6. CoctaButenu nporpammbl: CadoHoB Butanun BnagummpoBuny, K.T.H., AOLEHT

(®UNO, yyeHasi cmeneHb, y4eHoe 38aHUE)

7. PekomeHaoBaHa: Hay4yHO-MeTOoONYECKMM COBETOM (haKyribTeTa NPUKNaaHON MaTeMaTUKM,

MHOPMATUKN N MexaHUkun 27.04.2022 1., npoTokon Ne5
(HaumeHogaHuUe pekomeHOyuweli cmpykmypsbl, 0ama, HoMep nNpomokona,

ommemku 0O rpoOsieHUU 8HOCSIMCS 8PYYHYHO)

8. YuebHbIn ron:_ 2026/2027 CemecTtp(bl): A




9.llenb npakTuku:

— pasBuTUe NpogeccroHanbHbIX 3HaHWUA U KOMMETEHUWIA CTYOEHTOB,

— nony4veHne npodecCuoHasnbHbIX YMEHUN U OnbiTa NpodecCuoHanbHOM AeATenbHOCTU Ha 6ase
NpakTU4ecknx 3agad, Ana  peleHns KOTopbiX HeobBXOAMMO  UCMNOMb30BaTb  COBPEMEHHbIE
NHPOPMaLMOHHbIE TEXHOMNOMMM 06pPaboTKN M 3alMTbl MHOPMaLNUK, a Takke NpuMobLLEHe CTYAEHTOB K
cpege opraHuMsaumMmM € Uenbio  NpuobpeTeHns  couManbHO-MIMYHOCTHBIX M NPOdeCcCuoHanbHbIX
KOMMNETEHLUN;

— npuobpeTeHne cTyaeHTamu NpodeccMoHarnbHbIX HABbLIKOB, NPAKTUYECKOro OnbiTa, 3akpenneHue,
cucteMatmMsaumst M paclumpeHne TeopeTUYEeCcKMX 3HaHUW Mo MUCMOoNb30BaHUKD, agMUHUCTPUPOBAHMUIO,
HacTpovike W Hanagke cpeacTtB obecneyeHnst MHOPMaUMOHHOM ©e30nNacHOCTU, WUCNONb3yeMbIX B
opraHusaumm.

3apauv nNpakTUKK:
dopmmpoBaHue y CTyAeHTOB YMEHUI U HABLIKOB:

— MpoBefeHus TeXHUYeckoro obcrnenoBaHns obbekTa aHanmaa;

— cbop IKCNEPMMEHTANbHOrO 1 3KCNEPTHOro MaTepuana u ero TeopetTndeckoro o6o6LeHuns;

— HacTpouvka, aKkcnnyaTauuss un obecnedyeHne paboOTOCMNOCOBHOCTM  KOMMOHEHTOB CUCTEM
obecneyeHnsa nHopMaunoHHon 6e3onacHoCTy;

— obyyeHue CTydeHTOB MeToAMkaM MPUMEHEHUs YCTPOMUCTB W MNporpaMmmHoro obecneyeHus
NH(OPMALIMOHHBLIX CUCTEM NS peLleHns 3agad obecneyeHms nHopMaLmnoHHon 6e3onacHocTy;

— un3yyeHue opraHusaumm IT cnyx6 npegnpuaTtus;

— W3y4YeHMe cCUCTeMbl aTTecTauum M KOHTPONsS WHAPACTPYKTYpPbl NPEAnpUsaTUS U e€ OoTAernbHbIX
9M1eMEHTOB Ha COOTBETCTBMU TpeboBaHNSIM MHpOpPMaLMOHHOW Ge3onacHoCTH;

— M3y4yeHMe cocTaBa annapaTtHoOro WM NporpaMMHOro obecnevyeHusi CpeacTB BbIYUCIUTENBHOWM
TEXHUKN NpeanpuaTus.
10. MecTo npakTukm B cTpyktype OOI: obs3aTtenpHaga YacTtb 6noka b2.

Linkn (pasgen) OOM: B2 | kog gvcumnnudbl B YIM: 52.65.05(M)

Ne | Koa | HaumeHoBaHue

[nsa ycnewHoro npoxoxaeHns y4ebHom NpakTukM 0by4YaroLwmecs: UCNonb3yoT 3HaHWS, YMEHUs!, chopMUpOoBaHHbIE
B XO[€ U3YYEeHUs! AUCLMNINH

1 | 61.0.29 Teopusa MHoOpMaLUK

2 B1.0.32 OnepaunoHHbIe CUCTEMBI

3 | 61.0.34 KomMmnbloTepHble ceTn

4 | b1.0.37 MeTogbl nporpaMmMupoBaHus

5 B1.0.38 CucTtembl ynpaBneHust 6asammn gaHHbIX

6 | 61.0.39 OcHoBbl NHGOPMaLMOHHON 6e30nacHOCTH

7 61.0.40 Mogenn 6e30nacHOCTM KOMMbIOTEPHBIX CUCTEM

8 51.0.41 3awnTa B onepaumoHHbIX cucTemax

9 B1.0.42 OCHOBbI MOCTPOEHUSA 3aLUULLEHHBIX KOMMNBIOTEPHBIX CETEN

10 | B1.0.43 OCHOBbI NOCTPOEHUS 3aLUMLLEHHbIX 6a3 AaHHbIX

11 | B1.0.44 3awnTa nporpaMmm U gaHHbIX

12 | 61.0.45 MeToabl 1 cpeacTea Kpuntorpadnyeckon 3awmTbl MHGOPMaLUn

13 | 61.0.46 KpunTtorpadguyeckme npoToKosbl

14 | 61.0.47 TeopeTuko-4McroBble MeTOAbI B Kpuntorpadum

15 | 61.0.49 OpraHunsaunoHHoe 1 npaBoBoe obecneyeHne nHopMaLmMoHHON 6e3onacHoCTH

16 | 61.0.50 MHcTannsaums u HacTpolka nporpammMHoro obecnevyeHust

17 | B1.0.51 3almra uHopmaumm OT YTEYKN N0 TEXHUYECKUM KaHanam

18 | 61.0.52 Teopusa pagnoTEXHNYECKUX CUCTEM

19 | 61.0.56.01 MHxeHepus nporpaMMHoro obecrnedeHus

20 | 61.0.56.03 Pa3paboTka npuknagHoro NporpaMMHoOro obecneyeHnst Ans KOMNbTEPHbIX CUCTEM

21 | 61.0.56.04 CoBpeMeHHbIE TEXHONOMNKU 3awmnTbl MHOPMaLIMN KOMMbIOTEPHBIX CUCTEM U CETEN

22 51.0.56.05 MeToabl pa3pa§0TKM 1 aHanu3a nonMTUKM MHPOPMaLMOHHOM 6e30MacHOCTN KOMMBIOTEPHbIX
CUCTEM U ceTen

23 | b1.B.12 Knbepbe3onacHOCTb KpUTUYECKMX CUCTEM M MHADPACTPYKTYP

24 | 61.B.08 PaspaboTka 6e3onacHoro nporpaMmHoro obecnevyeHms

25 | b1.B.04 Teopus 1 MeTOAbI COLMANbHOW NHXEHEepUU B MHHOpMaLIMOHHOW 6e30nacHOCTU

26 | b1.B.14 OCHOBbI NHXEHEPHO-TEXHNYECKON 3aLLMTbl MHopMaL M1

27 | 2.0.02(H) [MpousBoacTBEHHAs NpakTuka (Hay4YyHo-uccnegoBartenbckasa pabora)

28 | ©T10.01 AHann3 AaHHbIX KOMMNbIOTEPHbBIX CUCTEM U CETEN




OVMcuMnnnHBL M MNpPaKkTUKWM, ANS  KOTOpbIX OCBOEHWE [AaHHOW  AMCUMMNUHBLIL  (MOAyns) HeobxoauMo  Kak
npegwecTByollee
29 | b2.0.03(MNA) lMpounsBoacTBEHHAs NpakTuka (NpeggunnomHas)
30 | B3.01(O) lMoaroToBKa k npoueaype 3almTbl U 3almTa BbliMYCKHON KBANM@UKauMoHHON paboTbl
11. Bua npaktukmn, cnocob n cpopma ee npoBeaeHus
Bua npakTukn: npouseodcmeeHHas.
Cnoco6 npoBeaeHUA NPaKTUKN: cmayuoHapHas.
CDopma npoBeaeHUA NPaKTUKun: OUCKQemHaFI.
Peanuayetcs yactuyHo B dpopme npaktndeckon nogrotoskm (I1M1).
rlpOI/ISBO,D,CTBeHHaFI npakTnka npoBoAunTCA B CTPYKTYPHbIX nogpasgeneHnax

YHUBEpPCUTETa N B OpraHn3aumnsax Ha OCHOBE JOroBOPOB, 3aKItoyaeMbIX Mexay YHUBEPCUTETOM
WU opraHmsauusamMn, OesTenbHOCTb KOTOPbIX COOTBETCTBYET HarnpaBfieHHOCTU peannsyemMomn
obpasoBaTenbHOM NporpaMmmMbl MO COOTBETCTBYOLLEMY NPOGUIIIO.

12. NMnaHnpyemble pe3ynbTaTbl OGYYEeHUA NPU NPOXOXKAEHUN NPAKTUKKU (3HAHUA, YMEHUA,
HaBbIKW), COOTHECEHHbIe C NIIaHUPYeMbIMU pe3yNibTaTaMU OCBOeHUs o6pa3oBaTenibHOM
nporpaMmmbl (KOMNETEHLMSAMU) U UHAUKATOPaMU UX OCTUKEHUA:

Kog HaseaHue Koga(el) WHankaTop(bl) MnaHvpyemble pesynbTaTbl 00y4yeHUs
KoMneTeHunn

OrIK- CriocobeH npumeHsimb ymeeT YmeTb:

5. HOpMamuseHble KnaccuuumpoBaTtb —  KnaccudmumpoBaTh 3alulaemMyto MHdopmaumilo no
npasosbie akmel, | qqus 3 3awmaemyo BMAAM TalHbl M CTENEHAM KOH(UAEHLUMANBHOCTY;
HopMamueHble u MHGOpMaLMIo Mo BUAaAM —  KnaccucumumpoBaTb 7] oLeHuBaTb yrpo3bl
memoduyeckue TalHbl 4 CTEeNeHAM | nmHopMaLMOoHHOM B6es3onacHocTn ons obbekTa
OOKYMeHMbI, KOHMAEeHUManbHOCTH nHbopmaTm3aumy;
peenameHmupytowue ymeer — 0bOCHOBbIBaTb peLleHusi, CBA3aHHbIe C peanuaaumen
OesimernbHOCMb no KraccupuumpoBatb M | npaBoBbIX HOPM MO 3awWwuTe WHGOpMauuM B npeaenax
3auwume uHgopmayuu oLeHnBaTb Yrpo3bl | AOMKHOCTHbIX obsi3aHHOCTEN, npeanpuHuMaTh

OrK-5.4 MH(OPMAaLIMOHHOM HeobxoaMMble Mepbl MO BOCCTAHOBMEHWIO HapYLUEHHbIX
©e3onacHocTn Ans | npas;
obbekTa — dopmynupoBaTb OCHOBHblE TpeboBaHus
“HdopmaTMsaumm MHOpPMaUnoHHOM  Be3onacHoCTM  Mpu  3KchnyaTaumu
ymeet 060CHOBLIBATL | KOMMBLIOTEPHO CUCTEMBI;
pelenVs, CBAsaHHble C — dopmynMpoBaTe OCHOBHble TpeboBaHWs no 3awuTte
peanusaumen nNpaBoOBbIX | koHdMAEHUMANbHOW MHOPMaLIMK, NEPCOHANBHBIX AaHHbIX U
HOpM no 3alnTe | oxpaHe pes3ynbTaTOB WHTENNEKTyanbHOW AesATEeNbHOCTM B
MHCpOpMaLlI/WI B npeaenax opraHusauuu;

OrIK-5.9 AOIMKHOCTHEIX — aHanuauposaTtb " oLeHVBaTh yrposbl
0bs3aHHoCTel, MHOPMAaLIMOHHON Be30MacHOCT 0BbEKTa Mo TEXHUYECKUM
npeanpuHMMaTh KaHanam.

Heobxoaumble Mepbl MO
BOCCTaHOBIIEHUIO BnapeTh:
HapyLUeHHbIX Npas; .
— MeTodamMu U CpeAcTBamMuM TEXHUYECKON 3aluTbl
ymeeT  opmynupoBaTb
nHdopmaumm.
OCHOBHble  TpeGoBaHus

OnK-5.12 MHOPMALIMOHHOW
6esonacHocTn npu
aKcnnyaTauum
KOMIMbIOTEPHOWN CUCTEMBI;
ymeeT  opmynupoBaTb
OCHOBHble  TpeGoBaHusi
no 3awuTe
KOHbMAEHUMANbHOM

OMK-5.13 MHopmaLumn,
nepcoHanbHbIX AaHHbIX U
oxpaHe pe3ynbTaToB
MHTENNeKTyanbHow
[enTenbHOCTU B
opraHusaumu;

YMeEeT aHanusupoBaTb M
oLeHuBaTb yrposbl

OrlK-5.17 MHPOPMALMOHHOW
GesonacHocTM  06bekTa
N0 TEXHUYECKMM KaHanam

OrlK-5.19 Bnageetr wmeTogamMm U




CcpencTBaMu TEXHUYECKOW
3aLmThl MHOpMaLum

OrIK- CriocobeH npu ymeeT  paspabaTtbiBaTth | YMeTb:

6. peweHuu OmMK-6.6 moaenu yrpos n mogenu — paspabatbiBaTtb moaenu yrpos " moaenu
pogheCccUoHarbHbIX ' HapyLumTens HapyLUMTENS KOMMbIOTEPHbBIX CUCTEM;
3aday KOMMbIOTEPHbIX CUCTEM; —  NPUMEHsATb OTeYeCTBEHHbIE ] 3apybexHble
opaaHu308bI8amb cTaHdapTel B obnactu komnbtoTepHoln 6esonacHocTv Ans
3awumy  uHgopmayuu NPOEKTUPOBaHUs, pPa3paboTkN 1 OLEHMBaHWS 3aLUMLLEHHOCTU
02paHU4eHHO20 KOMMBIOTEPHOW CUCTEMBI.
docmyna 8
KOMMBIOMEPHEIX ymeet NpUMEHSITb
cucmemax U cemsix 8
coomeememeuu c OTeHgCTBeHHbIe n
Hopmemuersim 3apyexte  CTanAapTL
npasosbIMU akmamu U KOMTIbIOTEPHON
HopMamusHbIMU Or1K-6.10 6Ge3onacHocTH ons
memoduyeckumu
OokymeHmamu NpOEeKTUPOBaHWS,
®edepanbHol  criyxbbi paspaboTky v
6esonacHocmu olieHUBaHUA
Poccutickou 3alLNLLEHHOCTH
Dedepauu, KOMIMbIOTEPHOW CUCTEMBI
®edepanbHol  Cr1yx0bi
o  mexHu4yeckoMmy U
3KCrIOPMHOMY
KOHMPOITo

OrIK- CriocobeH pewams ymeeT opraHu3oBatb | YMeTb:

9. 3adaqyu 3awmTy uHdopmauun ot — opraHu3oBaTb 3aWmTy WHGOPMauUMM OT YTEYKM Mo
npogheccuoHanbHoU OrK-9.3 YTEYKN MO TEXHUYECKUM | TeXHUYECKUM KaHaram Ha obbekTax MHpopmaTusauum;
OesmensHocmu ¢ kaHanam Ha obbekTax — NOMb30BaTbCA  HOPMATMBHLIMUA  [OKYMEHTaMu B
y4emom mekywezo nHopmaTMIaLnm 06NacT TEXHNYECKON 3aLLMThl MHPOPMAaLMK;

COCMOSIHUSI u ymeeTt nosb30BaThCs

meHOeHyuli  pazsumusi HOPMaTMBHbBIMM — (opwynuposars " Hactpansate ronuTiKy
Memodoes sawumel | OMK-9.4 [OKyMEHTamn B 06nacti 6e3onacHocT noKarnbHbIX KOMMbIOTEPHBIX ceTen,
uHGhopMaUUU e TEXHYECKOIT sawyTbl | MOCTPOHHBIX Ha OCHOBE OCHOBHBIX OMEPALIMOHHBIX CUCTEM.
ornepayuoHHbIX MHopmMaumm

cucmemax,

KOMIMbIOMEePHbIX cemsix yMEST (JOpMYVIPOBATD 1

u cucmemax

ynpasneHusi 6azamu g:g;ﬁig:‘zz:m nonuTky

OaHHbIX, a makxe

memodos u cpedcme | OlMK-9.9 TioKarbHbIX .

s s

om ymedku no OCHOBHbIX OMepaLyoHHbIX

MexHUYECKUM KaHaram, :

cemel u cucmem cnerem;

nepedayu uHgopmayuu

OrIK- CrnocobeH ymeeT KOPPEKTHO | YMeTb:

10. aHanuauposams ucnosnb3oBaTh — KOPPEKTHO ucnonb3oBaTtb KpunTorpaduyeckue
meHOeHyuu  pazsumusi KpunTorpaduyeckne anropuTMbl  Ha  MpakTUKe  MpuM  pelleHun  3adad
memodos u cpedcme | OlK-10.4 anroputMbl Ha MpaKkTUKe | KpunTorpacUyeckumMmn MeToaamu;

Kpunmozpagbuyeckol npu  peweHun  3agjay — NPUMEHSATL MatemaTtnyeckue mMeToabl npu
3awumsl UHgopmayuu, KpunTorpachu4eckumu ncecnenoBaHumn Kpuntorpauyeckux anroputMmos;
ucrnosb3oeams MeToaamu, — pasBopauvBaTb WHPPACTPYKTYPY OTKPbITLIX KIOYEn
cpedcmea B ymeet NPUMEHATL | AnA pelueHWs KpunTorpaduyeckunx 3agay;
Kpunmogepagbuyeckoli MaTtemartnyeckne MeToapl — MPOBOANTbL aHanu3 KpunTorpacuyeckmx NpoToKONoB, B
3awumel  uHgopmayuu | OMK-10.5 | npw UCCNEAOoBaHUN | ToM yucrie C  WCMOMb30OBaHWEM  aBTOMaTU3MPOBAHHBLIX
npu peweHuu 3aday KpunTorpadmyeckux CpeacTs;
npogheccuoranbHol anropnuTMoB; — OLEHMBaTb TEOPETUYECKYIO CIIOKHOCTb MPUMEHSIEMbIX
OdessmenbHocmu Bnageet HaBbIKAMU | anropuTMOB;
OMK-10.6 | CNO/Ib30BAHUA TUMOBBIX — pa3BopauuBaTb WHGPACTPYKTYPY OTKPLITBHIX KIOYEN
KpunTorpacuyeckux ANS peLleHust KpUnTo-rpaduieckux 3apad;
anropuTMos; — BbIYUCITISTb TEOPETVKO-UH(OPMALIMOHHBIE
ymeer pa3BopaimnBaTtk | xapakTepUCTUKM UCTOYHMKOB COOGLLEHMIA U KaHanoB CBS3MW
MHEpacTpyKTypy . (aHTponus, B3auUMHas MHdopMaLmu, nponyckHast
OMK-10.9 | OTKPEITEIX KlloYel  ANA | cnocoGHOCT);
petienus — pewaTb  TUNOBble  3adaqn KOAMPOBaHMS "
KpunTorpacpuyecknx [LeKOAMPOBaHMS!:
3apad
yMeeT NpOBOANTL aHanu3 | Bpapets:
KpunTorpacpuyeckmx — HaBblkamm 1CnonbL30BaHNs TUNOBBIX
OrK- MPOTOKOMOB, B TOM YNCNE | \nynTorpaduyecknx anropuTMoB;
10.10 [¢ 1crnornbL30BaHNeM o
ABTOMATUINPOBAHHbIX —OCHOBaMM  NOCTPOEHMA ~MaTeMaTU4eckux —Moaene
cpencTs TEKCTOBOW WHGOpMauMM W Mofenei cuctem nepegauu
ymeeT oueHuBaTb MHGpopMaLyM;
p— TEOPETUYECKYIO —HaBblkaMy NPUMEHEHUs1 MaTemaTuyeckoro annapata
CINOXHOCTb ANsi  pelleHusl MPUKNafgHbIX TeopPeTUKO-MHEOPMALMOHHBLIX
10.17 n 3agau.
pUMeHsIEMBIX

anropuTMmoB




OrlK-
10.20

ymeeT pasBopaymBaTb
VHCPaCTPYKTypy
OTKPbITbIX Krouen ana
peLueHus KpunTo-
rpagunyeckmx 3agad

OrlK-
10.25

ymeet BbIYMCIATb
TEeopeTuko-
MHMOPMAaLMOHHbIE
XapaKTepuUCTUKM
MNCTOYHWUKOB COOBLLEHNI 1
KaHanos CBA3N
(aHTponus, B3avMHas
MHdopMaumm,
npomnyckHas
CMocoBHOCTL);

OrlK-
10.26

yMeeT pelaTtb TUMoBble
3afaun  KoAUpOBaHMS K
[OeKoaMpPOBaHUs;

OrlK-
10.27

BnageeT OCHOBamu
NnocTpoeHus
MaTemaTuyeckmx
mogenen TeKcToBOW
MHopmauun n mogenen
cuctem nepegauu
MHopMaumm;

Or1K-
10.28

Bnageet HaBblKaMu
npumMmeHeHua
mMartemMaTu4eckoro
annaparta ngna pelweHns
NPUKNagHblX TeopeTuKo-

VMH(OPMALMOHHbIX 3a4au.

OfIK-
11.

CrniocobeH
pa3pabambigamb
nonumMuKu
6esonacHocmu,
nonumuKU  ynpaeneHusi
docmyrnom u
UHGhOPMaYUOHHbLIMU
rnomokamu 8
KOMIbOMepPHbIX
cucmemax C y4emom
yepo3  besonacHocmu
UHghopmayuu u
mpebosaHull no
3auwume uHghopmayuu

OrnK-11.4

ymeeTt paspabatbiBaTb
MoZenu yrpos u mopenu
Hapywmtens
6e3onacHocTn
KOMMbIOTEPHBIX CUCTEM;

OlnK-11.5

ymeeTt paspabatbiBaTbh
YacTHble NONUTUKL
Ge3onacHocTH
KOMMbIOTEPHBIX CUCTEM, B
TOM  4yucrie  MONUTUKK
ynpaBreHuss JOCTYnoM U
MH(OPMAaLMOHHBIMU
noTokamu;

OlnK-11.9

ymMeeT (hopMynupoBaTh U
HacTpauBaTb NONUTUKY
©e30MacHOCTM OCHOBHbIX
onepaumoHHbIX CUCTEM

OrlK-
11.10

ymeeT hopMynmpoBaTtb U
HacTpamBaTb  MOMUTUKY
Ge3onacHocTH
noKarnbHbIX
KOMMbIOTEPHBIX  CETEW,
NOCTPOEHHbIX Ha 6ase
OCHOBHbIX OMNepaLuoHHbIX
cucrtem

YMeTb:

— paspabaTbiBaTb MOAENM Yrpo3 U MOAENU HapyLmTens
6e30nacHOCTN KOMMbIOTEPHbIX CUCTEM;

— paspabaTbiBaTb 4YacTHble MONUTMKM Ge3onacHocTu
KOMMbIOTEPHBIX CUCTEM, B TOM YWCHE MOMUTUKM YrNpaBiieHns
[OCTYMOM Y MHPOPMALMOHHBIMU NOTOKaMU;

— chopmynupoBaTb n HacTpauBaTb
6€30MacHOCTV OCHOBHbIX OMEPaLMOHHbBIX CUCTEM;

— chopmynupoBaTb " HacTpauBaTb NonuTUKY

©6e3onacHocTu NokKanbHbIX KOMMbOTEPHbIX ceten,
NOCTPOEHHbIX Ha 6a3e OCHOBHbIX onepaunoHHbIX CUCTEM.

NONMUTUKY

OfIK-
12.

CnocobeH
adMuHUCmpuposams
orepayuoHHble
cucmeMb! U 8bIMOHSIMb
pabomai rno
80CCMaHOBIEHUK
pabomocrnocobHocmu
rpuknadHo20 u
cucmemMHo20
npoepammMHoO20
obecrnieyeHusi

OrnK-12.5

YmeeT OCYyLLECTBNATL
agMUHUCTPUPOBaHNE
nporpamMMHoro
obecneyeHus
creumanbHoro
HasHaueHus, BKItoYas
onepauyoHHble CUCTEMBI,
B TOM yncne
0TeYeCTBEHHOro
npov3BoacTaa.

OnK-12.7

YMmeeT BOCCTaHaBnvBaTb
paboTocnoco6HoCTb
nporpamm creuuanbHoro
Ha3HayeHusi npwv
BO3HUKHOBEHWM
HewTaTHbIX CUTYaLWA.

YMeThb:

— OCyllecTBNATL agMUHUCTPUpOBaHME NporpamMmmHoOro
obecneveHus cneunanbHoOro Ha3Ha4yeHud, BKInoYasn
onepauuoHHble CUCTEeMbl, B TOM 4UClNe OTeYeCTBEHHOro
npon3BoACTBa;

—BOCCTaHaBnuBatb  paboTocnocobHocTb  mporpamm
crneumanbHOro HasHayeHusi Mpu BO3HUKHOBEHUWN HeLUTaTHbIX
cuUTyaumn.

OfIK-
13.

CriocobeH
paspabamsieamsb
KOMIOHEHMbI
poepamMMHbIX u
rnpozpamMmMHo-
annapamHbix cpedcme
3auumsl  UHGbopMayuu

OlK-13.1

ymeeT dhopmynmpoBaTb U
HacTpauBaTb  NOMUTKKY
6e30MacHOCTU OCHOBHbIX
onepaumoHHbIX CUCTEM

OriK-13.2

Bnageet HaBbIkamu
pa3paboTku
NporpaMMHbIX  MoAynen,

YMeThb:
— chopmynupoBaTb " HacTpauBaTb
6€30MacHOCTM OCHOBHbIX OMEpPaLMOHHbIX CUCTEM;

— paboTaTb C VHTErpMpoBaHHbIMU cpedaMu pa3paboTKu
nporpaMMHoro obecneyeHus:;
— NMPUMEHSATb cpeacTea "

NONUTUKY

MeToabl aHanmza




8 KOMIMbIOMEPHbIX
cucmemax u
nposodumse aHanu3 ux
6e3onacHocmu

peanusyloWwnx  3agauyu,
CBsiI3aHHble c
obecneyeHnem
6Ge3onacHocTH
OMEpPaLMOHHbIX  CUCTEM
pacnpocTpaHeHHbIX
CeMENcTB

Or1K-13.5

ymeeT paboTatb c
MHTErpMpoBaHHbIMU
cpefamu pa3paboTku
nporpamMMHoro
obecneyeHus:;

OrlK-13.6

Bnageet HaBbIKamMun
pa3paboTku, oTnaaKu,
[OKYMEHTMpOBaHMSA "
TECTUPOBaHMSA NPOrpamm;

OrlK-
13.17

Brnageet HaBblkaMm
pa3paboTku anroputMoB
ONs peLleHust  TUMoBbIX
npodeccroHanbHbIX
3agav;

OrlK-
13.18

YmeeT NPUMEHSITb
cpeactea M MeTodbl
aHanusa nporpaMMHOro
obecneyeHus ans
BbISABNEHNS 3aKNagok

OrlK-
13.19

YmeeT NPUMEHSITb
MeToabl aHanusa
NMPOEKTHbIX PeLUeHnn ansi
obecneyeHus
3aLULLEHHOCTHN
KOMMbIOTEPHBIX CUCTEM.

OrlK-
13.21

YmeTb NPUMEHSITb
COBpEMEHHbIe  CpeAcTBa
obecneyeHus
MH(OPMaLMOHHOM
6esonacHoCTM nporpamMm
N AAHHbIX

OrlK-
13.23

YMeeT NpoBOAUTL aHanu3a
NporpaMMHbIX  CPEeAcCTB,
NPUMEHSAEMbIX ans
KOHTpONA 1 3aluThbl
MHdOopMaLum

nporpamMmMHoro o6ecneyeHus Ans BbiBNEHNUs 3aKnagok;

— NPUMEHSTb MeToAbl aHanv3a NPOEKTHbIX PeLleHuit Ans
oGecneyeHust 3aLUMLLEHHOCTN KOMMbIOTEPHBIX CUCTEM;

— MPUMEHSITb  COBPEMEHHble cpeacTBa  obecrneyeHus
VHOPMaLMOHHOM 6e30MacHOCTU NPOrpaMM U AaHHbIX;

— NpoBOANTb aHanu3 NporpaMMHbIX cpeacTs,
NMPUMEHSIEMBIX A5 KOHTPONS U 3alMTbl UHGOPMAaLMK.

Bnapgetb:

— HaBblkamMu  pa3paboTkM  MpOrpamMMmHbIX  MOAynen,
peanu3ylolMx 3ajavn, CBsi3aHHble C obecrneyeHnem
6€30MacHOCTM ONepaLMOHHbIX CUCTEM PacnpOCTPaHEHHbIX
CEMENCTB;

— HaBblkaMy pa3paboTku, oTnagku, JOKYMEHTUPOBAHWS U
TECTUPOBaHUs NpPorpamm;

—HaBblkamy  pa3paboTku anropuTMOB Ans  pelleHus
TUMNOBBIX NPOPEeCCMOHanbHbIX 3aday.

OfIK-
14.

CriocobeH
npoekmuposams  6a3bi
OaHHbIX,
adMuHUCmMpuposamsp
cucmembl  ynpaeneHusi
6azamu  OaHHbIX 8
coomeemcmeuu c
mpebosaHusiMu no
3awume UHgopmayuu

OmnK-14.4

ymeeTt npoeKkTMpoBaTb
pensiUMoHHbIe 6a3bl
OaHHbIX U OCYLLEeCTBNATb
HopManuaauuo
OTHOLLEHWUI npu
NpOEKTUPOBaHMM
pensiuMoHHon
AaHHbIX

6asbl

OnnK-14.5

yMeeT HacTpavBatb WU
NPUMEHSITb COBPEMEHHbIE
CUCTEMBI ynpaerneHus
0asamu JaHHbIX

OlK-14.6

BnageeT MeToaMKON W
HaBblkaMyl  COCTaBIieHUs
3arnpocoB [Ans  Moucka
MHdopmaumu B Gasax
[aHHbIX

OlnK-
14.11

ymeeT nonb3oBaTbCs
cpedcTeamu 3aLWmnThI,
npeaocTaBnaemMbIMm
CYB[;

OrlK-
14.12

ymeeTt co3faBatb
AONONTHUTENbHbIE
cpeacrtea  3alliuUThbl 6a3
AaHHbIX;

OlnK-
14.13

yMeeT NPOBOAMTL aHanu3a
" oueHuBaHne
MEeXaHW3MOB 3aluThl 6as
NaHHbIX;

OrK-
14.14

BnageeT
HaBblkamu
MCMNONb30BaHNS CPeACTB
3aLUUThI,
npeaocTaBnsaembIx

CYB[.

MeToauKOn ©n

YMeThb:

— NPOEKTUPOBaTb  PEensAuMOHHble  6asbl  AaHHbIX W©
OCYLLECTBINATb HOpMarnu3awumio OTHOLLIEHMI npv
NPOEKTUPOBaHUN PENSILIMOHHON 6a3bl AaHHBbIX;

— HacTpavMBaTb W TMPUMEHSITb COBPEMEHHbIE CUCTEMbI
ynpasneHust 6azamu AaHHbIX;

— nonb3oBaTbCs
npegocTtaensembiMn CYB[;

— co3daBaTb [OOMOMHUTENbHbIE CpeacTBa 3awmTtbl 6as
OaHHbIX;

— NPOBOAUTL @Hamnu3 1 OLEeHNBAHWE MEXaHU3MOB 3aLLUTbI
6a3 JaHHbIX.

cpencrtesamu 3almnThbl,

Bnapetb:

— MEeTOAUKOMA W HaBblkaMW COCTaBIEHWUsSI 3anpocoB Ansi
novcka nHcopmaummn B 6asax AaHHbIX;

— METOOVKOM W HaBblkaMWM WCMONb30BaHWUS CPELCTB
3awuThl, Nnpegoctasnsiembix CYBM.

OrIK-

CnocobeH

Ol1K-15.6

ymeeT OCYLLECTBNSATH

YMeTb:




15. admuHUCmpuposams NPOEKTUPOBaHVie " — OCYLLECTBMSTb  MPOEKTUPOBAHWE W ONTUMM3ALMIO
KOMIbIOMepHble  cemu OnNTUMM3aLMIO hYHKLMOHMPOBaHMUS KOMMBIOTEPHbIX CETEN.
u KOHmMponuposams YHKUMOHUPOBAHMSI
KoppekmHocmb ux KOMMbIOTEPHBIX CETEW; Bnapetb:
PyHKYUOHUpOSaHUS Bnapeet HaBbIkamm — HaBblkaMW  aAMUHUCTPUPOBAHWUSI  KOMMbIOTEPHbIX
OlK-15.7 aAMUHVCTPUPOBAHNA ceTeil.
KOMIMbIOTEPHBIX CETEW;

OFIK- CrnocobeH nposodume ymeeT copmynuposaTb U | YMeTb:

16. MOHUMOpPUHe HacTpavBaTb  MOMUTUKY — chopmynumpoBaTb n HacTpavBaTb NOMUTKKY
pabomocnocobHocmu u 6e30MacHOCTU OCHOBHbIX | 6E30MacHOCTY OCHOBHbLIX OMEPALMOHHBLIX CUCTEM, @ TaKke
aHanus OMK-16.6 | ONEPALMOHHBIX CUCTEM, @ | NOKAmbHBIX KOMMLIOTEPHBIX CETEH, MOCTPOGHHBIX Ha WX
aghghekmusHocmu TaKke NoKasbHbIX | OCHOBE;
cpedcms sawume! KOMMBIOTEPHBIX  CeTen, — NPUMEHSATL  3aLUMLLEHHbIE MPOTOKOMbI, MEXCeTeBble
UHgopmayuu 8 MOCTPOEHHBIX  HAa WX | aKpaHbl U CpeAcTBa OBGHaPYKEHWS BTOPXEHUA A 3alunThl
KOMIMbHOMePHbIX OCHOBE, VIHdJOpMaLl,VIVI B CETAX;
cucmemax u cemsx ymeet NpUMeHATb — OCYLLECTBNATb Mepbl MPOTUBOAENCTBUA HapyLUEHUSIM

3alueHHble ceTeBON 6e30MacHOCTM C  UCMOMb30BaHMEM  Pa3fNYHbIX
NPOTOKONbI, MEXCETEBbIE | nMporpaMMHbIX M annapaTHbIX CPeACTB 3aLnThl;
OfK-16.7 | akpaHbl M cpeAcTsa — BbISIBNATb  [E/CTBUE  BPEOOHOCHLIX MPOrpaMm, W
OBHapyxeH!st BTOPXEHWN | onpenensiTh XapakTep UX BO3AENCTBUS,
anAa 3aluTel — BbINOMHATb paGoTbi no BOCCTaHOBIIEHWIO
nHdopmaunm B cetax; paboToCcnoCOBHOCT CPEACTB  3alWUTbl  MHAOPMaUuMM  Npu
ymeet OCYWIECTBINATL | BOZHMKHOBEHWM HELLUTATHbLIX CUTYaLNiA.
Mepbl  MPOTUBOAENCTBUSA
HapyLleHUsM CeTeBON | BnapeTs:
Ol1K-16.8 Gesonactoctn ¢ — HaBblKaMW HACTPONKN MEXCETEBbIX 3KPaHOB;
ncrnosb3oBaHeM
pPa3fNUHBIX MPOrPAMMHbIX — MeToAMKamun aHanusa ceTeBoro Tpaduka.
M annapaTHbIX CPeAcTB
3aLUMTHI;
Bnageet HaBblkamu
OrlK-16.9 HaCTPOMKN  MeXceTeBbIX
3KpPaHoB;
OFK- Bnageet MeToaMKamu
aHanu3a CeTeBoro
16.10 )
Tpaduka;
Ymeet BbISBMNATb
OnK- AefCTBME  BPEAOHOCHBIX
16.12 rporpamm, U onpeaensiTb
xapakrep nx
BO3/ENCTBUS.
Ymeet BbINOMHSATH
paboTbl no
BOCCTaHOBMEHMWIO
OlK- paboTocnoco6HocTH
16.16 cpeacTs 3aLmThl
MHopMaLum npv
BO3HUKHOBEHUM
HeluTaTHbIX CUTyauui

OrlK- CriocobeH BnapeeT HaBLIKAMI Bnapets:

4.1 OpeaHu3oebisams npUMeHeHMs — HaBblkaMu NpUMEHEHNs aHanuTUYecKnx "
3awumy uHgpopMayuu & AHAMUTUYECKUX W | KOMMbIOTEPHBIX MoAenen OGbEKTOB WHOpMaTU3aLMM Npu
KOMITbHOMEPHbIX KOMMbIOTEPHBIX MOAeneli | CO3AaHUN CUCTEM 3aLLMThl MHopMaLMK.
cucmemax u cemsix (no | OfK-4.1.5
obnacmsam obeexros

MHdopMaTM3aumMm  npu
MPUMEHEeHUST)

co3faHum cucTem

3aLWmThl MHopMaLmu;

OrIK- CniocobeH BrnageeTt HaBblkamu | Bnapetsb:

4.2. aHausuposainb NpoBeAeHnA ananusa — HaBblkaMM MPOBEAEHUs aHanu3a 3aMLIEHHOCTM,
sawjueHHocme, saleHHocTw, MOHWUTOPWHrA, ayauta W oBecrneyeHus  KOHTPOMbHbIX
nposodume MOHWTOpUHIa, ayauTa U | nposepok (pyHKLIMOHVPOBAHUS "n Ge3onacHocTu
MOHUMOpUKe, ayoum u obecreqenms KOMMbIOTEPHbIX CUCTEM W CETEMN.

KOHMPOJIbHbIE KOHTPOIbHBIX  MPOBEPOK
nposepku hYHKUMOHUPOBAHMSI n
pabomocnocobHocmu u 6e3onacHocTu
3awuweHHocmu KOMMbIOTEPHBIX CUCTEM U
KOMIbHOMEPHbLIX OlK-4.2.3 | cereir;

cucmem u cemel (no
obnacmsam
rpUMeHeHUs1)




OrlIK- CrnocobeH BnageeT HaBblkamu | BrageTs:

4.3. paspabamsieamsb u ynpaBreHus npoLeccom — HaBblkamu  yMnpaBneHus MpoLEeccoM peanusauum
aHanusupoeamb peanusaunm MOMNUTMKN | MOMUTUKN MHPOPMAaLIMOHHON 6e30MacHOCTU KOMMbIOTEPHbIX
KOPPeKmHocmb MHOPMaLMOHHOM CUCTEM W CETEN, OpraHM3aumny 1 NoaAepXKaHWs BbINOSHEHUS
nonumuku 6e3onacHocTu komnnekca Mmep no obecneyeHwio  MHHOOPMAaLIMOHHON
UHGhopMayUoHHOU KOMMbIOTEPHBIX CUCTEM U | 6E30MNacHOCTU BbIMUCIIUTESbHBIX CUCTEM.
6e3sonacHocmu OMK-4.3.4 ceTeil, opraHusauum wu
KOMIMbIOMEPHbIX nogaepXxaHus
cucmem u cemed (ro BbINOMHEHNST  KOMMMekca
obnacmsam Mep no obecneyeHuto
rpUMeHeHus1) NHMOPMaLMOHHOM

6e3onacHocTu
BbIYMCIIUTESbHbBIX
cucTeM;

T1K-1. CriocobeH nposodumsb npoBoauT oueHKy | YMeTb:
aHanusz mpebosaHuli u COOTBETCTBUS — MpOBOAMTb  OLIEHKY  COOTBETCTBMS ~ MEXaHU3MOB
8bI10/IHAMb pabomal o MEXaH13mMoB 6e30nacHOCTM  KOMMbIOTEPHON  cucTeMbl  TpeboBaHWsM
poeKkmupo8aHuUto 6e3onacHocTn HOPMaTUBHbLIX [OKYMEHTOB, a Takke WX KOPPEKTHOCTM
npozpamMmMHbIX u KOMMbIOTEPHOW CUCTEMbI | CYLLECTBYHOLLMM PUCKAM.
annapamHbixX TpeboBaHuAM
KOMIMOHeHmM  cucmems! HOPMaTUBHbIX
6esonacHocmu [K-1.4 [OKYMEHTOB, a Takke WX
KOMIMbIOMEPHbIX KOPPEKTHOCTU
cucmem u cemel, 8 CyLLECTBYIOLLMM pUCKaM;
mom yucne c
ucrionb3oeaHuemM
COBPEMEHHbIX Memodos
u cpedcme  3awuMsbl
uHghopmayuu

lK-2. CriocobeH npuHumame npumeHsieT YmeThb:
ydyacmue e skcriepmuse apdekTnBHBIE MEeTOAb! U —  NpuUMeHATb addeKTUBHbIE MeToabl W CpeacTsa
u aHanuse K. cpencTBa MMaHWpOBaHWs | MIaHMPOBaHWS M OpraHMsauvmn UccnenoBaHuii n paspaboTku;

- -2.1
ys3sumocmeu, yepo3 u " opraHusauum —  NpoBOAUTb TeopeTnyeckume " npuknagHoe
UHYuOeHmos ncernefoBaHui M | uccrnegoBaHWe  YpPOBHEN  3alUMLLEHHOCTUM  KOMMbIOTEPHbIX
UHghOpMayUoHHOU pa3spaboTku; CUCTEM U CeTen.
besonacocmu 8 npoBoAWT TeopeTnyeckme
KOMIbOMEPHbIX " npuKnagHoe Bnapgetb:
cucmemax u cemsx MK-2.5 nccrnefoBaHve  YpoBHeit — MeTojamMu M CPEACTBAMM  MNaHMpOBaHWS U
’ 3aLUMLLEHHOCTU opraHu3auumn uccrnefoBaHuin U pa3paboTku.
KOMMbIOTEPHBIX CUCTEM ©
ceTten;

1K-3. CrnocobeH 3HaeT meToabl | 3HaTh:
yyacmeosame 8 aAMWUHUCTPUPOBaHUS — MeTodbl aAMUMHUCTPUPOBAHWUS CUCTEM  YrpaBneHus
pabomax no cucrem ynpaBneHusl | cobbitTusmn  uHGOPMaumoHHon  Be3onacHocTn, cuctem
IpoeKkmMupo8aHuUto CcobbITUAMM oBHapyXeHns 1 NpeaoTBPaLLEHNS BTOPXKEHWUIA, MOHUTOPUHIA
cucmem 3awumsl 1K-3.2 MHOPMALIMOHHOW COObITUI N UHUMAEHTOB.
uHghopmayuu 8 ’ GesonacHocT,  cuUCTEM
KOMIMbIOMEPHbIX obHapyxeHus n | Ymetb:
cucmemax u cemsx npu npeaoTepalleHns — yyacTBOBaTb B MNPOEKTUPOBAHUM CUCTEMbI 3aLUUTbI
peweHuu BTOPXXEHWA, MOHUTOPUHTA | yHOPMaLUM U MOACUCTEM MHAOPMALIMOHHON 6e30nacHoCTM
rpogeccUOHarnbHbIX, COBLITUI N MHUMOEHTOB; KOMMbIOTEPHON CUCTEMBI.
uccrnedosamernbCKux U BbINOSHAET npoBepKy
npuknadHbix 3aday YCTONYNBOCTM Bnagetb:

MPUNOKEHNN K BHELHEMy —  HaBblkaMM MPOBEPKM YCTOMYMBOCTU MPUNOKEHWA K
HECAHKUNOHNPOBAHHOMY | ge))|yeMy HECAHKLIMOHMPOBAHHOMY AOCTYMY, B TOM uuCHe
AOCTyny, B TOM HYUCNE | pnopepka  yCTOMYMBOCTM  BEG-NPUNOXKEHUA K aTakam,
NpoBepKa yCTOMHMBOCTU | npvenenne cpencTs KOHTpons 6e30MacHoCTH, ynpaeneHue
Beb-npunoxenmi K| kpunTorpacuueckumn cpecTBamu, a Takke OpraHM3aLys
arakam, NPUMEHEHNE | yienonpusTuin no obecnevermio knbep6e3onacHoCTU.
lK-3.5 cpeacTts KOHTpOrs
6esonacHocTy,
ynpasrneHue
KpunTorpacuyeckumm
cpeactBamu, a  Takke
opraHusauus
MeponpuaTUiA no
obecneyeHnto
knbepbesonacHocTy;
crnocobeH yyacTBoBaTb B
NPOEKTUPOBaHUM
CcUCTEMbI 3aWwmnTbI
1K-3.6 MHOopMaLum "
noacucTem
MHOPMALIMOHHOW
6e3onacHocTn

KOMI'IbI'OTepHOVI CUCTEMDbI;




13. O6bemM nNpakTUKM B 3a4€THbIX eguHULAX / aK. Yac. (8 coomeemcmeuu ¢ y4ebHbIM fnaHoM) —
6/216.

Popma NpOMEXYTOUYHON aTTecTaumm 3a4em ¢ OUEHKOU.

14. TpyAoeMKOoCTb NO BMAam y4ebHom paboTbl

TpyooemMkocTb
Bcero Mo cemecTpam
Bug yuebHow paboTbl
A
y. 9., B hopme
n
Bcero yacos 216 216 162
B TOM YmMChe:
KoHTakTHasa pabota (Bkntoyast HAC) 4 4 3
CamocTosTenbHas paboTa 212 212 159
UToro: 216 216 162
15. CopepxaHue npaktuku (mnu HAP)
n/n O6bem yyebHon paboThbl, 4
Pasgenbl (aTanbl) Buaibl yueGHOM paboTs KoHTakTHble | CamocTosTe
I'IpaKTI/IKI/I Yyachbl NbHasA
paboTta
1. | OpeaHu3ayuoHHo- nposedeHne cobpaHuss MO oOpraHu3aumMmM nNpakTUKK;
rnodzomosumeribHbl | YCTAHOBOYHbIA WHCTPYKTaX MO 3ajadam, CpokaMm MU
t aman TpebyemMoW OTYETHOCTWU; WHCTPYKTaX MO TEXHUKe
6e3onacHocTn paboTbl; opmMynMpoBka 3agjad Aans
peLleHns B XO4e NpaKkTUKU N coCcTaBfeHne ninaHa pador;
MOAroToBKa [OOKYMEHTOB, noArBepxgawowmx dakT
HanpaBneHWss Ha MpakTuKy; Mnofy4YyeHwe 3afaHus oT 1 12
pykoBoauTens NpakTuku; NPOM3BOACTBEHHbIV
WHCTPYKTaX; O3HaKoMIieHue CTyAeHTOB c
opraHn3aunoHHON CTPYKTYpOM npounLHON
opraHusauum, NpUMeHsemMon annaparypowu "
nporpaMmmHbiM obecrneyYeHnemM, HOpMaTUBHBIMU aKTaMu
N VHCTPYKUNSIMMU.
2. | lNpoekmHo- N3y4yeHne HOPMATMBHbIX [JOKYMEHTOB MO  3aliuTe
3KCrslyamayuoHHbl | nHdopMaumm n MeTognkamu NpoBEepKM 3aLUULLEHHOCTM
t aman obbekTa nHdopmaTm3auuu; 03HaKoOMIIeHUe c
NpuHUMNamm dhopmMmpoBaHus NONMUTUKN
MHopMaunoHHon GesonacHoCcTM B KOpnopaTUBHOM
MHMPACTPYKTYpe;  OueHka puckoB  6e3onacHOCTU
NHPOpPMaLIMOHHON CUCTEMbI; O3HaKkoMIleHue c
NONUTUKON WHopMaLNOHHOM BesonacHocTH 2 100
OencTByolern B KOPNopaTMBHOW  WHMPAaCTPYKTYpE;
O3HaKOMIIEHME C  MPUMEHSIEMbIMW  CpeacTBamu,
mMeTogamm n TEXHOMOTNAMM obecneyeHns
3aLUMLLEHHOCTU  KOPNOpaTUBHOW  WMHAPACTPYKTYpbl ¥
obecneyeHuns NHGOPMALIMOHHOM 6e3onacHocTy;
paspabotaTb NpensiokeHst MO COBEPLUEHCTBOBAHMIO
CUCTEMbI MHOpMaLMOHHON 6e3onacHoCTy.
3. | OgpopmreHue onucaHve npofenaHHon paboTbl C  CaMOOLLEHKOW
omuyéma o pe3ynbTaToB NPOXOXAEHNSA MpaKTUKM; 1 100
umoeam rpakmuku | (bopmynmpoBaHne BbIBOOOB W MpeasioXeHun no
opraHm3aumy NpakTukK.




CopepxaHue npakTM4eckon NoAroTOBKW NpW NpoBeOEeHUU MPaKTUKU yCTaHaBNMBaeTCH
NCXOOS W3 COAEpXaHus W HarnpasrieHHOCTM obpas3oBaTenibHOM MNpPOrpaMmbl, CoAepXaHus
npakTukn, ee uenerm wn 3agad. [lpakTuyeckass noaroToBka nNpU MPOBEAEHUN NPaKTUKK
HanpasneHa Ha opMMPOBaHNE YMEHUI U HaBbIKOB B COOTBETCTBUM C TPYAOBbLIMU AEACTBUSAMU
n (Mnn) TpyAoBbIMM PYHKLMAMM NO Npodunto obpasoBaTenbHON NPOrpaMmmbl.

lMpakTnyeckas nOAroToBka MPOBOAMTCHA MYTEM HENnoCcpenCTBEHHOrO  BbINOSTHEHUSA
obyvalowmmmncs onpegeneHHblx BMOoOB paboT, cBA3aHHbIX C Oyaywen npodecCuoHanbHOM
AEeATEeNbHOCTbIO, CNOCOBCTBYHOLNX (POPMUPOBAHUIO, 3AKPEMNIIEHUIO U Pa3BUTUIO NMPAKTUYECKNX
HaBbIKOB 1 KOMMETEHLMI NO NPOM0 COOTBETCTBYIOLLEN 06pa3oBaTENbHON NPOrpaMmbl.

Ne | Twvnbl 3apgay | dopmumpyemble dopmupyemble
n/n | NPOMECCMOoHanbLHON | npodeccroHanbHble KOMNETEHLM obLenpodeccnoHansHble
AenTensHoCTH KOMMeTeHLUuMKn creymanmsaumnm
1 HayyHo- l1K-2.5 nposodum  meopemuyeckue U
uccnedosamenbckull npuknadHoe uccrnedosaHue yposHel
3aWUWEHHOCMU KOMIMbIOMEPHLIX cucmem U
cemed.

2 lMpoekmHnbIl l1K-3.2 3Haem memoOdb! | OFlK-4.1.5 enadeem HaeblkamMu [PUMEHEHUS
adMUHUCMPUPOBaHUST cucmeM yrnpaesnieHusl | aHanumu4yeckux U KOMIMblomepHbix —Modenel
cobbimusimu UHGhopMayuoHHOU | 0bbekmos uHhopmamusayuu npu cosfaHuu
6esonacHocmu, cucmem ObHapyXeHuss U | cucmem 3awumsl UHghopmayuu.
npedomepalyeHusi 8mopxeHud,

MOHUMOopUHaa cobbimuli U UHYUOEHMOS;
[1K-3.6 crnocobeH y4acmeosamb 8
rpoekmupogaHuu  cucmemb!  3awumsi

UHghopmayuu u nodcucmem
UHGOpMayUOHHOU 6e3onacHocmu
KOMIbromMepPHOU cucmemsi.
3 KoHmpornbHo- MK-1.4 nposodum oueHKy coomeemcmeusi
aHanumuyeckuii mexaHu3mos 6e3onacHocmu KOMIMbOMeEPHOU

cucmembl  mpebosaHUSIM  HOPMamUBHbIX
OOKYMEHmMOo8, a makxe UX KOppeKmHocmu

Cyujecmsyrouum puckam.
4 OpezaHu3ayuoHHO- [1K-3.5 ebinonHsaem nposepKy ycmoulvusocmu
yrnpasneHyeckuli npunoxenud K gHewHemy

HecaHKUUOHUposaHHOMy docmyny, & mom
yucne  nposepka  ycmoldusocmu  8eb-
npunoxeHuli K amakaMm,  NpUMEHeHue
cpedcmes KOHmpornsi besonacHocmu,
ynpasneHue Kpunmoepacgpuyeckumu
cpedcmeamu, a Mmakxe  opeaaHu3layus
meponpusimudi no obecnedyeHuro
KkubepbezonacHocmu.

5 OkennyamayuoHHbIl lK-2.1 npumeHsiem aghcpekmusHbie memoodb! | OFlK-4.2.3 enadeem HaeblikamMu pPOBeOeHUs
u cpedcmea nnaHUpoOBaHUs U Ope2aHU3auuu | aHanusa 3awuueHHocmu, MOHUMOpUHea,
uccnedosaHuli u paspabomku. ayouma u obecrnieyeHusi KOHMPO/IbHbIX MPO8EPOK
pyHKUUOHUpOBaHUS u besonacHocmu
KOMIbIOMEPHbLIX cucmem u cemell;

OlrlK-4.3.4 enadeem HabikaMu yripaeeHusi
npoyeccom peanusayuu nonumuku
UHGhopMaUyUOHHOU 6e3onacHocmu
KOMIMbIOMEPHBIX cucmeM u cemel, opeaHu3ayuu
U ro0depxxaHUsi 8bIMOIHEHUSI KOMIIEKca Mep o
obecrneyeHuo UHGOpMayUoHHoU 6e3onacHocmu
8bIYUCTUMESIbHBIX CUCMEM.

16. MNepe4vyeHb y4eOHOM nuTepaTypbl, pecypcoB ceTu «UHTepHeT», HeobxoauMbIX Ans
NPOXOXAEHUA NpaKTUKK (CrIUCOK lumepamypbl 0¢hopmissiemcss 8 coomeemcemeuu ¢ mpebogaHusIMU
'OCT u ucnonb3yemcsi obw,asi CK8o3Hasi HyMepauusi 011 cex 8u008 UCMOYHUKO8)
a) OCHOBHaga nuTepaTtypa:
Ne n/n M CTOYHMK
1 Wknsp, M.®. OcHoBbl Hay4HbIx uccnegosanmin / M.®. LWknsp. — Mockea: Jawkos n Ko, 2012. —

" | 244 c. URL:http://biblioclub.ru/index.php?page=book&id=112247.
2 HosukoB A.M., HoeukoB [1.A. MeTogonorus HayvyHoro uccnegosanus. — M.: Jinbpokom. 2010 —

" | 280 c. URL:http://www.methodolog.ru/books/mni.pdf.
3. | MenbHukos B. IM., KnerimeHoB C. A., lNMeTtpakoB A. M. MIHbopMaLmMoHHasa 6e30macHOCTL U 3alumTa



https://lib.vsu.ru/zgate?ACTION=follow&SESSION_ID=5487&TERM=%D0%A8%D0%BA%D0%BB%D1%8F%D1%80,%20%D0%9C.%D0%A4.%5B1,1004,4,101%5D&LANG=rus
http://biblioclub.ru/index.php?page=book&id=112247

nHdopmauumn. - M.: Akagemunga, 2007. — 330 c.
OcHoBbI ynpaBneHus HpopmaLnoHHOM 6e3onacHOCTbIO: [yyebHoe nocobue Ans CTyaAeHTOB
BY30B, 00y4aloLmMxcsa No HanpaBneHUAM NOArOTOBKM (CNeLManbHOCTAM) YKPYMHEHHON rpynnbl

4 cneumanbHocTen 090000 - "MHpopm. 6e3onacHocTb"] / A.lN. Kypuno [n gp.]. — 2-e n3a., ncnp. —

" | Mocksa: Nopsiuasa nuHusi-Tenekom, 2014. — 243 c. : un., Tabn. — (Bonpockl ynpaBneHus

WHpopmaumnoHHon 6e3onacHocTblo ; KH.1) .— bubnuorp.: ¢.234-239 .— ISBN 978-5-9912-0361-
6.
Kpakosckun, KO.M. NHdopmaumoHHas 6e3onacHOCTb 1 3awmta nHgopmarmun: ydebHoe nocobune

5 | AN cTyA. 006yy. no cneyunansHOCTU « MIHOPMALIMOHHBIE CUCTEMBI U TEXHONOMMUY» OHEB. U 3a0M.

" | dpopm obyueHnus / KO.M. Kpakosckuin. — M.; PoctoB H/[: MapT, 2008. — 287 c. : un .—
(Y4ebHbIn kKypc) .— Bubnuorp.: ¢.221 .— ISBN 978-5-241-00925-8.
Onennuk IM. T1. KopnopaTuBHble MHpOPMaLMOHHbBIE CUCTEMBI: Asi GakanaBpoOB U CNELNanmncToB:

6. | y4ebHuk ons ctyq. By3oB, 00y4. no Hanpaen. 080800 "TpuknagHas nHdopmaTtmka (no
obnactam)" u gp. akoH. cney,. — Cl16.: MNutep, 2012. — 176 c.
doctep, Dxenmc. 3awmuTa oT B3fiomMa: cokeTbl, akcnnownTsl, shell-koa/ k. ®octep, M. lNpaiic;

7 nep. ¢ aHrn. A. A. CnimHknHa. — Mocksa: MK lMpecc, 2008. — 784 c.: un. — (MiHdopmaLmoHHas

" | 6esonacHocTb). — ISBN 5-9706-0019-9: 449.10 p. —
<URL:http://e.lanbook.com/books/element.php?pll cid=25&pll id=1117>.
Ckyauc, 3. NMpoTmBocTOsiHNE XakepaM. [NowaroBoe pykoBOACTBO MO KOMMbIOTEPHbLIM aTtakam 1

8 acpcpekTnBHOM 3awmTte/ 3. Ckyanc. — Mocksa: MK lMpecc, 2009. — 512 ¢. — (BawmTta un

" | agmuHucTpupoBaHue). — ISBN 5-94074-170-3: 176-00. —
URL:http://e.lanbook.com/books/element.php?pll_cid=25&pll_id=1112.
ony6, Bnagnmup Anekcangposuy. 3awmta oT Bpe4OHOCHOrO NporpaMMHOro obecneyeHus:

9. | yyebHoe nocobue ans Bysos / B.A. Nony6; BopoHex. roc. yH-T.— BopoHex: JIOIN Bl'Y, 2006. —
31 c. — Bbubnuorp.: ¢.30 .— URL:http://www.lib.vsu.ru/elib/texts/method/vsu/may07045.pdf.
XoBapa, Mavikn. 19 cMepTHbIX rpexos, yrpoxatowmx 6esonacHoctn nporpamm. Kak He gonyctutb
TUMYHBIX ownBok/ M. Xosapa, [. Ne6nank, [x. Buera; aBT. npeavcn. A. MopaH. — Mocksa:

10. | OMK lMpecc, 2009. — 287 ¢. — 3arn. u aBT. opwur.: 19 deadly sins of software security / Michael
Howard, David Leblanc, John Viega .— ISBN 5-9706-0027-X. —
<URL:http://e.lanbook.com/books/element.php?pll_cid=25&pl1 id=1118>.

11 3anues 0.B. Rootkits, SpyWare/AdWare, Keyloggers & BackDoors: O6HapyxeHue 1 3awmTa /

" | O.B. 3anues. — CIN6.: BXB-IMeTtepbypr, 2006. - 304 c.

12. | MpockypuH B. I'. 3awuta nporpamm 1 AaHHbIX - M.: Akagemuns, 2011. — 198 c.
YnpaBneHve BHegpeHeM MHOPMALIMOHHBIX CUCTEM: KypC NeKLmMni: y4eb. nocobue ans

13 CTYLEHTOB BY30B, 00yvaroLmxcsa no cneumanbHOCTAM B 0bnacti uHdgopm. texHonorui / B.A.

" | F'pekyn, I'. H. AeHunwenko, H.J1. KopoBkuHa. — M.: IHTepHeT-YH-T nHdopm. TexHonornn, 2008.
[SnekTpoHHbIN pecypc] URL: http://www.intuit.ru/studies/courses/2196/267/infol.
14 HOpuH U.1O. TeopeTnyeckue n npakTmiyeckme ocHoBbI 3auTbl MHopmauun. 2012.
" | http://library.sgu.ru/uch_lit/620.pdf.
ActanuH, WN.K. 3awmTa nidopmaummn: yuebHoe nocobue ans sysos / U.K. ActanuH, H.U.

15. | ActaHuH; BopoHex. roc. yH-T, INlucknHckun doununan. — BopoHex: BopoHex. roc. yH-T, 2006. —
Bnbnuorp. : ¢.169 .— ISBN 5-9273-1080-x.

WaHbruH, B. ®. 3awwmTta koMmnbloTepHon nHdopmaunm. ddekTnBHble MeToabl U cpeacTaa/
WaHbruH B. ®. — Mocksa: MK lNpecc, 2010. — 544 c.: un., Tabn.; 24 cm.—
(AZMUHUCTpUpOBaHUe 1 3awmTa). — JdonyueHo YyebHo-MeToanyYeckuM o6beamHeEHEM BY30B

16. | No yHMBEPCUTETCKOMY NONUTEXHMYECKOMY 06pa3oBaHuMIo B kKayecTBe y4ebHoro nocobus ans
CTYLEHTOB BbICLUMX y4eOHbIX 3aBefeHniA, oby4atomxcs no HanpaeneHuto 230100
«MHpopmaTmrKka 1 BblunCcnIUTENbHAs TeXHUKay. — ISBN 978-5-94074-518-1. —
URL:http://e.lanbook.com/books/element.php?pll_cid=25&pl1_id=1122.

NwewnHos B.A. 3awmTa koHpmaeHumnansHoh nHpopmauun: [ydebHoe nocobue ans ctyq. By30B,

17 06yu4. no cneumansHocTn 090103 "OpraHu3aumst n TexHonorust 3awwmTel MHpopmauyun” n 090104

" | «KomnnekcHas 3awmta o6bekToB nHdopmatmsauum»] / B.A. MwenHos, M.B. MeuaTyHsH .— M. :
POPYM, 2009 .— 254 c. — ISBN 978-5-91134-336-1.

6) gononHuTenbHas nuTeparypa:

Ne n/n MICTOYHMK
18 MypomueBa A. B. UckyccTBo npeseHTaunn. OCHOBHbIE MpaBuria u NpakTu4eckue
" | pekomeHgaumm / A.B. MypomueBa. — Mockea: ®nmHTa: Hayka, 2014. — 108 c.
KpyunHuH, B.B. KOMNbIOTEPHBIE TEXHOOMMU B HAYYHbIX MCCIEgOBaHUAX: y4eOHO-
19, | MeToan4eckoe noco6ue / B.B. KpyunHunH. — Mockea: TYCYP (ToMcKuiA rocygapCTBEHHbLIN
" | yHMBepCUTET CUCTEM yrpaBneHus U pagnoanekTpoHukn), 2012, — 57 c. — Pexwum gocTtyna:
http://e.lanbook.com/books/element.php?pll_id=11269.
20. | AHgpees, .WN. OcHoBbl Hay4yHOW paboTbl 1 METOAOMOIMSA AUCCEPTaLMOHHOIO nccneaoBanuns /



http://www.intuit.ru/studies/courses/2196/267/info/
http://library.sgu.ru/uch_lit/620.pdf
https://lib.vsu.ru/zgate?ACTION=follow&SESSION_ID=3219&TERM=%D0%9C%D1%83%D1%80%D0%BE%D0%BC%D1%86%D0%B5%D0%B2%D0%B0,%20%D0%90%D0%BD%D0%BD%D0%B0%20%D0%92%D0%B0%D0%BB%D0%B5%D1%80%D1%8C%D0%B5%D0%B2%D0%BD%D0%B0%5B1,1004,4,101%5D&LANG=rus

.. Angpees, B.B. bapeuHeHko, B.C. Bepba. — Mockea: ®nHaHChl u cTaTucTuka, 2012. — 296
c. — Pexxum poctyna: http://e.lanbook.com/books/element.php?pll id=28348.

21.

Cuctembl n cpeacTtea nHdopmaTtukm: Exerogruk / I'n. peg. U.A. Cokonos. — Mocksa: UM
PAH. — 2010.— Bbin. 20. — Ne 2. — 350 c.

22.

depnepanbHbI 3akoH oT 27 utonsa 2006 roga Ne 149-d3 «O6 nHdopmaumm, MHPOPMaLNOHHBLIX
TEXHONOrMsX 1 0 3awuTe nHgopmauumny // CobpaHmne 3akoHogaTenbcTBa Poccuiickomn
depepaumm, 31.07.2006, Ne 31 (1 4.), cT. 3448.

23.

denepanbHbIn 3akoH oT 27 uionst 2006 roga Ne 152-03 «O nepcoHanbHbIX gaHHbIX» [/
CobpaHve 3akoHogaTtenscTBa Poccuiickon ®egepauun, 31 nons 2006 roga Ne 31 (1 4.), cT.
3451.

24,

FOCT P MCO/M3K 27001-2006 NHdbopMaLmoHHasa TexHonorus. MeTtoapl 1 cpeacTtea
obecneyeHuns 6e3onacHocTU. CncTeMbl MEHEAXXMEHTA NHPOPMAaLMOHHON 6e30nacHOCTH.
TpeboBaHus. (yTBepXaEH 1 BBeAEH B Aenctue Npukasom degepanbHOro areHTcTea no
TEXHUYECKOMY PEryrnmpoBaHnio n metponorum ot 27 gekabpsi 2006 r. Ne 375-cT).

25,

Mpuka3 ®egepanbHON cnyx6bl MO TEXHUYECKOMY M SKCMOPTHOMY KOHTpOosto Poccum ot 11
deBpans 2013 roga Ne 17 «O6 yTBepxxaeHun TpeboBaHui 0 3aLimuTe nHdopmMaumm, He
COCTaBMsOLLEN rOCYOAPCTBEHHYIO TalHy, CoAepXalLlencsi B roCyAapCTBEHHbIX
MHpopMaUnoHHbIX cuctemax» // Poccuiickas raseta, Ne 136, 26.06.2013.

26.

Mpuka3 ®egepanbHor cny06bl MO TEXHUYECKOMY M SKCMOPTHOMY KOHTposto Poccum ot 18
deBpans 2013 roga Ne 21 «O6 yTBepxaeHUN coctaBa U COAePXKaHUS OpraHn3aLNOHHbIX U
TeXHMYecknx mep no obecneveHuo 6€3onacHOCTN NepPCoHanbHbIX AaHHBIX MPU UX 06paboTke B
WHOPMAaLIMOHHBLIX CUCTEMAX NepCoHanbHbIX AaHHbIX» // Poccuiickas raseta, Ne 107,
22.05.2013.

27.

MeToanuecknii OKyMeHT. Mepbl 3awntbl MHMOPMaLMK B FOCYAapCTBEHHbIX MHADOPMaLMOHHBIX
cuctemax (yr8. PCTIK Poccum 11.02.2014).

28.

MoctaHoBneHue MNMpaButenscrtea Poccuiickon Pegepaumm ot 1 HoA6pst 2012 roga Ne 1119 «O6
yTBepxaeHun TpebosaHui K 3aLmTe nepcoHanbHbIX AaHHbIX Npy ux obpaboTke B
WH(POPMALIMOHHBIX CUCTEMAX NepCoHanbHbIX AaHHbIX» // CobpaHne 3akoHoaaTenbLCTBa
Poccunckon Pegepaummn, 05.11.2012, Ne 45, cT. 6257.

29.

MewepsikoB B.A., XXenesHsk B.I., BoHaapb A.O., Ocunenko A.J1., BabkmH A.H. lNMepcoHanbHble
AaHHble: opraHusauus obpaboTku n obecneyeHns 6e3onacHOCTM B OpraHax rocyaapcTBEHHON
BNacTu n mecTtHoro camoynpasneHus / lNog peq. B.A. MewwepskoBa. — BopoHex: BopoHexckui
uHctutyT MB[ Poccun, 2014. — 186 c.

30.

MocTtaHoBneHne npaButenbcTBa BopoHexckon obnacTtu ot 28 anpens 2011 roga Ne 340 «O6
YTBEPXXAEHUN MOJIOXKEHMS O €UHOM PeecTpe rocyAapCTBEHHbIX MHAOPMALIMOHHBLIX CUCTEM
BopoHexckon obnactn» // CobpaHne 3akoHogaTenscTea BopoHexckon obnactm 20.06.2011 Ne
4, cT. 285.

31.

EpmowkunH H.H., Tapacos A.A. CTtpaTerusa nHopMaLMOHHbIX TeXHONOorMn npegnpuatms. M.:
M3a-8o0 MOCKOBCKOro rymaHutTapHoro yHmeepcuteta, 2003.

32.

KopHees U.K., CtenaHoB E.A. 3awmra uHdpopmaumm B oduce. — "Magatenscreo lNpocnekt”,
2008. — 333 c.

33.

Anekcangp JopoHuH. BusHec-passeaka http://fxt.com.ua/business_literatura/131-aleksandr-
doronin-biznes-razvedka.html.

34.

TaHeHb6aym 3. KomnbloTepHble cetn / 3. TaHeHbaym. — CI16.: MNutep, 2005. — 991 c.

35.

Banbix A.C. OueHka BO3MOXHOCTEN aTaku Ha uHopmaumoHHyto cuctemy / A.C. Baneix, C.A.
Banbix // KnbepHeTturka n Beicokne texHonornm XXI seka: matep. Xl mexgyHapopn,. Hay4.-Tex.
KOH(. BopoHex, 11-12 maa 2011 r. — Boponex : UMNML, BI'y, 2011. - T.1. - C. 91-96.

36.

MapTtbika T.J1. MHdopmaumoHHas 6e3onacHocts M.: POPYM, 2007

37.

MenbHukoB, Bnagnmup Maenosuny. MIHbopMaumoHHas 6e3o0nacHOCTb U 3alumMTa MHopmauuu:
y4yebHoe nocobure ansa ctyq. By3oB, 06y4. no cneumansHoctn 230201 "MiHdopMaUMOHHbIe
cuctembl n texHonorun" / B.IN. MenbHukos, C.A. KnenmeHos, A.M. MNeTpakos; nog pea. C.A.
KnenmeHosa. — M.: ACADEMIA, 2006. — 330 c.— (Bbicuee npodeccnoHansHoe
obpaszoBaHure. NHopmaTuka u BblaucnuTensHast TexHuka). — ISBN 5-7695-2592-4.

38.

AHppuaHoB B.N."LLNnoHckue Wwty4kn" n ycTpomcTBa ANs 3almTbl 06BbEKTOB U MHGOPMaLMK:
Cnpas. nocobue / B.A.bopoguH, A.B.Cokonos. — C-l16.: JlaHb, 1996.

39.

Abanma3soB 3./. MeToapbl U UHXEHEPHO — TEXHMYECKME CPeACTBa NPOTUBOAENCTBMISA
HopmaunoHHbiM yrpo3am / 3.M.Abanmasos. — M.: 'potek, 1997.

40.

Bacunescknii .B. Cnoco6bl 1 cpeactea NnpeaoTBpaLleHns yTeukn nHgpopmMauum no
TexHnyeckum kaHanaw / V.B.Bacunesckuii. — M.: HINL] "Henk", 1998.

41.

XopeB A.A., Cnocobbl 1 cpeactea 3M / A.A. Xopes. — MO P®, 1998.

42,

FOCT P MCO/M3K 15408-2002 «MHdopmMaLmMoHHasa TexHonorus. MeTtoapl 1 cpeacrtea
obecneyeHns 6esonacHocTn. Kputepum oueHkn 6e3onacHoCTM MHAOPMaLMOHHBIX
TEXHONOrMN», MPUHAT 1 BBeAEH B gencteue [NoctaHoBneHnem locctaHgapta Poccum ot 4




anpens 2002 r. Ne 133-cT.
MCO/M3BK 31000:2009 «YnpasneHue puckamu. MNMprHumnbl n HanpaeneHusi», ISO Technical

43. Management Board Working Group, 2009.
44 MCO/M3BK 31100:2009 «YnpasneHue puckamu. Metoamkm oueHkm puckay, ISO Technical
" | Management Board Working Group, 2009.
FOCT P MCO/M3K 27005-2010 «MHdopmMaLmoHHas TexHonormusi. MeTtoagpl 1 cpeacTtea
45 obecneyeHns nHopmaunoHHon 6esonacHocTU. MeHeaXXMEHT pucka MHOPMaLMOHHOM

©e3onacHoCTUy, yTBEPXXAEH 1 BBeAeH B Aelctaue Npukasom PenepanbHOro areHTCTBa no
TeXHUYeckomy perynuposanuto n metponorum ot 30 Hosi6pst 2010 r. Ne 632-cT.

MenbHukoB, Bnagnmunp MNasnosuy. HdopmaumoHHas 6e3onacHOCTb U 3awumTta nHopmauun:
yyebHoe nocobue ansa cTyd. By3oB, oby4. no crneumansHocTn 230201 "HdopMaLumoHHbIe

46. | cuctembl u TexHonoruun" / B.IN. MenbHukoB, C.A. KnenmeHos, A.M. lNeTtpakos; noa pea. C.A.
Knenmenoea. — M.: ACADEMIA, 2006. — 330 c. : un .— (Bbicwiee npodeccuoHansHoe
obpasoBaHue. VMIHpopmaTurka n BeluncnuTenbHasi TexHuka). — ISBN 5-7695-2592-4,

Muporoe B.HO. Accembnep u gusaccembnmpoanue / B.FO. Muporoe. — CI16.: BXB-INeTepbypr,
2006. - 464 c.

"oH4yapos, Mropb Bacunbesuy. MHdopmaLlmoHHas 6e3onacHocTb. CrnoBapb No TepMUHONOrim /
48. | N.B. NoHuapos, HO.I'. KupcaHos, O.B. ParikoB. — BopoHex : BopoHexckas obnacTtHas
Tnnorpacums, 2015 .— 180 c. — Tupax 300. 11,3 n.n. — ISBN 9785442003246.

49. | bpycHnumH H.A. OTkpbITOCTb U WinMoHax / H.A.BpycHuumH. — M.: BoeHunagaT, 1991.

47.

B) MHCpOPMALIMOHHbIE 3NEKTPOHHO-06pa3oBaTeNbHbIE pecypchbl (0duLManbHblie pecypcbl MHTEPHET) :
Ne n/n Pecypc
1. | OBC NaHb
OBC «YHuBepcuteTckas bubnumoTeka online»
OBC «3nekTpoHHasa 6ubnuoteka TexHmnyeckoro BY3a» (3BC «KoHcynbTaHT cTygeHTay)
9QEC IOPAUT
OnekTpoHHasa bubnunoTeka y4ebHo-mMeToaMYecknx MaTepuanos BIY. Pexum goctyna: http://www.lib.vsu.ru
http://www.cryptopro.ru
http://www.infotecs.ru
http://www.lissi-crypto.ru/
http://www.signal-com.ru
0. | http://Iwww.shipka.ru

B|O|®(No gk Wi

* BHavane ykasbiBaoTca OBC, ¢ koTopbiMM umMmetoTcsa pgorosopa y BIY, 3atem OTKpbITble 3MNEeKTPOHHO-
obpaszoBarernbHble pecypchl U T.4.

17. OOpasoBaTefibHble TEeXHONOrMu, MPUMEHsIEMble NpPU NPOBEAEHUU TMPAKTUKU W
MeToAu4YeCcKUe yKasaHusa AnA oby4vyarowmxcs no npoxoXxXaeHUIo NpPakTuKn

OTyeT NO nNpakTUKe [JO0MKEH OblTb WU3MNOXEH TEXHUYECKM TPaMOTHbIM SA3bIKOM C
NPUMEHEHNEM peKoOMeHOOBaHHbIX TepMUHOB U abbpeBuatyp 6e3 opdorpadpuyecknx wu
rpammMartumyeckux ownbok. MNMpeactaBneHHbIM OTYET MO NPakTUKe OLLeHMBAETCS Ha COOTBETCTBUE
MHOpMauuK, NpeacTaBneHHoON B OT4yeTe, AaHHbIM M3 MH(OPMAaLUMOHHBIX pecypcoB obLiero
poctyna cetn IHTepHeT, MmaTtepmanos fekumn, y4ebHOM 1 TEXHUYECKOW NuTepaTypbl.

CTpykTypa oT4eTa no npakTuke

1. OTyeT NO MpakTUKe AOSMKEH BKMYaTb TUTYIMbHbLIM NIUCT, COAEepXaHue, BBEeAEHME,
OonucaHme TeOpeTUYECKUX U MNPaKTUYECKUX acrekToB BbINOSIHEHHOW paboThbl, 3aKNYeHue,
CMUCOK UCMOSb30BaHHbBIX UCTOYHUKOB, NPUMOXEHUS.

2. Ha TutynbHOM nucte AommkHa ObiTb npeacTaBreHa TemMa MpakTuky, rpynna wm
damunus CTyaeHTa, OaHHble O npeanpuatvu, Ha 6ase KOTOporo BbIMOSHANAChk MNpakTuka,
hamnnusa pykoBoamuTens.

3. Bo BBegeHuM cTygeHTbl OOMKHbI AaTb KpaTKoe onucaHuve 3ajadn, pellaemMon B
paMKax npakTUKu.

4. B OCHOBHOM 4acTu oT4yeTa CTYAEHTbl NPUBOAAT NOAPOOGHOE onucaHue npoaenaHHou
TeopeTn4ecKkon n (Unn) NpakTuyeckon paboTsl, BKNOYas onvcaHne n obocHoBaHme BblGpaHHbIX
peLleHnn, onucaHne nporpaMmm 1 T.4.

5. B 3aknoyeHnn gaeTcs KpaTkaa xapakTepuctuka npogenaHHon paboTsl, U NpuBoaaTCS
ee OCHOBHble pe3yrbTaThbl.

6. B npunoxeHusax nNpuBOASATCA HEMNOCPEACTBEHHble pe3ynbTaTbl pa3paboTku: TEKCThbl
nporpamMmm, rpadovki 1 guarpaMmmel, 1 T.4.
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TpebosaHusi K 0hopMIIEHUID omYema

1. OTyeT opopmnsieTcs B ne4atHoOM Buae, Ha nuctax gopmarta A4.

2. OCHOBHOM TEKCT OTyeTa BbINOSHAETCHA WpUdpToM 14 NyHKTOB, C MHTepBanom 1,5
Mexay cTpokamu. TekcT pasbuBaeTcs Ha abs3aupbl, Kaxabli U3 KOTOPbIX BKMKOYaeT OTCTyn wu
BblpaBHMBAHME MO LLUMPUHE.

3. TekcT B NpUNOXeHUAX MOXeT ObITb BbINOSIHEH Bonee Menkum WpnudToMm.

4. OTyeT pasbuBaeTca Ha rnaBbl, MYHKTbl M MOAMNYHKTbl, BKIOYaKOLWME AECATUYHYHO
HyMepaLmto.

5. PucyHkn 1 Tabnuubl B oT4ETE AOMKHBbI UMETb OTAENBbHYKO HYMEpPauuio U Ha3BaHMWS.

6. Becb oTtyeTr pomkeH ObiITb OdoOpMIieH B e€OMHOM CTune: Be3de B OoTvyeTe Aans
3arofioBKOB OJHOMO YPOBHS,, OCHOBHOIO TeKCTa WM Nognucerd [OOSMKEH WUCMoNb30BaTbCA
OAMHAKOBbIN LLPUMPT.

7.CTpaHnubl OT4YeTa HyMEpylTCHd, HauyMHas C TUTYNbHOro nucrta. Homepa cTpaHuy,
NPOCTaBMATCA B NPaBOM BEPXHEM YIIy OS5l BCErO OTYeTa KpOME TUTYNBLHOMO fiucTa.

8. CoaepxaHne oTyeTa SOMMKHO BKMKOYATb NepeyeHb BCEX rnaB, MyHKTOB U MOAMYHKTOB,
C yKazaHMeM HoMepa CTpaHuLbl AN KaXK4oro anemeHTa cogepXaHus.

9. Ccbifikn Ha nuTepatypy W Apyrme UCNofib30BaHHblE MCTOYHUKM OGOPMAAOTCA B
OCHOBHOM TEKCTE, a CaMMN UCTOYHUKN NEPEYNCTAIOTCS B CINCKE UCMNOMNb30BaHHbIX NCTOYHUKOB.
10. OB6bem oT4eTa NO NpakTUKe A0SMKEH BbITb He MeHee 20 cTpaHuL.

18. MaTepnanbHoO-TeXHUYECKOE obecneyeHne NPaKTUKN:

2. BopoHex, yn. YHusepcumemckas nnowaods, 0.1, anasHbil y4ebHbIl kopnyc, ay0.226
MoHo6nok HP: npoueccop Intel(R) Core(TM) i3-6100 CPU @ 3.70GHz, onepatuBHas
namate 86, SSD 250I6. Mynbtumeguanpoektop Epson. Ayguo konoHku EV (2 wrT.).
MwukpodoH. OkpaH ans npoektopa. MapkepHble naHenu Askell (2 wr.).

394018, 2. BopoHex, CpedHe-Mockoeckasi yn., 0. 6 a, nomew. V, OO0 "TexHomapkem"

B cootBetctBMM C poroBopom Ne1124 ot 18.06.2019 O npaktnyeckom MNOAroToBKe
obyuaromxcs.

394018, 2. BopoHex, nnow,adb JleHuHa, 1, lNpasumernbcmeo BopoHexxckou obnacmu
B cootBetctBUM C pgoroBopoMm Ne1162 ot 19.06.2019 o0 npaktnyeckon nNOAroToBKe
oby4aromxcs.

394006, 2. BopoHex nn. JleHuHa, 0.11, YnpaseneHue 3anucu aKkmoe 2pa>x0aHCKO20 COCMOSIHUS

BopoHexxckol obnacmu (ynpasneHue SAIC BopoHexxckol obnacmu)

B cootBetctBUM C pgoroBopom Ne1412 ot 05.07.2019 o npakTMyeckon noLroToBke
oby4atomxcs.

394006, e. BopoHex yn. Bopowunoea, 14, [denapmameHm _coyuanbHOU 3auumsl

BopoHexxckot obnacmu (C3 BO)

B cootBetctBUM c poroBopom Ne1413 ot 05.07.2019 O npaktnyeckom MNOAroToOBKe
oby4atomxcs.

394006 2. Boporex, yn. KpacHoapmetickass 0. 520, [denapmameHm 30pas8ooxXpaHeHUs

BopoHexxckot obnacmu
B cootBetctBumM c poroBopom Ne1414 ot 05.07.2019 o npakTudeckon nOAroToBKe
obyyatomxcs.

394036, 2. BopoHex, ynuua K.Mapkca, 70, [JenapmameHm ¢puHaHco8 BopoHexxckol obnacmu
B cootBetctBUM c pgoroBopom Ne1431 ot 19.07.2019 0 npakTunyeckon nNOAroTOBKe
obyuaroLmxcs.

394036, 2. BopoHex, OO0 "®unocogpus.UT"

B cooteBetctBuM c pgorosopom Ne427 ot 20.05.2019 o npakTnyeckom nOAroToBKe
oby4atomxcs.

394036, 2. BopoHex, OO0 "P.T PeweHue"

B cootBetctBum c pgoroBopom Ne 684 ot 07.05.2019 o0 npakTudeckon nOAroToBKe
oByyvaroLmnxcs.

394006, BopoHex, yn. KpacHoapmeuckas, 0.52[], bL| «[aneoH», 3 amax, ocguc 209, OO0

"OuTu KoHcanmuHe"




B cootBetrctBUM c poroBopoM Ne685 ot 07.05.2019 o0 npakTuyeckom noaroToBKe
oby4atomxcs.

2. Boponex, yn. YHugsepcumemckas rsiowaos, 0.1, y4ebHbiu kopnyc 16, ayd.407
KomnbtoTep B coctaBe: npoueccop Intel(R) Core(TM) i7-7700 CPU @ 3.60GHz,
onepatmBHaa namatb 16 6, SSD 256 6, HDD 1T6, Bugeokapta NVIDIA GeForce GTX
1080 Ti; moHutop DELL S2419HN. KomnbtoTep B coctaBe (1 wrT.): npoueccop Intel(R)
Core(TM) i7-7800X CPU @ 3.50GHz, onepatmBHasa namsatbe 96 6, SSD 176, HDD 4T6,
Bngeokapta NVIDIA GeForce RTX 2080 Ti (2 wrt.); moHutop DELL S2419HN. UcTOYHMK
6ecnepebonHoro nutanua APC Back-UPS BV1000I-GR, line-interactive, mowHocTb:1000BA,
600BT (16 wrT.). UctouHuk 6ecnepebonHoro nutaHusa Legrand KEOR LINE RT 1500BA (1
wrt.). Kommytatop HP 2530-24G Switch (Managed, 24*10/100/1000 + 4 SFP, 19").
MHutepaktneHas pocka SMART SBM685 (87 giownmos, MO SMART SLS) ¢ naccuBHbIM
notkom. NMpoektop Vivitek DH758UST (ynbTpakopoTkodokycHbin, DLP, Full HD 1080p (1920
x 1080) , 3500 ANS, 10000:1, nonHas nogaepxka 3D).

2. BopoHex, yn. YHusepcumemckas rsiowaos, 0.1, arnagHbll y4ebHbit kopryc, ayd.214
KomnbloTep B coctaBe: cuctemHblin 6nok: npoueccop Intel(R) Core(TM) i5, onepatuBHas
namsate 86, HDD 500I6; monutop: LG FLATRON. MynbTumegunanpoektop BenQ. OkpaH
HacTeHHbI Ana npoektopa. Ayamo konoHkn Creative A60. KommyTaTop.

r. BopoHex, yn. YHuBepcuteTckas nnowags, 4.1, rmasHbl y4ebHbIN Kopnyc, aya.216
KomnbtoTep B coctase (14 wr.): npoueccop Intel Core i3, onepatmBHasa namatb 86, HDD
5006, eupeokapta NVIDIA GeForce; moHuTtop: Acer. KomnbioTep B coctaBe (1 wWr.):
npoueccop Intel(R) Core(TM) i5, onepatnBHaa namate 86, HDD 5006; moHuTop: Acer.
OKpaH HacTeHHbn ana  npoektopa. MynbTumeamnanpoektop BenQ.  UCTouvHuMK
B6ecnepeboriHoro nutaHna Back-UPS 650. KommyTtaTtop Cisco Catalyst 3750 Series.

2. Boporex, yn. YHusepcumemckas rsiowaos, 0.1, 2naeHbll y4ebHbit kopryc, ayo.124
KomnbloTep B cocTaBe: cUCTEMHbIM ©6nok: npoueccop AMD Ryzen 7 3800X 8-Core
Processor, onepatueHasa namatb 326, HDD 1T6, SSD 25616, Buaeokapta NVIDIA GeForce
GTX 1050; moHuTop: Dell S2419H. WHTepakTnBHaa gocka SMART SBMG685 (87 gromMmoB).
MynbTumeguanpoektop Vivitek ynbTpakopoTkodoKycHbin. WcTouHnk ©ecnepeboiiHoro
nutanus Legrand Keor SPX 1000 BA IEC C13 (16 wrt.). NictouyHnk 6ecnepebonHoro nutaHus
Legrand Keor Line RT 1000 BA (1 wrt.). KommyTtaTtop HP 2530-48G Switch (1 wr.).

2. Boponex, yn. YHueepcumemckas rsiowaos, 0.1, y4ebHbit kopnyc 1, ayd.2/25
YuebHbiti cmeH "[IpoepammHbie cpedcmea kpunmozpagpuu”, SCRYPTO B cocTaBe: Kapkac
MOHOG6s10Ka (1 LWT.); UHTErPUPOBAHHLIN BblYUCANTENBHBLIN y3en 3 LWT.) B cOCTaBe: NpoLeccop
Intel: pBa spgpa ¢ TaktoBom 4actotom 2700 Miu, O3Y: o6bém 4 6 TMn DDR-3,
TBEpAOTENbHbLIM HakonuTtenb SSD obbemom 60 6, 6ok nuTaHma mowHocTeio 300 BT, 2
ceteBblx WHTepdenca GigabitEthernet; nepeknovatens KBM-tmna D-Link (1 wr.);
Heynpasnsembln kommyTaTop D-Link (1 wWwT.); MoAynb nNuUTaHUs, KOHTPOMS WU UHTerpaumu
cteHga B obwyw nabopatoputo (1 wrT.); MoHuTOop Philips(1 wWT.); KOMMAMAEKT KOHCONM
paboyero mecta obyvyaemoro (1 wrt.) B coctase: knasunatypa Oklick, mbiwb Oklick; komnnekT
yyebHo-meTogmyecknx nocobun (1 K-T.); CTAaTUCTMYECKOe nporpamMmHoe obecnedyeHne
ynpaeneHus mogynem nutanma (1 wrt.); ¢naw-guck BocctaHoBneHnsas OC Ha
nHTerpmpoBaHHbix MK (3 wTt.) ¢ onepaumoHHoW cuctemon ArchLinux; dnaw-guck
MYNbTUMEANUNHOIO MeToguyeckoro nocobusa (1 wWwrT.); rpynna KOMMYTaUMOHHbLIX NOPTOB (2
LIT.).

Tunoeou komnnekm y4yebHo2o obopydosaHuss "Cemesas be3onacHocms", SECURITY B
cocTaBe: ynpaBnsieMbli KOMMyTaTop TpeTbero ypoBHs D-Link (1 wrt.); ynpaBnsembin
KOMMyTaTtop BTOporo ypoBHA D-Link (1 wWwT.); annapaTHO-NPOrpaMMHbIA  SMYNATOP
yCTponcTBa nokanbHon cetun (1 wrt.); HeynpaBnsembli kommyTatop D-Link (2 wT.);
MapLpyTtunsatop OecnposogHon D-Link (2 wrT.); 6paHamayap D-Link (2 wT.); moaynb
NUTaHWS, KOHTPONS U MHTErpaumm cteHaa B obwyto nabopatopumio (1 WT.); KOMMyTaLMOHHasNA
naHens (1 wWT.); BblMMCNUTENDBHBLIM y3en (4 wWT.) B coctaee: npoueccop Intel: aBa agpa ¢
TakToBon yactoton 2700 Mly, O3Y: o6bém 4 6 Tvn DDR-3, TBepaoTENbHbIA HAaKONUTEND




SSD obvemom 60 6, 6nok nutaHus mowHocTbio 300 BT, 2 ceTeBbix MHTepdenca
GigabitEthernet, 1 6ecnpoBogHo ceTeBon NMHTEPdENC; MOHOBNOK (1 WT.); CTaTUCTUYECKOE
nporpammHoe obecrnevyeHne ynpaBneHust MOAyNeM MUTaHus, KOHTpons v uHTerpaumm (1
LUT.); NporpammHas cuctema socctaHosneHusa U-Profi (R) (4 donaw-aucka obvemom 8 M6) (1
WwT.); yanuuutens USB (4 wr.); kabenb VGA (2 wrt.); naty-kopg (10 wr.); meTtogmyeckoe
nocobwue (2 k-Ta.).

YyebHo-rpakmu4yeckul cmeHO «CucmeMbl KOHMposs U yrnpasneHuss docmyrnomy, d3U-
CKY[] B coctaBe: mogenb cTeHbl (1 WwT.); HOYyTOYK Lenovo (1 wrT.): akpaH ¢ guaroHaneto 15.6"
(paspewenne 1366x768), O3Y obvemom 2048 M6, HakonuTenb obvemom 120 [I6,
npoueccop Intel aBa agpa ¢ TaktoBon 4Yactoton 1,4 [Ty, BeB-kamepa; ckaHep NUHENHbIX K
ABYMEpPHbIX WTpUx-kogos (1 wr.); cBetoguon (1 wWr.); anekrpomexaHndeckum 3amok (1 wrT.);
ceteBon koHTponnep CKY[O (2 wr.); MynbTUMEOUAHbIA TEPMUHAN MHOrogakTOpPHON
noeHTugnKaumm, B TOM ymcne pacnosHasaHue nuuy (1 WT.); HACTONbHOE YCTPOMCTBO YTEHUSA
N 3anucu cmapT-KapT (1 WT.); KOHTaKTHas cmapT-KapTa ¢ 06bEMOM namsTn 256 6anT (5 wr.);
USB kntov tnn e-token (1 wr.); komnnekt MO n koHBepTop (1 WT.); nporpammMartop KapT
Mifare HactonbHbii (1 WT.); cunTbiBaTeNb OECKOHTaKTHbIX KapT Em-Marine (1 wrT.);
cuuTbiBaTenb H6eckoHTakTHbIX KapT Mifare (1 wrT.); cmapTt-kapta Tun Mifare (5 wrT.); cmapT-
kapTa Tun Em-Marine (5 wT.); kntoy iButton (Touch-Memory) (5 wT.); nporpammaTop Kntoden
Touch-Memory (1 wrt.); Moaynb cornacoBaHna uHTepdencos (1 WT.); 3NEeKTPOMarHUTHbIN
3aMok (1 wrt.); cumTtbiBaTtenb knoyen TouchMemory (1 wWwT.); ceTeBOW KOHTponnep
TouchMemory (1 wT.); 6ok nuTanuna (1 WT.); NporpaMmma pacno3HaBaHUA aBTOMOOUMBbHbIX
HomepoB (1 wrT.); makeT Homepa TC PO (5 wr.); ceteBoe pene (1 wrt.); IP-kamepa (1 wr.);
KommyTatop Heynpasnsembin D-Link (1 wWwT.); Moaynb NuUTaHUsA, KOHTPOMS M MHTerpaumuu
Komnnekta B o6yt nabopatoputo (1 wWT.); cTaTMCTMYECKOE nporpaMmHoe obecneveHue
yrnpaBneHns Moaynem nuUTaHusl, KOHTPONA U uHTerpaumm (1 WT.); NPOrpaMmHbIA 3MYNSTOP
dunamyeckmx obbvekToB goctyna (1 wr.); metogmyeckoe nocobue (2 wr.).

19. OueHo4HbIe cpeacTBa AN NPoBeAEeHNA TEKYLEN N NPOMEXYTOYHOWN aTTecTaumm
oby4arowmxcsi No NpakTmke
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OpezaHu3ayuoHHo-
rnodzomosumeribHbIl
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Or1K-5.3

OrlIK-5.4

OlnK-5

Or1K-5.9

Or1K-5.17

Or1K-6

Or1K-6.6

OTt4eT no NpaKkTuke.
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Or1K-5

Or1K-5.19

Or1K-6

Or1K-6.10

Or1K-9.3

Or1K-9

OriK-9.4

Or1K-9.9

OriK-10.4

Or1K-10.5

Or1K-10.6

Or1K-10.9

Or1K-10.10

Or1K-10

OriK-10.17

Or1K-10.20

Or1K-10.25

Or1K-10.26

Or1K-10.27

Or1K-10.28

OlnK-11.4

OlK-11.5

OrnK-11

OriK-11.9

OlnK-11.10

Or1K-12.5

OrK-12

OriK-12.7

OrlK-13.1

Or1K-13.2

Or1K-13.5

Or1K-13.6

OrlK-13

OlnK-13.17

Or1K-13.18

Or1K-13.19

OrlK-13.21

Or1K-13.23

OlnK-14.4

OrlK-14.5

Or1K-14.6

OlnK-14

OmnK-14.11

OmnK-14.12

OmnK-14.13

OmnK-14.14

Or1K-15.6

OrlK-15

OrlK-15.7

Or1K-16.6

Or1K-16.7

Or1K-16.8

Or1K-16

Or1K-16.9

Or1K-16.10

Or1K-16.12

Or1K-16.16

Of1K-4.1

Ol1K-4.1.5

OriK-4.2

OrlK-4.2.3

OriK-4.3

Or1K-4.3.4

MK-1

[K-1.4

[K-2.1

l1K-2

[1K-2.5

[1K-3.2

lK-3

[1K-3.5

1K-3.6

OTt4eT no npakTuke. 3awmTa oT4eTa no
NpaKkTUKe.

OgpopmneHue omyéma
10 umoaam fpakmuKu

OrlK-5.12

Or1K-5

OrlK-5.13

OTyeT No npakTuke.

lNpomexyToyHasa aTTectaums

dopma KOHTPONS — 3a4eT C OLIEHKOM

WHaveuayansHoe 3agaHve




20. TunoBble OLEHOYHbIE cpeaoctBa M MeToAMYeCKUe MaTepuanbl, onpeagendairlune
npoueaypbl oueHnBaHunsA

20.1 TeKyLwuMin KOHTPOIb yCNeBaeMoCTH
KoHTponb ycneBaemocTv MO AUCUUNIIMHE OCYLLECTBNAETCHA C MOMOLLbIO CNeayrLnX OLEeHOYHbIX
cpeacTs:
[poekm

MepeyeHb NPOEKTOB

1. W3y4yeHue OpraHu3aLMOHHOro CTpOEeHus 6a30BbIX npeanpuaTun, Ha3HayeHus
OTAEeNbHbIX NogpasaeneHnii n cnyxo, a Takke X B3aMMOAEeNCTBMS.

2. WN3yyeHne wucnonb3yemblx B CTPYKType MpeanpuatMs MeTogoB 06paboTkM  MCXOAHbIX
MaTepuanoB W COOTBETCTBYKOLMX CPeacTB, a Tawke obopydoBaHus, npegHasHayeHHoOro And 3aTux
uenen.

3. [puobpeTeHne npakTU4ecknx HaBblkOB MO pas3paboTke u/unu noaroToBKE KOHCTPYKTOPCKO-
TEXHONOrM4YeCcKoM [OOKyMEeHTaumMuM Ofs NpOM3BOACTBa annapaTypbl 3awuTbl MHPOPMaLMU C y4eTOM
TPagULUMOHHBIX Ans 6a30BOro npeanpuaTMs UCXOOHbIX MaTepuanoB, obopyaoBaHMs M METOAOB
00paboTku.

4. W3syyeHne npuHUMNOB paboTbl M NpuoBpeTeHne HaBbIKOB MPaKTUYECKOro MCMOoNb30BaHUA
obopynoBaHus ans aBTOMAaTM3MPOBAHHOWN NOArOTOBKM KOHCTPYKTOPCKO-TEXHOSTOMMYECKON
OOKyMeHTaumn nNpu NoOAroToBKe NPOU3BOACTBA K CEPUNHOMY BbINYCKY N3OENUN.

5. OsHakomneHne C MeTogamum M COOTBETCTBYHOLUMM OOOpyLOBaHMEM [nsi MPOU3BOACTBA M
KOHTpOns  rogHocTn  annapaTypbl.  [lpuobpeTeHne  NpakTUYeckux  HaBblkoB  paboTbl  C
obopynoBaHMeM  Onsi KOHTPONA M flokanu3auum — TexHonorndyeckux  aedpektoB  nocne
aBTOMAaTM3MPOBaAHHOWN COOPKM MOAyNen cpeacTB 3almTbl MHGPOPMaLUK.

6. WN3yyeHne MeTOOOB TEXHUKO-IKOHOMUYECKOro OBOCHOBAHMS W TEXHONOrMYEeCKOM MOArOTOBKM
Npov3BOACTBA MPU BbiNyCKe HOBbIX U3OENNNA.

7. WIdydeHune CTpPYKTypbl, cOCTaBa nporpaMmmMHo-annapaTHbIX CPeacTB 3alumTbl MHpopmaumm n
NH(POPMAaLIMOHHbBIX CUCTEM.

8. WNayyeHne wn npakTnyeckoe nNPUMEHEHME HOBbIX WH(OPMAUMOHHBLIX TEeXHONOorMn Ans
pelweHns pasHoobpasHbIX MNpuUKNagHbIX 3agad M pa3paboTku crneumannanpoBaHHbIX KOMMSIEKCOB
3aLWnTbl MHCpopMaLUnK.

9. TlaTeHTHO-MHOPMALUMOHHOE UWCCreaoBaHMe Mo BbIOOPY BapUaHTOB BO3MOXHbLIX PELUEHUI
no TemMe M UX OUEHKe, COMOCTaBfiIEHME C TEXHUYECKMM YPOBHEM COBPEMEHHbLIX OTEYECTBEHHbLIX W
3apybekHbIX aHanoros.

10. PaspaboTtka n ocopmneHme paboumnx yepTexen U OApyron TEXHUYECKOW U IKCMnnyaTaumoOHHON
AOKYMEHTaLMM Ha CNPOEKTUPOBAHHOE N3enve unm NporpaMmHble CpeacTBa.

11. PaspaboTka ¥ NpPUMEHEHWE MaLUMHHBIX METOOO0B MPOEKTUPOBAHMA u3genui, paspaboTku
YyepTexemn U TEXHONOrMYeCKNX NpoLLEeCCOB.

12. AHanua TexHONOrM4yeckoro npouecca kak obbekta ynpasneHusi, Mogenu obbekTa U 3aKOHbI
yrnpaBneHus.

13. TexHn4yeckoe NpoeKkTUpoBaHNE CPEACTB 3aLMThl UHPOPMALMN.

14. PaspaboTka oTaenbHbIX NOACMCTEM 3aLUUTbI MHCpOPMaLUK.

15. PaspaboTtka paboyen JOKyMeHTauuw.

16. OnpepeneHne addekTMBHOCTM paspaboTaHHbIX MEeTOOOB W KadecTBa COCTaBMEHHbIX
nporpamMmm.

TpeboBaHUA K BbINONMHEHWNIO 3a4aHNI

lMpoBecTn aHanu3 nOCTaBNEHHOM 3ajadnM C TOYKM 3peHusa obecrneyeHns HaxoXaeHUs
3P(PEKTMBHOIO peLleHns onMpasiCb Ha CYLLECTBYIOLLYIO MHAPACTPYKTYpY OpraHusauum (paccMoTpeTb
TeopeTMyeckme acnekTbl, Ha OCHOBaHUM aHanu3a NoCTPOUTb MOLENb PELUEeHUs 1 T7.4.).

20.2 NMpomexyToyHas aTrectayms

MpomexxyToyHas aTTecTauus No AUCUMUNINHE OCYLLECTBNSETCS C NMOMOLLbIO CrieayoLnx
OLIEHOYHbIX CPEACTB:

Omyem no rpakmuke

[lepeyeHb UHOUBUOYasibHbIX 3a0aHull




PaspaboTatbe nporpammMHOE NPUIOXEHWE, peanuaytoLlee:

1. LU-pasnoxeHue maTpuubl.

2. Mertopg Naycca pelueHns CUCTEM JIMHENHBIX YPaBHEHUN.

3. MeTtog nporoHku.

4. TlocTpoeHMe  WHTEPNOSIIUMOHHOIO  MHOroYfieHa  MeToAOM  HeomnpenenéHHbIX
KOa(ppULmMeHTOB.

5. WNHTepnonaunoHHbIN MHOroYneH JlarpaHxa.

6. WHTepnonaumMoHHbIN MHOro4YneH HbloToHa.

7. MeTog HauMeHbLUMX KBaApaToB.

8. T[MpubnmxeHne pyHKLMM KyBUdeckumm cnnanHamum.

9. MeTtog npocTtbix utepaumi. Metog HbtoToHa. MeTop cekyLumx.

10. ABHbIn MeTOq Onnepa. HesiBHbIM MeToq, Dunepa.

11. MeTtogbl PyHre — KyTTa.

12. Metogbl  NpUMBNMXEHHOrO  peleHna  KpaeBblX 3agad  and  OBblIKHOBEHHbIX
andpdepeHumanbHbIX ypaBHEHUIA BTOPOro nopsiaka.

13. lMpocTenwne siBHad M HesiBHAA pas3HOCTHble CxeMbl B cnyyae 3agayn Kowwm gns
ypaBHEHNA TENONPOBOLHOCTH.

14. Pa3HoCTHaa cxema «KpecT» B Crlydyae HadanbHO-KpaeBOM 3ajaun AN BOSTHOBOro
ypaBHEHUS.

15. PasHoCTHada cxema «KpecCT» B criydae 3agadm Qupuxne ans ypasHeHus NyaccoHa.

16. OuckpeTHoe npeobpasoBaHne dPypbe. beicTpoe npeobpasoBaHune dypbe.

17. Hantn makcmmanbHoe no moaynto CO6CTBEHHOE 3HaYeHWe CTEMeHHbIM MeTo4oM Ans
3agaHHOW MaTpuLbl.

18. C nomouwbto LU-pasnoxeHnsi HamnTu cobCTBEHHbIE 3HAYeHUs U COBCTBEHHbIE BEKTOpA
ANa 3ajaHHON MaTpuLbl.

19. MeTtogomMm Xaneukoro pewnTb CUCTEMY JIMHEWHbIX anrebpanyeckmx ypaBHEHUA C
NEHTOYHOM MaTpULLEn.

20. Bbl4MCnNUTb UHTEPNONSLUMOHHOE 3HAYEHNE (PYHKUUM M OLEHUTb TOYHOCTb MOMYyYEHHOro
3Ha4YeHUs C UCNoJSIb30BaHNEM NOSIMHOMOB JlarpaHxa BTOpou 1 TpeTbeun CTENEHN.

21. NHTepnonupoBaTb (YHKUMM C MNOMOLLbD MHOroudsieHa JlarpaHxa cTteneHM m Ha
HepaBHOMEPHOW CeTKe Y3I0B.

22. PewnTb HenvHenHoe auddepeHumanbHoe ypaBHEeHMEe MeTodoM Xoph (MeToaom
NMHENHOW MHTEPNONALUK)

23. Pewntb cuctemy  HenuHenHblXx  gudpdepeHunanbHbiX  YpaBHEHUA  METOAOM
NMOSMIOBMHHOIO AeneHus.

24. Pewntb sBHbIM MeTogoM OJOwnnepa 3agady Kowu ana cucteMbl OBbIKHOBEHHbIX
anddepeHumanbHbIX YpaBHEHUI C 3a4aHHOM TOYHOCTbIO, NCMONb3ya ANs Bblibopa wwara ceTku
npasuno PyHre.

25. CpaBHuTb MeTog PyHre-KyTThl 1 MeTOog Agamca 3agaHHOro nopsigka TOYHOCTM.

MpoBecTM aHanu3 nOCTaBNEHHOW 3agayM C TOYKM 3peHus obecnevyeHuss MakcMMarnbHO
apeKkTMBHON 3almTbl  UHGOPMaUUM B MHGPACTPYKTYpe opraHusaumm (paccMoTpeTb
TeopeTU4ecKkne acnekTbl, Ha OCHOBaHWM aHanM3a NocTPouTb Moaenb 6e3onacHoCTK).

1. Yrposa oTkasa cnyx6 (yrposa otkasa B goctyne). OcCoO6eHHOCTM 1 NpuMepbl peanusauum
yrpossbil.

2. Yrposa packpblTus napameTpoB cuctembl. OCOBEHHOCTM W npuMepbl peanuaauuu
yrpossbil.

3. OcHOBHble TuUMNbl NONUTMKM ©e3onacHOCTM JocTyna K AaHHbIM. [UCKpeuuoHHble U
MaH4aTHbIe NOJIUTUKMN.

4, TpeboBaHMsas K cuctemMaM  KpunTorpaduyeckom  3awuTbl:  Kpuntorpadguyeckune
TpeboBaHusa, TpeboBaHma HagexHocTn, TpeboBaHus no 3awmte oTr HC[H, TpeboBaHmsa k
cpeacTteam paspaboTku.



5. AOMWUHUCTPATUBHBIN YPOBEHb 3aluTbl WHpOPMauMn. 3agayn pasfvyHbIX YPOBHEW
yrnpasreHus B peleHun 3agadm obecneveHms nHopmMaLMOHHON 6e30NacHOCTMU.

6. MNpoueaypHbin ypoBeHb obecnedyeHns GesonacHocTU. ABTopu3aumst Nonb3oBaTenen B
WHGOPMAaLMOHHOW cucteme.

7. N\geHTudukauma wn ayteHTudukauma npu Bxoge B WHGOPMALNOHHYIO CUCTEMY.
Mcnonb3oBaHne NaponbHbIX cxeM. HegocTaTkn NaporbHbIX CXEM.

8. peHTndmkaumsa wn ayteHTUduKaums nonb3oBatenen. [lpumeHeHne nporpaMmHo-
annapaTtHbIX CpeacTB ayTeHTUduKkaumm (cMmapT-KapTbl, TOKEHBbI).

9. buomeTpuydeckue cpeactea naeHTUUKaLMU 1 ayTeHTUdMKaUMM Nonb3oBaTenemn.

10. AyTeHTuurkaums cybbeKTOB B pacnpeeneHHblx cuctemax, npobnemMsl 1 peLueHns.

11. AyauT B WH(OPMAUMNOHHBIX cucTemax. PyHKUMM U Ha3HaYeHWe ayauTa, ero ponb B
obecneveHnn NHHopMaLNoHHON 6e30MacHOCTN.

12. Bupycbl 1 metoabl 60pbbbl C HUMWU. AHTUBUPYCHbIE NPOrPamMMbl U NaKeThbI.

13. lNporpammMHoO-annapaTHble  3awWuTbl  MH(POPMALIMOHHLIX pecypcoB B WHTepHeT.
MexceTeBble aKpaHbl, X PYHKLUUN U HA3HaYeHUS.

14. Kputepun oueHkm ©6e30MacHOCTU KOMMNbIOTEPHbIX cuctem. CTpykTypa TpeboBaHum
©e3onacHocTu. Knacchbl 3aWmiLeHHOCTH.

15. EanHble Kputepumn 6e30nacHOCTU MHPOPMALMOHHBIX TEXHOoNormn. MNMoHaTtne npoduns
3awuTbl. CTpyKTypa npoduns 3allmThbl.

16. EanHble kputepumn 6e30NacHOCTU MHAOPMALMOHHBLIX TEXHONorMn. [poekT 3awmThbl.
TpeboBaHus 6e3onacHOCTH ((PyHKUMOHaNbHbLIE TpeboBaHnAa N TpeboBaHUS afeKBaTHOCTH).

17. NoHATne anekTpoHHOM umndposon noanucu. lNpouenypbl PopMupoBaHUA LNGPPOBON
noanmcm.

18. MeToabl HecMMMeTpUYHOro wugpoBaHus. Kcnonb3oBaHMe HECUMMETPUYHOro
WwnppoBaHuna ons obecneyeHns LenoCcTHOCTN JaHHbIX.

19. CpenctBa obecneyeHuss WHgopMaumoHHonm 6GesonacHoctn B OC  Windows.
PasrpaHnyeHune goctyna K faHHbIM. [pynnoBasi nonuTuka.

20. NpumeHeHne annoson cuctembl NTFS pgna obecnedyeHus WMHGOPMaALMOHHOMN
6esonacHocTn B Windows.

21. Cnuckn koHTpona goctyna Kk gaHHbiM (ACL) ux ponb B pasrpaHuveHuu goctyna K
AaHHbIM.

MpomexyTouHas aTTecTaums no NpakTuke BKMOYaeT NOArOTOBKY M 3aLluUTy oT4eTa.

OTtueT cogepxuT crnegylowme cocTtaenswowme: obpaboTaHHbIM U CUCTEMATU3NPOBAHHBIN
MaTepuan no TemMaTuke MNPaKTUKK; SKCNEePUMMEHTAaNbHY YacTb, BKMHOYAOLWY0 OCHOBHbIE
MeTOoAbl NPOBEAEHUA UccnegoBaHnsa N ctatuctTuyeckon obpaboTkun, obecyxaeHne NonyvYeHHbIX
pes3ynbTaToB; 3aKmntoveHne, BbIBOAbI U CMUCOK NUTEPAaTYpPHbIX MCTOYHUKOB. OTYeT 06a3aTenbHO
noanuncobiBaeTca (3aBepsieTCsl) pyKOBOAUTENEM NPAKTUKN. Pe3ynbTaTbl NPOXOXOEHUSA MPaKTUKM
AoknagbiBatotca obyyarowmMmcs B BMAE YCTHOrO COOBLIEHMS C eMOHCTpaunen npeseHTaumm
Ha 3acefaHuun kadeapbl (3aKnNOYUTENBHON KOHEpPEHLMN).

Mo pesynbTatam pJokraga C YY4eTOM XapaKTEPUCTMKM pPyKOBOOMTENA W KayecTBa
npeacTaBfieHHbIX OTYETHbIX MaTepuanoB oby4darlollemMycs BbICTaBMASIETCA COOTBETCTBYHOLLAA
oueHka (ouddepeHUMPOBaHHbIN 3a4eT MO MTOraM MNpPaKTUKK BbiCTaBnsieTcs oby4varowmmcs
pyKOBOAUTENEM NPAKTUKN HA OCHOBaHWMM AOKMada U OTYETHbIX MaTepuanos, NpeacTaBneHHbIX
obyyvatowmmcs).

OueHka nNo npakTuke BbICTABMSAETCA PYKOBOOAMTENEM MNPAKTMKU OT Kadeapbl HA OCHOBE
coaepXaHmsa oTyeTa CTygeHTa, OT3blBa PYKOBOAMTENSI OT NpPeanpusaTusi, BbICTYNNEHUA C
npeseHTaumen n OTBETOB Ha BONPOCHI MO UTOraM MPakTUKW.

OTyeT NO nNpakTuKe [J0mKeH OblTb W3NOXEH TEeXHUYECKNM TPaMOTHbIM $3bIKOM C
NPUMEHEHNEM pPEKOMEHAOBAHHbIX TEpMUHOB W abbpesuaTtyp 6e3 opdorpadumyeckux u
rpammMaTtmyecknx owmnbok. [Npu 3awmuTe oTyeTa NO MNpakTUKE OLEHWBAETCH COOTBETCTBUE
WHpopmauun, npeacTaBneHHon B OT4eTe, AaHHbIM M3 MHEOPMAaLUMOHHBLIX PecypcoB obuiero
aoctyna cet IHTepHeT, maTepmanos Nekumn, y4ebHOM 1 TEXHNYECKOW NuTepaTypbl.



KoHeuYHbIMM pesynbTaTtamu OCBOEHUS NPOrpaMmbl MPaAKTUKN SABNSAIOTCA CHOPMUPOBAHHBbIE
KOrHUTMBHbIE [LECKPUNTOPbl «3HaTb», «YMETb», «BMNageTb», pacnucaHHble Mo OTAeNbHbIM
komneteHumam. OHM npeacTaeneHbl B Tabnuue. dPopmumpoBaHMe 3STUX OECKPUNTOPOB
NPoOUCXoouMT B TeYeHWe BCEro nepmoga nNpPOXOXOEHUs MNPakTUKW, B paMKax BbIMOMHEHUS
CaMOCTOATENbHON paboTbl HA MEecTe MPOXOXAEHUS MPAaKTUKUW NPU BbINONTHEHUM Pa3NUYHbIX
BMOoB paboT nog pykoBOACTBOM PYKOBOAUTENS NMPAKTMKM OT kadoeapbl.

[nsa oueHkn geckpmntopoB kKomneTeHum ncnonbdyetca 100 6annbHas wkana oueHoK.

[na onpepeneHns akTUYeCKMX OLEHOK KaXKOoro nokasaTtesnisl BbICTaBnsTCA cregyoLwme
O6annbl.

Ona peckpunTopoB KaTteropumn «3HaTby:

- pes3ynbTaTt, COAEepXalUn MOMHbIA NpPaBUIbHbIA OTBET, MOSIHOCTbIO COOTBETCTBYET
TpeboBaHnAM KpuTepusi (OTBET MOMHbIA N MNPaBUSIbHBLIN HA OCHOBAHWUW M3YYEHHbIX TEOPWUMN;
MaTepuan M3noXeH B OnpedeneHHOW NOrM4yeckor nocrnefoBaTenbHOCTM, HAYYHbIM SA3bIKOM;
oTBeT camocTtosTerbHbIM — 85-100% OT MakcumansHoro konmyectso 6annos (100 6annos).

COOTBETCTBYET OLEHKE - KOTIIUYHOY;

- pesynbTaT, cogepXawunh HeNosNHbIA MpaBUIibHbIA OTBET WNWM OTBET, COAepKaLLmi
He3HauMTernbHble HEeTOYHOCTM (OTBET AOCTaTOYHO MOfHbIA W NPaBWUMbHLIN Ha OCHOBaHWUU
N3YYEHHbIX MaTtepuarnos, mMaTtepuan N3r0XeH B onpeaeneHHom nornyeckom
nocrnegoBaTenbHOCTU, NPU 3TOM AONyLWeHbl ABE-TPU HeCYLLECTBEHHble owunbku), 75-84% ot
MakcuManbHOro konuyectsa 6annos; COOTBETCTBYET OLIEHKE - «XOPOLLOY;

- pesynbTaT, CoAepXalluMi HEMNOSMHbIA MNpPaBUibHbIN OTBET WNW OTBET, COAepKaluuin
3HauyuTemnbHblE HETOYHOCTU (NpW OTBETE AomnylleHa CywecTBeHHasd owwubka, unnm B oTBETE
cogepxutca 30 - 60% HeobOXoguMbIX CBeLeHWUA, OTBET HecBA3HbI) — 60-74 % oT
MakcumarnbHOro konuyectsa 6annos; CoOOTBETCTBYET OLEHKE - «yAOBIETBOPUTENTBHOY;

- pes3ynbTaT, coaepXKalui HEMOSHbIA NMpaBWUMbHbIM OTBET (CTEMEeHb MOMHOTbI OTBETa —
meHee 30%), HenpaBunbHbIN OTBET (OTBET HE MO CYyLLECTBY 3aJaHUdA) Unm oTCyTCTBME OTBETA,
T.e. OTBET, HE COOTBETCTBYWLUMA MOMHOCTbO TpeboBaHuam kputepuss, — 0 % oT
MaKkcuMmanbHoro konudectsa 6annos. COOTBETCTBYET OLEHKE - «HEYAOBNETBOPUTESTBHOY.

Ona peckpunTopoB Kateropun «YmeTb» n «BnageTtb»:

- BbIMOMHEHbI BCe TPebOBaHMS K BbLIMNOMIHEHUIO, HanMMCaHUIO U 3awWuTe OT4yeTa. YMeHue
(HaBbIK) cdhopMmpoBaHO NONHOCTLI0 — 85-100% OT MakcumarnbHOro konmyectsa 6annos.

CoOOTBETCTBYET OLEHKE - KOTIINYHOY;

- BbIMOSIHEHbI OCHOBHbIE TPeboBaHWA K BbLINOSTHEHWUIO, OOPMIIEHUIO M 3alUMTE OT4eTa.
NmetoTca oTaenbHble 3ameyaHnsa n HegocTaTku. YMeHue (HaBblk) chopMMpPOBaHO 4OCTAaTOYHO
NosiHO — 75-84% OT makcumanbHOro konmyectsa 6annoB. COOTBETCTBYET OLEHKE - KXOPOLLIOY;

- BbINONHeHbl 0a3oBble TpebOOBaHMSA K BbIMOMHEHUIO, OOPMMNEHUID M 3alWuTe oT4veTa.
MmeroTca JocTaTouHO CyLLECTBEHHbIE 3aMeyaHust U HegoCTaTKu, Tpedywmne 3HaYnTemNbHbIX
3aTpaT BpPeMeHM Ha wucnpaeneHne. YMeHune (HaBblk) CHOPMUMPOBAHO Ha MWHUMAanbHO
A0NyCTUMOM ypoBHe — 60-74% OT MakcumManbHOro konnyectsa 6annoB. COOTBETCTBYET OLIEHKE
- «yOOBNETBOPUTENBHOY;

- TpeboBaHUA K HAaNMCaHUIO 1 3awmTe otyeTa. IMerTCcss MHOrOUYNCHEHHbIE CYLLECTBEHHbIE
3aMeyaHuss U HepgocTaTku, KOTopble He MOryT OblTb WMCnpaBneHbl. YMeHWe (HaBblk) He
chopmuposaHo — 0 %.

[na aTtTectauumn CTyOeHT nNpeabsiBnsieT OHEBHWK MPakTUKW, 3adaHuMe PyKOBOAMTENs Ha
NPOXOXOEeHME NPaKTUKM M 0dOpMNSeT pesynbTaTbl NPaKTUKM B BuAe OT4yeTa M roTOBUT
BbICTYMNSIEHNE C Npe3eHTaumen nNo pesyrnbTaTtamM NpakTUKu.

[ns oueHnBaHus pe3ynbTaToB 00y4YEeHMSsI HA 3a4eTe C OLEHKOM mncnonbdyetcs 4-6annbHas
lwana: «OTIMYHOY», KXOPOLUOY, «yA0BNETBOPUTESNIBHOY, KHEYLOBETBOPUTESTBHOY.
CooTHoLWEeHME nokasaTenemn, KpUTEPUEB U LUKanbl OLEHMBAHUS Pe3ynbTaToB 00yyYeHus.

YpoBeHb
Kputepun oLeHMBaHNSA KOMMETEHLNIA cchopmumpoBaH Llkana oueHok
HOCTU
KOMMeTeHUun




3HaTb: pesynbTaT, CcoAepXalun MOMHbIN MpaBUNbHbIN  OTBeT, | [loebieHHbIl Omnu4Ho
MONTHOCTBbI COOTBETCTBYET TpeboBaHMAM KpuTepus (OTBET MOSMHLIA U YpPO8€EHb
NpaBWIbHbIA HA OCHOBAHUKN M3YYEHHbIX TEOPUN; MaTepuan U3IoXeH B
onpegeneHHon nornyeckon nocnefoBaTenbHOCTU, HaYYHbIM SI3bIKOM;
OTBET CaMOCTOSATENbHbIN.

«YMeTb» U «BnageTb»: BbINOMHEHLI BCe TPeOOBaHUS K BbINOSIHEHMIO,
HanMcaHuo 1 3aLLnTe oT4yeTa.

3HaTb: pe3ynbTaT, coaepXallMii HEeMnosHbIA MpaBUSbHLIN OTBET WU Gasosbiti Xopowio
OTBET, COAEPXaLUUN HE3HAUMTENbHbIE HETOYHOCTU (OTBET AOCTaTOYHO YpO8eHb

MOMHbIW W NpPaBUMbHbIA HA OCHOBaHUU W3YYEHHbLIX MaTepuanos,

MaTepuvan N3MNOXeEH B onpeaeneHHon rniornyeckon

nocrneaoBaTenbHOCTH, npuv 3TOM AonyLieHbl ABe-Tpu

HeCyLLEeCTBEHHbIE OLUNOKM).

«YMeTb» M «BnapeTb»: BbINOMHEHbI OCHOBHble TpeboBaHMA K
BbINOMHEHNO, 0POPMIIEHMIO M 3alunTe oT4eTa. MiMelTca oTaernbHble
3aMeyvyaHnss W HepocTaTkM.  YMeHue  (HaBblk) CcchopMMpPOBaHO
[0CTaTo4HO MOJSIHO

3HaTb: pe3ynbTaT, coaepXXallMiA HEMONHbIA MPaBUIbHbLIA OTBET UK lNopoeoenili Yoosnemeopu-
OTBET, cogepXawui 3HauMTenbHble HETOYHOCTM (Npu  OTBeTe YpO8€eHb meJsibHO
JonyuweHa cyulectBeHHas owubka, nnu B otBete cogepxutcs 30 -
60% HeobxoaMMbIX CBEAEHUIN, OTBET HECBA3HbIN)

«Ymetb» un «BnapeTb»: BbiMOnHeHbl ©a3oBble TpeboBaHUS K
BbINOMHEHN0, ODOPMIIEHUNIO U 3alunNTe oTyeTa. VimelTcss JOCTaTO4YHO
CYLLECTBEHHbIE 3aMeYaHus 1 HeJoCTaTKW, Tpebyolime 3HauYMTENbHbIX
3aTpaT BpEMEHW Ha NcnpaeBneHme.

3HaTb: pesynbTaT, COAepXallMn HEenomMHbIA NPaBUMbHbLIA  OTBET - Heydosnemeopu-
(cteneHb nonHoTbl otBeTa — MeHee 30%), HenpaBuMbHbIA OTBET mesibHO
(oTBET He No cyLlecTBY 3aJaHuWs) UNKn OTCYTCTBME OTBETA, T.€. OTBET,
He COOTBETCTBYIOLLMI MONTHOCTBIO TPEOOBAHUAM KpUTEPUS.

«YmeTb» n «Bnagetb»: TpeboBaHMA K HAaNMCaHWIO 1 3aluTe oTyeTa.
MmetoTca MHOrOYNCNEHHbIE CYLLECTBEHHbIE 3aMeYaHUs 1 HeOOCTaTKW,
KOTOpbl€ HE MOTYT 6bITb UCNPABIEHbI.

20.3 ®oH/ O1IEHOYHBIX CPeACTB C(POPMUPOBAHHOCTH KOMIIETEHIIMH CTY/IEeHTOB, PEKOMEHyeMbIii 117151
NPOBeIeHUsl IMArHOCTHYECKUX padoT

OlK-5. CnocobeH nNpUMEHSATb HOPMAaTWMBHbIE MPaBOBblIE aKTbl, HOPMATMBHbIE W MeToauYecKue
AOKYMEHTbI, pernameHTmpyowme eaTenbHOCTb Mo 3awmTte nHpopmaumm

OlK-5.3 ymeeT knaccuguumpoBaTb 3almiaemyro MHopMaumio No Buaam TalHbl U CTENeHsaM
KOHbMAEHUMANbHOCTH

OlK-5.4 ymeeT knaccudmumpoBatb U OUEHMBATbL Yrpo3bl MHOpMaumoHHON 6e3onacHocTn Ans
obbekTa nHpopmaTmsaumm

OlK-5.9 ymeeT 060CHOBbIBaTb peLUEeHUsl, CBA3aHHbIe C peanuaaumern NpaBoBbIX HOPM MO 3alwuTe
nHopmMaumm B npegenax AOMKHOCTHbIX 00si3aHHOCTEW, npeanpuHMMaTtb Heobxoaumble Mepbl Mo
BOCCTaHOBIIEHUIO HAPYLLEHHbIX NpaB;

OrlK-5.12 ymeeT c¢opmynmpoBaTb OCHOBHble TpeboBaHuA MHGOPMAaUMOHHON 6e3onacHOCTM npu
aKCnyaTaumm KOMMNbOTEPHOW CUCTEMBI;

OlK-5.13 ymeeT opmMynupoBaTb OCHOBHble TpeboBaHMA MO 3awuTe KOoHMAeHUManbHOM
MHOpMaLmMmM, NepcoHarnbHbIX OAaHHbIX U OXpaHe pe3ynbTaTOB WHTENNeKTyanbHOW OeATEeNbHOCTU B
opraHusauuu;

OlK-5.17 ymeeT aHanu3npoBaTb U OLEHMBaTb Yrpo3bl MHOPMaLUNOHHOM Be3onacHOCTM obbekTa
Mo TEXHWYECKNM KaHanam

OrK-5.19 BnageeT meTogamun 1 cpeacTBaMm TEXHUYECKOW 3aLUnTbl MHopMaLmm
OlK-6. CnocobeH npu pelweHnn npodeccuoHanbHbIX 3a4ady OpraHM3oBbiBaTb 3awMTy WHOpPMaLmK
OrpPaHMYEeHHOro A0CTyna B KOMMbIOTEPHbIX CUCTEMAX W CETAX B COOTBETCTBMM C HOPMAaTUBHbIMU
NpaBoBbIMM akTaMh U HOPMATMBHbIMW METOAMYECKMMU OoKymeHTamu PepfepanbHon  criyxobl
6esonacHoctn Poccunckon depepaumn, PepepanbHon CnyxObl MO TEXHUYECKOMY W 3KCMOPTHOMY
KOHTpONto

Ol1K-6.6 ymeeT paspabaTtbiBaTe MOAENM YrpO3 U MOLESN HAPYLLUMUTENS KOMMbIOTEPHBLIX CUCTEM;



Or1K-6.10 ymeeT NpMMEHsITb OTEYECTBEHHbIE U 3apybexHble cTaHdapTbl B 0651aCTN KOMMNbIOTEPHOWN
Ge3onacHOCTM AOns NPOEKTUPOBAHUA, pas3paboTKM W OUEHMBaHUA 3alMLLEHHOCTU KOMMbIOTEPHON
cucTembl
Or1K-9. CnocobeH peliatb 3agaqm npodeccmoHanbHoOn AeATENbHOCTU C y4ETOM TEKYLLLErO COCTOSAHUS U
TEHOEHUUA pasBUTMS METOAOB 3aluTbl MHOPMaUMM B OMNEPALMOHHbIX CUCTEMAX, KOMMbIOTEPHbIX
CeTaX U cucTemax ynpasneHns 6asamm gaHHbIX, @ Takke METOA0B U CPEACTB 3almTbl MHOpMaLUunM oT
YTEYKM N0 TEXHUYECKUM KaHanam, ceTen 1 CMCTeEM nepegadv nHpopmaumm

Orl1K-9.3 ymeeT opraHum3oBaTb 3aWuTy MHOPMaAUMW OT YTEYKM MO TEXHWYECKMM KaHanam Ha
ob6bekTax MHpopmaTmsaumm

Orl1K-9.4 ymeeT nonb3oBaTbCsl HOPMATMBHbIMW OOKYMEHTaMM B 00MacTu TEXHUYECKOW 3aliuTbl
MHd opmaLmn

OlK-9.9 ymeetr dopmynupoBaTb W HacTpamBaTb MNOMUTMKY ©e30MacHOCTU  MOKarbHbIX
KOMMNbIOTEPHBIX CETEN, NOCTPOEHHbLIX HA OCHOBE OCHOBHbIX ONepaLMOHHbIX CUCTEM;

OrlK-10. CnocobeH aHanuaupoBaTb TEHAEHUUW Pas3BUTUA METOAOB M CPenCTB KpunTorpadunyeckom
3aWmThl MH(popmaLmMM, ucnonb3oBaTb CpeacTBa Kpuntorpaduyeckon 3aliuTbl WHGOpMaLMM npu
pelweHnn 3agad npodeccnoHanbHOM AeaTeNbHOCTH

OlK-10.4 ymeeT KOPPEKTHO WCMNONb30BaTb KpunTorpaduyeckMe anroputMmbl Ha MpakTuke npu
peLLeHnn 3agad Kpuntorpaduyeckumm MeTogamu;

Orl1K-10.5 ymeeT npuMeHATb MaTeMaTMyeckune MeTodbl NpU UCCNefoBaHUKM Kpuntorpaduyeckmx
anropuTmos;

Ol1K-10.6 BnageeT HaBblkaMX UCNOSNb30BaHNS TUMOBbIX KpUNTOrpaguyeckmx anropuTMoB;

OrllK-10.9 ymeeT pasBopaunmBatb MHPPACTPYKTYPY OTKPLITBIX  KMAYErW ANna  pelleHus
KpunTorpadumyeckmx 3agay

OrllK-10.10 ymeeT npoBOOMTbL aHanM3 KpunTorpaduyeckmx TMpOTOKONIOB, B TOM 4UCIE C
NCNonNb30BaHMEM aBTOMaTU3MPOBAHHbLIX CPEACTB

Orl1K-10.17 ymeeT oueHuBaTb TEOPETUYECKYIO CITOXXHOCTb NPUMEHSIEMbIX anropuTMOB

Orl1K-10.20 ymeeT pasBopaymBaTb WHMPPACTPYKTYPY OTKPbLITLIX KIOYEW ANS PeleHnust KpunTo-
rpadomyecknx 3agad

OrlK-10.25 ymeeT BbMMCNATL TEOPETUKO-MHPOPMALMOHHBIE  XapaKTEPUCTUKN  MCTOYHUKOB
COOBLLIEHNI N KaHaMOB CBA3M (SHTPOMNKMS, B3anMHaa UHopmaLmMm, NPonyckHast CNOCOBHOCTL);

Or1K-10.26 ymeeT pewatb TUNOBbIE 3a4a4v KOANPOBaHUS U AEKOANPOBAHMS;

Orl1K-10.27 BnageeT ocHOBaMM MOCTPOEHUST MaTEMATUYECKMX MOENEN TEKCTOBOW MHGOpMaLmm n
MOZEeNen cucTem nepenayn MHopmaLmu;

Orl1K-10.28 BnageeT HaBblkaMM MPUMEHEHUS MaTeMaTUYecKoro annapata Aans  peleHns
NPVKNagHbIX TEOPETUKO-UH(POPMALIMOHHbIX 3a4au.

Orl1K-11. CnocobeH paspabaTbiBaTe NOAUTUKM 6€30MacHOCTM, MONUTUKM yMNpaBneHus LOOCTYNnoM W
NHPOPMaLMOHHBIMW NOTOKaMKN B KOMMbIOTEPHBIX CUCTEMAX C y4eTOM yrpo3 6e3onacHoCTn MHopmaumm
n TpebGoBaHU No 3almTe nHdopmauum

OrllK-11.4 ymeer paspabaTtbiBaTtb MOAENM Yrpo3 W MOAENU HapywmTens ©6e3onacHoCcTn
KOMMNbIOTEPHBLIX CUCTEM;

OlK-11.5 ymeet paspabatbiBaTb YacTHble NONNTUKM 6€30MacHOCTM KOMMbIOTEPHbLIX CUCTEM, B TOM
yucne NONNTUKK ynpaBrneHnsa 4OCTYNOM U MHPOPMALMOHHLIMW MOTOKaMMU;

OrllK-11.9 ymeer dopmynupoBatb M HacTpamBaTb MNONUTMKY ©6€30MacHOCTM  OCHOBHbIX
OonepaumOHHbIX CUCTEM

OrlK-11.10 ymeeT copmMmynupoBaTb W HacTpavmBaTb MNOMMTUKY 6e30MacHOCTM  fOKarnbHbIX
KOMMNbIOTEPHBIX CETEN, NOCTPOEHHLIX Ha 6a3e OCHOBHbIX ONEpPaLMOHHbBIX CUCTEM
OlK-12. CnocobeH agMUHUCTPUPOBaTb OMepaumoHHble CUCTEMbI W  BbINONHATL paboTbl MO
BOCCTaHOBIEHNIO paboTOCNOCOBHOCTM NPUKIAAHOIO 1 CUCTEMHOMO NPOrpaMmMHOro obecneyeHus

OrlK-12.5 YmeeT ocyLecTBAsaTb agMUHUCTPUPOBaHNE NPOrpaMmMHOro obecneveHnst cneumnanbHOro
Ha3Ha4eHus1, BKINOYasa onepaumoHHble CUCTEMbI, B TOM YMCHE OTEYECTBEHHOIO NPON3BOACTRA.

OlK-12.7 YmeeT BocCTaHaBnNuBaTtb paboTocnocobHOCTbL NpOorpaMm crneunanbHOro Ha3HavYeHust Npu
BO3HMKHOBEHWUWN HELUTATHbIX CUTYaL M.

OlK-13. CnocobeH paspabaTbiBaTb KOMMNOHEHTbI NPOrpaMMHbLIX M NPOrpaMMHO-annapaTHbIX CpeacTs
3aWnTbl MHpOPMaLMM B KOMMbIOTEPHBLIX CUCTEMAX Y NPOBOANTL aHann3 nx 6e3onacHocTu

OlK-13.1 ymeeT dopmMynupoBaTb W HacTpamBaTb MOMMTUKY 6€30MacHOCTM  OCHOBHbIX
onepaumOHHbIX CUCTEM

OrllK-13.2 BnageetT HaBblkamu pa3paboTkM NPorpaMMHbIX MOAYIMEW, peanuayroux 3agayu,
cBsA3aHHble ¢ obecneyveHremM 6e30MacHOCTM OnepaLMOHHbIX CUCTEM PaCNPOCTPAHEHHbIX CEMENCTB



OrllK-13.5 ymeer pabotatb C WHTErpUpoBaHHLIMKM cpefamn  pas3paboTku  NpPorpaMmmMHOro
obecneyeHus;

OlK-13.6 Bnageet HaBblkamMy pa3paboTkM, OTNagKW, OOKYMEHTUPOBAHWSA W  TECTUPOBAHUS
nporpamm;

OlK-13.17 BnageeT HaBblkamMu  pa3paboTkMm  anropyutMOB  ANsl  pPEWeHUss  TUMNOBbIX
npogeccnoHanbHbIX 3a4ay;

OrllK-13.18 YmeeT npumeHaTb CpeacTBa U MeTOoAbl aHanm3a nporpaMMHoro obecnevyeHus ans
BbISIBNIEHWS 3aKNagokK

OlK-13.19 YmeeT npuMMeHATb MeTOA4bl aHanmM3a MNPOEKTHbIX peleHnn ana obecneyeHus
3aLUNLLIEHHOCTN KOMMbIOTEPHBLIX CUCTEM.

OrllK-13.21 YmeTb nNpUMEHATb COBPEMEHHbIE cpeacTBa obecneyeHus MHGPOPMALNOHHOM
6e30nacHOCTM NporpamMmm n AaHHbIX

OlK-13.23 YmeeT npoBOAMTb aHanu3 MNporpamMHbIX CPEACTB, MPUMEHSEMbIX OS5 KOHTPOMs W
3aWnTbl MHG OPMaLn
OlK-14. CnocobeH npoekTnpoBaTb 6a3bl AaHHbIX, aAMUHUCTPMPOBATL CUCTEMbI yrpaBneHuss Gasamm
AaHHbIX B COOTBETCTBUM C TpeboBaHNsIMM Mo 3aLumTe UHopmaumm

OlK-14.4 ymeeT npoekTupoBaTb pensuuoHHble 6asbl AaHHbIX M OCYLECTBNATb HOpManusauuio
OTHOLLEHWUI MPU NPOEKTUPOBAHUN pensiLMOHHON 6a3bl AaHHbIX

Or1K-14.5 ymeeT HacTpanBaTb 1 NPUMEHATH COBPEMEHHbIE CUCTEMbI YNpaBneHus 6a3amm gaHHbIX

Orl1K-14.6 Bnageet MeTOOUKON M HaBblkaMW COCTAaBIIEHMS 3anpoCOB Af1s1 NOMCka MHopMauun B
0asax gaHHbIX

Orl1K-14.11 ymeeT nonb3oBaTbCs cpeacTBamu 3awmnThbl, npegoctasnseMmoiMn CYB[;

OlK-14.12 ymeeT co3gaBaTb LONONHUTENbHbIE CPEACTBA 3alnTbl 6a3 AaHHbIX;

Orl1K-14.13 ymeeT NnpoBOANTb aHanm3 1 oLeHnBaHMe MeXaHM3MOB 3aLnTbl 6a3 OaHHbIX;

Orl1K-14.14 BnageeT MeETOOUKON U HABblkaMM UCMONb30BaHUSA CPEACTB 3aLlMThl, MPeaoCcTaBnsaeMbIX
CYyBb[.

OlK-15. CnocobeH agMUHUCTPUPOBaTb KOMMbIOTEPHbIE CETM W KOHTPONMPOBaTb KOPPEKTHOCTb WX
bYHKLUMOHMpPOBAHUSA

OlK-15.6 ymeeT OCyWEeCTBNATbL MNPOEKTUPOBAHME W  ONTUMU3ALMIO  PYHKLVNOHUPOBAHUS
KOMMbIOTEPHbIX CETEN;

Or1K-15.7 BrnageeT HaBblKaMn agMUHUCTPUPOBAHNSA KOMMbIOTEPHLIX CETEN;

OrlK-16. CnocobeH NpoBOANTE MOHUTOPUHI paboTOCNOCOBHOCTU M aHanm3 3aEKTUBHOCTN CPEACcTB
3aLWNTbl MHpOPMaLMM B KOMMbIOTEPHBLIX CUCTEMAX U CETSX

OlK-16.6 ymeeT dopmMmynuMpoBaTb W HacTpauBaTb MNOAUTMKY 6€30MacHOCTM  OCHOBHbIX
OnepauMOHHbIX CUCTEM, a TaKKe NoKanbHbIX KOMMbIOTEPHbIX CETEN, NMOCTPOEHHbIX HA X OCHOBE;

OlK-16.7 ymeeT nNPUMEHSITb 3alUMLLEHHbIE MPOTOKOMbI, MEXCEeTeBble 3KpaHbl M CpeacTBa
OoBHapy>XeHNs BTOPXKEHWI ANs 3almTbl HPOpMaL MM B CETSX;

OlK-16.8 ymeeT OCyLLeCTBNATb Mepbl NPOTUBOAENCTBUS HapyLleHUsaM ceTeBon 6e3onacHocTu C
NCNONb30BaHMEM PasfMYHbIX MPOrPamMMHbIX 1 annapaTHbIX CPEACTB 3aLUUTbI;

Orl1K-16.9 BnageeT HaBblkaMn HACTPOMKN MEXKCETEBbLIX SKPAHOB;

Orl1K-16.10 BrnageeT meTogukamMmum aHanmsa ceTeBoro Tpaduka;

OlK-16.12 YmMmeeT BbISBNATb OENCTBME BPEAOHOCHbLIX MporpaMm, M OonpefensTb Xapaktep ux
BO3JEeNCTBUA.

OlK-16.16 YmeeT BbINOMAHATbL paboTbl MO BOCCTAaHOBMNEHMIO paboTOCNOCOBHOCTN CpeacTB 3aluThbl
MHopMaLmMm NP BO3HUKHOBEHMMW HELLTATHBIX CUTYaLUiA
OrIK-4.1 CnocobeH opzaHu308bieamb 3auyumy UHGopMayuu 8 KOMIMbLIOMEPHbLIX cucmemax u cemsix (no
obriacmsmM rpuMeHeHus)

Ol1K-4.1.5 BnageeT HaBblkaMW NPUMEHEHUS aHANUTUYECKNX N KOMMbIOTEPHbLIX MOAenen 06bEeKToB
NMHopMaTM3auum Npu co3gaHnN CUCTEM 3aLLnTbl MHOpPMaL MK,

OliK-4.2 CniocobeH aHanusuposamb 3aWUWEeHHOCMb, [po8ooUMb MOHUMOPUHE, aydum u
KOHMPOJsbHbIE Mpo8epKu pabomocrnocobHocmu U 3auuuyeHHOCmMuU KOMIbMEPHbIX cucmem u cemel
(mo obnacmsm rnpuMeHeHus)

OllK-4.2.3 BnapeeT HaBblkamMy MNPOBEAEHUA aHanuM3a 3alULLIEHHOCTM, MOHUTOPWHra, ayauta u
obecnevyeHns KOHTPOSbHbIX MPOBEPOK (PYHKLMOHNPOBAHUA M 6€30MacHOCTM KOMMbIOTEPHBLIX CUCTEM U
ceTen;

OrIK-4.3 CniocobeH paspabambigampb U aHanu3upogame KOPPEKMHOCMb MOAUMUKU UHGDOPMaUUOHHOU
be3onacHocmu KOMIMbIOMEPHbIX cucmem u cemel (o obrnacmsm rnpUMeHeHUsT)



OflK-4.3.4 BnageeT HaBblkaMu yrpaBrieHUsi NPOLLEeCCOM peanu3auumn noanTukM MHGopmaLMOHHON
6€e30MacHOCTM KOMMNbIOTEPHBIX CUCTEM U CETEMN, OpraHM3aunn 1 NogaepKaHusa BbINOSIHEHMSA KOMMNIeKca
mMep no obecneyeHnto MHPOPMaLMOHHON 6E30MacHOCTM BbIYUCIIUTENbHBLIX CUCTEM;
l1K-1 CnocobeH npoeodumb aHanu3z mpebosaHuli U 8bINoAHAMbE pPabombl M0 MPOEKMUPO8aHUI
npoepaMmHbIX U arnnapamHdbiX KOMMAOHEHmM cucmembl 6e30rnacHocmu KOMIMbLIOMEPHbIX cucmem U
cemed, 8 MOM 4ucCrIe C UCIMOb308aHUEM COBPEMEHHbIX Memodos U cpedcme 3auwiumsi UHpopmauuu

[1K-1.4 npoBOOUT OLEHKY COOTBETCTBMS MexaHu3MoB 6e30rnacHOCTM KOMMbIOTEPHOW CUCTEMbI
TpeboBaHMAM HOPMATUBHbLIX JOKYMEHTOB, a TakKe UX KOPPEKTHOCTU CYLLECTBYIOLMM pUCKaM;
lK-2 CnocobeH npuHumMams ydacmue 8 3Kcriepmuse U aHanuse ysssumocmed, yepo3 U UHUUOeHmos
UHgbopmayuoHHoU 6e3ornacHOCMU 8 KOMIMbIOMEPHbLIX cucmemax u cemsix

l1K-2.1 npumeHsaeT addeKkTuBHblE MeToabl WM CpeacTBa MNMIAHMPOBAHUA W OpraHuM3aumm
nccneanoBaHul U paspaboTku;

l1K-2.5 npoBoauT TeopeTudeckne U1 MpuUKNagHoe uccrnegoBaHne YpoOBHEW 3alLULLEHHOCTH
KOMMbIOTEPHBIX CUCTEM U CETEWN;
lK-3 CriocobeH yvyacmeosamb 8 pabomax o MpoeKmuposaHuro cucmem 3awjumsl UHgopmauuu 8
KOMMbIOMEPHbLIX cucmemax U cemsx fpu peweHuU rpogeccuoHasnbHbiX, uccriedosamesisCKux u
rnpuknadHbix 3aday

[1K-3.2 3HaeT meToabl agMUHUCTPUPOBAHUS CUCTEM YMPAaBIEHMS COObITUSAMU MHAOPMALMOHHOM
GesonacHoCT, cucTemM OOHapyXeHWss M npeaoTBpalleHNss BTOPXKEHWWA, MOHUTOPWUHra cobbiTuin W
WHUNOEHTOB;

[1K-3.5 BbINOMHAET NPOBEPKY YCTOMYMBOCTM MPUSTOKEHUIA K BHELUHEMY HECAaHKLMOHUPOBaAHHOMY
AOCTyny, B TOM 4uCre NpOBEpKa YCTOMYMBOCTU BEO-NPUNOXEHWA K aTakam, NpUMEHeHue CpeacTB
KOHTpons 6Ge3onacHOCTH, ynpaBneHne Kpuntorpaduyeckumm CpeacTBamMu, a Takke opraHusauus
MeponpuaTun no obecneyeHunto knbepbesonacHoCTH;

[1K-3.6 cnocobeH yyacTBOBaTb B NMPOEKTUPOBaHUM CUCTEMbI 3aliMTbl MHOPMaUMM MU NoacucTemM
NHOpMaLMOHHOM 6e30MNacHOCTN KOMMbIOTEPHOW CUCTEMBI.

Bonpochl ¢ BapuaHTamMu OTBETOB

1.3 Kkakmx KOMMOHEHTOB COCTOMT mnporpammHoe obecneyeHne nwbOM yHMBEpPCcanbHOM
KOMMNbIOTEPHON CUCTEMBI?

— OonepaunoHHON CUCTEMBI, CETEBOrO NPOrpamMmMHoOro obecneyeHus

— oOnepauMoOHHOW CUCTEMbl, CETeBOro MporpaMMHOro ob6ecne4eHUs U CUCTEMbI

ynpaBneHus 6azamMmu faHHbIX;

— OonepaunoHHON CUCTEMbI, CUCTEMBI yNpaBneHns 6asammn gaHHbIX;

— CEeTEeBOro NporpaMMHoOro o6ecneyvyeHmst 1 CUCTEMbI ynpaBneHus 6asammn gaHHbIX
2. [lokymeHTMpoOBaHHasi MHopmaums, OOCTYN K KOTOPOW OrpaHMYMBaeTcs B COOTBETCTBUWN C
3aKoOHOOaTeNbLCTBOM POCCUNCKON heaepaumm - 3To:
KoHdmaeHumanbHaa nidopmaums
— ®dakc
JINYHBIN OHEBHUK
3akoHbl PO
3. Kakvme wmeToabl KpunToaHanmsa OTHOCATCS K CTaTucTudeckum? Bbibepute HeCKOnbko
npaBunbHbIX OTBETOB:

— a) MeToa MakcMMarbHOro npasgononobus;

— ©0) 6banMecoBcKum;

— B) JINHENHbIW;

— T) pa3HOCTHbIV
4. Kakasi kaTeropusi aBnsetTcs Hanbonee puCKOBaHHOM AS1S1 KOMMaHUM C TOYKN 3PEHUS BEPOATHOIO
MOLLEHHNYECTBa U HapyLLeHns 6e3onacHoCTn?

— A) coTpyaHUKM

— bB) xakepbl

— B) aTakyrowme

— ') koHTpareHTbI, NiMua, paboTatoLime No OroBopy
5. Korga uenecoobpasHo He npeanpuHUMaTb HUKAKMX OENCTBUN B OTHOLLUEHUWN BbISIBNEHHbIX
pUCKoB?

— A) korga ans obecneveHus xopoluern 6e30nacHOCTN YYTEHbI BCE PUCKU



— B) korga pucku He MoryT ObITb MPUHATBI BO BHUMaHME NO NOANTUYECKUM COODpaKeHUAM
— B) koraa Heobxoanmble 3aLMTHbIE MEPbI CIINLLIKOM CIOXHbI
— ) korga CTOMMOCTbL KOHTPMEp MpeBbilaeT LEeHHOCTb aKTMBa U MNOTeHUuualribHble
notepu
6. CoBepLUEHHbIN 3Tan 3awmTbl MHPOPMaL MM Ha3bIBAETCA:
—  MHMOOPMaLMNOHHbIM
— Ha4vanbHbIM
— pasBUTbIM*
—  KOMMMEKCHbIM.
7. Ecnn HocuTenu vHgopMauun ABNAKTCA 3MEKTPOMarHUTHbIE BOMHbI, TO Takasd MHAOpP-Maums
OTHOCUTCH K:
— QNEeKTPOHHOM
TeneKoMMyHMUKauMoOHHON™
AOKyMeHTanbHou
peyeBon
8. Cuctembl aHanmsa ya3BMMoCTEN NO3BOMSIOT:
— a) BbIABUTb 3MI0YMbILUIEHHMKA, paboTatoLLlero B KOMMNbIOTEPHOW CETY;
— ©0) BbISIBUTb YSI3BUMOCTM NPOEKTUPYEMON CUCTEMBI 3aLLMTbl MHpOpMaLMK;
— 8) BbISAIBUTb YA3BMMOCTU AENCTBYIOLWEN CUCTEMbI 3alWUTbl MHOpMaLMK.
9. MNpu ncnonb3oBaHMM Napornen cnegyeTt PyKoBOACTBOBATLCA
— [OnwuHHOM napons
— YacTtoTton cmeHbl napons
— WcTopuen napons
— CopepxmmbiM naponsi
— Bce n3 nepeuncneHHoro
— Hwnyero 13 nepeyncneHHoro
10. Onpegenute NpaBWIlbHYO NOCNEAOBATENBHOCTL AeNCTBMI Ang wudpa DES:
a) OT(64 6) — HauyanbHas nepectaHoBka — Cxema ®eucrtens (16 payHpoB ¢ 48 OMTHbIM
knoyom) — KoHeuyHas nepectaHoBka — LLndpTtekcT (64 6)
b) OT(64 6) — HavanbHaa nepectaHoBka — KoHeuyHas nepectaHoBka — Cxema Pencrtensa (16
payHOoB ¢ 64 6UTHbIM krntoyom) — LndppTekcT (64 6)
c) OT(64 6) — HavanbHas nepectaHoBka — KoHeyHas nepectaHoBka — Cxema ®Pencrtens (12
payHOoB ¢ 64 6UTHbIM Krntoyom) — LLndppTtekcT (64 6)
d) OT(64 6) — HavanbHasa nepectaHoBka — Cxema Pencrtens (16 payHaoB ¢ 64 GUTHBIM KIHOYOM)
— KoHeyHasa nepecTtaHoBka — LUndpprekcT (64 6)
11. OudbdepeHumnanbHbIi KpUnToaHanM3 OTHOCUTCA K aTakaMm:
a) Ha ocHoee wndpTekcta
b) Ha ocHoBe OTKpbITLIX TEKCTOB
¢) Ha ocHoBe nogo6paHHOro OTKPLITOro TeKCTa
d) Ha ocHoBe aganTUBHO NOAO6PAHHOIO OTKPLITOrO TeKCTa
12. NaoeHTndmrkauma aTo:
a) npouecc NpeabsABreHns Nonb3oBaTenem naeHTuuKkaTopa;
6) npouecc NOATBEPXKAEHMSA NOANNHHOCTY;
8) cpasHeHue npedbsieyIseMbiXx UOeHMuguKkamopoe C repe4yHeM [PUC8OEHHbIX
udeHmudghukamopos.
13. Kakyto pornb urpatoT LeHTpbl cepTumKaumnm Kroden:
a) OHW WUrpalT ponb [OOBEPEHHOW TpeTbel CTOPOHbl ANA  [oKasblBaHUA (akTa nepegaydv
NHpopmaLmu,;
6) OHu cnyxam Ons peaucmpayuu aboHeHMoO8, U320MOeJIeHUs1 cepmugukamos
OMKPbIMbIX KJIOYel, XpaHeHUsl U320MOBJIeHHbIX cepmugukamos, noddepxKaHusi
8 aKmyasJlbHOM COCIMOSIHUU crpasoyYyHuka delicmeyroujux cepmugukamoe u eblrycKa
crnucka ocpoYHO OMo38aHHbIX cepmughukamos;
14. Kakne u3 nepeyvmcneHHbix kKnbepyrpos aBnsoTCA KoYeBbiMY Ha bnnxkanwee 6yayuiee? Boibepute
BCe NpaBUIbHblE OTBETHI.
— Ycrtpounctsa loT Kak nnowaaka gns peanusaumm atak
— Cnam



— Mporpammbi-BbiMoOraTenu
— Criminal-as-a-service (nepexon KnbepnpecTtynHMKOB Ha CEPBUCHYIO MoAernb)
— [Mporpammbl-LLNNOHBI
— «[lpuspakn wunHTepHeTa npowsnoro» (yrpo3bl OT YyCTapeBlUEro MpPOrpaMMHOro u
nporpamMmmMHo-annapaTHoro obecne4yeHus, KOTOpoe HaxoaAUTCS B UHTEPHETE)
— [llporpammbl-mManHepbl
— CKMMMUHT
15. YTo Takoe HecaHKUMOHMPOBAHHBLIN JOCTYN (HCA)?
1) JocTyn cy6beKTa K 06 beKTy B HapylleHUe yCTaHOBIEHHbIX B CUCTEME NpaBun
pasrpaHuyeHus gocTtyna
2) Co3fgaHune pesepBHbIX KOMUIA B opraHnsauum
3) MpaBuna n nonoxeHus, BoipaboTaHHbIE B OpraHn3aumnmn gnst 06xoga naposibHOM 3alnTbl
4) Bxopg B cuctemy 6e3 cornacoBaHunsi C pykoBoauTenem opraHmsaunm
5) YpaneHue He HyXHOW nHpopmaLmm
16. MNMporpammHble 3aKnagkv MOryT BbINOMHATL AEACTBUSA
a) BHOCUTb NPOU3BOSIbHbIE UCKaXXEHWSI B KOAbI NporpaMm
b) nepeHocuTb doparmeHTel MHGOPMaLUK
C) uckaxkaTb BbIBOANUMYH MHpOPMALIMIO
d) Bce u3 nepeuncneHHoro
e) Hnyero 13 nepeyvncrneHHoro
17. Yrposamu KOH(pmaeHuManeHon MHhopMaumm He SBMSTCA
a) o3HaKoMmIieHne 6e3 HapyLleHUs ee LeroCTHOCTH
b) mogndmkauma nHdbopmaumm
C) paspyLueHme nHdopmaumnm
d) co3paHue U pacnpocTpaHeHue BUPYCOB
18. K cucteme 6e3onacHoCTM MHpopmMaumm npeabssnseTca TpebosaHme
a) npepgocTaBneHWe Monb30BaTeNto MaKCUMarbHbIX MOMHOMOYUA, HeobGXOoAMMbIX emy Ons
BbINOSIHEHWS
Nopy4eHHoON paboTbl
b) npepocrtaBneHMe nonb3oBaTeNild MUHUMArNbHbLIX MOJIHOMOYMA, HEOOXOAUMbBIX emy Ans
BbINOJTHEHUA NOPY4YEHHOMN PaboThbl
C) UrHOPMPOBaHME NOMbITOK HECAHKLMOHMPOBAHHOIO A0CTyNa
d) nepuoguyeckoe pearmpoBaHue Ha BbIXOA U3 CTPOSA CPeACTB 3aLunTbl
19. ['oe npumeHsOTCA cpeacTBa KOHTPOMsSt AUHAMUYECKON LLenoCTHOCTN?
1. aHanu3e noToKka (pMHAHCOBBLIX COOOLLEHN
2. 06paboTke gaHHbIX
3. Npu BbIIBNIEHUU KpaXun, [yonmpoBaHus otaesibHbIX COO0LWEeHUn
20. YkaxuTe, Kakon NpoLecc TeCcTUpOBaHWS MpoBepsieT COOTBETCTBME (PYHKLMOHMPOBAHWUS NPOAyKTa
ero HavyanbHbIM crieynrKkaunsam:
(1) TecTnpoBaHme Nonb30BaTENBLCKOrO NHTEPAENca
(2) TecTnpoBanue ygobcTea MCMNonb30BaHUA
(3) dbyHKUMOHaANbLHOE TeCcTMpOBaHUe
(4) Harpy3o4HOe TecTMpoBaHue
(5) TecTnpoBaHme 6e3onacHoOCTH
21. NpoTokonuMpoBaHne u ayamt MOryT UCNONb30BaTbCA ANS:
(1) npepynpexaexusa HapyweHun Nb
(2) obHapyxeHnsa HapyLeHUn
(3) BoccTaHoBneHus pexuma Ub
22. Hopmauus, xpanswasncs Ha cepsepe LDAP, sisngaeTtcs
(1) PenaunoHHon 6a3on AaHHbIX.
(2) TekcToBBIM haNNOM NPOU3BOSIBHON CTPYKTYPHI.
(3) CoBOKynHOCTLIO 3anucen, KOTopble coaepxaT Habopbl aTpMbyTOB.
(4) ®annom c pacwmpeHuem .Idap.
23. "Mackapag" — aTto
1) ocywecTtBneHve crneynansHo pa3paboTaHHbIMKW NporpaMmMamMuy nepexsara MMeHU 1 Napons
2) BbINOJIHEHUE KaKUX-NMO60 AOeNCcTBMM OAHMM Nofib3OoBaTeneM OT WMEeHU Apyroro
nonb3oBaTens, obnagarolero COoOTBETCTBYHOLUMM NOSTHOMOYUAMMU
24. ACTOYHUKKN BHELUHUX Yrpo3 3TO:



XaKepbl;
— KPUMMUHalnbHble CTPYKTYpbl;
— MNpeAcTaBUTENU CUNOBbLIX CTPYKTYP

25. Ecnu nHdopmaums nckaxkeHa ymbILLIIEHHO, TO €€ Ha3blBatoT:
1. HekayeCTBEHHOW
2. cybbekTuBHON
3. HenormnHoun
4. pe3suHdopmaumen

26. Kak HasbiBaeTCsa NpoLecC, BCTaBKM aHanM3npyoLwmx OyHKLMIN HENOCPEACTBEHHO B UCXOOHbIA KOA,
nporpaMmbl, Nocrne KOMNUNAUMM M 3anycka KOTOPOW BCTaBMEHHbIE aHanuaupyowwme yHKLUUN
BbIMOSIHATCA U BbldagyT pesynbTaT paboThl?

. PasmeTka koga

. MIHCcTpyMeHTauma Kkoga

. ®assnHr

. MyTupoBaHue

27. Kakoe 13 nepeyncrneHHblX HKe YTBEPXKOEHUA ABNAETCA UCTUHHBbIM?

1. CratMyeckun aHanu3a Koga npoucxoaut 06e3 pearnbHOro BbINOSIHEHUA UccneayeMbiX
nporpamm

2. Cratnyeckmii aHanua koga TpebyeT cOOpkM MporpamMmbl M3 UCXOAHBIX KOOOB C AoGaBneHuem
caHuTansepa

3. CtaTnyeckuin aHanua koga He MNO3BONSAET OTCMEeXUBaTb CLEHapuUu BO3HUKHOBEHUS OLINBOK,
ABNAOLLMXCA CNeaCcTBUSMU KPOCCMNaTOPMEHHOCTH

4. CtaTu4eckuin aHanus koga AOCTYNeH TONbKO AN MHTEPNPETUPYEMbIX S3bIKOB
28. Tpwu reHepauusa payHOoBOro kntoya B AES npoussoguTcs:

a. OtbpacbiBaHMe OUTOB YETHOCTU, UCMOMBb3YEMbIX 19 MOMEXOYCTONYMBOCTHU

b. PacwupeHue knoya Ha OCHOBE 3aKpbITOro Kritoya

c. PacwumpeHue knroya Ha OCHOBe NpeablayLwero payHaoBoOro Knio4a

d. MocTpoeHwne Kknoya Ha ocHoBe obpasytoLero nonvHoma nons Fanya
29. Kakon noagxon Hambonee addektuBeH B obecrnedeHnn knbepbe3onacHOCTN YyCTPOWCTB MHTEPHETA
BeLwen?

1. YcraHoBKka aHTUBMpYCca Ha ycTpouncTtea loT

2. dunsmyeckas 6e30nacHOCTb

3. HasHauyeHune cnoxHbix naponen

4. NoBepeH4YeCKN aHanN13 Ha OCHOBE MoAenen MalNHHOro obyuyeHus
30. CyuwecTtByeT ... KNaccoB 3aLMLLEHHOCTM aBTOMAaTU3NPOBAHHbBIX CUCTEM OT HECAHKLMOHMPOBAHHOMO

aocTyna.

-9

-7

-3

31. Bce cybbektbl M 00bekTbl KC oaHO3Ha4yHO wuaeHTMduumMpoBaHbl; ntobon obbekt KC umeet

nonb3oBartens-snagensua; Brageney obbekTa obnagaeT npaBoOM oOnpedeneHuss npaeB AocTyna K

06bekTy co cTopoHbl Nniobbix cybbektoB KC; B KC pomkeH cywectBoBaTb MNPUBUIErMPOBaHHbIN

nonb3oBaTtesnb — aAMUHUCTPATOP. ATO ... yNpaBreHne JOCTYNOM.

— AWUCKpPeLUUOHHoe

— MaHgaTHoe

— poneBoe
32. He nognexaT OTHECEHMIO K rOCyJapCTBEHHON TaHe CBeOeHUS:

a. 0 cocmosiHuu 06opoHOCnocobHocmu 06LEKMO8 XXu3HeobecrnevyeHUs HaceneHus;

6. o hakmax HapyweHusi npae u ceo600 YyesioeeKka u epaxo0aHuUHa;

8. 0 pa3Mmepax 30JI0MO20 3anaca u 2ocydapcmeeHHbIX 8aJ/lloMHbIX pe3epeax Pocculickoli
®edepayuu;

2. 0 COCMOosIHUU U cpedcmeax 3auumabl 20cydapcmeeHHOU malHbl;

0. 0 cocmosiHuu 300po8bs 8bicuiUx GOmKHOCMHbIX fiuy Pocculickol ®edepayuu;
33. K Bnaam nHdpopmauumn ¢ orpaHMyYeHHbIM OCTYNOM HE OTHOCATCS:

a. Kommepyeckasi maliHa;

6. 2ocydapcmeeHHas malHa;

8. ceedeHus Onsi cnyxebHO20 NoJsIb308aHUsI;

2. rnepcoHaribHble daHHbIe;

A OWNPE



0. 3anpeuweHHbIe K pacnpocmpaHeHUro c8e0eHUsl;

€. HomapuarbHas mauHa.
34. KoHTponb Hag BbinonHeHneM TpeboBaHuii B cchepe 3awmnTbl NEPCOHarNbHbIX 4aHHbIX BbIMOSTHAOT:

a)®Chb PY;

6) CTIK Poccun n PockomHansop;

8) ece repeyucrieHHble op2aHu3ayuu.
35. KpunTtorpagusa ¢ acCMMMeTPUYHbBIMUM Kto4amMu NPUMEHSET:

(1) maTemaTuyeckume chopmynbi

(2) nopgcTaHoBKY CMMBOSOB

(3) nepecTtaHOBKY CMMBOJSIOB

(4) nogcTaHoBKY M NepecTaHOBKY CUMBOJIOB
36. Npobnembl 6e3onacHOCTU pexrMma KOAOBOW KHUMM, NOpOXAAeMble He3aBUCUMOCTbIO B6r0oKoB, MOryT
ObITb NPEOAONEHDI:

(1) ycnoxHeHmem Kntoven wudpa

(2) cnyyanHbIM NOpPAAKOM WncpoBaHUA

(3) pasgenbHbIM LWMdPOBAHNEM YHACTKOB TEKCTa

(4) HepaBHOMEpPHLIM pa3bneHnem TekcTa
37. MprHuMN ... yTBEPXKAAET, YTO HE CyLLeCTBYyeT MHXEHEPHON METOOUKM NPOEKTMPOBAHUS MEXaHU3MOB
3aWnTbl B TPAANLMOHHOM NMOHMMAaHWM 3TOro TEPMUHA.

— HedhopmanbHoOCTb

— CuctemMHocCTb

— CneunannsanpoBaHHOCTb
38. CKpbITME Hannumsi CEKPETHON MHGOPMaLUN:

— KpunTonorus

— KpunTodoHuUs

— cTeraHorpacums
39. PesynbTathbl NpoBeAeHWs ayavMTa NnoapasaenstoTcs Ha:

1) opraHusauMoHHbIe

2) TexHU4eckKkue

3) nporpammHbie

4) meToponormyeckue
40 Yro Takoe yrposbl?

—  Yrposbl - npeabaBneHne NpeTeH3nin B yibTMMaTUBHON hopme.

— Yrpo3bl - NOTeHUManbHO UMM peanbHO CylecTBYHOLLUEe BO3AEUCTBUSA, NpUBoOAsLLUNE K
MoparibHOMY UM MaTepuanbHOMY yllepoy.

—  Yrposbl - Cuctema npeaynpexaeHnn o BO3MOXHbIX aTakax.
41. Kakvne atakv npegnpuHUMatoT Xxakepbl Ha NPOrpaMMHOM ypoBHE?

1) aTtakn Ha ypoBHe OC

2) aTtaku Ha ypoBHe ceteBoro O

3) aTaku Ha ypOBHe NakeToB NPUKNaAHbIX NPOrpaMm

4) ataku Ha ypoBHe CYB[]
42....— 9TO WHdopMaLMa B 3NEKTPOHHOM dopMe, KOTopad nNpucoefmnHeHa K Apyron uHdopmaumm B
3NEeKTPoHHOW dopme (nognucbiBaeMon WHopMauMn) unM UHbIM 0Bpa3oM CBfi3aHa C  Takow
NMHopMaLmen n KoTopas Ucnonb3dyeTcsa Ana onpeaeneHns nuua, NoANUCLIBaKLWero MHopMauuio.

OTBeT: aneKkTpoHHasa nognuck (3MM)
43. Cuctema wwndpoBaHma w/vnn 3nNekTpoHHou nognucu (3M1), nNpu KOTOPOM OTKPLITHIN  KrtoY
nepenaércss no OTKPbITOMY (TO €CTb He3alMLWEHHOMY, AOCTYNHOMY Ansa HabnogeHus) kadHamy wu
ncnonb3yetcs Ans nposepkn Il n anga wndposaHnsa coobLueHnsa — kpuntocmucema ...

OTBerT:

acMMmeTpu4yHas;

C OTKPbITbIM KItO4YOM
44. ... — yHKUMA, ocyllecTBnsOwWas npeobpa3oBaHMe MaccuBa BXOAHbLIX [aHHbIX MPOU3BOSIbHON
ANVHbI B BbIXOOHYHO OWTOBYIO CTPOKY YCTAHOBMEHHOW ANWHbI, BbINOSIHAEMOE ONpeaenéHHbIM
anropuTMom.

OTBeT:

X3LU-PYHKUMS

xew-yHKLMS


https://ru.wikipedia.org/wiki/%D0%9A%D1%80%D0%B8%D0%BF%D1%82%D0%BE%D0%B3%D1%80%D0%B0%D1%84%D0%B8%D1%8F
https://ru.wikipedia.org/wiki/%D0%AD%D0%BB%D0%B5%D0%BA%D1%82%D1%80%D0%BE%D0%BD%D0%BD%D0%B0%D1%8F_%D1%86%D0%B8%D1%84%D1%80%D0%BE%D0%B2%D0%B0%D1%8F_%D0%BF%D0%BE%D0%B4%D0%BF%D0%B8%D1%81%D1%8C
https://ru.wikipedia.org/wiki/%D0%9C%D0%B0%D1%81%D1%81%D0%B8%D0%B2_(%D0%BF%D1%80%D0%BE%D0%B3%D1%80%D0%B0%D0%BC%D0%BC%D0%B8%D1%80%D0%BE%D0%B2%D0%B0%D0%BD%D0%B8%D0%B5)
https://ru.wikipedia.org/wiki/%D0%91%D0%B8%D1%82
https://ru.wikipedia.org/wiki/%D0%94%D0%B5%D1%82%D0%B5%D1%80%D0%BC%D0%B8%D0%BD%D0%B8%D1%80%D0%BE%D0%B2%D0%B0%D0%BD%D0%BD%D1%8B%D0%B9_%D0%B0%D0%BB%D0%B3%D0%BE%D1%80%D0%B8%D1%82%D0%BC
https://ru.wikipedia.org/wiki/%D0%94%D0%B5%D1%82%D0%B5%D1%80%D0%BC%D0%B8%D0%BD%D0%B8%D1%80%D0%BE%D0%B2%D0%B0%D0%BD%D0%BD%D1%8B%D0%B9_%D0%B0%D0%BB%D0%B3%D0%BE%D1%80%D0%B8%D1%82%D0%BC

Kputepun u wkanbl oueHnBaHus 3agaHnn ®OC:

[nsa oueHMBaHWs BbINONHEHWUS 3a4aHUIN Ucnonb3yeTca GannbHas LWKana:

1) 3aKpbITble 3agaHns (TECTOBbIE C BapuaHTaMn OTBETOB, CPEAHUN YPOBEHb CITIOXKHOCTH):
— 1 6ann — ykasaH BEpHbI OTBET;

— 0 6annoB — ykasaH HeBEPHbI OTBET (MOMHOCTLIO MW YaCTUYHO HEBEPHbIN).
2) OTKpbITblEe 3a4aHus (TECTOBbIE C KPaTKMM TEKCTOBbIM OTBETOM, MOBbILIEHHbIN YPOBEHb CITOXXHOCTH):

— 2 6anna — ykasaH BepHbIl OTBET;

— 0 6annoB — yka3aH HeBEpPHbI OTBET (MOMHOCTLIO MM YaCTUYHO HEBEPHbIN).

3apaHus pasgena 20.3 peKoOMeHAYHTCA K UCMONb30OBaHUIO NPU NpoBeAeHUN ANarHOCTUYECKMX
paboT C uenbl OLEHKM OCTaTO4YHbIX pe3ysfibTaTOB OCBOEHUSI AAaHHOW AUCUUNIIUHbLI (3HaAHWUM,
YMEHUN, HAaBbIKOB).



