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pa6oTta)

Kod u HaumeHosaHue(mun) npakmuku/HVP e coomeemcmeuu ¢ y4ebHbIM niaHoM

1. Kog 1 HaumeHoBaHMe HanpaBfeHUs NoAroTOBKU/cneunanbHOCTU:

10.05.01 KomnbroTepHaga 6e30nacHOCTb

2. Mpodunb noaroroBku/cneumannsauymsa:

MaTemMaTuyeckme MeToabl 3alnTbl MHOOPMaLINK

3. KBanudmkauusa (cteneHb) BbinyCkHMKa: Cneumvanuct
4. dopma oby4yeHuUA: o4Has

5. Kacbegpa, oTBevarowas 3a peanusauuio npakTuku: KnbepbesonacHoctu

MHAOOPMALMOHHbBIX CUCTEM

6. CoctaButenu nporpammbi: CadoHoB Butanum BnagummpoBumy, K.T.H., AOLEHT

(®UNO, y4yeHasi cmeneHb, y4eHoe 38aHUE)

7. PekomeHaoBaHa: Hay4yHO-MeTOONYECKMM COBETOM (haKyfibTeTa NPUKNaaHOW MaTeMaTUKM,

MHOPMATUKN U MexaHuKK 26.05.2023 r., npoTokon Ne9
(HaumeHogaHue pekomeHOyrwel cmpykmypsbi, 6ama, HOMEpP MPOMOoKoJa,

ommemku o NpodrieHUU 8HOCSIMCS 8PYYHYIO)

8. YueOHbIn rop:_ 2027/2028 CewmecTp(bl): 9




9.llenb npakTuku:

— NoaroToBKa CTyAEeHTa K pellueHu0 3adad, OTHOCALWMXCHA K pasnuyHbiM npobrnemam
KomnnekcHoro obecnevyeHms MHPOPMaLMOHHON Be30NacHOCTU, a TakkKe K peLleHUo OTAeNbHbIX
dyHAaMeHTanbHbIX NPo6neM, CBA3aHHbIX C KOMMbOTEPHON 6E30NaCHOCTLIO;

— yrnybrneHne n 3akpenfieHne TeopeTUYECKUX 3HaHUK, MONYYEeHHbIX CTyaeHTamu npu
n3ydeHnn obLLenpodeccnoHanbHbIX U crneumanbHbIX JUCLUNINH;

— npuobpeTeHne N CoBEPLLUEHCTBOBAHME CTyAeHTaMu NpodeCcCUOHanbHbIX HaBbIKOB U
YMEHWUI, 3aKpennatoLwmnx Nosly4eHHble TeopeTuyeckne 3HaHus;

— pasBuTME Yy CTYAEHTOB UHTEPECA K Hay4YHO-UccrneaoBaTtenbckon paboTte, NpuBuTUE UM
HaBbIKOB MPOBEAEHUSA NCcneaoBaHuim;

— npoBefdeHWe  uUccnegoBaHWW,  HEMOCPeACTBEHHO  CBHA3a@HHbIX C  BbIMYCKHOM
kBanudukaumoHHon paboton (BKP).

3apauv NpakTUKK:

OcHoBHOM 3afjayen HaydHO-uUccregoBaTenbCKon paboTbl ABMAsSieTCs npuobpeTeHune
onbiTa B MCCNEOOBaHUN aKTyarlbHOW Hay4HOM Mpobrnembl, a Takke noabop Heobxoanmbix
MaTepuanoB A5 BbIMOMHEHMS BbIMYCKHOW KBaNMdUKaLMoHHOM paboThbl.

Bo Bpems Hay4HO-MccneaoBaTenbCKOM NPAKTUKK CTYAEHT LOIMKEH:

u3y4yume:

- WH(OPMALMOHHbIE  WUCTOYHWKM MO  pas3pabaTbiBaemMon Teme C  LUenbl  Ux
NCNONb30BaHMA NPU BbINOSTHEHUW BbIMYCKHOM KBANUMUKaLMOHHOM paboTbl;

- MeTogbl  MOLENMPOBaHUA U UCCNEAOBaHWs  BOMPOCOB  MHGOPMAaLMOHHON
BesonacHocTy;

- MeToAbl aHanm3a n obpaboTKM OaHHbIX, SBMSIOLWMXCA BXOAHbIMU AN NpoBeaeHUs
Hay4YHOro UCCrneaoBaHus;

- WH(OPMALMOHHbIE  TEXHOMOMMM, MNPUMEHSIEMbIE B  HAYYHbIX WCCRefoBaHMSX,
nporpaMmmHble NPOAYKTbI, OTHOCALMECS K NpodeccruoHanbHom cgepe;

- TpeboBaHus K 0POPMIIEHNIO HAYYHO-TEXHUYECKON JOKYMEHTaLMK;

8bIMOSTHUMB:

- aHanus, cuctemartumsaunto n 0606LLeHe MHpopMaumm No TEMe UCCNeaOBaHNI;

- CpaBHeHue pe3ynbTaToB MccreaoBaHust 06bekTa pa3paboTku ¢ OTeYeCTBEHHbIMU U
3apybeXxHbIMK aHanoramu;

- aHanu3 Hay4YHOW N NPaKTUYECKON 3HAYUMOCTM MPOBOAUMbIX NCCREA0BaHUN.

10. MecTo npakTukm B cTpyktype OOI: o6s3amensHas Yyacmb 6r1oka b2.

Linkn (pasgen) OOM: B2 | kog gvcumnnudbl B YIM: 52.65.03(H)

Ne | Koa | HaumeHoBaHue

[nsa ycnewHoro npoxoxaeH1s y4ebHON NpakTukM oby4vatomecs UCnonb3yT 3HaHWS, YMEHUS, COOPMUPOBaHHbIE
B XO[l€ U3YYEeHUs AUCLMNINH

1 B1.0.28 MeToabl onTumMusaumm

2 | b1.0.35 OO bEeKTHO-OpNEHTMPOBAHHOE NPOrpaMmMmUpoBaHme

3 | 61.0.36 BBegeHune B nporpaMmupoBaHue

4 | b1.0.37 MeTogbl nporpaMmMmpoBaHus

5 B1.0.40 Mogenun 6e30nacHOCTM KOMMbIOTEPHBIX CUCTEM

6 B1.0.42 OCHOBbI NOCTPOEHUSA 3aLMNLLEHHBIX KOMMBbIOTEPHBLIX CETEN

7 B1.0.43 OCHOBbI NOCTPOEHUS 3aLMLLEHHbIX 6a3 AaHHbIX

8 B1.0.44 3awnTa nporpaMmm 1 gaHHbIX

9 B1.0.51 3almra uHopmaLmm OT YTEYKM N0 TEXHUHECKMM KaHanam
10 | 61.0.56.01 MeToabl anrebpanyeckon reomeTpun B Kpuntorpacpum

11 | 1.0.56.03 lMporpammHas peanuaaumsi KpUNTOaNropuTMOB

12 | 61.0.56.05 CoBpeMeHHble npobnembl MHhOpMaLMOHHOM 6e30NacHOCTU
13 | 61.0.56.06 MeToabl pa3paboTkn U aHannsa MmatemaTuyeckux mogenen
14 | &TA4.01 MeToabl NOBLILLIEHWS CKPLITHOCTU Nepeaayv nHopmMaLMm B CUCTEMaXx CBSA3M

OvcunnnuHel n NPaKTUKN, AOna KOTOPbIX OCBOEHUE OAHHOM  OUCUMNNUHBI (MO,EI,yJ'IFl) HeobXxoaMmMo  Kak




npewecTeyoLlee

15 | B2.0.04(INg) lMpounsBoacTBEHHAsA NpakTuka (NpegguninomHas)

16 | 62.0.06(I1) lMpounsBoacTBEHHAs NpakTuKa (MPOEKTHO-3KCNyaTaLluMoHHas)

17 | B3.01(0) lMoaroToBKa K Npoueaype 3almTbl 1 3almTa BbiMYCKHON KBanMduKaumMoHHON paboTbl
18 | oTA.02 OdhekTUBHbLIE TEOPETUKO-YNCITOBBIE anrOPUTMbI

11. Bua npaktuku, cnocob n cpopma ee nposeaeHus

Bua npakTukn: npoussodcmeeHHas.

Cnoco6 npoBeaeHUA NPaKTUKN: cmayuoHapHas.
dopma npoBeAeHUs NPaKTUKU: QUCKpemHas.
Peanuayetcs yactuyHo B chopme npaktnyeckon nogrotoskm (IM1).

12. NMnaHnpyemble pe3ynbTaTbl 0GYy4YeHUs NPU NPOXOXKAEHUN NPAKTUKMU (3HAHUA, YMEHUA,
HaBblKW), COOTHECEHHbIe C NIaHUPYeMbIMU pe3yrbTaTaMuM OCBOEHUsi o6pa3oBaTenibHOM
nporpaMmmbl (KOMNETEeHLUMSAMU) U UHAUKATOPaMU UX QOCTUKEHUA:

Ko HaseaHue Kog(bl) WHankaTop(bl) MnaHnpyemble pesynbTaTbl 00y4eHUs
KoMneTeHunn
OfIK- | CnocobeH co3dasamb | OfIK-7.4 ymeet pabotatb c | YmeTb:

7. npozgpammb! Ha S3bIKax WHTErprYpOBaHHOW — paboTaTb C WHTErpMpoBaHHOW cpedon pa3paboTku
8bICOKO20 U  HU3KO20 cpepon pa3paboTkn | nporpammHoro obecnedeHus;
yposHsi, MpUMeHsIMb nporpaMMHoOro — paspabaTbiBaTe W peanusoBbiBaTb Ha  A3blke
Memoob! u obecneyerus BbICOKOrO  YPOBHS  alropuTMbl  pEeLUeHUs  TWUMOBbIX
UHCMpYMeHmarbHble OfIK-7.5 ymeeT paspabartbiBaTb U | npodpeccroHanbHbIX 3aday;
cpedcmea peanu3oBbIBaTb Ha S3blke —  NPVUMEHSITb MeToAbl OAHOMEPHOW ONTUMU3ALMMU MPK
npozpaMmuposaHust BbICOKOIO YPOBHS | pelueHun NpuknagHbIX 3agay;
onsa peweHusi anropuTmbl peLueHus
I'Ipod)eCCUOHaanbIX TUNOBbIX Bna,qe'rb:
3aday, ocywecmesnsims npocheccroHanbHbIX HaBblkamy pas3paboTkM anropMTMOB pEeLUEeHUs  TUMOBbIX
060CHOBaHHbIU  8b160P 3agay npodeccroHanbHbIX 3a4ay.

UHcmpymeHmapusi OrlK-7.11 Bnageet HaBblkamu
npozpammuposaHusi U pa3paboTkM anropuTMoB
crocobos opzaHu3ayuu peLlueHmns TUNOBbIX
npozpamm npogpeccroHanbHbIX
3agaq
OllK-7.13 Ymeet NPUMEHSTL
meToAbl OAHOMEpHOW
onTUMM3aLmm npu
peLleHum npuKNagHbIX
3agad.
OfIK- | CnocobeH npumeHsimb | OrlK-8.10 ymeeT  paspabaTtbiBatb | YMeTb:

8. memoOsb! Hay4HbIX mogenn  6esonacHocTu — paspabaTbiBaTb moaenu 6esonacHocTm
uccriedosaHull npu KOMMbIOTEPHBIX CUCTEM C | KOMMbIOTEPHBIX CUCTEM C UCMOMb30BaHWEM Heo6XoanMoro
nposedeHuu 1cnonb3oBaHem mMatemMaTuyeckoro annapata W CpeacTB  KOMMbOTEPHOrO
paspabomok 8 HeobxoanMoro MOAENUPOBaHWS;
obnacmu obecneyeHus maTtemaTnyeckoro —  NpUMeHsTb meToabl 3KCnepyMeHTanbLHoro
6e3onacHocmu annapata W  CPEeACTB | uccnefoBaHWUs Mpy pelueHun npodeccroHarnbHbIX 3afay.
KOMIMbIOMEPHbIX KOMMbIOTEPHOIO
cucmem u cemel MogenupoBaHus Bnapetsb:

OlIK-8.11 Brageet crnocobamut | crnoco6amu MoAEenMpoBaHMs 6e30MacHOCTU KOMMbIOTEPHBIX
MOAENUPOBaHNS cucteM, B TOM uuCne MOAENVPOBaHUS  ynpaBreHus
6esonacHocTu [0CTYNOM U MHGOPMALMOHHBIMW NOTOKAMU B KOMMbIOTEPHbIX
KOMMbIOTEPHBIX CUCTEM, B | cUCTEMAX.

TOM yucne
MOAENUPOBaHNSA
ynpaeneHust JOCTYnoM Wt
WHpOPMaLMOHHBLIMU
noTokamu B
KOMMNbIOTEPHbIX CUCTEMaX

OfIK-8.15 ymeet NPUMEHSTb
meToAbl
3KCNepYMEHTanbLHOro
nccnenosaHus npu
peLueHun
npodpeccroHanbHbIX
3agad




OriK- | CnocobeH pewams | OF1K-9.15 ymeeT aHanusupoBaTb U | YMeTb:
0. 3adaqu 5 oueHusaTL _ Yyrpossl — aHanM3MpoBaTb 1 OLIEHNBaTb Yrpo3bl MH(OPMALIYOHHOV
npogheccuoHarnbHol MHOPMALIMOHHOM 6e30MacHOCTY 06bekTa.
dessmenbHocmu c 6e3onacHoOCTV 00BbEKTa;
yyemom mekyuwezo
COCMOsIHUSI u
meHOeHyull  pa3zsumusi
memodos 3auwumsl
uHghopmayuu 8
onepayuoHHbIX
cucmemax,
KOMIMbIOMEPHbIX Cemsix
u cucmemax
ynpaeneHusi basamu
OaHHbIX, a  makxe
memodos U cpedcme
3awumsl  UHgopMayuu
om ymeyku no
MeXHUYECKUM KaHarnam,
cemel u  cucmem
nepedayu uHgopmayuu
OrIK- CrnocobeH OflK-13.5 ymeet paboTtaTb c | YmeTb:
13. paspabambigamb MHTErpUpOBaHHbIMA — paboTtatb c MHTErpMpoBaHHbIMU cpegamm
KOMIOHeHMbI cpedamun pa3paboTku | pa3paboTku NporpaMMHOro obecneyeHus;
poepamMmHbIX u nporpaMmMHoro — dopmanusoBaTb NOCTaBMIEHHYIO 3aJady;
rnpoepaMmHo- obecnevenus; — paspabaTbiBaTb  3pheKTVBHbIE  anropuTMbl U
annapamHbix cpedcms | OfIK-13.6 Brnageet HaBblkamu nporpaMmeil;
3awumel  uHgopmayuu paspaboTku, OTnagku, — NpPOBOAUTb OLEHKY BbIYUCIIUTENBHON CMOXHOCTU
8 KOMIMbIOMEPHbIX [OKYMEHTUPOBaHUSI “ | anroputma;
cucmemax u TeCTMpOBaHUsA Nporpamm; —  nnaHupoBaTh pa3paboTKy CROXHOro MpPOrpaMMHOro
npoeodume aHanus ux | Of1K-13.12 ymeeT  popmanu3oBath | oecnedeHus:;
6esonacHocmu MOoCTaBlneHHyto 3aaady; —  NpPUMEHSITb MEeTOAbl aHanW3a MPOEKTHbIX PELLEeHWIA
OlIK-13.13 ymeet paspabatbiBaTh | ang oBecrneyeHus 3aLLMLEHHOCTM KOMMBIOTEPHBIX CUCTEM;
adpeKTUBHbIE — MpPUMEHATb COBPEMEHHble cpeacTBa obecrneveHusi
anropuTmbl Y | nHdbopMaLmoHHo 6e3onacHoCTW MPorpaMM U AaHHbIX;
nporpamMmmeil;
OrlK-13.14 yMeeT NpoBOAUTL OUEHKY | BnageTs:
BBIYMCIINTENBHON — HaBblkamn pa3paboTku, OTNagKW, AOKYMEHTMPOBaHMUS
CNOXHOCTW anropuTMa; 1 TECTUPOBAHUSA NPOrpamm;
Or1K-13.15 ymeer nnaHnposaTtb — MeTOolaMMN OLEHKM KayecTBa roTOBOro MporpaMMHOro
pa3paboTky CMOXHOMO | oBecneyeHns:
nporpammMHoro HaBblkaMy pa3paboTkn anropuTMOB AMA PELLEHUs TUMOBbIX
obecneyenus; npodeccroHanbHbIX 3agaq.
Bnageet mMeTodamu
OMK-13.16 OLIEHKM KayecTBa
roTOBOro  NMPOrpaMMHOro
obecneyeHus;
Bnageet HaBblKaMu
pa3paboTkM anropuTMoB
OrK-13.17 0N peweHus TUMoBbIX
npodeccroHanbHbIX
3agav;
Ymeet NPUMEHSITb
meToAbl aHanusa
OMK-13.19 NPOEKTHbIX PELUeHUA ans
obecneyeHus
3aLUMLLEHHOCTH
KOMMbIOTEPHBIX CUCTEM.
YmeTb NPUMEHSITb
COBpEMEHHbIE CpeacTBa
OMK-13.21 obecneyeHus }
WHPOpMaLMOHHOM
6e3onacHoOCTM nporpamMm
1 JaHHbIX
OrIK- CrnocobeH CrocobeH NPUMeHSATb | 3HaTb:
2.1 paspabambigamb 9 dPeKTUBHbBIE MPUHLMMBI — TpeboBaHMS OCHOBHbBIX CTaHAAPTOB MO  3awuTe
aneopummbl, pa3paboTku CpeacTB | KOMMbIOTEPHbLIX CUCTEM U CETEA.
peanusyouue OMK-2.1.1 3alWmMTbl  MHBOPMaLMK ¢
co8peMeHHbIe MCMOoNb30BaHNEM YmeTb:
Mamemamuyeckue aKTyaslbHbIX — NPUMEHATb  3(PhEKTUBHBIE MPUHUMMBLI  pa3paboTku
MemoOsb! 3awumel mMaTemaTu4ecKunx cpeactB  3awuTtbhl  MHoOpMauMM € UCMONb30BaHWEM
UHgopmayuu MeTonos aKTyanbHblIX MaTeMaTU4eCKUX MeToA0B;
3Haet TpeGoBaHus — KnaccudumumpoBaTtb MHMOPMALMOHHbLIE CUCTEMBbI MO
OMK-2.1.2 OCHOBHbIX CTaHAapPTOB NO | TpeboBaHWAM 3alWThl MHpOpMaLMK;
3awpTe  KOMMbIOTEPHbIX — paspabaTbiBaTtb nporpaMMHble  anroputMbl €
CUCTEM U CeTell NPUMEHEHNEM MaTemMaTUyeckux Mopernen Ans  OLeHKU
Cnocoben 6€e30MacHOCTU KOMMbIOTEPHBIX CUCTEM.
OrK-2.1.4 KnaccugpunumpoBaTtb

MH(OPMaLMOHHbIE




cucTeMbl no | Bnagetb:
TpeboBaHUAM 3aWuThI — 3(ppeKTUBHBIMM  MpUHUMNaMn pa3paboTkn cpeacTs
WHpopmaLmm 3aWmMTbl  MHPOPMaLMK C  WUCMOMb3OBAHWEM  aKTyanbHbIX
CnocobeH mMaTemMaTn4yecknx MeToaos;
pa3pabatbiBaTh cpeactBamu  paspaboTkM  MPOrpaMMHbIX — anropuTMOB  C
nporpaMmMHble NpUMEHEHVeM MaTemaTW4eckux Mopenen Ans  OueHKW
anropuTmbl c | 6e30nacHOCTM KOMMbIOTEPHBIX CUCTEM.
OlK-2.1.5 npumMeHeHnem
MaTemMaTUYecKmx
mogenen AN OUEHKW
6e3onacHocTu
KOMMbIOTEPHbIX CUCTEM
MK-1 CriocobeH nposodumsb MpumeHsieT TexHomnormm | YMeTb:
aHanu3 mpebosaHuli u 06paboTku AaHHbIX, — NPUMEHATbL TEXHONOMMN 06PabOTKM AAHHBbIX;
8bIMOMHAMb paboms! o aHanusupyet aHanusnmpoBaTb BO3MOXHOCTW WCMOMb30BaHUSi TEXHOMOrn
POeKMuUpPO8aHuto BO3MOXHOCTM UX | obpaboTkm AaHHbIX NpuM  paspaboTke  MPOrpaMMHOro
npo2paMmmMHO20 MK-1.3 MCMNonb30BaHuUsi npu | obecneyeHnsi B npoeccrmoHanbHON AesTenbHOCTY.
obecrnievyeHusi c pa3paboTke
npumeHeHuem nporpaMMHoOro
MamemMamuy4ecKux obecneyeHusi B
memodos 3awumai npodeccroHanbHoOm
AesTenbHOCTH
CriocobeH nposodums Mpumenser YmeTs:
uccrnedosaHusi Ha 8cex abdeKkTMBHbIE MEeToabl U — MpUMeHATb  3dEeKTMBHbIE MEeToAbl W CpeacTsa
amanax  KUSHEHHOZ0 | . 5 4 CpeacTBa MNaHWpOBaHWA | nnaHMpoOBaHWs WM OpraHu3auuuM  WUCCnefoBaHuid U
yukna cpedcme " opraHu3aumm | pa3paboTok;
3awumsl  UHgopmMayuu uccneaosaHni n — ucnonb3oBaTb  TUMOBOE U CneumanvM3MpoBaHHOe
8  MpogeccuoHarnbHoul paspaboTtok nporpaMMHoe  obecriedeHne, MPOBOAUTL  KOMMbIOTEPHOE
OesimenibHOCMU MK-2.2 Ucnonsayet MeToAdbl | uccregoBaHue, (OpMUpOBaTb OMNUCaHWEe pesynbTaTtoB U
nposeAeHust chopMynmpoBaTh BbIBOAbI;
SKCNepnMeHToB n — NPOBOAUTE TEOpEeTU4ecKne u 3SKCnepuMeHTarnbHble
HabroneHni, uccnefoBaHs YpOBHEW 3alUMLLEHHOCTW WHdopmaumn B
0606LieHnA 1 06paboTKM | KoMMLIOTEPHBIX CUCTEMAX U CETAX.
MHpopMaumu,
nony4YeHHowm B xofe | Bnagetb:
uccnenoBaHuit MeTodamMn NpOBEAEHWNs JKCMEePUMEHTOB M HabmogeHun,
MK-2.3 Wcnonb3yeT Ttunosoe u | o6o6LieHns n o6paBoTku MHOpPMaLMK, NONyYeHHOW B Xode
lK-2 cneumanmanpoBaHHoe nccnegoBaHui.
nporpaMmHoe
obecneyeHne, nposoaUT
KOMMbIOTEPHOE
uccnegosaHve,
dopmupyet onucaHue
pe3ynbTaToB "
dopmynupyeT BblBOAbI
MK-2.5 Mposogut
TeopeTnyeckue "
3KcnepvMeHTanbHble
MCCNefoBaHNs  ypoBHEN
3aLNLLEHHOCTMN
MHdopMaLuum B
KOMMBIOTEPHBIX CUCTEMAaX
n ceTsx
lK-3 CnocobeH MK-3.1 dopmupyeT U NpUMeHsieT | YMeTb:
ocyujecmensms aHanuTUyeckylo Mopernb — chopmMupoBaTb U NPUMEHATb aHanUTUYECKYI0 MOAEMb
paspabomky, aHanu3s u 3phEeKTUBHOCTU 3 (PEKTUBHOCTN BHEOPEHUS CPEACTB 3aluThl MHpopMaLmu
obocHosbI8amb BHeapeHus CPEeACTB | pasnuUYHbIX KNaccoB
aghcheKkmueHoOCmb 3amThbI UHbopmaumumn — aHanuampoBaTb 3PEKTUBHOCTL (DYHKLIMOHMPOBAHUS
NpUMeHsieMbIX pasnmn4HbIX Knaccos nporpaMMHbIX CpeACcTB 3aluThl UHpopMaLmu.
MamemMamu4ecKux MK-3.3 AHnanusupyet
mMemodos 3awumsl 3(pheKTUBHOCTL Bnapgetb:
UHgopmayuu, YHKLIMOHUPOBAHUS meToaamu M cpeacTeamu nposBefeHnss  aHanusa
803HUKarOWUX npu NporpaMMHbIX  CPEACTB | 3alUMLLEHHOCTU MPOrpaMMHbIX WM MporpaMMHO-annapaTHbIX
pabome npoepaMMHbIX 3aWwmThl MHOPMaLmmn CPeACTB 3aLUMThbl MHOpMaLUK.
u npoepaMmMHoO- | MK-3.5
annapamubix  cpedcme BbinonHset aHanus
3awumsl  UHGopMayuu SalLMILSHHOCTA
npu POWeHUU nporpaMmMHbIX "
MPOGHECCUOHANIbHBIX, nporpaMMHo-annapaTHbIX
uccriedosamernbCKux U CheAcTs saLmThl
nHdopmauum

rpuknadHbix 3aday

13. O6bemM NpakTUKM B 3a4eTHbIX eguHULAX / aK. Yac. (e coomeemcmeuu ¢ yyebHbIM rnaHoMm) —

8/288.

Popma NpOMEXYTOYHON aTTecTaLuumm 3a4em ¢ OUEHKOU.




14. TpyAoeMKOCTb NO Buaam y4ebHom paboTbl

TpynoemMkocTb
Bup, y4ebHoit paboThbl Boero :O cereeTpal
y. 9., B hopme
Mnn
Bcero yacos 288 288 203
B TOM ymcne:
KoHTakTHas paborta (Bkntovast HAC) 4 4 3
CamocTosaTenbHaga pabota 284 284 200
UToro: 288 288 203

15. CopepxaHue npaktuku (unu HAP)

n/n

Pasgenbl (aTanbi)
NpPakTUKK

Buabl y4ebHon paboTbl

O6bem yyebHou paboThl, Y

KoHTaKTHble
yachbl

CamocTtoaT
enbHasa
paboTta

OpzaHu3ayuoHHO-
rnodazomosumeribHbil
amarn

MpoBedeHne  cobpaHusi MO OpraHM3auuMM  NPaKTWKK;
YCTaHOBOYHbIN MHCTPYKTaX MO 3agadam, cpokam u TpebyemMoin
OTYETHOCTM; MHCTPYKTaX MO TexHuke GesonacHocTu paboTbl;
dopmynupoBka 3agav AN pelleHWs B XOAe MNpaKTWKK;
nogroToBka [OKYMEHTOB, noaTBEPXAAOLLMX hakT
HanpaBneHnst Ha MNpPakTUKy; MornyvyeHue 3agaHus ot
PYKOBOAMTENSI NPAKTUKMW; NPOU3BOACTBEHHBIA MHCTPYKTaX

24

HayuHo-
uccriedogsameribCKull
aman

1) BbIGOp Tembl WccnegoBaHWs; onpedeneHne npobnemsl,
obbekta M npegmeTa wuccrnegoBaHus; 2) dopmynupoBaHue
uenu v 3agay nccnefoBaHus (aHanm3 UCXOOHbIX OaHHbIX AN
peLleHns nocTaBreHHon 3agauv; nokanusauus
npobnematukn, obbekta u npegmMeTa uccrnenoBaHus); 3)
TeopeTVYeckui aHanua nuTepaTypbl M MCCNeaoBaHW Mo
npobneme, nognbop HeOOXOAMMBLIX WCTOYHMKOB MO Teme
(naTeHTHble MaTepuanbl, Hay4Hble OTYETbl, TexHU4eckas
OOKyMeHTaumMss u ap.); cocTtaeneHue 6ubnuorpacdun; 4)
dopmynmpoBaHme pabouyer rmnotesbl; BbIGOp 06opyaoBaHUs
ONs peleHus nocTaBneHHoW 3ajaun; 5) paspaboTka
MaTeMaTU4YEeCKOro, anropuTMUYEecKoro WnM MporpamMmmMHOro
obecrneveHus HeobxoaMMOro AOns peLleHUst MOCTaBIEHHON
334241 OCHOBbIBAsICb Ha Te3ncax paboyen rmnoTessbl.

100

Bman ebinosHeHus
uccriedogamerbCKuX
pabom o
uHOUBUAyanbLHOMY
nnaHy

Onpepenexve npobnemsl, obbekTa " npeameta
nccnenoBaHus, dopmynmposaHune uemm " 3agay
nccrnefoBaHWs, TeEOpeTUYeckui aHanus  nutepatypbl U
nccnefosaHuin no npobneme, nposedeHvne o63opa M BbIOOP
COBPEMEHHBIX MH(OPMALMOHHBLIX TEXHOMOMMIA, CNeLmnansHoro
nporpammMHoro obecneyeHnss u obopyaoBaHUS ANS peLueHus
MOCTaBIEHHOW 3a4ayu Mo aHanuay 3allMLIEeHHOCTN obbekTa
nHopMaTM3aumKn; NpoBedeHNne CaMOCTOATENbHOMO peLUeHUs
chopmynMpoBaHHOW HayyYyHOW 3ajayun, uccrneaoBaHunm wn
9KCMNEepPVMEHTOB.

100

OgpopmneHue
omyéma no umozaam
rnpakmuku

OnwncaHue npogenaHHol paboTel C CaMOOLEHKOW pe3ynbTaToB
BbIMOMHEHMS HAP; dopmynupoBaHue BbIBOZOB 7
npeanoXxeHun no oprannsaumm HAP.

60

NpaKkTUKK,

Cop,ep>|<aH|/|e HpaKTMHeCKOVI noaroToBKU Mpu npoBeaeHN NpPakTukmn yctaHaBIIMBAETCA
ncxoga U3 copgepxaHma wm HanpabBJIEHHOCTU o6paaoBaTean0|71 nporpamMmmbl, coaepxXaHunsa

ee uernen un 3agaud.

ﬂpaKqueCKaﬂ noaroToBka npu npoBedeHUN MNPaKTUKAU

HanpasfieHa Ha PopMMPOBaHNE YMEHNIN U HABbLIKOB B COOTBETCTBUMN C TPYLOBLIMU OENCTBUAMMU
n (Mnn) TPyAoBbIMM PYHKLMAMM NO Npocunio obpasoBaTenbHON NporpaMmmbl.

lNpakTnyeckas

noAaroToBka npoBOoOUTCA NYyTEM

HenocpeacTtBeHHOro BbIMOJIHEHUA

obyvalowmmmncs onpegeneHHblx BMaoB paboT, cBA3aHHbIX C Oyaywen npodecCuoHanbHOM




AEATENbHOCTLIO, CNOCOBCTBYHOLNX (POPMUPOBAHMIO, 3AKPENNEHMIO N PA3BUTUIO NMPAKTUYECKNX
HaBbIKOB M KOMMETEHUUI Mo Npodunso COOTBETCTBYHOLLEN 0bpasoBaTeNbHOM NPOrpamMmmbi.

Ne | Tunbl 3apay | dopmupyemble dopmupyemble
n/n | NpoeccroHanbHol | npodeccrnoHanbHble KOMMNeTEeHLUM obwenpodeccnoHarnbHble
AeATeNnbHOCTH KOMMEeTeHLUUN cneyunanusauum
1 Hay4Ho- lK-1.3 lMpumeHsiem mexHosoauu OrlK-2.1.1 CriocobeH npuUMeHsImb
uccriedosamernbckull obpabomku OaHHbIX, aHanusupyem | aghgeKkmusHble npUHYUrb! paspabomku
803MOXHOCMU  UX  UCMOMb308aHUs npu | cpedcme 3awums| UHgpopmayuu c
paspabomke rpozpaMmMHO20 obecriedeHusi 8 ucrnonb308aHUeM akmyarsibHbIX
npogpeccuoHanbHol desimebHOCMU. MameMamu4ecKux Memodos.
l1K-2.2 Wcnonb3yem memodsi nposedeHusi
KCrepuMeHmos u HabnodeHud,

0bobuweHusi u obpabomku uHgbopmayuu,
rnony4eHHoU 8 xode uccredogaHul.

lK-2.3 Ucrionbayem murnogoe u
creyuanu3uposaHHoe npozpaMmmMHoe
obecriedeHue, npo8ooUM KOMIbIOMepPHoe
uccrnedosaHue,  ¢hopmupyem  onucaHue
pe3yrnbmamos U ¢hopMynupyem 81800k
l1K-2.5 [lpogodum meopemuyeckue u
aKcriepuMmeHmarnbHble uccriedosaHus
yposHel 3awjuuweHHocmu uHgopMauyuu 8
KOMIMbIOMEPHbIX cucmemax u cemsix.

MK-3.1 ®opmupyem u  npumeHsem
aHanumuyeckyro modesib 3ghghekmusHocmu
8HedpeHus1 cpedcme 3alumsl UHhopMayuu
pasnuYHbIX KI1accos.

l1K-3.3 Awnanusupyem aghgpekmusHocmb
YHKUUOHUPOBaHUS NMpoepamMMHbIX cpedcms
3awumsl UHghopmayuu.

2 lNpoekmHnbIl l1K-3.5 BoinonHsem aHanus
3awuweHHocmu po2pammHbIX u
rpo2paMMHO-arnnapamHbix cpedcme
3awumsl UHghopmayuu

3 KoHmpornbsHo- rK-2.1 lMpumeHsiem aghgpekmuegHble OrlK-2.1.2 3Haem mpebosaHusi OCHOBHbIX
aHanumuyeckul memoObl U cpedcmea rnaHupoeaHusi U | cmaHOapmog [0  3awume  KOMIbMepPHbIX
opeaHu3sayuu uccnedosaHull u pa3pabomox. cucmem u cemed.

OrllK-2.1.4 CriocobeH  knaccugpuyuposams
UHGOPMaUUOHHbIe cucmembl 1o mpebosaHUsM
3auwumsl UHghopmayuu.

4 OkcrnnyamayuoHHbIU OflK-2.1.5 CnocobeH paspabamsieamsb
rnpozpaMMHble  an2opummbl € MPUMEHEHUeM
Mamemamudeckux  molernieli  Onsi  OUEHKU
6e30rnacHOCMU KOMIbIOMEePHbIX CUCMEM.

16. MNepe4yeHb y4yebHOM nuUTepaTypbl, pecypcoB ceTu «UHTepHeT», HeoOXoAMMBLIX Ans
NPOXOXAEeHUS NpaKkTUKKU (CrIUCoK sumepamypbl ohopmrsemcss 8 coomeemcemeuu ¢ mpebogaHusmu
IOCT u ucrnionib3yemcs obwasi ckeo3Hast Hymepauus 05151 cex aud08 UCMOYHUKO8)

a) OCHOBHag nuTepartypa:

Ne n/n UcTouHuK

Wknsp, M.®. OcHoBbl Hay4HbIX uccnegosanumn / M.®. Wknap. — Mocksa: Jawkos n Ko, 2012. —

L 244 c. URL:http://biblioclub.ru/index.php?page=book&id=112247.
5 HoswukoB A.M., Hosukos [.A. MeTogonorust Hay4Horo nccnegosaxus. — M.: llubpokom. 2010 —
" | 280 c. URL:http://www.methodolog.ru/books/mni.pdf.
3 MenbHukoB B. I1., KneiimeHoB C. A., NeTpakoB A. M. HdopmaumoHHas 6e3onacHOCTb U 3almTa
" | vHdopmauuu. - M.: Akagemus, 2007. — 330 c.
OcHoBbI ynpaBneHus HpopMaumnoHHOM 6e3onacHOCTLI: [y4ebHoe nocobue ans CTyaAeHTOB
BY30B, 00y4aroLLMXCA NO HanpaBfieHNAM NOArOTOBKM (CNeunanbHOCTSIM) YKPYMHEHHOW rpymnrbl
4 cneumanbHocTen 090000 - "MHdopm. 6esonacHocTb"] / A.MM. Kypuro [n gp.]. — 2-e u3g., ncnp. —

Mockea: Nopsyasa nuHnsi-Tenekom, 2014. — 243 c. : un., Tabn. — (Bonpockl ynpaBneHus
NHGOPMaLMOHHON 6e3onacHocTbio ; KH.1) .— Bubnuvorp.: ¢.234-239 .— ISBN 978-5-9912-0361-
6.

Kpakosckun, KO.M. NHdopmaumoHHasa 6e3onacHoCTb 1 3awmta nHgdopmarmu: ydebHoe nocobure
5. | ong ctya. obyy. no cneumanbHOCcTU «MHOpMaLMOHHBIE CUCTEMBI U TEXHONOMMU» OHEB. N 3a0M.
dopm obyyeHus / KO.M. Kpakosckuin. — M.; Poctos H/[] : MapT, 2008 .— 287 c.: un .—



https://lib.vsu.ru/zgate?ACTION=follow&SESSION_ID=5487&TERM=%D0%A8%D0%BA%D0%BB%D1%8F%D1%80,%20%D0%9C.%D0%A4.%5B1,1004,4,101%5D&LANG=rus
http://biblioclub.ru/index.php?page=book&id=112247

(Y4ebHbin kypc) .— Bubnwmorp.: ¢.221 .— ISBN 978-5-241-00925-8.
OneiHuk IM. T1. KopnopaTuBHble MHGOOPMALMOHHbIE CUCTEMBI: AN 6akanaBpoB 1 CNELMannCToB:

6. | y4ebHUK anga cTyq. By3oB, 06y4. no Hanpaen. 080800 "MpuknagHas MHdopmaTuka (no
obnactam)" u gp. akoH. cney. — CI16.: MNutep, 2012. — 176 c.
doctep, Oxenmc. 3awmuta ot B3noma: coketbl, akcnnonTsl, shell-koa: / k. doctep, M. Mpaiic ;

7 nep. c aHrn. A. A. CnunHknHa .— Mocksa : IMK lNpecc, 2008 .— 784 c. : un. —

" | (UHdopmaLmoHHaga 6e3onacHoCTb).— ISBN 5-9706-0019-9 : 449.10 p. —
<URL:http://e.lanbook.com/books/element.php?pll_cid=25&pl1_id=1117>.
Ckyauc, 3. MNMpoTtmBocTosAHME xakepaM. [owaroBoe pykoBOoACTBO MO KOMMbIOTEPHbLIM aTakam u

8 acppekTnBHOM 3awmTte/ 3. Ckyanc. — Mocksa: OMK lMpecc, 2009. — 512 c. : un. — (BawmTa un

" | agmuHncTpupoBaHue) .— ISBN 5-94074-170-3 : 176-00 .—
<URL:http://e.lanbook.com/books/element.php?pll cid=25&pl1 id=1112>.
ony6, Bnagumup AnekcaHgposud. 3awmta oT Bpe4OHOCHOIO NPOrpaMMHOro obecneyeHuns:

9. | yuebHoe nocobue ans Bysos / B.A. lony6; BopoHex. roc. yH-T.— BopoHex: JIOIN BI'Y, 2006. —
31 c. — bubnuorp.: ¢.30 .— <URL:http://www.lib.vsu.ru/elib/texts/method/vsu/may07045.pdf>.
Xoapga, Mawkn. 19 cMepTHbIX FPEXOB, yrpoxatrLmx 6esonacHocTn nporpamm. Kak He gonycTuTb
TMNNYHBIX ownbok/ M. Xosapa, [. Nle6nank, [x. Buera; aBT. npeavicn. A. MopaH. — Mocksa:

10. | OMK Tlpecc, 2009. — 287 c. : un. — .— 3arn. n aBT. opur.: 19 deadly sins of software security /
Michael Howard, David Leblanc, John Viega .— ISBN 5-9706-0027-X .—
<URL:http://e.lanbook.com/books/element.php?pll_cid=25&pl1_id=1118>.

11 3anues 0.B. Rootkits, SpyWare/AdWare, Keyloggers & BackDoors: O6HapyxeHue 1 3awmTa /

" | O.B. 3anues. — CI6.: BXB-lMNeTtepbypr, 2006. - 304 c.

12. | MpockypwuH B. I'. 3awumTta nporpamm 1 gaHHblx - M.: Akagemus, 2011. — 198 c.
YnpaBsneHve BHegpeHvemM MHOPMALMOHHBIX CUCTEM: KYPC Nnekuun: y4eb. nocobue ang

13 | CTYAEHTOB By30B, obyuatromxcs no cneynanbHOCTSAM B 06nactu nHdopm. TexHonorui / B.A.

" | Fpekyn, I'. H. OennweHko, H.J1. KopoBkuHa. — M.: UHTepHeT-YH-T nidopM. TexHonorun, 2008.
[OnekTpoHHbIn pecypc] URL: http://www.intuit.ru/studies/courses/2196/267/info/.
14 HOpuH U.1O. TeopeTnyeckue n npakTM4eckme oCHOBbI 3aLuTbl MHGopmauuun. 2012.
" | http://library.sgu.ru/uch_lit/620.pdf.

0) gononHuTeneHasa nurepartypa:

Ne n/n

NcTouHuk

15.

Mypomuesa A. B. NckycctBo npeseHTauunn. OCHOBHbIE NpaBuna u npakTuyeckne
pekomeHgauun / A.B. Mypomuesa. — Mocksa: ®nuHTa: Hayka, 2014. — 108 c.

16.

KpyunHuH, B.B. KomnbloTepHbIE TEXHONOMMK B HaY4YHbIX UCCReAoBaHUAX: y4ebHo-
mMeToanyeckoe nocodue / B.B. KpyunHuH. — Mocksa: TYCYP (Tomckui rocygapCTBEHHbIN
YHUBEPCUTET CUCTEM YNpaBreHusa 1 paguoanekTpoHukn), 2012. — 57 c. — Pexum goctyna:
http://e.lanbook.com/books/element.php?pll_id=11269.

17.

AHppeeB, I"./. OcHoBbI Hay4HOW paboTbl 1 METOLOMNOMMA AUCCEPTALMOHHOIO nccneaoBanns /
.. Angpees, B.B. BapBuHeHko, B.C. Bepba. — Mocksa: ®uHaHCbl u ctatuctuka, 2012. —
296 c. — Pexxum goctyna: http://e.lanbook.com/books/element.php?pll_id=28348.

18.

Cuctembl n cpeactea nHdopmaTukm: ExxerogHuk / I'n. pea. M.A. Cokonos. — Mocksa: AT
PAH. — 2010.— Bbin. 20. — Ne 2. — 350 c.

19.

depnepanbHbI 3akoH oT 27 uions 2006 roga Ne 149-d3 «O6 uHdopmaumm, HHPOPMaLMOHHbIX
TEXHOMOrMaxX 1 o 3awmrte nHgopmauumny // CobpaHue 3akoHogatenbcTea Poccunckon
depepaumu, 31.07.2006, Ne 31 (1 4.), cT. 3448.

20.

depepanbHbI 3akoH oT 27 utona 2006 roga Ne 152-d3 «O nepcoHanbHbIX JaHHbIX» //
CobpaHue 3akoHopaTtenbcTBa Poccuiickon ®epepauun, 31 nona 2006 roga Ne 31 (1 4.), cT.
3451,

21.

FOCT P UCO/M3BK 27001-2006 NHdopMaLmnoHHasa TexHonorus. MeTtoabl 1 cpeacraea
obecneyeHuns 6esonacHocTn. CncTemMbl MeHeaXXKMeHTa MHOPMaLMOHHON 6e3onacHOCTH.
TpeboBaHus. (yTBepXaEH 1M BBeAEH B AencTBue MNpukasom defepanbHOro areHTcTea no
TEXHUYECKOMY perynmpoBaHuio n metponoruun ot 27 gekabps 2006 r. Ne 375-cT).

22.

Mpuka3 ®enepanbHON Cryx0Obl MO TEXHUYECKOMY M 3KCMOPTHOMY KOHTponto Poccum ot 11
despans 2013 roga Ne 17 «O6 ytBepxaeHun TpeboBaHui o0 3awwmTte nHdopmaumm, He
COCTaBMsoLLEN rocygapCTBEHHYIO TalHy, cCoagepallencst B rocyaAapCTBEHHbIX
MHGopMaUMOHHbIX cuctemax» // Poccuiickas raseta, Ne 136, 26.06.2013.

23.

Mpuka3 ®enepanbHOM CNyx6bl MO TEXHUYECKOMY M SKCMOPTHOMY KOHTponto Poccum ot 18
deBpans 2013 roga Ne 21 «O0 yTBep)XaeHUN cocTaBa U Coaep)KaHUsa OpraHM3auuoHHbIX U
TeXHMYecknx mep no obecneveHno 6€3o0MacHOCTN NepPCOHanbHbIX AaHHBLIX MPU X 06paboTke B
VMHOPMALIMOHHBIX CUCTEMaXx NepcoHarnbHbIX AaHHbIX» // Poccuiickas raseTta, Ne 107,
22.05.2013.

24,

MeTogunyeckmn gokymeHT. Mepbl 3amTbl MHOPMaLmMmM B rocygapCTBEHHbIX MHAPOPMaALMOHHbIX



http://www.intuit.ru/studies/courses/2196/267/info/
http://library.sgu.ru/uch_lit/620.pdf
https://lib.vsu.ru/zgate?ACTION=follow&SESSION_ID=3219&TERM=%D0%9C%D1%83%D1%80%D0%BE%D0%BC%D1%86%D0%B5%D0%B2%D0%B0,%20%D0%90%D0%BD%D0%BD%D0%B0%20%D0%92%D0%B0%D0%BB%D0%B5%D1%80%D1%8C%D0%B5%D0%B2%D0%BD%D0%B0%5B1,1004,4,101%5D&LANG=rus

cuctemax (yrB. PCTIK Poccum 11.02.2014).

MoctaHoBneHue MNMpasutensctea Poccuiickon Pegepaumm ot 1 HoA6pst 2012 roga Ne 1119 «O6
yTBEPXXAEHUN TpebOoBaHWU K 3aLMTe NepcoHarnbHbIX AaHHbLIX NPy X 06paboTke B
MHOPMALIMOHHBIX CUCTEMAaX NepPCoHanbHbIX AaHHbIXy // CobpaHue 3akoHoaaTenbCcTBa
Poccunckon degepaumm, 05.11.2012, Ne 45, cT. 6257.

25.

Mewepsikos B.A., XKenesHsk B.IN., BoHaape A.O., Ocunenko A.J1., BabkuH A.H. lNepcoHanbHbIe
AaHHble: opraHmsaumns obpaboTkm n obecneveHms 6e3onacHOCTN B OpraHax rocyaapCTBEHHON
BNacTu n mecTtHoro camoynpasneHus / lNopg pea. B.A. MewuepsikoBa. — BopoHex: BopoHexckui
uHctutyT MBIl Poccnun, 2014. — 186 c.

26.

MocTaHoBneHne npaBsuTenbcTBa BopoHexckon obnactn ot 28 anpens 2011 roga Ne 340 «O6
YTBEPXKAEHUN MOSNOXKEHMS O €4MHOM PEECTPE roCyAapCTBEHHbIX MHPOPMALMOHHBIX CUCTEM
BopoHexckoin obnactn» // CobpaHne 3akoHogaTenscTea BopoHexckon obnactu 20.06.2011 Ne
4, ct. 285.

27.

EpmowkuH H.H., TapacoB A.A. CTpaTterus MHOPMaLNOHHBLIX TEXHOMOMMIA npeanpusatus. M.:

28.
M3a-8o MockoBCKOro rymaHutapHoro yHmeepcuteta, 2003,

KopHees W.K., CtenaHoB E.A. 3awmTta nHdopmauun B oduce. — "Magatenscteo lNMpocnekt”,

29- | 2008. - 333 c.

AnekcaHgp JopoHuH. busHec-passegka http://fxt.com.ua/business_literatura/131-aleksandr-

30. doronin-biznes-razvedka.html.

31. | TaHeHbaym 3. KomnbioTepHble cetn / Q. TaHeHbaym. — CI16.: NMutep, 2005. — 991 c.

Banbix A.C. OueHka BO3MOXHOCTEN aTtaku Ha nHdopmMaunoHHyto cuctemy / A.C. Bsanbix, C.A.
32. | Bsanbix // KubepHeTtunka n Boicokme TexHomnornn XXI seka: matep. Xl mexgyHapoa. Hayuy.-Tex.
KOH., BopoHex, 11-12 mas 2011 r. — Boponex : UMNL BI'Y, 2011. - T.1. — C. 91-96.

33. | Naptbika T.J1. MUHdbopmaumoHHas 6esonacHocte M.: POPYM, 2007.

MenbHukos, Bnagumunp MNasnosuy. WHopmaumnoHHasa 6e3onacHoCTb 1 3awwmuTa nHopMauum:
y4yebHoe nocobue ansa cTyq. By3os, oby4. no cneymansHocTn 230201 "MHdopmauoHHbIe
cuctembl n TexHonorun" / B.IN. MenbHukos, C.A. KnenmeHos, A.M. MNeTpakos; noa pea. C.A.
Knenmenosa. — M. : ACADEMIA, 2006 .— 330 c. : un .— (Bbicluee npodeccnoHansHoe
obpasoBaHue. VIHhopmaTurka u BeluncnmTenbHas TexHuka). — bubnuorp.: ¢.327-328 .— ISBN
5-7695-2592-4.

34.

AHppuaros B.W."lnnoHckue wtyykn" n ycTponcTea ANg 3almTbl 06BbEKTOB, U MHOpMaLmm:

35. Cnpag. nocobue / B.A.bopoanH, A.B.Cokonos. — C-[16.: JlaHb, 1996.

Abanma3zoB 3.M. MeToabl U UHXEHEPHO — TEXHUYECKNE cpeacTBa NPOTUBOAENCTBUS

36. MHdopmaunoHHbIM yrpo3am / 3.M.Abanmasos. — M.: 'potek, 1997.

37 Bacunesckuii .B. Cnocobbl 1 cpeacTea NpefoTBpaLleHns yTeuku nHpopmauum no
" | TexHnyecknum kaHanam / N.B.Bacunesckuin. — M.: HIL "Henk", 1998.

38. | XopeB A.A., Cnocobbl n cpeactea 31 / A.A.XopeB. — MO P®, 1998.

FOCT P UCO/M3K 15408-2002 «NHGopMaumoHHas TexHonorus. Metoabl 1 cpeacTtea
obecneyeHuns 6esonacHocTu. Kputepmm oueHkn 6e3onacHoCT MHOPMaLMOHHBLIX
TEXHOMOrM», NPUHAT N BBeAEH B aencteue NoctaHoBneHnem MocctaHgapta Poccun ot 4
anpens 2002 r. Ne 133-cT.

39.

NCO/M3K 31000:2009 «YnpasneHune puckamu. MpuHuunel n HanpaeneHus», ISO Technical

40. Management Board Working Group, 2009.

NCO/M3K 31100:2009 «YnpasneHue puckamu. Metoamkn oueHkmn puckar, ISO Technical

4l Management Board Working Group, 2009.

FOCT P MCO/M3K 27005-2010 «MHdopmaLmoHHasa TexHonorus. Metoabl 1 cpeacrtea
obecneyeHns MHOpMaLMOoHHON 6e3zonacHoCcTU. MeHeMKMEHT pucka MHOPMaL MOHHON
BesonacHocTuy, yTBepXXaeH 1 BBeaeH B gencteue lNMpukasom PenepanbHOro areHTcTea no
TEXHUYeCcKomy perynupoBanutio n metponorum ot 30 Hos6pst 2010 r. Ne 632-cT.

42.

B) MHGOPMALMOHHbIE 3NIEKTPOHHO-00pa3oBaTenbHble pecypchbl (0duumanbHble PeCcypChl MHTEPHET)*:

Ne n/n Pecypc

1. OBC NaHb

OBbC «YHuBepcuteTckas bubnmoTeka online»

OBC «3nekTpoHHas 6ubnuoTteka TexHnyeckoro BY3ay» (35C «KoHCcynbTaHT cTygeHTay)

3BC IOPAUT

OnekTpoHHasa bubnmnoTeka yyebHo-mMeToamM4ecknx MmaTepuanos BIY. Pexum goctyna: http://www.lib.vsu.ru

http://www.cryptopro.ru

http://www.infotecs.ru

http://www.lissi-crypto.ru/
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* BHavane ykasbiBatotcad OBC, ¢ koTopbiMn umeroTcs goroBopa y BIY, 3arem OTKpbiTble 3MEKTPOHHO-
obpasoBarernbHble pecypchl U T.4.

17. OOpasoBaTefibHble TEeXHONOrMU, MPUMEHsIEMble NpPU MNPOBEeAEHUU TMPAKTUKU W
MeToAuYecKne yKasaHus Ans oby4varomxcsa No NPOXoXKAeHUIO NMPaKTUKK

HWP - camoctositTenbHoe wuccrnenoBaHWe cTygeHta, oOopMSIEHHOE B BUAE HAy4yHOro
oTtyeTa. HUP gaBnsieTca obasaTtenbHon YacTbio y4ebHOro nnaHa.

OcHoBHbIMK 3agadamu HAP aesnsatoTca:

1) paTb BO3MOXHOCTb CTYAEHTY MPOBECTM CaMOCTOSITENIbHOE Hay4yHOe uccnenoBaHue,
yrnyobuTb 3HaHWs NO cneumanbHbIM AUCUUNIINHAM,

2) onpeaenntb CNOCOBHOCTb CTyAEHTa BbIMOMHATL HAay4YHOE MccrefoBaHWe Ha YPOBHE,
COOTBETCTBYHOLLEM KBaNMMukaumu.

HWUP copepxaT crnegywwme OCHOBHble 4acTW: BBEAEHWE, TeOpusi, SKCMEPUMEHT,
pesynbTatbl, 0OCYyXAeHMe pes3ynbTaToB, BbIBOAbl, 3aKMlOYeHWe, 3amMeyaHus, CrnMcoK
nutepatypbl. AHHOTaumst o6bemom He 6onee 0,5 cTpaHuUbl pacnonoxeHa nocne TUTYNbHOro
nncta n npeguwecteyet «CoaepxaHuto». Cnncok ByKBEHHbIX 0OO03HA4YeHWUI U COKpaLleHUi
cnenyert 3a «CopepxxaHmem». PucyHkn n tabnuupl pacnonaratoTcsi N0 TEKCTY NOCMNE CCbINIOK Ha
HUX. PaboTy HeobxoQuMMO HanucaTb akKypaTHO, FPaMOTHbIM Hay4yHbIM A3blkoM. >KecTkue
TpeboBaHna Kk 06bemy paboTbl OTCYTCTBYHOT. OPUEHTUPOBOYHO MOXHO MOCOBETOBaTb O6beEM
HWP B npepenax 30-50 ctpaHuy,.

OTyeT nNO npakTMke [JOfmKeH OblTb M3MOXEH TEeXHUYECKM T[PaMOTHbIM $S3bIKOM C
NPUMEHEHNEM pPEKOMEHAOBAHHbIX TepMMHOB W abbpesuatyp 6e3 opdhorpaduyuecknx wu
rpammMaTtmyecknx ownbok. MNMpeactaBneHHbIM OTYET NO NPaKTUKe OLLEHMBAETCS Ha COOTBETCTBUE
WHpopmauuK, npeacTaBneHHon B oT4yeTe, AaHHbIM U3 MHAOPMALMOHHbIX pecypcoB obLiero
aoctyna cetu IHTepHeT, MaTtepmanos fekumi, y4ebHOM U TEXHUYECKON nuTepaTypbl.

CTpyKTypa oTyeTa no npakTuke

1. OT4yeT NO NpakTUKe AOSHKEH BKMNOYaTb TUTYNbHbBIA JIMCT, COAEpXaHwe, BBEOEHUe,
ONUCaHNe TeOopPeTUYECKUX W NPaKTUYECKMX acrneKTOB BbIMNOSIHEHHOM pPaboThbl, 3aKkrYeHue,
CMMCOK MCMNOSb30BaHHbLIX MCTOYHUKOB, MPUIIOXKEHUS.

2. Ha TutynbHOM nucTte AaofmkHa 6biTb NpeacTaBneHa Tema NpakTukW, rpynna n damunms
CTydeHTa, AaHHble O npeanpuaTun, Ha 6ase KOTOPOro BbIMNOMHSANACh NpakTuka, damunus
pyKoBOAUTENS.

3. Bo BBeaeHMM CTyAeHTbl AOMKHbI AaTb KpaTkoe onucaHune 3agaudn, pelaemMon B paMkax
NPaKTUKN.

4. B OCHOBHOW 4acTu oTyeTa CTyAeHTbl NPMBOAAT nogpobHOe onucaHue npoAeriaHHon
TEOpeTUYECKON 1 (M) NpaKTUYEeCKon paboTbl, BKIOYas onvcaHne n obocHoBaHMe BblGpaHHbIX
peLLeHni, onucaHme nporpamm um T.4.

5. B 3aknioueHnn gaeTcsa KpaTkasd XxapakTepucTuka npogenaHHon paboTbl, 1 NpuBoaaTCs
€€ OCHOBHbIe pe3ynbTaThl.

6. B npunoxeHuax NpuBOASATCHA HeMNOCpenCTBEHHble pe3ynbTaTbl pa3paboTKu: TeKCTbl
nporpamm, rpadnkn 1 guarpaMmmbl, n 1.4.

TpeboBaHMa K opopMneHNo oTyeTa

1. OTyeT ohopmnisieTca B neyaTHOM BuAe, Ha nuctax popmarta A4.

2. OCHOBHOM TEKCT OTYyeTa BbINOSHAETCA WpndTom 14 NyHKTOB, C MHTepBasnom 1,5 mexay
cTpokamu. TekcT pasbuBaetca Ha absaubl, KaXObll W3 KOTOPbIX BKIKOYAET OTCTyn W
BblpaBHMBAHWE MO LLUMPUHE.

3. TekcT B NpUNoxXeHusax MoXeT BbiTb BbINOSTHEH Bonee Menkum WprugTOM.

4. OtyeT pasbuBaeTcsa Ha rMaBbl, MYHKTbl W MNOLMYHKTbI, BKMOYaKOWME AECATUYHYIO
HyMepaLmio.

5. PUCyHkn 1 Tabnuupbl B 0TYETE AOMKHBI UMETb OTAENbHY HyMepauuvio U Ha3BaHWUS.

6. Becb oT4yeT gomkeH ObiTb OhopMNeH B eUHOM CTUME: BE3AE B OTYETE 415 3arofioBKOB
O[IHOrO YPOBHS, OCHOBHOIO TEKCTa M NoANMcen AOMKEH NCNOSb30BaTbCA OAMHAKOBLIN LLPUAT.



7.CTpaHvubl OTYeTa HYMepylTCs, HayMHas C TUTynbHOro nucrta. Homepa cTpaHuy
NPOCTaBNATCA B MPaBOM BEPXHEM Yriy AN BCEro otyeTa KpoOMe TUTYNbHOro nucTa.

8. CogepxxaHne oTyeTa OOSHKHO BKIOMATb NepeYvyeHb BCeX rnas, MyHKTOB M NOANYHKTOB, C
yKasaHueM HoOMepa CTpaHuLbl AN Kax40ro afieMeHTa cogepKaHus.

9. Ccbinkn Ha nutepaTtypy W OpyrMe WUCNOoSib30BaHHblE WCTOYHUKM OQOPMIIAIOTCA B
OCHOBHOM TEKCTe, @ CaMu UCTOYHUKN NEPEYNCSIOTCH B CMIMCKE UCMOMb30BAHHbBIX MCTOYHUKOB.

10. O6bem oTyeTa No NpakTuKke AosmKeH ObiTb He MeHee 30 cTpaHuL.

18. MaTtepmanbHO-TeXHUYECKOe obecnevyeHne NPaKTUKM:

2. BopoHex, yn. YHugepcumemckas nnowads, 0.1, enasHbil y4ebHbIU Kopryc, ay0.214
KomnbtoTep B coctaBe: cucteMHbli 6nok: npoueccop Intel(R) Core(TM) i5, onepatnBHasi namste 816,
HDD 500I6; monutop: LG FLATRON. Mynbtumegmnanpoektop BenQ. OkpaH HacTeHHbIn aOnis
npoektopa. Ayamo kornoHku Creative AG0. KommyTtaTtop.

2. BopoHex, yn. YHugepcumemckas nnouwads, 0.1, y4ebHbit kopnyc 16, ayd.407
KomnbtoTep B coctaBe: npoueccop Intel(R) Core(TM) i7-7700 CPU @ 3.60GHz, onepatunBHas
namatb 16 6, SSD 256 6, HDD 1T6, Bugeokapta NVIDIA GeForce GTX 1080 Ti; moHmuTop DELL
S2419HN. KomnbtoTep B cocTtase (1 wr.): npoueccop Intel(R) Core(TM) i7-7800X CPU @ 3.50GHz,
onepaTtuBHada namaTtb 96 6, SSD 1T6, HDD 4T6, Buaeokapta NVIDIA GeForce RTX 2080 Ti (2 wT.);
moHuTop DELL S2419HN. UctouHuk 6ecnepebonHoro nutanHmsa APC Back-UPS BV1000I-GR, line-
interactive, mowHocTb: 1000BA, 600BT (16 wT.). UcTtouHunk 6ecnepeborHoro nutaHusa Legrand KEOR
LINE RT 1500BA (1 wrt.). Kommytatop HP 2530-24G Switch (Managed, 24*10/100/1000 + 4 SFP,
19"). MHTtepaktuBHasa gocka SMART SBM685 (87 gtonmos, 11O SMART SLS) ¢ naccuBHbIM FTIOTKOM.
Mpoektop Vivitek DH758UST (ynbTpakopoTkodokycHbi, DLP, Full HD 1080p (1920 x 1080) , 3500
ANS, 10000:1, nonHaga nogaepxka 3D).

2. BopoHex, yn. YHusepcumemckas rowads, 0.1, 2nagHbil y4ebHbil kopryc, ayd.124
KomnbloTep B coctaBe: cucTemHbii 6nok: npoueccop AMD Ryzen 7 3800X 8-Core Processor,
onepaTtuBHasa namatb 326, HDD 1T6, SSD 25616, Buaeokapta NVIDIA GeForce GTX 1050;
mMoHutop: Dell S2419H. WHTepaktuBHas gocka SMART  SBM685 (87  agwonmos).
MynbTumeananpoektop Vivitek ynbTpakopoTkodoKyCHbIN. WcTouHMK GecnepebonHoro nutaHus
Legrand Keor SPX 1000 BA IEC C13 (16 wT.). ctouHuk BGecnepebonHoro nutaHmnsa Legrand Keor
Line RT 1000 BA (1 wrt.). KommyTtaTtop HP 2530-48G Switch (1 wr.).

2. BopoHex, yn. YHusepcumemckas nnowads, 0.1, 2nagHbil y4ebHbil kopryc, ayd.226
MoHo6riok HP: npoueccop Intel(R) Core(TM) i3-6100 CPU @ 3.70GHz, onepatueHas namatb 810,
SSD 250I6. Mynbtumeamanpoektop Epson. Ayamo konoHknm EV (2 wT.). MukpodoH. OkpaH ang
npoekTopa. MapkepHble naHenu Askell (2 wr.).

2. BopoHex, yn. YHusepcumemckas nowads, 0.1, y4ebHbil kopryc 1, ayd.2/25
YuebHbit cmeHd "[IpozpammHbie cpedcmea kpunmoepaguu”, SCRYPTO B cocTase:
Kapkac MoHo60Ka (1 WT.); UHTErpMpPOBaHHbIN BbIYMCANTENBHBIN y3en 3 WT.) B COCTaBe: NpoLeccop
Intel: aBa sgpa c TaktoBon 4actotonm 2700 My, O3Y: o6bém 4 6 TMn DDR-3, TBEpAOTENBHbLIN
HakonuTenb SSD obbemom 60 6, 6nok nutaHus mowHocTbio 300 BT, 2 ceTeBbix MHTepdelca
GigabitEthernet; nepekntoyatens KBM-tuna D-Link (1 wT.); Heynpaensembin kommyTtatop D-Link (1
WT.); MOAYNb NUTAHWSA, KOHTPONSA U MHTerpaumm cteHga B obuwyto nabopatoputo (1 wWT.); MOHUTOP
Philips(1 wrT.); kOoMnnekT koHconu pabovero mecta obyyaemoro (1 WT.) B cOcTaBe: Knasuatypa
Oklick, mbiwb Oklick; komnnekt ydebHo-meToaudecknx nocobuin (1 K-T.); cTaTUCTUYECKOE
nporpaMmmHoe obecnedeHne ynpasrneHus mogynem nutanHusa (1 wr.); pnaw-anck BOCCTaHOBMEHMSA
OC Ha wHTerpmpoBaHHbix MK (3 wrt.) ¢ onepauynoHHon cuctemon Archlinux; dnaw-gmck
MynbTUMEONNHOIO METOANYECKOro nocobms (1 Wwr.); rpynna KOMMYTaUWMOHHBIX NOPTOB (2 WT.).
Tunogol komrnnekm y4ebHo2o obopydoeaHusi "Cemesas besonacHocms”, SECURITY B cocTase:
yrnpaBnsembli KOMMyTaTop TpeTbero ypoBHA D-Link (1 wT.); ynpaBnsembin KOMMyTaTop BTOPOro
ypoBHA D-Link (1 wrT.); annapaTtHO-NporpaMMHbIA 3MYNATOP YCTPOMCTBA JlokanbHon cetn (1 wrT.);
Heynpasnsemblin kommytatop D-Link (2 wr.); mapwpytmnsatop 6ecnposogHon D-Link (2 wr.);
6paHamayap D-Link (2 wrt.); Mogynb NWUTaHUs, KOHTPONS W WHTerpauum crteHga B obLyyto
nabopatoputo (1 WT.); KOMMyTaUMOHHaA naHesnb (1 WT.); BbIMMCAUTENbHBIN y3en (4 WT.) B COCTaBe:
npoueccop Intel: gBa sagpa ¢ TaktoBom 4actotom 2700 Mru, O3Y: o6vém 4 6 Tnn DDR-3,
TBepaoTenbHbIN HakonuTenb SSD o6bemom 60 6, 6nok nutaHna mowHocTbio 300 BT, 2 ceTeBbIx
nHtepdgenca GigabitEthernet, 1 ©GecnpoBogHon ceTeBon WuHTEpdENC; MOHOGMOK (1  wWrT.);
cTaTucTu4eckoe nporpaMmHoe obecrnedyeHve ynpasBrneHus MogyneM MUTaHUSA, KOHTPONs MU




nHTerpauum (1 WT.); NporpammMHas cuctema socctaHosnenms U-Profi (R) (4 donaw-gucka o6bemom 8
6) (1 wr.); yanunutens USB (4 wr.); kabenb VGA (2 wr.); naty-kopg (10 wrt.); meTtogmyeckoe
nocobue (2 k-Ta.).

YuebHo-npakmu4yeckuli_cmeHO «Cucmembl _KOHMposs U _ynpasneHuss 0ocmyrnom», ®3N-CKY B
cocTtaBe: Mofenb cTeHbl (1 wrT.); HoyTbyk Lenovo (1 wrt.): 3kpaH ¢ anaroHanbio 15.6" (paspelueHve
1366x768), O3Y obvemom 2048 M6, Hakonutenb obbemom 120 6, npoueccop Intel agBa agpa ¢
TaktoBon 4actotonm 1,4 [Tu, Beb-kamepa; CkaHep NUHEWHbIX U OBYMEPHbIX LWTPUX-kogoB (1 wrT.);
ceetoamog (1 wWT.); anekTpoMexaHnveckni 3amok (1 wT.); ceTeBon koHTpornep CKY[L (2 wrt.);
MYNbTUMEAUHBLIN TEPMUHAN MHOrogakTopHON naeHTUdUKauumn, B ToMm Yncrne pacnosHasaHme nu (1
LUT.); HACTOMIbHOE YCTPOWCTBO YTEHWUS M 3anucu cMapT-kapT (1 wWT.); KOHTaKTHas cmapT-kapTa C
00béEMom namsaTn 256 Gant (5 wrT.); USB knoy tmn e-token (1 wr.); komnnekt MO n koHBepTop (1
WT.); nporpammatop kapT Mifare HacTonbHbIN (1 WT.); cunTbiBaTENDb 6ECKOHTAKTHBLIX KApT Em-Marine
(1 wr.); cunTbiBaTENb GECKOHTAKTHBIX KapT Mifare (1 wrT.); cmapT-kapta Tun Mifare (5 wrt.); cmapT-
kapta Tun Em-Marine (5 wt.); kntoy iButton (Touch-Memory) (5 wT.); nporpammaTop knto4en Touch-
Memory (1 WwT.); Mogynb cornacoBaHus UHTepdencos (1 LWT.); INEKTPOMarHUTHbIN 3amMoK (1 WwT.);
cuntbiBaTenb knoyer TouchMemory (1 wr.); ceteBon koHTponnep TouchMemory (1 wrt.); 6nok
nuTanmna (1 WT.); nporpaMmma pacrno3HaBaHUs aBTOMOOMbHbLIX HOMepoB (1 WT.); makeT Homepa TC
P® (5 wr.); ceteroe pene (1 wr.); IP-kamepa (1 wrt.); koMMmyTaTOp Heynpaensembii D-Link (1 wrT.);
MOAyNb MUTaHUSA, KOHTPONA W WHTerpauum kKomnnekra B obwyio nabopatopuio (1 wrt.);
cTaTucTU4eckoe nporpaMMmHoe obecnedyeHve ynpaBneHus MoAyfneM MUTaHus, KOHTpona u
nHTerpauum (1 WT.); NPOrpaMmHbIN aMynAaTop usmnyeckmx obbekToB gocTtyna (1 wWrT.); MeToanyeckoe
nocobue (2 wrT.).

19. OueHo4Hble cpeacTBa ANA NpoBeAeHUA TeKyLLen U NPOMEXYTOYHOM aTTecTauumn
oby4arowmxcsi No nNpakTuke

HanmeHoBaHue Ungunkartop(bl
r”i pasgena AUCLMUMNIIUHBI K?_l“:l';?;)e"' ,qocmmemgm) OueHoOuHble cpeacTBa
(mopyns) KOMMeTeHUuUn
OpzaHu3ayuoHHO-
1. rnodzomosumeribHbili OrnK-2.1 OrnK-2.1.2 OTYeT No nNpakTuke.
aman
Ol1K-7.4
OriK-7 Or1K-7.5
Ol1K-7.13
Ol1K-13.13
OllK-13.14
Orik-13 Or1K-13.15
HayutHo- OrK-13.17
2 uccredosamenbcKuil OnK-2.1 OlnK-2.1.1 Ot4eT no npakTtuke. 3awuta oTyeTa no
: OMNK-2.1.5 npakTuke.
smari K- MK-1.3
MK-2.2
r1K-2 MK-2.3
MK-2.5
MK-3.1
l1K-3 MK-3.3
MK-3.5
Or1K-7 OllK-7.11
Ol1K-8.10
OrlK-8 Ol1K-8.11
Ol1K-8.15
OlK-13.19
AOmarn 8bIrnonHeHus OriK-13 OrK-13.21
uccriefosamerbCKux MK-1 MK-1.3
3. pabom o NK-2.1 OTt4eT No npaK;Mpr;eK.Taf:J,ma oT4yeTa no
uHOusudyarbHOMy nkz.2 '
nnavy [1K-2 :
MK-2.3
NK-2.5
MK-3.1
IK-3 MK-3.3
MK-3.5
4 OdbopmneHue omyéma o Ofl1K-9 Ofl1K-9.15 OT14eT N0 NpakTUKe.




HanmeHoBaHue Unpgukarop(bl
:ﬁ pasgena AMCUUNIIUHDbI K?_:&';?;;’H AOCTVI)KeHlSIH) OueHoOYHbIe cpeacTBa
(mogyns) KOMNneTeHuuun
umoeam npakmuku Ol1K-13.5
Or1K-13.6
Orik-13 OMK-13.12
OrK-13.16
OnK-2.1 OnK-2.1.4
MK-2 MK-2.3
MpomexyTodHasa aTTecTaums
. WHaomBmnayansHoe 3ajaHue
dopMa KOHTPONS — 3a4eT C OLIEHKOM

20. TvnoBble OLEHOYHbIe cpeAcTBa M MeToAMYecKMe MaTepuanbl, onpegensiowme
npoueaypbl OLleHUBaHUA

20.1 TeKyLLMn KOHTPOIb yCNEeBaeMoCTH
KoHTpornb ycneBaemMocTu No AUCUUMNIIMHE OCYLLLECTBNSIETCA C MOMOLLBIO CNeayloLWmnx OLEeHOYHbIX
CpencTs:
NHaveuayanbHble 3agaHuns

MepeveHb NHANBMAYANbHbIX 3a4aHn

[lepeyeHb uHOUBUAyarsibHbIX 3adaHul
lMpoBecTn aHanM3 NOCTaBMEHHOW 3afaun C TOYKM 3peHust obecneveHns MakcumanbHO 3GdEKTUBHOM
3aWnTbl MHOPMaUUN B MHAPACTPYKTYpe opraHu3auum (paccMoTpeTb TeopeTudecKkue acnekTbl, Ha
OCHOBaHMM aHanmsa nocTponTb Mogernb 6esonacHocTw).

1. ABTOMaTM3MpOBaHHasa CMCTEMa B 3aALUULLEHHOM WCMOSIHEHUW OpraHu3aumm (Mnu npeanpusaTuN
no6on hopmMbl COGCTBEHHOCTH).

2. AHanus ysi3BMMOCTEN N OpraHu3aumsa 3awmTtbl MHOOPMaUUK B NOKaNbHOW CETWM opraHusauuu
(vnun npegnpuatna nobon hopmMbl COGCTBEHHOCTN).

3. AHann3 yssBuMocTen KN 3hEKTUBHOCTU CpeactBs U cnocoboB 3awuTbl mMHOpMauun B
aBTOMATM3NMPOBAHHOWN CUCTEME OpraHu3auuun (Mnv npegnpusatusa nobon opmMbl COGCTBEHHOCTH).

4. VIHCTpyMEHTarnbHbIi MOHUTOPUHI 3aLLMLLEHHOCTM aBTOMaTU3NPOBAHHOW CUCTEMbI OpraHm3auum
(vnun npegnpuatTna ntobon opmMbl COGCTBEHHOCTN).

5. MHdbopmaumoHHaa cuctema nepcoHanbHbIX OaHHbIX OpraHudauum (wnu npeanpuaTtus nobon
dopmbl COBCTBEHHOCTH).

6. KomnnekcHasa 3awwmta nHgopmauumn B nokanbHOW CeTn opraHmsaumm (Mnv npeanpusatms nobown
dhopmbl COBCTBEHHOCTH).

7. MogroToBka K atTectauMn MHAOPMALNOHHOW CUCTEMbI MEPCOHAsbHbIX OAHHbIX B OpraHusaumm
(vnun npegnpuaTumn Nobon opmMbl COBCTBEHHOCTN).

8. COop ¥ aHanM3 UCXOOHbIX AaHHbIX AN NPOEKTUPOBAHWUS CUCTEMbI 3aliMTbl MHopMaumm
opraHusauum (Mnv npegnpusaTmsa nNiobon popmMbl COGCTBEHHOCTN).

9. Cuctema KOHTPONSA W ynpaBneHus OOCTYNOM B OpraHusaumm (Mnv Ha npeanpuatum nobon
opMbl COBCTBEHHOCTM).

10. Cuctema ynpaBneHuss MHAOPMALNOHHOM 6e30NacHOCTbI0 aBTOMaTU3UPOBAHHOW CUCTEMbI
opraHusauum (Mnv npegnpusatmsa niobon popmMbl COGCTBEHHOCTN).

TpeboBaHNA K BbINONHEHMIO 3a4aHUN

[MpoBecTn aHanu3 MNOCTaBMEHHON 3ajaYM C TOYKM 3peHus obecneyvyeHns HaxoXOeHUs
3(pPEKTUBHOIO peLleHns ONMpPasiCb Ha CyLLECTBYIOLYO MHAPACTPYKTYpy opraHu3auuun (paccMoTpeTb
TeopeTUYecKne acnekTbl, HA OCHOBaHUW aHann3a NnocTPoOUTb MOAESb PELLUEHUS U T.4.).

20.2 NMpomexyToyHas aTrectayms

MpomexyTouHas aTTecTauus No AUCUUNINHE OCYLLECTBSIETCS C MOMOLLBIO CNEAYOLLINX
OLIEHOYHBIX CPEACTB:

Omyem o npakmuke

Tembl MpoeKkmos




1. CpegctBa obecnedyeHuss UHGOpMaUMOHHONM  6e3omacHOCTM B KOPNOpaTUBHbIX
NMHOPMALMNOHHBIX cUCTEMax
. AnnapatHble cpeacTtBa obecneyeHns nHpopmaumoHHon 6e3onacHoCTH
. MIHdopMaumnoHHbIe ys3BMMOCT 0OBEKTOB
. MporpammHble cpefcTea obecneyeHnsa nHopmaumoHHom 6e3onacHoCTH
. AHTpOMOreHHble MH(POPMALMOHHbIE YA3BUMOCTU
. TexHoreHHble MH(POPMaLIMOHHbIE YA3BUMOCTH
. OpraHunsaumoHHO-NpaBoBble cpeacTBa obecneveHns MHPopMaLNoHHON 6e30nacHOCTH
Yrpo3bl MHHPOPMaLMOHHON 6€30MacCHOCTU U UX UCTOYHUKK
. OpraHusaunoHHo-aAMUHUCTPaTUBHbBIE CPeACTBa 3aLMTbl MHopMaunn

10. OCHOBHbIE NPUYUHBI YTEYKM MHPOPMaLUN U BO3MOXHOCTU NPOTUBOAENCTBUS yTedKam
MHdopMaLuu.

11. Mepbl 3aMTbl NEPCOHANbHbLIX AAaHHbLIX B MHAPOPMALUMNOHHBLIX CUCTEMAX NepCoHasibHbIX
AaHHbIX.

12. lNoarteepxaeHue NoANMMHHOCTN OB BHEKTOB N CYOBEKTOB MH(POPMALIMOHHOW CUCTEMBI.

13. KoHTposib uenocTHOCTN MHdopMaumnmn. Xaw-gyHKUUK, NPUHLUNLI MCMOSTb30BaHNA X3LLU-
dyHKUM ons obecneyeHuns LenoCcTHOCTU AaHHbIX.

14. Yrposa HapyweHna koHdpuaeHumanbHocTu. OcobeHHOCTM M npuMepbl peanusauuu
yrpossbil.

15. Yrpo3a HapyleHus uernoCTHOCTU AaHHbIX. OCOBGEeHHOCTU K npuMepbl peanusauuun
yrpossbil.

16. Yrpo3a oTkasza cnyxb (yrpo3a oTtkasza B pgoctyne). OcoBeHHOCTM U npuMepsl
peanusauuu yrposbl.

17. Yrposa packpblTua napameTpoB cuctembl. OCoBeHHOCTM W NpuUMepbl peanusauum
yrpossbil.

18. OCHOBHble TWMbl MNONMUTUKM BGe3onacHOCTM [ocTyna K AaHHbIM. [JUCKpEeUWOHHble U
MaHAaTHbIE NONUTUKMN.

19. TpeboBaHua K cucTeMam Kpuntorpaduyeckon 3awuTbl:  KpunTorpaduyeckme
TpeboBaHunsa, TpeboBaHma HagexHocTn, TpeboBaHus no 3awmte ot HC[, TpeboBaHusa K
cpencteam paspaboTku.

20. AODMVHUCTPATMBHLIN YPOBEHb 3awuTbl MHpOpMaumn. 3agaym pasnuyHbIX YPOBHEN
ynpaBneHus B peleHnn 3agadm obecrneyeHms nHgpopmalmMoHHOM 6e3onacHOCTH.

21. MNpouenypHbI ypoBeHb obecneveHnsa 6esonacHocTn. ABTOpM3aumus nonb3oBaTenen B
MHOPMALNOHHOM CUCTEME.

22. WpeHTnpukauma v ayteHTudukaums npu Bxode B WMHAOPMALMOHHYIO CUCTEMY.
Mcnonb3oBaHue naponbHbIX cxeM. HegocTaTku NaposibHbIX CXEM.

23. NpeHTnpukauma un ayteHTUdpuUKauma nonb3oBaTtenen. [lpuMeHeHue nporpamMmHo-
annapaTHbIX CpeACTB ayTeHTUdMKaUMnN (CMapT-KapTbl, TOKEHBDI).

24. buomeTpuyeckme cpeacTBa naeHTumKkaumm n ayTeHTurkaumm nonb3osaTernen.

25. AyTeHTUUKaLms CyObeKTOB B pacnpeesieHHbIX CucTemMax, npobrnemsl U peLleHus.

26. Ayaut B MH(OPMALMOHHBIX cuctemax. PyHKUUM n HasHavyeHne ayauTa, ero posib B
obecneyeHnn nHpopmauMoHHON 6e30nacHOCTH.

27. Bupycbl n metoabl 60pbbbl C HUMWU. AHTUBMPYCHbIE NPOrpamMMbl U NaKeThbl.

28. lporpammHo-annapaTtHble 3aWwuTbl  MHJOPMAaLUMOHHBLIX pecypcoB B  VHTepHer.
MexceTeBble 3KpaHbl, X PYHKLUN U HA3HAYEHUS.

29. Kputepumn oueHkn 6e30nacHOCTU KOMMbHOTEPHbIX cuctemM. CTpykTypa TpeboBaHui
6e3onacHocTun. Knaccbl 3awwmLeHHOCTW.

30. EguHble kpuTepum 6e30NacHOCTU MHAOPMAUMNOHHBLIX TEXHOMNOMMN. NoHATHe npodungd
3awuTbl. CTPyKTYpa Npodouns 3awmThbl.

31. EanHble kputepum 6e3onacHOCTM MHAOPMALMOHHBIX TEeXHOMOornn. [poekT 3awunTbl.
TpeboBaHus 6esonacHocTM (PyHKUMOHaNbHbIE TpeboBaHWs 1 TpeboBaHNA aAeKBaTHOCTI).

32. lNoHATMe anekTpoHHOW uudpoBon noanucu. lNpouenypbl doOpMUPOBaAHUA LUGPOBON
nognucu.
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33. MeTtogbl HeCUMMETPUYHOro  wudgpoBaHus. Mcnonb3oBaHMe  HECMMMETPUYHOIO
WwndpoBaHna ana obecnevyeHnss LeNOCTHOCTU JaHHbIX.

34. Cpeactea obGecneveHns uvHdopmaumoHHon 6e3onacHocth B OC  Windows.
PasrpaHnyeHune goctyna k aHHbIM. [pynnoBas nonuTuka.

35. MNpumeHenne dannoson cuctembl NTFS pgns  obecneveHnss MHGOpPMaLNOHHOM
6esonacHoctn B Windows. Cnucku KOHTpons pgoctyna K AaHHbiMm (ACL) mx ponb B
pasrpaHnyYyeHnn ocTyna K AaHHbIM.

36. MNpumeHeHne cpeacte Windows ans  npegoTBpalleHus  yrpo3  packpbIiTUA
KOH(pmnaeHUmanbHOCTU AaHHbIX. LndpoBaHme gaHHbIX. yHKUMM 1 Ha3HaveHne EFS.

37. PasrpaHuyeHune goctyna k gaHHeim B OC cemenictea UNIX.

38. OcHoBHble 3aTanbl pa3paboTky 3alUMLLEHHON CUCTEMbI: oOnpegeneHne noINTUKK
B6esonacHocTn, npoekTnposaHne mogenun UC, paspabotka koga VC, obecneyeHne rapaHTun
COOTBETCTBUA peanusaumm 3agaHHON NonuTMke 6e30nacHOCTMW.

39. MpuymnHbl  HapyweHus  6e3onacHOCTM  WHopmMaumm npu  ee  obpaboTke
Kpyntorpadu4eckMmmn cpeacresamu.

40. NMoHATME aTakm Ha cuctemMy WHgopMaunmoHHonm ©esonacHocTn. OcobeHHOCTH
NOKanbHbIX aTak.

41. PacnpefneneHHble NHGOPMaLMNOHHbIE CUCTEMBI. YpaneHHble aTaku Ha
NHPOPMALNOHHYIO CUCTEMY.

42. KaHanel nepefayvM [faHHbIX. YTeyka WHGopMauuu. ATakm Ha KaHanbl nepegayu
AaHHbIX.

43. JnekTpoHHas noyta. Npobnembl o6ecneyeHns 6€30nNacHOCTM NOYTOBLIX CEPBUCOB U UX
peLueHuns.

44. BupTyanbHble YacTHble CeTU, X (PYHKUMM U Ha3HaYeHue.

45. CeTeBble BOWHbI: LEeNW, 3agjayn, CUeHapunm M CpeacTBa UX NPOBEAEHMs, OLeHKa
NnepcnekTMB pasBuUTUS U NPOTUBOAEWNCTBUS B KOHTEKCTe obecneyeHns WHGOPMaLNOHHOM
BGesonacHoCTM rocygapcTaa.

46. CoumnanbHble CeTU Kak UHCTPYMEHT OpraHusaunm NpoTeCTOB U « PEBOSTHOLMIA»: CNOCOObI
N cpeactsa BO3MYLLEHMSI COUMyMa, CLeHapun ocrabneHusi U CBEpPXXeHUs BnacTu, Mepbl
NPOTUBOAENCTBMSA B KOHTEKCTE obecneyeHns nHopmaumnoHHom 6e30nacHOCT rocyaapcTaa.

47. CTaTUCTUYECKNA aHanNn3 BCEBO3MOXHbIX KITACCOB M TUMOB aTak Ha MHAOPMaLUMOHHbIE
WH(O-CUCTEMBI:  Lenu, YactoTa artak WM BennumMHa yuwepboB OT WX  peanusaumu,
COOTBeTCTBYOLLAdA
OLEeHKa PWUCKOB B AMHaMuke pas3sBuTtua cdepbl MHGpopMaumnmoHHon 6e3onacHOCTK, BbIBOAbI
OTHOCMUTENbHO OMACHOCTU U BO3MOXHOCTEN NPOTUBOAENCTBUS.

48. AHann3 n nogrotoBka o63opa Hay4YHO-TEXHUYECKMX MaTepuarioB NO reTeporeHHbIM
CeTsaM B KOHTEKCTe obecneveHnsa nx 6esonacHoCcTu.

49. Pa3Butne Hay4YHO-METOAMYECKOro obecneyeHnss Teopum BEeTBALLMXCHA MPOLLECCOB Ha
aHanu3 pacnpocTpaHeHns BpeAOHOCHOro NporpaMMHoOro obecnevyeHmns B ceTeBbIX CTPYKTypax.

50. Pa3Butne Hay4HO-MeTOANYECKOro obecneyeHns Teopumn cnyyanHbolx rpacdoB Ha aHanuns
XMBYYECTU CETEBBIX CTPYKTYP.

51. OnacHoctb DDOS-atak M puCK-MOAENUPOBaHME WX Pa3HOBUOHOCTENM B KOHTEKCTe
NPOTUBOOENCTBUS.

OueHka no npakTuke BbICTABMSETCA PYKOBOOUTENEM MNPaKTUKU OT kadeapbl HA OCHOBE
cogepxaHunsa oTyeTa CTygeHTa, OT3blBa pyKoBOAUTENS OT NpeanpuaTud, BbICTYMNSIEHUS C
npeseHTauMen n OTBETOB Ha BOMPOCHI MO UTOraM NPakTUKK.

OTtyeT NO npakTuke [OMMKeH OblTb M3MNOXEH TEXHUYECKM T[PaMOTHbIM SA3bIKOM C
NPUMEHEHNEM pPEKOMEHAOBAHHbIX TEPMWHOB W abbpeBuaTyp 6e3 opdorpadumyecknx u
rpammMartmyeckux owmbok. [pu 3awmrte oTyeTa NO MpakTUKE OLEHUBAeTCA COOTBETCTBUE
WHpopmauun, NpeacTaBneHHoOM B OT4YeTe, AaHHbIM M3 MHEAOPMAaUMOHHBLIX PecypcoB obuiero
aoctyna cetn IHTepHeT, maTepuanos Nekummn, y4ebHOM 1 TEXHUYECKOW NnuTepaTypbl.



KoHeuHbIMM pe3yrnbTaTamm ocBoeHusa nporpammbl HAP gaensoTca cpopmupoBaHHbie
KOrHUTMBHbIE [OECKPUNTOPbl «3HaTb», «YMETb», «BMnadeTb», pacnUcaHHble NO OTAEeNbHbIM
komneteHumsMm. OHwm npepctaBneHbl B Tabnvue 10. dopmmpoBaHMe 3TUX LECKPUMNTOPOB
npoucxoaut B TedeHue Bcero nepuoda BbinorHeHuns HWP, B pamkax BbINONHEHUNA
CaMoCTOATENbHOW paboTbl BbINOMIHEHWM pa3NU4YHbIX BMAOB paboT noag pyKOBOACTBOM
pykosogutens HAP.

[Ansa oueHkn geckpunTopoB KomneteHumn ucnonb3dyetcs 100 6annbHasa wkana OueHOK.
Ana onpegeneHns akTUYECKMX OLLEHOK KaKAoro nokasaTtens BbICTaBNATCA cnegyolime
G6annol.

[Ona npeckpMnTopoB KaTeropmm «3HaTb»:

— TpeboBaHNAM KpuTepus (OTBET MOSHbIA U MPaBUIibHbIA Ha OCHOBAHUW WU3YyYeHHbIX
Teopun; mMartepuarn U3NOXeH B onpeaerieHHOW form4eckon nocrenoBaTenibHOCTU, HayYHbIM
A3bIKOM; OTBeT camocTosaTeNnbHbln — 85-100% oT MakcumansHoro konundectso 6annos (100
6annoB). COOTBETCTBYET OLEHKE - «OTIIUYHOY;

— pesynbTaT, coAepXalMin HEMNOSHbIA MpaBUIibHbIA OTBET WM OTBET, COAEpXKallun
He3HauuTernbHble HEeTOYHOCTUM (OTBET AO0CTaTOMHO MOMHbIA W NPaBWUfbHLIN Ha OCHOBaHWUK
M3YYEeHHbIX  MaTepuanos; mMaTtepuan N3ITOXeEH B ONpedesnieHHoM  Nornm4yeckomn
nocrniegoBaTenbHOCTU, NPU 3TOM AONYLWEHbI ABE-TPU HECYLLECTBEHHbIE OWWNOKK), 75-84% oT
MaKkCMMarnbHOro KonuyecTtaa 6annoB; COOTBETCTBYET OLIEHKE - «XOPOLLOY;

— pesynbTaT, cofepXalwMh HEMNOSHbIA MpaBUnbHbIN OTBET WM OTBET, COAepXalluu
3HayuTernbHble HETOYHOCTU (MpW OTBeTe AonyuwleHa CywecTBeHHas owwubka, unm B OTBeTe
cogepxutca 30 - 60% HeobXoouMbIX CBeOEHWUA, OTBET HeCBA3HbIN) — 60-74 % oT
MaKCUMarnbHOro KonuyecTtaa 6annoB; COOTBETCTBYET OLIEHKE - «yOOBIETBOPUTENBHOY;

— pesynbTaT, coaepXallmMi HENOSHbIN NPaBUibHbIA OTBET (CTEeNeHb MOSfHOThLI OTBETa —
meHee 30%), HenpaBunbHbIM OTBET (OTBET HE MO CyLLECTBY 3aJaHnd) Unn oTCyTCTBME OTBETA,
T.e. OTBET, He COOTBETCTBYWOLMA MNOMHOCTbIO TpeboBaHuam kputepuss, — 0 % oOT
MaKcMManbHOro konudectsa 6annos. COOTBETCTBYET OLEHKE - «KHeYAOBNETBOPUTENBHOY.

Ona peckpmMnTopoB KaTeropumn «Ymetb» u «Bnagertb»:

— BbIMOMHEHbI BCe TPebOoBaHWNSA K BbIMNOMHEHWIO, HANUCaHUIO U 3amuTe oT4yeTa. YMeHue
(HaBbIK) ccopmmpoBaHo nonHocTbld — 85-100% OT MakcMmanbHOro komnuyectsa 0Gannos.
CooTBeTCTBYET OLEHKE - KOTIIUYHOY;

— BbIMOMHEHbI OCHOBHblE TPEOOBaHUA K BbINOSIHEHMIO, OCOOPMIIEHNIO N 3aLLMTe OT4YeTa.
NmetoTca oTaenbHble 3aMeyaHnsa U HefocTaTku. YMeHue (HaBblk) chOpMMPOBAHO AOCTAaTOYHO
NosiHO — 75-84% oT MakcuManbHOro konuyectasa 6annoB. COOTBETCTBYET OLEHKE - «XOPOLLIOY;

— BbINONHeHbl 6a3oBble TpeboBaHMS K BbINOMHEHWIO, OPOPMIIEHMIO M 3allnTe OT4YeTa.

MmeroTca JoCcTaToOuHO CyLLeCTBEHHblE 3aMeyvyaHus U HegoCTaTKu, Tpeldywmne 3HauYnTenbHbIX
3aTpaT BpeMeHM Ha wucnpasneHne. YMeHue (HaBblk) CHOPMUMPOBAHO Ha MUHUMAIbHO
AonycTtnmMom ypoBHe — 60-74% OT makcumarnbHoro konmyectea 6annoB. COOTBETCTBYET OLIEHKE
- «y0OBNETBOPUTENBHOY;
TpeboBaHNA K HanucaHwio U 3awmte oTtyeTa. MIMETCs MHOrOYUCIEHHbIE CYLLECTBEHHbLIE
3aMeyYaHus U HeJocTaTku, KOTopble He MOryT ObiTb MUcnpasreHbl. YMeHue (HaBblk) He
cchopmmpoBaHo — 0 % OT MakcumanbHoro konudectsa 6annoB. COOTBETCTBYET OLEHKe -
«HeyooBNeTBOPUTEITbHOY.

[Ona atrectaumm CTyOeHT NpeabsBnsieT OHEBHUK MNPakTUKW, 3afaHue PYyKOBOAMUTENS Ha
NPoOXoXaeHue npakTMKkn u odopMnsaeT pesynbTaTbl MNPakTUKM B BUAE OT4YeTa U rOTOBUT
BbICTYNMEHNE C Npe3eHTaunen no pesynbtatamMm NpakTuKK.

[nsa oueHnBaHUA pe3ynbTatoB 00yYeHUs Ha 3a4eTe C OLEHKOW ucnonb3yeTca 4-6annbHas
Wwana: «OT/AIMYHO», «XOPOLLO», «yOOBMETBOPUTENBHOY, KHEYAOBNETBOPUTENBHOY.
CooTHoLLEeHWe nokasaTenemn, KpUTePMEB U LIKarbl OLEHUBAHUSA pe3ynbTaToB 00yYeHus.



YpoBeHb

KpuTepum oLeHnBaHUS! KOMNETEHLIMNA chOpMMPOBAHHOCTM LLikana oueHok
KOMMNeTeHLUnn
3HaTb: pe3ynbTaT, COoAepPXallUW MOSHbLIA MNPaBWUNbHbLIA OTBET, MOJNTHOCTbIO | [To8biweHHbIl ypo8eHb OminuyHo

COOTBETCTBYET TpeboBaHWsM KpuUTepusA (OTBET MOSMHbIA M MpaBUIbHBIA Ha
OCHOBaHMN W3yYEHHbIX TEOpW; MaTepuan W3MoXeH B OMpeaeneHHon
normyeckon nocrnegoBaTenbHOCTY, Hay4HbIM S3bIKOM,; oTBeT
CaMOCTOATENbHbIN.

«YMeTb» un «BrnageTb»: BbINONHEHbl Bce TpeboBaHMA K BbINOMHEHWUIO,
HaMMCaHIo M 3alnTe oTyeTa.

3HaTb: pes3ynbTaT, COOEepXallMi HEMOSHbIN NPaBWMbHbLIA OTBET WX OTBET, Bba3sosnili yposeHb Xopowio
COAEepXallUMn He3HauuTernbHble HETOYHOCTU (OTBET AOCTATOMHO MOSHbIA ©
NPaBuIbHbIA HA OCHOBaHWUM M3YYeHHbIX MaTepuaroB; MaTepuan W3NoXeH B
onpeneneHHon NorM4eckor nocneaoBaTenbHOCTU, MPU 3TOM A0NyLLEHbl ABe-
TPWU HECYLLLECTBEHHBIE OLLUMOKM).

«YMeTb» N «BnageTb»: BbINOMHEHbl OCHOBHblE TPEOGOBaHUA K BbINOMHEHUIO,
ocdopMmneHvto u 3awute oTveTa. WMmeloTca oTAenbHble 3amMevyaHuss U
HegocTaTku. YMeHue (HaBblk) COOpMMPOBAHO JOCTATOYHO MOSIHO

3HaTb: pe3ynbTaT, COOEpXallMi HEMOMHbIN NpaBWIbHbLIA OTBET WM OTBET, lMopoeosnbili yposeHs Ydosnemeopum
cofepXallMih  3HauuMTenbHble  HETOYHOCTM (NpM  OTBETe  JonylleHa €/1bHO
cywiecTBeHHasi ownbka, unm B oteeTe copepxutcs 30 - 60% HeobxoaMMbIX
CcBeOEeHU, OTBET HECBA3HbIN)

«YMeTb» n «BrnageTtb»: BbINONHeHbl 6a3oBble TpeboBaHMA K BbIMOMHEHUIO,
oopMneHMI0 U 3awuTe oTveTa. MmewTcss OOCTAaTOYHO CyLUECTBEHHbIe
3amMeyvaHus 1 HepocTaTku, Tpedyrolme 3HauMTENbHLIX 3aTpaT BpPEMEHM Ha

ucnpasneHue.
3HaTb: pesynbTaTt, coAepXalluii HemomnHbI NpaBUIbHbIA OTBET (CTeneHb - Heydoenemesop
nonHoTbl oTBeTa — MeHee 30%), HEMpaBUMbHBIN OTBET (OTBET HE MO CYLLECTBY umeJsibHO

3ajaHusl) wWnM OTCYTCTBME OTBETA, T.e. OTBET, HEe COOTBETCTBYHLLUNA
NOMNHOCTbLIO TPEOOBAHUAM KpUTEPUS.

«YMeTb» 1 «Bnagetb»: TpeboBaHMs K HanMcaHuo 1 3awuTte otyeTa. Mmetotca
MHOTOUYUCIIEHHbIE CYLLECTBEHHbIE 3aMevyaHusi U HeOOCTaTKWU, KOTopble He
MOryT 6bITb UCMPABMEHbI.

20.3 (I)OH)I OLICHOYHBIX CPEACTB C(l)OpMPlpOBaHHOCTI/I KOMHeTeHIII/lﬁ CTYACHTOB, peKOMeH}IyeMbIﬁ IJIA
NMPOBEACHUS TUATHOCTHICCKUX pa60T

OrIK-7. CrniocobeH co3dasamb npoz2paMmbl Ha Si3blKax 6bICOKO20 U HU3KO20 YPOBHS, MPUMEHSIMb
MemoObl U UHCMpyMeHmarsbHble cpedcmea rnpoepaMmupo8aHusi Onsi peweHuUsi npogheccuoHaribHbIX
3aday, ocyuwjecmernsamb 060CHO8aHHbIU 8bI6OP UHCMPYMEeHmapus fpoepamMmMuposaHusi u crocobos
op2aHu3ayuu rnpoepamMmm

Or1K-7.4 ymeeT paboTaTb C MHTErPUPOBAHHOW cpeaon pa3paboTky NporpaMMHOro obecneveHns

Ol1K-7.5 ymeeT paspabaTbiBaTb 1 peanu3oBbiBaTb Ha S3blKE BbICOKOrO YPOBHS anrOpuUTMbl peLleHus
TMNOBLIX NPOeccnoHarnbHbIX 3aaay

OrllK-7.11 BnageeT HaBblkamMu pa3paboOTKM anropuTMOB pPeLUeHUs TUMOBLIX MNPOdeCCUOHarbHbIX
3agad

OlK-7.13 YmMeeT NnpMMeHATb MeTOoAbl OQHOMEPHOM ONTUMU3ALMW NMPU PELLEeHNN MPUKNagHbIX 3a4aud.
OrIK-8. CriocobeH npumeHsmb MemoObl Hay4yHbIX uccriedogaHul rpu rnpoeedeHUU pa3pabomok 6
obnacmu obecrniedyeHusi 6e3onacHOCMuU KOMMNbMEPHbIX cucmeM u cemeu

Or1K-8.10 ymeeT paspabatbiBatb Mogenu 6€30MacHOCTM KOMMNbIOTEPHBIX CUCTEM C UCMOSb30BaHNEM
HeobXxo04MMOro MaTemMaTM4ecKkoro annaparta u CpeAcTB KOMMNbOTEPHOIO MOAENUPOBaHMUS

OrK-8.11 Bnageet cnocobamu mogenmpoBaHmsa 6€30MacHOCTU KOMMbIOTEPHBLIX CUCTEM, B TOM YuUcre
MOLENMPOBaHMA yNpaBneHnsa OCTYNOM U MHPOPMaLMOHHBIMW MOTOKaMM B KOMMbIOTEPHBIX CUCTEMAX

OlK-8.15 ymeeT nNpUMEHSITb MEeToAbl SKCMEPUMEHTaNbHOrO WCCRNefoBaHUs MpU  peLleHum
npodeccmnoHanbHbIX 3a4au
OrIK-9. CrnocobeH pewampb 3adaqu mnpogheccuoHasnbHoU OessmesibHoCmu C y4emoM MmeKyu,e20
CoCcmosiHUSA U meHOeHyul pasgumusi Memodos 3auwumbl UHGOpMauuU 8 orepayuoHHbIX cucmemax,
KOMIMbIOMEPHLIX cemsix U cucmemax yrpasrneHusi 6asamu OaHHbIX, @ makxe mMemodos u cpedcms
3awumsl UHGopMayuu om ymeyKku [0 MEXHUYEeCKUM KaHasaMm, cemel u cucmem rnepedadyu
UHopmayuu

Or1K-9.15 ymeeT aHanuampoBaTb U OLEeHNBaTb Yrpo3bl MHOPMaLMOHHOM 6e30MacHOCTN 00BHEKT;
OrIK-13. CnocobeH pa3spabambigéamb KOMIMOHEHMb! MPO2paMMHbIX U [PO2paMMHO-arnapamHbiX
cpedcme 3awumsbl UHGhoOpMayUU 8 KOMIMbIOMEPHbIX cucmemax u npogsodums aHanu3 ux bezonacHocmu

Orl1K-13.5 ymeeT paboTaTb C MHTErPUPOBAHHLIMKU cCpedammn pa3paboTkn NporpaMmmMHOro obecneyvyeHus;



Or1K-13.6 BnageeT HaBblkamu pa3paboTku, OTNagku, JOKYMEHTUPOBAHNUS U TECTUPOBAHUS NPOrpamMm;

OrK-13.12 ymeeT chbopmanu3oBaTb NOCTaBNEHHYIO 3a4aqy;

OrK-13.13 ymeeT paspabatbiBaTb 3PeKTUBHbIE anrOPUTMbl U MPOrpamMmbl;

Orl1K-13.14 ymeeT npoBOAUTb OLIEHKY BbIYUCIUTENBHOW CIIOXHOCTU anropntma;

OlK-13.15 ymeeT nnaHupoBaTb pa3paboTKy CNOXHOro NporpaMMHoro obecneveHus;

Or1K-13.16 BnageeT meTogamMm OLIEHKM KadecTBa rOTOBOro NporpaMMHoOro obecneyenus;

Orl1K-13.17 BnageeT HaBbiKamMu pa3paboTku anropMTMOB AN peLleHns TUMOBbIX NPOdeCCUOHaNbHbIX
3agav;

OlK-13.19 VYmeeT npumeHATb MeToAbl aHanu3a MpOEeKTHbIX pelleHnn ana obecnedeHus
3aLUNLLIEHHOCTN KOMMbIOTEPHbIX CUCTEM.

OrllK-13.21 YmeTb nNpuUMEHSTb COBPEMEHHble cpeacTBa obecneyeHns  MHPOPMALMOHHOWM
6e30nacHOCTM NporpamMmm 1 AaHHbIX
OrIK-2.1. CnocobeH paspabambieamb an2opummbl, peanusyrouue cospeMeHHble Mamemamuyeckue
MemoObl 3auumsl UHhopmayuu

OlK-2.1.1 CnocobeH npumeHATb 9PdEKTUBHLIE MNPUHUMNBbI pa3paboTkM CpPeacTB  3aluThl
NMHOpMaLmMmM C UCNONb30OBaHNEM aKTyaribHbIX MaTeMaTUYECKUX METOL0B

Or1K-2.1.2 3HaeT TpeboBaHMsi OCHOBHLIX CTaH4APTOB MO 3aLMTE KOMIMbIOTEPHBIX CUCTEM U CETEN

Orl1K-2.1.4 CnocobeH knaccudpumumpoBaTb WMH(OPMALNOHHbIE CUCTEMbI MO TpeboBaHMSIM 3aLUUTDI
MHdopMaLumn

Or1K-2.1.5 CnocobGeH paspabaTtbiBaTb MNpOrpaMMHbIE anropuUTMbl C MPUMEHEHNEM MaTEMATUYECKMX
mMogernemn Ans oueHKkM 6e30MacHOCTN KOMMNbIOTEPHbBIX CUCTEM
l1K-1 CnocobeH nposodumpb aHanui mpebosaHull U 8bIrnonHIMb pabomsl Mo MPOEKMUPOBAHUI
rnpozpamMmMHO20 obecrneyeHus ¢ NpUMeHeHUeM MamemMamu4yeckKux Memodoo8 3awumsl

MK-1.3 MNMpumMeHsieT TexHoNnormm o6paboTkn gaHHbIX, aHANU3NPYEeT BO3MOXHOCTU MX UCMOSb30BaHMUS
npu pa3paboTke nporpaMMHOro obecnevyeHns B NpoeccnoHanbHoOn AeaTenbHOCTH
l1K-2 CrnocobeH nposodume uccriedosaHusi Ha 8cex amarnax XU3HEeHHO20 UuKria cpedcme 3auumbsl
UHGopmayuu 8 rnpogheccuoHarbHoU dessmesibHOCMu

MK-2.1  TMpumeHseT addeKkTnBHbIE METOObl WM CpeacTBa  NNaHMpoOBaHWA UM OpraHu3aumm
nccnenoBaHuii n paspaboTok

MK-2.2 Ncnonb3yeT MeToabl NpOBEAEHUS] SKCNEPUMEHTOB 1 HabntogeHun, o6obLieHmns n obpaboTku
WHdopMaLmn, NONy4eHHON B Xo4e uccnenoBaHum

MK-2.3 Wcnonb3yeT TUNOBOE M cCreuManuanpoBaHHOE nporpaMmmHoe obecneveHne, npoBOaUT
KOMMNbIOTEPHOE UccnenoBaHue, opMmpyeT onnucaHne pesynbTaToB U hOpMynupyeT BbIBOAbI

MK-2.5 lNMpoBoanT TeopeTUyeckme U IKCrepuMeHTanbHble UCCneaoBaHUS YPOBHEN 3aLivLEeHHOCTU
NHOPMaLMM B KOMMbIOTEPHBIX CUCTEMAX U CETAX
lK-3 CnocobeH ocywecmename paspabomky, aHanu3z u 060CHO8bIBaMb 3PPHEKMUBHOCMb
MPUMEHSIEMbIX MameMamu4eckux memoo0o8 3auwumbl UHOpMayuu, B03HUKarWwux npu pabome
npozgpamMMHbIX U [pogpaMMHO-arnmnapamHbix cpedcme 3awumbl UHOpMayuu napu  peweHuu
rpogheccuoHarbHbIX, uccrnedogameribCKUX U MpuKnadHbix 3aday

MK-3.1 ®opmupyeT U MpUMEHSAET aHanMTUYEecKyto Moaernb 3EKTUBHOCTU BHeOpPEHUS CpeacTs
3aLWnTbl MHpOPMaLMM Pa3fNYHbIX KITacCcoB

MK-3.3 AHanusnpyet a(dPdeKTMBHOCTbL (YHKLUMOHUPOBAHUS MNPOrPaMMHbIX CPeacTB  3aliuThbl
MHopmaumm

MK-3.5 BbInonHgeT aHanus 3aluleHHOCTU NporpaMMHbIX WU NporpaMmMHo-annapaTHbIX CpeacTB
3alnTbl MHGOpMaLUn

Bonpocbl ¢ BapuaHTamMmmn OTBETOB
1. OndppbepeHumanbHbIi KpUNToaHann3 oTHOCUMTCS K aTakaMm:
a) Ha ocHoBse wundpTekcTa
b) Ha ocHoBe OTKpbITbIX TEKCTOB
¢) Ha ocHoBe noao6paHHOro OTKPLITOro TeKCTa
d) Ha ocHoBe aganTUBHO NOAOOPAHHOrO OTKPLITOro TEKCTa
2. Cnocob 3awwmTbl nHhopMaL MK, Npy KOTOPOM KOHKYPEHT BBOAUTCS B 3abnyxaeHne OTHOCUTENbHO
OEATENbHOCTU N HaMEPEHUIA:
1. kogupoBaHue
2. kpuntorpadus
3. ynpasneHue
4. MacKMpoBKa*



3. [lepeyuncnure BMablI ANEKTPOHHOW NOLMUCH:
a) npocTas, CnoxHasi, KOMOMHMpPOBaHHas;
6) npocTas, kBanunumMpoBaHHas, CroXHasi;
8) npocmasi, keanughuyupoeaHHasi, HeKkeanuguyupoeaHHasl.
4. NpeHTudukaums aTo:
a) npouecc npeabsBreHnst nonb3oBaTenem naeHTuuKkaTopa;
©) npouecc noaTBEPXKOEHNSA NOASNTMHHOCTY;
8) cpaeHeHue npedbsiesIsieMbix UOeHmMupuKamopoe C [epeyHeM [PUCBOEHHbIX
udeHmughukamopos.
5. Kakyto ponb nrpatoT LEeHTPbI cepTumkaumnm Kroven:
a) OHW WurpalT pofib OOBEPEHHOW TPETbeM CTOPOHbI ANs [oKasbiBaHUS dakTa nepegayu
MHopMaLmu;
6) OHu cnyxam Ons pesucmpayuu aboHeHmMoOe, u320MoOBJIeHUs1 cepmugukamos
OMKpPbIMbIX K/OYel, XpaHeHusi U320MoeJIeHHbIX cepmudgukamos, noddepxKaHusi
@ aKmyaJZlbHOM COCMOsIHUU cripagoYyHuUKa Odelicmeyrouwjux cepmudgukamoe u eblnycka
criucka ocpo4YHO omo3e8aHHbIX cepmughukamos;
6. Mogenamu Tna «4epHbIR ALWKUK» ABSOTCSA
a. Mogenu mbiwneHus
b. Mogenu, onucbiBaloLwme 3aBUCMMOCTb MapaMeTpoOB COCTOSHWS OObekTa OT BXOAHbIX
napameTpoB
c. Mogenu, onucbiBawme BXxOAHble U BbIXOAHbLIE MapameTpbl Oo6bekTa 6e3 y4erta
BHYTPEHHeMn CTPYKTYpbl 00beKTa
d. Mogenu «aBapurHOro» flLiMka Ha camoneTax
7. Mopenamu Tuna «6enbli AWWK» ABNATCS
a. Mogenu mbiwneHus
b. Mogenu, onucbiBarowWwme 3aBUCMMOCTb NapaMeTpPoOB COCTOAHUA OO0BbEeKTa OT BXOAHbIX
napameTpoB
c. Mogenu, onuceiBaloLmne BXOAHbIE U BbIXOAHbIE NapaMeTpbl 06bekTa C y4eTOM BHYTPEHHEN
CTPYKTYpbl 06bekTa
d. Mogenu, onucbiBaroLLne BbIXOAHbIE AaHHbIE B NPOrpaMmme
8. YcTtaHoBUTE COOTBETCTBUE
1. MonHbI B3rIOM
2. mobanbHas genykums
3. YactnyHas genykuus
4. HpbopmaumnoHHas aeaoykums
1. KpUNTOAHaANUTUK paspabaTbiBaeT (OYHKLUMOHANbHbLIN 3KBMBANEHT UCCReQyemMoro anroputma,
NO3BONALLNIA 3alMdpPOBbIBaTL U paclunMdpoBbiBaTb MHGMOPMaLMo 6e3 3HaHUS Kioya.
2. KpUNTOaHaNUTKKY yaaeTcs pacwumgpoBaTb UnNn 3awngpoBaTb HEKOTOPbIE COOBLLEHUS.
3. KpMNTOaHANUTKK N3BIEKAET CEKPETHBIN KIHOY.
4. KpUNTOAHANUTUK NONy4YaeT HEKOTOPY MHApOPMaLMIO 00 OTKPbITOM TEKCTE UMK KIHOYe.
OTBeT: 1-3, 2-1, 3-2, 4-4
9 Kakue 13 nepeymcrneHHbIX kKubepyrpos ABMASOTCS KoYeBbiMM Ha bnuxanwee 6yaywee? Boibepute
BCE NpaBusbHble OTBEThI.
— YcrpowuctBa loT kak nnowaaka ans peanuMsaumm atak
— Cnam
— Tporpammbli-BbiMoOraTenu
— Criminal-as-a-service (nepexoa kmbepnpecTynHMKOB Ha CEPBUCHYIO MoAerb)
— [lporpaMmbi-LLMNOHBbI
— «[lMpuspakn wuHTepHeTa npowsnoro» (yrpo3bl OT YycCTapeBLEero MNporpaMMHOro u
nporpamMMHo-annapaTHoro o6ecne4yeHns, KOTopoe HaxogUTCA B UHTEPHeTe)
— [lporpammbl-mManHepbl
—  CKAMMWHT
10. YTo Takoe HecaHKUMOHMPOBAHHBIN JOCTYN (HCA)?
1) JocTyn cyOobeKkTa K 06beKTy B HapyLleHMe YCTaHOBJEeHHbIX B CUCTeMe NpaBus
pasrpaHuyeHus gocTtyna
2) CosfgaHune pesepBHbIX KOMWIA B OpraHn3auumn
3) MpaBnna v nonoxeHwusi, BbipaboTaHHbIE B OpraHn3aumm ang o6xoaa naponbHOM 3almThbl
4) Bxopg B cuctemy 6e3 cornacoBaHunsi C pykoBoauTenem opraHmsaunm



5) YpaneHue He Hy)XHOWn nHpopmaLmm
11. B yem 3akntovaeTca OCHOBHAsA NpuynHa noTepb MHopmaumm, ceazaHHon c MK?
1) ¢ ro6anbHbIM XMLweHnem nHdopmMaLmmn
2) C NosiIBNEHNEM MHTEpPHETA
3) c HegocTaTO4YHOM OO6pPa30BaHHOCTLIO B 06nacTn 6e3onacHoOCTU
12. lNpoTokonMpoBaHMe n ayguT MOryT UCNONb30BaTbCS ANS:
(1) npeaynpexgeHus HapyweHun b
(2) o6HapyxeHus HapyLleHUN
(3) BOCCcTaHOBNEHUA pexnma Ub
13. AyTeHTuUdMKaUMa Ha OCHOBE Napons, NepeaaHHoro o cetTu B OTKPbLITOM BuAe, nfoxa, NoTOMy YTO
He obecneunBaeT 3almThbl OT:
(1) nepexBara
(2) BOCNpOM3BEAEHUA
(3) aTak Ha BOCTYNMHOCTb
14. BupTyanbHas peanbHOCTb NogpasymMeBaer ...
A. co3paHHbIN TeXHUYECKMMM cpeacTBaMu MUp, NepefaBaeMbli YenoBeKy 4Yepe3 ero
oLlyLlleHUs: 3peHune, CryX, ocAAi3aHue U np.
B. BMpTyanbHble 06BbEKTLI, UHTErPUPOBAaHHbBIE B BOCMPUATUE NOMb30BaTeNs, Kak YacTb pearibHOM
OKpY>KatoLLen KapTHbI MUpa B peXXnme peanbHOro BpeMeHM.
C. obbegmHeHne pearnbHOro 1 BUpTyanbHOr0 MUPOB 4151 CO30aHNSA HOBbIX OKPYXXEHUIN U
BM3yanusaummn, rae punsnyeckmi n undpoBor 06bEKTbI COCYLLIECTBYIOT U B3aUMOAENCTBYIOT B
peanbHOM BPEMEHW.
D. cosgaHue BMpTyanbHOro LmndpoBOoro cueHapus Ans Bocnpon3seneHns Ha nobom megna-
YCTPOWCTBE.
15. Kakne TexHn4yeckue cpeacraa MoryT 6biTb MCNOMNb30BaHbI 4518 JoKa3aTeNnbCTBa BUHbI YernoBeka?
(1) xypHans! goctyna
(2) GBuomeTpUyECKMe KnoUm
(3) BMAeoHabnopgeHue

Bonpocbl ¢ TEKCTOBLIM OTBETOM

1. CeepTo4HOE KognpoBaHue

OtBerT: [Mpn CBEPTOMHOM KOAMPOBAHUKM NpeobpasoBaHMe UHAOPMALMOHHBLIX NOCNeaoBaTeNbHOCTEN
B BbIXOAHblE W KOOOBLIE NMPOMCXOAUT HenpepbiBHO. Kogep OBOMYHOrO CBEPTOYHOrO Koda COAEPXKUT
COBWraloLLMn perncTp n3 m paspsgos U cymmaTtopbl No MoAaynto 2 Ans obpasoBaHusa KOg0BbIX CUMBOSIOB
B BbIXOOHOW MocneaoBaTeNnbHOCTU. Bxoabl cymmaTopoB coefuHeHbl C onpedenéHHbIMU paspsaamu
peructpa. KommytaTtop Ha BbIXxo4e yCTaHaBnMBaeT 04epeHOCTb MOChIKN KOAOBbLIX CUMBOJSIOB B KaHars
CBSA3MN.

2.  [Ans xakoro NCTOYHMKA OTKPbITbIX TEKCTOB BEPOSATHOCTU NOSIBNEHNS K -rpamMMm B TEKCTE 3aBUCAT
OT UX MecTa B TeKkcTe?

OTtBeT HectaumoHapHbIN

3. Kakad kpunToaTaka OCHOBaHa Ha 3HaHWUM OTKPLITOrO TEKCTa AS1sl ClyYalHbIX parMeHTOB
wmndportekcra?

OTBeT: Ha OCHOBE OTKPbITbIX TEKCTOB

4. TlosiCHUTE NPUHLMN TPUAHTyNaumnm?

OTBeT: NOCTPOEHME HA MECTHOCTM CUCTEMbBI MYHKTOB, 0OPa3yoLLMX TPEYroNbHUKN.
5. B yem 3akntovaetcs acpdekt Jonnepa?
OTBeT: N3MeHeHNe ASMHbI BOSHbI U3MYyYEeHUSA OT UCTOYHMKA 40 NPUEMHMKA.

Kputepun u wkanbl oueHnBaHus 3agaHnn ®OC:

[nsa oueHnBaHWs BbINONHEHWUS 3a4aHUn ncnonb3dyeTcsa bannbHas wkana:

1) 3akpbITble 3agaHns (TECTOBbIE C BapuaHTaMmn OTBETOB, CPEAHUN YPOBEHb CIIOXKHOCTH):
— 1 6ann — ykasaH BepHbI OTBET;

— 0 6annos — ykasaH HeBepHbI OTBET (MOMHOCTLIO MW YaCTUYHO HEBEPHbIN).

2) OTKpbITblE 3a4aHus (TECTOBbIE C KPATKMM TEKCTOBbIM OTBETOM, MOBbILIEHHbIN YPOBEHb CITOXXHOCTH):
— 2 6anna — ykasaH BepHbI OTBET;

— 0 6annoB — ykasaH HeBEpPHbIN OTBET (MOMHOCTLIO UMM YACTUYHO HEBEPHbIN).



3apgaHus pasgena 20.3 peKOMeHAYHTCA K UCNOSIb30BaHMIO NpU NpoBeAeHUN ANarHoCTUYECKUX
paboT C uenbl OLEHKM OCTaTOYHbLIX pe3yfibTaTOB OCBOEHUA AAHHOW AUCLMMIIUHbLI (3HaAHWWA,
YMEeHUN, HaBbIKOB).



