MNHOBPHAYKN POCCUA
®ENEPAINBHOE NOCYAAPCTBEHHOE BIO[PKETHOE OBPA3OBATESTbHOE YYPEXKOEHVE

_ BbICLLEMO OBPA3OBAHUSA
«BOPOHEXCKWUU TOCYOAPCTBEHHbLIU YHUBEPCUTET»
(Preoy BO «BI'Y»)
YTBEPXOAKO
hekaH (hakynbTeTa npuknagHon
MaTemMaTuKn, MHPOPMaTUKN
N MEeXaHWKK
(¢~ C.H. Mensenes
L 26.05.2023
NMPOIrPAMMA MNMPAKTUKHU

52.0.04(MNa) NpousBoacTBeHHasa NpakTUKa (NnpeaavuniomMHas)
Kod u HaumeHosaHue(mun) npakmuku/HVP e coomeemcmeuu ¢ y4ebHbIM MiaHoMm

1. Kog 1 HaumeHoBaHMe HanpaBeHUs NoAroTOBKU/cneumnanbHOCTHU:

10.05.01 KomnbloTepHag 6e30nacHOCTb

2. Mpodcdunb nogroroBku/cneumannsauymsa:

MaTeMaTuyeckme MeToabl 3aLnTbl MHopmMaLumm

3. KBanudwmkauusa (cteneHb) BbinyCKHMKa: Cneumvanuct
4. dopma ob6y4eHus: oyHas

5. Kacbegpa, oTBevaroLwas 3a peanusauuio npakTtuku: KnbepbesonacHoctu

MHGOPMALMOHHbBIX CUCTEM

6. CoctaButenu nporpammbl: CadoHoB Butanum BnagummpoBumy, K.T.H., AOLEHT

(®UO, yyeHasi cmeneHb, y4eHoe 38aHUe)

7. PekomeHpgoBaHa: Hay4yHo-MeTOOAMYECKMM COBETOM (hakynbTeTa NPUKNagHON MaTEMAaTUKU,
nHdopmMaTukm n mexaHukm 26.05.2023 r., npotokon Ne9
(HaumeHosaHue pekomeHdOyowel cmpykmypabl, 0ama, HOMep nMpPomokorna,

ommemKu o NpodrieHUU 8HOCSIMCS 8PYYHYIO)

8. YueOHbIN rop:_ 2028/2029 CemecTtp(bl): B




9.Lllenb npakTuku:

- NpoBefdeHWe cucTemaTusauuu, pacluupeHus, 3akpenneHve wn  yrnybneHus
TeopeTn4ecknx NPodpeccruoHarnbHbIX 3HAHUN, NOMyYEeHHbIX B pe3yrbTate U3ydeHUs OUCLUNIIvH
HanpasneHus 1 crneumanbHbIX JUCLMMNANH NPOMUIBHON NPOorpamMMbl NOATOTOBKY;

- BbINOSIHEHWNE BbINYCKHOM KBanNnukaumoHHON paboTbl;

- (bopMUpOBaHME Yy CTYLEHTOB HaBbIKOB BEOEHWUSI CAMOCTOATENbHOW Hay4yHOW paboTbl,
nccrnegoBaHna N 9KCNepUMEHTUPOBaHMS.
3apauv NpakTUKK:

OcHoBHOW  3agjayer  MPOU3BOACTBEHHOW  MPAKTUKA  NPeaavniioMHOM  ABRSeTCs

npuobpeTeHne onbiTa B MCCNegOBaHMM akTyanbHOM HayyHoW npobnembl, a Takke nogbop
HeobXoauMbIX MaTepuarnoB ANS BbIMOSHEHNS BbIMYCKHON KBaNMGUKaLMOHHON paboThl.

Bo BpemMsi npakTuku CTyaeHT AOSMKEH

u3yyume:

- UHPOPMALMNOHHbIE UCTOYHUKM MO pa3pabaTbiBaeMon TeMe C Lenblo UX UCNOoSb30BaHUS
Npw BbINOSTHEHUM BbINMYCKHOM KBanndukauynoHHon paboTsl;

- METOAbl MOAENUPOBAHUSA U UCCreoBaHNA BONPOCOB MHGOpPMaLMOHHOM 6e30nacHOCTY;

- MeToAbl aHanm3a M 00paboTKM AaHHbIX, ABMASAOLWNMXCA BXOAHLIMW ANSA MPOBEeAEHUs
Hay4YHOro nccrnenoBaHus;

- WH(OPMAUMOHHbIE TEXHOMOMMW, MNPUMEHSAEMbIE B HaAyYHbIX WCCReaoBaHUSX,
nporpamMMHble NPoaYyKTbl, OTHOCSALLMECS K NpodeccruoHarnbHon cdepe;

- TpeboBaHUsA K OPOPMIIEHNIO HAYHYHO-TEXHNYECKOW AOKYMEHTaLuu;

8bIMOSTHUMb:

- aHanus, cuctemaTmsaumo n obobLueHne nHpopmauumn No TeMe nccnefoBaHum;

- CpaBHeHWe pe3ynbTaToB uccregoBaHus obbekta pa3paboTkm C¢ OTeYeCTBEHHbIMU U
3apybexHbIMn aHanoramu;

- aHanu3 Hay4YyHou N NPakTUY4eCKON 3HaYMMOCTU NMPOBOAMMbIX UCCIEg0BaHNN.
10. MecTo npakTukm B cTpyktype OOIl: obs3aTtensHada yacTtb 6noka B2.

Linkn (pasgen) OOM: b2 | koa ancumnnudel B YT: 652.0.04(Mg)

Ne| Kog | HammeHoBaHue

[na ycnewHoro npoXOXAeHUs Y4eOHOM MNpPaKTUKM Ooby4alolmMecss MUCNONb3yHT 3HAHWS, YMEHUS,
cchopMUPOBaHHbIE B XO4€ M3YYeHUs AUCLMMIVH

1 | B61.0.35 O6bEKTHO-OPUEHTUPOBAHHOE NMPOrpaMMnpoBaHne

2 | b1.0.36 BeegeHue B nporpaMmmmupoBaHme

3 | b1.0.37 MeTogbl nporpaMmMmnpoBaHmus

4 | B1.0.41 3awmTa B onepaumoHHbIX cucTeMmax

5 | B1.0.44 3awmTa nporpamMm 1 SaHHbIX

6 | B1.0.56.06 | MeToabl pa3paboTki 1 aHann3a MateMaTM4eckux Mmogenemn

7 | B1.0.51 3awmTa nHpopMaLmmn OT YTEYKM Mo TEXHNUYECKUM KaHanam

8 | B2.0.03(H) | NponssBoacTBeHHas NpakTuka (Hay4Ho-nccrnegosartensckas pabora)
9 | B2.0.06(IM) | NponsBoacTBEHHAs NpakTUKa (NMPOEKTHO-IKCNyaTaLMoHHas)

OVCuMnnnHbl M NPaKTUKW, ONS KOTOPbIX OCBOEHWE AaHHOW AUCLMUMMMHBI (MOAynsl) HeobXoaumo Kak
npegLwecTsytoliee

10 [ 63.01(d) | MoaroToBka K npoLieAype 3aluTbl U 3aLImMTa BbIMyCKHOI KBanMdUKaLMOHHOM paboTsl

11. Bua npaktukmn, cnocob n coopma ee nposeaeHus

Bua npakTukn: npouzeodcmeeHHas.

Cnoco6 npoBeaeHUA NPaKTUKN: cmayuoHapHasl.

Popma npoBeAeHUA NPAKTUKN: OUCKPEMHas.

Peanuayetcs yactuyHo B chopme npaktndeckon nogrotoskm (I1M1).




12. NMnaHnpyemMble pe3ynbTaTbl 0GY4YeHUSA NPU NPOXOXKAEHUN NPAKTUKKU (3HAHUA, YMEHUA,
HaBbIKK), COOTHECEHHbIE C NMIIaHUPYEeMbIMU pe3yfibTaTaMU OCBOeHUS o6pa3oBaTesibHOM
WHAUKaTOpPaMM UX JOCTUKEHUS:

nporpamMmmbl (KOMMNEeTEHUUAMU) U

Kog HaseaHue Koa(bl) WHankaTop(bl) MnaHnpyemble pe3ynbTaThl
KoMneTeHunn o6yqu|/|;|
CrnocobeH pewams Ol1K-9.15 yMeeT aHanuanposatb W OUEHMBaTb | Ymems:
3adayqu yrposbl MHOPMaLMOHHOM — aHanuanpoBaTb W OUEHMBaTb Yrpo3bl
rnpoghbeccuoHarnbHoU 6e3onacHocTy 06BbEKTa; MHopMaLMOHHOM Ge3onacHOCTN obbekTa
desmenbHoCMU c
yyemom mekyweao
COCMOsIHUSI u
meHdeHyul passumusi
memodos 3awumsl
UHopmayuu 8
o onepayuoHHbIX
5'< cucmemax,
= KOMIMbIOMEPHbIX cemsx
o u cucmemax
yrnpaeneHusi basamu
OaHHbIX, @  makxe
memodos u cpedcms
3awumsbl  UHGopmMayuu
om ymeuyku no
MeXHUYECKUM KaHanam,
cemeli u  cucmem
nepedayu uHgopmMayuu
CriocobeH OrlK-13.5 ymeeT paboTatb C WHTErpuvpoBaHHbIMU | SHamb:
paspabambieampb cpepamu  paspaboTky  MPOrpammHOro — MporpamMMHbIe MeToAbl MPeAoTBpaLleHns
KOMIMOHEeHMbI obecneyeHus; HeCaHKLMOHMPOBAHHOIO A0CTYNa K AAHHbIM;
npozpammHbIx Y "ornk-13.6 Bnageet HaBblkamu pa3paboTku, .
npoepammHo- Ymems:
oTnagku, [OKYMEHTMPOBaHNS n| —/——-=
annapamsbix cpedcms TECTUPOBAHMS MPOrPAMM:; — paboTaTb C MHTErpUpOBaHHbIMK CpefaMm
3awumsl  UHhopmayuu - ;
g w KOMHg‘)OﬂgepiLbeX OrlK-13.7 BrageeT HaBblkaMW  KCMONb30BaHNA paip;ggz;nlzgg);“:“ﬁ%%f;;?:S:;;e:::éqy.
WHCTPYMEHTarnbHbIX CPeACTB OTNagaku u ’
cucmemax Y AM3acCeMBNNPOBaHMSl  MPOFPaMMHOFO - paspabatbisath acpcpexTUBHbIE
nposodumsb  aHanu3 ux anropuTMbl U NPOrpaMmbl;
6e3onacHocmu KoAa.
— NPVYMEHATL cpefcTBa U METOAbl aHanusa
OllK-13.12 ymeeT popmanu3oBaTh MOCTABMEHHYIO | NPOrpamMMHOro obecnevyeHns Ansi BbiSBNEHUS
3agavy; 3aKnagok;
OrlK-13.13 ymeeT paspabatbiBatb 3EKTUBHbIE — NPVYMEHSATb METOAbl aHanm3a MPOEKTHbIX
anropuTMbl M Nporpammbl; pelweHnn ana obecneyeHuss 3aLLUMLLEHHOCTU
OflK-13.17 Bnageet HaBblkamu pa3paboTkn | KOMMbIOTEPHBIX CUCTEM,;
anropuTMOB  ANA  pelueHns  TUMOBbIX — MPUMEHSATb  COBPEMEHHble  CcpeAcTsa
npodpeccrMoHanbHbIX 3agay; obecneyeHns NHOPMALMOHHOW
OfK-13.18 YMeeT npuMMeHsATb cpeacTBa M MeToabl | 6e30nmacHOCTV NPorpaMM U AaHHBbIX;
aHanusa nporpamMmMHoro obecneyeHus — NpoBOANTL aHanus nporpaMMHbIX
ANs BbISIBIEHNS 3aKNagokK CpPeacTB, MNPUMEHSIEMbIX [Ans  KOHTpoOns W
Orl1K-13.19 YMeeT npuMeHATb MeTOoAbl aHanmsa | 3aluTbl MHopmaumuy;
MPOEKTHbIX pelleHun ana obecneyeHus
3aLLUMLLEHHOCTU KOMMbIOTEPHbIX CUCTEM. | Bradems:
Of1K-13.20 3HaeT nporpaMMHsle MeTobl — HaBblkaMu pa3paboTku, oTnagku,
npepoTBpaLLeHns [OKYMEHTUPOBaHWSA " TeCTNpOoBaHUs
HEeCaHKUMOHMPOBAHHOIO  [OCTyna K | mporpamm;
A3HHbIM. — HaBblkaMun Mcrnonb3oBaHusa
OllK-13.21 YmeTb NPUMeHsATL COBpPEMEHHbIE | UHCTPYMEHTarnbHbIX CpeAcTB  OTnagkn u
cpeacTea obecrneyeHns | ansacceMbnMpoBaHusa NPOrpamMMHOro KOAa;
MHGOPMaLMOHHOM 6e3onacHocTu — HaBblkaMu pa3paboTku anropuTMOB AN
nporpaMm v AaHHbIX pelleHnss  TUMOBbIX  MPOdECCHMOHANbHbIX
o5 3agaq.
1 OlK-13.23 YMeeT npoBoAUTb aHanua nporpamMmmHbIX
x CpeacTB, NPUMEHSIEMbIX S KOHTPONS 1
8 3awuThl MHOpMaLmm
CrnocobeH OfiK-2.1.1 CnocobeH npumeHsATb  addpekTBHbIE | YMemsb:
paspabambieamb NpVYHLUMNBI pa3paboTkn CpeacTB 3aLyuThbl — NPUMEHSATE  3PEKTMBHbIE  MPUHLMNI
ansopummbl, nHbopmaLmm c MCMonb3oBaHMeM | pa3paboTku CpeacTB 3awyTbl MHopMauun c
peanusyoujue aKTyarnbHbIX MaTEMaTU4YECKMX METOL0B MCMONb30BaHNEM aKTyanbHbIX
co8peMeHHbIe OriK-2.1.3 CnocobeH pa3pabatbiBaTb, | MaTemMaTU4eckvx METOLOB;
— Mamemamuyeckue aHanuanpoBaTb " obocHoBbIBaThL — paspabartbiBaTb, aHanuanposarb "
o memoodsb| 3auumsl afeKBaTHOCTb mMaremaTu4yeckmx | obocHOBbIBaTb afeKBaTHOCTb
x UHopmayuu Mozaernen NpoLeccoB, BO3HUKAOLWMNX MPU | MaTeMaTU4ecKkmx mogenen npoLeccos,
8 (pyHKLMOHMPOBaHNN nporpaMMHO- | BO3HMKaOLLMX npu PYHKLIMOHMPOBaHWK
annapaTtHbIX cpefacTs 3alUThl | nporpaMMHO-annapaTtHbIX CPeACTB  3aluThbl




MHdopMaLuum

MHpopmaLmn.
Bnadems:

—HaBblkaMu  pa3paboTkm U aHanusa
afeKkBaTHOCTUM  MaTeMaTU4yeckux  Mopenen
npoLieccos, BO3HMKaIOLLMX npu

(PYHKLMOHUPOBaHUM NPOrpamMMHo-annapaTHbIX
CPeacTs 3aLUThl MHGOPMALK.

CrniocobeH OflK-2.2.5 MpuveHseTr cpeactBa w meTodbl | Ymems:

paspabamsieamsb u aHanusa KOMMOHEHTOB cucTemsl — MPUMEHATb cpeacTBa M MeToAbl aHanusa

aHanusuposams 6esonacHOCTM  C  WUCMONb30BaHWEM | KOMMOHEHTOB cuUcTembl GesonacHocTM ¢

Mamemamuyeckue COBPEMEHHbIX MaTeMaTU4ecknx | Mcnonb3oBaHUEM COBPEMEHHbIX

molenu  MexaHu3Mos MeToaoB MaTemMaTU4YeCcKMX METOAOB.

3auumsi UHghopmMayuu

N Bradems:

a —cpegcTteamMum M MeToamMu  aHanmaa

X KOMMOHEHTOB  cMCTeMbl  ©Ge3onacHocTM ¢

8 MCMNOoNb30BaHNEM COBPEMEHHbIX
MaTemMaTu4yecknx MeTo4oB.

CrnocobeH nposodumsb | OfTK-2.3.3 MpoBoant  oueHky  3ddEKTUBHOCTU | Ymemb:

cpasHuUmersbHbIl nporpaMMHbIX, nporpaMMHo- — MPOBOANUTb  OLUEHKY  addekTnBHOCTM

aHarnus u annapaTtHbiX U TeXHW4YeCKUX Cpeacrts, nporpamMmmMHbIX, nporpaMmmMHo-annapaTHbiX W”

ocyuecmensims NoACUCTEM 3alLuTbl MHOpMaLmK TEXHUYECKUX CPEeACTB, MOACUCTEM 3alUMThbI

060CcHOBaHHbIU  8bI6OP MNHOpMaLuK.

rpo2pamMmMHbIX u

rpoepamMmMHo- Bnadems:

annapamsbix cpedcme HaBblkamu npoeefeHust OLIEHKM

™ 3awumsl  UHgopmayuu 3ppeKTUBHOCTM MPOrpamMMHbIX, NPOrpaMMHoO-
N c yyemom annapatHblX M TEXHWYECKMX  CpencTs,
X peanu3o8aHHbIX 8 HUX noACUCTEM 3aLLmTbl MHOPMaLUK.

8 MamemMamuy4ecKux

memodos

Crnocober nposodums | MK-1.1 Mpumenser pasnuyHble meToabl | Ymems:

aHanu3 mpebosaHuli u pa3paboTku nNpoOrpaMmMHOro — NMPUMEHSATL pasnuyHble MeToabl

8bIMoIHAMb paboms! 1Mo obecneyeHus " TEexXHomnorvn | paspaboTku nporpaMMHoro obecrneyeHus u

IPOeKMuUpPo8aHuIo nporpaMMnpoBaHust TEXHOMNOIMN NPOrpPamMM1POBaHWS;

npo2paMmmHO20 [1K-1.2 Mcnonbsyet COBpEeMeHHbIe — MPUMEHSTb COBpEeMEHHbIe

obecrneveHusi c maremaTtuyeckne MeTodbl U anropuTMbl | Matematudeckme MeTodbl W anropuUTMbl
npumeHeHuUem YHKLMOHMPOBAHUA NS KOMMOHEHTOB | (DYHKLUMOHUPOBaHUS ans KOMTMOHEHTOB

MamemMamu4ecKux nporpaMMHbIX CPeacTB nporpaMMHbIX CpPeacTB.;

Memodoe 3awumei MK-1.3 MpumMeHsieT  TexHomnoruM  06paboTku — NPUMEHsITb ~ TexHonorun  obpaboTku
AaHHbIX, aHanu3nMpyeT BO3MOXHOCTM UX | OaHHbIX, aHanu3MpoBaTb BO3MOXHOCTU WX
1cnonb3oBaHus npu pa3paboTke | ucnonb3oBaHWs npwu paspaboTke
nporpaMMHoOro obecneyeHus B | nporpamMMHoro obecneyeHuns B
npogeccroHanbHON AeATeNnbHOCTH npodeccroHanbHON AesTeNbHOCTU.

Bnadems:

— COBPEeMEeHHbIMM mMaTtemMaTu4eckuMm
meToaamu " anroputmammu
YHKLUMOHUPOBAHUS,,  MPUMEHSIEMbIMKU  AnS
pa3paboTkM  KOMMOHEHTOB  MPOrpaMMHbIX
CPeAcCTB 3aLUMThbl MHOpMaLnK;

i — VHCTpyMEHTaMn 06paboTkM [aHHbIX K
D aHanu3a BO3MOXHOCTU MX UCMOMb30BaHWS Npu
E‘ pa3paboTke nporpaMMHoro obecneyeHus B

npodeccroHanbHON AesTeNbHOCTU.

CnocobeH nposodums | [MK-2.2 Mcnonbayet MeToabl nposedeHus | Ymems:

uccrnedosaHusi Ha 8cex 3KCNEPUMEHTOB " HabntogeHui, — MPUMEHSTb mMeToabl npoBefeHns

amarnax XKU3BHEHHO020 0606LeHns n 06paboTkn MHMOPMaLK, | SKCNEPUMEHTOB U HabnogeHui, 0606LeHns 1

yukna cpedcme nonyyYyeHHow B Xofe uccnegoBaHui 06paboTkn MHOpMaLUK, NONYyYEHHON B xoae

3awumsbl  uHgopmayuu | [1K-2.3 Mcnonbayet TMnoBoe W | nccnenoBaHuii;

8 rnpogheccuoHanbHoU cneumanusnpoBaHHoe nporpaMMHoe — NPUMEHSATb TMMNOBOE "

dessmenbHocmu obecneyeHune, NPOBOANT KOMMbIOTEPHOE | crieumanuaMpoBaHHoe nporpaMmMHoe
uccnefosaHne, QopmupyeT onucaHue | obecrieveHvie, MPOBOAMTL  KOMMbOTEPHOE
pesynbTaTos v POPMYNUPYET BLIBOABI uccnegosaHue, OpMynvMpoBaTh  OnucaHue

pe3ynbTaToB U hopMynMpoBaTh BbIBOAKI.
Bnadems:
— MeTofamy NPOBEAEHUST IKCNIEPUMEHTOB U
N HabnogeHunn, 0606weHns u  obpaboTkm
5:( MHdOopMaLum, nonyyYyeHHon B xone
nccnenoBaHui

CriocobeH [1K-3.4 PaspabatbiBaeT nporpaMMHble | Ymems:

ocyujecmensims anropuTMmbl, peanusytwoLive — paspabartbiBaTb nporpaMMHble

paspabomky, aHanus u COBPEMEHHbIE MaTemMaTUYecKNe MEeTObl | anropuTMbl,  peanusylolme  COBPEMEHHbIe

™ obocHosebigamb 3aLWmMTbl UHpopmaLmn maTemaTnyeckme meToabl 3aWuThbI
EC aghghekmueHoOCMb MHopMaLuK;
NMpUMeHsieMbIX — MPOBOAUTL aHanu3 3alUULLIEHHOCTU




MamemMamu4yecKux
mMemooos 3awumsl
uHghopmayuu,
B0O3HUKarUUX npu
pabome rnpoepaMMHbIX
u rnpozpamMmMHoO-
annapamHbix cpedcme
3awumsl  UHgopmayuu
npu peweHuu
pogheccuoHarbHbIX,
uccriedogamersnibCKux U

rpuknadHbix 3aday

NporpamMmMHbIX 1
CPEeACTB 3aluTbl MHOpPMaLMK.

Bnadems:

— HaBblkamu
3aLUMLLEHHOCTM MPOrpamMMHbIX M MPOrpamMmMHO-
annapartHbIX CpeacTB.

nposeaeHnsa

nporpaMmMHo-annapaTHbIX

aHanmza

13. O6beM NpPaKTUKN B 3a4eTHbIX eAnHULax / aK. Yac. (8 coomeemcmsuu ¢ y4ebHbIM MaaHoOM) —
8/288.

Popma NPOMEXYTOYHON aTTeCcTaLuumn 3a4Yem ¢ OUEHKOU.

14. TpypoeMKocTb No BuAam y4ebHown paboTbl

TpyaoemMKocCTb
Bcero Mo cemecTtpam
Bug yuebHon pabotbl 5
u. 9., B dopme
nri
Bcero 4acos 288 288 217
B TOM ymcne:
KoHTakTHasa pabota (Bkntoyas HAC) 2 2 2
CawmocTosiTenbHasa pabota 286 286 215
UToro: 288 288 217

15. CopepxaHue npaktuku (unu HAP)

n/n 0O6bem yyebHol paboThl, Y
Pasgensl (aTanbl) Buas! yue6Hoit paGoTs KoHTaKTHble CamocTosaTe
HpaKTMKM Yyachbl NbHasaA
paboTa
1. | lNodeomosumersibHbl | IHCTPYyKTaXK No obLMM BONpocam, no TeXHWKe 0,5 10
t amarn 0©e30nacHOCTH, COCTaBMNEHNE NnaHa paboT.
2. | HayyHo- Bbibop Tembl nccnegoBaHus; onpegeneHue npobnemel, 0,5 100
uccnedosamernbCKu | obbekTa U NnpegmeTa UccrnefoBaHust; opmynmpoBaHmne
U aman uenu M 3agjad uccriefoBaHUs; TeopeTU4ecKMn aHanms
nuTepaTtypbl M uccnegoBaHui no npobneme, nogbop
HeOOXOAMMbIX WCTOYHMKOB MO Teme (naTeHTHble
MaTepwuansl, Hay4Hble OT4eThl, TexHuyeckas
OOKyMeHTaumMsa w ap.); coctaerneHue 6ubnuorpadum;
dopmMmynunpoBaHme pabo4yer rmnoTessbl.
3. Oman ebinonHeHusi | OnpeneneHne npobnembl, obObekTa W npegmeTa 0,5 100
uccnedosamernbCKU | UCcnepoBaHusl, OPMYyNMPOBaHWE LUenuM 1 3agad
X pabom 10 | ccnedoBaHUs, TEOPETUYECKUI aHanm3 nuTepaTtypbl U
uHOusudyarnbHOMY uccriegoBaHun no npobneme, nposegeHne o63opa K
nnaHy BbIOOP COBPEMEHHbIX WHM(OPMALIMOHHBIX TEXHOSOMNNA,
cneumanbHOro NporpamMmmHoro obecneyeHuns "
obopyaoBaHUs ONA peLleHns NOCTaBMNEHHOW 3aga4vum no
aHanuay 3awuueHHocT obbekTa WHdopMaTU3aumy;
npoBefeHne CaMOCTOSATENbHOrO pelleHns y4ebHou
Hay4YHOM 3a4a4u, UCCrefOBaHUA N 3KCNEPVMEHTOB.
4. | Oman ogopmneHuss | OnucaHne npofenaHHon paboTbl C  CaMOOLEHKON 0,5 76
omyéma o | pe3ynbTaTos NpOXOXAEeHUS NPaKTUKW;




umoaam npakmuku | oOpMynMpOBaHNE BLIBOAOB W MPEOSIOKEHWA Mo
opraHv3aumm NpaKkTUKu.

CopaepxaHne npakTU4YecKoW MOArOTOBKWU MpU NpOBeAEHUU MpakTUKWM yCTaHaBnvMBaeTCs
NCXOAS W3 COAEepXaHust U HanpaBfeHHOCTM obpas3oBaTeflbHOM MNpPOrpamMmbl, COOEPXKaHUSA
npakTukn, ee uUeneh W 3agad. [lpaktnyeckass noaroToBka nNpU NPOBEAEHUN MPaKTUKK
HanpaBneHa Ha (oopMMpPOBaHNE YMEHNI N HABLIKOB B COOTBETCTBUN C TPYAOBbIMU AENCTBUAMMU
n (Mnun) TpyaoBbIMU PYHKLMSIMU NO Npodunio obpasoBaTenbHOM NporpamMmel.

lMpakTnyeckas nOAroToBKa MPOBOAUTCA MyTEM HENOCPEeACTBEHHOIO  BbIMOMHEHMWS
obyvarowmmmca onpegeneHHbix BMAOB paboT, CBA3aHHbIX C Oyaylien npodeccunoHanbHON
AEATENbHOCTLIO, CNOCOBCTBYHOLNX (POPMUPOBAHMIO, 3AKPEMNNEHNIO N PA3BUTUIO MPAKTUYECKNX
HaBbIKOB M KOMMNETEHLMI MO Npodunio COOTBETCTBYOLLEN 0b6pa3oBaTENbHOM NPOrpaMmmei.

Ne | Tunbl 3apay | dopmupyemble dopmupyemble
n/n | NPOMECCMOHaNbLHON | npoeccroHanbHble KOMNETEHLM obwenpodeccnoHarnbHble
AeATernbHOCTH KOMMeTeHUMn cneumannsasmm
1 Hay4Ho- lK-1.3 lMpumeHsiem mexHonoauu OrlK-2.1.1 CrniocobeH rpuMeHsimsb
uccriedosamernbcKull obpabomku 0aHHbIX, aHanusupyem | aghgheKkmueHbie MPUHYUIBb! paspabomku
803MOXHOCMU  UX  UCMofib308aHusi npu | cpedcme 3auumel UHghopmayuu c
paspabomke npoepaMmMHO20 06ecreqeHUss 8 | UCMob308aHUEM aKkmyaribHbIX
rpogbeccuoHansHoOU dessimenibHOCMuU Mamemamuy4ecKux Memodoos
l1K-2.2 Wcnonb3yem memoob! nposedeHusi
9KCrepuMeHmos u HabmodeHud,

0bo6uweHusi u obpabomku uHghopmayuu,
rony4yeHHoU 8 xode uccredosaHuli

lK-2.3 Ucnonsdyem muriogoe u
crieyuanu3uposaHHoe npozpaMmmMHoe
obecriedeHue, nposodUM KOMIMbHMEPHOE
uccrnedosaHue, ¢opmupyem  onucaHue
pe3ynbmamos u ¢hopMyrupyem 8bi800b!

2 lMpoekmHnbIl l1K-3.5 BoironHssiem aHanu3 | OFIK-2.3.3 [lposodum oueHKy aghghekmusHocmu
3awjuweHHocmu rpo2pamMMHbIX u | NpoepammHbIX,  npospaMMHO-annapamHbIx U
npo2paMMHO-annapamHbIX cpedcme | MexHuyeckux cpedcms, nodcucmem  3awumsbl
3awumsl uHGhopmayuu uHgpopMayuu

3 KoHmpornbHo- OflK-2.1.3 CnocobeH paspabambigams,

aHanumuyeckull aHanuauposams u 060cHo8bIBaMb
adekeamHocmb  Mamemamu4yeckux — modenel
npoueccos, B03HUKarOWUX npu

DYHKUUOHUPOBaHUU  MpOo2paMMHO-arnapamHbiX
cpedecme 3auumsl UHghopmayuu

OllK-2.2.5 [pumeHsiem cpedcmea u mMemoosbl
aHanu3sa KOMIMOHEHMOo8 cucmemsl
6e3onacHocmu c ucrosnb308aHuUeM
COBpPEMEHHbIX Mamemamu4yeckux Memooos

4 OkennyamayuoHHbIl lK-1.1 T[lpumeHsiem pa3nu4Hbie Memoolbl
paspabomku npozpaMmMHo20 obecreqyeHus u
MeXxHO102uUU PoepPamMMUpPO8aHUSs

lK-1.2 Ucnonb3yem co8peMeHHbIe
Mamemamuyeckue mMemoObl U an2opummabi
QyHKUUOHUpPOBaHUSI ~ Ol KOMIOHEHIMOo8
rpoepaMMHbIX cpedcme

[1K-3.4 Paspabambigaem npospamMmHble
anzopummbl, peanusyruue CospeMeHHbIe
Mamemamuyeckue  mMemoObl  3awums!
UHghopmayuu.

16. MNepeyeHb y4eOHOM nuTepaTypbl, pecypcoB ceTu «MHTepHeT», HeobxoauMbIX Ans
NPOXOXAEeHUSA NPaKTUKKU (CriucoK numepamypbl 0ghopMiissemcss 8 coomeememauu ¢ mpebosaHusmMu
'OCT u ucrnonb3yemcsi obw,asi ck8o3Hasi HyMmepauusi Ol cex 8u008 UCMOYHUKO8)
a) OCHOBHas nuTepaTtypa:

Ne n/n McTOYHMK

1 Wknsp, M.®. OcHoBbl Hay4HbIx uccnegosanmin / M.®. Wknap. — Mockea: Jawkos n Ko, 2012. —
' 244 c. URL:http://biblioclub.ru/index.php?page=book&id=112247.
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HosukoB A.M., HoeukoB [1.A. MeTogonorus Hay4Horo uccnegosanms. — M.: Jinbpokom. 2010 —
280 c.
URL:http://www.methodolog.ru/books/mni.pdf.

OcHoBbI ynpaBneHns nHHopmaLMOoHHO 6e3onacHoOCTbIO: [y4ebHoe nocobue Ans CTy4eHTOB
BY30B, 00y4atoLLmMxcsa No HanpaBreHUsM NOArOTOBKM (CNeLMansHOCTAM) YKPYNHEHHON Fpynnbl
cneumanbHocTen 090000 - "MHdopm. 6e3onacHocTb"] / A.lN. Kypuno [n gp.]. — 2-e n3a., ncnp. —
Mockea: Nopsayasa nuHusa-Tenekom, 2014. — 243 c¢. — (Bonpockl ynpaBneHns MHopMaLnoHHOM
6esonacHocTblo; KH.1). — ISBN 978-5-9912-0361-6.

Kpakosckun, KO.M. NHdopmaumoHHas 6e3onacHoCTb 1 3awmuTa nigopmaumm: yaebHoe nocobue
ansi ctya. o6yy. no cneumanbHocTU «MHpOpMaUUOHHbIE CUCTEMBI U TEXHONOMMMY» OHEB. U 3204.
dopm obyyeHus / HO.M. Kpakosckun. — M.; Poctos H/: MapT, 2008. — 287 c. — ISBN 978-5-
241-00925-8.

NwenHoB, Bsiuecnas AkoBnesud. 3awmuTa koHuageHUnanbHom nHgopmauum: [yuedHoe nocobue
Ans cTyd. By3oB, 06y4. no crneumansHocT 090103 "OpraHusaumsi U TEXHONOrs 3almThbl
nHpopmaumn" n 090104 «KomnnekcHasi 3awmuta 006bekToB MHopmaTnsaumm»] / B.A. NwenHos,
M.B. MeuatyHsH. — M.: POPYM, 2009. — 254 c. : un. — (Bbiclee obpa3oBaHue) .—
bubnuorp.: c.249-254 .— ISBN 978-5-91134-336-1.

doctep, Dxenmc. 3awmuTa oT B3noma: cokeTbl, akcnnonTsl, shell-koa: / k. Poctep, M. lNpaiic;
nep. c aHrn. A. A. CnuHkmHa. — Mocksa: MK [Mpecc, 2008. — 784 c. — ISBN 5-9706-0019-9:
449.10 p. — URL:http://e.lanbook.com/books/element.php?pll_cid=25&pll_id=1117.

Ckyauc, 3. NpoTnBocTosHUe xakepaM. [lowaroBoe pykoBOACTBO NO KOMMbIOTEPHBLIM aTtakam 1
acbdpekTnBHom 3awmte: / 3. Ckyauc. — Mocksa : MK lNpecc, 2009 .— 512 ¢. — ISBN 5-94074-
170-3: 176-00 .— URL:http://e.lanbook.com/books/element.php?pll_cid=25&pl1_id=1112.

ony6, Bnagumup AnekcaHgposud. 3awmra oT Bpe4OHOCHOrO NPOrpaMMHOro obecneyeHuns:
yyebHoe nocobue ans By3oB / B.A. lony6; BopoHex. roc. yH-T.— BopoHex: J1OIN BI'Y, 2006. —
31 c. — URL:http://www.lib.vsu.ru/elib/texts/method/vsu/may07045.pdf.

XoBapa, Mavikn. 19 cMepTHbIX rpexos, yrpoxatowmx 6esonacHoctn nporpamm. Kak He gonyctuTb
TMNNYHBIX owmbok: / M. Xoeapa, [. Nebnawk, [x. Buera; aBT. npeaucn. A. Mopan .— Mockea :
OMK lMpecc, 2009 .— 287 ¢. — 3arn. u aBT. opwur.: 19 deadly sins of software security / Michael
Howard, David Leblanc, John Viega .— ISBN 5-9706-0027-X .—
URL:http://e.lanbook.com/books/element.php?pll_cid=25&pll id=1118.

10.

3anues O.B. Rootkits, SpyWare/AdWare, Keyloggers & BackDoors: O6HapyxeHue u 3awuTa /
0O.B. 3anues. — CI16.: BXB-leTepbypr, 2006. - 304 c.

11.

LWaHbrmH, B. . 3awmnta KomnboTepHON MHGOopMauun. SddeKkTnBHbIE MeTOAbI U cpeacTaa: /
WaHbruH B. ®. — Mocksa: MK lMpecc, 2010. — 544 ¢. — JdonyweHo Y4ebHo-MeToan4ecknm
0b6beavHeHeM BY30B MO YHUBEPCUTETCKOMY NONIMTEXHUYECKOMY 06pa3oBaHuUIo B Ka4ecTse
y4ebHOoro nocobus ansi CTyaeHTOB BbICLINX y4ebHbIX 3aBeAeHU, 06yyaroLwmnxcs no
HanpasneHunto 230100 «MHdopmaTuka n BeluncnutTenobHas TexHukay». — ISBN 978-5-94074-518-
1. — URL:http://e.lanbook.com/books/element.php?pll_cid=25&pl1l_id=1122.

12.

AcTtaHuH, NBaH KoHcTaHTnHoBMY. 3awmTa nHdopmaumm: yuebHoe nocobue ans sysos / N.K.
ActaHnH, H.W. ActaHunH; BopoHex. roc. yH-T, JlncknHckuin ounuman. — BopoHex: BopoHex. roc.
YH-T, 2006. — ISBN 5-9273-1080-X.

0) gononHuTenebHasa nuteparypa:

Ne n/n

NcTo4yHnk

13.

Mypomuesa A. B. NckycctBo npeseHTaumn. OCHOBHbIE NpaBura u npaktu4eckne
pekomeHgauun / A.B. Mypomuesa. — Mocksa: ®nuHTa: Hayka, 2014. — 108 c.

14.

KpyunHuH, B.B. KomnbloTepHble TEXHONOMMM B HaY4HbIX UCCreaoBaHUsX: y4ebHo-
mMeToanyeckoe nocodme / B.B. KpyunHuH. — Mockea: TYCYP (ToMckuin rocyaapCTBEHHbIV
YHUBEpPCUTET CUCTEM YNpaBreHusa 1 pagnoanekTpoHukn), 2012. — 57 c. — Pexum goctyna:
http://e.lanbook.com/books/element.php?pll id=11269.

15.

AHppeeB, I"./. OcHoBbI Hay4YHON paboTbl 1 METOLONOMMSA ANCCEPTALMOHHOIO nccneoBaHns /
.. Augpees, B.B. bapsuHeHko, B.C. Bepba. — Mocksa: ®uHaHchkl 1 ctatuctuka, 2012. — 296
c. — Pexxum poctyna: http://e.lanbook.com/books/element.php?pll id=28348.

16.

Cuctembl n cpegctea nHdopmatukn: ExerogHuk / 'n. peg. U.A. Cokonos. — Mocksa: UM
PAH. — 2010.— Bbin. 20. — Ne 2, — 350 c.

17.

depepanbHbI 3akoH OT 27 uionsa 2006 roga Ne 149-d3 «O6 nHdopmaumm, MHPOPMaLNOHHBLIX
TEXHOMOrMaxX 1 o 3awmrte nHgopmaummy // CobpaHue 3akoHogaTenbcTBa Poccuickon
Pegepaumm, 31.07.2006, Ne 31 (1 4.), cT. 3448.

18.

depepanbHbI 3akoH oT 27 utona 2006 roga Ne 152-d3 «O nepcoHanbHbIX AaHHbIX» //
CobpaHuve 3akoHogaTtenscTBa Poccuiickon ®eaepauumn, 31 nons 2006 roga Ne 31 (1 4.), cT.
3451.

19.

FOCT P UCO/MBK 27001-2006 NHdopmaumnoHHasa TexHonorna. Metogbl 1 cpeacrea
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obecneyeHnst 6esonacHocTn. CncTembl MEHEAKMEHTA NHGOPMAaLMOHHON 6e30MacHOCTH.
TpeboBaHus. (yTBepXaéH 1 BBeOEH B AencTaue Npukasom degepanbHOro areHTcTBa no
TEXHUYECKOMY PEryrMpoBaHunto n metponorum ot 27 gekadbps 2006 r. Ne 375-cT).

20.

Mpukas ®egepanbHon cnyxoObl MO TEXHUYECKOMY M SKCMOPTHOMY KOHTpOosto Poccum ot 11
despans 2013 roga Ne 17 «O6 yTBepxaeHun TpeboBaHui 0 3awwmte nHdpopmMaLmm, He
COCTaBnAKLLEN rOCY4apCTBEHHYIO TalHy, COAepXaLlencs B rocygapCTBEHHbIX
WHpopMaLMOHHbIX cuctemax» // Poccuiickas raseta, Ne 136, 26.06.2013.

21.

Mpukas ®egepansHOM CNyx0Obl MO TEXHUYECKOMY M SKCMOPTHOMY KOHTponto Poccum ot 18
despans 2013 roga Ne 21 «O6 yTBep>XaeHUn cocTaBa U Coaep>KaHUs OpraHM3aunoHHbIX U
TEXHUYEeCKnx mep no obecneveHnto 6e3onacHOCTN NepcoHarnbHbIX AaHHbIX NPy nx 06paboTke B
MHAOPMALIMOHHbBIX CUCTEMAaX NepCcoHanbHbIX AaHHbIX» // Poccunckas raseta, Ne 107,
22.05.2013.

22.

MeToaunyeckmin AoKyMeHT. Mepbl 3aLmTbl MHOPMaLMK B rocyAapCTBEHHbIX MHPOPMAaLMOHHBIX
cuctemax (yrB. PCTIK Poccum 11.02.2014).

23.

MoctaHoBneHue MpaButenbcrTBa Poccuickon Peaepaumm ot 1 Hos16pst 2012 roga Ne 1119 «O6
YTBEPXXAEHMM TPeOOBaHMWI K 3aLMTe NEePCOHarnbHbIX AaHHbLIX NpKU nx obpaboTke B
MHOPMaLMOHHBIX CUCTEMAX NepCcoHanbHbIX AaHHbIX» // CobpaHmne 3akoHoaaTenbCTBa
Poccunckon ®egepaumm, 05.11.2012, Ne 45, ct. 6257.

24.

MewepsikoB B.A., XXenesHsk B.I., BoHaapb A.O., OcuneHnko A.J1., BabkmH A.H. lNepcoHanbHble
AaHHble: opraHmsaumsa obpaboTkm n obecneveHms 6e3o0nacHOCTM B OpraHax rocyapCTBEHHOM
BNacTu u mecTHoro camoynpasneHus / [Nog pea. B.A. Mewepskosa. — BopoHex: BopoHexckun
nHctutyT MB[] Poccun, 2014. — 186 c.

25.

MocTaHoBneHue npasutenscTBa BopoHexckon obnactn ot 28 anpens 2011 roga Ne 340 «O6
YyTBEPXAEHWNU NOMOXEHUSI O €AUHOM PEECTPE roCcyAapCTBEHHbIX MHPOPMALMOHHbBIX CUCTEM
BopoHexckon obnactn» // CobpaHne 3akoHoaaTenscTea BopoHexckon obnactun 20.06.2011 Ne
4, c1. 285.

26.

MenbHukos, Bnagumunp MNasnosuy. WHopmaumnoHHasa 6e3onacHOCTb U 3awmuta nHopmMauum:
y4yebHoe nocobue ans cTyq. By3oB, 00y4. no cneumanbsHocTn 230201 "MHdopMaUMOHHbIe
cuctembl n TexHonorun" / B.INM. MenbHukos, C.A. KnenmeHos, A.M. MNeTpakos; noa pea. C.A.
Knevimenosa. — M.: ACADEMIA, 2006. — 330 c. — ISBN 5-7695-2592-4.

27.

Muporoe B.FHO. Accembnep n ansaccembnmpoanue / B.1O. Muporos. — CI16.: BXB-IMNeTepbypr,
2006. - 464 c.

28.

AnekcaHap JopoHuH. BusHec-passeaka http://fxt.com.ua/business_literatura/131-aleksandr-
doronin-biznes-razvedka.html.

29.

TaHeHb6aym 3. KomnbtoTepHble cetn / 3. TaHeHbaym. — CI16. : MNutep, 2005. — 991 c.

30.

Banbix A.C. OueHka BO3MOXHOCTeN ataku Ha nHopmMaumoHHyto cuctemy / A.C. Banelix, C.A.
Banbix // KnubepHetuka un Boicokne texHonornm XXI seka: matep. Xl mexagyHapopn. Hay4.-Tex.
KOH., BopoHex, 11-12 mas 2011 r. — Boponex : WML BI'Y, 2011. - T.1. — C. 91-96.

31.

[oHyapog, Nropb Bacunbesuy. MHdopmaunoHHas 6esonacHocTb. CrioBapb no TepMmuHonorum / U.B.
[onvapos, HO.I'. KupcaHos, O.B. PaiikoB. — BopoHex : BopoHexckas obnacTtHasa tTunorpadms, 2015 .—
180 c. — Tupax 300. 11,3 n.n. — ISBN 9785442003246.

32.

MenbHukos, Bnagnmup MNaenosuy. MiHdopmaumoHHasa 6e30nacHOCTb 1 3awuta nHdopmaumm: y4ebHoe
nocobue ans ctya. By3os, 0by4. no cneumanbHoctn 230201 "MiHdpopmaumoHHbIE cucTeMbl 1 TexHonormun” /
B.M. MenbHukoe, C.A. KneiimeHoB, A.M. MNeTtpakos; noa pea. C.A. KnenmeHosa. — M. : ACADEMIA, 2006
.— 330 c. : un .— (Bbicwee npodeccuoHansHoe obpasoBaHue. MiHdopmaTtika u BblMUCNIUTENBHASNA
TexHuka). — ISBN 5-7695-2592-4.

33.

AnppwnaHos B.."LLInnoHckune witydkn" n ycTponcTea Ans 3awwmTbl 06bekToB 1 nHpopmauun: Crpas.
nocobue / B.A. bopoauH, A.B. Cokonos. — C-I16.: JlaHb, 1996.

34.

AbanmasoB 3./. MeToapbl 1 HXEHEPHO — TEXHUYECKUE cpeacTBa NPOTUBOAENCTBUS NHPOPMALMOHHBIM
yrposam / 3.1. Abanmasos. — M.: 'poTek, 1997.

35.

BpycHuumH H.A. OTkpbITOCTb M WnuoHax / H.A. BpycHuuuH. — M.: BoennsgaT, 1991.

36.

Bacunesckuin N.B. Cnocobbl 1 cpeacTBa NpefoTBpaLleHust yTeuku MHopMauum no TeXHUYECKNM
kaHanam / N.B. Bacunesckuin. — M.: HIML, "Henk", 1998.

37.

Xopes A.A., Cnocobhl 1 cpeactea 3M / A.A. XopeB. — MO P®, 1998.

38.

FOCT P UCO/M3K 15408-2002 «NHGopMaumnoHHasa TexHonorus. Metoabl 1 cpeacraa
obecneyeHuns 6esonacHocTn. Kputepmm oueHkn 6e3onacHOCTM MHAOPMALMOHHBLIX
TEXHOMOrM», NPUHAT N BBeAEH B aencteue NoctaHoBneHnem locctaHgapta Poccun ot 4
anpens 2002 r. Ne 133-cT.

39.

NCO/M3K 31000:2009 «YnpasneHune puckamu. MpuHuunbl n HanpaeneHus», ISO Technical
Management Board Working Group, 2009.

40.

MCO/M3K 31100:2009 «YnpasneHue puckamu. MeToankm oueHkun puckar, ISO Technical Management
Board Working Group, 2009.

41.

FOCT P NICO/M3K 27005-2010 «MHdopmaumoHHast TexHonorus. MeTtoabl 1 cpeactea obecnevyeHnst
MHopMaLmnoHHON 6e3onacHoCcTU. MeHeXMeHT pucka MHPOPMaLMOHHON 6e30MacHOCTN», YTBEPXKAEH U
BBeAeH B gewicteue Mpukasom PegepanbHOro areHTCTBa No TEXHNYECKOMY PEerynmpoBaHuio 1 METpPoNorum
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| | o1 30 HosiBpst 2010 r. Ne 632-CT. |

B) MHCpOPMALIMOHHbIE ANEKTPOHHO-06pas3oBaTenbHble pecypchl (0uumnanbHble pecypebl MHTEPHET)*:
Ne n/n Pecypc
1. | OBC JlaHb
OBbC «YHuBepcuteTckas bubnmoTeka online»
OBC «3nekTpoHHasa 6ubnunoteka TexHnyeckoro BY3a» (O3BC «KoHcynbTaHT cTygeHTay)
3EC IOPAUT
OnekTpoHHas bubnuoTteka yyebHo-MeToaNYECKMX MaTepuanos BI'Y. Pexum goctyna:
http://www.lib.vsu.ru
http://www.cryptopro.ru
http://www.infotecs.ru
http://www.lissi-crypto.ru/
http://www.signal-com.ru
http://www.shipka.ru
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* BHavane ykasbiBaloTcs OBC, ¢ KoTopbiMM uMeloTcs doroBopa y BIY, 3aTtemM OTKpbITbie 3MEKTPOHHO-
obpasoBaTesibHble pecypchl U T.4.

17. OOpasoBaTefibHble TEXHONOrMU, MpPUMEHsIEMble NpU NPOBEAEHUU TMPAKTUKU W
MeToAu4YecKUe yKasaHua AnA oby4varoWwmxcs no npoxoXxXaeHUIo NpakTUKn

OTyeT NO nNpakTUKe [JO0MKEeH OblTb WU3MNOXEH TEXHUYECKM T[PaMOTHbIM SA3bIKOM C
NnPUMEHeHNeM pekoMeHOOBaHHbIX TepMUHOB W abbpesuatyp 6e3 opdorpaduyecknx wu
rpammMaTtumyeckux ownbok. MNpeacraBneHHbIM OTYET MO NPaKTUKe OLEeHMBAETCA Ha COOTBETCTBUE
MHopMauuK, NpeacrTaBneHHoONn B oTyeTe, AaHHbIM U3 MH(OPMAaLMOHHBIX pecypcoB obLiero
poctyna cetn IHTepHeT, MaTepmanos Nekumn, y4ebHOM 1 TEXHUYECKOW NuTepaTypbl.

CTpykTypa oT4yeTa no npaxkTuke

1. OTyeT NO MpaKkTUKe AOSMKEH BKMYaTb TUTYMbHbLIM JNIUCT, coAepXaHue, BBeAeHue,
onucaHne TeopeTUYEeCKUX U NPaKTUYECKUX acrnekToB BbINOSIHEHHOMW paboThbl, 3aKmtoveHue,
CMMUCOK UCMNOMb30BaHHbIX UCTOYHMKOB, MPUMOXEHNS.

2. Ha TtuTynbHOM nucte JofmkHa ObiTb MpeactaBrieHa TemMa MpakTUKW, rpynna wu
damunus CcTyaeHTa, OaHHble O npeanpusatTun, Ha 6ase KOTOpOoro BbIMOSHANAChk MNpakTuka,
amnnusa pykoBoamuTens.

3. Bo BBegeHun CTygeHTbl OOMMKHbI [aTb KpaTKOe OnucaHue 3ajadu, pellaemMon B
paMKax npakTUKu.

4. B OCHOBHOW YacTu OT4yeTa CTyAEHTbl NpMBOAAT noapobHoe onncaHuMe npoaenaHHON
TeopeTn4eckon n (Unu) NpakTuyeckom paboTsl, BKIOYas onvcaHne n obocHoBaHne BblGpaHHbIX
peLueHni, onucaHme nporpamm u T.4.

5. B 3aknoyeHun faeTca KpaTkasa xapakTepuctuka npogesniaHHon paboThl, U NPUBOASATCA
€ee OCHOBHble pe3ynbTaThl.

6. B npunoxeHunax npuBoaaTCs HENoOCpeaCcTBEHHble pe3ynbTaTbl pas3paboTKu: TEKCTbl
nporpamMmm, rpadovki 1 guarpaMmmbl, U T.4.

TpebosaHus K 0ghopMIIEHUO omYyema

1. OTyeT ohopmnseTca B ne4aTHOM Buae, Ha nuctax popmata A4.

2. OCHOBHOM TEKCT OTyeTa BbINOSMHAETCHA wWpudTomMm 14 NyHKTOB, C MHTepBanom 1,5
Mexay cTpokamu. TekcT pa3buBaeTca Ha ab3aubl, Kaxabli U3 KOTOPbIX BKIKOYAET OTCTyn u
BblpaBHMBAHME MO LUMPUHE.

3. TekcT B NpUNoxxeHnax MoXeT ObiTb BbINOMHEH 6onee MeNKMM WpUgTOM.

4. Ot4yeT pas3buBaeTcd Ha rnaBbl, NYHKTbl M MOAMYHKTbI, BKIOYalOWMe AECATUYHYHO
HyMepaLMmio.

5. PucyHku 1 Tabnuubl B oTYETE LOSMKHbI UMETb OTAESbHY0 HYMEepaLuuio U Ha3BaHus.

6. Becb oTtyeTr pormkeH ObITb OOpPMIEH B €OUHOM CTune: Be3ge B oTvyeTe Ans
3arofiloBKOB  OAHOrO YPOBHSA, OCHOBHOIMO TeKkcTa M MNoAnMcen [LOSMKEeH WCnonb30BaTbCs
OLMHAKOBbIN LLIPUAT.

7.CTpaHvubl OT4YeTa HYyMepyrlTCHd, HauuMHas C TUTYNbHOro nucra. Homepa cTtpaHuy,
NPOCTaBNATCA B NPaBOM BEPXHEM YrIy A5l BCEro oT4eTa KpoMe TUTYIbHOro fiucTa.
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8. CoagepxaHvne oTyeTa OOMKHO BKNOYATb NepeyeHb BCEX NaB, MyHKTOB U MNOAMYHKTOB,
C yKkasaHMeM HoMepa CTpaHuLbl AN KaXaoro afieMeHTa cogepKaHus.

9. Ccbifikn Ha nuTepatypy W Apyrne MCMNofb30BaHHbIE MCTOYHUKM OGOPMAAOTCA B
OCHOBHOM TEKCTe, @ CaM/ UCTOYHUKN NEPEUYNCSIOTCS B CMIMCKE MCMNOSb30BaHHbLIX MCTOYHMKOB.

10. O6beM oTyeTa NO NpaKTUKE AOSMKEH ObITb HE MeHee 20 CTpaHuL.

18. MaTepnanbHoO-TeXHU4YECKOe obecnevyeHmne NPaKTUKN:

2. BopoHex, yn. YHusepcumemckas rniowads, 0.1, anasHsit y4ebHbit kopriyc, ayd.214:
KomnbloTep B cocTaBe: cucteMHbin 6nok: npoueccop Intel(R) Core(TM) i5, onepatuBHaa namate 86,
HDD 500I6; monutop: LG FLATRON. Mynbtumegumanpoektop BenQ. OkpaH HacTeHHbId Ans
npoektopa. Ayamo kornoHku Creative A60. KommyTtaTtop.

2. BopoHex, yn. YHusepcumemckas rriowads, 0.1, y4ebHsit kopryc 16, ayd.407:
KomnbtoTep B coctaBe: npoueccop Intel(R) Core(TM) i7-7700 CPU @ 3.60GHz, onepaTtusHas
namatb 16 6, SSD 256 6, HDD 1T6, eugeokapta NVIDIA GeForce GTX 1080 Ti; moHntop DELL
S2419HN. KomnbtoTep B cocTtae (1 wr.): npoueccop Intel(R) Core(TM) i7-7800X CPU @ 3.50GHz,
onepaTuBHas namstb 96 6, SSD 1T6, HDD 4T6, suaeokapta NVIDIA GeForce RTX 2080 Ti (2 wT.);
moHuTop DELL S2419HN. McTtounuk 6ecnepebonHoro nutaHmsa APC Back-UPS BV1000I-GR, line-
interactive, mowHocTb:1000BA, 600BT (16 wr.). ctouHmk 6ecnepeboriHoro nutadms Legrand KEOR
LINE RT 1500BA (1 wr.). KommyTtatop HP 2530-24G Switch (Managed, 24*10/100/1000 + 4 SFP,
19"). UHTepakTuBHaga gocka SMART SBMG85 (87 atonmos, MO SMART SLS) ¢ naccuBHbIM NIOTKOM.
Mpoektop Vivitek DH758UST (ynbTpakopoTkodokycHbii, DLP, Full HD 1080p (1920 x 1080) , 3500
ANS, 10000:1, nonHaga nogaepxka 3D).

2. BopoHex, yn. YHusepcumemckas rriowads, 0.1, anasHbil y4ebHbil kopriyc, ayd.124:
KomnbloTep B coctaBe: cucTeMHbii 6nok: npoueccop AMD Ryzen 7 3800X 8-Core Processor,
onepaTtuBHad namsate 326, HDD 1T6, SSD 25616, Bngeokapta NVIDIA GeForce GTX 1050;
mMoHutop:  Dell  S2419H. WHTepaktuBHaa  pgocka SMART  SBM685 (87  aronmos).
MynbTumeaunanpoektop Vivitek ynbTpakopoTkodokycHbI. WCTOYHUK GecnepebonHoro nmtaHus
Legrand Keor SPX 1000 BA IEC C13 (16 wrT.). ctouHuk GecnepeboriHoro nutaHusa Legrand Keor
Line RT 1000 BA (1 wT.). Kommytatop HP 2530-48G Switch (1 wr.).

2. BopoHex, yn. YHusepcumemckas rriowads, 0.1, arnasHbit y4ebHbil kopriye, ayo.226:
MoHo6nok HP: npoueccop Intel(R) Core(TM) i3-6100 CPU @ 3.70GHz, onepaTtuBHaa namsatb 816,
SSD 250r6. Mynbtumeguanpoektop Epson. Ayamo konoHku EV (2 wrT.). MukpodoH. JkpaH ans
npoektopa. MapkepHble naHenu Askell (2 wT.).

2. BopoHex, yn. YHusepcumemckas nnowads, 0.1, y4ebHbit kopryc 1, ayd.2/25:
YuyebHbili cmeHd "lpoepammHbie cpedcmea kKpunmoepaghuu”", SCRYPTO B cocraBe: Kapkac
MOHOGMNoKa (1 WT.); MHTErpMPOBaHHbIN BbIYUCIIUTENBHBLIN y3en 3 WT.) B cocTase: npoueccop Intel:
nBa dapa c TaktoBou 4actotonm 2700 MIu, O3Y: o6bém 4 6 Tun DDR-3, TBepaoTenbHbLIN
Hakonutenb SSD obvemom 60 6, 6nok nutaHuMss mowHocTbio 300 BT, 2 ceTeBbIX MHTepdenca
GigabitEthernet; nepekntoyatens KBM-tuna D-Link (1 wT.); HeynpaBnsembin kommyTtaTop D-Link (1
WIT.); MOAYNb NUTAHUS, KOHTPONSA U MHTerpaumm cteHga B obwyto nabopatoputo (1 WT.); MOHUTOP
Philips(1 wT.); kKOMNNekT koHconu pabodero mecta obyyaemoro (1 wWT.) B cOoCTaBe: knaBuaTypa
Oklick, mbiwb Oklick; komnnekt y4ebHo-meTOoaMuYeckmx nocobun (1 K-T.); cTaTUCTMYEeckoe
nporpaMmmHoe obecnedeHne ynpasneHus mogyrnem nutaHmda (1 wT.); pnaw-guck BOCCTaHOBMEHUS
OC Ha wHTerpupoBaHHbix MK (3 wrt.) ¢ onepaunoHHon cuctemon Archlinux; dnaw-gmck
MYNbTUMELUNHOIO METOAMYECKOro Nocobms (1 WT.); rpynna KOMMYTaLMOHHbBIX MOPTOB (2 WT.).
Tunosol Komrinekm y4yebHoz2o obopydoeaHusi "Cemeeass 6esonacHocmb”, SECURITY B cocTase:
yrnpaBsnsembli KOMMyTaTop TpeTbero ypoBHA D-Link (1 wT.); ynpaensemsin KOMMyTaTtop BTOPOro
ypoBHa D-Link (1 wrT.); annapaTHO-NporpaMMHbIA SMYNSATOP YCTPOWCTBA NoKanbHOW cetn (1 wr.);
Heynpasnsemblin kommytatop D-Link (2 wr.); mapwpytmnsatop 6ecnpoBogHon D-Link (2 wr.);
6paHgmayap D-Link (2 wrT.); Moaynb nNUTaHUs, KOHTPONA M WHTerpauum crteHaa B 0Oyl
nabopatoputo (1 WT.); KOMMyTaUMOHHaA NaHenb (1 WT.); BbIMUCANTENbHbLIN y3en (4 WT.) B COCTaBe:
npoueccop Intel: gBa sagpa ¢ TaktoBom 4actotom 2700 MIu, O3Y: o6vém 4 6 Tvn DDR-3,
TBEepAoTenbHbIN HakonuTenb SSD o6bemom 60 M6, 6nok nutaHna mowHocTbio 300 BT, 2 ceTeBbIX
uHTepdenca GigabitEthernet, 1 0GecnpoBogHol ceTeBoM WUHTepdenc; MoHobrok (1 wr.);
cTaTucTu4eckoe nporpaMMmHoe obecnedeHve ynpaBneHus MOoAYyfeM MUTaHUS, KOHTpona u
nHTerpauum (1 WT.); NporpammHas cuctema socctaHosnenms U-Profi (R) (4 donaw-gucka obbemom 8




6) (1 wrt.); yanuuutens USB (4 wr.); kabenb VGA (2 wr.); naty-kopa (10 wr.); meTogmyeckoe
nocobue (2 k-Ta.).

YuebHo-npakmuyeckuli cmeHd «CucmemMbl KOHmMpons u ynpaeneHus docmyriomy», ®3N-CKY[ B
cocTaBe: mogernb cTeHbl (1 wT.); HoyToyk Lenovo (1 wT.): akpaH ¢ anaroHanbto 15.6" (paspelueHne
1366x768), O3Y obbemom 2048 M6, Hakonutenb obbemom 120 6, npoueccop Intel gBa sapa ¢
TaktoBon 4vactoton 1,4 [Ty, BeG-kamepa; ckaHep NUHENHbIX U ABYMEPHbIX WTpuUx-kogos (1 wrT.);
ceetoamog (1 wWT.); anekTpoMexaHuvecknin 3amok (1 wT.); ceteBon KoHTponnep CKY[L (2 wrt));
MYNbTUMELUMHBIN TEPMUHAN MHOrOakTOPHOM naeHTUduKauumn, B TOM Yncre pacnosHasaHme nu (1
LUT.); HAcTONMbHOE YCTPOWCTBO YTEHUSA M 3anncu cmapT-kapT (1 LWT.); KOHTaKTHasi cMapT-kapTa C
00béMom namsaTn 256 Gant (5 wrT.); USB kntoy tmun e-token (1 wr.); komnnekt MO u koHsepTop (1
wt.); nporpammatop kapT Mifare HacTonbHbIN (1 WT.); cuMThIBaTENDb BGECKOHTAKTHBIX KapT Em-Marine
(1 wr.); cunTbiBaTENb GECKOHTAKTHBIX KapT Mifare (1 wrT.); cmapT-kapta Tun Mifare (5 wrt.); cmapT-
kapta Tun Em-Marine (5 wr.); kntoy iButton (Touch-Memory) (5 wT.); nporpammaTtop krtoyen Touch-
Memory (1 wTt.); Moaynb cornacoBaHnsa nHtepdencos (1 WT.); INEKTPOMArHUTHbIA 3amMoK (1 wWrT.);
cuntbiBaTenb knwyer TouchMemory (1 wr.); ceteBon koHTponnep TouchMemory (1 wT.); 6nok
nuTaHusa (1 WT.); NnporpamMmma pacno3HaBaHusi aBTOMOOUNbHLIX HOMepoB (1 wT.); makeT Homepa TC
P® (5 wr.); ceteroe pene (1 wrt.); IP-kamepa (1 wrt.); koMMyTaTOp Heynpaensembli D-Link (1 wrT.);
MOAYMb MWUTaHWS, KOHTPOMSl W MWHTerpauMmM Komnnekta B obwyw nabopatopuo (1 wT.);
cTaTUCTMYecKkoe nporpammHoe obecrnedyeHne ynpaBneHUs MogynemM MUTaHWs, KOHTpOns U
nHTerpauum (1 WT.); NpOrpaMmMHbIN SMYNATOP hrsanyecknx o6bekToB gocTyna (1 Wr.); MeTognyeckoe
nocobue (2 wr.).

19. OueHo4Hble cpeacTBa ANA NPoBeAeHUA TeKyLLen 1 NPOMEXYTOYHOM aTTecTauum
oby4aroLwmxcs No npakTmke

HaumeHoBaHue Unauvkatop(bl
r’ﬁ, pasgena AMCUUNUHDLI K?_:;';?;;BH .q(::qCTVImeIEISIH) OueHouHble cpeacTBa
(mogyns) KOMNeTeHUun
1. grggiomoeumeanblu OrIK-9 Or1K-9.15 OTyeT no npakTuke.
HayyHo- OllK-13.7
uccriedogamernbcKull OlK-13.13
aman OfK-13.17
OfK-13 OllK-13.18
OlK-13.19
2 Ol1K-13.20 OtyeT no NpakTuke. 3au.|,v|Ta oT4yeTa no
' OllK-13.21 npakTuKe.
OlK-2.2 OlK-2.2.5
MK-1.1
fk-1 MK-1.2
1K-2 MK-2.3
1K-3 MK-3.4
Oman 8bInosiHeHust ONK.13 OrK-13.5
uccriedosamerbCKUx OlK-13.23
pa6om o OnK2.1 OlK-2.1.1
3. | uHdueudyansHomy Ol1K-2.1.3 OtyeT no npakTuke. 3awuTa oT4eTa rno
nnaHy Ol1K-2.3 Ol1K-2.3.3 npakTuke.
MK-1 MK-1.3
1K-2 MK-2.2
1K-3 K-3.5
Oman ogpopmnerus OfK-13.6
4. | omyéma no umozaam OriK-13 OfiK-13.12 OT4eT no npakTuke.
npakmuku
MpomexyTouHasa aTTecTtaumsi ViHaVBMAyanbHOE 3anaHme
dopma KOHTpOns — 3a4em ¢ OUeHKoU

20. TunoBble OLEHOYHble cpeAcTBa M MeToAMYeCKMe MaTepuanbl, onpegensilowme
npoueaypbl OLleHNBaHUA

20.1 TeKywWwMn KOHTPOJb YyCNeBaeMoCTH



KoHTponb ycneBaemMocTy Mo AUCLMMNITMHE OCYLLECTBISIETCS C NOMOLLbIO CreayHLLMX OLEeHOYHbIX
cpencTs:
NHauBmayanbHble 3agaHvs

MepeyeHb HOMBUAYaNbHbLIX 3a4aHUIA.

1. NpeHTndpukauua v ayteHTUpmnkaums nonb3oBartesnien. NpuMeHeHne nporpaMmmHo-annapaTtHbIX
CpeacTB ayTeHTUdUKauun (CMapT-KapTbl, TOKEHDI).

2. buomeTpuyeckme cpeactea ngeHTuduKkaumm n ayteHtTudmkaLmm nonb3osarenen.

3. AyTeHTnduKaums cybbeKkToB B pacnpedeneHHbIX cucteMax, npobrnemMbl n peLleHus.

4. AyouT B MH(POPMALMOHHbLIX cucteMax. PyHKUMN 1N Ha3HaYeHne ayanTa, ero porb B obecnevyeHnn
NHopMaLMoHHOM 6e3onacHoOCTH.

5. Bupycbl n metoabl 60pbObl € HUMU. AHTUBMPYCHBIE NPOrpaMMbl U NAKeTbI.

6. MNporpammHo-annapaTHble 3awuTbl UHGOPMAaLMOHHBIX pecypcoB B WHTepHeT. MexceTeBble
3KpaHbl, UX PYHKLUUN U HA3HaAYEeHNUS.

7. MeTtoq nporoHku.

8. MeToa HaMMeHbLNX KBagpaTos.

9. CpaBHuTb MeTog PyHre-KyTTbl 1 MeToa Agamca 3agaHHoOro nopsiaka TO4YHOCTM.

10. Kputepun oueHkn 6Ge3onacHOCTM  KOMMbIOTEPHbIX cuctem. CTtpyktypa TpeboBaHun
6esonacHocTn. Knacchbl 3aluLeHHOCTH.

11. EguvHble kpuTepmm 6e30MacHOCTU MHPOPMALMOHHBIX TexHonormn. MNMoHaTue npodunsa 3awmnThbl.
CTpyKkTypa npoduns 3awuTsl.

12. EguHble  kpuTepum  ©e30MacHOCTM  MHAOPMALMOHHBIX  TEXHOMOrnn. [poekT  3awwuThbl.
TpeboBaHusa 6e3onacHocTh (byHKLUMOHANbHbIE TpeboBaHNA N TpeboBaHMs adeKBaTHOCTM).

13. lNoHATMe aneKkTpoHHON umndposon nognucu. NMpoueaypbl GopMUPOBaHNA LMAPOBOM NOANUCH.

20.2 NMpomexyTo4yHasa aTrectaumsa
ﬂpomemyTquaﬂ arrectaumd no ancumniimHe ocywecTBndaeTcqa C NOMOLLbIO CrieayrLmnx
OLEHO4YHbIX CpeacTB:
Omyem no rnpakmuke
OueHka 3HaHWA, YMEHUA W HaBbIKOB, XapaKTepuaylLwmx aTtanbl HopMUpoOBaHNSA
KOMMETEHUMN, NMPU NPOXOXAEHUMN NPAKTUKN NPOBOAUTCS B XO4€ MPOMEXYTOYHOW aTTecTauui.
MpomexyTodHaa atTecTaumsi NPOBOAUTCA B COOTBETCTBUM C [1ONOXKEHMEM O MPOMEXYTOYHOM
aTTecTtauum oby4varomnxca no nporpaMmmam BbiCLLEro obpasoBaHus.

Tembl UHOUBUAYarIbHbIX MPOEKMOS

1. MpuHUMNBI NOCTPOEHUS CUCTEM 3aLUMTbl UHGOPMaLUWK.

2. AxTtyanbHoCTb npobnembl obecnedyeHna 6e3onacHOCTM B UMHAOPMALMOHHOM
obulecTBe.

3. CpeoctBa obecnevyeHusi WHGOPMaUMOHHOM ©Ge30nacHOCTU B KOPMNoOpaTUBHbIX
MHAOPMALMOHHBIX CUCTEMAX

4. AnnapaTtHble cpeacTBa obecneveHnst MHpopMaumMoHHON 6e3onacHOCTU

5. IHbopMaunoHHbIe yA3BUMOCTM 0OEKTOB

6. MNMporpammMHble cpeacTea obecneveHusi MHpopmMmaLmMoHHOW 6e30nacHOCTH

7. AHTponoreHHble NHPOPMAaLIMOHHbIE YA3BUMOCTU

8. TexHoreHHble MH(POPMAaLIMOHHbIE YS3BUMOCTU

9. OpraHu3aunoHHO-NpaBoBbIe cpencrtea obecneyeHns MHJOPMaLNOHHOM
B6esonacHocTn

10. Yrpo3bl nHpopMauUMOHHOM 6e30MacHOCTU N NX UCTOYHUKN

11. OpraHmsaynoHHO-agMUHUCTPAaTMBHbIE CpeacTBa 3alUunTbl MHOpMaLUumn

12. OCHOBHbIE NPUYMHBI YTEYKM MHGOPMaLIUN.

13. MNonuTtuka 6e3onacHocTn. OCHOBHbIE TUMbI MONIMTUKN BE30MaCHOCTM.

14. Mepbl 3aWnTbl NepCoHarnbHbIX AaHHbIX B MHPOPMAaLMOHHbBIX CUCTEMAX.

15. Wcnonb3oBaHne  HecepTUMUUUPOBAHHbLIX OTEYECTBEHHbIX W 3apybexHbIX
MHGOPMALUMOHHBIX TEXHOMOMMW, CPeacTB 3almTbl MHOpMauuK, Cpeacts MHpopmMmaTMsauuu,
TENEeKOMMYHUKaUnUM u CBA3N MNpU CO30aHMN N PasBUTUM POCCUNCKON WHJGOPMAaLIMOHHOM
MHAPACTPYKTYpPbI;




16. Hay4yHO-TexHuuyeckne npobnembl  3aWmTbl  MHPOPMALMOHHBIX  PEecypcoB,
NHPOPMALMNOHHBIX 1 TENEKOMMYHUKALMOHHBIX CUCTEM,;

17. O6wemeTtogonormyeckme npobnembl kagpoBoro obecneyeHusi MHGOPMaLMOHHOM
©e3onacHocCTy;

18. HapyLueHne 3aKoHHbIX OrpaHUYeHnin Ha pacnpocTpaHeHne NHopmaunu;

19. MNpoTuBONpPaBHbIE COOP N NCMOMNb30BaHME MHdoOpMaLUUK;

20. AganTuBHbIE CUCTEMbI 3aLLMTbI MHOPMaLMN.

MpomexyTovHas aTTecTaumsi No NPaKTMKe BKOYaAeT NOArOTOBKY M 3aluUTy oT4eTa.

OTyeT coaepxuT cnegyowme coctasnswwme: obpaboTaHHbIN N CUCTEMATU3NPOBAHHbBIN
mMaTtepuan no TemMaTuke MNPaKTUKK; 3KCMEPUMEHTaNbHYD 4acTb, BK/HOYAOLWYIO OCHOBHbIE
MeTOoAbl NPOBEeAEHNA UCCNeaoBaHNA U cTaTUCTUYecKon obpaboTkun, obCyxaeHne NonyyYeHHbIX
pe3ynbTaToB; 3aKnto4yeHne, BbiBOAbl U CMIUCOK NUTEPATYPHbIX MCTOYHUKOB. OTYeT 06a3aTenbHO
noanucbiBaeTcs (3aBepsieTcs) pyKoBoaUTENEM NPakTUKN. Pe3ynbTaTbl NPOXOXAEHUS NPaKTUKK
AOKnaabiBaloTCs obyyaroLmnMes B BUAe YCTHOrO COOOLLEHNA ¢ AeMOHCTpaumen npeseHTauum
Ha 3acegaHumn kadeapbl (3aKYUTENBHON KOHepeHUMn).

Mo pesynbTatam p[oknaga C Y4YeTOM XapakTePUCTMKM PyKOBOAUTENS U KadecTBa
NpeaCcTaBNEHHbIX OTYETHbIX MaTepumanoB obyvarLeMycs BbICTaBAAETCA COOTBETCTBYHOLLAS
oueHka (ouddepeHUMPOBaHHbIN 3a4eT N0 MTOraM npPakTUKU BbiCTaBnseTcs oby4varowmmcs
pYKOBOAMUTENEM MPAKTMKM Ha OCHOBAHWUWM LOKMaga U OTYETHbIX MaTepuanos, NPeacTaBrEHHbIX
obyyvarowmmcs).

OueHKa no npakTuke BbICTaBNAETCA PyKOBOAUTENEM MPAKTUKM OT Kadedpbl HA OCHOBE
coaepXaHma oTyeTa CTyaeHTa, OT3blBa PYKOBOAMTENSA OT NPeanpusTvsi, BbICTYNNEHUA C
npeseHTaumMen n 0TBETOB Ha BOMPOCHI NO UTOraM NPaKTUKMW.

OTyeT NO npakTuke [OOMKEeH OblTb WM3MNOXEH TEXHUYECKM T[PaMOTHbIM HA3bIKOM C
NPUMEHEHNEM PEKOMEHOOBAHHbIX TEPMMHOB W abbpesuatyp 06e3 opdorpaduyecknx wu
rpammaTtmyeckux owmnbok. pu 3awmrTe oTyeTa NO MNpakTUKE OLEHUBAETCA COOTBETCTBME
MHdopMauuK, NpeacTaBneHHON B OTYETe, AaHHbIM N3 MHMOPMALMOHHBIX pecypcoB obLiero
aoctyna cet IHTepHeT, MmaTepuanos Nekummn, y4ebHON 1 TEXHUYECKON nuTepaTypbl.

KoHeuHbIMM pe3ynbTataMmy OCBOEHWUSA MPOrpamMmbl MPaKTUKN ABNAKOTCSA COOPMMPOBAHHLIE
KOTHUTUBHbIE [OECKPUMTOPblI «3HaTb», «yMeTb», «BrageTb», pacnucaHHble MO OTAENbHbIM
komneteHumam. OHuM npeacTtaBneHbl B Tabnuue. dopmmpoBaHME 3TUX OECKPUNTOPOB
npoucxoauMT B TeveHWe BCEro nepuvoaa nNpPoOXOXAEeHUs MNPakTUKW, B paMKax BbIMOMHEHUS
CaMOCTOATENbHON paboTbl HA MECTE MNPOXOXAEHUS MNPAKTUKU NPU BbINOSTHEHUM Pa3NUYHbIX
BMOOB paboT nog pykoBOACTBOM PYKOBOAMTENSA NPaKTUKM OT Kadheapbl.

[ns oueHkn geckpmntopoB koMneTeHuun ncnonb3yetca 100 6annbHaga Wkana oueHoK.

[na onpegenennsa akTUYeCcKNX OLEHOK KaXK4oro rnokasatens BbICTaBMAKTCA creayroLimne
Gannbl.

Ona peckpunTopoB Kateropuun «3HaTby:

- pes3ynbTaTt, coAepXXallMi TMOSMHbIM MNpaBUSbHbIN OTBET, MOSIHOCTbIO COOTBETCTBYET
TpeboBaHUAM Kputepusi (OTBET MOJSHbIA U NPaBWSbHbLIA HA OCHOBAHWUM W3YYEHHbIX TEOPWUM;
Martepuan M3roXeH B OnpeaenieHHOM Oorm4yeckon nocrnenoBaTeNlbHOCTU, HaYYHbIM SA3bIKOM;
oTBeT camocTtosTenbHbI — 85-100% OT MakcumansHoro konmyectso 6annos (100 6annos).

CoOTBETCTBYET OLIEHKE - «OTIIUYHOY;

- pesynbTaT, COAepXaluMi HEMOSHbIA MNpPaBUMbHbLIA OTBET UMM OTBET, coAepKaluui
He3HauuTernbHble HETOYHOCTM (OTBET AOCTaTOMHO MOfHbIA U NPaBWUSIbHBIM Ha OCHOBaHWUM
M3y4deHHbIX  MaTepuanos; mMaTepuan N3MNOXeH B  OnpedeneHHom  formy4eckon
nocrnegoBaTenibHOCTU, NPU 3TOM AONyLUEeHbl ABE-TPU HEeCyLeCTBEeHHble owunbkun), 75-84% ot
MaKkcuMManbHoro konudecTtsa 6annos; COOTBETCTBYET OLEHKE - «XOPOLLOY;

- pesynbTaT, coAepXalun HeNONHbIN MNpaBWUfbHbIA OTBET WNU OTBET, coaepXxalliumn
3HauyuTemnbHble HETOYHOCTU (NpW OTBETe AonyleHa CyleCTBEeHHas owubka, unn B OTBETE
copepxutca 30 - 60% HeobxoouMbix cCBeOeHUW, OTBET HecBA3HbI) — 60-74 % oT
MakcuMmManbHOro konmdectea 6annos; COOTBETCTBYET OLEHKE - «yAOBNETBOPUTENBbHOY;



- pesynbTaTt, coAepXalun HEerosHbI NpaBUNbHbIA OTBET (CTEeneHb MOSIHOTbl OTBeTa —
meHee 30%), HenpaBunbHbIN OTBET (OTBET HE MO CYLLECTBY 3aJaHnda) Unu oTCyTCTBME OTBETA,
T.e. OTBET, HEe COOTBETCTBYKOLUMA MNOMHOCTbIO TpeboBaHusam kputepusa, — 0 % ot
MakcuMmManbHoro konudectsa 6annos. CoOOTBETCTBYET OLEHKE - «HeYAOBETBOPUTENBHOY.

Ona peckpMnTopoB KaTeropumn «Ymetb» u «BnageTtb»:

- BbIMNOSIHEHbI BCe TpeboBaHWS K BbINOSIHEHUIO, HAMWCAHWIO U 3awuTe oTyeTa. YMeHue
(HaBbIK) cdhopMmpoBaHO NONHOCTLIO — 85-100% OT MakcMmarnbHOro konmyecTsa 6annos.

CoOTBETCTBYET OLEHKE - KOTIIUYHOY;

- BbINOSIHEHbI OCHOBHblE TpeboBaHMS K BbINOSTHEHUIO, OPOPMIIEHMIO U 3alumMTe OTveTa.
NmetoTca oTaenbHble 3aMeyaHnsa U HefoCcTaTku. YMeHue (HaBblk) chopMMPOBaHO AOCTAaTOYHO
NonHo — 75-84% o1 makcnumanbHOro konnyectsa 6annoB. COOTBETCTBYET OLIEHKE - «XOPOLLIO»;

- BbINONHeHbl 6a3oBble TpeboBaHMS K BbIMOMHEHUIO, OPOPMIIEHMIO U 3aluTe oTyeTa.
MmetoTca JOCTaTOYHO CyLLECTBEHHbIE 3aMeyvaHus U HegocTaTku, Tpebylouwme 3HaYnTEeNbHbIX
3aTpaT BpeMeHM Ha wucnpasreHne. YMeHue (HaBblk) CHOPMUMPOBAHO Ha MWHUMAarbHO
AonycTnmMom ypoBHe — 60-74% OT makcumarnbHoro konmyectea 6annoB. COOTBETCTBYET OLIEHKe
- «y4OBNETBOPUTENBHOY;

- TpeboBaHUA K HaNUcCaHUO 1 3awmTe otyeTa. IMerTCss MHOMOYUCIIEHHbIE CYLLECTBEHHbIE
3aMeyaHus U HegocTaTku, KOTopble He MOryT OblTb WUCnpaBneHbl. YMeHwe (HaBblK) He
cchopmupoBaHo — 0 %.

Ana aTtrectauumn CTyaeHT NpeabsBnseT OHEBHWK NPaKTUKW, 3adaHue pPyKOBOAMTENS Ha
NPoOXoXgeHne npakTMKn u odopMnseT pesynbTaTbl NPakTUKM B BuAe OT4yeTa U roToBUT
BbICTYNSIEHNE C Npe3eHTaumen no pesynbtatamM NpPakTUKu.

[ns oueHBaHus pe3ynbTaToB 0Oy4eHUs1 Ha 3a4eTe C OLEeHKOM ncnonb3dyetcs 4-6annbHas
wana: «OT/INYHO», «XOPOLLOY», «yAOBNETBOPUTENBHOY, KHEYAOBNETBOPUTENBHOY.
CooTHoLeHWe nokasaTenemn, KpUTepues M LWKanbl OLEHMBaHUS pe3ynbTaToB 0byyYeHus.

YpoBeHb
Kputepum oueHmMBaHma KOMNeTeHL N cchopmmpoBaHH Llikana oueHok
ocTHn
KOMMEeTeHUMN
3HaTb: pesynbTaT, coAepXallui MOMHbIA MpaBUNbHBIA OTBET, MOMHOCTbLIO lNoebiweHHbIU Omnu4Ho
COOTBETCTBYET TpeboBaHWAM KpuTepusi (OTBET MOSMHBLIA W MpaBUIbHBIA Ha ypO8€eHb
OCHOBaHMN UM3YYEHHbIX TEOpWK; MaTepuan Wu3fnoXeH B OnpeaeneHHon
Norn4yeckomn nocrneaoBaTeNibHOCTH, Hay4HbIM S3bIKOM; oTBeT

CaMOCTOSITESTbHbIN.

«YMeTb» U «BnapeTb»: BbINOMHEHbl BCe TpeboOBaHMA K BbIMNOMTHEHNIO,
HanuWCcaHWIo 1 3aluuTe oTyeTa.

3HaTb: pe3ynbTaT, CoAepXallMin HEMNOSMHbIA NPaBWUIbHbLIA OTBET WNWN OTBET, Ba3oenbil Xopowo
cofepXalluMin He3HauuTernbHble HETOYHOCTU (OTBET AOCTATOMHO MOMHbLIA U ypO8eHb
NPaBUSIbHbLIA HA OCHOBAHWM M3Y4YEHHbIX MaTepuanoB; Matepuan WU3MNOoXeH B
onpeaeneHHom NOrMyeckor nocrneoBaTeNbHOCTU, NPU 3TOM AONyLIEeHbl ABe-
TPU HECYLLECTBEHHbIE OLUWNOKM).

«YMeTb» U «BnageTb»: BbINOMHEHbI OCHOBHbIE TPEOOBAHUSA K BbIMOTHEHWIO,
0ooOopMMEHN0O W 3awmTe oT4yeTa. MMelTcss OoTAenbHble 3amMevaHus W
HeJocTaTkn. YMeHue (HaBblK) CPOpMMPOBAHO JOCTATOYHO NOMHO

3HaTb: pesynbTaT, coAepXalluMi HEenonHbIM NpaBuIbHbIN OTBET UMW OTBET, lMopoeosebiti Ydoenemeopu-
copepxalumMin  3HauuMTerNbHblE  HETOYHOCTM  (NpM  OTBETE  JomnylleHa ypO8€eHb meribHO
cyllecTBeHHas owwnbka, nnm B otBeTe cogepxmutcsa 30 - 60% HeobxoaumbIx
CBeOEeHU, OTBET HECBA3HbIN)

«YMeTb» U «BnapeTb»: BbiNonHeHbl 6a3oBble TPeOOBaAHMSA K BbIMOJSTHEHMIO,
oopMneHnto 1 3awmuTe oT4yeTa. MMerTca [OCTaTOYHO CyLleCTBEHHble
3aMeyaHuss U HepocTaTky, Tpebyolime 3HauMTenbHbIX 3aTpaT BPEMEHWU Ha
ncnpaeneHue.

3HaTb: pesynbTaT, COAepXalui HENosHbIA NPaBWUMbHbLIM OTBET (CTeneHb - Heydosnemsopu-
nonHoTel otBeTa — MmeHee 30%), HenpaBUNbHbIN OTBET (OTBET HE MO CyLLEeCTBY meJsibHO
3a0aHnsl) unu  OTCYTCTBME OTBETa, T.e. OTBET, He COOTBETCTBYHOLLMN
MOJSTHOCTbLIO TPEBOBAHUAM KPUTEPUS.

«YMeTb» U «Bnapetb»: TpeboBaHMA K HanMMCaHWO W 3aWuTe OT4veTa.
MmeloTcsl MHOrouYMCreHHble CyLeCTBEHHble 3aMedyaHusi U HeJocTaTku,
KOTOpblE HE MOTYT ObITb MCNPABIEHSI.




20.3 ®oH/ O1LIEHOYHBIX CPeACTB C(POPMHUPOBAHHOCTH KOMIIETEHIIM CTY/IEeHTOB, PEKOMEHyeMbIii J1J1si
NMpoBeIeHUsI JTUATHOCTHIECKUX PadoT

OlK-9. CnocobeH pewatb 3agavm npodeCCMoHanbHOM AeATENbHOCTM C YY4ETOM TEKYLLLEro COCTOSHUA U
TeHOEHUNA pasBuUTMS MEeTOAOB 3awWuTbl UH(OpPMauMmM B OMNEpPauUMOHHbIX CUCTEMAX, KOMMbIOTEPHbIX
CeTaAX U cucTemax ynpasneHns 6asamm gaHHbIX, @ Takke MeTod0B U CPeACcTB 3awmTbl MHopMaumm ot
YTEYKM NO TEXHNYECKUM KaHanam, ceTen 1 CUCTEM nepenaydm nHopmaumm

Or1K-9.15 ymeeT aHanuampoBaTb U OLEHNBATL Yrpo3bl MHOPMAaLMOHHOM 6e30MacHOCTN OOBHEKTA;
OrlK-13. CnocobeH paspabaTbiBaTb KOMMNOHEHTbl MPOrpamMMHbLIX M MpOorpamMMHO-annapaTHbIX CPeacTs
3aWNTbl MHpOPMaLMK B KOMMbIOTEPHBLIX CUCTEMAX U MPOBOANTL aHanNn3 nx 6e3onacHocTu

OlK-13.5 ymeetr paboTaTb C MWHTErpMpoBaHHbIMKM cpejamy  pa3paboTkM NPoOrpaMMHOro
obecneyeHus;

OlK-13.6 Bnageet HaBblkamMn pa3paboTkM, OTNagKW, LOOKYMEHTUPOBAHUA W TECTUPOBaHUS
nporpamm;

OlK-13.7 Bnageet HaBblkaMXM WCMNONb30BaHWS WHCTPYMEHTaNbHbIX CPEACTB  OTnagkm u
AnsaccembnvpoBaHus NPorpaMMHOro Koga.

OrlK-13.12 ymeeT dhopmMann3oBaTb NOCTABNEHHYIO 3a4a4y;

OlK-13.13 ymeeT paspabatbiBaTb 3PeKTUBHbIE anrOpUTMbl U MPOrpamMmmbl;

OrllK-13.17 Bnageetr HaBblkamuM  pas3paboTkMm  anropuTMOB  ONsl  PeLleHUs]  TUMOBbIX
npodeccmnoHanbHbIX 3agau;

OlK-13.18 YmMeeT npuMeHsiTb cpeactBa M MeTodbl aHanm3a nporpaMMHoro obecrnedeHus Ons
BbISIBNEHWS 3aKnagokK

OrllK-13.19 YmeeT nNpuMMeEHATb MeTodbl aHanm3a MpPOEKTHbIX peweHnn ana obecnedyeHns
3aLUNLLEHHOCTN KOMMbIOTEPHbLIX CUCTEM.

Orl1K-13.20 3HaeT nporpaMMmHble MeTOAbl NpedoTBpaLLEHUsT HECAHKLMOHUMPOBAHHOIO OOCTyna K
AaHHbIM.

OlK-13.21 YmMeTb npuMMeHATb COBPEMEHHble cpeactBa obecneyeHnss MHPOPMALMOHHOM
6e30nacHOCTM NporpamMmm 1 AaHHbIX

Orl1K-13.23 YmeeT npoBoauTb aHanu3 MpOorpaMMHbIX CPeacTB, MPUMEHSIEMbIX Of1s1 KOHTPOMsS W
3aWnTbl MHpopMaLmm
Orl1K-2.1 CnocobeH paspabaTtbiBaTb anropuTMmbl, peanu3yloline COBPEMEHHbIE MaTemaTudeckue
MeToAbl 3aWwuTbl MHOpMaLun

OrllK-2.1.1 CnocobeH npumeHaTb 9dEKTUBHLIE MPUHUMMNBLI pa3paboTku CcpeacTB  3aluThbl
NMHOpMaLMKM C UCMONb30BAaHNEM aKTyarbHbIX MaTeEMaTUYECKMX METOA0B

OrllK-2.1.3 CnocobeH paspabaTbiBatb, aHanuanpoBatb W O0OOCHOBbIBaTb aAdEeKBATHOCTb
MaTemMaTUYeCKUX Mogenen npoueccoB, BO3HMKAOWMX MpU  (PYHKUMOHMPOBAHMM  MNPOrpaMMHO-
annapaTHbIX CPeACTB 3aLnTbl MHpopMaLun
Or1K-2.2 CnocobeH paspabaTtbiBaTb ¥ aHanuManpoBaTb MaTeMaTMyeckue MOAeNn MexaHM3MoB 3aLUUThbI
MHdopMmaLmn

Orl1K-2.2.5 TlMpumeHseT cpeacrsa M METOAbl aHanM3a KOMMOHEHTOB cucTemMbl 6es3onacHoctu ¢
NCNONb30BaHMEM COBPEMEHHbIX MaTeMaTUYECKNX METOO0B
OlK-2.3 CnocobeH nNpoBOAWTbL CPaBHUTENbHbLIA aHanM3 W OCYLWeCTBNSATb OOOCHOBaHHLIN BbIGOP
NporpaMMHbIX U NpOrpaMMHoO-annapaTHbIX CPEACTB 3alnTbl MHPOPMaLMM C Y4ETOM peann3oBaHHbIX B
HUX MaTemMaTU4YeCKUX METOL0B

OlK-2.3.3 TlpoBoguT OuUEHKY 3(PPEKTUBHOCTU MpPOrpaMMHbIX, MNPOrpaMMHoO-annapaTHbiX U
TEXHUYECKMUX CPEeACTB, NOACUCTEM 3aLUTbl MHpOpMaLMK
MK-1. CnocobeH npoBoauTb aHanua TpeboBaHMM W BbINONHATL PabOTbl MO MPOEKTUPOBAHUIO
nporpaMMHoro obecnevyeHns ¢ NpMMeEHeHNEM MaTemMaTUYECKUX METOA0B 3aLUUTbI

MK-1.1 MpumeHseT pasnuuHble MeToabl pa3paboTkn NporpaMMHOro obecneyeHus U TeXHONornm
nporpaMMmnpoBaHns

MK-1.2 Ncnonb3yeT coBpeMeHHble MaTeMaTuyeckne MeTodbl U anropuTMbl PYHKLMOHMPOBAHUSA A1
KOMMOHEHTOB NPOrpaMMHbIX CPeACTB

MK-1.3 MpumeHsaeT TexHonornm o6paboTkn AaHHbIX, aHaNM3npyeT BO3MOXHOCTM UX UCMONb30BaHWSA
npu paspaboTke nporpaMMHoro obecnevyeHns B npodeccnoHanbHOm AesTenbHOCTH
MK-2 CnocobeH NpoBOAUTbL WMCCMEAOBaHMS Ha BCEX 3Tanax >XM3HEHHOro UMKna CpencTB 3awuThbl
UHdopMaLumm B NpodheCcCUOHanbHOM AeaTensHOCTH

MK-2.2 Ncnonb3yeT MeToabl NPOBEAEHNS SKCMIEPUMEHTOB 1 HaboaeHnn, 0606LWweHna n o6paboTku
MHOpMaLMK, NOSTYYEHHON B X04e nccnegoBaHnin



MK-2.3 Wcnonb3yeT TUNOBOE M CReuManu3npoBaHHOE mnporpaMmHoe obecneyeHne, NpoBOAUT
KOMMNbIOTEPHOE UccneaoBaHue, hopMmpyeT onnucaHne pesynbTaToB U hopMynupyeT BbiBOAbI
MK-3 CnocobeH ocyuiecTBnaTb pa3paboTky, aHanm3 n o60CHOBbIBaTb 3PPEKTUBHOCTL NPUMEHSIEMbIX
MaTemMaTUYeCKUX MeTOAOB 3aluTbl MHAOPMaUUKW, BO3HUKAKOLWMX Mpu paboTe nNporpaMMHbIX U
nporpaMMHo-annapaTHbiX CpeacTB  3alWuTbl  MHOPMaUUM NpyU  peleHnn npodeCcCUoHanbHbIX,
nccnenoBaTenbCKMX U NPUKNagHbIX 3a4ad

MK-3.4 PaspabartbiBaeT nporpamMmMHbIe anropuTMbl, peanuayolmne COBPEMEHHbIE MaTeMaTUYecKkue
MeToAbl 3aWnTbl MHpopMaumm

MK-3.5 BbinonHseT aHanva 3awmueHHOCTU MporpamMMHbIX M NPOrpaMMHO-annapaTHbIX CpeacTs
3aWnTbl MHGOpPMaLMn

Bonpocbl ¢ BapuaHTaMmu OTBETOB

1. B kakMx TMnax kpuntoatak ucnonb3yetcs metoa "onpoboBaHua"? (YKaXute HECKONbKO BEpHbIX
BapuMaHToOB OTBETA.)

a) KpunToaTtaka C UCNoMb30BaHWEM KpUNTOrpamm;

6) kpunTOaTaka C MCNONb30BaHNEM OTKPbITbIX TEKCTOB U COOTBETCTBYIOLLMX KPUNTOrpaMm;

B) KpynToaTaka C UCMosib30BaHNEM BbliOUpPaeMbIX KpUNTOAHANUTUKOM OTKPbITbIX TEKCTOB U

COOTBETCTBYOLMNX KPUMNTOrPaMM;

r) Bce OTBeTbl BEpPHbI.
2. Bpewms, 3aTpaunmBaemoe anropyTMOM [fs peLlleHnsa 3agadyv, paccMmaTpuBaemoe Kak pyHKums
pasmepa 3agauv Unm Konu4ecTBa BXOAHbIX AaHHbIX, — 9TO:

a) BpeMeHHas CIOXHOCTb;

6) Bpemsi BOCNpoun3BeaeHUs anropntma;

B) BpEMS peLleHus anroputMa.
3. OTcyTCTBME N3MEHEHUI B NepegaBaeMon Unn XpaHMMom MHopMaLMm MO CPaBHEHWIO C €€ NCXOAHOWN
3anuncero — 3To:

a) LenocTHOCTb;

©) eQnHCTBO;

B) CUHTES;

r) nonHoTa.
4. IBonHon DES He ncnonb3yeTcs, NOTOMY 4YTO

(1) HegocTaTovHa ANuHa Kno4va

(2) cywecTByeT aTtaka «BCTpevya nocepeauHe», KOTOpas MNO3BOJIAET CHU3UTb CTOMKOCTb
anropmTMa go cromkoctu npocrtoro DES

(3) crnmwkom yBenmunBaeTCs CrOXHOCTb BbIYMCIEHWN
5. 3apayen dakTopmsaummn Yncna sABnNseTcs

(1) pasnoxeHue Ynucna Ha NPoCcTbie COMHOXUTENU

(2) HaxoxgeHve cTeneHn, B KOTOPYK crnedyeT BO3BECTWU LiENoe YUCOo ANs NofyvYeHus 3agaHHOro
uenoro ymcna

(3) HaxoxaeHune cTeneHn, B KOTOPYI criedyeT BO3BECTM NPOCTOE YMCMO ANSA MosfyYeHns 3afaHHoro
Lenoro ymicna
6. EBa nonyyuna anekTpoHHOE MUCbMO C HEU3BECTHOW en koaupoBkou. [MepebpaB Bce KOOUPOBKU
(kpunnuua, HKKoA, NaTMHMUA), OHa npoYnTana ero. ATo bbina aTaka:

(1) rpybom cunbl

(2) cratucTnyeckas

(3) no ucxogHomy Tecty

(4) no BbIGOPKE NCXOQHOIO TEKCTA
7. ATtaka "BmeLLaTensCcTBO" — 37O yrposa:

(1) rotoBHOCTH

(2) uenocTtHoCcTH

(3) KoHdbmaeHUManLHOCTH

(4) cexkpeTHOCTH
8. B DES nocnegHun payHg npu nepBom cnocobe wudpoBaHms u obpaTHoro aelmdpoBaHus
OTNU4aeTcs OT ApYrux:

(1) npumeHeHnem cmecutens

(2) oTcyTCTBMEM YCTPOMUCTBA 3aMEHbl

(3) npumeHeHeM yCTpONCTBA 3aMEHbI 1 CMECUTENS

(4) npumeHeHneM yCTpONCTBa 3aMeHbI



9. MNMpoTokonupoBaHne 1 ayauT MOryT UCMOMb30BaTbCA ANS:
(1) npepynpexaeHusa HapyweHui Nb
(2) obHapyKeHus HapyLUeHUN
(3) BOCCcTaHOBMNEHUA pexuma UB
10. CurHaTypHbIN MEeTOZ, BbISIBNIEHWS aTaK XOPOLU TEM, YTO OH:
(1) nogHMMaeT Marno NOXHbIX TPEBOr
(2) cnocobeH obGHapyxnBaTb HEM3BECTHbIE aTaKkm
(3) npocT B HacTpomKe U IKcnyaTauum
11. Korga co3paetcst HAbop MHCTPYMEHTanbHbIX CPEeACTB AN1A paccrnefoBaHNst KOMMNbIOTEPHbIX
MHUMOEHTOB?
— Ha 3Tane NOAroToBKU K MHUMAEHTaM;
— HenocpeacTBEHHO nocre obHapyXeHUs NHUMAEHTa;
— HenoCpeaACTBEHHO NOCNe BO3HUKHOBEHWSI MHUMOEHTA.
12. [Ina 4ero ucnonb3ylTCcs CPeAcTBa CO34aHUsA XaWw-CyMM harinoB U OaHHbIX MpU paccrneaoBaHUm
KOMMbIOTEPHbIX MHUNOEHTOB?
— [nsi oOGHapy>XeHNs HECaHKLMOHMPOBAHHOIO AOCTYNa Ha YTEHWE;
— ANA oOHapyXeHUs HapyLeHUA LeNnoCTHOCTY;
— [nsi oGHapy>XeHNs HapyLleHNst LOCTYMHOCTMW.
13 Ha kakonm knacc SOC no nokanusauun ¢QyHKUMA cregyeT OpPUEHTMPOBATLCA KOMMaHWMM Onsi
pa3BepTbiBaHus SOC B TeUeHME HECKOSIbKUX MecsaLEeB?
— BHyTpeHHWI
— BHewHunn
— ['mbpnagHbIN
— Jlrobon n3 BbilenepevncrieHHbIX
14 Kakylo Mogenb peKkoOMeHAyeTCa  MCronb3oBaTb NPU  pearMpoBaHMM Ha  MHUMAEHTbI

knbepbesonacHocTn?
— ITIL
— COBIT
— Cyber Kill-Chain
- TIP

15) MNpoTokonupoBaHue — 310

a) Co6op n HakonneHue nHcgpopmaumum o cobbITAX UC

b) BeoeHue nokymeHTOB

c) Bce u3 nepeyncneHHoro

d) Huyero 13 nepeuncrieHHoro
16. Ha ocHoBaHuu 4ero paspabatbiBaeTcs [NonoxeHne 0 pearMpoBaHUM Ha UHUMAEHTbI?

— Ha OCHOBaHWM Mogenu yrpo3 6e3onacHocTy;

— Ha OCHOBaHWW MOAENM NPOU3BOACTBEHHbIX NPOLIECCOB U aKTUBOB;

— Ha OCHOBaHWM NONUTUKN MHOPMaALIMOHHOM 6e30NacHOCTHU.
17. Yem onpegensieTca npoueaypa 1 MeToAbl paccrnefoBaHnst KOMMNbIOTEPHbIX MHLMAEHTOB B
opraHusaumm?

— TpeboBaHMAMM yronoBHO-NpPOLECCyanbHOro kogekca Po;

— YTBEpPXAEeHHbIMU BHYTPEHHUMMU perfiaMmeHTaMmm opraHusauuu;

—  TEXHUYECKUMM BO3MOXXHOCTSIMU OpraHn3aumm.
18. Kakune u3 cpeacts obecneunatot Hanbonee nosHoe paccrnegoBaHne KOMNbIOTEPHbIX UHLUNMOEHTOB?

— CcuCTeMbl OOHapyXXeHUsi U NpeaoTBPaLLEHUS BTOPXEHUN;

— CMUCKW ynpaBneHus JOCTYNOM Ha MapLupyTM3aTopax;

— cucTeMsbl WinpoBaHus Tpaduka.
19. dyHKUMOHaNbHOCTL 6e30nNacHOCTN onpeaenseT oxuaaemyto paboty mexaHnamoB Ge3onacHocTu, a
rapaHTMu onpeaensitoT:

1. BHegpeHue ynpasrneHust mexaHnamamm 6e3onacHocTm

2. Knaccudmkaumo gaHHbIX Nocne BHeAPEHMS MexaHn3mMoB 6e30nacHoCTH

3. YpoBeHb poBepusi, obecnevymBaemMbii MeXaHU3MOM 6e30MacHOCTH

4. CooTHoLlleHue 3aTpart / Bbirog
20. OcHoBHble 3agaym npoTokonoe IPSec

(1) O6ecneyeHune KpunTorpachuyeckomn 3awmTbl Ha ypoBHe IP ana npotokonos IPv4.

(2) O6ecneyeHune KpunTorpachuyeckomn 3awmTbl Ha ypoBHe IP ana npotokonos IPv6.



(3) ObecneyeHne kpunTorpadudeckon 3awmtbl Ha yposHe MAC-agpecos.

(4) ObecneveHne kpunTorparuyeckon 3aLnTbl TONbKO Ha NPUKNaAHOM YPOBHE.
21. MNpoTtokon GRE BbInonHaeT

(1) UHkancynsauumio AaHHbIX NHOGOro NnpoTokona.

(2) WndppoBaHme gaHHbIX Ntoboro npoTtokona.

(3) AyTeHTndmKaumo oTnpaBuTENsa NHKaNCynMpoBaHHOIo NPOTOKoNa.

(4) AyTeHTncmkaumo nonydaTens MHKancynMpoBaHHOIo NpoToKona.

Bonpocbl ¢ TeKCTOBbIM OTBETOM

1. Ckonbko ypoBHen nmeet ceTeBad mogenbs ISO OSI?

OtBerT: 7.
2. Cuctema wndpoBaHns n/mnu anekTpoHHon nognucu (31), Npyn KOTOPOW OTKPLITLIN KIOY NnepenaéTcs
Mo OTKPbITOMY (TO €CTb He3alMLEHHOMY, OCTYNMHOMY ANS HabnaeHWs) KaHany n ucnonb3yeTca Ans
nposepkn 3l n gns wndposaHns coobLLEHNA — KpunTocUcema ...

+ acumeTpuyHas

+ C OTKPbITbIM KIOYOM
3. Kakasa kpunToaTtaka OCHOBaHa Ha 3HaHMM OTKPbLITOrO TeKCTa Ans CriyYyanHblX dparMeHToB

wndpportekcra?

OTBeT: Ha OCHOBE OTKPbITbIX TEKCTOB
4. Kakas kpynToataka OCHOBaHa Ha 3HAHWM OTKPLITOrO TEKCTa AN CNyYanHbiX hparMeHToB
wndppoTtekcra?

OTBeT: Ha OCHOBe OTKPbLITbIX TEKCTOB

KpuTepun n wkanbl oueHnBaHua 3agaHnn ®OC:

[ns oueHMBaHUA BbINOMTHEHMS 3a4aHWA UCNoNb3yeTcsa bannbHas wkana:

1) 3akpbITble 3a4aHus (TECTOBbIE C BapuaHTamMum OTBETOB, CPeHUIN YPOBEHb COXHOCTK):
— 1 6ann — ykasaH BEpHbI OTBET;

— 0 6annoB — ykasaH HeBEpPHbI OTBET (MOSMHOCTLIO UM YaCTUYHO HEBEPHbIN).
2) OTKpbITblE 3afaHuns (TECTOBbIE C KPaTKUM TEKCTOBLIM OTBETOM, MOBLILLUEHHbIA YPOBEHL CAOXHOCTK):
— 2 6anna — ykasaH BepHbIN OTBET;

— 0 6annoB — ykasaH HeBepHbI OTBET (MOMHOCTHLIO NN YAaCTUYHO HEBEPHbIN).

3apaHusa pasgena 20.3 peKOMeHAYHTCA K UCNOSIb30BaHMUIO NPU NPoBeAeHMU ANAarHOCTUYECKUX
paboT C Lenbl OLEHKU OCTaTOYHbIX pe3yNnbTaTOB OCBOEHUS AAaHHOW AUCLUUNIUHBLI (3HaHWUW,
YMEHWUH, HaBbIKOB).


https://ru.wikipedia.org/wiki/%D0%9A%D1%80%D0%B8%D0%BF%D1%82%D0%BE%D0%B3%D1%80%D0%B0%D1%84%D0%B8%D1%8F
https://ru.wikipedia.org/wiki/%D0%AD%D0%BB%D0%B5%D0%BA%D1%82%D1%80%D0%BE%D0%BD%D0%BD%D0%B0%D1%8F_%D1%86%D0%B8%D1%84%D1%80%D0%BE%D0%B2%D0%B0%D1%8F_%D0%BF%D0%BE%D0%B4%D0%BF%D0%B8%D1%81%D1%8C

