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9.llenu n 3agaum y4e6HOM ANCLUUNIIUHBI

Llensimu oceoeHusi y4ebHoU OucyurniuHbl 615K MmcCs:

- U3ydeHne NoaxonoB MPU PELLEHUN CIOXHbBIX HAay4YHO-TEXHUYECKUX 3a[ad,CBA3aHHbIX C
obGecneyeHnem  mHopmaumoHHon  Ge3onacHOCTM  cucteM U UXMHOPMALMOHHOM
NHPACTPYKTYPbI;

- M3yYeHMe acnekToB KOMMNbITEPHOM 6e30MacHOCTW, HauMHast OT cTpaTernm 3awuTblgo
ynpaBneHusi  YsI3BUMOCTSIMW,  U3YyYEHME  Pas3fuyHbIX  OTpacrneBblX  CTaHAapToB M
MeTo4OBpearnpoBaHuns, MpPoLEeCcCOoB B3flOMa AaHHbIX W NONUTUKM Ge3onacHocTn, ©6a30BbixX
cpencTBKOHTpoNns 6e30nacHoCTy.

3adayu y4ebHoU OuCyUMNUHbI:

- HayuuTbCcsa hopmanusoBaTb 3agadvy ynpaBneHus 6e30nacHOCTbIOMH(OPMALMOHHBIX
CUCTEM N MOAENNPOBaThL yrpo3bl 6e3onacHoCcT nHdopmauuu;

- paTb npeactaBneHMe O MeTodax atak W wabnoHoB,  MO3BONSANOLLMX
pacno3HaBaTbaHOMarlbHOE NOBeAeHMEe B OpraHM3aLmm, C MOMOLLbIO TaKTUYECKUX NPUEMOB;

- O3HaKOMIIEHME C pas3NUYHbIMKM OTpacfeBbIMX CTaH4apTaMuM U NepenoBbIMMMETO4AaMM
pearnpoBaHus.

10. MecTto yyebHOM AncumunnuHbl B cTpykType OMOI:
OucunnnuHa « TakTUKU 1 TEXHUKU peanu3almm KOMMbOTEPHbIX aTak» OTHOCUTCS K YacTu,
dopMmnpyemon y4actHukamm obpasoBaTtesibHbIX OTHOWeEHU bnoka 1. AucumnnnHel (Mogynn).

11. MnaHupyemblie pe3ynbTaTbl 00y4YeHMA NO AucuUnuHe/mMoaynko (3HaHUA, YMeHuA,
HaBbIKW), COOTHECEHHbIe C NilaHUpyeMbIMU pe3ynbTaTaMn OCBOEHUSA obOpa3oBaTenibHOM

nporpamMmmbl (KOMneTeHLIVIﬂMVI) n UHANKaTopamMn ux AoOCTUXKEeHUA:

Kog | Hasanue komneteHumn | Koa(bl) NHuankaTop(bl) lMnaHnpyemble pesynbTaTbl 00y4eHus
MK-1 | CnocobeH MK-1.2 | CnocobeH 3HaTb: OCHOBHbIE cpeacTea 3aLnThI
obecneunBatb agMuHUcTpupoBaTth | Hopmauum B NAC;
PYHKUMOHNPOBaHUE CUCTEMbI  3alUUThI
cpencTs 3aWunThbI nHdopmauum OT | YMeTb: agMUHUCTPMpPOBaTh CUCTEMbI 3aLUUTHI
nHdopmaumm B HeCaHKUMOHUPOBaH | MHopMauMm  OT  HeCaHKUWOHMPOBAHHOIO
NHGOPMALIMOHHO- HOro JdocTyna W | AOCTyna u BO3OeNCTBUS;
aHanUTU4eCKnxX BO34EeNCTBMSA
cuctemax MK-1.3 | CnocobeH Bnagets: HaBblKaMNWagMUHUCTPUPOBAHMS
agMUHUCTPUPOBATL | cUCTeM oObOHapyXeHus W npegoTBpalleHus
CUCTEMBI KOMMbIOTEPHbIX aTak.
oBHapyXeHus "
npegoTBpaLleHms
KOMMbIOTEPHbIX
aTak
MK-2 | CnocobeH MK-2.2 | CnocobeH 3HaTb: cnocobbl UM MeTodbl  aHanusa
OpraH13oBbIBaTb MoenmpoBaTb OesonacHocT  MHpopMauum C  MOMOLLBIO
paboThbl no yrposbl dopmanbHbIX Mogenen;
BbINOMHEHUIO B BesonacHocTn
MHOPMAaLMOHHO- MHdopMauun YMeTb: MogenvpoBaTb yrpo3bl GesonacHoCcTu
aHaNUTUYECKNX UHdopmaumu;
cuctemax  TpeboBaHUn
3aWunTbl  MHgOpPMaLMK Brnagetb: HaBblkamMmaHanusa 3alMLEHHOCTU
OrpaHM4YeHHOro gocryna MH(POPMALMOHHBIX CUCTEM.

12. O6bemM AucUUNInHbI B 3a4eTHbIX eauHMuax/yac.— 2/72.

dopma NpoMeXyTOYHOM aTTecTaLumn:3ayerT.




13. TpyaoeMKocTb NO BUAaM y4e6HON paboThbl

TpyOooemKocTb
Bua y4e6Hol paboTl Boero Mo cemecTpam
6 cemecTp
KoHTakTHas paboTta 48 48
nekuum 32 32
npakTu4eckme 0 0
B TOM 4YuChe: nabopaTopHble 16 16
KypcoBas paboTta
KOHTpOrbHble paboTbl
CamocrtonTenbHasi pabota 24 24
MpomexyToyHas aTTecTauums
WToro: 72 72

13.1. CopepxaHue AUCLUNIINHBI

Ne Peanusauus
n/n pasgena
HanmeHoBaHue pa3gena OVCUUNMNWHBI C
CopeprxaHue pasgena AUCLMNIUHbI
ONCUUNIIHBI NMOMOLLIbIO
OHNawH-Kypca,
QYMK *
1. INlekuum
1. KoMnblOTEPHbIE CUCTEMBI WM WX KOMMOHEHTbI  Kak
00beKTbI 3aWUTbI.
. 2. ¥Yrpo3sbl 6e30nacHOCTM U KaHanbl X BO3OENCTBUSI.
CucTeMHbIr noaxon, K
3. HanpaeneHusa n metogbl 3awmTbl MHOOPMaLUK.
1.1 | obecneveHuto 3aWwmTbl OT
4. MeTtoguka NOCTPOEHMST 3aALUULLEHHBIX KOMMbIOTEPHbIX
KOMMbIOTEPHbIX aTtak
cucTem.
5. OpraHu3auuoHHble MeToabl WM CpeacTBa  3alumThbl
KOMMbKTEPHbIX CUCTEM.
CpeqncTea BbISiBNEHUS U
nokanusaumm ysa3asumMocTen . .
Han'y 1. CuctemblobHapyxeHusiaTak (Intrusion Detection
1.2 | KOMMNbIOTEPHbIX CUCTEM K
N Systems, IDS).
BO30ENCTBMIO Yrpo3
©e3onacHocTn
1. MeTtogbl W  cpeacTtBa  OUEHKM  3aLUMLLEHHOCTM
KOMMbIOTEPHbIX CUCTEM.
2. CpegctBa  MOOENUPOBaHWS atak W BO3AEWCTBUS
pasnuyHbIX Yrpo3 Ha KOMNoHeHTbl KC.
3. CpegoctBa  KOHTpONss  gocTyna K KOMMOHEHTam
KOMMbIOTEPHBIX CUCTEM.
1.3 | lNpakTuka npMMeHeHns
4. Metogbl W cpegcTtBa obecriedeHnst 6e3onacHOCTU
3MEKTPONUTaAHNS KOMIMbIOTEPHBLIX CUCTEM.
5. MeTtogbl n cpefcTBa rapaHTUPOBAHHOIO YHUUTOXEHUS
MHdopMauuu.
6. MeTtogbl 1 cpeacTBa BbISIBNEHUS Y NTOKaNmn3auun. yTeyek
MHpopMaLMM MO TEXHUYECKUM KaHanam.
. JlTabopaTopHble 3aHATUA
1. MNpumepsbl COBPEMEHHbIX KC. XapakrepucTuka
. KoMnoHeHToB KC C TOYKM 3peHust ysa3BMMOCTM K
CucTeMHbIN noaxon K N
BO3ENCTBMIO Yyrpo3 6e3onacHoOCTy.
2.1 | obecneyeHuto 3anTbl OT

KOMMNbKTEPHbLIX aTakK

2. Xapaktepuctmka cuctembl 3 gnsa cnoxHbix  KC.

MeToanka NOCTPOEHNA KOMIMIIEKCHbIX CUCTEM 3allUTbI
KC.




4

3. YcTaHoBnNeHne pexumMoB [OCTyNna K WHdopMaumu,
unpkynupytower B KC. Aomunnctpupoanme KC.

CpeqncTea BbISIBNEHNUS U
nokanmsaLmm ysi3BumocTen
2.2 | KOMMbIOTEPHbBIX CUCTEM K
BO3JENCTBUIIO Yrpo3

1. CucrtemblobHapyxeHusaTak (Intrusion Detection
Systems, IDS).

GesonacHoCcTK
1. CyuTbiBaOWME YCTPOWCTBA. OINEKTPOHHLIE  KIHOYMU.
BuomeTpuyeckne  cuctembl  KOHTpons  gocTyna.
MporpaMmmbl ANg cos3daHUsa  3alULLEHHbIX  arnos,
nanok, NorM4yecknx JUCKOB.
2. XapakTtepucTuka HOCUTEeNnen u cTaHgapTHbIX Cnoco6oB
2.3 | lMNMpakTuka npMeHeHns 3anvcu/yganeHus WHopMaLUK. OnucaHve
TEXHUYECKUX CPEeAcTB rapaHTUPOBaHHOIrO yaaneHus
WHopMaLuun.

3. VxeHepHble C3WN ot MNOMWH. Knaccudwukaums u
XapaKTepuctuka naccuBHbIX M akTuBHbix C3U ot
MoOMUNH.

13.2. Tembl (pasgenbl) AUCUMNIIMHBI U BUAbI 3aHATUN

Buabl 3aHATUIA (KONMYECTBO YacoB)

Ne HanmeHoBaHue TemMsbl
CamocTtosaTenbHas

n/n (pasgena) gueumnninHbl Jlekuun Mpaktnyeckue | JlabopatopHble pa6oTa Bcero

CucteMHbIn nogxon K
1 | obecneyeHuto 3aluUTbl OT 12 - 6 10 28
KOMMbKOTEPHbIX aTtak

Cpe,D.CTBa BbIABIEHNA U
Jlokanunsauunmn yﬂ3BVIMOCTel7I

2 | KOMNbIOTEPHBIX CUCTEM K 4 - 2 4 10
BO3AENCTBMIIO Yrpo3
BesonacHocTn

3 | MNpaKtrka npMMeHeHus 16 - 8 10 34
WUToro: 32 - 16 24 72

14. MeToan4yeckue ykasaHma Ans ooyyarowmxcs no 0CBOEHNIO ANCLUNIIUHDbI:

N3yyeHne amcunnnuHel TpebyeT cuctemaTU4eckoro U nocriefoBaTeNlbHOro HakonneHus
3HaHun. CTygeHTaMpeKkoMeHayeTca nepeq oyvepeaHon nekumen npocMOTPEeTb MO KOHCMEKTY
MaTepuan npegpiaywen. Npu 3aTpyaHeHUAX BBOCNPUSATMM MaTepuana criegyeT obpaliatbes K
OCHOBHbIM IMTEpaTypHbIM MCTOYHWKAM, K nektopy (no rpaduky erokoHcynbTauum) unm K
npenogaBatento Ha nabopaTopHbix 3aHATUAX. OCBOeHMe AUCUMNNMHBLI Npeanonaraet He
TONbKO  obsizaTenibHoe nocelleHne obyvyallWmMMCa  ayaAUTOPHbIX  3aHATUA  (NeKuun
nnabopaTopHbIX 3aHATUIA) U aKTUBHYO paboTy Ha HUX, HO U CaMOCTOATENbHYK Y4ebHYLo
NesTenbHOCTb, Ha KOTOPYK 0TBOAUTCA 24 Yaca.

CamocToaTenbHas yyebHaa OeATenbHOCTb CTYAEHTOB MO AucuunivHe «TakTUKM u
TEXHMKN peanu3aLmm KOMNbOTEPHbIX aTak» npeanonaraeT BbiNOfIHEHWE CneayoLwwmxX 3agaHuni:

1) camocToATeNnbHOE U3yyeHwe y4YebHbIX MaTepuanoB No pasgenam AUCUUNIIUHBL C
NCNoSIb30BaHMEM OCHOBHOW M OOMOSHUTENBHOW NuTepaTtypbl, MHPOPMALMOHHO-CNPaBOYHbIX U
NMOWCKOBbIX CUCTEM,;

2) nogroToBKy K TEKyLWUM aTTecTaumsam: BbINOfHEHWE nabopaTopHbIX 3afaHun no
nouncky Heobxoaumblx Ans paboTbl B ayautopum matepuanos B IHTepHeTe.

Bonpocbl NEeKUMOHHbIX M nabopaTopHbIX 3aHATUIN OBCYyXOaltTCA Ha 3aHATUSX B BuAe
YCTHOrO onpoca — WHAMBMAYanbHOrO M poHTanbHOro. pu NoAroToBke K NEKUMOHHBIM U
nabopaTopHbIM 3aHATUA 0OYyYaIOLLMMCS BaXKHO NOMHUTb, YTO UX 3agada, OTBe4Yas Ha OCHOBHbIE
BOMPOCHI NfiaHa 3aHATUS 1 OOMONHUTENbHbIE BOMPOCHI NpenofaBaTens, noka3aTtb CBOV 3HaHUS
N KpYyrosop, yMeHue fnornyeckn nocTtpouTb OTBET, BflafeHMe MaTtemMaTuyeckuMm annapaTom U
WHble KOMMYHUKaTUBHbIE HaBbIKW, YMEHMEe OTCTamBaTb CBOK MpodeccuoHanbHyo nosvumio. B




Xo4e YCTHOro onpoca BbIABMAANTCA AeTanu, KOTopble MO KakuM-TO NpUYUMHaAM oKasanucb
HeJOCTaTOYHO OCMbICIIEHHBIMW CTyAEeHTaMn B Xode Y4eOHbiX 3aHATMW. Tem cambiM Onpoc
BbIMOSTHAET BaXKHeNLWmMe oby4yatoLLyto, pa3BMBAOLLYO N KOPPEKTUPYIOLLYIO PYHKLNK, NO3BONSET
CTyOQeHTaM y4vecTb HedopaboTkm un u3bexaTb WX NpU MOAFOTOBKE K MPOMEXYTOYHbIM
aTtTecTauusm.

Bce BbINonHAeMble CcTygeHTaMn CaMOCTOATESNbHO 3a4aHus (BbINOSIHEHWE KOHTPOSIbHbIX
n nabopaTopHbIx paboT) nognexaT nocrneayllwen nposepke npenogasatenieM. Pesynbtatbl
TEeKyLWNX aTTecTauMi ydyuTbiBalOTCS MpenogaBaTtesieM npu npoBedeHUN MNPOMEXYTOYHON
aTtTecTauum.

B cnyyae HeobxogammocTn nepexofa Ha [OUCTaAHUMOHHBIA pexnm obydyeHuss Bynet
CO3[aH 9NEKTPOHHbIN KYpC « TaKTUKU U TEXHUKU peanu3aumm KOMMNbIOTEPHbIX aTak»Ha noprane
«ONEKTPOHHbIN YHMBepcuTeT BlY»:edu.vsu.ru. Tam xe 6yayT pasmelleHbl Heobxoaumble Anis
YCBOEHMS Kypca MaTepuarnbl.

15. lNepeyeHb OCHOBHOW W [OOMNOJSIHUTENILHOW §nUTepaTypbl, PECYpPCOB WHTEpPHeT,
Heob6XoANUMbIX ANl OCBOEHUSI AUCLMUNIIUHbI

a) OCHOBHas nuTepaTtypa:

Ne n/n McTOYHUK

1 Mwunocnaesckas H. I'. - CeTeBble aTakM Ha OTKpbITble CUCTEMbl Ha npumepe uHTpaHeta / H.T.
' Mwunocnasckas. - Mocksa: MU®W, 2012. - http://biblioclub.ru/inde 1x.php?page=book&id=231630 .
Moansong 3. besonacHocTb ceTewn : yyebHoe nocobue : [16+] / 3. MansBong. — 2-e unsg., ucnp. —
2. Mocksa : HaumoHanbHbIn OTKpbITbI YHUBEpCUTET «MHTYUT», 2016. — 572 c. : cxem., un. — Pexum
gocTtyna: no nognucke. — URL: https://biblioclub.ru/index.php?page=book&id=429035 .

0) gononHuTeneHasa nuTepartypa:
Ne n/n NcTouHmK
HunoreHec 0. KnbepbesonacHocTb: cTpaTternm atak n o6opoHbl / KO. dnoreHec, 3. O3kans : nep. ¢

3. aHr. [. A. benukosa. — M.: MK TlMpecc, 2020. — 326 c.
Cepreeea HO. C. 3Bawmta uWHMOpMaUUW: KOHCMEKT nekumni : yyvebHoe nocobue : [16+] /
4, KO. C. Cepreesa. — Mocksa : A-lMprop, 2011. — 128 c. — (KoHcnekT nekuuin. B nomoLlb CTyaeHTy). —

Pexum goctyna: no nognucke. — URL.: https://biblioclub.ru/index.php?page=book&id=72670 .
Cuctema obHapyxeHust KomnbloTepHblx aTak / B.A. dokydyae, M.I. KoHgpaTtbeB, W.A. KpynHos,
5. B.B. Maknaykoa, C.C.MbiTeHkoB, A.B. WUBenoB. - «dopnoct»: ydebHO-mMeTOQMyeckoe nocobue -
MockBa: MOCKOBCKUIA TEXHUYECKUNYHUBEPCUTET CBA3N N nHdopmMatukn, 2016.

B) MH(POPMALIMOHHbIE ANEKTPOHHO-06pasoBaTeNbHble pecypcbl (oduumanbHble pecypcbl MHTEPHET):

Ne n/n Pecypc

6 Cant wmatematuyeckoro pakynbteta BIY. Pasgen, Ha KkOTOpoM pasMelleHbl MeToanyeckune
) n3panus:https://math.vsu.ru/wp/?page id=937.

7. OBbC «YHuBepcuteTckas bMbnmoTeka OHnamH».

8. OnekTpoHHbIn katanor 3HB BI'Y : http://www.lib.vsu.ru .

9. OneKTPOoHHbIN yHMBepcuTeT BIY :https://edu.vsu.rul.

16. NMepeyeHb y4eOHO-MeTOAMYECKOrO 06ecneyYyeHmsa Ans caMoCTOATENIbHON paboThbl:

Ne n/n McTo4YHnK
CepreeBa HO. C. 3awmta uHpOpMauunM: KOHCMEKT nekuun : y4dyebHoe nocobue : [16+] /
1. 0. C. CepreeBa. — Mocksa : A-lpuop, 2011. — 128 c. — (KoHcnekT nekumi. B nomoLLb CTyaeHTy).

— Pexxum goctyna: no nognucke. — URL: https://biblioclub.ru/index.php?page=book&id=72670 .
Cepaok B. A.OpraHusaumss u TexHomorvm 3awmtbl  UHOpMauuu: oBHapyXeHue w
npegoTBpalleHne MHMPOPMALMOHHBLIX aTak B aBTOMaTU3MPOBAHHLIX CUCTEMax MpeanpuaTui :
2. yyebHoe nocobue / B.A. Cepatok ; HaunoHanbHeIN nccnenoBaTenbCknii YHUBEpCUTET — Bhicwiasn
LLKOMna 3KoHoMUKM .— MockBa : VagaTenbckuin AomM BbicLuen Lwkonbl 3koHoMuKK, 2015 .— 574 c. -
URL:http://biblioclub.ru/index.php?page=book&id=440285>.

Cwuctema obHapyxeHusi KoMmnbloTepHbix atak / B.A. [JokyyaeB, M.I'. KoHgpatees, N.A. KpynHos,
3. B.B. MaknaukoBa, C.C.MbiTeHkoB, A.B. LLiBegos. - «PopnocTt»: y4ebHO-MeToamnyeckoe nocobue -
Mocksa: MOCKOBCKUIA TEXHUYECKUNYHUBEPCUTET CBA3N N nHdopmMaTukn, 2016.



https://edu.vsu.ru/enrol/index.php?id=5794
https://biblioclub.ru/index.php?page=book&id=429035
https://biblioclub.ru/index.php?page=book&id=72670
https://math.vsu.ru/wp/?page_id=937
http://www.lib.vsu.ru/
https://edu.vsu.ru/
https://biblioclub.ru/index.php?page=book&id=72670
https://lib.vsu.ru/zgate?ACTION=follow&SESSION_ID=1816&TERM=%D0%A1%D0%B5%D1%80%D0%B4%D1%8E%D0%BA,%20%D0%92.%20%D0%90.%5B1,1004,4,101%5D&LANG=rus
http://biblioclub.ru/index.php?page=book&id=440285
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4 MonoxeHne 06 opraHW3auMM CcamMOCTOSITENbHON paGoTel obydarowuxca B BopoHekckom
' rocylapCTBEHHOM YHUBEPCUTETE.

17. OGpa3soBaTenbHbleé TeXHONOrMU, UCNONib3yeMble Npu peanusauum y4ebHOWM
AUCLUMNIUHBLI, BKMOYasi [AUCTaHUMOHHble obpasoBaTenbHble TexHonorum (OOT,
3neKTpoHHoe oby4yeHue (J0), cmewaHHOe OOy4YeHue):

OucumnnmHa  MOXeT  peanu3oBbiBaTbCA € NPUMEHEHUEeM  OUCTaHUMOHHbIX
obGpasoBaTenbHbIX TEXHOMOIMMK, Hanpumep, Ha nnatdopme «ONEKTPOHHbIA YHUBEPCUTET
BIr'Y»(https://edu.vsu.ru).

MepeyeHb Heobxoanmoro nporpammHoro obecnedeHna: Win10pro vnu Linux, Microsoft
Office,LibreOffice 6, Calc, Microsoft Visual Studio, Microsoft Visual C++, Foxit Reader, 6paysep
MozillaFirefox, Opera unu Internet. Wireshark (CsoboaHoe nporpammHoe obecneyeHne GNU
GPL 2), Snort (CBoboaHas nuueHsna GNU GPL).

18. MaTepuanbHoO-TeXHUYeCcKoe obecneyeHme AUCLUNIIUHDI:

YyebHaa ayautopus NS NPOBEAEeHMst 3aHATUA NEKUMOHHOrO0 M CEeMMHapCKoro Tuna,
TEeKyLWero KOHTPONA W NPOMEXYTOYHOW aTTecTtauumn; cneyuanuaumpoBaHHass Mebenb
KomnbloTepHbI Knacc: cneumanuanpoBaHHas mebenb, MapKkepHasi [OCKa, NepcoHanbHble
KOMMbIOTEPDI.

Ubuntu (6ecnnatHoe n/nnu cBobogHoe Mno, NUUEH3NS:
https://ubuntu.com/download/desktop)

Visual Studio Community (6ecnnatHoe w/vnn cBobogHoe [10, nuueH3us
https://visualstudio.microsoft.com/ru/vs/community/)

LibreOffice (GNU Lesser General Public License (LGPL), 6ecnnatHoe n/unu ceoboaHoe
MO, nuuenaunsa: https://ru.libreoffice.org/about-us/license/).

B camocToaTenbHon paboTte oby4arolmecs NCnonb3yoT pecypcbl 30HANbHOW Hay4YHOM
onbnuotekn BI'Y(anekTpoHHbIn KaTanor: http://www.lib.vsu.ru).

19. OueHouYHble cpeacTBa ANA NPOBeAEHUA TeKywen U  NPOMEXYTOYHOMU
aTTrecTauuu

MopsgoK OLEeHKM OCBOeHus obyvarowmmucs yy4ebHoOro matepuwana onpegensietca
COLEPXXaHMEM creayroLmnx pasaenoB QUCLMNINHDL

Ne r/n HanmeHoBaHWe pasgena ancumninHbl KomneTe M;&%i:gﬁ&;') OueHouHbIeCpeacTBa
(mopyns) Hus(n) KOMMETEHLMM
1 CucTeMHbI nogxopn K obecnevyeHuto
3alnTbl OT KOMMbIOTEPHBIX aTak AK-1- AK-1.2 AK-1.3: YCTHbIN onpoc;
CpeqncTea BbISIBNEHUS U NoKanuaauum I'IK—2’ I'IK’—2 > Pedepar;
2 YA3BMMOCTEN KOMMNBLIOTEPHBIX CUCTEM K ' JlabopatopHas pabota
BO3OENCTBMIO yrpo3 6esonacHocT
3 [NpakTnka npumMeHeHus
lMpomexyToyHas aTTectauus [MepeyeHb BONPOCOB K
dopma KoHTponsa —3ayeT 3avety

20. TunoBble oOLEHOYHbIE cpeAcTBa UM MeToAMYECKMEe MaTepuanbl, onpegensowme
npoueaypbl OLLeHUBaHUA

20.1. TeKywmin KOHTPOJIb yCNeBaeMocCTn

KoHTponb ycneBaemMoCTW MO OUCLUUMNIIMHE OCYLLECTBISIETCA C MOMOLLBIO Ccrnegyowmnx
OLEHOYHbIX CPEACTB: YCTHbIX OMPOCOB, NPOBEPKN AOMALUHUX 3afdaHuKn, nabopaTtopHbix paboT,
3awmTbl pedepaTos.
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MepeuyeHb NabopaTopHbIX pPadoOT:

1. OueHka areHToB yrpo3 u yrpo3 PaspaboTka knaccudmkauum areHToB yrpo3 YnopsgoudvBaHue
yrpo3 U MexXaHU3MOB Yrpo3 B COOTBETCTBMM C Knaccudmkaumen areHtoB yrpo3 OueHka
BEPOATHOCTU Yrpo3, UHULMMPYEMBLIX NpegHaMepeHHbIMU areHTammn OLeHKa ysa3BUMOCTU.

2. OueHKka nonnTuk 6e3onacHoCTH.

3. Co3gaHve Mogenu nonuTukM ©e3onacHOCTM WHAMBUAYaAnbHOrO NpeanpusiTus Ha OCHoBe
CcobpaHHbIX AaHHbIX.

Tembl ana pedepaToB:

. Mpouecc pearnpoBaHnsi Ha KOMMbIOTEPHbIE UHLUNOEHTHI.

. ’KU3HEHHbIN UMK aTaku.

. Passegka n cbop AaHHbIX.

. OxoTa Ha nonb3oBaTenbCKUe PEKBU3NTLI.

. MpoBepka nonuTukn 6e3onacHoCTy.

. CnctemMbl 0GHapyXeHNs1 BTOPXXEHUIA.

. MIHCTpyMeHTanbHble cpeacTea knbeppasBeku C OTKPbITbIM UCXOOHBIM KOLOM.
. UccnepoBaHne ckoMnpoOMeTMPOBaHHOM CUCTEMbI BHYTPY OpraHn3aumm.
. CosgaHue cTpaterum ynpasreHns ys3BUMOCTAMM.

10. lNepepnoBble MeTOAbI YyNpaBneHUs YA3BUMOCTAMMU.

11. XKypHarnbl onepaLnoHHOW CUCTEMBI.

© 00N Ol WN P

[ns oueHVBaHWUS TEKYLLero KOHTPOSs YCNeBaeMOCTM WCMONb3ylTCcsa creayloume
nokasamenu:
1) 3HaHWEe OCHOBHbIX MOHATUIA U METOAOB;

2) yMEeHWe MpUMEHNATb MOMYyYEHHbIE 3HAHWUSA U HaBblkW AN pelleHnss npobnem, NpoBOANTb
aHanun3 nosyYeHHbIX peLIeHni;

3) yMeHue nucaTtb KO KOMMbITEPHbLIX MPOrpamMm A peLLeHnsa TUNoBbIX 3a4ay;

4) 3HaHVE UMEKLLNXCHA PECYPCOB AN PeLleHns NpUKNagHbix 3agay;

5) yMeHue ucnonb3oBaTtb CTaHO4APTHbIE NaKeTbl NPOrpaMMHOIo obecnevyeHns ans peLleHns
TUNOBbIX 3a4av;

6) BnageHMe HaBblkaMW XpaHeHusi, noucka, cbopa, cuctemaTusaumm, o0paboTknm u
NCNonb3oBaHMsa NHGPoOPMaLnN.

LLIkana oueHoK:

3auyteHo: BbinonHeHne 3agaHuMA  COOTBETCTBYET MNEPEYUCHIEHHBIM  MoKasaTensm,
oby4vatowmmnca gaeTt oTBETbl HA AOMNONHUTENbHbIE BOMPOCHI, MOXET ObiTb HE COBCEM MOJSHbIE.
[eMOoHCTpupyeT yMeHUe pellaTb 3a4a4mn, BO3MOXHO C HEKOTOPbLIMU OLIMBKaMMU.

He 3ayteHo: OTBETbI HE COOTBETCTBYIOT HU OAHOMY W3 MEPEYMCIIEHHbIX MOKa3aTenen.
Ob6yvarowmimncsa eEMOHCTPMPYET dparMeHTapPHbIE 3HAHUS U YMEHUS UIN UX OTCYTCTBUE.

20.2. NMpomexyToyHas aTrectauus

[lonyckom K NPOMEXXYTOYHOWN aTTecTauun ABnseTcst BbiNofiHeHMe nabopaTopHbIX paboT u
3awmTa pecphepara.

MpomexyTodyHaa  aTTectauuss NO  AUCUMMIMHE — ocyuwecTBnsdetca B copme
cobecenoBaHus No BOMPOCaM C NMOMOLLLI HUXKXEMPUBEAEHHbIX OLLEHOYHbIX CPeacTB (NepeyeHb
BOMPOCOB K 3a4eTy).



MepeyeHb BONPOCOB K 3a4eTy:

BoOooNoOoh~ONME

KomnbloTepHble CUCTEMbI U UX KOMMOHEHTbI Kak 06beKTbl 3anThbl.
Yrpo3bl 6e30MacHOCTY U KaHanbl MX BO3OENCTBUS.
HanpaBneHus n Mmetoabl 3aWwmTbl UHPOPMALIMK.
MeToanka NOCTPOEHUS 3aLLMLLEHHBIX KOMMBIOTEPHBIX CUCTEM.

OpraHu13aunoHHble MeToAbl M CpeacTBa 3aluTbl KOMMLIOTEPHBLIX CUCTEM.
CuctemblobHapyxeHusaaTak (Intrusion Detection Systems, IDS).

MeToabl u cpeacTBa OLEHKM 3aULLLEHHOCTU KOMMNbIOTEPHBIX CUCTEM.

Cpeactea MogenupoBaHus atak U BO3AeNCTBMSA pa3nnyHbIX yrpo3 Ha KoMnoHeHTbl KC.
CpeacTtBa KOHTpPONSA A4OCTyNa K KOMMNOHEHTaM KOMMbIOTEPHbBIX CUCTEM.

0. MeToabl u cpeactBa obecneveHnss 6e30MacHOCTU  3NEKTPOMNUTAHUS  KOMMbIOTEPHbIX

11. MeToapbl U cpeacTBa rapaHTUPOBAHHOMO YHUUTOXEHUS MHGDOPMALIMMN.

12. MeToabl 1 cpeacTBa BblABNEHUA U NoKann3aunnm ytedek I/IHCbOpMaLl,I/II/I Nno TeXHUYEeCKNM

KaHanam.

[na oueHnBaHus pe3ynbTaTtoB o6yquvm Ha 3a4veTe WuCnosb3yrTCA cneagywuine

nokasaTtenw:
1) 3HaHMe TeopeTUYECKNX OCHOB;
2) ycnewHoe NpoxXoXaeHne TekyLen atrectaymn.

[lnsa oueHnBaHmA pe3ynbTaTtoB UCMNOJIb3YETCA LWKasa: «3a4TeHO», «HE 3a4TEeHO».

CooTHOLLIEHNE MoKasaTenen, KpUTepMeB U LUKamnbl OLEHMBaHUS pe3ynbTaToB 00y4eHUus:
nokasaHbl B cnefytoLlen Tabnuue:

Kputepum oueHmBaHus

LLikana oueHok

OtBet COOTBETCTBYET NepevucrieHHbIM MnokKasaTendaMm, 06yqa+ou.|,vu7|c;| OaeT OTBEeTbl Ha

OONOJTHUTENbHbIE BOMPOCHI, MOXEeT ObITb HE COBCEM MOSIHbIE.

«3a4TeHo»

OTBeT He COOTBETCTBYET HW OOHOMY W3 MEepeYUcrieHHbIX nokasatenen. Obydvarowmncs

OEMOHCTPUPYET hparMeHTapHble 3HAHUS U YMEHUSI Ui UX OTCYTCTBME.

«He 3a4yteHo»

20.3 ®PoHA oOuUeHOYHbIX cpeactB CcPOPMUPOBAHHOCTHU

pekoMeHAyeMbIW ANA NpoBeAeHUA AUarHocTUYeckux paboT

KOMNeTEeHUUN CTYAEHTOB,

MNepeyeHb 3aaaHn Ans oueHKU cPOPMUPOBAHHOCTU KOMMNETEeHLUM:

MpaBuNbHbLIN

Ne Bonpoc BapuaHTbl oTBeTOB
oTBeT
CeTteBoln aTakon, Liefb KOTOPOM A) AHanus ceTeBoro Tpaduika. A) AHanus
3aKrMYaeTCs B BbIABNEHWN B) CkaHupoBaHue cetu. CeTeBoro
1 paboTatoLmx B ceTu crnyxo, B) NogmeHa goeepeHHoro obbekta | Tpadumka.

OTKPbITbIX MOPTOB, aKTUBHbIX
ceTeBbIX CepBUCOB, NCNOJTb3yeMbIX
MPOTOKOJ10B, ABNAETCA.

ceTu.
') ATaka «0TKa3 B ODCNyXnBaHUMY.

CeTeBol aTakol, Liefb KOTOPOM

A) AHanus ceTeBoro Tpadwuka.

IN) ATaka «OTka3 B

3aKIMYaEeTCHa B CO34aHUN TaKnX B) CkaHupoBaHue cetw. 06CNyXUBaHNNY.
YCMOBUI, NPU KOTOPbIX NErMTUMHbIE B) NogmeHa goBepeHHOro obbekTa
o | Monb3oBaTenu CUCTEMbI He MoryT cetu.
nonyyYnTb 4OCTYM K ") ATaka «OTKa3 B OOCNyXMBaHUM.
npegocTaBnsieMblM CUCTEMOM
pecypcam, nnbo 3ToT AoCcTyn
3aTpyaHéH, ABnsdeTcs:
CeTeBou atakown, B pesyrnbTate A) Ataka «YenoBek no-cepegunHe». | A) Ataka
3 | peanusaummn KOTOPOW HapyLIMTENb B) CkaHupoBaHue ceTu. «Yenosek no-
nornyyaeT BO3MOXHOCTb B) MNogmeHa goBepeHHOro obbekta | cepeguHe.




nepexsaTtbiBaTb 1 NepegaBsaTh B
KaHan cBsi3u ceTeBOW Tpaduk,
sABnseTcs:

ceTn.

M) ATaka «OTka3 B 0OCNyXMBaHUMNY.

ATakn, HapywatowmepaboTy
MPOTOKONOBMapLLPYTH3aLLMUN,

A) du3nyeckom ypoBHe.
B) KaHanbHOM ypoBHe.

IN) MpuknagHom
YPOBHE.

4 :
peanuayloTcs Ha: B) CeTteBoM ypoBHe.
) MpuknagHoOM ypoBHE.
ATaka nepenosnHeHns Tabnuubl A) dusnyeckomM ypoBHe. B) KaHansHom
5 | KOMMyTauun peanusyeTcs Ha: B) KaHanbHOM ypoBHe. YPOBHE.
B) CeTteBoM ypoBHe.
) MpuknagHoOM ypoBHE.
CkaHvnpoBaHu1e nopToB A) KaHanbHOM ypoBHe. B) TpaHcnopTHOM
6 | OCyLecTBnseTcs Ha: B) CeTeBoM ypoBHe. YpPOBHe.
B) TpaHcnopTHOM ypoBHeE.
) MpuknagHoOM ypoBHE.
[nsa BoccTaHoBneHus npoobpasa no | A) bpytdopc-aTtaka. B) O6paTHoEe

- | ISBECTHOMY XelU-3Ha4eHMIO He B) PagyxHble Tabnuubl. npeobpasoBaHue.
MOXXET NCNONb30BaTHCS: B) O6paTtHoe npeobpasoBaHue.

IN) Mepebop no cnosapto.

8 | Ab6b6peBunatypa APT o3Havaer: - LleneBas ataka
Bua MHTEpHET-MOLLEHHNYEeCTBa U - DULLNHP
KOMMbIOTEPHBIX aTak, Luernb KOTOPbIX
Nony4nTb MOEHTUMDUKALNOHHbIE

g | AaHHble nornb3oBaTenen unn NHy
KOHGMAEHLMANbHYIO HopMaLno
3a cYeT COo30aHNs NOXKHbIX
NHTEePENCoB, NMCEM N UHBIX
A0BeEpEeHHbIX 06BbEKTOB, Ha3blBaeTCs:
basa gaHHbIX (MaTpuua), - MITRE ATT&CK

10 coaepaliasi UHpopmauuo o

TaKTUKax U TEXHUKaX KOMMbOTEPHbIX
aTak, Ha3blBaeTCc4d:

Kputepum n wkanbl oueHnBaHma 3agaHm ®OC:

|. TecToBble 3agaHuS.

1) 3agaHug 3akpbiToro Tuna (Bbibop 0gHOro BapnaHTa OTBeTa, BepHO/HEBEPHO):

e 1 6ann — ykasaH BepHbIl OTBET;
e 0 6annoB — yka3aH HEBEPHbLIN OTBET.

2) 3agaHung 3akpbiToro Tuna (MHOXeCTBEHHbIV BbIOOP):

e 2 6anna — ykasaHbl Bce BEpHble OTBETbI;

e 3a Kaxablll BEpHbIN OTBET cTaButca 1 6ann, npy 3TOM 3a KaXkabll HEBEPHbIN OTBET

BbluMTaeTcsa 1 6ann;

e 0 6annoB — He BbIGpaHO HN O4HOrO BEPHOro OTBETA.

3) 3agaHug 3akpbiToro Tuna (Ha cooTBEeTCTBMUE):

e 2 6anna— Bce COOTBETCTBMS onpeaeneHbl BEPHO;
e 33 KaXgoe BEpHOe COMOCTaBIiEHME CTaBUTCSl KOnu4yecTtBo Gannos,

MakcumanbHoMy (2 6anna), AeneHHOMY Ha KONMYecTBO npefraraeMblX B BONpoce

COMOCTaBIEHUN;

e 0 6annoB — HM OAHO conocTaBneHne He BbIOpaHO BEPHO.
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4) 3apaHusa OTKPbLITOro TMna (KOPOTKUN TEKCT):

e 2 6anna — ykasaH BEepHbIil OTBET;
o 0 6GannoB — ykasaH HeBepHbIN OTBET.

[l. PacyeTHble 3apaun.

1) 3agaHuga oTKpbITOro Tuna (4mcno):

e 2 6anna — ykasaH BepHbIN OTBET,;
e 0 6annoB — ykasaH HEBEPHbLIN OTBET.
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