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NMPOIrPAMMA MNMPAKTUKHA

62.0.01(Y) YyebHasa npakTuka (y4e6HO-nabopaTopHbIN NPaKTUKYM)
Kod u HaumeHosaHue(mur) npakmuku/HUP e coomeemcmauu ¢ y4ebHbIM rniaHoOM

1. Kog u HaumeHoBaHMe HanpaBrieHUs NoAroTOBKU/cneunanbHOCTMU:

10.05.01 KomnbroTepHasa 6e30nacHOCTb

2. Mpodcdunb nogroroBku/cneumannsauymsa:

be30nacHOCTb KOMMNbLTEPHbLIX CUCTEM U CETEN

3. KBanudwmkauusa (cteneHb) BbinyCKHMKa: Cneumvanuct
4. dopma ob6y4eHus: oyHas

5. Kacbegpa, oTBeyvaroLwas 3a peanusaumuio npakTuku: KnbepbesonacHoctu

MHGOPMALMOHHbBIX CUCTEM

6. CoctaButenu nporpammbl: CadoHoB Butanum BnagummpoBumy, K.T.H., AOLEHT

(®UO, yyeHasi cmeneHb, y4eHoe 38aHue)

7. PekomeHpaoBaHa: HayyHo-MeToAMYECKMM COBETOM dhakynbTeTa NpUKNagHOW MaTeMaTUKu,
nHdopmaTukm n mexaHukm 22.03.2024 r., npotokon Ne5
(HaumeHogaHue pekomeHOyuwel cmpykmypabi, 0ama, HOMep nMPomokona,

ommemKu o NpodrieHUU 8HOCSIMCS 8PYYHYIO)

8. YuebHbIn roa:_ 2026/2027 CewmecTp(bl): 6




9.Lllenb npakTuku:

—NOofy4yeHne NEepPBUYHbIX YMEHUA M HABbIKOB MO HanpasneHWO MOArOoTOBKM B obnactu
3alWmnTbl UHOPMaLUKN 1 KOMNbIOTEPHOW Be3onacHOCTH;

—03HaKoOMIeHue CTYAEHTOB CO CNeLMdUKOn nony4aemMon cneunansHoCTy;

—0O3HaKoMIeHue CTyAeHToB ¢ o6bekTamum Byayuien paboThbl.

— U3yYeHMe cofepXaHus OCHOBHbIX pPaboT M uccnegoBaHUNM, BbINOMHSAEMbIX B cdepe
npodgeccnoHanbHoOW AeATenbHOCTY;

— YyCBOEHME nNpUEMOB, MeTOAOB W cnocoboB o06paboTkM, npeacrtaBreHns U
WMHTeprnpeTauum pe3ynbTaToB NPOBeAEHHbIX NPAKTUYECKUX NCCNeSOBaHNN.

3aKkpenuTb 3HaHUA CTYOEHTOB O COBPEMEHHbLIX YUCMEHHbIX MeTodax anrebpbl,

MaTeEMaTMYecKoro aHanmusa W OObIKHOBEHHbIX AuddepeHunanbHblX ypaBHEHUN, a Takke
cnocobax MXx UccrnefoBaHWsi B BblYUCIIMTENBHOM 3KCNEPUMEHTE NPUMEHUTENbHO K aHanuay u
CUHTE3Y BbIYUCIUTESNbHBIX CUCTEM.

3apauv NpakTUKK:

O3HakoMUTLCA C PYHKUMOHUPOBAHME FOKasnbHbIX CeTeW B YCNOBUAX YHUBEPCUTETA,
PYHKUMOHUPOBAHMEM  aBTOMATM3MPOBaHHOMW WHpopMaumoHHon cuctembl (AUC) BIY,
CUCTEMOW ynpaBneHNsa 3MeKTPOHHbIM JOKYMEHTOO60pOTOM By3a.

O3HakOMUTLCA C  TEXHOMOIMAMM  UHAPOPMALMOHHOM  3alWmTbl, MNPUMEHSIEMbIX B
aBTOMaTU3NPOBAHHON WHGopMaunoHHon cucteme (AVC) BI'Y wmn Ha pabounx mecTtax
nonb3oBarternen.

O3HakoMUTLCSA C COBPEMEHHBIMU MH(POPMALIMOHHBIMU TEXHONOMNAMU, NMPUMEHSIEMbIMU B
HayYHbIX UCCNenoBaHUsX, CrneunanbHOro nporpammHoro obecneveHna n obopyaoBaHusa Onst
3ajay aHanusa 3awmueHHOCTN 06 beKkToB MHGOpMaTU3aLnN.

MonyynTb NpakTU4eckuit onbiT paboTbl C NOACUCTEMON MHGOPMALMOHHOro obecneyeHmns
N 9NEKTPOHHOro AOKyMeHTOObopoTa aBTOMaTU3NpoBaHHON MHGopMaLumoHHon cuctembl (AUNC)
BIy.

Pacwvpntb 3HaHUA CTyOeHTOB O MeToAuKe anroputMu3aumm, TeCTUpOBaHUS U
nccnegoBaHns B BbIYUCIUTENBHOM 3KCNEPUMEHTE METOOOB anrebpbl, MaTeMaTU4ecKoro
aHanmsa M OObLIKHOBEHHbIX AndepeHumanbHbiX YpaBHEHUW; CNocobCTBOBaTbL MNOMYyYEHUIO
dyHOaMeHTanbHbIX 3HAaHWA B XOAE CaMOCTOATENbHOM wmccnegoBaTenbckon paboThl;
cnocobcTBOBaTh AaNbHENLEMY Pa3BUTUIO CUCTEMHOIO U JTOTMYECKOIrO MbILUSIEHUS.

10. MecTo npakTukm B cTpyktype OOI: obs3aTtenbHada yacTtb 6noka b2.

Lunkn (pasgen) OOI: B2 | ko avcuunnuuel B YI: 62.0.01(Y)

Ne| Koa | HanmeHoBaHue

[na ycnewHoro npoxoxaeHust y4yebHOM npakTUKM obyyarolmecs MCMNoNb3yT 3HaHWS, YMEHUs,
cchopMUPOBaHHbIE B X04€ M3YYeHUs1 ANCLMMNIIVH

1 |B1.0.22 AnnapaTtHble cpeacTBa BblMMCIUTENBbHOW TEXHUKN
2 | b1.0.31 MHdopmaTuka

3 | B1.0.32 OnepaunoHHbIEe cUCTEMBI

4 | B1.0.35 OB6BbEKTHO-OPMEHTUPOBAHHOE NPOrpamMMMpoBaHme
5 | B1.0.36 BBegeHue B nporpammMvpoBaHue

6 | Bb1.0.37 MeToAbl NporpaMMmnpoBaHns

7 | B1.0.40 Mogenu 6e30nacHOCTM KOMNbIOTEPHbBIX CUCTEM

OVcuMnnuHbl U NPaKTUKKU, ONs KOTOPbIX OCBOEHWE AaHHOW AMCLUMMMMHBLI (MOAynsl) HeobXxogumo Kak
npegwecTsytoliee

8 | B3.01(0) | MogroToBka k NpoLieaype 3auTbl 1 3aLmMTa BbIMyCKHOM KBANMUKALIMOHHOM paboThi

11. Bupg npaktukn, cnoco6 n oopma ee npoBegeHus

Bua npaktuku: yyebHas, y4ebHo-nabopamopHbIlU MpakKmuKym.
Cnoco6 npoBeaeHUA NPaKTUKN: cmayuoHapHasl.




dopma npoBeaeHUst NPaAKTUKN: QUCKPEemHas.
Peanunsyetcs yactnyHo B oopme npaktudeckon nogrotoskm (MM1).
YyebHas npakTuka npoBoaUTCSA B CTPYKTYPHbIX Nogpa3aeneHmsax yHmBepcuteTa

12. NMnaHupyeMble pe3ynbTaTbl 00y4eHUA NPU NPOXOXAEHUN NPAKTUKN (3HAHUA, YMEHUS,
HaBblK1), COOTHECEHHbIe C NJIaHUpPyeMbIMM pe3ynbTaTaMu OCBOEHUA obpa3oBaTeNibHOMU
nporpamMmbl (KOMNETEHLUUAMN) U UHAUKATOPaMM UX AOCTUXKEHUSA:

Kog HasBaHue Koga(bl) WuaukaTtop(bl) lMnaHnpyemble pesynbTaTbl 0Oy4eHns
KOMMNeTeHLMmn
Orl1K-2. CriocobeH OrlK-2.1 | B3Haem obwue nApuHyunsl | 3Hamb:
npUMeHsIMb Zg;gffg;’;ﬁ) . Cog)‘(’)%i:’””’ﬁ — obwue MAPUHUUMbI  OCMPOEHUS
rpoepamMmMHbie cr0cobb! npedcmaenerus | COBDEMEHHBIX KOMIbIOMEPOS, GOpPMbI U
cpedcmea daHHbIX 8 nepcoHansHoM | CIOCObbI  ripedcmasneHusi  O0aHHbIX 8
cucmemHo20 u Sk gOMﬂbfomepei riepcoHanbHOM KOMIbomepe;
npuknadHo2o0 e Haem /108UKO- -
P 4 MAMEMAMUYECKUE  OCHOBD! OCHOB8bI noczmpoc_—:'Hu,q 3/1EKMPOHHbIX
HasHa4eHuu, 8 nocmpoeHus  anekmporHsix | UUGPPOBbLIX ycmpotcme;
mowm yucrie yughposbix ycmpolicms; — cocmase, Ha3HayeHue arirnapamHbiX
ome4ecmeeHHo20 | OfIK-2.3 | 3Haem cocmas, HasHaieHue | cpedcme U MPOZPaMMHO20 0b6ecreYeHuUst
npou3godcmea, aggzz:m”bg(e o %”62660";6 s | M1EPCOHANBHOZO KOMMbIOMEPa;
i/ MMH rnevyeHus ’
ons pewenus MEePCOHaNbHO20 KOMbIomepa, —  Knaccughukayuro CO8PEeMEHHbIX
3a0ay OllK-2.4 | 3Haem Kknaccugpukayuto | 8bIYUC/IUMESIbHbIX ~ cUCMeM,  murosble
I'Ipaod)eCCUOHaﬂbHO COBPEMEHHBIX CMPYKmMypbl U MPUHUUMbI  OpeaHu3ayuu
{1 desmernbHOCMU 8bI4UCIUMEeNbHBIX  cucmem, .
munossie  ompykmypel v | KOMIBIOMEPHbIX cemed;
npuHyunel opzaHu3ayuu — OCHOBHbIe rnpuHyunel
KOMIMblomepHbIx cemell KOHd)ue ypuUpoO8aHUst u
OfK-2.5 | Ymeem ripumeHsmb murogble aOMUHUCMPUPOBaHUS onepayuOHHbIX
npozpamMmMHbie cpedcmesa cucmem:
cepsucHozo Ha3Ha4eHusl, ’
UHGOPMaUyUOHHO20 roucka u — XapakKmepHsble ocobeHHocMu
obmeHa OaHHbIMU € Ccemu | cO8pPeMeHHO20 rnpoepamMmHo20
HHmeptiem, obecrieyeHus creyuasibHO20 Ha3HaYeHUs.
OllK-2.6 | Ymeem cocmaersime
OOKyMeHMbI, ucronb3ys
npuknadHsle npozpamMmbi Ymems:
0hUCHO20 Ha3Ha4YeHus —  [PUMEHSIMb muriogble
OriK-2.7 ;gzggﬁ; . cpedcmeamu | pnozpamMmHble  cpedcmea  cepeucHO20
OTb308aMETbCKUMU HasHa4eHusl, UHGhoOpMayUOHHO20 rnoucka u
uHMepgbeticamu obmeHa OaHHbIMU 8 cemu MIHmepHem;
OfepayuoHHbIX cucmem — cocmaensimb OOKYMeHMbI,
Orik-2.8 z’;’f];’ze OZ”OOG;b,:‘ZH”p“””“”i’J’ ucnonb3yss  npuknadHble  fpozpammbl
aaMUHu}c%;upoeaHun OpUCHO20 Ha3Ha4yeHuUsl;
ornepayuoHHbIX cucmem = paapa6ambleamb cucmemHoe U
OriK-2.9 | ymeem paspabamsisams | rpukfiadHoe rnpo2pamMMHoe obecriedeHue
cucmemHoe U npu;(naOHoe Onﬂ MH0203aOa'-leIX
npogpamMHoe | 0becrieqeHue MHO020I10/16308aMeEbCKUX u
ons MHO203a0a4yHbIX,
MHo2oronbL308amenbckux U | MHO2O0MPOUeCCOPHbIX Cpea, a makxe Ons
MHO20MPOUEcCopHeix cped, a | cped C uUHMepgelcoM, ynpasnsemMbiM
makxe ons cped ¢ | coobweHusmMU;
uHmepcgpelticom, !
YrpaSeMbIM COOBLIEHUSMU; — PUMEHsIMb  OCHOBHblE Memoabj

OrIK- yMeem rpumeHsimb OCHosHble | IPpoSpaMMUupo8aHuUs 8 6bl6paHHOu

2.10 memoodsbi npogpammuposaHus Ol'lepaL(UOHHOlj Cpeoe,'
zp:(’;fpa””"“ onepayuokHou — Mpou3godums ycmaHosKy, Hanaoky,

ONK-_ | Bnaem xapakmeprbie | IMecmuposarue u obcnyxusaHue

2.11 ocobeHHocmu cospemeHHoz0 | [1po2paMMHO20 obecrieyeHusi, 8KJoYasl
MpoepaMmHoO20  06ecrieyeHus | pelleHUs omeyecmeeHHo20
crieyuasibHo20 Ha3Ha4yeHUus. .

npoussodcmea

OrlK- Ymeem npou3eooums ’

212 | yemaroexy, Hanadky, — [poussoOumb ycmaHo8Ky, Haraoky,
mecmuposaHue u | mecmupoeaHue u o6cny>KueaHue
o6enyxuearue s cemegoz0o rpospaMMHO20 obecreyeHus,
NpOZpaMMHOZ0 OOECNEYEHUA, | gumioyaq — peweHuss — OmeyecmeeHHO20
8KJ/ro4Yas peweHus .
ome4yecmeeHHO020 I'lpou3eoacmea,
npoussodcmea. — [poussoOuUmb ycmaHo8Ky, Hanaoky,

OfK- | Ymeem npoussodumb | mecmuposaHue u obcnyxueaHue

2.13 yCMaHo8Ky, Hanaoky,




mecmuposatiue U | cOBPEMEHHBbIX MpPOo2PaMMHbIX  cpedcme
obcryxusaHue  Cemesozo | GacneyeHus UHGOPMaUUOHHOU
npoepaMMHO20 0becreqeHus,

sKnIoyas pewenus b6e3onacHocmu.

omeyecmeeHHo20

rpoussodcmea. Brniadems:

2’1’2’ ;/(’:V’rs:’% ok, npou:gﬁtg:; — cpedcmeamu yrpaeneHus
mecmuposaHue uy | Mofib3osamesibCKumu UHmep(beucaMU.
o6Cry)uBaHUe CO8PEMEHHBIX
rpoepamMMHbIX cpedcme
obecneyveHusi
UHGhopMaUyUOHHOU
be3onacHocmu.

OrIK-4. | CriocobeH OrK- yMeeT onpefensiTb  COCTaB
aHanuauposams 4.18 KOMMblOTEpa: TWN NpoLeccopa | Viyems:
bu3U4ECKYIO W €ro  napamMerpbl, - Tun —  OnpesensTL  COCTaB  KOMAbIOTEpa:  Trl
CywHOCMb MOAyNeu — MaMaATM M VX | h0ieccopa i ero napameTpsl, M MOZY/IES MaMSITV 1
aeenuii u XapaKkTepuCcTuK, TN\ yx  xapakTepucTvku, TUIT  BUAEOKaPTL, COCTaB #
BUAGOKAPTBl,  COCTAB M | apamerpsl nEpU@EDMIiHBIX YCTDOKCTB.
rpoueccos, napamMeTpbl  nepudepunHbIX
niexaujux 8 ocHose YCTPOUCTE .
byHKUUOHUPOBAHU OrlK- Brageet HaBblkaMu Bnadems:
4.19 NPUMEHEHUS] TEXHUYECKUX U —  HaBbIKaMU  PUMEHEHNMS — TEXHUYECKUX U
A MpOrpaMMHBIX CPELCTB | /IDOrPaMMHBIX  CDEACTB  TECTUPOBAHMS C  LETbIO
MUKPOS/TIEKMPOHHO TECTUPOBAHWUS  C  LEmblo | ONPEZENeHns NCPaBHOCTY KOMITLIOTEPA M OLIEHKH €ro
] MeXxHUKU, onpeneneHnst  WUCNPaBHOCTU | /IPOM3BOAUTE/ILHOCTH.
MPUMEeHsIMb KOMMbIOTEPA M OLIEHKM ero
OCHOBHbIE MPOM3BOANTENBEHOCTY
gusuyeckue
38KOHbI U Modesnu
onsa peweHusi
3aday
MpogeccUoHabHoO
U dessmenibHocmu

13. O6bemM nNpakTUKM B 3a4eTHbIX eauMHuLax / aK. vyac. (e coomeemcmeuu ¢ yyebHbIM rnaHoMm) —

3/108.

Pdopma NpoOMeEXYTOHYHON aTTeCTaLMmn 3a4em C OUEHKOU.

14. TpypoeMKocTb NO Bugam y4ebHown paboTbl

TpynoemMKocTb
Bcero Mo cemecTpam
Bua yyebHon paboThbl
6
y. 4., B hopme
Mnn
Bcero yacos 108 108 54
B TOM 4mcne:
KoHTakTHasa pabota (Bkntodas HANC) 2 2 1
CamoctosTensHasa pabota 106 106 53
UToro: 108 108 54
15. CopepxaHue npaktuku (unu HAP)
n/n O6bem yyebHom paboThbl, Y
Pasgensl (aTanbl) Buabl yueGHoM paGoTs KoHTakTHble | CamocTosTte
NPaKTUKKN Yachbl NbHasaA
paboTta
1. OpzaHu3ayuoHHo- MpoBegeHne  cobpaHuMss N0 OpraHM3auuyM  NpPaKTUKK; 0,5 6




rnodzomosumersibHbIli | YCTAHOBOYHbIA UHCTPYKTaX Mo 3ajadvam, cpokam u Tpebyemon

sman OTYETHOCTM; MHCTPYKTaX MO TexHuke 6eszonacHocTu paboTel ¢
nepcoHanbHeIMW  KOMMbOTEPaMK, npaBunamu pabotbl B
KOMMbIOTEPHBIX ~ Knaccax dakynbTeta; codepxatenbHas
dopmynMpoBKa 3a4ad Ansa pelueHns B Xo4e NpakTuku, suga un

o6bema pe3ynbTaToB, KOTOPbIe AOMKHbI BbiTb MOMNYYeEHbI.
2. YuebHo- Onpepenexve npobnemel, obbekTa " npeameta
uccrniedogamersnbcKuli | nccnegoBaHus, dhopmynupoBaHue Lenm " 3agau
amari nccnefoBaHusi, TeopeTWYecKUu aHanus  nutepaTtypbl U

uccnegosaHun no npobneme, nposefeHne ob63opa u BbIGOp

COBPEMEHHbIX UH(OPMALMOHHBIX TEXHOMOIUA, crneumuanbHOro 0.5 40
nporpammHoro obecneyeHvs n obopyaooBaHus, AN peLleHus
MOCTaBIMEHHOW 3aja4n No aHanuay 3aluMLLEeHHOCTU obbekTa
nHdopMaTM3aLmu.
3. OkcnepumeHmanesHo- | MNpoBeaeHve CaMOoCTOATENBHOrO peLueHns yuebHom
uccrniedogamernbCcKull | nccnegoBaTenbCKON 3a4auu, BbIMONIHEHWE TUMOBbLIX pac4eToB
aman (yyebHo- M MoAenupoBaHWe [aT4MKOB MNCEBOOCMYYalHbIX YMCMOBbIX 0.5 40
nabopamopHsbil nocnegoBaTenbHOCTEN € MPUMEHEHWEM  KOMMbIOTEPHOW ’
rpakmuKkym) TEXHVKW, MNPOBEAEHME IKCNEPUMEHTASbHBIX WCCNeAoBaHNN
CUCTEMbI 3aLUWTBI MHGOPMaLUK.
4. OgbopmneHue CocTaBrneHve MTOroBoro oT4yeTa 1 3alimTa nNpoekTa, onMcaHne
omuyéma o umoaam npogenaHHon paboTbl C  CaMOOLEHKOW  pesynbTaToB 0,5 20
pakmuku NPOXOXAEHMS NPaKTUKK; PopMynnpoBaHUE BbIBOLOB.

CopeprkaHume npakTU4ecKkon MoAroTOBKM MpW NMPOBEAEHUN NPAKTUKU yCTaHaBnMBaeTCs
nUcxods U3 CoOdepXKaHusi M HanpaBneHHOCTM obpasoBaTenbHOW MporpamMMbl, COOEpPKaHUS
ee uenen u 3agad. [lpakTnyeckass noaroToBka NPV NPOBEAEHUN NPAKTUKK
HanpaeneHa Ha opMMPOBaHNE YMEHUI N HABLIKOB B COOTBETCTBUM C TPYAOBbLIMU AEACTBUSAMMU

NpaKkTUKK,

n (Mnun) TpyaoBbIMU OYHKUMAMKM NO Npodmnto obpaszoBaTenbHON NporpamMmebil.

MpakTnyeckas

HaBbIKOB 1 KOMMETEHUUI No Npodunio COOTBETCTBYHOLLEN 0O6pa3oBaTENbHOM NPOrpamMMbi.

16. MNepeyeHb y4yebHOM nuUTepaTypbl, pecypcoB ceTu «UHTepHeT», HeoOXoAMMBbIX Ans
NPOXOXAEHUSA NPaKTUKK (CrIUCOK /1umepamypbl 0ghopmrisiemcsi 8 coomeemcmeuu ¢ mpebogaHUsIMU

IOCT u ucrnionb3yemcsi obuwasi ckeo3Hasi Hymepauus 0115 ecex aud08 UCMOYHUKO8)
a) OCHOBHag nuTepaTtypa:

Ne n/n

McToYHMK

1.

Wknsap, M.®. OcHoBbl Hay4HbIX uccnegosaHun / M.®. Wknap. — Mocksa: Jawkos n Ko, 2012. —
244 c. <URL:http://biblioclub.ru/index.php?page=book&id=112247>

HosukoB A.M., HoBukos [.A. MeTogonorus Hay4yHoro uccnegosanus. — M.: Jin6pokom. 2010 —
280 c.
<URL:http://www.methodolog.ru/books/mni.pdf>

OcHoBbl ynpaeneHnss nHPOpPMaLMOHHON Ge3onacHoOCTblo: [yyebHoe nocobue ansa CTyOeHTOoB
BY30B, OOy4aloLMXCsl NO HanpasreHWsiM MOAroTOBKM (CNeumanbHOCTAM) YKPYMHEHHOW rpymnnbl
cneumanbHocTen 090000 - "MHdopm. 6esonacHocTe"] / A.lM. Kypuno [ gap.].— 2-e u3g., nenp. —
Mockea : lNopsiyas nuHusa-Tenekom, 2014 .— 243 c. : vn., Tabn. — (Bonpockl ynpaBneHus
nHdpopmaumoHHon 6esonacHocTblo ; KH.1) .— Bubnwnorp.: ¢.234-239 .— ISBN 978-5-9912- 0361-
6

Kpakosckun, 0.M. NHdopmaumoHHas 6e3onacHoCcTb 1 3awmTa nHpopmauum: ydebHoe nocobure
Ansa ctyn. oby4y. no cneunanbHOCTU «HOPMaLMOHHbIE CUCTEMbI U TEXHOMOMMMY» OHEB. U 3a0M.
dopm 0byyeHus / KO.M. Kpakosckun .— M. ; PoctoB H/[ : MapT, 2008 .— 287 c. : un .—
(Y4ebHbIi Kypc) .— Bubnuorp.: ¢.221 .— ISBN 978-5-241-00925-8.

WaHbrvH, B. ®. 3awuTta komMnbioTEpHOM MHGOPMauuK. SddekTnBHbIE MeToabl U cpeacTea: /
WaHbrmH B. ®. — Mockea : OMK Tlpecc, 2010 .— 544 c. : wn., T1abn. ; 24 cm .—
(AomuHucTpmpoBanue u 3awmta) .— OIMTTABNEHUE knukHute Ha URL-> .— [JonyuieHo Y4yebHo-
MeToAMYECKMM 0ObeAMHEHEM BY30B MO YHUBEPCUTETCKOMY MOMNUTEXHUYECKOMY 0O6pa3oBaHuio B
KayectBe yd4ebHOro nocobust onsg CTYAEHTOB BbICLUMX Y4eOHbIX 3aBefeHun, obydatolmxcs no
HanpaeneHuto 230100 «MHdopmaTrka n BbluUCUTENbHAA TexHuka» .— [peam. ykas.: c. 530-
542 .— bwubnwmorp.: c¢. 524-529 (105 Ha3B.) .— ISBN 978-5-94074-518-1.—
<URL:http://e.lanbook.com/books/element.php?pll cid=25&pl1 id=1122>.

NoAroToBKa NPOBOAUTCA MNyTEM HENOCPeACTBEHHOIO  BbIMOSTHEHUS
obyvarowmmmca onpedeneHHblXx BMAOB paboT, cBA3aHHbIX C Oyayuien npodeccrMoHanbHOM
AEATENbHOCTbLIO, CNOCOBCTBYHOLNX (POPMUPOBAHMIO, 3AKPEMNEHMIO U PA3BUTUIO MPAKTUYECKNX




0) gononHuTenbHasa nuTepaTtypa:

Ne n/n McTouHUK

KpyunHuH, B.B. KOMNbOTEPHbBIE TEXHONMOMMU B HAYYHbIX UCCNEOBAHMUAX: y4ebHO-
meToanyeckoe nocobue / B.B. KpyunHuH. — Mocksa: TYCYP (Tomckuin rocyaapCTBEHHbIV

6. YHUBEPCUTET CUCTEM YNPABEHNS U PaANOINEKTPOHNKK), 2012. — 57 ¢. — Pexum goctyna:
http://e.lanbook.com/books/element.php?pll id=11269 — 3arn. ¢ akpaHa.
7 Cuctembl n cpeactea nHgopmaTtukm: ExerogHuk / 'n. pea. N.A. Cokonos. — Mocksa: UM

PAH. — 2010.— Bbin. 20. — Ne 2. — 350 c.

depnepanbHbii 3akoH oT 27 utonsa 2006 roga Ne 149-d3 «O6 nHdopmaumm, MHPOPMALMOHHBIX
8. | TexHonoruax u o 3awmTte uHdopmaummy // CobpaHne 3akoHogaTensctea Poccuickom
depepaumm, 31.07.2006, Ne 31 (1 4.), cT. 3448.

depnepanbHbIi 3akoH oT 27 utonsa 2006 roga Ne 152-d3 «O nepcoHanbHbIX AaHHbIX» //

9. | CobpaHue 3akoHoaaTtenbcTBa Poccuickon ®epepauun, 31 nons 2006 roga Ne 31 (1 4.), cT.
3451.

"oH4yapos, Mropb Bacunbesuy. MHdopmaumoHHas 6e3onacHocTb. CnoBapb No TepMuHonorum /
10. | U.B. F'on4apos, KO.I'. KupcaHos, O.B. PankoB.— BopoHex : BopoHexckas obnactHas
Tnnorpacus, 2015 .— 180 c. — Tupax 300. 11,3 n.n. — ISBN 9785442003246.

MewepsikoB B.A., XXenesHsik B.I., BoHaapb A.O., OcuneHnko A.J1., BabkuH A.H. MNepcoHanbHble
AaHHble: opraHmsauuns obpaboTkm n obecneveHns 6e3onacHOCTM B opraHax rocyaapCTBEHHOM
BNacTu u mecTtHoro camoynpasneHus / [og pea. B.A. MewepsikoBa. — BopoHex: BopoHexckui
nHctutyT MB[] Poccun, 2014. — 186 c.

11.

B) MHOPMAaLMOHHbBIE 3NTIEKTPOHHO-00pa3oBaTenbHble pecypchbl (0odurumanbHble pecypchl MHTEPHET)*:
Ne n/n Pecypc
1. | OBC JlaHb
OBC «YHuBepcutetckasa bubnumorteka online»
OBC «3nekTpoHHas 6ubnuoteka TexHuyeckoro BY3a» (36C «KoHcynbTaHT cTyaeHTan)
OBC IOPAUT
OnekTpoHHas Gubnunoteka y4ebHo-MeToaNYECKNX MaTepuanoB BIY. Pexum goctyna: http://www.lib.vsu.ru
http://www.cryptopro.ru
http://www.infotecs.ru
http://www.lissi-crypto.ru/
http://www.signal-com.ru
0. | http://www.shipka.ru
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*

BHauane ykasbiBatotca OBC, ¢ koTopbiMn umeroTcsa goroBopa y BIY, 3arem OTKpbITble 3MEKTPOHHO-
obpasoBaTernbHble pecypehl U T.4.

17. OOpasoBaTtefibHble TEeXHONOrMU, MPUMEHsIEMble NpPU NPOBEAEHUU TMPAKTUKU W
MeToAu4YeCcKMe yKasaHusa AnAa oby4varowmxcsi No NPOXoXAeHUIO MPaKTUKN

OTyeT NO nNpakTUKe [J0mMKeH OblTb U3MNOXEH TEeXHUYECKM TPaMOTHbIM SA3bIKOM C
NPUMEHEHNEM pPeKOMEHOOBaAHHbIX TepMMHOB W abbpeBuaTyp ©0e3 opdorpadumyeckmx u
rpammaTtumyeckux ownbok. MNpeacraBneHHbIN OTYET MO NPaKTUKE OLEHUBAETCH Ha COOTBETCTBME
MHOpMauuK, NpeacTaBneHHONn B OoTvyeTe, AaHHbIM U3 MH(OPMAaLMOHHBIX pecypcoB obLiero
pocTyna cetu IHTepHeT, MaTepmanos fnekumi, y4ebHOM 1 TEXHUYECKON NuTepaTypsbl.

CTpykTypa oT4eTa No NpakTuke

1. OTyeT NO npakTUKe AOSMKEH BKIYaTb TUTYMbHbLIA NIUCT, COAEpXXaHWe, BBeaeHue,
OonucaHme TeOpPeTUYECKUX W MNPaKTUYECKUX acnekToB BbINOSHEHHOW paboThbl, 3akniyeHue,
CMUCOK UCMONb30BaHHbIX NCTOYHUKOB, NPUITOXEHUS.

2. Ha TtuTynbHOM nucte [ofmkHa ObiTb npeacTaBneHa Tema MpakTuky, rpynna u
damunus cTyaeHTa, OaHHble O NpeanpusTun, Ha Gase KOTOPOro BbINOMHANACL MNPaKTUKa,
amnnusa pykoBoamnTens.

3. Bo BBegeHuM cTygeHTbl OOMKHbI AaTb KpaTKoe onucaHve 3ajadvn, pellaemMon B
paMKax npakTUKu.

4. B oCHOBHOM 4YacTu oT4yeTa CTyAeHTbl NpMBOAAT nogpobHoe onucaHwe npoaenaHHon
TeopeTn4eckon n (Unu) npakTmyeckon paboTbl, BKNOYasa onucaHne n 060CHoOBaHME BbiOpaHHbIX
peLleHnn, onucaHne nporpaMmm u T.4.

5. B 3akntoueHnn gaeTtcsa kpaTtkasd xapakrepucTmka npogenaHHon paboTbl, 1 NpuBoaATCS
ee OCHOBHble pe3yrbTaThl.



6. B npunoxeHunsix npuBoaATCA HENOCPEeACTBEHHblEe pe3ynbTaTbl pa3paboTKu: TEKCTbI
nporpamm, rpaduki u guarpammel, 1 T.4.

TpebosaHus K 0hOPMIIEHUK omYema

1. OT4yeT ohopmMnsaeTca B ne4aTHOM BUAeE, Ha nuctax gopmaTta A4.

2. OCHOBHOM TEKCT oTyeTa BbINONHAETCHA WpudpToM 14 nyHKTOB, C MHTepsanom 1,5
Mexay cTpokamu. TekcT pasbuBaeTcs Ha absaubl, KaXabld U3 KOTOPbIX BKMOYaeT OTCTyn U
BblpaBHMBaHWE MO LUMPUHE.

3. TeKkcT B NpUNOXeHUAX MOXeT ObITb BbINOMHEH Boree MeNKNM WpUGTOM.

4. OTyeT pas3buBaeTca Ha rnaBbl, MYHKTbl M MOAMYHKTbl, BKIOYalOWME AOECATUYHYHO
HyMepaumio.

5. PucyHkn 1 Tabnumubl B oT4ETE AOSMKHBI UMETb OTAEMNBbHYK HYMEpPaUuio U Ha3BaHWS.

6. Becb oTtyeTr pomkeH ObiITb OdOpMIIEH B €OMHOM CTune: Be3de B OoTyeTe Ans
3arofiloBKOB  OZHOrO YPOBHHA, OCHOBHOIO TeKcTa UM nNoanucen [JOfKeH WCMonb30BaTbCS
OAMHAKOBbIN LLIPUPT.

7.CTpaHuubl OTYyeTa HYMEepylTCH, HauMHaa C TUTYNbHOro nucta. Homepa cTpaHuy
NPOCTaBNATCA B MPaBOM BEPXHEM Yriy Afs BCEro otyeTa KpoOMe TUTYNBHOro nucTa.

8. CogepxaHune oTyeTa AOSMKHO BKIIOMATb NepeYveHb BCeX rnas, MyHKTOB M NOAMYHKTOB,
C ykasaHMeM HoMepa CTpaHuLbl AN KaXaoro afieMeHTa coaepXXaHusl.

9. CchblfikM Ha nuTepaTypy M Apyrve UCMNoNb30BaHHbIE WMCTOYHWKM OOpPMASTCA B
OCHOBHOM TEKCTe, @ CaMy UCTOYHUKN NEPEYNCSIOTCH B CMIMCKE UCMONb30BaHHbBIX MCTOYHUKOB.

10. O6beM oT4yeTa NO NpaKTUKe AOMKEH BbITb HE MeHee 20 cTpaHuu,

18. MaTepnanbHoO-TeEXHUYECKOE obecneyeHne NPaKkTUKK:

2. BopoHex, yn. YHueepcumemckas nnouwiads, 0.1, enasHbll y4ebHbIl Kopryc, ayd.214
KomnbloTep B coctaBe: cucteMHbln 6nok: npoueccop Intel(R) Core(TM) i5, onepatnBHas
namsate 86, HDD 500I6; monutop: LG FLATRON. Mynbtumeananpoektop BenQ. OkpaH
HacTeHHbIM ansa npoektopa. Ayamo konoHkn Creative A60. KommyTtaTop.

2. BopoHex, yn. YHusepcumemckas nnouwiadsb, 0.1, enagHbil y4ebHbIt Kopryc, ay0.216
KomnbtoTep B coctase: npoueccop Intel Core i3, onepatnBHasa namats 86, HDD 500006,
Bugeokapta NVIDIA GeForce; moHuTop: Acer. KomnbioTep B coctaBe (1 wrT.): npoueccop
Intel(R) Core(TM) i5, onepatmBHas namatb 86, HDD 500I6; monuTOop: Acer. 3kpaH
HacTeHHbI Ana npoektopa. MynbTumeguanpoektop BenQ. WctouHnk ©GecnepebonHoro
nutaHusa Back-UPS 650. KommyTtaTtop Cisco Catalyst 3750 Series.

2. BopoHex, yn. YHusepcumemckas nnouiads, 0.1, y4ebHbit koprnyc 16, ayd.407
KomnbtoTep B coctaBe: npoueccop Intel(R) Core(TM) i7-7700 CPU @ 3.60GHz,
onepaTtuBHas namatb 16 6, SSD 256 6, HDD 1T6, Buaeokapta NVIDIA GeForce GTX
1080 Ti; monutop DELL S2419HN. Komnbtotep B coctaBe (1 wr.): npoueccop Intel(R)
Core(TM) i7-7800X CPU @ 3.50GHz, onepatueHas namatb 96 6, SSD 176, HDD 4T6,
Bnageokapta NVIDIA GeForce RTX 2080 Ti (2 wt.); moHntop DELL S2419HN. UcTOYHWMK
©ecnepebonHoro nutanms APC Back-UPS BV1000I-GR, line-interactive, mowHocTb: 1000BA,
600BT (16 wr.). NctouHuk 6ecnepebonHoro nutaHmsa Legrand KEOR LINE RT 1500BA (1
wt.). Kommytatop HP 2530-24G Switch (Managed, 24*10/100/1000 + 4 SFP, 19").
NHTepaktneHaa gocka SMART SBM685 (87 giwonmos, NO SMART SLS) ¢ naccuBHbIM
notkom. Mpoektop Vivitek DH758UST (ynbTpakopoTkodokycHbln, DLP, Full HD 1080p (1920
x 1080), 3500 ANS, 10000:1, nonHas noaaepxka 3D).

2. Boponrex, yn. YHugsepcumemckas rinowais, 0.1, anasHbit y4ebHbIU kopnyc, ayd. 124
KomnbioTep B coctaBe: cucteMmHbli 6nok: npoueccop AMD Ryzen 7 3800X 8-Core
Processor, onepatnsHas namsatb 326, HDD 176, SSD 25610, Buaeokapta NVIDIA GeForce
GTX 1050; monuTtop: Dell S2419H. NHTepakTnBHas gocka SMART SBM685 (87 atonmoB).
MynbTumegumanpoektop Vivitek ynbTpakopoTkodoKyCHbIn. WCTouHMK ©ecnepebonHoro
nutaHua Legrand Keor SPX 1000 BA IEC C13 (16 wr.). UicTouHnk 6ecnepeboHOro nutaHns
Legrand Keor Line RT 1000 BA (1 wrt.). KommyTtaTtop HP 2530-48G Switch (1 wr.).

2. BopoHex, yn. YHusepcumemckas nnouiads, 0.1, enasHbil y4ebHbIl kopriyc, ayd.214




KomnbloTep B cocTtaBe: cucTeMHbli 6nok: npoueccop Intel(R) Core(TM) i5, onepaTtuBHas
namate 86, HDD 500I6; moHutop: LG FLATRON. Mynbtumeananpoektop BenQ. OkpaH
HacTeHHbIM ana npoektopa. Ayamo konoHku Creative A60. KommyTtaTop.

2. BopoHex, yn. YHugepcumemckas rnnouwas, 0.1, enasHbil y4ebHbIlU Kopriyc, ayd.226
MoHo6nok HP: npoueccop Intel(R) Core(TM) i3-6100 CPU @ 3.70GHz, onepatuBHas
namate 86, SSD 250I6. Mynbtumeguanpoektop Epson. Ayauo konoHku EV (2 wr.).
MukpodoH. OkpaH ans npoektopa. MapkepHble naHenun Askell (2 wr.).

19. OueHou4HbIe cpeacTBa ANsl NPOBeAEHUA TEKYLEN U NPOMEXYTOYHOM aTTecTauum
obyyarLwmxcs no npakTuke

HanmeHoBaHue Uupukatop(bl)
]
I_'I‘;a pasgena AUCLUMUMNIIUHBI K?_::I';?;)e" AOCTMXeHUA OueHOYHbIe cpeacTBa
(mogyns) KOMMeTeHUUn
OpeaHu3alyuoHHo- Or1K-2.5 v, 5 3
1. | nodzomosumenbHbil OnK-2 ka3sbieamb OUeHOYHbIe cpedcmea Oss
Orl1K-2.6 OTyeT no npakTuke.
sman
YuebHo- OrK-2.1
uccnedosamenbcKull
amarn OrlK-2.2
OrlK-2.3
OrIK-2 OtyeT no npakTuke. 3awuTa oT4eTa no
2. Of1K-2.4 npakTuke.
OriK-2.7
OrlK-2.8
OriK-4 Ol1K-4.18
OkcnepumeHmarnbHo- Or1K-2.9
uccriedogamerbcKull
amar (y4ebHo- OrlK-2.10
nabopamopHsbIl
npaKmUKyM) OriK-2.11
OriK-2 OTt4eT no npakTtuke. 3awuTa oT4eTa no
3 OllK-2.12 npaKTyKe.
OrK-2.13
OriK-2.14
OriK-4 Ol1K-4.19
OgpopmneHue omyéma rno Ofl1K-2.5
4 UMO2aM MPaKMUKU OfllK-2 ONK-26 OTYeT No nNpakTuke.
lMpomexyTodHasa aTTecTaums
. WHavBmayanbHoe 3agaHune
dopma KOHTpONs — 3a4em ¢ oUeHKouU

20. TunoBble OLEHOYHbIE cpeaoctBa N MeToAMYEeCKUMe MaTepuanbl, onpependrLimne
npoueaypbl oueHnBaHunsA

20.1 TeKywMin KOHTPOINb ycneBaeMocTu
KoHTpornb ycneBaemocTv Mo AUCUUNIIMHE OCYLLECTBNAETCH C MOMOLLBIO CReayoLWnX OLEeHOYHbIX
CpencTs:
NHauBumayanbHble 3agaHus

MepeyeHb nHaMBUAYyanbHbIX 3agaHni
AHann3 BpedoHOCHbIX nporpamMm. MoagenupoBaHue npouecca AeCTPYKTUMBHbIX Bo3aencTBun. OueHka
yuwepboB u puckoB. BbipaboTka pekoMeHgauunm no npoTuBodenctBuio. [MporHo3Has oOueHka ux
3O PEKTMBHOCTU NO HarNpaBreHUsIM:
1. AHanu3a nporpamm Tuna Rootkit.
2. AHanus nporpamm Tuna Trojan-GameThief.
3. AHanus nporpamm Tuna Net-Worm.



4. AHanua nporpamm Tuna Trojan-Notifier.

5. AHanus nporpamm Tuna IRC-Worm.

6. AHanns nporpamm Tuna Expolit.

7. AHanuns nporpamm Tvna P2P-Worm.

8. AHanus nporpamm Tuna IM-Worm.

9. AHanus nporpamm Tuna Trojan-Banker.

10. AHanua nporpamm Tuna Trojan-Downloader.

11. AHanua nporpamm Tuna Trojan-Dropper.

12. AHanu3a nporpamm Tuna Trojan-Clicker.

13. AHanua nporpamm TunoB Trojan-SMS.

14. AHanua nporpamm Tunoe SMS-Flooder.

15. AHanua nporpamm Tunos Hack-Tool.

16. AHanua nporpamm TunoB Flooder.

17. AHanua nporpamm TMnoB Trojan-Ransom.

18. AHanua nporpamm Tunoe DOS,Flooder,Spoofer.

19. AHanua nporpamm Tunos Virus.

20. AHanns nporpamm TMnoB Trojan-Spy.

21. AHanus nporpamm Tunos Spoofer.

22. AHanns nporpamm Tunoe Trojan-ArcBomb.

23. AHanns nporpamm TMnoe Email-Flooder.

24. AHanns nporpamm Tunos Worm.

25. AHann3 nporpamm TnnoB Hoax.

26. AHanus nporpamm TunoB Trojan-FakeAV.

27. AHanns nporpamm TunoB VirTool.

28. AHanns nporpamm TnnoB RiskTool.

29. AHanus nporpamm Tunos Client-P2P.

30. AHanus nporpamm Tunoe Client-SMTP.

31. AHann3 nporpamm TUNoe Server-Proxy.

32. AHanus nporpamm Tunos RemoteAdmin.

33. AHanus nporpamm Tunoe Server-Web.

34. AHanns nporpamm TMnoB FraudTool.

35. AHann3 nporpamm TunoB Server-Telnet.

36. AHann3a nporpamm Trna Backdoor.

37. AHanns nporpamm TMnoB Dialer.

38. Ananns nporpamm TMnos Downloader.

39. AHanns nporpamm Trna Email-worm.

40. AHanua nporpamm Tunos Monitor.
TpeboBaHUA K BbINONMHEHNIO 3a4aHUN
lMpoBecTn aHanu3 MNOCTaBMEHHON 3ajadM C TOYKM 3peHns obecneyeHnss HaxoXaeHus

3hPEKTMBHOIO peLleHnsa (pacCMOTPEeTb TEOPETUYECKME aCMeKTbl, HA OCHOBaHMKM aHanusa NocTPOUTb
MOZENb peLleHns n T.4.).

20.2 NMpomexyToyHas aTrectayms

MpomexyToyHas aTTecTauus No AUCUMNIINHE OCYLLECTBNSETCS C MOMOLLbIO CreayoLLmX
OLIEHOYHbIX CPEACTB:

Omuyem no npakmuke

[NepeyeHb 3adaHuli
AHanus, oueHka yuwepboB W puUCKOB, BblpaboTka pekoMeHZauunh Mo MNPOTMBOAENCTBUIO
npoueccam peanusaumm MHPOOPMALMOHHBIX YrpO3 B OTHOLLEHMM CYOBEKTOB MH(POPMALMOHHBIX
CUCTEM MO HanpaBEeHUAM:

1. Mogenu TeppopucTMYEeCKOn AeATENbHOCTU HA OCHOBE TEOPUM KOHMPIIMKTA.



2. Mogenu nHgpopmaumMoHHOro NPeBOCXOACTBA B COBPEMEHHOM 0ObLLECTBe.

3. Mogenu BnAMsSiHUA Ha COBPEMEHHOE OOWEecTBO TpaHCHAUMOHAmNbHbIX MNPECTYMHbIX
opraHusaunin.

4. Mogenv NHpopMaLUMOHHON BONHbI B KOMMBIOTEPHbIX CETAX.

5. Mogenu nHgopmMaLMOHHOro rocnoacTea B COBPEMEHHOM 06LLEeCTBE.

6. Mogenu maHnnynnupoBaHus 0OLEeCTBEHHbIM CO3HAHNEM.

7. Mogenv nporpaMMmnpoBaHuUs CO3HAHUSA FIMYHOCTW.

8. Mogenu oecTpyKTUBHbIX KYNbTOB.

9. Mogenu BnusiHUs MHopmMaumm Ha COBpEMEHHOE 00LLECTBO.

10. Mogenn WHGOPMAaLMOHHO-MCUXOSIOMMYECKUX Onepaunun n aTtak TeppopUCTUHECKOro
Xapakrepa.

11. Mogenu npouecca npaBoHapyLUEHUS.

12. Mogenu Ha ocHoBe Teopuu rpados.

13. KoH(purypaumoHHble mogenu.

14. Mogenu lNpawnca.

15. uHamnyeckme mogenn NHOpMaLNOHHOro ynpaBneHus.

Tembl npoekmos

1. MPUHUMNBI NOCTPOEHUSA CUCTEM 3aLUMTbI MHCpOpMaLUW.

2. AKTyanbHoCTb Npobnembl obecnedyeHnsa 6e3onacHOCTM B MIHGPOPMaLMOHHOM 0O0LLEeCTBE.

3. CpeactBa obecneyeHnss MHMOPMaUMOHHOM 6Ge30nacHOCTM B KOPNOPaTUBHbLIX
NMHOPMALMNOHHBIX cUcTEMax

4. AnnapaTtHble cpeacTBa obecnevyeHnss MHpopMaunMoHHON 6e3onacHOCTH

5. MNHgopMaunoHHbIE YSI3BMMOCTM OOBEKTOB

6. lNMporpammHble cpeacTea obecnevyeHns nHdoOpMaUMoHHOW Be3onacHOCTH

7. AHTPONOreHHble NHPOPMALIMOHHBIE YA3BUMOCTH

8. TexHoreHHble MHOPMALMOHHbIE YA3BMMOCTH

9. OpraHu3aumMoHHO-NpaBoBble cpeacTBa obecneveHns NHPOpPMaLMOHHON 6Ge30nacHOCTH

10. Yrpo3bl MHOPMaLUMOHHON 6€30MacHOCTU 1 NX NCTOYHUKN

11. OpraHn3aumMoHHO-aaAMMHUCTPATUBHbIE CPEeACTBa 3aLWMThl MHoOpMaLmm

12. OCHOBHbIE MPUYUHBI YTEYKN MHGOPMALMK.

13. Nonutuka 6e3onacHocTn. OCHOBHbIE TUMbI NONUTUKM 6E30MacHOCTW.

14. Mepbl 3aLMTbl NEPCOHANbHbIX AAHHbLIX B MIHPOPMAaLMOHHbLIX CUCTEMAX.

15. Mcnonb3oBaHue HeCcepTUMUUNPOBAHHBIX ~ OTEYECTBEHHbIX U 3apybeXxHbiX
NHPOPMALMOHHbBIX TEXHOMOMMA, CPeacTB 3awuTbl MHGOPMaUUN, Cpeacts MHGOpMaTM3aLmK,
TENEeKOMMYHUKaLUUM 1 CBA3M MpU CO34aHMM M PasBUTUM  POCCUNCKON WNHAOPMAaLIMOHHOM
WHAPACTPYKTYpPbI;

16. Hay4yHo-TexHu4eckne npobnemsol 3aWmThl MHPOPMALMOHHbIX pecypcos,
NHPOPMALMOHHBIX 1 TENEKOMMYHMKALMOHHBIX CUCTEM,;

17. O6wemeTogonornyeckne npobnembl kagpoBoro obecneyeHnss WMHPOPMALNOHHON
6esonacHocTwY;

18. HapyLueHne 3aKOHHbIX OrpaHMYeHnin Ha pacnpocTpaHeHne nHgopmaLmm;

19. MNMpoTmBonpaBHbie c6Op 1 UCNONb30BaHNE NHPOPMaLINWK;

20. AganTuBHbIe CUCTEMbI 3aLLUTbl MHOOPMaLMN.

[MpomexyTovHasa aTtTectaumnsa no npaktuke, yyebHo-nabopaTopHOMY NPAKTUKyMy BKOYaeT
MOArOTOBKY N 3aLLMTy OT4YeTa.

OTt4eT cogepxuT cnegyouwme cocTtasnsowme: obpaboTaHHbIN U CUCTEMATU3NPOBAHHbBIN
MaTepuan no TemaTuke NpakTukW, y4ebHo-nabopaTopHOro MpakTUKyma; 3KCNepUMEHTarnbHY0
4YacTb, BKIKOYALLYD OCHOBHble MeToAbl MPOBEAEHUS UCCNedoBaHUA W CTaTUCTUYECKOW
o6paboTkn, 0BCyXAeHWe MOoryyYeHHbIX pe3ynbTaToB; 3akfioyeHue, BbiBOAbl W CMMCOK
nuTepaTypHbiX  UCTOYHMKOB.  OT4yeT  obGsA3aTenbHO  MoanucbiBaeTcs  (3aBepsieTcs)



pykoBoaguTenem  npakTuku.  Pe3ynbTaTbl  NPOXOXOEHUA  MNPaKTUKM  OOKNagblBaloTCA
obyyalowmmcs B BMAE YCTHOrO COOBLLUEeHMS C OeMOHCTpaumen npeseHTaumm Ha 3acefaHuu
Kadpeapbl (3akniouYnTENIbHON KOHepeHUnn).

Mo pesynbTatam pJoknaga C Yy4eTOM XapakTepUCTUKM PYKOBOAUTENA W KayecTsa
npeacTaBfieHHbIX OTYETHbIX MaTepuanoB oby4valolemMycsi BbICTaBMsI€TCS COOTBETCTBYHOLLAA
oueHKka (ouddepeHUMpOoBaHHbIA 3a4eT MO UToram MPaKTUKW BbICTaBNSEeTCA obyyalowmmcs
pyKoBOAUTENEM NPAKTMKN HA OCHOBaHWMM AOKMagda M OTYETHbIX MaTepuanos, NpeacTaBAeHHbIX
obyvarowmmcs).

OueHka no  npaktuke, ydebHO-nabopaToOpHOMY  MNPaKTUKYMy  BbICTaBMsieTCS
pykoBOAUTENEM MpPakTUKM OT kKadpegpbl HA OCHOBE COAEpXaHWs oTyeTa CTyaeHTa, OT3biBa
pyKoBOAUTENSA OT NPEeANnpPUATUS, BbICTYNNEHUA C Npe3eHTauMen U OTBETOB Ha BOMPOCHI MO
nToram npPakTUKU.

OTtyeT no npakTuke, y4ebHo-nabopaTopHOMY MpPaKTUKyMy [OSKEH OblTb W3NOXEH
TEXHUYECKN rPaMOTHbLIM S3bIKOM C NPUMEHEHNEM PeKOMEHAOBaHHbIX TEPMUHOB U abbpesuatyp
0e3 opdorpadumyecknx n rpammatndecknmx owubok. [Npu 3awmuTe oTdyeTa MO NpakTUKe
OLEeHMBaeTCa COOTBETCTBME MHGOpMauuMn, MpeacTaBneHHOW B OTvyeTe, [AaHHbIM U3
MHOPMAaUMNOHHLIX pecypcoB obuero goctyna cetn MIHTepHeT, maTtepmanos fekumn, y4ebHom u
TEXHUYECKON nuTepaTypsbl.

KoHeYHbIMM pesynbTatamu OCBOEHUSI NPOrpaMmbl MPaKTUKM ABNAOTCA CHOPMUPOBAHHLIE
KOrHUTMBHbIE [OECKPUNTOPbl «3HaTb», «YMETb», «BnadeTb», pacfnucaHHble MO OTAeNbHbIM
komneteHumsm. OHuM npegctaBneHbl B Tabnuue. PopmupoBaHMe ITUX [LECKPMNTOPOB
NPOUCXOAUT B TeYeHWe BCero nepuoda MNPOXOXKAEHUS MPaKTUKW, B paMKax BbIMNOMHEHWUS
CaMOCTOATENBbHOM PaboTbl HA MecTe NPOXOXAEHWUSI NPaKTUKMA NPWU BbIMNOSTHEHUN Pa3fINYHbIX
BMAoB paboT nog pykoBOACTBOM PYKOBOAMTENS NPaKTUKM OT Kadeapbl.

[ns oueHkn geckpuntopoB koMneTeHunn ncnonssyetcs 100 6annbHas LwKana OueHoK.

[na onpegeneHnsa akTUYECKNX OLEHOK KaXXOoro nokasatens BbICTaBNATCA creayoLlimne
B6annbl.

Ona neckpunTopoB KaTeropmm «3HaTb»:

- pes3ynbTaT, CcoAepXallMh MONHbIA NpPaBUSbHbIA OTBET, MOJIHOCTLIO COOTBETCTBYET
TpeboBaHNAM Kputepus (OTBET MOSHbIA M NPaBUSIbHbIA Ha OCHOBaHMM M3YYEHHbIX TEOPWUI;
MaTepuan M3noXeH B OonpedesieHHOW NOrm4yeckor nocrneaoBaTeribHOCTU, HAYYHbIM A3bIKOM;
oTBeT camocTtosaTerbHbIM — 85-100% oT MakcumansHoro konuyectso 6annos (100 6annos).

CoOTBETCTBYET OLEHKE - KOTIIUYHOY;

- pesynbTaT, COAepXalluMi HEMNONHbIM MNpPaBUIbHbLIN OTBET WNU OTBET, CcoAepXaluui
He3HauuTerbHble HETOYHOCTM (OTBET AOCTAaTOMHO MOSHbLIN U MNPaBUIbHBLIA HA OCHOBaHUK
M3YYEeHHbIX  MaTepuaros; MaTtepuan N3MOXeH B ONpedesieHHOM  Forn4eckom
nocrnegoBaTenbHOCTU, NPU 3TOM AONYyLWEHbl ABE-TPU HECYLLECTBEHHbIE OWKNOKKM), 75-84% oT
MaKCMMarnbHOro KonuyecTtsa 6annoB; COOTBETCTBYET OLIEHKE - «XOPOLLOY;

- pesynbTaT, cogepXawunh HeNoSHbIA MpaBUSibHbLIM OTBET WM OTBET, cogepXawumn
3HauyuTemnbHble HETOYHOCTU (NpW OTBETe AonyuleHa CyleCTBEeHHasi owubka, unn B OTBETE
copepxutca 30 - 60% HeobxoouMbIX cCBeOeHUN, OTBET HecBA3HbI) — 60-74 % oT
MaKCMMarsnbHOro KonuyecTtsa 6annos; COOTBETCTBYET OLEHKE - «yOOBIETBOPUTENBHOY;

- pes3ynbTaT, coaepKallnii HENOSHbIA NpaBWUSbHbIM OTBET (CTEMNeHb MNOMHOTbl OTBEeTa —
meHee 30%), HenpaBuibHbIN OTBET (OTBET HEe MO CYLLeCTBY 3afaHus) Unv OTCYTCTBME OTBETA,
T.e. OTBET, HEe COOTBETCTBYKOLIMA MNOMHOCTbIO TpeboBaHuam kputepua, — 0 % ot
MakcumarnbHOro konuyectsa 6annos. COOTBETCTBYET OLIEHKE - «HEYAOBNETBOPUTESTBHOY.

Ona peckpunTopoB Kateropumn «YmeTb» U «Bnagetb»:

- BbIMOMHEHbI BCe TpeboBaHMSA K BbIMOSHEHWUIO, HANUCaHWIO U 3awmMTe oTvyeTa. YMeHue
(HaBbIK) cdhopMmpoBaHO NONHOCTLIO — 85-100% OT MakcumarnbHOro konmyectsa 6annos.

CoOTBETCTBYET OLEHKE - KOTIIUYHOY;

- BbINOSIHEHbI OCHOBHblE TpebOBaHMS K BbINOSTHEHUIO, OCPOPMIIEHUIO U 3alumMTe OTveTa.
NmetoTca oTaenbHble 3aMmeyaHns U HegocTaTku. YMeHne (HaBblk) ChopMMpoOBaHO AOCTAaTOYHO
NonHo — 75-84% o1 makcnmanbHoOro konnyectsa 6annoB. COOTBETCTBYET OLEHKE - «XOPOLLIOY;



- BbINOfHeHbl Ga3oBble TpeboBaHMS K BbIMNOMHEHMIO, OPOPMIIEHMIO U 3aluTe oTyeTa.
MmetoTca OOCTaTOYHO CyLLECTBEHHble 3aMeyaHus U HegocTaTku, Tpebyrowmne 3Ha4UMTeNbHbIX
3aTtpar BpeMeHW Ha ucnpasBneHne. YmeHune (HaBblk) CHOPMUPOBAHO HA MUHUMANbHO
A0MNyCcTUMOM ypoBHe — 60-74% OT MakcumanbHoOro konnyectea 6annos. CooTBETCTBYET OLIEHKE
- «yOOBNETBOPUTESTbHOY;

- TpeboBaHUA K HaNnUcCaHWIo 1 3almTe oTyeTa. VIMerTcsa MHOroYUCEeHHbIE CyLEeCTBEHHbIE
3aMeyYaHus U HegocTaTku, KOTopble He MOryT ObiTb ucnpaBneHbl. YMeHue (HaBblk) He
chopmuposaHo — 0 %.

[na atTtectaumMm CTydeHT npeabsBnseT OHEBHUK MNPakTUKW, 3afjaHue PYKoBOAUTENS Ha
NPOXoXAeHMe MpPakTUKM u odopMnaeT pesynbTaTbl MPakTUKW B BUAE OT4eTa WU rOTOBMUT
BbICTYMMEHNe C npeseHTaumnen no pesynsrtatam npakTuku.

[nsa oueHBaHUA pe3ynbTaToB 0OyYeHUs Ha 3a4veTe C OLEeHKOW ucnonb3yetca 4-6annbHas
Wwana: «OTINYHO», «XOPOLUO», «YAOBIIETBOPUTENBHOY», KHEYAOBIETBOPUTESTLHOY.
CooTHoLLEeHWe nokasaTerneun, KpUTepmeB 1 LIKarbl OLEeHMBaHNA pe3ynbTaToB 06yyYeHus.

YpoBeHb
Kputepun oueHnBaHns KoMneTeHLMn chopmMmnpoBaH LWkana oueHok
HOCTU
KOMMEeTeHLINN
3HaTb: pesynbTaT, coAepXalui MOMHbIA MpaBUNbHBIA OTBET, MOMHOCTbLIO lNoebiweHHbIU Omnu4Ho
COOTBETCTBYET TpebOoBaHWAM KpuTepus (OTBET MOMHbLIA W MpaBUNbHBIA Ha ypO8€eHb
OCHOBaHMU W3YYEHHbIX TEOpW; MaTepuan W3MOXeH B OnpeaereHHon
norn4yeckomn nocreaoBaTenbHOCTH, Hay4HbIM SA3bIKOM; oTBeT

CaMOCTOSATESbHbIN.

«YMeTb» U «Bnapetb»: BbiNOMHeHbl BCe TpeboBaHMA K BbIMNOMHEHNUIO,
HaNMCaHWIO N 3alunTe OTYeTa.

3HaTb: pe3ynbTaT, coAepXalluii HeMomnHbIA NPaBWUMbHbLIA OTBET WK OTBET, Ba3oenbiti Xopowo
cofepXallMin He3HauuTernbHblE HETOYHOCTU (OTBET [AOCTATOMHO MOSHLIA © ypO8eHb
NpaBuIbHbIA HA OCHOBaHWM M3YYEHHbIX MaTepuarnoB; maTepuan M3MNoXeH B
onpeneneHHon NorM4eckor nocrnenoBaTenbHOCTH, NPYU 3TOM AOMNYLLEHbI ABe-
TPWU HECYLLLECTBEHHbIE OLLUMOKM).

«YMeTb» U «Bnagetb»: BbINOMHEHbI OCHOBHblE TPEOOBAHUA K BbIMOJTHEHMIO,
odopMneHnio n 3awmte oT4yeTa. MmeroTca oTaenbHble 3aMevaHust U
HegocTaTkn. YMeHue (HaBblk) COOPMMPOBAHO JOCTATOYHO MOJTHO

3HaTb: pe3ynbTaT, coAepXalluii HEeMomnHbIA NPaBWUMbHbLIA OTBET WK OTBET, lMopoeosebiti YdosnemeopumeribHO
cofepXallmMn  3HauuTernbHble  HETOYHOCTM  (NpM  OTBETe  JonylleHa ypO8eHb
cywiecTBeHHasi owmnbka, nnm B oteeTe cogepxutcs 30 - 60% HeobxoaMmbIX
CBEeJEHUI, OTBET HECBSA3HBbIN)

«YMeTb» U «BnapeTb»: BbiNonHeHbl 6a3oBble TPeOOBAHMSA K BbIMOTHEHWIO,
opopMnEHMIO U 3awmTe oTdeTa. VIMewTcss LOCTAaTOYHO CyLLECTBEHHble
3amMevaHus 1 HepocTaTku, Tpebyllme 3HauMTENbHbIX 3aTpaT BPEMEHM Ha
ncnpaesreHue.

3HaTb: pes3ynbTaT, COAepXalluMi HENOSHbI NpaBWUMbHbIA OTBET (CTEneHb - Heydoenemeopu-
nonHoTbl otBeTa — MeHee 30%), HenpaBusbHbIA OTBET (OTBET HE MO CYLLECTBY mersbHO
3ajaHusl) wnuM OTCYTCTBME OTBETa, T.e. OTBET, HEe COOTBETCTBYHOLLUIA
NONHOCTbLI0 TPeBOBaHUSAM KpUTEPUS.

«YMeTb» U «Bnapetb»: TpeboBaHMA K HaMMCaHUO W 3awuTe OTYeTa.
MMelTCs MHOTOUYMUCIEHHbIE CYLLIECTBEHHbIE 3aMeYaHus U HeJoCTaTKu,
KOTOPbIE HE MOIYT ObITb UCNPABIIEHBI.

20.3 @oHa OLIEHOYHBIX CPEICTB C(POPMHUPOBAHHOCTH KOMIETEHIINH CTY/IEHTOB, PEKOMEH/yeMblii Ist
NMpoBeIeHNsI TUATHOCTUYECKUX PadoT

OlK-2. CnocobeH NpMMeHATb NPOrpaMMHble CpeacTBa CUCTEMHOIO M NPUKNAAHOro Ha3Ha4YeHUn, B TOM
Yyncrne oTe4eCTBEHHOro NPON3BOACTBA, ANS peLlleHns 3aaad npodeccmoHanbHOM OeATENbHOCTH.
OlK-2.1 3HaeT obwmne NpUHLUMMBLI NOCTPOEHUA COBPEMEHHbIX KOMMbLIOTEPOB, POPMbLI U CMOCOObI
npeAcTaBneHns AaHHbIX B NEPCOHaNbHOM KOMMbIOTEPE;
Or1K-2.2 3HaeT nornko-matemaTu4eckne OCHOBbI MOCTPOEHNS ANTEKTPOHHbBIX LUAPOBbLIX YCTPOUCTB;
OrllK-2.3 3HaeT cocTaB, HasHadeHWe annapaTtHbiX CpPeacTB M nNporpaMMHoro obecnedeHuns
nepcoHanbHOro KOMMbTEPa,



OrllK-2.4 3HaeT knaccudukauuio COBPEMEHHLIX BbIYMCIIUTENbHBLIX CUCTEM, TUMOBLIE CTPYKTYPbl U
NPUHLUUMNBI OpraHM3aLnn KOMMNbIOTEPHBLIX CETEN

OlK-2.5 YmeeT npuMeHsaTb TUNOBble MpOrpaMMHbIe CpeacTBa CEPBUCHOMO  Ha3HaYeHus,
MHPOPMaLMOHHOrO noncka n obmeHa AaHHbIMKU B CceTU VIHTepHeT;

Or1K-2.6 YMeeT cocTaBnsATb AOKYMEHTbI, UCMOMb3Ys NpUKagaHble NporpaMmbl OPUCHOMO Ha3HaYeHus

OrlIK-2.7 BnapgeeT cpeactBamMu ynpaBreHUs Mofib3oBaTenbCKUMU MHTepdencamm onepaumoHHbIX
cucTeM

OlK-2.8 3HaeT OCHOBHble MPUHLUMMNbI KOHPUTYPUPOBAHUSA U aAMUHUCTPUPOBAHUSA OnepaunoHHbIX
cuctem

OrllK-2.9 ymeeT paspabaTbiBaTb CUCTEMHOE W MpUKNagHOe MporpaMmmMHoe obecneyeHne nOns
MHOro3agayHblX, MHOroOrnosib3oBaTeNbCKMX WM MHOFOMPOLECCOPHbIX cpefd, a Takke Ana cpej cC
NHTEpdEeNCcom, ynpaBnsieMbiM COOOLLEHNAMN;

OlK-2.10 ymeeT NpUMEHSITb OCHOBHblE METOAblI NPOrpaMMMpOBaHnsi B BbIGpaHHON onepaunoHHON
cpene

OrllK-2.11 3HaeT xapakTepHble OCOOEHHOCTU COBPEMEHHOro mnporpaMmHoro obecnedeHus
cneumnanbHOro HasHayYeHus.

Orl1K-2.12 YmeeT npon3BoauTb YCTAHOBKY, Hanagky, TECTUpOBaHME U 0OCNyXMBaHME NMPOrpaMmMHOro
obecneveHuns, BKNOYas peLleHns oTe4eCTBEHHOrO NPOU3BOACTBA.

OlK-2.13 YmeeT npov3BoAuTb YCTaHOBKY, HanagKy, TeCcTupoBaHue M OOBCnyXuBaHME CETEeBOro
nporpaMMHOro obecneyeHns, BKNOYas peLleHns 0Te4eCTBEHHOro Npon3BoaCcTBa.

Orl1K-2.14 YmeeT npounsBoanTb YCTAHOBKY, Hanagky, TECTMPOBaHUE MU OOCINyXMBaHNE COBPEMEHHbIX
nporpaMMHbIX cpeacTB obecneveHns nHpopMaLMoHHOM 6e30nacHOCTH.
OlK-4. CnocobeH aHanu3npoBaTb (OU3NYECKYHO CYLLHOCTb SIBIEHMI M NPOLIECCOB, NEeXalliMx B OCHOBE
YHKLMOHMPOBAHUS MUKPOJNEKTPOHHON TEXHUKW, MPUMEHATb OCHOBHbIE (pr3MYecKne 3aKoHbl U Mogenu
Ona pewleHuns 3agay npogeccuoHanbHoOn esaTeNbHOCTH

Or1K-4.18 ymeeT onpenensaTb COCTaB KOMMbOTEPA: TUM Npoueccopa U ero napameTpbl, TUN Moaynen
NaMATU U UX XapaKTepuUCTUKN, TUM BUOEOKapTbl, COCTaB U NapaMeTpbl nepudepuiiHbIX YCTPONCTB

Orl1K-4.19 BnageeT HaBblkaMy MPUMEHEHUST TEXHUYECKMX U NPOrpaMMHbIX CPEACTB TECTUPOBAHUS C
Lenbo onpeaeneHns NCNpaBHOCTU KOMMbIOTEPA M OLIEHKM €ro NPOU3BOAUTESNbHOCTU

Bonpockl ¢ BapuaHTaMu OTBETOB

1. MogenupoBaHue — 3TO NpoLecc:
— a) 3ameLueHus
— ©) npeobpasoBaHus
— B) ynpaBneHus
— T) UBMEHeHUs
2. MogenvpoBaHue cueHapueB peanu3auun yrpo3 6e3onacHocT MHGoOpMauum OCHOBAHO Ha
coyeTaHun?
— @) TEXHWK N TaKTKK
— ©) cnocobos peanusauumn yrpos 6esonacHoCTn nHopmaumm
— B) BCe nepeyucrieHHoe
3. Kakon TeopeTnyeckuin annapat M3 MNepeyvmcleHHbIX npeanoyvtTuTenbHee MNPUMEHATb MNpwu
MOAENMpOBaHMM CLiEeHap1eB peanuaauumn yrpo3 6e3onacHoCcT MHpopmaummn?
— a)ceten MNeTpu
— 6) ceten lNMeTpu-MapkoBa
— B) ceTen MapkoBa
4. CueHapun peanusauum yrposbl 6e3onacHocT nHdopmaunn npeacrasnseTt cobon?
a) coyeTaHme TEXHUK
— 6) coyeTaHme TeXHUK U TaKTUK
B) cornacoBaHHYH LeNO4KY TeXHUK, 3aBUCALUMX OT TaKTUK
r) uenoyky KillChain
5. HatypHoe mogenvpoBaHue obecnevnBaeT?
— a) 4YacTuMyHOoe Bocco3faHue 3alumiiaemMon MHPOPMaLMOHHON CUCTEMDI
— 6) nonHoe Bocco3aaHue 3awmwaeMon HPOpMaLMOHHON CUCTEMbI



— B) BOCCO3[aHWe anemMeHTa 3aluuiiaeMon MHpopMaLnoHHON CUCTEMBI
— T) NpaBWNbHOro OTBETa HET
6. MNonyHaTypHOe MoaenupoBaHue obecneunBaeT?
— a) 4YacTM4HOoe BocCo3faHue 3alumiaemMon MHPOPMaLMOHHON CUCTEMBI
— ©0) nonHoe BOCcoO34aHne 3awmwaemMon MHPOPMaLNOHHOM CUCTEMBI
— B) BOCCO3[aHWe aneMeHTa 3aluaeMon MHPOPMaLMOHHON CUCTEMBI
— T) NpaBWNbHOro oTBETA HET
- fA)a)us)
7. MonyHaTypHOe MoOAenupoBaHME JIoKasibHbIX  BbIYUCIIUTENbHBIX CUCTEM  JOCTUraeTcs
npuMeHeHnem?
— @) CynepKOMMbIOTEPHbIX TEXHOSOMMN
— 6) rpua-TexHonorum
— B) TEXHONOrnm BUpTyanusaumm
— T) NpaBWUNbHOro OoTBEeTa HeT
8. CKONbKO CyLLeCTBYET OCHOBHbIX 3TanoB NPOBEAEHNSA KOMMbIOTEPHOW aTakn?
- a)3
- 6)5
- B)7
- n9
9. AHIMOA3bIYHLIM TEPMUHOM, OBO3HAYaKOLMM WHGPACTPYKTYPY Hapywmtens nns BeAeHus
KOMMbIOTEPHOWN aTaku, aBnseTca?
— a) Control and Command
- 6)C2
- B)C&C
— T) BCe BblllenepeymncrieHHoe
— [4) NpaBUIbHOrO OTBETa HET
10. OueHKa pMCKOB COOTHOCUTCS:
— a) c peanusauuen TpebosaHun nNo 6e3onacHOCTN NHopMaLnn
— ©) c oueHKom yuwepba
— B) C OLEHKOW OEeNCTBUN HapyLumnTens
— T) C OLIEHKOWN ySA3BUMOCTEN
11. K ogHOMY 13 OCHOBHbIX MeTo4oB SIEM-cncteM OTHOCUTCS:
a) punbTpaums ceTeBbIX NakeToB
6) oBHapyxeHne BTOPXXEHUN
B) KOoppensauusa cobbIiT 6e3onacHoOCTH
— T) NpaBWUNbHOro OTBETA HET
12. K meTogam Bepudukaumm (noaTBep>KaeHns) ceeaeHnii 06 ya3BMMOCTAX OTHOCATCS:
— a) fosepuTenbHbIf
— 6) akcnepTHbIN
— B) 9KCMEPTHO-AO0KYMEHTarbHbIN
— T) 9KCNepuMeHTasnbHbIN
— [) BCe BblllenepevuncrieHHble
1. Kakue wmndpbl OCHOBaHbI Ha AENCTBUSAX C NONMHOMamu B none Manya:
a) DES
b) AES
c) NOCT 28147-89
d) KASTL
2. OnpepgenuTe NpaBunbHYO NocnegoBaTenbHOCTb AeNcTBUA Ans wndgpa DES:
a) OT(64 6) —» HayanbHasa nepectaHoBKa — Cxema ®Peunctens (16 payHaos c 48
OuTHbIM Kn4Yom) — KoHeuyHas nepectaHoBka — LndpTtekcT (64 6)



b) OT(64 6) — HavanbHaa nepectaHoBka — KoHeyHas nepectaHoBka — Cxema
®encrens (16 payHaoB ¢ 64 6GUTHbIM kntovom) — LLndpTtekcT (64 6)
c) OT(64 6) — HauyanbHas nepectaHoBka — KoHeyHas nepectaHoBka — Cxema
®encrens (12 payHgoB ¢ 64 6UTHbIM kntodom) — LLndppTekcT (64 6)
d) OT(64 6) — HayanbHas nepectaHoBka — Cxema ®Pencrtens (16 payHaoB c 64
OMTHbIM Knto4oM) — KoHeyHasi nepectaHoBka — LUndpTtekcT (64 6)
3. [OuddepeHumnanbHbI KpunToaHanM3 OTHOCUTCS K aTakam:
a) Ha ocHoBe wungpTekcTa
b) Ha ocHoBe OTKpbITbIX TEKCTOB
c) Ha ocHoBe nofoGpaHHOro OTKPbLITOro TeKCTa
d) Ha ocHoBe aganTMBHO NOAO6GPaAHHOrO OTKPLITOro TeKcTa
4. 3awwudpynte npu nomowm 65104HON KPUNTOCUCTEMBI C pa3mepoM Orioka B OanH 6anTt u
CUHXPONOCHINKON (Ha4anbHbIM BEKTOpOM) Yo=0x02 OTKPbITbIN TEeKCT n3
wectHaguatepunyHbix yncen «0x4C Ox4F 0x4C» wudcpoM npocToro raMMmpoBaHuUs
(XOR) ¢ rammon y=0xB2 B pexnme obpaTHOM CBA3N NO LLNGPOTEKCTY
OTtBeT OX4E 0xB3 0x4D
5. Kak HasbiBaeTcs 650K wmdpoTekcTa, (OPMUPYIOLWNNCS N3 BCero obbema OTKPbITOro
TeKcTa Npu NOMOLLM CYMMUPOBAHWS MO MOAYIIO 2 LUNPOBaHHbIX BrIOKOB?
OTBeT: UMMTOBCTaBKa
18. lNporpamMmMHble 3aKknagkm MOryT BbINOMHATL JENCTBUSA
a) BHOCUTb NPOW3BOSIbHbIE NCKaXXEHUSI B KOObI MpOrpaMm
b) nepeHocnTb oparmMeHTbl MHOPMaLn
C) UCKaxkaTb BbIBOAUMYO MHGOPMaLMIO
d) Bce un3 nepeyncneHHoro
e) Huyero n3 nepevncrneHHoro
19. Yrposamu KOHUAeHUMaNnbHOM NHOPMaLIMN HE SABNAKOTCA
a) 03HaKoMIeHne 6e3 HapyLIeHNs ee LLenoCTHOCTH
b) Mmoandukaumna nHdpopmauum
C) paspyLueHne nHdopmMmauum
d) cozpaHue u pacnpocTpaHeHue BUPYCOB
20. K cucteme 6e3onacHocT MHopMauun npeabasnseTca TpeboBaHme
a) npegocTaBfieHne Monb3oBaTeNto MakCMMarbHbIX MOMIHOMOYMUA, HEOOXOAUMbIX eMy Ans
BbINOSTHEHUSA
nopyyeHHoun paboTbl
b) npepoctaBneHue nonb3oBaTeNld0 MUMHMMarbHbIX NOJIHOMOYUK, HEOOXOAUMbBIX eMy
ans
BbINOJTHEHMA NOPYYEHHON PaboThbl
C) UrHopmMpoBaHme NOonbITOK HECAaHKLMOHNPOBAHHOIO 4OCTYNa
d) nepuoanyeckoe pearnpoBaHme Ha BbIXO4 U3 CTPOS CPEACTB 3aLunThbl
21. ['oe npuMeHsTCA CpeacTBa KOHTPONSA AUHAMUYECKOW LLIeNOCTHOCTM?
1. aHanu3e noTtoka (puHaAHCOBbIX COOOLLEeHNIN
2. 0bpaboTke AaHHbIX
3. Npu BbIAABMIEHUU KPpaXu, AyGnnpoBaH1a oTAeNbHbIX COOOLWeHUn
22. YKaxuTe, Kakylo Mogenb WH(OpMaUMOHHON 6e30nacHOCTM NPUBOAAT B KadecTse
CTaHOapTHOM:
(1) KOHUMAEHUMANBLHOCTb, NOASIMHHOCTL, AOCTOBEPHOCTL
(2) koHbMAeHUNaANbLHOCTb, LLENOCTHOCTb, AOCTYNHOCTb
(3) bocToBEPHOCTL, LENOCTHOCTbL, 4OCTYMHOCTb
(4) anennupyemocCTb, LLeNOCTHOCTb, 4OCTYMHOCTb
23. YKkaxuTe, Kakouh npouecc TeCTUpOoBaHWA MpPOBepPSeT COOTBETCTBUE (DYHKLWMOHUPOBaHUSA
npoaykTa ero HayanbHbIM cneundukaumnsam:
(1) TecTupoBaHue nonb3oBaTENbLCKOro MHTEpPhenca
(2) TectupoBaHue ygobcTBa MCNonb30BaHUA



(3) byHKUMOHaANBLHOE TeCTUpOBaHUe
(4) Harpy3o4HOe TecTMpoBaHue
(5) TectupoBaHue 6e3onacHoCTH
24. NpoTokonupoBaHne U ayaut MOTryT UCMONb30BaTbCA ON14:
(1) npepynpexaeHua HapyweHun b
(2) o6HapyxeHus HapyLueHun
(3) BOccTaHOBRNeHus pexuma Ub
25. Ataka "vmMuTaums UCToyHMKa" — 3T0 yrpoasa:
(1) KOHMAaeHUMansHOCTH
(2) uenoctHocTH
(3) rotoBHOCTH
(4) cekpeTHOCTH
26. lNpobnembl 6e30MacHOCTN pexrumMa KOAOBOW KHUMK, MNOPOXAAeMble HEe3aBUCUMMOCTbIO
6r0okoB, MOryT 6bITb NPEOAONEHDI:
(1) ycnoxHeHunem knioden wmdpa
(2) cny4yanHbIM nopsagkom wudpoBaHusA
(3) pasgenbHbIM WMGPOBAHMEM YyHaCTKOB TEKCTa
(4) HepaBHOMEPHbLIM pa3bueHnem TekcTa
27. Yo HE OTHOCUTCA «k obrnactm npuMEHEHUs KpUNTOCUCTEM, WCMONb3YHOLNX
acMMMeTpPUYHbIE anropuTMbl?
— BbipaboTka panaxecra coobLeHus
— OneKTpoHHasa noanuch
— lWwndposaHue
28. Kakon anemeHT (napameTp) KpuntocmucTemsl (lwmndpa), cornacHo npasuny O. Kepkxoddca,
He JOIMKEH OblTb N3BECTEH 3M0YMbILLSIEHHUKY?
KNy wndpoBaHus
0CoBEHHOCTH peanu3aunm
—  WMppOBaHHbIN TEKCT
— anroputm WwndgposaHng
29. K cuctemam c otkpbITbiM Ktovom HE OTHOCUTCA:
- DES
- RSA
— El Gamal
30. Wundpcuctema, B KOTOPOM KOUM LLIMGPOBAHMA U paclUMgpPOBaHUA NErko nosiyvaroTcs
OLMVH U3 Opyroro.
— CummeTpuyHasa KpunTocuctema
— AcvmmeTpuydHas Kpuntocuctema
— bnoyHas kpuntocuctema
31. Cucrtema wmndpoBaHms n/mnu anekTpoHHon nognucu (3M1), Npu KOTOPON OTKPbITbIA KoY
nepenaértcsa no OTKPbITOMY (TO eCTb He3aWM WEHHOMY, AOCTYNMHOMY ANs HabnaeHus ) KaHany
1 ncnonb3yeTca Ans nposepku 3 n ansa wudpoBaHNa coobLLeHNs — KpunTocucema ...
acMmeTpuyHasn
C OTKPbITbIM KJTHO4YOM
32. Ecnn n — konnyectBo BykB B andgasunte, m j — HOMep OyKBbl OTKPLITOrO TekcTa, K j —
Homep OyKBbI KMoya B andgasuTe, TO WNPOBaHNE ... MOXHO 3anucaTtb cnegyrowmm obpasom:
ci=(mj+kj)modn
BuxeHepa
BuxuHepa
33. ... — pasgen npuknagHoM MaTeMaTukKn, B KOTOPOM U3y4yalTCcA MOAenu, MeToabl,
anropuTMbl, NporpaMMHble U annapaTtHble cpencTBa npeobpasoBaHUa MHGOPMaUMK B LEeNaxX
COKpbITUA ee COoAEepXaHus, NPOBEpPKN MOLMMHHOCTU, NpefoTBpaLLEeHUs BUAOU3MEHEHUSA UMK
HeCaHKLUNOHNPOBAHHOIO NCNOSIb30BaHMS.
KpunTtorpacusa


https://ru.wikipedia.org/wiki/%D0%9A%D1%80%D0%B8%D0%BF%D1%82%D0%BE%D0%B3%D1%80%D0%B0%D1%84%D0%B8%D1%8F
https://ru.wikipedia.org/wiki/%D0%AD%D0%BB%D0%B5%D0%BA%D1%82%D1%80%D0%BE%D0%BD%D0%BD%D0%B0%D1%8F_%D1%86%D0%B8%D1%84%D1%80%D0%BE%D0%B2%D0%B0%D1%8F_%D0%BF%D0%BE%D0%B4%D0%BF%D0%B8%D1%81%D1%8C

KpunTtorpadwus
34. lononHute
3awmrta ... 3NEeKTPOHHbIX AOKYMEHTOB OKa3blBaeTCcss HeobXoaAMMOon npu  MCNOfb30BaHUU
BblYMCIIUTENBHBIX CUCTEM U ceTen Ans obpaboTkn, XpaHeHusa u nepegaym MHEPOPMALMOHHBIX
06bekToB (coobuieHnn, ¢annoB, 6a3 OaHHbIX), codepXawmx B cebe npukasbl, NnaTexHble
Nopy4eHus, KOHTPAKTbI U Apyrue pacrnopsaguTeribHble, JOroBOPHbIE, (PMHAHCOBbLIE JOKYMEHTHI.
HOPUANYECKON 3HAYMMOCTHU

Kputepun u wkanbl oueHnBaHus 3agaHnn ®OC:

[nsa oueHMBaHWs BbINONHEHNS 3a4aHU UCnonb3yeTcsa bannbHas wkana:

1) 3akpbITble 3aaHus (TECTOBbIE C BApnaHTamMu OTBETOB, CPeHUIN YPOBEHb COXHOCTK):
— 1 6ann — ykasaH BEpHbIl OTBET;

— 0 6annoB — ykasaH HeBEpPHbI OTBET (MOMHOCTLIO UMM YaCTUYHO HEBEPHbIN).

2) OTKpbITblE 3a4aHUs (TECTOBbIE C KPATKUM TEKCTOBbIM OTBETOM, MOBbILLEHHbIA YPOBEHb CIOXHOCTW):
— 2 6anna — ykasaH BepHbIil OTBET;

— 0 6annoB — ykasaH HeBEpPHbI OTBET (MOMHOCTLIO MM YaCTUYHO HEBEPHbIN).

3apaHusn pasgena 20.3 peKOMeHAYTCA K UCMONb30BaHUIO NPU NPOBeAEeHUN ANAarHOCTUYECKUX
paboT C uenbk OLEHKM OCTAaTOYHbLIX pe3yNibTaTOB OCBOEHUA OAaHHOW AUCLUMUNIINHBbI (3HaAHUR,
YMEeHWUH, HaBbIKOB).



