MuHobpHayku Poccum
®ELEPAJIbHOE TOCYOAPCTBEHHOE BIOA>KETHOE OBPA30BATEJIbHOE YYPEXOEHUE
BbICLLUEIO OBPA30BAHUSA
«BOPOHEXXCKUWI rOCY BAPCTBEHHbIN YHUBEPCUTET»
(®Pre0Oy BO «BIr'Y»)
YTBEP)XXOAIO
3aBenyoLmin Kaghenpon
bopucos OMuTpuin HUKonaesmy

Kathenpa nHHOpPMaLMOHHbBIX CUCTEM

28.02.2022

PABOYASl NPOFPAMMA YYEBHOW AUCLUMNJINHBI
61.0.25 AIMUHUCTPUPOBaHNE B UHDOPMALIMOHHbIX CUCTEMaX
1. Koa v HauMeHOBaHMe HanpaBJieHUA NOATrOTOBKMU/CNEeLaNbHOCTH:
09.03.02 NH(opMaLMOHHbIE CUCTEMBI U TEXHOJOT U

2. NMpodunb noaroToBKu/cneynanmsaLms:

MHopMaunoHHble TeXHOorMm B UMdpoBOM An3anHe

3. Ksanudukaums (cteneHb) BbINyCKHUKA: bakanaspuat

®dopma obyyeHus:

O4Hasn

4. Kadpepnpa, oTBe4yaloLww,as 3a peaansaumio gucumnniamubl: Kadenpa nHGopMaLnOHHbIX
cucTem

5. CocTaBuTEeNM NnporpamMmmsoi:
Kosanb AHapen Cepreesud, koval@cs.vsu.ru, cT.npen, (hakyIbTET KOMMbIOTEPHLIX HaYK, Kageapa
MHMOPMaLMOHHbIX CUCTEM

7. PekoMeHgoOBaHa:

npoTokos HMC Ne 3 oT 25.02.2022

8. Y4yeOHbIN ron;:

2025-2026

9.llenu u 3apa4m y4eOHON AUCLUNIUHDI:

n3y4yeHne MeToL[00r MM N TEXHOJIOr N a AMUHUCTPUPOBAHUS MHGPOPMaLMOHHbIX cuctem (UC). CTaBaTcs
3a/1a4n: Ha JIEKLUMOHHbIX 3aHATUAX MO3HAKOMUTL CTYAEHTOB C OpraHu3aumen cayx6 noanepxxxkmn m
OCHOBaMu aAMUHUCTPMPOoBaHus NIC; Ha 1abopaTopHbIX 3aHATUSX CTYAEHTbI AOJIXKHbI 0JYYUTb HaBbIKU
MPaKTNYECKOro aAMUHUCTPUPOBAHUS KOMIIOHEHTOB peasibHbiX UC - obopyaoBaHus IP-ceTeli n ceTeBbix
onepaumoHHbIX CUCTEM.

10. MecTo y4yebHOM aucuunanHblI B CTPYKTYype OOM:
BxogHble 3HaHUSA: «/IHHOKOMMYHUKALMOHHbIE CUCTEMbI U ceTn», «OcHoBbI OC UNIX», «OnepaunoHHbIe



CNCTEMDbI».

11. NnaHupyeMmble pe3ynbTaThl 06y4eHUs No AUCLUUNINHE/MOAYNI0 (3HAHUSA, YMEHUS, HAaBbIKM),
COOTHeCeHHblIe C NJIaHMpyeMbIMU pe3ysibTaTaMU OCBOEHUs 0Opa3oBaTeslbHOW NPOrPaMMbi
(KoMneTeHUUAMM BbINYCKHMKOB) U MHAMKATOPAMMU UX BOCTUIKEHUSA:

KopA » Ha3BaHue
KOMMNeTeHLnn

OnMK-5 CnocobeH
NHCTaNnMpoBaThb
nporpaMMHoOe 1 annapaTHoe
obecneveHve gns
NHMOPMALMOHHBIX U
aBTOMATU3MPOBAHHbIX
cucTem;

OMNK-5 CnocobeH
WNHCTaNAMpoBaTh
nporpaMMHoe 1 annapaTHoe
obecrneyeHune ans
NHOPMaLMOHHbLIX U
aBTOMaTU3MPOBAHHbIX
cucTem;

OMK-5 CnocobeH
NHCTaNIMpoBaTb
NPOrpamMMHOE 1 annapaTHoe
obecneyeHune ons
NH(MOPMALMOHHBIX 1
aBTOMaTM3MPOBaAHHbIX
cucTem;

Kog v Ha3BaHMe nHOnKaTopa
KOMMNeTeHLun

OlK-5.1 3HaeT OCHOBSI
CUCTEMHOro
aAMUHUCTPUPOBAHUS,
agMuHucTpuposaHua CYB/,
COBpPEMEHHbIe CTaHAapThI
NH(OPMaLMOHHOI0
B3aUMOLENCTBUSA CUCTEM

OlK-5.2 YMeeT BbINONHATb
napaMeTpuUyecKy HaCTPOMKY
NHOPMALMOHHbLIX U
aBTOMaTMN3M-POBAHHbIX CUCTEM

OMK-5.3 NimeeT HaBbIKK
NHCTaNAALNN NPOrpamMMHOro un
annapaTHoro obecneyeHus
NH(OPMALMOHHbLIX U
aBTOMaTM3NPOBAHHbLIX CUCTEM

12. O6beM aucUUNINHBI B 3a4e€THbIX eauHULLax/yac:

4/144

dopMa NPOMEXXYTOYHON aTTeCTaLUuMm:

JK3aMeH

13. TpynoeMKOCTb No BUAaM y4ebHon paboTbl

Bug y4ebHon paboTbl

AyANTOPHbIE 3aHATUS
JIeKUNOHHbIE 3aHATUSA
lpakTn4eckne 3aHATUSA

3HaHMﬂ,yMeHMﬂ,HaBHKM

3HaTb: TEHOEHLUMMN OpraHm3aLmm
pocTtyna K pecypcam NC u
COOTBETCTBYIOLLUX METOLOB UX
aAMWHUCTPUPOBAHNWS; pas3nyaTh
KOMMeTeHUMK 1 npogeccun,
CBfi3aHHbIE C
agMuHucTpuposaHuem NC n
06nacTn 0TBETCTBEHHOCTH
COOTBETCTBYIOLLUX CNEeLnaancTos;
OCHOBbI agMUHUCTPUpoBaHmsa OC,
CEepBEPOB NPUIOXKEHUI, CTaHOAPTbI
1 NPOTOKOJIbl MHOPMALMOHHOIO
B3aUMOLEeNCTBUSA CUCTEM

yMeTb: BbIMONHATb
KOH(MrypupoBaHue
NHOPMaLMOHHbLIX U
ABTOMATM3MPOBAHHbLIX CUCTEM.

MMETb HaBbIKU: WHCTaNNALMM
NPOrpaMMHOro 1 anmnapaTHOro
obecneyeHuns; ynpasfeHNs
CETEeBON MHPPACTPYKTYPOWN,
ceTeBbIM 060pyAOBaHMEM U
CUCTEMHOr0 aAMUHNCTPUPOBAHMNS

CemecTtp 7 Bcero
66 66
34 34
16 16



Bunpg y4yebHon paboThl

NabopaTopHble 3aHATUA
CamocToaTenbHas paboTa
KypcoBas paboTa

HDOMe)KyTO‘-IHaFI aTTectauund

Yacbl Ha KOHTPOJIb
Bcero

13.1. Copep>xaHue AUCLUNJINHDBI

n/n  HaummeHoBaHue
pasgena AuCUnnnHbl

1 3agayn
aOMUHUCTPUPOBAHNA.
Ob6BbeKThI
AAMUHUCTPUPOBAHMSA

CopepxxaHue pa3gena
ONCLUMINHBI

3apayn
aOMUHUCTPUPOBAHNA.
O6beKThbI
aAMUHUCTPUPOBAHNS.
CucteMbl cepTugmKaLmnm
crneunanncTtos AT,
aAMUHNCTPATOPOB.
Cnyx6bl pernctpauum.
JlabopaTopHbIe TEMbI:
MeToAauka
aAMUHUCTPUPOBaHNA
ceTeBoro obopynoBaHus
CISCO. Bugbl
obopynoBaHus.

CemecTp 7 Bcero
16 16
42 42
0
36 36
36 36
144 144

Peanu3auwnsa pasgena AMCUMNANHBI C
NMOMOLLLbIO OHNANH-Kypca, IYMK

OYMK «AOMUHUCTPUPOBaHKE B
NHpopMaumoHHbIX CuctemMax»,
https://edu.vsu.ru/course/view.php?id=3102



n/n

2

HanmeHoBaHue
pasgena guCuunnvHbl

YnpaBneHve ceTsaMU.

CofepxaHue pasgena
ANCLMNVHBI

YnpaBJsieHne ceTsaMu.
OnepaunoHHas cncTema
10S. nHaMmmnyeckas
MapupyTmu3auusa. RIP,
EIGRP. uHamunyeckas
MappyTmsaunsa. OSPF,
BGP. TexHonoruu 2
YPOBH$ B KOPNOPaTUBHbIX
cetax. VLAN, xSTP, LACT.
Mpobnembl 6e30MacHOCTH
Ha 2 ypoBHe.
JlabopaTopHbIe TEMbI:
OnepaunoHHas cnctema
ceTeBoro obopynoBaHus
I0S. YcTaHoBKa
CTaTUYeCKNX MapLIpyToB
N MapLIpyTOB Mo-
YMOJIHaHMIO.
KoHurypumposaHme
NPOTOKOJI0B
OVHaMn4yeckon
MapuwpyTmu3auum RIP,
EIGRP.
KoHgurypupoBaHue
NPOTOKOJI0B
OVHaMMn4yecKon
MapLpyTu3saumm OSPF,
BGP. KoHuryprposaHue
NAT/PAT.
KoHdurypuposaHue VTP,
VLAN. YnpassieHune
TpaMKOM 1 CUCKK
poctyna |0S.
PaclumpeHHble Crnckun
poctyna I0S.
ALMUHNCTPUPOBaHME
nabopaTopHoO ceTu
(nHAMBMAYyanbHoOE
3aflaHue).

Peanmsaunsa pasgena AMCUMNANHLI C
MOMOLLbIO OHANH-Kypca, YMK

IYMK «AOMUHUCTPUpPOBaHME B
VH(popMauoHHbIX Cuctemax»,
https://edu.vsu.ru/course/view.php?id=3102



n/n

3

HanmeHoBaHue
pasgena guCuunnvHbl

Cnyx6bl KaTasIoroB..

CofepxaHue pasgena
ANCLMNVHBI

Cny»x6bl KaTanoros
(npumep - Active
Directory). Cny6bl
ynpasneHus
KOHUrypauuen.
AOMWHNCTPATUBHbIE
wabnoHbl. LLabnoHbI
6e3onacHocTw.
JlabopaTopHble TEMbI:
ALMUHNCTPUPOBaHMNE
ceTen Ha ocHoBe MS
Windows Server.
3HaKOMCTBO C
Tononorunen
nabopaTopHoW
NHPPaCTPYKTYPbI.
MnaHupoBaHme un
pasmeLLeHme cayxobbl
KaTanoros Active
Directory. YpoBHU
COBMECTUMOCTY Nleca u
LOMeHa Ans CUCTEM Ha
ocHose Windows Server.
AOMWHNCTPMPOBaHMeE
cnyxbbl kaTanoros Active
Directory.
AOMWHNUCTPMPOBaHMeE
YYETHbIX 3anuncen un
pecypcos. Pe3epBHoe
KonunpoBaHwe.
BoccTtaHoBneHune B
cnyyae aBapun. O6beKThl
FPYNNoOBOWA MOJINTUKMN.
YnipaBneHue cpenomn
noJib30BaTesia JOMeHa.
YnpaBneHue
napameTtpamu OC
KOMMNbIOTEPOB LOMEHa.
Ncnonb3osaHue
AOMUHUCTPATUBHBIX
wabnoHoB. O6bEKTHI
FPYNNOBOWA MOJINTUKMN.
YcTaHoska 10,
pa3sepTbiBaHue MO ¢
nomoubto RIS, WDS.

Peanmsaunsa pasgena AMCUMNANHLI C
MOMOLLbIO OHANH-Kypca, YMK

IYMK «AOMUHUCTPUpPOBaHME B
VH(popMauoHHbIX Cuctemax»,
https://edu.vsu.ru/course/view.php?id=3102



n/n

5

HanmeHoBaHue
pasgena guCuunnvHbl

OnepaTusHoe
ynpasieHue un
nognepxka.

ObecneyeHne
NHMOPMaLMOHHOM
6e3onacHocTn NC

CopepxxaHue pa3gena
OUCUUMANHBI

OnepaTtusHoe
yrnpasJieHne n
nogaepxxka.
WNHcTannauus
KoMmrnoHeHToB UC.
MOHUTOPUHI CUCTEMHbIX
cobbITNI 1
NPON3BOANTENBLHOCTMW.
CIM. AnnapaTHo-
nporpaMMHsble
nnaTgopmbl
AAMUHUCTPUPOBAHMS.
ALMUHNCTPUPOBaHMNE
UNIX-nogobHbix OC.
NabopaTopHble TEMBI:
XypHanbl
NPOVN3BOANTENBHOCTU 1
OMOBELLEHUS.
ALMUHUCTPUPOBaHMNE
UNIX-nogobHbIx cuctem:
ycTaHoBKK FreeBSD,
GNU/Linux (SuSe),
GNU/Linux (Gentoo),
Solaris.
ALMUHNCTPUPOBaHMNE
UNIX-nogobHbIx cuctem:
CUCTEMHOE
AAMUHNCTPUPOBAHMNE 1
ynpasneHue MO
(GNU/Linux).

ObecneyeHune Wb - kak
3ajava ynpasneHus
puckamn. CTpaTterun
ynpasieHnsa puckamu,
TEXHONI0r MM BHeApeHus
yrpaBJieHnsa pruckamu.
Mognenn ynpasyieHus
poctynowm, SELinux.

Peanmsaunsa pasgena AMCUMNANHLI C
MOMOLLbIO OHANH-Kypca, YMK

IYMK «AOMUHUCTPUpPOBaHME B
VH(popMauoHHbIX Cuctemax»,
https://edu.vsu.ru/course/view.php?id=3102

9YMK «AOMUHUCTPUPOBaHME B
NHpopMaumoHHbIX Cuctemax»,
https://edu.vsu.ru/course/view.php?id=3102



n/n

3

4

HanmeHoBaHue
pasgena guCuunnvHbl

YnpaBneHve ceTsaMU.
(nab.)

Cnyx6bl KaTaJIoroB.
(nab.)

OnepaTusBHoe
yrnpaB/eHne 1
nogaepxka. (nab.)

CopepxxaHue pa3gena
OUCUUMANHBI

Ha BblJaHHOM OMNMCaHnn
TOMoJIornn CeTu
npeacTaBJsieHa CeTb
opraHu3auuu,
coctoswas ns N
hnnnanos u
LeHTpasnbHOro ouca.
Heobxonnmo
CKOH(MrypnpoBaThb
NHTPaHeT ceTb C
NCNONb30BaHNEM
KaHanoB NoCTaBLyMKa
YCNyr CBA3M U [OCTYN B
NHTepHeT yepes
nocTaBLUMKa yCnyr
VIHTepHeT, a Takxe
obecneynTb foCTYN
Mexay punvanamu (B
T.4. C Tpebyemon cxemon
LOCTyna) cornacHo
OMMCaHuIO 3allaHuns.

BbIMONHNTBL
pa3BepThbIBaHUE CyXObl
KaTasnora AD un
NPUMEHNTH K
KOHTPOJISIepaM OOMeHa
LwabnoHbl 6e30nacHOCTW.
lMoka3aTb
npenogasaTesnto
pe3ynbTaT NPUMEHEHNS
wabnoHoB 1 npaBa
nonb30oBaTeNemn
COOTBETCTBYIOLMX FPynmn.

Pa3BepTbiBaHMe CETEBOr0
3KpaHa XocCTa.
KoHurypurposaHme
iptables, ipfw.
Pa3BepTbiBaHue SELinux .
KoHpurypumposaHume
nonnTuk SELinux.

Peanmsaunsa pasgena AMCUMNANHLI C
MOMOLLbIO OHANH-Kypca, YMK

IYMK «AOMUHUCTPUpPOBaHME B
VH(popMauoHHbIX Cuctemax»,
https://edu.vsu.ru/course/view.php?id=3102

IYMK «AOMUHUCTPUPOBaHME B
NHdopMaymoHHbIX Cuctemax»,
https://edu.vsu.ru/course/view.php?id=3102

9YMK «AOMUHUCTPUpPOBaHME B
NHpopMaymoHHbIX Cuctemax»,
https://edu.vsu.ru/course/view.php?id=3102



n/n  HanMeHoBaHMe Copep»xxaHue pasgena Peanunsauns pasgena GUCLUMINHBI C
paszena gucumnanHbl  OUCLUMANHBI MOMOLLbIO OHANH-Kypca, YMK

2 YnpaBneHve ceTsaMU. Ha BblZaHHOM onncaHum IYMK «AOMUHUCTPUpPOBaHME B
(NpakT.) TOMoJIornn CeTu VH(popMauoHHbIX Cuctemax»,
npencTaBfieHa CeTb https://edu.vsu.ru/course/view.php?id=3102
opraHu3auuu,
coctoswas ns N
hnnnanos u
LeHTpasnbHOro ouca.
Heobxonnmo
CKOH(MrypnpoBaThb
NHTPaHeT ceTb C
MCMNOJIb30BaHNEM
KaHasI0B MOCTaBLUMKa
YCNyr CBA3M U [OCTYN B
NHTepHeT yepes
noCTaBLUMKa yCayr
VIHTepHeT, a Takxe
obecneynTb foCTYN
Mexay punvanamu (B
T.4. C Tpebyemon cxemon
[0CTyMa) corjiacHo
OMUCaHNIO 3afaHNS.

3 Cnyx6bl KaTaJIoroB. BbINOMHNTB IYMK «AOMUHUCTPUPOBaHME B
(NpakT.) pa3BepThbiBaHME CyXObl NH(popMaLoHHbIX Cuctemax»,
KaTanora AD u https://edu.vsu.ru/course/view.php?id=3102

NPUMEHNTH K
KOHTpOJIIepaM AOMEHaA
LwabnoHbl 6e30nacHOCTW.
lMoka3aTb
npenoaaBaTesio
pe3ynbTaT NPUMEHEHNS
wabnoHoB 1 npaBa
nonb30oBaTeNemn
COOTBETCTBYIOLUMX Fpynnm.

4 OnepaTusBHoe Pa3BepTbiBaHue ceTeBoro  3YMK «AOMUHUCTPUpPOBaHME B
ynpasieHue un JKpaHa XxocTa. NHpopMauoHHbIX Cuctemax»,
nogaepxka. (npakt.)  KoHpurypmpoaHue https://edu.vsu.ru/course/view.php?id=3102

iptables, ipfw.
Pa3BepTbiBaHue SELinux .
KoHpurypumposaHume

nonnTuk SELinux.

13.2. Tembl (pa3pensl) AUCLUNANHBI U BUObI 3QHATUHA



Ne HanmMmeHOBaHMe TeMbI JlekumoHHble  [MpakTudeckme JlabopaTopHble CamocToAaTenbHas Bcero

n/n (pasgena) 3aHATUA 3aHATUA 3aHATUA paboTa
1 3agayn 4 2 6
aAMUHUCTPMPOBAHNS.
O6beKTbI
aAMUHUCTPMPOBAHNS
2 YnpaBfieHve ceTamu. 8 6 6 10 30
3 Cny>x6bl KaTanoros. 8 6 6 10 30
4 OnepaTunBHOE 8 2 2 10 22
yrnpaB/eHune un
noafepxkKa.
5 ObecneyeHue 6 2 2 10 20
NH(pOPMaLIMOHHON

6e3onacHocTn NC

34 16 16 42 108

14. MeToaunyeckue yKasaHusa ansa oby4aloLwmxcs no 0CBOEHMIO OUCLUNJINHbI

AncumnaunHa TpebyeT paboThl C hannamMu-npeseHTaUnAMN NeKLUUN U COOTBETCTBYIOLMUMMK FNaBaMu
PEKOMEHOBAHHOW OCHOBHOW NNTEPaTypbl, @ TakXe, 0643aTeNbHOr0 BbIMNOJHEHNS BCEX TabopaTOPHbIX
3afaHNN B KOMMNbIOTEPHOM Knacce. CaMoCcToATeNIbHaa NOArOTOBKa K 1ab0OpaTOPHLIM 3aHATUAM He
TpebyeTcs, T.K. HeobxoANMble pekoMeHAaUNM AAOTCA B ayAUTOPUN, TAE BbINOJHATCA NabopaTopHble
paboThbl.

CamocToaTenbHas paboTa NpoBOAUTCA B KOMMbIOTEPHbIX kKNnaccax ®KH ¢ Mcnonb3oBaHMEM METOANYECKNX
MaTepuanoB PacrnofioKEHHbIX Ha y4ebHo-MmeToamyYeckom cepBepe ®KH "\fs.cs.vsu.ru\Library” n Ha
cepsepe Moodle BI'Y moodle.vsu.ru v BbINoJIHEHMEM 3a4a4 KOH(MUIYPUPOBaHUS BUPTYyann3mposaHHon UC.
Bo Bpemsi camocToATeNbHON paboThbl CTyAEHTbl UCMOAb3YIOT 3NEKTPOHHO-6MBANOTEYHbIE CUCTEMBI,
LOCTYMHble Ha nopTane 3oHanbHoM bubanotekn BIY no agpecy www.lib.vsu.ru. YacTb 3afaHnin MoXeT
ObiTb BbIMNOJSIHEHA BHE ayAUTOPUA Ha AOMAllHEM KOMMbOTeEpe, Nocsie KONMPOBaHUA METOAMNYECKUX
yKa3aHun n Heobxogmmoro MO ¢ y4ebHo-meToANYeckoro cepeepa PKH.

15. MepeyeHb OCHOBHOM M AOMNOJIHUTENILHOW NIUTEPATYPbl, PECYPCOB MHTEPHET, HE0OXO04UMbIX
AJIA OCBOEHUA OUCLUMNIINHBI

Ne McToYHUK
n/n

1 CbicoeB, 3.B. AGMUHNCTPUPOBaHMNE KOMMbIOTEPHLIX ceTel : y4ebHoe nocobume / 3.B. Cricoes, A.B.
Tepexos, E.B. bypueBa ; TaMb0OBCKM roCyAapCTBEHHbI TEXHUYECKUI YHUBEPCUTET. - TaMbOB :
TaMbOBCKUNY roCyAapCTBEHHbIV TEXHUYeCKui yHusepcuteT (TITY), 2017. - 80 c. : nn.—
YHuBepcuTeTckaa bubanoTeka OHAavH : 31EKTPOHHO-bMbIMoTeYHas cnctema. — Pexum
noctyna : http://biblioclub.ru/index.php?page=book&id=499414



Ne
n/n

McToYHMK

loH4apyk, C.B. AamuHuctpupoBaHne OC Linux / C.B. FToH4YapyK. - 2-e u3a., ncrp. - Mockaa :
HauwnoHanbHbi OTKpbITeIV YHUBEpCcuTeT «MHTYUT», 2016. - 165 ¢. — YHMBEpcuTeTCKas
6ubnnoTeKka OHAAVIH : 31EKTPOHHO-6MbInoTeYyHas cuctema. — Pexum goctyna :
http://biblioclub.ru/index.php?page=book&id=429014

6) nononHuTeNbHas AnTepaTypa:

No
n/n

NcToYHUK

Kyps4ni, I.B. OnepaumoHHas cuctema Linux: Kypc nekuni. YyebHoe nocobue / I.B. Kypsadni,
K.A. MacanHckui. - MockBa. : MK [Mpecc, 2010. - 348 ¢. — YHmuBepcuteTckas bubinoteka
OHJIaVH : 37IEKTPOHHO-6MbAnoTeYHas cncteMa. — Pexxum JocTyna :
http://biblioclub.ru/index.php?page=book_red&id=233108

BoviToB H.M. AamuHuctpuposaHue OC Red Hat Enterprise Linux. Y4ebHbivi Kypc. - MockBa : MK
Mpecc, 2011. - 192 c. — JlaHb : 3N1EKTPOHHO-bMbIMOTEYHas cucTtema. — Pexum goctyna :
https://e.lanbook.com/book/1081

BsaTkuH, A.W. [TpoeKkTupoBaHne 10KaJibHbIX N KOPopaTUBHbLIX CETEN: y4eOHO-METOANYECKNI
KomrieKkc. J1labopaTopHbIV NPpakTUKyM 415 CTyAeHToB HanpassieHnsa 09.03.02
«UVIHpopMaLMOHHbIE CUCTEMbI Y TEXHOJIOTUW» MPOGUIA MOLrOTOBKU «HIHOopMaLMOHHbIE
CUCTEMbI Y TEXHOJIO MW B aAMUHNCTPATUBHOM yrpaBieHnn» n HanpasaeHns 09.03.03
«[lpuknagHasa nHpopMaTuKa» npogpuis noaroToBku «lpukiagHas MHHOPMAaTNKa B IKOHOMUKE»
04HOU hopmbl 0byydeHus : [16+] / A.U. BATKuH ; 0TB. ped. N.H. [nyxux ;| TIOMEHCKni
rocynapCTBEHHbIV YHUBEPCUTET. - TIOMEHb : TIOMEHCKUI roCy AapCTBEHHbIN yHuBepcuTeT, 2016.
- 103 c. : mn. — YHuBepcuteTcKasa bmnbmoteka oHAaviH | 371eKTPOHHO-0nbnoTeyHasa cuctema. —
Pexxum goctyna : http://biblioclub.ru/index.php?page=book&id=574520

CucTeMbl 3alUnThl MHGOPMaLmn B BeAYLUNX 3apybexHbiX cTpaHax: y4ebHoe nocobve A/ By30B :
[16+] / B.N. ABep4yeHkoB, M.KO. PbiToB, I'.B. KoHapalunH, M.B. PynaHoBCkni. - 4-e u3g., ctep. -
MockBa : ®anHTa, 2016. - 224 ¢. — YHnBepcuTeTckas bubanoteka OHAaMH | 31€KTPOHHO-
bubnnoTeyHas cuctema. — Pexum goctyna :
http://biblioclub.ru/index.php?page=book&id=93351

B) MH(OPMALIMOHHbIE 371EKTPOHHO-06pa3oBaTe/IbHbIE PECYPChI:

Ne n/n

1

3

NCTOYHMK
bnbnunoteka BI'Y, http://www.lib.vsu.ru
Cepsep y4ebHo-MeToanYeckux matepuanos ®KH, \\fs.cs.vsu.ru\Library

Obpa3oBaTeNbHbIN NOpTan "INeKTPOHHLIN YyHUBepcuTeT BIY", http://edu.vsu.ru



16. MepeuyeHb yuebHO-MeTOogUYECKOro obecneuyeHus pnsa caMocToATesIbHOU PaboThl

Ne n/m CTOYHUK
1 Cepsep y4ebHo-MeToAnYeckux matepuanos ®KH, \\fs.cs.vsu.ru\Library

2 IYMK «AgMUHUCTpUpoBaHue B HpopMaLMOHHbIX Cuctemax»,
https://edu.vsu.ru/course/view.php?id=3102

17. ObpasoBaTesibHble TeXHOJIOTUMM, UCNOJIb3yEeMbie NPU peanusauum y4ebHon AUCLUNAUHDI,
BKJIlOYasA OUCTaHUMOHHbIe obpa3oBaTesnbHblie TexHonoruu (J0T), anekTpoHHoe oby4yeHue (30),
CMeLUaHHoe obyuyeHue):

1. TexHonoruv BupTYyanm3aunm:

Cpepna supTyanusauum Microsoft Virtual PC

Cpegna supTyanmsauum Oracle/Sun Virtual Box

2. DNeKTPOoHHO-6nbnnoTeyHasa cnctema «YHueepcuteTckas bubnnoTteka online», http://biblioclub.ru
3. Obpa3soBaTenbHbIn NnopTan Moodle (cepsep Moodle BIY)

4. CepBepHble 1 knneHTckme OC Microsoft.

5. OnepauwnoHHasa cuctema GNU/Linux (guctpnbyTtume CentOS).

6. AnnapaTHble ceTeBble 3KpaHbl D-Link, CISCO.

18. MaTepuanbHO-TEXHUYECKOE obecneyeHne AUCLUNIIMNHDI:

1. JleKunoHHaa ayamTopmus, OCHallleHHas BULEONPOEKTOPOM.

2. KOMMbOTEPHBLIN KAacc And npoBefeHns nabopaTopHbIX 3aHATUIN, OCHALLEHHbLIA MPOrpaMMHbIM
obecneveHnem VirtualBox, VirtualPC, VirtualServer. O6bem onepaTuUBHON NaMATU Ha paboyee MeCTO He
MeHee 47b.

19. OueHou4Hble cpencTBa AJsia npoeeneHusn TeKyllJ,eﬁ n ﬂpOMe)KyTO‘-IHOﬁ aTTrectauumn

NMopsAoK OLEHKN 0CBOEHNS 00yYaloLMMNCS y4ebHOro MaTepuana onpeaensieTcs CoaepXXaHmem
cnefyowmnx pasnenoB ANCUMMINHGI:

Ne Pa3zpgensl Koa komneTeHumn Kog mHankaTopa OuEHOYHbIe CpelcTBa A4

n/n AUCUUNINHBI TeKyllen aTTecTaunm
(Mopynn)

1 Pasgensl 1,5 OrK-5 OMnK-5.1 KoHTposbHble paboThl 1,3

2 Pasnenbl 2-4 OMnK-5 OMnK-5.2 KoHTponbHble paboTsl 1-3

JlabopaTopHble 3agaHna Nel-3

3 Pasnensl 2-4 OrnK-5 OMnK-5.3 KoHTpoibHble paboThl 1-3
NabopaTopHble 3aaaHns Nel-3

lMpomMe)xyTo4yHasa aTTecTaums
dopMa KOHTPOIA - IK3aMeH
OLeHOYHble cpeacTBa A5 MPOMEXYTOYHOM aTTecTalmm

MucbMeHHas KOHTposibHas paboTa. Bo3MOXXHO NosyyeHMe OLLEHKN Mo pe3ybTaTaM TeKYLLMX aTTecTalui,
COrJIaCHO MOJIOXKEHWI0 0 6aIbHO-PENTUHIOBON CUCTEME 06YYEeHNS N OLLEHKM YCNeBaeMoCTH CTYAEeHTOB.



20 Tunosble OLEHOYHbIe cpenctea M MeToguideckue MatTepuanbl, onpeaensoliue npouenypbl
OLeéHUBaHuA

20.1 TeKyLiMi KOHTPOJIb yCNeBaeMoOCTH

nepequb 3apaHUKA ona KOHTPOJIbHbIX pa60T

Ne Bonpockl KOHTPObHOW paboThkl 1

1 Ecnun npaBuabHas, TO 4TO O3Ha4YaeT koMaHAaa: ip route 0.0.0.0 0.0.0.0 10.20.30.40 ? Ecawn
HenpasubHas - NMomnpaebTe 1 06bACHUTE.

2 Ha kakux yposHax mogenn ISO/OSI MOXXHO MPOBOAMTL (PUILTPALMIO AAaHHbIX, UCMOJb3YS CMUCKK AOCTYyna
0S?
3 B 4yem oTanyme NpoToKOAa MaplpyTuaunn (routing protocol) oT MapLpyTU3Mpyemoro npoTokona (routed

protocol)? MpueeanTe npumepsl routing 1 routed NPoTOKO0B.

4 YT10 03HayvatoT cumBonbl O, C, R B amcTuHre 10S Tabnuubl MapwpyTu3aumm, Kak BosHukatoT Takue (O, Cn R)
3anucn?

5 B 4yeM cocToAT 3af4a4vn aAMMHUCTPUpPoBaHMA? MNepedncante 06bEKTb aAMUHUCTPUPOBAHUSA?

6 K Kakow rpynne npoToKoJI0B OTHOCUTCA (1 novemy) RIP: K rpynne BHELWHWX WK BHYTPEHHUX NPOTOKO010B? A

EIGRP? Kakue CyLLecTBYIOT orpaHmyeHuns no npumeHeHuio EIGRP n RIP?

7 Ecnv npaBunbHas, To 4TO 03Ha4vaeT KoOMaHAa: access-list 110 permit ip any 0.0.0.0 255.255.255.255 7
Ecnun HenpaBuabHas - nonpaBbTe U 06bsCHUTE.

8 B 4yem ocobeHHoCTH npumeHeHus RIPng no cpaBHeHuto ¢ RIP?

9 B yem oTanyme NAT n PAT (NAT override)? B 4em cnoxHocTb peanun3saumm NAT gna UDP nakeToB no
CcpaBHeHuto ¢ TCP?

10 B 4yem oTAmM4mMe NpPOTOKOa MapLUpyTM3aLMM «BeKTopa cocTosHUs» (distance vector) oT «coCcTosHMSA CBA3U»
(link state)? Kako# MpoTOKON OTHOCUTCA K Kfaccy “path vector”?

11 Ecnv npaBunbHas, TO 4TO O3Ha4YaeT KOMaHAa: access-class 123 in ? Eciv HenpaBuabHas - NonpasbTe U
obbAcCHUTE.

12 YT1o Takoe IP Tabnnua MapLupyTr3aTopa, YTO B Hel HaxoanTcs? MpuBeaunTe npumep Tabnauubl, 3anoaHUB Napy
CTPOK.

13 Moyemy cxemy agpecauun IPv4, ocHoBaHHas Ha Knaccax, bbina 3ameHeHa Ha CIDR?  YTto Takoe CIDR? Y10
Takoe VLSM?

14 KakoBbl 0CHOBHble ocobeHHocTu EIGRP? Kak B 10S BkntovaeTcs (E)IGRP mapLlipyTusauma (mpueeante npumep

rnocsief0BaTE/IbHOCTY KOMAHA U 00BbACHUTE OeNCTBME KaXKaom)?

15 Kakue cywecTByloT koMaHAabl I0S 0na npoBepKy HAaCTPOMKIW CMMCKOB AOCTYMNa (MPOCMOTPa CNUCKa NpaBu 1
T.0.)7

16 YTo Takoe BHYTpeHHMEe 1 BHelHKe npoTokobl (IGP, EGP)? MNMpueeanTe npumepbl AA5 Ka)KA0ro Kfacca.

17 B yem npenmyLLecTBa, U Kakue eCcTb NoTeHUMa bHble NPobaemMbl Y ANHAMUYECKO MapLUpyTusaumnm? 4to

TakKOe KOHBEPreHumna npoTokosa MapLIJpYTI/BaLI,VIVI?

18 Kak B 10S 3apaTh IP-agpec ans untepdenca? MNprsennte npuMep - Cepuio KOMaHA (415 agpeca YacTHOW ceTu
knacca B).




19 Y10 Takoe aflMUHUCTPaATMUBHOE PacCTosHMeE. 119 Kakux NpOTOKOJIOB OHO MMeeT 6osibLune 3Ha4YeHNs 1
noyvemy?

20 Ecnv npaBmnbHas, TO 4TO 03Ha4YaeT KOMaHAa: ip access-group 123 in ? ECam HenpaBuabHasa - NonpaBbTe U
obbAcHUTE.

21 Ecnv npaBunbHas, TO 4TO 03HaYaeT KoMaHAa: access-list 123 permit tcp any 0.0.0.0 255.255.255.255
eq 443 ? Ecnn HenpaBuibHas - NonpaesbTe 1 06bACHUTE.

22 Y10 Takoe cnnckm pocTtyna I0S, Kakmx TUMNoB OHM BbIBAIOT U ANS Yero ncnosb3yoTca? Kakne komaHabl 10S
HY>XHO BbINOAHUTbL, 4TOBbI BOCNOJIb30BaThLCA CNUCKaMy focTyna?

23 Ecnun npaBuabHas, TO 4TO O3HaYaeT KoMaHga: ip route 163.4.0.0 255.255.0.0 10.1.1.1 ? Ecqm
HernpaBu/bHas - NonpaBbTe U 06BACHNTE.

24 YT1o Takoe VLAN 1 Kak peann3oBaHo? Kak Ha3biBanCs U 4eM OTANYACA NPOTOTUMN 3TOM TEXHONOM UK,
pa3paboTaHHbI CISCO?

25 OcobeHHOCTM NpoToKoNa IS-IS, Ans Yero oH MCMNOb3YEeTCA U KakoBbl TPebOBaHUA K CETU Npu ero
NCMONb30BaHUN.

26 Ecnv npaBmnbHas, TO 4TO O3Ha4vaeT KoMaHpAa: access-list 11 permit tcp ip any any eq 80 ? Ecam
HenpasuibHas - NonpasbTe 1 06bACHUTE.

27 Kakas komaHAaa (komaHAabl) [0S noka)keT MapLupyTHYto Tabauuy maplupyTtmsatopa?

28 Y10 Takoe arpervpoBaHue afpecos, 418 Yero ucrnonb3yetca? 4Y1o Takoe IP-nofncets u IP-cynepceTsb?
MpuMepsbl.

29 KakoBbl 0CHOBHbIe ocobeHHocTy RIP? Kak B 10S BktovaeTcs RIP (npuBennTe nprMep nociiefoBaTeNbHOCTH
KOMaH[I 1 00bACHUTE OecTBME KaXKaomn)?

30 B 4em ocobeHHocTb 06nacTn ¢ HomepoMm 0 (Area 0) 1 Kako/ NPOTOKOA MapLIpyTU3aL MM ncnoab3yet obnactu?

31 B yem oTanymsa RIP n EIGRP mMapLupyTusaunii, B KakKMxX Cy4asax UCNoNb3yoT O4HY, @ B Kakux - Apyryto? Kakve
MaclwTabHble orpaHnyeHns ects y RIP? Movyemy RIP nHOrga Ha3blBalOT «MapLUpyTU3aLmMen No Cayxam».,

32 Ecnn npaBuibHas, TO 4TO 03Ha4yaeT KomaHga: ip route 15.15.0.0 255.255.0.0 151.150.150.1507 Ecau
HernpaBubHas - NonpaBbTe U 06BACHUTE.

33 Ha kakom 06opyaoBaHumM 06bI4HO HEOBXOAUMO BbINOAHATE KOH(UrypupoBaHue VLAN? B 4em coCcTouT 3T0
KOH(UIypUpOBaHME (4TO HYXXHO caeNlaTh, «Mo Wwaram»)?

34 KakoBbl 0CHOBHble oTan4mns EIGRP oT OSPF? K ceTax kakoro mMacwwtaba ncnons3yetcs OSPF n noyemy? B yem
rnaBHOE OrpaHMyYyeHne ncnonb3obaHuns EIGRP? Kakoi 13 NpOTOKOJIOB MCMO/b3yeT 0bnacTu (area) u ons vyero
OHW HYXKHbI?

35 HazoBute n onvwmTe meToabl 6opbbbl C NETAAMU MapLUPyTU3aLMmK. MOYeMy OHU BO3HMKAKOT U KaK MNX
n3bexatb (cnocobwbl)?

No Bonpockl KOHTPOIbHON PaboThl 2

1 B yem cxopncTBo Directory Service ¢ 6onee paHHUMYK peweHusmu: NYS+NFS. OnnwnTte 3Tu peleHuns.

2 Kak KoHmrypupytoTcs iptables? Kak genatoTcs uamMmeHeHus B Tekyluen paboTe iptables n kakum obpasom 3Tn
N3MEHEHMNS MOXKHO COXPaHUTb, YTOObI OHWM OCTaNMCh 1 Nocne nepesarpysku OC?

3 Kak co3paTtb Active Directory? YTo Takoe cxema Active Directory, BO3MOXHO /i ee nu3MeHeHne? 4YT1o Takoe u

ans vyero ncnonbdyetcs anHamuyecknin DNS (DDNS) B cnyxbe kaTtanora AD.




YT1o Takoe cnyxba KaTanora? Jante onpeaeseHne N Ha 3TOM ONpeaeeHNn NOKaXXNTe Kak UMEHHO
peann3oBaHbl B Microsoft Active Directory Te aneMeHTbl, KOTOpbIe YNOMSAHYThI B BalleM onpeneneHnmn ciayxosbl
kaTasora. Yto Takoe DN n RDN?

B 4eM npobaembl AUCKPELIMOHHON NOANTUKM Be30nacHOCTK (ynpaBaeHus focTynom)? MovyemMy HeCMoTps Ha
3Tn npobnemsl DAC Wwnpoko ncnonssyetcs (Mpaktmnyeckn 8o Bcex OC)? MoXHO v pewnTb 3TU npobnaemMbl B
pamkax DAC un kak?

Yto Takoe GID, UID B knaccuyeckmx UNIX OC 1 Kak OHV NCMONb3YIOTCA OS5 YrpaBieHns LOCTynoM? Kakue
BO3MOXKHOCTM gobasnsioT SUID, SGID?

YTo Takoe Jlec 1 Kakue eLle CyLecTBYIOT CTPYKTYpHble ypoBHU B Active Directory? 115 4ero HyXHbl 3TU
YyPOBHW? YTO Takoe canTbl MpuMeHnTeNbHO K Active Directory n B Kakmx cinyyasax n Kak ux cosgatot? [ns yero
€03JaloT CanTbl?

Kakune nsmeHeHus B yrnpasneHuy LOCTYNom Knaccuyeckoro UNIX BO3MOXHbI C ncnoJsib3osaHnem SUDO?
PewatoTcs v aTon TexHonorvnen npobnemsl nogxona DAC v B Kakon cTeneHn?

Y10 Takoe SELinux, Kakne 3agayn pellaeT u kem paspaboTaH 1 nogaepxunsaertca? OnuwmnTe
nocnefoBaTeIbHOCTb AeNCTBUI NO BK/OYEHUIO U HAacTpoike ero Ha CentOS. Kakue noMHuTe
pacnpocTpaHeHHble yTuAnTbl SELinux, 015 4ero ncnosb3yTcsa?

10

YT1o0 Takoe penankaumsa B Active Directory, pa3aesnbl U KOHTeKCTbl AD? B kKakoi 06n1acTu (1x) BbINOHAETCA
pennmkauua? YTo Takoe cxema, rae XpaHuTCa 1 Kak MmoaudpuumnpyeTca?

11

YT0 TaKoe JOMEHbI, KOHTEKCTbI, Mosb3oBaTenn SELinux, nome4yeHHble 1 HEMOMEYEHHbIE M0JIb30BaATENN U
npouecchl? Kak orpaHuveHus SELinux paboTaloT BMecTe C TpaAULUNOHHbLIM YpaBieHneM AOCTYMNOM Ha
ocHose GID/UID?

12

Y10 Takoe cybbekTbl 1 06bEKTbI B KOHTEKCTEe ynpasfieHns aoctynom. Kak pabotaet maHgatHas (MAC)
noanTUKa ynpasneHuns foctynom? B 4yem ee otamdne ot DAC (mpuBeanTe npumMepsl foctyna K anny B DAC n
MAC? MNoyemy MAC Mano pacnpocTpaHeHa B cyuecTsytowmx OC?

Bonpocbl KOHTPONIbHON paboThl 3

Kak paboTtaeT X-Window, 4To Takoe X-cepBep 1 X-kMeHT? C MOMOLLbI0 KaKX TPAHCMOPTHbIX MEXaHM3MOB
OHW MOTYT B3aMMOJENCTBOBaTb, KOraa X-cepeep u X-KAMEeHT HaXo4ATCS Ha OHOM KOMMblOTEpe 1 Korha Ha
pa3Hbix? B yem ocobeHHoCTH rpaduyeckoro pewerHna X-Window, no cpaBHEHMIO C APYrMMU N3BECTHbIMU BaMm
rpaguyeckumn cnctemam?

Kakum 06pa3oM aiMUHUCTPATOP ONpefenseT Kak 1 B KakOM MOpsAKe 0CTaHaBUBAOTCS CEPBUCHI/LEMOHbI
npu 3asepeHnn OC UNIX n kak onpegenseTcd NocnefoBaTesIbHOCTb 3aBepLUeHNs Pa3finyHbIX
CepBnCOB/0EMOHOB?.

MoyeMy CHa4ana B CEPBEPHLIX, 3aTEM B M0JIb30BaTEbCKMX KOMMbIOTEPAX CTajiM UCnonb3oBaTb EFI? Kakune
BO3MOXXHOCTW MO CPaBHEHWIO CO CTaHAapTHOWM cxemon faeT EFI, MoxxHO nn obonTuck 6e3 EFl 1 B Kakmx
cnyyasax? Kakne ectb npobnembl y MBR-MeToaa?

Y10 Takoe MBR? B Kakux ciy4vasix HeobxoamnMo 1crnosb3oBaTb BMeCTo Hero GPT 1 Kakne BO3MOXXHOCTM 3TO
naet?

OnnwunTe nocnepoaTenbHOCTb 3arpy3ky OC MK (IBM-coBMeCTMMOM) C MOMEHTa BK/IIOYEHNUS MUTaHUs 80
3arpysku agpa. Yto Takoe “cTaHgapTHbIM kKoa” MBR, Kak oH paboTaeT?

Kak 1 ons 4ero ucnonb3yoT aAMUHUCTPATOPLI YPOBHW 3arpysku (run levels), cylwecTBytoLiMe B HEKOTOPbIX
OC UNIX? NMepevncante ytunutbl UNIX ona apxvBupoBaHus, nepevyncanTe yTuianTel 4S9 KOMNpeccum
thannos.




7 Kakum obpa3om agMUHUCTPATOP OnpeaenseT Kak 1 B KakoM Nopsiike 0CTaHaBANBAKOTCS CEPBUCHI/LEMOHbI
npu 3asepeHnn OC UNIX n Kak onpegenseTcd NocnefoBaTeIbHOCTb 3aBEPLUEHNS Pa3SINyHbIX

CepBnCoB/LeMOHOB?
8 09 Yyero Hy>XHbl NporpamMmmbl-MeHegxepbl nakeTos MO B OC UNIX? OnuwnTe nx yHKLMK,
9 Kakne ya3BMMOCTU CYLLECTBYIOT Y KJaCCUYeCKOn CUCTeMbl Syslog? B 4em CMbICA MCNOJIb30BaHMA NapaMmeTpoB

facility, priority, Kak UIMEHHO NCMO/b3YIOTCSH OHW NPY XKYPHANMPOBaHUN? KaKne CyLLeCcTBYIOT BapuaHThbl
3anucu/nepegayn coobuieHni B syslog? Mpeanonoxum Heobxoanmo cobpaTb coobLieHns ¢ 5 KOMMYTaTOPOB C
nomoLbto SYSLOG, KakoBa Noc/ief0BaTebHOCTb AeNCTBMI agMUHUCTpaTopa?

10 [oe 1 B KAKOM BUIE MOXET Hax0AUTbCS nHopMaLmsa o nonb3osaTensx, rpynnax B OC UNIX? I'ae obbi4HO
Haxo4MTCA 3Ta MHOPMaLMS B ClydYae oTAenbHON paboyen cTaHumMm? Kakum obpa3om MOXHO yrnpaBisTb
(cozpaBaTb/ymanaTe/MoanduunpoBaTh) noab3oaTenamm B OC UNIX? MNpuseamnTe nocaenoBaTebHOCTY
LEeNCTBWIA MO CO34aHNto, yaaneHuo 1 610KMpoBaHuMio (Bxoaa B cuctemy) nosb3osatens B OC UNIX.

11 B yem oTanyme nepBryHOro (primary) u pacwunpeHHoro (extended) pasgenos gucka? Kakue cyuiecTBytoT
OrpaHMYeHuns Ha KOJ-BO pa3AenioB 3TUX TUNoB? MoXXHO nn 3arpy3uTb OC, HaXo4sLLYI0CS Ha JIOrMYECKOM
LNCKe pacCLUMPEHHOr0 pa3fes, B YeM OTINYMSA/KAK OCYLLECTBUTb 3arpy3ky (eC/im BOSMOXXHO) B CPaBHEHMM C
pacnonoxeHnem OC Ha nepBMYHOM pasgene’?

12 OnuwwnTe nocnegoBaTeNbHOCTL 3arpy3kn OC UNIX ¢ MoOMeHTa 3arpy3kun aapa 40 3anycka rnosb3oBaTenem
nepBoro NPUIOKeHUs (pacCMOTpPUTE ABa BapuaHTa 3arpy3ku: 1o 3 1 0o 5 ypoBHeit). B 4emM 0cobeHHOCTb
SystemV 3arpy3kun?

MepeyeHb nabopaTopHbIX 3aAaHUN

1 Ha BblgaHHOM OMMUCaHUN TOMOMOrNUK CETU nNpeacTaBlieHa
ceTb opraHusauunu, coctodwas ns N dpunananos n
LeHTpanbHoro ouca. Heobxoammo CKOHUIyprpoBaThb
WHTPaHET CeTb C UCMOJIb30BaHNEM KaHaNoB NOCTaBLMKa
YyCNyr CBA3M 1 OOCTYN B VIHTepHeT Yyepe3 nocTaBLnKa ycayr
NHTepHeT, a Takxe obecneynTb AOCTYN Mexay huinanamm
(B T.4. c Tpebyemon cxeMon AOCTyna) COraacHO OMMUCAHNI0
3aflaHus.

2 BbINOIHMTL pa3BepThiBaHMe cnyx6bbl kaTanora AD n
NPVMEHNTb K KOHTPOIepaM AoMeHa LWabsioHbl
6e3onacHocTu. MNoka3aTb NpenogaBaTento pesynbTaT
nprvMeHeHns WabnoHOB 1 NpaBa NnoJib30BaTesNen
COOTBETCTBYHOLLUX FPYMI.

3 Pa3BepTbiBaHue SELinux . KoHuryprupoBaHue NoanmTunk
SELinux

20.2 MpomMeXxyTouyHasa aTrecTaums

MepevyeHb BONPOCOB K 3K3aMeHyY

1. BapwnaHT:
a. MoXxHo nm ncnonb3oBaTb DNS He MS (Hanpumep, DNS nog OC UNIX) gns pabotbl AD u
Kaknm obpa3om? YTo Takoe SRV RR?




OnuwunTe nocnenoBaTenbHOCTb 3arpy3ky OC MK (IBM-COBMECTMMOM) C MOMEHTa BKJIIOHEHUS
NMTaHUA 00 3arpy3ku aapa. YTo Takoe CTaHOapTHbIM kKoa MBR, kak oH paboTaeT (no
Wwaram)?

. B yem oTtnnymne NAT n PAT (NAT override)? B 4eM cnoxHocTb peanusaunm NAT gns UDP

NnakeToB Mo cpaBHeHuo ¢ TCP?

. Y710 03HayawT cumBosbl O, C, R B nucTuHre Tabnmubl MmapwpyTusauum 10S, Kak BO3HUKAIOT

Takue (O, C n R) mapwpyThbl ?

YTo Takoe pennukauus B Active Directory, pa3aenbl n KOHTeKCTbl AD? B kakoin obnacTtm (sx)
BbINOJIHAETCA penankaumnsa? YTo Takoe Cxema, rae XpaHuTcsa U Kak moguduumpyetcs?

B yeM nmpeummyliecTBa, U Kakue eCTb MOTeHUMaNbHble MpobaeMbl y AUHAMUYECKON
MapLpyTusaumm? YTo Takoe KOHBEPreHLUUs NpoToKoda MapLpyTusaumnm?

2. BapuaHT:

a.

YTO Takoe nec 1 Kakue eLle CyLLeCTBYIOT CTPYKTYpHble ypoBHY B Active Directory? [na yero
HY>XHbl 3TW YPOBHU? YTO Takoe CalThbl NpuMeHnTeNbHO K Active Directory n B Kaknx ciydasax
N Kak nx co3patoT? [ng Yyero co3gatoT canTbl (npumepsl)?

MoyeMy cHavana B CepBepHbIX, 3aTeM B MONb30BAaTENIbCKUX KOMMblOTEpax cTaju
ncnonb3oBaTb EFI? Kakne BO3MOXXHOCTY MO CpaBHEHUIO CO CTaHLapTHOW cxemon paet EFI,
MOXKHO i1 0bonTuck 6e3 EFIl n B Kakmx cnyyasx ?

. YTo Takoe SELinux, Kakue 3agaym peliaeT 1 kem pa3paboTaH 1 nogaepxxusaetca? OnuwmTte

nocrefoBaTelbHOCTb AENCTBIUI MO BKAKOYEHMIO U HacTponke ero Ha CentOS. Kakne noMmHuTe
pacnpocTpaHeHHble yTUAMTbI SELINUX, 018 4ero UcnosiblyeTcs Kaxkgas?

. Kakne BapunaHTbl xpaHeHus 3anucen (RR) nognepxusaeT DNS komnanum MS? Ha 4To0

nosnamseT Boibop MecTa xpaHeHuns?

YTo Takoe cybbeKkTbl M 06bEKTbl B KOHTEKCTe ynpaBieHus pgoctynom. Kak pabotaeT
MaHgaTHaa (MAC) nonnTuka ynpasneHus goctynom? B yem ee otnnyme ot DAC (npusenute
npumepbl foctyna kK ¢ganny B8 DAC n MAC? NMoyemy MAC mano pacnpocTpaHeHa B
cyuwiectytowmx OC

Kakune cnocobbl ncnonb3lyoTcsa (kak oHn paboTaeT) ans peweHus npobnem obpasoBaHus
umnknoB bpoagkacT-goMeHa (JOMEHa LUMPOKOBELLLAHNA)?

3. BapwuaHT:

a.

Y7o Takoe GID, UID B knaccnyecknx UNIX OC 1 Kak OHW UCNONb3YIOTCA OJ19 yNpaBaeHUs
noctynom? Kakne sBo3moxxHocTn gobasnsioT SUID, SGID?

['0e 1 B KaKoM BUAE MOXKET Haxo4uTbCa MH(opMaLusa o noss3oBatensx, rpynnax 8 OC UNIX?
oe obblYHO HAaxo0AUTCS 3Ta MHGOPMaLMA B Clydae OTAeNbHOM paboyen cTaHLMKM? Kakum
0bpa3oM MOXKHO ynpaBaaTb (Co3maBaTb/yAanaTb/MOANGULMPOBATL) Noab3oBaTensmMu B OC
UNIX? MpuBennTe nocaenoBaTeNbHOCTU AEWCTBUM MO CO3AaHWUID, YAANEHUIO U
6n1okmpoBaHuMio (Bxofa B cuctemy) nonb3osatens B8 OC UNIX ¢ ncnonb3oBaHmem 06bI4HOMO
pefakTopa (Hanpumep, Vi).

. Tne pa3meleHbl napameTpbl OC 1 NoNib30BaTENS, MOCJAe NPUMEHEHNS FPYMNMOBbIX NOANTUK?

Kakne cylwecTBYOT MHCTPYMEHTbl OTJafKW MeXaHuW3Ma rpynnoBbiX NOJUTUK? KOHCOJb
FPYNnoBoOn NONUTUKM HELOCTYMHA, Kak UcnpasuTb NapameTpsl GPO?
YT1o Takoe DACL, SACL, ACE?

e. YTo Takoe <<CepTVICbI/IKaLI,VIOHHaFI nporpaMmma», 410 BXOAOWUT B 3TO MNOHATWUE, KTO

pa3pabaTbiBaeT. YTo Takoe VUE n Prometric?
YTO Takoe aAMUHUCTPATUBHOE pacCcTosHME. [N Kakux NPOTOKON0B OHO UMeeT Bonblune



3Ha4eHna n noquy?

4. BapuaHT:

a. B 4yem npobnembl ANCKPELMOHHOM NONNMTUKIK Be3onacHOCTK (ynpaBieHnsa gocTynom)? MNovemy

HecMoTps Ha 3Tu npobnembl DAC WMPOKO ncnonb3yetcs (npakTuyieckn Bo Bcex OC)? MoxxHO
NN pewwnTb 3TK npobaembl B pamkax DAC 1 Kak?

. 4Yto Takoe GID, UID B knaccuyeckux UNIX OC n Kak OHU MCNOJIb3YIOTCA A1 yrNpaBJ/ieHUs

noctynom? Kakne sBo3moxxHocTn gobasnsioT SUID, SGID?

. KomneTteHunn u npocpeccvwl, nMewumne oTHoweHme K agMUHUNCTPUPOBaHNIO nc.

MHoroypoBsHeBas nogaepxka.

. B 4yem oTaun4mne nepemyHOro (primary) n pacwmnpeHHoro (extended) pa3nenos gucka? Kakue

CYLLEeCTBYIOT OFpaHUYEHUA Ha KO-BO pa3fenoB 3TUX TUMoB? MoxHO nu 3arpy3uTb OC,
HaXOo4ALWYCS Ha JIOrMY4eCKOM AUCKe pacllMPeHHOro pasfgen, B 4eM OTJnYnA/Kak
OCYLLEeCTBUTb 3arpy3Ky (ecnm BO3MOXHO) B CpaBHeHMM ¢ pacnonoxeHnem OC Ha nepBMYHOM
pasgene?

. OnuwunTte nocnepoBaTeNbHOCTL 3arpy3km OC UNIX ¢ MOMeHTa 3arpy3ku sgpa 4O 3anycka

noJib30BaTeNIeM NEPBOro NPUIOXKEHNS (pacCMOTPUTE ABa BapuaHTa 3arpy3ku: oo 3 n go 5
ypoBHe). B 4em ocobeHHOCTb SystemV 3arpy3sku?

. HasoBute 1 onuwmnTe metosbl 60pb6bl C NeETNAMN MapLWwpyTn3aunn. I'queMy OHW BO3HUKaKOT

N KakK nx n3bexatb (cnocobbl)?

MepeyeHb nabopaTopHbIX 3aAaHUi

1

Ha BblJ@aHHOM OnMcaHuy TOMONOrnKU CeTU MNpeLCTaBeHa
CeTb OpraHusauumn, coctodwas n3 N gpunmnanos un
LeHTpanbHoro oguca. Heobxoammo CKOHUrypmnposaTb
WHTPaHeT CeTb C NCMO0JIb30BaHNEM KaHanoB NoCTaBLLMKa
yCayr cBA3M U [ocTyn B IHTEepHET Yepes NocTasLyMKa yCnyr
NHTepHeT, a Takxe obecneynTb LOCTYN Mexay duinanamm
(B T.4. Cc Tpebyemon cxemor LOCTyna) COrnacHo OnMcaHuto
3afaHus.

BbINOMHMTL pa3BepThiBaHMe Cnyx6bbl kaTanora AD n
NPYMEHUTb K KOHTPOAepam AoMeHa LabsioHbl
6e3onacHocTu. MNoka3aTb NpenogaBaTento pesynbTaT
npvMeHeHns WabnoHOB M NpaBa NnoJib30BaTesnen
COOTBETCTBYHOLLUUX FPYMI.

Pa3BepTbiBaHue SELinux . KoHuUryprupoBaHume NoanTunk
SELinux





