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PABOYASl NPOFPAMMA YYEBHOW AUCLUMNJINHBI
51.0.23 IHHOKOMMYHMKALMOHHbIE CUCTEMbI U CETU
1. Koa u HauMeHOBaHMe HanpaBJieHUsA NOArOTOBKMU/CNeLasbHOCTH:
09.03.02 NHdopMaLMOHHbIE CUCTEMbI U TEXHOJIOT UK

2. NMpodunb NnogroToBKu/cneynanusaumsa:
MHdopMaunoHHbIe TEXHONOMK B LMGPOBOM AM3aHE

3. Keanudukaumsa (cteneHb) BbINYyCKHUKA: Bakanaepuat

®dopma obyyeHus:

O4Has

4. Kachenpa, oTBeyaowan 3a peaansauunio gucuunaudbl: Kadenpa nHGopMaLnoHHbIX
cucTem

5. CocTaBUTEIU NPOrpaMMmbl:
Kosasib AHapen Cepreesud, koval@cs.vsu.ru, CT.rnper, (akybTeT KOMMbIOTEPHbIX HayK, Kaenpa
MHOPMaLMOHHbIX CUCTEM

7. PekoMeHpoOBaHa:

npoTokoa HMC Ne 3 oT 25.02.2022

8. YueOHbIN roa:

2024-2025

9.llenu u 3apa4m y4eOHON AUCLUNIUHDI:

M3y4yeHne 0CHOB TEXHOJIOM N KOMIMbIOTEPHbIX CETEN U MHGHOKOMMYHUKALIMOHHBIX CUCTEM; MPUobpeTeHne
HaBbIKOB MPOEKTUPOBAHWS, peann3aumm n yrnpabaeHns AaHHbIMU cuctemamu. CTaBaTCs 3aAayu
MO3HAKOMUTb CTYAEHTOB C 3TaJIOHHbIMU MOZE/SMUN YPOBHEBLIX MPOTOKOJIOB U Ha MX OCHOBE MPOBECTU
MOYypPOBHEBOE PAaCCMOTPEHNE 3/IEMEHTOB CETEBON MHPPACTPYKTYPbl. HaBblK MPOEKTUPOBaHMS,
peanunsaumnn, yrnpaBaeHUs 1 Noncka HeUCrnpaBHOCTE CETEBOW MHGPPACTPYKTYPbl CTYAEHTbI MpuobpeTaT
B X0A€ BbIMNOJIHEHNS 1abopaTOPHbIX 3aAaHN.

10. MecTo y4yebHOM aucuunanHblI B CTPYKTYype OOM:
BxofLHble 3HaHUA: «ApXUTeKTypa IBM», «Teopnsa hyHKLMI KOMMJIEKCHOrO NepeMeHHOoro», «Teopus



BEDOFITHOCTGIZ N MaTeMaTunyecCkaa CTaTUCTUKa», <<Teop|/|;| I/IHCpOpMaLI,I/IOHHbIX npoueccoB N CUCTEM»,

«Teopuna nHopmaLnm».

11. NMnaHupyemblie pe3ynbTaTbl 00yueHusa no gucuunanHe/Moaynio (3HaHUA, YyMEeHUS, HaBbIKH),
COOTHeCeHHble C NJIaHUPYEeMbIMU pe3ysibTaTaMu 0CBOeHUs obpa3oBaTeNbHON NPOrpamMMbi

(koMneTeHUMAMU BbIHYCKHMKOB) U UHOUKaTOPaMU UX AOCTUIXKEHUA:

Kog v Ha3BaHMe KOMMeTeHLNK

OlNK-7 CnocobeH ocyLLecTBAATb
BbI6Op NaTgopm K
NHCTPYMEHTaNbHbIX
nporpaMMHo-anmnapaTHbIX
CpeAacTB A5 peanm3aumm
NH(OPMALMOHHBLIX CUCTEM;

OMNK-5 CnocobeH
WNHCTaNIMPOBaTh MPOrpaMMHoe
1 annapaTHoe obecneyeHne ons
NHHDOPMALMOHHbLIX U
aBTOMaTM3MPOBaHHbIX CUCTEM;

OMNK-7 CnocobeH ocyLLecTBAATb
BbIOOp NnaThopM u
NHCTPYMEHTasbHbIX
nporpamMMHo-annapaTHbIX
CpencTB ANna peanusauun
NHHDOPMALMOHHbBIX CUCTEM;

OMNK-7 CnocobeH ocyLLecTBAATb
BbIGOp NnaTgopm u
NHCTPYMEHTasbHbIX
NporpaMMHo-annapaTHbIX
CpencTB ANna peanusauun
NH(OPMALMOHHbIX CUCTEM;

Kon v Ha3BaHue NHOWKaTOpPa
KoMneTeHunn

OlK-7.1 3HaeT OCHOBHble
NAaTgOopPMbI, TEXHOIOMUN 1
WHCTPYMEHTaIbHbl€ NPOrpaMMHO
annapaTHble CpeacTBa ons
peann3aunmn NHHOPMaLMOHHbIX
CUCTEM

OlK-5.1 3HaeT 0CHOBHI

CNCTEMHOIo aAMUHNCTPUPOBaHNA,

aAMUHUCTpUpoBaHma CYB[,
COBpPEMEHHble CTaHLapThbl
NH(OPMALMOHHOTO
B3aUMOLENCTBUSA CUCTEM

OlK-7.2 YMeeT oCyLecTBNATb
BbIOOp NnaThopm 1
WNHCTPYMEHTaIbHbIX NPOrpamMMHO-
annapaTHbIX CPeacTB ans
peann3aunm MHHOPMaLIMOHHbIX

CcncTem, NpMMeHAaTb COBPEMEHHbLIE

TexHonormnnm peanmsaumnin
WH(OPMALMOHHBIX CUCTEM

OMK-7.3 iImeeT HaBbIKM BNadeHNS

TEeXHONOrnMAMN n

WNHCTPYMEHTasIbHbIMU MPOrpPaMMHO-

annapaTHbIMW CpeaCcTBaMu Ans
peanu3aummn NHHOPMaLMOHHbIX
cucTem

3HaHu4, YMEHWNA, HaBblKW

3HaTb: MAPUHLUNGI
OpraHM3aLmm KOMMNbOTEPHbIX
CceTen N CucTem
TeNneKoOMMYHMKaL Wi

3HaTb: MPUHLMNMGI
(PYHKLMOHMPOBaHMSA
COBPEMEHHBbIX CETEBbIX
TexHonormn NHTepHeT u
WHTPaHeT ceTei, B TOM
4yncne C KOHTeKCTe X
pa3BEpPThIBAHMA 1
aAMUHNCTPUPOBaHNA

YMeTb: WCMOo/b30BaTh
COBPEMEHHbIE CEeTEBbIE
TexHonorun NHTepHeT n
NHTPaHEeT ceTewn;
NPOEKTMPOBaTb CETEBYIO
NH(PaCTPYKTYpy
COBPEMEHHbIX
NH(OPMALMOHHBIX CUCTEM,
BbINOJHATb
KOH(MIypmpoBaHMe 1 NoncK
HencnpaBHOCTeN B IHTepHeT
N NHTPaHeT ceTax

BNlafeTb: MeTOA4AaMN pacyeTa
1N TEXHONOrMAMM pa3paboTky
CUCTEM Nepefayn AaHHbIX;
CNocobHOCTbIO BbIGBUPaTL U
oLeHMBaTb Cnocob
peanusauumn ceTeBon
NHPPaCTPYKTYpbI A4
NHMOPMALMOHHbIX CUCTEM B
paMKax NnocTaBJIeHHOW
3aja4un



12. O6beM guCUMNAUHBI B 3a4eTHbIX e AMHMLaX/4yac:
4/144

dopMa NPOMEe)XYTOYHOU aTTecTalum:

SK3aMeH

13. TpynoeMKOCTb No BUAaM y4ebHon paboTbl

Bug y4ebHon paboTbl

AyaNTOpPHbIE 3aHATUA
JIeKUNOHHbIE 3aHATUSA
lpakTn4eckne 3aHATUSA
NabopaTopHble 3aHATKA

CamocTodATeNbHas paboTa
KypcoBas paboTa

MpoMexyTo4YHas aTTecTauuns
Yacbl Ha KOHTPOJIb

Bcero

13.1. Copep>xaHue AUCLMUMNINHbI

n/n HavMmeHoBaHMWe pa3fena ConepxxaHue pasgena
OUNCUMMIVHBI ANCUMMINHBI

1 OcHoBHble onpepenieHns,  lpegmeT nsyvyeHUs Kypca,
KNaccudurKaumm, MoLesin.  OCHOBHble onpenesneHus.
CTpyKTypa MHMOpMaLMOHHOWN
cetn. MHoroyposHeBas
apxuTeKkTypa ceTu. MoHaTne
npoTokona. Mogesnb

B3aNMOCBA3N OTKPbITbIX CUCTEM.

®yHKUMOHaIbHblE MPO(UIIN.

CemecTtp 6

64
32
16
16
44

36
36
144

Bcero

64
32
16
16
44
0
36
36
144

Peanunsauns pasgena guncumnninHbl C NOMOLbHO

OHNanH-Kypca, IYMK

IYMK «/IHHhOKOMMYHUKaLMOHHbIE CUCTEMBI 1

ceTun»,

https://edu.vsu.ru/course/view.php?id=2215



n/n

HanmeHoBaHue pasfgena
ONCUMMSINHD

®N3NYECKMii ypoBEHb

NH(OPMALIMOHHbBIX CETEN.

ConepxxaHue pasgena
ANCUMUNINHB

OCHOBbI TeopUK NHOPMaLIUN.
Mepa nHdopmauun,
BEPOSATHOCTHbIV NOAXOA,.
OCHOBHbIE XapaKTepPUCTUKN
CUCTEMbI Nepeaayn GUCKPETHbIX
COOBLLEHWNI N INHUI CBA3N.

S PeKTNBHOCTb NCMOIb30BaHNA
4YaCTOTHOr0 AMana3oHa
cpencTBaMu nepenayn gaHHbIX.
NHdpopMaLnOHHbIE EMKOCTH
AVNCKPETHOr0 1 HEMPEepbLIBHOMO
curHasnos. lMNpegensl CKOpPOCTH
nepepayn gaHHbIX, TEOPEMbI
HalkeucTa v LLleHHOHa.
MpHUMNbI 1 NCMOJIb3yeMble
BMIbl MOAYNALMUN, NX
ocobeHHoCTN. KoMmniekcHoe
npeLcTaBieHne
MOZYMPOBaAHHOIo curHana. 1/Q
MoaynsaTop. MonHaa cuctema
nepegayn AaHHbIX, ee
XapaKTepUCTUKN. BepoaTHocTn
CUMBOJILHOM U 6UTOBON OLIMOKK
4719 MOLYNALMOHHBIX CXEM,
JNlabopaTopHble TeMbI: N3y4eHue
BO3MOXXHOCTelN cpeabl Matlab no
MOZeNMpoBaHmio
KOMMYHUKaLMOHHbIX CUCTEM Ha
npvmMepe mogenn BPSK cnctemsl.
Communications Toolbox 1
Communications Blockset.
PacyeT KOMMyHMKaLMOHHOM
cuctemsl. OnpegeneHne
XapaKTepUCTUK MOAYNALMNOHHBIX
cxeM. Cpefla MogenMpoBaHusa
Simulink. MogenunposaHue
MOJIHOW CUCTEMbI Nepefayn
LaHHbIX B cpege Simulink.
MognenmpoBaHue cuctem
nepenayn MPSK, QAM.
OnpegneneHue BER, SER
aHaAMTNYECKN 1 C MOMOLLLbIO
UMUTALMOHHOIO
MOLeNMpoBaHus.

Peanusauns pasgena AUCLMIMINHBI C MOMOLLbIO
OHNanH-Kypca, JYMK

IYMK «IHHhOKOMMYHUKALMOHHbIE CUCTEMbI 1
ceTm»,
https://edu.vsu.ru/course/view.php?id=2215



n/n HavmeHoBaHue pa3gena
OVNCUNMVHD

3 YpoBeHb yrpaBieHus
KaHaJsioM obMeHa
JaHHbIMK,

4 TexHonornm nNoKasbHbIX,
6ecnpoBoAHbIX,
CMYTHUKOBbIX CETeN.

5 NGN-ceTn.

6 MapLpyTusauus.

7 TexHonorum WAN.

ConepxxaHue pasgena
ANCUMUNINHB

Lndposoe v normnyeckoe
KoaunposaHme. O6bHapy>xeHune un
ncnpassieHne ownboK.
YnpasJsieHne KaHanoM,
pa3fnyHble NOAXO0AbI.
ACVHXPOHHOE U CUHXPOHHOE
opmaTuposaHue. ARQ-meToabI.
CTaTU4YeCcKoe 1 AMHaMUYecKoe
pacnpeneneHns pecypcos
KaHana. JTabopaTopHble TEMbI:
MOAenMpoBaHmne
NpOVN3BOANTENBHOCTY
NPOTOKONOB YNpaBieHus
KaHasioM.

JlokanbHble ceTun, CTaHga PThI

IEEE802.x. MeToabl KOMMyTaL MWW,

PacyeTbl Ethernet ceTern.
becnpoBogHble ceTu.
CnyTHUKOBbIE CETH.
JNlabopaTopHble TeMbI: pacyeT
ceTen Ethernet, Fast Ethernet.

MyanMMeuma N KOMMbIOTEPHbIE
ceTu, QoS.

MapLpyTusaumus B ceTax
nepegayn gaHHbIX. YnpasaeHune
noToKammn JaHHbIX. MexceTeBoe
B3aumopencteue. IP.

JlabopaTopHble TeMbl: afpecaLmns

B TCP/IP ceTsx: Bbl4MC/IEHMSA
agpecoB nogceTen, Macok
noaceTen, alpecoB
LUMPOKOBELLaHWS.

CeTun C KOMMYyTalLMen NakeToB.
ISDN, uupoBsble ceTu C

WHTErpaibHbIM 06Cy)XXBAHUEM.

Frame Relay. SDH. ATM.

Peanusauns pasgena AUCLMIMINHBI C MOMOLLbIO
OHNanH-Kypca, JYMK

IYMK «IHHhOKOMMYHUKALMOHHbIE CUCTEMbI 1
ceTm»,
https://edu.vsu.ru/course/view.php?id=2215

IYMK «IHHhOKOMMYHUKALMOHHbIE CUCTEMbI 1
ceTun»,
https://edu.vsu.ru/course/view.php?id=2215

SYMK «IHHhOKOMMYHUKALMOHHbIE CUCTEMbI 1
ceTun»,
https://edu.vsu.ru/course/view.php?id=2215

SYMK «/IHhOKOMMYHMKALNOHHbBIE CUCTEMbI U
ceTun»,
https://edu.vsu.ru/course/view.php?id=2215

IYMK «IHHhOKOMMYHUKALMOHHbIE CUCTEMbI 1
ceTu»,
https://edu.vsu.ru/course/view.php?id=2215



n/n

10

HanmeHoBaHue pasfgena
ONCUMMSINHD

MexayHaponHble U1
pernoHasibHble CEeTH
obuero HazHaveHus.
Internet.

KoprnopaTuBHble CeTn 1
CUCTEMBI.
NHpopmaLmoHHasda
6e3onacHOCTb ceTen.

MpoekTnpoBaHue

VH(OPMALIMOHHBIX CeTell.

®un3nMYeCKnin ypoBeHb

NH(OPMaLMOHHBIX CETEN.

(nab.)

du3nYeckuin yposeHb
NH(OPMALIMOHHBIX
ceten.(nab.)

TexHONOrnn NoKasbHbIX,
6ecnpoBoAHbIX,
CMYTHWKOBbIX
cetei.(nab.)

ConepxxaHue pasgena
ANCUMUNINHB

VIHTEepHET: NoCTaBLLMKN yCayr.
OTBETCTBEHHbIE OpraHmn3aLum
NHTepHeT. H(paCTPyKTypHbIe
cnyx06bl IP-ceTeln. ObopynoBaHune
N TEXHOJIOTUN COBPEMEHHbIX |P-
ceTen. IPv6. JlabopaTopHble
TeMbl: MapLpyTn3auns B
WHTPaHET CeTsX,
KOHOUIYPUPOBaHNE KOHEYHbIX
Y3/10B 1 MapLIpyTU3aTopPOB.
DHCP: KoHurypuposaHue Ha
CTOPOHE CepBepa N KOHEYHbIX
y3108B. MapLwpyTusauns B
NHTepHeT. OnpepeneHune
MarmcTpasbHbIX MapLIpyTOB B
NHTepHeT. DNS:
KOH(UTryprpoBaHMe Ha CTOPOHe
cepBepa ¥ KOHEYHbIX Y3/10B.
PerncTpaTopbl 1 OTBETCTBEHHbIE
opraHunsaumm NIHTepHeT.
TyHHENN ons cocyllecTBOBaHMSA
IPv6 1 IPv4 ceTel.

Intranet-ceTun. OcobeHHOCTU
nocTpoeHnsa intranet-ceten.
be3onacHoCTb ceTen nepenayn
faHHbIX. VPN. CeTeBble 3KpaHbl.
IPsec. JlabopaTopHkle TeMbI:
KoprniopaTuBHas ceTb BI'Y.
NccnepoBaHue,
LOKYMEeHTMpOBaHue.

MeToL0N0r st MPOEKTUPOBAHMS
NH(OKOMMYHUKALIMOHHbIX
cucTeM n ceten. Miepapxnyeckas
mogenb CISCO. LLabnoHbl
NMPOEKTUPOBAHNS.

PacyeT 6to4xeTa MOLLHOCTA 1
OCHOBHbIX XapaKTepucTuk
KOMMYHVKALVOHHON CUCTEMBI

V3yyeHne CKK. OnpepeneHune
BEPOSATHOCTY BUTOBOW OLWNOKM
Kak OyHKLUUN OTHOLLIEHNS
CUrHaN-WyM A19 PasfinyHbIX
BMA0B MOAYNALMN

KoHurypuposaHue
NH(pacTpykTypHON WiFi-ceTn,
AAA-cepBepa

Peanusauns pasgena AUCLMIMINHBI C MOMOLLbIO
OHNanH-Kypca, JYMK

IYMK «IHHhOKOMMYHUKALMOHHbIE CUCTEMbI 1
ceTm»,
https://edu.vsu.ru/course/view.php?id=2215

3YMK «/HhOKOMMYHMKALNOHHbBIE CUCTEMbI U
ceTm»,
https://edu.vsu.ru/course/view.php?id=2215

SYMK «/IH(hOKOMMYHMKALUNOHHbBIE CUCTEMbI U
ceTun»,
https://edu.vsu.ru/course/view.php?id=2215

9YMK «/IHhOKOMMYHMKaLNOHHbBIE CUCTEMbI U
ceTm»,
https://edu.vsu.ru/course/view.php?id=2215

IYMK «VIHhOKOMMYHUKALMOHHbIE CUCTEMBI 1
ceTun»,
https://edu.vsu.ru/course/view.php?id=2215

SYMK «/IHhOKOMMYHMKALNOHHbBIE CUCTEMbI U
ceTun»,
https://edu.vsu.ru/course/view.php?id=2215



n/n

10

HanmeHoBaHue pasfgena
ONCUMMSINHD

MapwpyTusauus.(nab.)

MexayHapoLHble n
pervioHasnbHble CETH
obLero HaszHaveHus.
Internet. (nab.)

MexayHapoZLHble n
pernoHasnbHble CeTH
obLero HazHavyeHus.
Internet. (nab.)

MexAayHaponHble U1
pervioHasnbHble CETH
obuiero HazHaveHus.
Internet. (nab.)

KoprnopaTuBHble ceTn 1
CUCTEMBI.
NHpopmaLmoHHasda
6e3onacHOCTb ceTen.
(nab.)

MpoekTupoBaHune

NHDOPMALIMOHHBIX CETEN.

(nab.)

dU3nYeCcKuii ypoBeHb

MHOPMALIMOHHbBIX CeTell.

(mpakT.)

®N3NYECKNit YpOBEHb

NH(OPMALIMOHHBIX CeTEN.

(npakT.)

TexHONorum NoKanbHbIX,
6ecnpoBOAHbIX,
CMYTHUKOBbIX CETEN.
(MpakT.)

MapLwpyTusauus.
(npakT.)

MexAayHapoaHble 1
pervoHanbHble CeTH
obLiero HazHavyeHus.
Internet. (mpakT.)

ConepxxaHue pasgena
ANCUMUNINHB

MnaHvpoBaHue agpecHoro
npocTpaHcTBa IPv4-ceTen n
co3flaHune ceTu

KoHgurypuposaHue
NHPaCTPYKTYPHbIX Cyx6 IP-
ceTtun: DHCP 1 DNS.

MocTpoeHue, npoBepka
paboToCcnocobHOCTN 1 MONCK
HewncnpasHocTen B IPv4/IPv6
ceTsx (DualStack)

MoctpoeHue IPv6-over-IPv4, GRE
TYHHenen.

AHanus IP-cBA3HOCTU 1
NMOCTPOEHNE Ha 3TON OCHoBe |P-
KapTbl ceTu

L2 ys3BMMOCTY UHTPAHET CETEW.
APR

PacyeT 6104)KeTa MOLHOCTY 1
OCHOBHbIX XapaKTepUCTUK
KOMMYHWKALVOHHON CUCTEMbI

MN3yyeHne CKK. OnpepenexHune
BEPOSATHOCTM BUTOBOW OWINGKM
KakK PyHKLMN OTHOLLEHUNS
CUTHaN-WIYM NS Pa3inyHbIX
BMLOB MOAYALNN

KoHuryprposaHue
nHgpacTpykTypHon WiFi-ceTn,
AAA-cepBepa

MnaHnpoBaHne afpecHoro
npocTpaHcTBa IPv4-ceTen n
co3faHve ceTu

KoH(uryprposaHue
NHPPACTPYKTYPHBIX Cy6 IP-
ceTtun: DHCP n DNS.

Peanusauns pasgena AUCLMIMINHBI C MOMOLLbIO
OHNanH-Kypca, JYMK

IYMK «IHHhOKOMMYHUKALMOHHbIE CUCTEMbI 1
ceTm»,
https://edu.vsu.ru/course/view.php?id=2215

SYMK «/IHhOKOMMYHMKALUNOHHbIE CUCTEMbI U
ceTun»,
https://edu.vsu.ru/course/view.php?id=2215

SYMK «IHHhOKOMMYHUKALMOHHbIE CUCTEMbI 1
ceTun»,
https://edu.vsu.ru/course/view.php?id=2215

IYMK «VIHhOKOMMYHUKALMOHHbIE CUCTEMBI 1
ceTun»,
https://edu.vsu.ru/course/view.php?id=2215

3YMK «/IHhOKOMMYHMKALNOHHbBIE CUCTEMbI U
ceTm»,
https://edu.vsu.ru/course/view.php?id=2215

IYMK «IHHhOKOMMYHUKALMOHHbIE CUCTEMbI 1
ceTun»,
https://edu.vsu.ru/course/view.php?id=2215

SYMK «/IHhOKOMMYHMKALNOHHbBIE CUCTEMbI U
ceTun»,
https://edu.vsu.ru/course/view.php?id=2215

IYMK «IHHhOKOMMYHUKALMOHHbIE CUCTEMbI 1
ceTm»,
https://edu.vsu.ru/course/view.php?id=2215

IYMK «IHHhOKOMMYHUKALMOHHbIE CUCTEMbI 1
ceTun»,
https://edu.vsu.ru/course/view.php?id=2215

IYMK «MIHHhOKOMMYHUKALMOHHbIE CUCTEMbI 1
ceTun»,
https://edu.vsu.ru/course/view.php?id=2215

IYMK «IHHhOKOMMYHUKALMOHHbIE CUCTEMbI 1
ceTun»,
https://edu.vsu.ru/course/view.php?id=2215



n/n  HaumeHoBaHve pa3gena Cofiep)aHue pasgena Peanusauusa pasaena AUCLUIINHBI C MOMOLLbI0

ONCUNNINHDI OUCLUMINHBI OHNanH-Kypca, JYMK

8 MexayHapofLHble n MocTpoeHve, npoBepka IYMK «VIHHhOKOMMYHUKALMOHHbIE CUCTEMBI 1
pernoHasbHble ceTu paboTocnocobHOCTU 1 NOMCK ceTm»,
obuero HazHaveHus. HewncnpasHocTen B IPv4/IPv6 https://edu.vsu.ru/course/view.php?id=2215
Internet. (mpakT.) ceTsx (DualStack)

8 MexayHapoLHble n MoctpoeHue IPv6-over-IPv4, GRE  9YMK «MH(HOKOMMYHMKALMOHHbIE CUCTEMbI 1
pervoHanbHble CeTn TYHHenen. ceTun»,
obLiero HazHavyeHus. https://edu.vsu.ru/course/view.php?id=2215

Internet. (npakT.)

9 KoprnopaTuBHble CeTn 1 AHanns IP-CBA3HOCTU © 9YMK «/IHhOKOMMYHMKALNOHHbBIE CUCTEMbI U
CUCTEMBI. NOCTPOEHNE Ha 3TON OCHoBe IP- ceTu»,
VHdhopMaLmoHHas KapTbl CeTU https://edu.vsu.ru/course/view.php?id=2215
6e30MacHOCTb ceTen.
(mpakT.)

10 lpoekTupoBaHue L2 yA3BMMOCTM MHTPaAHET CETEN. 9YMK «/IHhOKOMMYHWKaLNOHHbBIE CUCTEMbI U
NHOPMaLIMOHHBIX ceTen.  APR ceTu»,
(MpakT.) https://edu.vsu.ru/course/view.php?id=2215

13.2. Tembl (paspensl) AUCLUNANHBI U BUObI 3QHATUIA

Noe  HaumeHoBaHue JlekunoHHble  TpakTuyeckne JlabopaTopHble CaMocTosiTeNbHas Bcero
n/n  Tembl (pasgena) 3aHATUS 3aHATUSA 3aHATUS paboTa

1 OCHOBHbIE 2 2 4
onpeneneHuns,
Khaccuukaumm,
MOAENN.

2 dur3nyecknn 6 3 3 6 18
YPOBEHb
NHDOPMALIMOHHBIX
ceTen.

3 YpoBeHb 2 1 1 4 8
yrpaBJieHUs
KaHanoM obmeHa
JIaHHbIMN,

4 TexHonoruu 5 2 2 5 14
JIOKANbHbIX,
H6ecnpoBoaHbIX,
CMYTHUKOBbIX
ceTen.

5 NGN-ceTn. 2 1 1 2 6
6 MapwpyTtusauma. 5 2 2 9 18

7 TexHonorunm WAN. 4 1 1 4 10



No  HaumeHoBaHue JlekumoHHble  TpakTuyeckne JlabopaTopHble CamocTosTeNnbHas Bcero
n/n  Tembl (pasgena) 3aHATUS 3aHATUSA 3aHATUS paboTa

8 MexayHapohHble 2 3 3 4 12
N pervoHasbHble
ceTn obuiero
Ha3Ha4yeHus.
Internet.

9 KopnopaTusHsble 2 2 2 4 10
CEeTN N CUCTEMBI.
VHhopmaLoHHas
6e3onacHoCTb
ceTen.

10 TlpoekTupoBaHue 2 1 1 4 8
NHMOPMALIMOHHBIX
ceTen.

32 16 16 44 108

14. MeToaunyeckue yKasaHusa ans oby4yalowmxcs no 0CBOEHUIO ANCLUMIUHDI

OucunnnuHa TpebyeT paboThl C hannamMu-npes3eHTaLMaMN NeKUMA U COOTBETCTBYIOLWMMMN T1aBaMu
PEKOMEHA0BaHHOM OCHOBHOW NNTepaTypbl, a Takxe, 0683aTeNbHOro BbINOAHEHUSA BCeX NabopaTopHbIX
3a4aHUN B KOMMbIOTEPHOM KJacce. CamoCcTosiTeNbHAA MOArOTOBKA K NabopaTOPHbIM 3aHATUAM He
TpebyeTcs, T.K. HeobxoanMble peKoMeHAauny JA0TCA B ayAMTOPUN, rae BbiNOJHATCA abopaTopHbie
paboThl.

CamocToATeNbHas paboTa NPoBOANTCS B KOMMbIOTEPHbIX Knaccax ®KH ¢ ncnonb3oBaHMEM METOANYECKNX
MaTepranoB PacrosIoXKEHHbIX Ha y4ebHo-MmeToan4eckom cepeepe ®KH "\\fs.cs.vsu.ru\Library” n Ha
cepsepe Moodle BI'Y moodle.vsu.ru n BbINOAHEHNEM 3a4a4 KOHOUIYPUPOBaHNS BUPTYanm3npoBaHHom NC.
Bo Bpems camocToATENbHON PaboThl CTYAEHTbI UCMOb3YIOT 3NEKTPOHHO-6MBINOTEYHBIE CUCTEMBI,
[OCTYMHble Ha nopTafe 3oHaNbHoW bubnnotekn BIY no agpecy www.lib.vsu.ru. bonbluas 4acTb 3a4aHuWN
MOXXeT ObITb BbIMO/HEHA BHE ayAMTOPUIA Ha AOMALLHEM KOMMbOTepe, nocse ycTaHoBky MO 1 obpa3os OC
¢ y4yebHo-mMeToan4eckoro cepsepa ®KH.

15. Nepe4yeHb OCHOBHOMW M OONOJIHUTENILHOW NINTEpaTypbl, PEeCypPCcoB UHTEPHET, HeoOXoAMMBbIX
AN OCBOGHUSA AUCLUMJINHDI

Ne NCcToYHUK
n/n

1 MyroskuH, A.B. CeTn nepenayv AaHHbIX : y4ebHoe nocobue / A.B. [TyroBkuH ; TOMCKui
[ocynapCTBEHHbIV YHUBEPCUTET CUCTEM YrpaBJeHUs v paanodneKTpoHuku (TYCYP). - ToMcK :
®akynbTeT ANCTaHUMOHHOro oby4yeHms TYCYPa, 2015. - 138 c. : cxem. ,ua., Taba. —
YHuBepcuteTckas bnbanoteka OHIauH | 31€KTPOHHO-6MbanoTeyHas cnctema. — Pexxum
goctyna : https://biblioclub.ru/index.php?page=book&id=480793



Ne NCcToYHUK
n/n

2 [puueHko, t0.6. BbluncanTenbHble CUCTEMbI, CETU U TEIEKOMMYHUKaLun ;| y4ebHoe nocobue /
10.6. MpuueHko ; ToMCKuvi F0CyAapCTBEHHbIVI YHUBEPCUTET CUCTEM YPaBIEHUS n
paanosneKkTpoHuku (TYCYP), ®akyabTeT ANCTaHUMOHHOro oby4eHuns. - Tomck : TYCYP, 2015. -
134 c. : cxem., Taba., na. — YHuBepcuteTckasa bubanmoTeka OHAaviH ;| 31eEKTPOHHO-bMbInoTeyHas
cnctema. — Pexinm goctyna : https://biblioclub.ru/index.php?page=book&id=480639

6) nononHWTENbHaa NUTepaTypa:

Ne n/m NCTOYHUK

1 Onunpep B.I. KomnibroTepHble ceTu. [TpuHUNMbI, TEXHO0r K, NPOTOKobI / B.I. Onngep, H.A.
Onncpep. - 4-e n3g. - CaHkT-leTepbypr : [Mutep, 2010. - 943 c.

B) UH(OPMALIMOHHbIE 371EKTPOHHO-06pa3oBaTe/IbHbIE PECYPChI:

Ne n/m NCTOYHUK

1 bnbnunoteka BIY, http://www.lib.vsu.ru
2 Cepsep y4ebHo-MeToanYeckux matepuanos ®KH, \\fs.cs.vsu.ru\Library
3 IYMK «NHPOKOMMYHUKALIMOHHbIE CUCTEMbBI 1 CETU»,

https://edu.vsu.ru/course/view.php?id=2215

16. MepeyeHb yuebHO-MeTOAMYECKOro obecneyeHus ons CaMOCTOATENIbHOW paboThbl

Ne n/m WCTOYHUMK
1 Cepsep yyebHo-mMeToanyvecknx matepuanoB PKH, \\fs.cs.vsu.ru\Library

2 IYMK «NHOKOMMYHUKALIMOHHbIE CUCTEMbBI U CETU»,
https://edu.vsu.ru/course/view.php?id=2215

17. ObpasoBaTesibHble TEXHOJIOTMM, UCNOJIb3YyEeMble NPU peanunsauum y4ebHON AUCLUNINHBI,
BKJIIOYasA OUCTaHUMOHHbIe oOpa3oBaTenbHble TexHonoruun (AOT), anekTpoHHoe oby4yeHue (30),
cMeLLlaHHoe obyuyeHue):

1. TexHonorum BUpTYyanusaLum:

Cpega supTyanusauum Oracle/Sun Virtual Box

2. DNEeKTPOHHO-6MbNnoTeYHasa cnctema «YHuBepcuteTckas bubnmnoteka oHnanH», http://biblioclub.ru
3. Obpa3sosaTenbHbIN NopTan Moodle (cepsep Moodle BI'Y)

4. CepBepHble 1 knneHTckme OC Microsoft.

5. OnepauwnoHHasa cuctema GNU/Linux (auctpnbyTtme CentOS).

6. MO MATLAB.



18. MaTepuaano-TeXHuquKoe obecneyeHue OoUCLMUNIIUHBI:
1. JleKUuMOHHaa ayamuTopus, OCHallleHHas BUAEONpPOEeKTOPOM.

2. KoMnbloTepHbIN Knacc Ansd npoBegeHns nabopaTopHbIX 3aHATWIA, OCHALWEHHbIM MPOrPaMMHbIM
obecneyeHnem VirtualBox, VirtualPC, MATLAB. O6bem onepaTuBHON NaMaTn Ha paboyee MeCTo He MeHee
4T'B.

3. JlabopaTopusa ceTen n CUCTEM nepemadn nHhopMaumm.
19. OueHo4YHbIe CpeacTBa ANA NPOBeAEeHUA TEKYLLEN U NPOME)XXYTOYHOW aTTecTauun

MopsAoK OLEHKM O0CBOEHNS 00yYaloLWMMNCS y4ebHOro MaTepmana onpeaensieTcs Coaep>XXaHmem
CneayoLwmnx pasaenos ANCUUMINHBI:

Ne Pazpensl Kon komneTeHumn Kopg nHamkatopa OueHOYHble cpeacTsa ANs

n/n ANCUMNMNHBI TeKyLlen atTecTaumm
(Mozynu)

1 1-3 OnkK-7 OMnK-7.1 KoHTponbHasa paboTa 1

2 4-5 OMnK-5 OMnK-5.1 JNabopaTopHble 3agaHns Nel-2

3 6-7 OnkK-7 OMnK-7.2 KoHTponbHas paboTa 2

JNabopaTopHble 3agaHns Ne3-6

4 8-10 OrnK-7 OMnK-7.3 KoHTponbHas paboTa 3
JlabopaTopHble 3agaHnsa Ne7-9

[MpomMe)xyTo4yHasa aTTecTaums
dopMa KOHTPOJIA - IK3aMeH
OueHoYHble CpeacTBa A4 NPOMEXYTOYHOM aTTecTalmmn

MUcbMeHHas KOHTPosibHast paboTa. Bo3MOXXHO NolyyeHne OLLEHKU Mo pe3ysibTaTaM TEKYLLMX aTTecTaluii,
COrJIaCHO MOJIOXKEeHW0 0 6aIbHO-PENTUHIOBON CUCTEME 06YYEHNS N OLLEHKM YCNeBaeMoCTH CTYAEHTOB.

20 TunoBbie OUuEeHOYHble CpeaAcTBa U MeToAMYecKue MaTepuansl, onpepensiowime npouenypbl
OLLeHUBaHUA

20.1 TeKywWwMN KOHTPOJIb YCNEeBAaeMOCTH

NMepeyeHb nabopaTopHbIX 3aAaHUN

1 PacyeT bl0a>KeTa MOLHOCTM M OCHOBHbIX XapaKTEPUCTUK
KOMMYHWKaLWUOHHON CUCTEMBI

2 N3yyveHne CKK. OnpeneneHune BepoaTHOCTU BMTOBON OWNBKHM
KaK (hyHKLUN OTHOLLEHUS CUrHaN-LLyM 015 Pa3jnYHbIX BULOB
MOLYNALMNN

3 | KoHurypnpoBaHme nHdpactpykTypHom WiFi-cetu, AAA-
cepsepa

4 MnaHnpoBaHWe agpecHoOro NpocTpaHcTea IPv4-ceTen n
Co34aHune cetu




5 KoHuryprpoBaHme NHGOPacTpyKTYpHbIX Cyxb IP-ceTu:
DHCP un DNS.

6 | MocTpoeHue, npoBepka paboTocnocobHOCTN 1 MONCK
HeucrnipaBHocTen B IPv4/IPv6 ceTsx (DualStack)

7 | NocTtpoeHune IPve-over-IPv4, GRE TyHHenen.

8 | AHanm3 IP-CBA3HOCTM 1 NOCTPOEHNE Ha 3TOW OCHOBE IP-KapThl
cetn

9 | L2 ya3BUMOCTU UHTpPaHeT ceTen. APR

MepeyeHb BONPOCOB ANA KOHTPOJIbHbIX paboT

Ne Bonpocbl KOHTpoOsIbHON paboThl 1

1 YTO Takoe NNHNS CBA3KN, YeM OTINYAEeTCS OT KaHasa nepefayv AaHHbIX? MNepeyncante n jante onpeneneHns
XapaKTepPUCTMKaM JIMHWUIA CBSA3U, YKaXXMTe Cnocobbl X npeacTaBneHns/eauHnLbI n3mepeHuin. MNprneegnte
nprvMepbl N0bbiX N3BECTHLIX BaM 3HaYeHMIn XapakTepucTuk (ana nobon cpebl)

2 MepeyncnuTe TUNOBbLIE TOMOAOrUY CETEN. B 4em 0TAnYMe TONONOrMIA WNHA (MK LWKMHA B TOYKE) 1 3Be34a.

3 Ons 4ero ncnonb3yeTcs MOAyNAUMS, MOXXHO 1 6e3 Hee 060NTUCL MpU Nepefaye AaHHbIX, B KAKOM Cily4Yae
(06bACHUTE NoYemy)? B 4eM npuHUMnManbHble oTandma QAM n PSK Mmoaynaumnin, Kakne TexHnYeckme
npobaemMbl MOXET BbI3BaTb 3TO OT/ANYME?

4 YTo nmMeroT B BUAY, KOr4a roBopsT, 4TO KOMMYHUKALMOHHaa CUCTeMa OrpaHM4eHa no mMowHoctr? A rno
nosoce? Kak 3Tu orpaHuyeHnsa onpenennts? B nepsoit nabopaTopHol 3aaye, cCnekTpabHas
a¢hdekTnBHOCTL BPSK nonaranack pasHon 0,5. MoXXeT M CNOXKWUTLCA CUTYyaLnsa B JaHHOW 3afave, npu
KOTOPOW criekTpasbHas 3 (PEKTUBHOCTb NAeaNbHON CUCTEMbI COOTBETCTBYIOLLEN YCI0BUAM 3afayn, byaeT
MeHbLue 0,57 ECnm 3T0 BO3MOXKHO, TO NPU KaKMX YCNOBUAX 3aadn?

5 YTO Takoe MHOroypoBHEBbIE MOLENN CETU, LJIA Yero OHW HYXXHbI? [puBeanTe npuMepsl Mogenen. Hasosute
YPOBHW 1 ONULLINTE 334341 KaXKL0ro ypoBHS.

6 b.

7 YTO Takoe MynbTUMNIEKCUPOBAHME U AEMYNbTUMIEKCUPOBAHME NAaKeTOB (B CTEKE NPOTOKOJIOB), Kak
onpepenseTca nyTb NakeTa B CTeke (MOXXHO Moka3aTb Ha npumepe HTTP-sebcepsuca)?

8 YTO Takoe KOMMJIEKCHOe npeacTaB/ieHne MOLYIMPOBAaHHOMO CMrHana. YTo Takoe co3gesane (B T.u.
npvMepbl)? MovyeMy NCKa)KeHHbIe LLYMOM COCTOSHUS CUrHana B 3allyMJIeHHbIX CO3BE3AMAX COCPefOTOYEHbI-
BMMCaHbl B OKPYXXHOCTb, @ He, Hanpumep, B 0Ba Wan gpyryo gurypy? Ecnm 31o ahdekT onpeneneHHbIX
YCJIOBUIA 3KCMEPUMEHTA, TO KaKMX UMeHHO? MoryT nn BbITb «<HECUMMETPUYHbLIE» UCKAXKEHUS U B KaKMX
cnyyasax? Moyvyemy peanbHO NCNOJIb3yeMble CUrHaNbHbIE CO3BE3AMA 0ObIYHO CUMMETPUYHbI?

9 YT0 Takoe CaMOCMHXPOHM3MPYIOLWNIACS undposol koa? MNprueeanTte npumep

10 HanuwunTe 0CHOBHbIE 3aBMCUMMOCTM MEXAY KPaTHOCTbIO 06Hapy KMBaeMbIX OLWMOOK, NCNpaB/igeMbiX OWNOOK 1
KOAO0BbLIM paccTosHMeM KopAa. MpueegmTe npuMmepsbl ucnpasneHns 1 obHapyxeHus ownbok

11 YTo Takoe I/Q MoaynaTop n Kakum obpa3om oH paboTaeT? YTo HY)KHO AN15 TOro, YTobbl peannm3oBaTh €ro

nporpamMMHo?




12 OnuwmnTe yCTPONCTBO U OCHOBHbIE XapaKTepPUCTUKMN ONTOBOSIOKOHHOI0 Kabens. Kakme 6biBatoT TUMbI 3TOro
Kabens, B 4eM nx oTAnYMe n 061acTu NnpuMeHeHus. Kakume elle CyLLecTBYIOT Cpelbl nepenayu,
NCMONb3YyHoLWMe ONTUYECKUNIA Anana3oH?

13 YTO Takoe WHKancysaumns nakeTos, NpuBeanTe ee npuMepbl. YTo Takoe 1 Kak UCMo/b3yeTCs «3aroI0BOK»
nakeTa, OT 4Yero 3aBUCUT % cayxebHol MHGOPMaLMKN B MaKeTe, B KaKNX Cay4asnx 3TOT % yMeHbLIaeTCs,
yBennymeas 3. CKopocTb?

14 Kakue cywecTBylOT CNocobbl NOSlyYeHUs 3aBUCUMOCTU OTHOCUTENbHOM OWNBKY OT OTHOLLEHMS ¢/
(BOoLONALHON KPMBOW) A9 3a4aHHOI0 BMAa MOAyNAUNnN? OxapakTepusymnTe «+» 1 «-» 1 0COBEHHOCTU 3TUX
cnocobos.

15 B yem npges OFDM, DMT - MOLYNALMIA, C KaKOWN Liesiblo Ha CTOPOHE MOAYNSTOpPa BbINONHAETCA obpaTHoe BMN®?

16 MprMepoM Kakoro aneMeHTa CTPYKTYpbl CETU nepefayn faHHbIX aeaseTca mogem: OO nnn AKL?
06bAcHMTe novemy. ObbsicHuTe (6e3 pucyHkos) poau OO n AKL.

17 Mepeyncnute ypoBHM OSI. OnNULIMTE Ha3Ha4YeHne KaXKLoro ypoBHs. YTo Takoe NpoTOKO npuBenTe
npvMepbl MPOTOKO/0B, ONUWNTE UX PaboTy B paMKax MHOrOYpOBHEBON MOAENN?

18 YTo Takoe cbopka 1 pa3bopka NakeToB, A5 YEro 1 B Kaknx caydasax npounssoautca? Yro Takoe MTU?

19 bosblie naym MeHbLle JOMKHO ObITh PACCTOSHME XAIMMUHIA MEXAY BEPHLIMU KOLOBLIMU C/I0BaMK, YEM OHO
MOXKET NOoAYYNThCS B pe3yabTaTe ownbok. ObbACHUTE NoYeMy 1 NpUBeanTe NPUMepbI.

20 MepeyncnuTe ncnosib3yemole B ceTsAX cpelbl nepefayu. Nepedncante 0OCHOBHbIE XapaKTEPUCTUKN Cpes,
YKaXWUTe KaK BAUSAIOT 3TU XapaKTEePUCTUKN Ha XapaKTepUCTUKM CUCTEM Nepeaadn AaHHbIX, OCHOBaHHbIE Ha
3TuX cpenax. Kakne TpeboBaHUs NpeabsaBasioT K cpefe LyNJIeKCHbIe CUCTEMbI Mepefaydn AaHHbIX? B yem
oTAnYmne oT TpeboBaHUA NONYAYNNEKCHBLIX?

21 Kak knaccnpuumnpyoTca cetu no macwtaby? (mepeyncnnte npusHakm U NpuMepHble Anana3oHbl 3HaYeHWN
LNA ceTew pa3Hbin MacwTabos. Boigenute Hanbonee HageXXHble KNacCUPUKALMOHHbBIE MPU3HAKMK.

22 YT0 Takoe 1 Kak NCrosib3yeTcs NopoXKAatoLWMin NOANHOM 1 YTO Takoe CTaHAAPTHbIV NOPOXAAOLNIA NOSINHOM
B CRC?

23 YTO Takoe CTeK MPOTOKOJIOB, YeM OT/INYAETCS OT MHOroypoBHeBOW Mogenn? Y1o Takoe GOSIP, gns yero un
KeM 06bI4HO (MprMep) NCNOoMb3yTCA?

24 Y7o Takoe cnekTpaibHasa 3PPEeKTUBHOCTb, €ANHNLbI €€ n3MepeHns, cnocob BblncneHns? MNpuesegute
npyuMep BbIYUCIEHNS AN KaKON-Nnbo NMHUKM CBS3M (Hanpumep, BUTOW Napbl U T.M.) C 3aAaHHbIMK Bamu
(MO>XXHO NPON3BOJILHO) XapaKTepPUCTUKaAMU.

Ne Bonpocbl KOHTPONIbHON paboThbl 2

1 Ecnm no kakmm-nnbo npuynHam He paboTaeT npoTokon ARP (Hanpumep, halipBoJi, HENCNPABHOCTL), CMOXET
v y3en nepenatb IP-nakeT 1 Npu Kaknx ycnoBusax?

2 YT1o Takoe Tabnnua kommyTaTopa? MNpreennTe npumep Tabanubl U 3anNoJIHUTE Napy CTPOK. YTo Npon3ongeT,
ecnn Tabnuua nycta (KOMMyTaTOp TONbKO YTO BKJOYEH)? Kakum 06pa3om NponcxXoauT 3amnoniHeHne 3Ton
Tabnuubl?

3 MpoTokon DHCP: nocnegoBaTenbHOCTb AENCTBUN KMEHTa 1 cepBepa. Korha KAneHT NOBTOPHO 3anpocuT

noaTBepXAeHne apeHabl? Korga, npu HenoATBEPXAEHUN apeHabl nan HegocTynHocTn DHCP-cepBepa,
KJIMEHT OO/KEH 0CBOBOANTL NOSyYeHHbIN agpec? MpenmyLLecTBa U BO3MOXHbIE Npobaemsl npu
ncnosib3osaHuy DHCP.




Y10 Takoe aBTOHOMHbIe cucTeMbl ceTu Internet? 1na 4yero noTpeboBanoch Nx co3gaHme? Kak BbINOAHAETCS
MapLipyTr3aums B rnobanbHom cetu Internet, kakme TpeboBaHKA 06bIYHO NPEABABAAIT K aBTOHOMHbIM
cuctemam? Yto Takoe IGP n EGP (npuBeanTe npumMepbl ANa KaXxaoro)? 4ng 4ero Hy>XHbl AS, B 4eM Leslb UX
co3paHuna?

MycTb IP-agpec HEKOTOPOro y3Nia noaceTun paBeH IP, a 3HaYeHne Mackm ansa sTon nogcetn MASK (3anuwem
HaHHble B BuAe IP/MASK). 3anuwute agpec B CIDR-Buge. Onpenennte CeTEBON U LWUINPOKOBELLATEbHbIN
ajpeca and 3Toro ysna. Kakoe MakcrMasibHOe Y/CA0 Y3/10B MOXKET ObITh B 3TON noaceTu? [aHHble 3aayu:
172.16.141.1/255.254.0.0

Kak 1 no4yeMy M3MeHATCA CKOPOCTY Nepefayn JaHHbIX MeXAY y31aMu nocae cerMeHTaumm ceTu ¢ NoMoLLbio
KOMMYTaTOpoB? Kakoe AONOIHUTEIbHOE MPerMyLLeCTBO BO3HUKAET, KOrAa CerMeHT cocTounT n3 1
KoMmnbloTepa (1 nopT KoMMyTaTopa - 1 NOAK/I0YEeHNE K KOMMNboTEpY)?

Kak paclumgpoBbIBaeTCa 1 4TO 0003HaYaeT KaXAbll 31EMEHT CUrHANIbHOrO CTaHAapTa Ethernet (Hanpumep,
10Base-2)? MpuBeanTe npuMepbl CUrHaAbHbIX CTaHLAPTOB M pacwnppynTe ux. Yem oTanyvaeTcs
NnepeKpecTHbIN (Cross-over) oT napannensHoro (straight-through) kabenn Ha ocHoBe BUTON Napbl? Kakue
cpenbl nogaepxusaeT Ethernet?

Kakue CylecTBYIOT KNnacchl IP-ceTen, N0 KakoMy NPUHLMUMY BbINOMHAETCA pa3feneHne agpecHoro
npocTpaHcTBa IP Ha knacchl? Kakyto Lenb npecsiefoBasn pa3paboTymkim «K1acCoBOro» NOAX0Aa U Kakune
npobnemsl BO3HMKAM nocne Beofa CIDR?

YTO Takoe AOMEH KOJII3WIA U MOYEMY XKeNaTeNIbHO COKpaLLaTb KOJMYECTBO Y3/10B B HEM? YTO Takoe no3aHune
konnumsuu (late collisions) n Kak NpeaoTBPaATUTbL UX BO3HWKHOBEHKE? YTO Takoe BpoaakacT-goMeH?

10

[JaHHble 3aa4m (CM. NOCTaHOBKY 3adayu B Bonpoce N6): 12.161.131.13/255.255.224.0

11

YT10 3anucaHo B Tabavue mapwpyTtumsaumm (IP-Tabnunue)? ECnm eCcTb HECKONIbKO 3anuncen 06 04HOM 1 TOM XKe
Ha3HayeHMK, Mo KakoMy MpUHLUMMY BbIBMpaeTCcs Ta 3anncb, Ha OCHOBE KOTOPOW ByaeT AOCTaBAATLCA NakeT?
Mpumep.

12

Mo Kakum ABYM MPUYUHAM OrpaHMYMBatoOT OJMHY cerMeHTOB ceTen Ethernet? Kakne ectb cnocobebl
KYOJINHUTB» CETb?

13

OnnwunTe Kak peasin3oBaHa cucteMa goMmeHHbIX MMeH Internet (DNS). Mpueeaute npumep DNS-3anpoca
(mony4yennsa n3 cuctembl DNS nHdopmaumm 06 IP-agpece xocTa ¢ uMeHeM www.cs.yale.edu). Yem oTanyatoTcs
NUTEPaTUBHbLIN N PeKYpPCUBHbIN TUMNbl DNS-3anpocos?

14

MoyeMy 3agep)kka cermeHTa Fast Ethernet He gosKHbI NpeBbiWaTh 512bt? Kak nony4ynnocs 310 4yncno?

15

[JaHHble 3aga4m (CM. NOCTaHOBKY 3afa4um B Bornpoce N6): 13.11.128.125/255.255.255.128

16

Kaka#s cylecTByeT anbTepHaTuBa Ucnosab3oaHnio DHCP (kpoMe py4YHOro HasHaveHuns)? MoXHO n
NPUBA3aTb U KaK KOHKPETHbIN KOMMbIOTEP K KOHKPeTHOW IP-KoHpurypauumn npu ncnons3osaHun DHCP?

17

YT0 Takoe Miockas CeTb, Kakue y Hee CyLLeCTBYOT OrpaHnyeHuns? Ha kakom 060pyLoBaHUN CTPOSTCS
naocKue ceTu, a Kakoe obopymoBaHue TpebyeTcs ANs nepapxmyecknx? Movyemy ceTb Ha OCHOBE
KOMMYTaTOPOB HeJlb35 pacluMpsTb HEOrpaHUYeHHO, f106aBNAS-NOAKI0YAs HOBbIE KOMMYTaTOPbI?

18

Kakyto 4acTb (B MpoLeHTax OT BCEro agpecHoro npoctpaHcTea) IPv4 cocTaBnsaoT ceTu Knacca A, B, C?
06bAcCHMTE 4TO Takoe IP-nofceTr, MoYeMy OHM NMOABUANCH K KaKoBO X 0bbIYHOE NpuMeHeHKe. Kak
OMNpeaennTb K KaKoMy KnacCy OTHOCMTCA KOHKPETHbIN IP-agpec? Kak nonyyYnamncek AmanasoHbl 3Ha4YeHui IP-
aZlpecoB AJig KaccoB?

19

Y10 Takoe BpoaakacT-WTOpPM, onuwnTe NoApobHo (Mo Wwaram) Kak BO3HUKaeT?

20

[laHHble 3aaa4m (CM. NOCTaHOBKY 3afayn B Bornpoce N6): 192.168.1.160/255.255.255.192




21 [omkHO v Bpema ABOMHOro obopoTa B ceTax Ethernet 6biTb 60/bLUE MK MeHbLLE BpEMEHU Nepefayn Kagpa
MVHUManbHOro pasmepa? O6bACHUTE noyeMy. Kak 3T0 NPMMEHUMO K LYMJIEKCHbIM CeTAM, 00bACHNTE
novemy?

22 Y10 Takoe ARP-NpOTOKOJI, ANS YEro OH HY>)KeH 1 Kak paboTaeT (Mo waram)? Y1o Takoe MAC-afipec 1 Kak ero
onpeaennTb ANa KOMMbOTEpa, 3a KOTopbIM Bbl paboTaeTe?

23 OnnwuTte (nogpobHo) paboTy ceTeBoro obopyaoBaHMA: MOBTOPUTENS, MapLLUpyTM3aTopa, MOCTa,
KOHLeHTpaTopa, KoMMyTaTopa U Ha3oBuTe ypoBHM OSI/ISO Ha KOTopbiXx OHW paboTaloT.

24 YeMm orpaHunyeHa AvHa CeTU, MOCTPOEHHON Ha KOHLEHTpaTopax Uy NoBTOpUTeNsx? 3aBUCUT K 3TO OT
pexuma paboTbl MOPTOB (MOMHbLIA AYNAEKC/NONyAynaekc)? Bo3MOXKeH Jin MOHbIN AYMNIeKC C
1CMonb30BaHNeEM NoBTopuTeNen (novemy)?

25 [aHHble 3a8a4m (CM. NOCTaHOBKY 3afa4yn B Bornpoce N6): 12.17.182.160/255.255.224.0

26 Moyemy nosasmnace TexHonormsa CIDR, B 4em ee cyTb? Y10 Takoe public IP n private IP agpeca? EcTb nm B IPv6
aHanoru, Ha3oBuTe ecsin ecTb?

27 YT1o Takoe metoa CSMA/CD? OnnwunTe noruky paboTsl y3na ucnonssyrowero CSMA/CD. Y7o Takoe Konansmsa?

28 Y10 Takoe BpeMs OBOMHOro obopoTa? Kak ero mocymTtaTh? 3a4eM HY>XHO 3Ha4yeHue PDV cermMeHTa 1 Kak ero
NPUMEHNTL?

29 YeMm orpaHmnyeHa OJIMHa CETM, MOCTPOEHHON TOJIbKO Ha KOMMyTaTopax 6e3 MCnonb30BaHUs NOBTOpUTENEN?
3aBUCUT NIM 3TO OT pexxmMa paboTel MopToB (Aynnekc/nonyaynnekc)? ObbACHUTE NoYemy.

30 [laHHble 3aga4m (CM. NOCTaHOBKY 3a4a4yn B Bornpoce N6): 19.18.123.165/255.255.255.224

Ne Bonpocbl KOHTPOIbHON paboThl 3

1 Kakon (kakme) n3 TpaHcnopTHeIX npoTokonos (TCP, UDP) nonaepxunsaeT broadcast nepenayn, a kakom
(kakme) - multicast? O6bacHUTe noyemy. MoyeMy HeobxoaUMbI pa3Hble TPAHCMOPTHbIE MPOTOKOJIbI, 06bACHNTE
Ha npumepe TCP, UDP.

2 Kakune 6blBaloT BMIbl aApecoB B NpoTokone IPv6, Ana Yero Ka)kablin Tun npefHasHavyeH? YTo Takoe
TYHHENIMPOBAHMWE N KaK OHO CBSi3aHO C BHeapeHuneM IPv6? Onuwunte paboTty ISATAP.

3 Mepeyncnute n 06bACHNTE NOCNEA0BATENLHOCTb AEUCTBUM NpK Nepefaye 1 npueme ¢ ucnonb3osaHmem CRC?

4 Kakol TpaHCMOPTHBbIA MPOTOKON NHTEPHET-CETEN NMEeT MalUUHY COCTOSHMIA 1 noYeMy? B Kakux cliyqasx
NpPOrpaMMuCT A5 CBOEro CETEBOro NpusioXxeHns BoibupaeT UDP? Kako MPOTOKOJ CI0XKHEE 1 MoYeMy
(obocHymnTeE)?

5 OnuwwnTe NoapobHO Kak MMeHHO paboTalT KOMMYTaTOPbl TPETLEr0 YPOBHSA, KakK MAEHTUPULAPYEeTCS
«MOCTOAHHBIN MOTOK»?

6 Kakne ocHOBHble NpoBanaepbl MarncTpanen NHTepHeT BCTpevanmce Bam npu Tpaccmposke 3apy6exkHbix
HanpaB/ieHUA BO BpeMS BbINOJHEHMM N1abopaToOPHOro 3afaHus Ha cocTaBneHue IP-kapTbl. KTo BeaeT v Kak
noJly4nTb NH(OPMaLMio o BliagensLe IP-agpeca? KTo BeeT 1 Kak noJiy4nTb MHMOPMaLuio 0 BJlagesbLe
LoMeHa 2 ypoBHA? YTo Takoe WHOIS?

7 YTo Takoe ¥ Kak UCrosib3yeTcs NopoXKAatoLwmin NoanHOM 1 YTO Takoe CTaHAAPTHBIV NOPOXAAOLLNIA NOJINHOM
B CRC?

8 HapucynTe cxemy CTpyKTypsbl Internet ¢ Touku 3peHuns npefocTaBaeHns LOCTYMa U MOKaXXNTe Ha Hel (cxeme)

npuMep NUPUHIOBOW CBA3W 1 NPUMep 1CMosb30BaHus IX. YTo Takoe To4kn obMeHa Tpadkom B IHTEpPHET,
A5 Yero UCrosb3ylTcs?




9 Kakum(n) cnocobom nporpamma tracert nonyvyaeT MapLupyT A0 y3/a-Ha3HavyeHWs B BUAe CrUCKa
NPOMEXXYTOYHbIX Y3/10B7

10 YT0 Takoe NopoXAaKoLWniA MOANHOM, A5 HEro U Kak MMEHHO OH 1CNosb3yeTca? MoxeT u 6biThb owmnbka B
nakeTte, KoTopbin npowen CRC-TecT (y koToporo CRC-nocnefoBaTesibHOCTb NMOKa3aJsia LeloCTHOCTb nakeTa)?

11 YTo Takoe 1 Kak peasmsoaHa NAT? [ns pelleHns Kakux 3agay ncnonbsyetca? Kakme cywecTByoT
OrpaHNYeHns 3ToN TeXHoaornm?

12 Mo4yeMy HeCaHKLMOHMPOBAHHLIE (BUPYC, TPOAH) Nepefayn AaHHblx xocTa rno TCP 3ameTHee, yem no UDP?

13 Kak chopmupyeTcs 64-6ut interfacelD (HostID)? YTto-Takoe EUI-64? Kak peann3oBaHO AMHaMUYecKoe
Ha3HayveHuWe agpecos B IPv6 (onuwunTe BCe BapuaHThl)?

14 Moyemy HecMOTpA Ha TO, 4TO VLAN - TexHonornsa 2 ypoBHS, ans Kaxaoro VLAN 06bI4HO BbIAENAT NOACETb U
MCMONb3YIOT YCTPONCTBA 3 YPOBHSA - MapLUpyTHU3aTopbI?

15 OnuwmnTe Ha3HavyeHne TexHosormm POE 1 hyHKLMOHaN COOTBETCTBYIOLLEro CTaHaapTa. YTo Takoe
aBTocoraacoBaHue Ethernet?

16 oe pernctpupytoTca IP-agpeca? Kak nony4nTb MHOPMaLUIO 0 MPUHAASIEXHOCTU agpeca? YTo Takoe
WHOIS?

17 HapucyinTe nocnenoBaTenbHOCTH COCTOAHUIA ans TCP cepBepa 1 kNiMeHTa (Ha cxeme 0603HaybTe yCio0BuS
nepexopa U3 0HOr0 COCTOAHUS B APYyroe). Kakum cnocobom nepenatoTcs KOMaHAbl-yC/I0BUA MEPEXOLO0B U3
04HOro coctosiHuA B apyroe (Hanpumep, SYN nnm ACK npn yCTaHOBNEHUMN CoeanHeHns)?

18 STP - kak paboTaeT, Kakue 3a4a4m pelaeT. 3a4eM HY)KHbl U30bITOYHOCTb B CETAX U Kakme npobnembl MOXeT
Bbl3BaTb?

19 CTek 1 MHoroypoBHeBas Mmogenb TCP/IP. YTo Takoe nopThl? KaknMm 06pa3om BbibupaeTcs NyTb BHYTPU CTEKA
npoTokonos Ans IP naketa (oT ypoBHs Host-to-Network no yposHs Application)? YTo Takoe COKeT 1 Kakon
NPOrpamMmMoi MOXHO MOCMOTPETb «MPOC/yLIMBaeMble» nopTsl B OC?

20 YTo Takoe 1 Kak peanmzoaHa NAT? [ns pelieHns Kakux (HeCKoNbKKX) 3agay ncnonb3syetca? Kakne

CYLLECTBYIOT OrpaHNYeHNs 3TON TEXHOOrMN? MOXKHO M Npu ucnonb3oBaHun NAT opraHM3oBaTb OCTYN K
Beb-cepBepy BHYTPU YaCTHON CETW U KaK, eC/N BO3MOXXHO?

20.2 MpomeXxyTouyHasa aTrecraums

NMepeyeHb BONPOCOB K 3K3aMeHY

1. Kak hopmupyeTtca 64-6ut interfacelD (HostID) B npoTokone IPv6? YTo-Takoe EUI-647 Kak
peann3oBaHO AMHAMUYECKOe Ha3HavyeHne agpecos B IPv6 (onuwnTe BCE BapuUaHThbl
Ha3Ha4yeHns afpeca Ha NHTepdenc KomneoTepa)?

2. OnNuwnTe peannsaumnto CUCTeMbl AOMEHHbIX nMeH Internet (DNS). YTo Takoe 3anuck o
pecypce RR (npusennTe npuMepbl U3BeCTHbIX Bam Tunos RR). Yem oTnnyaeTcs
NHTEPaKTUBHbIN N PEKYPCUBHBIA 3aNpPOChl U OTBETbI? Kakune NCnosib3ytoTCa NopThbl 1
TPaHCMOPTHbIE NPOTOKObI A1 peanunsaummn DNS?

3. NS 4ero ucnosb3yeTcs MOAYAAUNS, MOXHO N 6e3 Hee 060NTUCE NpK Nepefaye AaHHbIX
N B KAKOM Cjly4ae? YTo Takoe MMMyJbCHO-KOA40BasA MOAYNSAUNS (NpuBeauTe npuMepsl,
HapUCynTe BPEMEHHYIO Anarpammy)? MNepeyncamte 0CHOBHblE CBOMCTBA LINGPOBbLIX KOLOB
(MKM).




1. Yo Takoe TponHoe pykonoxkaTtue TCP-npoTokona? Kakum cnocobom nepepatoTca
koMaHpabl/oTBeTbl SYN, ACK? Kak onpefennTb Kakne nopThl «MPOCayLLMBAOTCA» N KaKue
npovieccol/npunoxeHns B OC BbINOMHAIOT 3T0 NpocayLwmBaHme? oYyeMy KOHTPOJIb
HecaHKuMoHnpoBaHHoOro TCP-Tpadumka npotte, 4yem UDP-Tpadunka?

2. NepeyncnmTe 0OCHOBHbIE TOMONOr MK CeTEN, ONUWNTE NX 0COBEHHOCTW. B 4eM oTanyune
TOMOJIOrMiA 3Be34a W WNHA-B-TOYKe? YTO Takoe caMo3axuBJieHWe ABONHOro KOJbLa,
HapuCcymnTe 1 onuwimnTe.

3. Y10 Takoe TCP n UDP nopTbl? Kakum obpa3oM 1 ans 4ero oHu ncnosb3ytoTca? Kak
BbIOMpaeTCsa NyTb CETEBLIX AaHHbIX BHYTPM CTeKa NPOTOK00B Ans IP nakeTa? Kakne
TpaHCNOPTHbIE MPOTOKOJIbI MOALEPXKMUBAIOT Unicast, kakne multicast, a kakne broadcast
B3aumogencTeune?

1. Y1o Takoe n Kak peanusosaHa NAT? [Inda pelieHna Kakux 3agad ncnonblyetca? Kakne
CYLLECTBYIOT OrpaHu4eHuns aTon TexHonornn? B 4em ocobeHHocTn pabotel NAT ans TCP n UDP
Tpagukos?

2. B 4eM npes MHOroypoBHEBbIX MOAeNIen CeTH, AJ1 Hero OHW HY)XHbI 1 YeM OT/INYATCA OT
cTekoB? lMNpuBeaunTe npuMmepsl Mogesnein, pacCMOTPEHHLIX B KypcCe.

3. Y710 Takoe 1/Q moaynaTop u Kakum obpa3omM oH paboTaeT? YTO HY>XXHO Aas TOro, 4Tobbl
peasnn3oBaTb ero nporpaMMHO? Kakune Buabl MOLYIALKN BO3MOXHbI C I/Q MogynaTopom?

1. MepeyncanTe 3 0OCHOBHLIX 3/IEMEHTA NMOHATUSA «NPOTOKO» U MOACHUTE - YTO MMEHHO
O3Ha4aeT KaX bl Ha NnpuMepe HTTP-npoTokona.

2. Kakue 6biBatoT BMAbl agpecos B IPv6, ons 4ero Kakabl BMA npefHa3HayveH? YTo Takoe
TYHHENNPOBAHME N Kak CBA3aHO C BHeApeHnem IPv6?

3. HapucyinTe KOHUrypaLmnm To4Ka-ToO4YKa U MHOFOTOYEYHYI0 KOHDUrypauuio. YTo Takoe
DTE (OO[L) n DCE(AKLL)? B kakoi KOHhUrypaumum BO3HMKAET NpobaieMa «MHOXXeCTBEHHOM0
L0CTYyMNa» 1 B YeM CyTb 3TON Npobnembl 1 Kak pewaeTcs (Ha npumepe n3BecTHbIX Bam
NPOTOK0J10B)?

1. MepeyncnmTe TpaHCMOPTHbIE MPOTOKOIbI internet-ceTeln. Ha ocHoBe Yero nenaet Bbibop
KOHKPETHOro TpaHcnopTa NporpaMMnUCT A4J19 CETEBOMO MPUI0XKEHUA? Kakon TPaHCNOPTHbLIN
NPOTOKOJ UMEET MallUWHY COCTOSHUI U novyemy?

2. Kakune ocobeHHocTun byayT y cermeHTa Ethernet, B kKoTopoMm Bpems aBolHOro obopoTta
bynet 515 6uToBbIX MHTEPBaNOB (06BACHUTE NoYeMy)? Kak 3TO MPUMEHNMO K AYMNJIEKCHbIM
ceTaMm, 06BbACHMTE novyemy?

3. Kak BbIMOMHAETCS MapLupyTusaumns B cetu Internet? YTo Takoe aBTOHOMHbIE CUCTEMbI?
YTo Takoe 3aBMCMMble U HE3aBUCMMbIE OT NPOBANAEPOB afpecHble NPOoCTpaHCTBa IP-agpecos?

1. Y10 Takoe nepefayva nam genernposaHue 30Hbl DNS? YTo HYXHO caenaTb, 4TobbI
JenernposaTb 30HY (ONULWINTE Kaxx4oe OencTeune)?

2. C 4yeM CBSI3aHO OrpaHNYeHne Ha KoJIMYeCTBO KOMMbIOTEPOB B «MJIOCKOW CeTU»? Kakune
CeTW Ha3blBalOT MJOCKUMM 1 NoYeMY?

3. YTo TaKoe KprBas NOMeXoyCTOMYNBOCTY (BoLOMaaHasa KpuBas)? Kakume cylwecTBytoT
crnocobbl ee NoayyYeHna 4S9 3alaHHOro BMaa Moaynsunm?




1. Kak paboTaeT n ona 4ero ncnosib3yeTcs NpoTtokon STP? Kakune moryT BbiTb npobnembl
€ro ucnonb3oBaHma 1 korga 6e3 Hero He 060MTUCH?

2. Yem oTamyatoTcs unicast, multicast n broadcasat nepenaymn B IP-ceTax. ECTb M 0TAMYUA B
agpecax unicast n muticast nakeTos?

3. Y7o Takoe CIDR? MpuBegute npumep 3anucu agpeca IP-cetn B CIDR-hopmaTe. 3anuwmnTe
B CIDR thopmaTe (NpedhmKcHOM hopMaTe) afpeca ceTei K KOTOPbIM NpuHaaiexar,
COOTBETCTBEHHO, XOCThl: 123.2.3.4/255.0.0.0, 11.22.33.44/255.255.0,
2.1.40.131/255.255.255.248.

1. Y70 Takoe n Kak pabotaeT DHCP? Y10 HY>XHO 015 TOro, 4Tobbl NepenTu K
ncnonb3osaHunto DHCP? Kakune npobnemMbl MOXXHO pewwnTb npumeHns DHCP? Kakune
NCrOJIb3YTCA NOPTbl Y TPAHCMOPTHbLIE MPOTOKOALI ANd peanansaunn DHCP?

2. Kak paboTtaeT ARP-npoTokon (no waram)? Yto Takoe MAC-agpec 1 Kak ero onpeaennTb
ON5 KOMMbOTEpa, 3a KOTOopbIM Bl paboTaeTe? Movyemy ARP-NpoTOKON CYNTAETCH O4Y€EHb
Hebe30nacHbIM, ONULWINTE CLIeHapUK aTak C npuMeHeHnem ARP.

3. Kakne nBe 0CHOBHble KOHUrypauum WiFi-ceTun cywectBytoT? YTo Takoe npobnema
CKPbITbIX TEPMUHANOB? Buabl opbuT 1 apyrue xapakTepuCcTUKM CnyTHUKOBLIX CUCTEM CBA3MW.




