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NMPOIrPAMMA NMPAKTUKUA
52.0.02(H) Npou3sBoacTBeHHasa NpakTUKa, Hay4yHo-uccrneagoBaTesibckas
paboTta

Kod u HaumeHosaHue(mun) npakmuku/HVP e coomeemcmeuu ¢ y4ebHbIM niaHoM

1. Kog 1 HaumeHoBaHMe HanpaBfeHUs NoAroTOBKU/cneunanbHOCTU:

10.05.01 KomnbroTepHaga 6e30nacHOCTb

2. Mpodunb noaroroBku/cneumannsauymsa:

MaTemMaTuyeckme MeToabl 3alnTbl MHOOPMaLINK

3. KBanudmkauusa (cteneHb) BbinyCkHMKa: Cneumvanuct
4. dopma oby4yeHuUA: o4Has

5. Kachegpa, oTBeualowlas 3a peanusaumio npakTuku: ERP-cuctem 1 Gu3Hec-npoLLeccos

6. CoctaButenu nporpammbi: CacdoHoB Butanun BnagummpoBuy, K.T.H., AOLEHT Kadeapsl

ERP-cucTtem 1 busHec-npoueccos

(®UNO, y4yeHasi cmeneHb, y4eHoe 38aHUE)

7. PekoMeHgoBaHa: Hay4yHO-MeToAMYECKMM COBETOM ddakyrnbTeTa NPUKNagHON MaTeMaTUKK,
nHdopMaTukm U Mmexanukm 15.06.2021 r., npotokosn Nel0
(HaumeHogaHue pekomeHOyrwel cmpykmypsbi, 0ama, HOMEpP rPOMOoKoJa,

ommemku o NpodrieHUU 8HOCSIMCS 8PYYHYIO)

8. YueOHbIn rop:_ 2025/2026 CewmecTp(bl): 9




9.Lllenb npakTuku:

— NoaroToBKa CTyAEeHTa K pellueHu0 3adad, OTHOCALWMXCHA K pasnuyHbiM npobrnemam
KomnnekcHoro obecnevyeHms MHPOPMaLMOHHON Be30NacHOCTU, a TakkKe K peLleHUo OTAeNbHbIX
dbyHAaMeHTanbHbIX NPo6nem, CBA3aHHbIX C KOMMbOTEPHON 6e30NacHOCTbLIO;

— yrnybrneHne n 3akpensnieHne TeopeTUYEeCKUX 3HaHWW, MOMYYEeHHbIX CTYAEeHTaMu npu
n3ydeHnn obLLenpodeccnoHanbHbIX U crneumanbHbIX JUCLUNINH;

— npuobpeTeHne N CoBEPLLUEHCTBOBAHME CTyAeHTaMu NpodeCcCUOHanbHbIX HaBbIKOB U
YMEHWUN, 3aKpennstoLwmnx Nosly4eHHble TeopeTuyeckue 3HaHus;

— pasBuTME Yy CTYAEHTOB UHTEPECA K Hay4YHO-UccrneaoBaTtenbckon paboTte, NpuBuTUE UM
HaBbIKOB MPOBEAEHUSA NCcneaoBaHuim;

— npoBefdeHWe  uUccnegoBaHWW,  HEMOCPeACTBEHHO  CBHA3a@HHbIX C  BbIMYCKHOM
kBanudukaumoHHon paboton (BKP).

3apauv NpakTUKK:

OcHoBHOM 3afjayen HaydHO-UccriefoBaTeNnbCKONn paboTbl ABNSETCS npuobpeTeHune
onbiTa B MCCNEOOBaHUN aKTyarlbHOW Hay4HOM Mpobrnembl, a Takke noabop Heobxoanmbix
MaTepuanoB A5 BbIMOMHEHMS BbIMYCKHOW KBaNMdUKaLMoHHOM paboThbl.

Bo Bpems Hay4HO-MccneaoBaTenbCKOM NPAKTUKK CTYAEHT LOIMKEH:

u3y4yume:

- WH(OPMALMOHHbIE  WUCTOMHWKM MO  pa3pabaTbiBaemMon Teme C  Uenbl  Ux
NCNONb30BaHMA NPU BbINOSTHEHUW BbIMYCKHOM KBANUMUKaLMOHHOM paboTbl;

- MeTogbl  MOLENMPOBaHUA U UCCNEAOBaHWs  BOMPOCOB  MHGOPMAaLMOHHON
BesonacHocTy;

- MeToAbl aHanm3a M obpaboTKM OaHHbIX, SBMSIOWMXCA BXOAHbIMU ONSA NPOBEAEHUS
Hay4YHOro MCCrneaoBaHus;

- WH(OPMALMOHHbIE  TEXHOMOMMK, MNPUMEHSIEMbIE B  HAYYHbIX UCCrefoBaHMSX,
nporpaMmmHble NPOAYKTbI, OTHOCALMECS K NpodeccruoHanbHom cgepe;

- TpeboBaHus K 0POPMIIEHNIO HAYYHO-TEXHUYECKON JOKYMEHTaLMK;

8bIMOSTHUMB:

- aHanus, cuctemartumsaunto n 0606LleHe nHpopMaL M No TeEMe UCCNeaOBaHNN;

- CpaBHeHue pe3ynbTaToB MccreaoBaHusi o6bekTa pas3paboTkm ¢ OTeYeCTBEHHbIMU U
3apybeXxHbIMK aHanoramu;

- aHanu3 Hay4YHOW N NPaKTUYECKON 3HAYUMOCTM MPOBOAUMbIX NCCREA0BaHUN.

10. MecTo npaktukm B cTpyktype OOI: o6s3amensHas Yyacmb 6roka b2.

Linkn (pasgen) OOM: B2 | kog gvcumnnudbl B YI: 52.65.02(H)

Ne | Koa | HaumeHoBaHue

[nsa ycnewHoro npoxoxaeH1s y4ebHON NpakTukM oby4vatomecs UCnonb3yT 3HaHWS, YMEHUS, COOPMUPOBaHHbIE
B XO[l€ U3YYEeHUs AUCLMNINH

1 B1.0.27 MeToabl onTumMusaumm

2 | b1.0.35 OO6bEeKTHO-OpNEHTMPOBAHHOE NPOrpaMmMmupoBaHme

3 | 61.0.36 BBegeHune B nporpaMmupoBaHue

4 | b1.0.37 MeTogbl nporpaMmMmpoBaHus

5 B1.0.40 Mogenun 6e30nacHOCTM KOMMbIOTEPHBIX CUCTEM

6 B1.0.42 OCHOBbI NOCTPOEHUSA 3aLMNLLEHHBIX KOMMBbIOTEPHBLIX CETEN

7 B1.0.43 OCHOBbI NOCTPOEHUS 3aLLUMLLEHHbIX 6a3 AaHHbIX

8 B1.0.44 3awnTa nporpaMmm 1 gaHHbIX

9 B1.0.51 3almra uHopmaLmm OT YTEYKM N0 TEXHUHECKMM KaHanam
10 | 61.0.54.01 MeToabl anrebpanyeckon reomeTpun B Kpuntorpacpum

11 | 61.0.54.03 lMporpammHas peanuaaumsi KpUNTOaNropuTMOB

12 | 51.0.54.05 CoBpeMeHHble NpobnemMbl MHOpMaLUOHHOM 6e30NacHOCTU
13 | 51.0.43.06 MeToabl pa3paboTkn U aHannsa MmatemaTuyeckux mogenen
14 | &TA4.01 MeToabl NOBLILLIEHWS CKPLITHOCTU Nepeaayv nHopmMaLMm B CUCTEMaXx CBSA3M

OvcunnnuHel n NPaKTUKN, AOna KOTOPbIX OCBOEHUE OAHHOM  OUCUMNNUHBI (MO,EI,yJ'IFl) HeobxoQMMo  Kak




npeglwecTeyoLlee

15 | B2.0.03(MNg) lMpounsBoAcTBEHHAsA NpaKTUKa, NpegaunioMHas

16 | 62.0.04(H) [MpounsBoAcTBEHHAsA NpaKTUKa, Hay4YHO-UccrnegoBaTenbckasi paboTa

17 | B2.0.05(I1) [Mpon3BoAcTBEHHas NpakTuKa, MPOEKTHO-3KCMNyaTaLnoHHas

18 | B3.01(0) lMoaroToBKa K Npoueaype 3auThl 1 3almTa BbiMYCKHON KBanMduKaumMoHHON paboTbl
19 | ©TA.02 OdpeKTUBHbLIE TEOPETUKO-YNCITOBBIE anrOPUTMbI

11. Bua npaktuku, cnocob n chopma ee npoBeaeHus

Bua npakTukn: npoussodcmeeHHasl.

Cnoco6 npoBeaeHUA NPaKTUKN: cmayuoHapHas.
dopma npoBeAeHUs NPaKTUKU: QUCKpemHas.
Peanuayetcs yactnyHo B chopme npaktnyeckon nogrotoskm (I1M1).

12. NMnaHnpyemble pe3ynbTaTbl OGYy4YeHUs NPU NPOXOXKAEHUN NPAKTUKKU (3HAHUA, YMEHUA,
HaBblKW), COOTHECEHHbIe C NIaHUPYeMbIMU pe3yrbTaTaMuM OCBOEHUsi o6pa3oBaTenibHOM
nporpaMmmbl (KOMNeTEeHLUMSAMU) U UHAUKATOPaMU UX OCTUXKEHUA:

Ko HasBaHue Koga(br) WHamnkaTtop(bl) MnaHupyemble pesynbTaTtbl 0Oy4eHus
KoMneTeHunn
OfIK- | CnocobeH co3dasamb | OfIK-7.1 3HaeT obwwe npuHUMNbI | 3HaTb:

7. npozpammbl Ha SA3bIKax noctpoexusi, obnactu u —oblMe  NpUHUMMLI  MOCTPOEHWs,  obnactu U
8bICOKO20 U  HU3KO20 0COBEHHOCTU OCOBEHHOCTM MPUMEHEHUS  S3bIKOB  MPOrPaMMUPOBaHMS
YPOBHS,  MPUMEHSIMb npYMeHeHuns S3bIKOB | BBICOKOMO YPOBHS,

MemoObi u nporpaMmnpoBaHus — A3bIK nporpaMMmnpoBaHust BbICOKOIO YPOBHS
UHCMpyMeHmarbHble BbICOKOro ypOBHA (06BbEKTHO-OPUEHTMPOBAHHOE NPOrPaMMUPOBaHNE);
cpedcmea OfIK-7.2 3HaeT A3bIK — OCHOBHbIE arropuUTMbl COPTUPOBKM 1 MOUCKA AaHHbIX,
npo2paMmMUposaHus nporpaMMUpoBaHmns KOMBMHATOPHbIE 1 TEOPETUKO-FPadoBbLIE anropUTMbI;
onsi peweHus BbICOKOTO YPOBHsi — obwmre cBegeHUss O MeTogax MPOEKTUPOBaHMS,
NPOGECCUOHalIbHBIX (o6bekTHO- OOKYMEHTUPOBaHUS, pa3paboTku, TECTUPOBaHNA W OTNagku
3aday, ocywecmensamb OpPUEeHTUpPOBaHHOE nporpaMMHoro obecneyeHus;
060CHOBaHHBIU  8bI6GOP nporpaMMupoBsaHme) — Heobxoammble " [0oCTaTouHbIe ycrnosust
UHCMpyMeHmapusi OfiK-7.4 ymeeT  pabotatb  C | onTUManbHOCTM 3agaum MaTeMaT4eckoro
npogpammuposanus U MHTErpupoBaHHoiA NporpaMMUpOBaHUS,
croco6os opzaHu3auuu cpepoii pa3paBoTku — MeTofbl  YCMOBHOM  ONTUMM3ALMWM MpY  PeLLeHun
npozpamm nporpaMMHoOro NpUKnagHbIX 3aaad;
obecneyerus — 3afaYs BapWALIMOHHOTO WCYUCHEHUs!, ONTUMAnNbHOTO
OriK-7.5 ymeeT paspabaTbiBaTb U | ynpaBneHUs U MMHEMHOMO MPOrpaMMUPOBAHHSI.
peanvsoBbIBaTh Ha A3blKe
BLICOKOrO YPOBHS | VmeTb:
anropuTMbl pelwenna — paboTaTb C MHTErpupoBaHHOI Ccpenoii paspaboTku
TUNOBLIX NPOrpamMmMHOro obecneyeHus:;
MPOCheCCHOHaNbHBIX — paspabaThiBaTb M peanu3oBbiBaTb Ha  Si3blke
sapad BbICOKOTO ~ YPOBHSI  @nropUTMbl  PELUEHUs  TUMOBBIX
OfIK-7.8 3HaeT OCHOBHbIE | nodheccroHanbHbIX 3aAaY:;
anropuTMbl COPTMPOBKM —  MPUMEHSTb M3BECTHbIE METOAbI NPOrPaMMUPOBAHUS
nowucka ABHHBIX, | ) BoaMOXHOCTM 6a30BOrO Si3bika MPOrPAMMUPOBAHNS ANS
KOMBMHATOPHbIE " | pelueHus TUNOBBIX MPOECCMOHANBHBIX 3aaaY;
TeopeTUKO-TpaChoBLIS —  NPUMEHsTb MeTOAbl OAHOMEPHOV ONTUMM3ALMN MPY
anropuTmb! peLleHnn NpUKNaaHbIX 3aav;
OfK-7.9 3HaeT obue caeneHus o — uMcrnonb3oBaTe MeTodbl MHOTOMepHown 6Ge3ycrnoBHOW
Meroaax ONTUMU3ALIMM NPU PeLLIEHUN NPOGECCUOHANbHBIX 3aaau.
MPOEKTUPOBaHMUSI,
[OKYMEHTUPOBaHMS, BrapeTb:
paspaGorku, HaBblkaMu pa3paboTKX anropuUTMOB  pPELUEHUS  TUMOBbIX
TECTUPOBAHMA W OTNAAKM | 6 dheccunoHanbHbIX 3aaau.
NPOrpaMmMHOro
obecneyeHust
OfIK-7.10 ymeer NPUMEHsITL
U3BECTHbIE meToapl
nporpaMMUpoOBaHmst "
BO3MOXHOCTM  6a30BOro
A3blka
NpoOrpaMMmUpPoOBaHUsa  Ans
peLueHus TUMOBbIX
npocheccuoHanbHbIX
3apay;
OflK-7.11 Brnageet HaBblKamu




pa3paboTkn anropuTMoB
peLueHust TUNOBbIX
npodeccnoHanbHbIX
3agad

OfIK-7.12

3HaeT HeoGxoauMble U
AOCTaToO4Hble ycnosua
ONTUManbHOCTU  3agayn
mMaTteMaTun4ecKkoro
nporpaMMmnpoBaHns.

OrlK-7.13

Ymeer NpYMeHATb
MeToAbl OAHOMEpPHON
onTUMm3aLmm npu
peLueHun NpVKNagHbIX
3agad.

OrlK-7.14

Ymeet ncnonb3oBaTth
meToael MHOrOMepHoW
6e3ycnoBHoM
onTUMMU3aLmm npwu
peLleHumn
npodeccnoHanbHbIX
3agad.

Of1K-7.15

3HaeT MeToAbl YCIOBHOM
onTuMmU3aLmm npv
pelleHnn  NpuKnagHbIX
3agad.

OfIK-7.16

3HaeTt
BapuaLMOHHOro
NCHYUCNEeHUs,
onTuMmasnbHOro
ynpaBneHus n NMHenHoro
nporpaMMnpoBaHus.

3agayn

OfIK-

CriocobeH npumeHsimb
memoOb! Hay4HbIX
uccrniedosaHull npu
nposedeHuu
paspabomok 8
obracmu obecnievyeHus
6e3onacHocmu
KOMIMbIOMEPHbIX
cucmem u cemeli

Of1K-8.10

ymeet paspabatbiBaTh
mMogdenu  GesonacHocTh
KOMMbIOTEPHBIX CUCTEM C
MCMOSb30BaHNEM
Heobxoaumoro
MaTemMaTU4eckoro
annapata u
KOMMbIOTEPHOIO
MoZenupoBaHus

cpeact

OflK-8.11

Bnageet crnocobamm
MOAENUPOBaHUS
©6e3onacHocTu
KOMMbKOTEPHbIX CUCTEM, B
TOM yucne
MoaennpoBaHua
ynpasneHnsa OOoCTynoMm U
WHpOPMaLMOHHBIMU
NMnOoTOKaMu B
KOMMbKTEPHbIX CUCTEMAX

OriK-8.15

ymeet NPUMEHSITb
meTopabl
3KCMepUMeHTanbHoro
uccnenoBaHus npu
peLieHum
npocheccroHanbHbIX
3agad

YmeTb:

— paspabaTbiBaTb moaenu 6e3onacHocTu
KOMMbIOTEPHBIX CUCTEM C WCMOMb30BAHMEM HEOOGXOAMMOrO
matemaTuyeckoro annapata W CpeacT8 KOMIMbOTEPHOrO
MOZEnMpoBaHus;

—  NpUMEHSITb meToabl 3KCMepPUMEHTaNbHOIo
nccnenoBaHust Npy pelleHMn npodgeccroHarnbHbIX 3agay.

Bnapgetb:
cnocobamu mMogenupoBaHus 6e30nNacHOCTU KOMMbIOTEPHBIX
cuctemM, B TOM 4uCne MOZENUPOBAHMS  yrNpaBreHus
OOCTYNOM U MHEPOPMALIMOHHBIMU MOTOKAMW B KOMMbIOTEPHbIX
cucTemax.




OriK- | CnocobeH pewams | OF1K-9.15 ymeeT aHanusupoBaTb U | YMeTb:
9. 3adayu 5 oOueHmsaTb _ Yrposebl — aHanuanpoBaThb U OLEHMBATb Yrpo3bl MHOPMAaLMOHHOM
npogheccuoHarnbHou MHGOPMaLMOHHOM Ge30MNacHOCTY OGBLEKTA.
dessmenbHocmu c 6e3onacHoOCTV 00BbEKTa;
ydyemom mekyuie2o
COCMOSsIHUSI u
meHOeHyull  pa3zsumusi
memodos 3auwumsl
uHghopmayuu 8
onepayUoHHbIX
cucmemax,
KOMIMLIOMEPHLIX Cemsx
u cucmemax
ynpaeneHus 6azamu
OaHHbIX, a  makxe
memodos U cpedcme
3awumsl  UHGhopmayuu
om ymeyku no
MexXHUYeCKUM KaHaram,
cemel u  cucmem
nepedayu uHgopmayuu
OrIK- CrniocobeH OfIK-13.5 ymeet pabotatb c | YmeTb:
13. paspabamesigams VHTErpUpPOBaHHbLIMM — pabotatb ¢ VHTErPUPOBaHHLIMU cpefamu
KOMIMOHEHMb! cpedamu pa3paboTkn | pa3paboTku NPOrpaMMHOro obecnevyeHus;
rnpoepamMMHbIX u nporpaMmmMmHoro — hopmanusoBaTb NOCTABMEHHYIO 3adayy;
poepamMmMHo- oBecneyeHus; — paspabatbiBaTb  3(peKTUBHble  anropuTMmbl  U”
annapamHbix cpedcms | OfTK-13.6 Briageet HaBblkaMW | nporpaMmbl;
3aWums!  UHghopmayuu paspabotku, oTnagku, —  MPOBOAMUTb OLEHKY BbIYUCIIMTENLHON  CIOXHOCTM
8 KOMIbHOMEPHbIX [OKYMEHTUPOBAHWS W | anroputma;
cucmemax u TECTMPOBAHWS NPOrpaMm; —  nnaHupoBaTb Pa3paboTKy CIOXHOro NporpaMmHOro
nposodums aHanus ux | OfK-13.12 | ymeeT (hopManusoBaTth | oGecneueHus:
6esonacHocmu nocTaBneHHyto 3agaqvy; — npuUMeHsTb  cpeacTea WM MeTodbl  aHanusa
OflIK-13.13 ymeeT  paspabartbiBaTb | mporpaMMHOMO 06ecneyeHus Anst BbiSBNEHUs 3aKNafokK;
addekTUBHbIE —  NPUMEHsTb MeToAdbl aHanu3a MPOEKTHbIX PeLLEHUN
anropuTmbl W | nns obecneveHns 3alLMLLIEHHOCTM KOMMBIOTEPHBIX CUCTEM;
nporpamml, —  MPUMEHsTb COBPEeMEeHHble CpeacTsa obecrneyeHus
OfK-13.14 | ymeeT NpoBOANTL OUEHKY | ypchopMaLMOHHOM BE30NACHOCTM MPOTPaMM 1 JAHHBIX;
BbIHMCIINTENBHON — NpoBOAWTb  a@HamM3  MpOrpamMMHbLIX  CPefcTs,
CMOXHOCTMN anroputma; NPYMEHSIEMbIX 1111 KOHTPONS 1 3aLLMThl MHbopMaLmn.
OllK-13.15 ymeet nnaHMpoBaTb
paspaboTky CMOXHOIO | Brapets:
nporpammHoro — HaBblkaMW Pa3paboTKW, OTNaAKM, [OKYMEHTUPOBaHMS
obecneyeHus; 1 TECTUPOBaHMS NPOrpamm;
Bnageet mMeTohamu — MeTodaMu OLEHKM KayecTBa roTOBOro NporpamMmMHOro
ONK-13.16 OLIEHKM Ka4ecTBa | gecreveHus:
FOTOBOTO  MPOrPAMMHONO | agpikamMu pa3paboTkX anropuTMOB ANS PeLeHns TUMOBLIX
obecneyenus; npocbeccroHanbHbIX 3agau.
BnapeeT HaBblkamu
pa3paboTku anropuTMoB
OlnK-13.17 Ona  pelweHns TUMNOBbIX
npodeccnoHanbHbIX
3agay;
Ymeer NPUMEHSTb
cpeactea M MeToAbl
OlK-13.18 aHanuMsa nNporpaMMHOro
obecneyeHus ans
BbISIBNEHWSI 3aKMagok
Ymeet NPUMEHSITb
MeToabl aHanusa
ONK-13.19 MPOEKTHbIX peLleHnin ans
obecneyeHus
3aLUMLLEHHOCTM
KOMMBIOTEPHBIX CUCTEM.
YveTb NPUMeHSITb
ONK-13.21 COBpeMeHHble cpeacTBa
obecneyeHus

MHOPMaLMOHHOM




6e3onacHocTn nporpamm
N OaHHbIX

YMeeT npoBoanTbL aHanu3

nporpaMMHbIX  CPeACTB,
OlK-13.23 NpUMeHsieMbIX ans
KOHTpONMA U 3awwmThl
MHpopmaLmmn
OFIK- CrnocobeH CnocobeH npuUMeHsiTb | 3HaTb:
2.1. paspabambigamb a(ppeKTUBHbIE NPUHLMMNbI — TpeboBaHMS OCHOBHbLIX CTaHOAPTOB MO  3awuTe
anzopummbl, pa3paboTku CPEACTB | KOMMbIOTEPHBLIX CUCTEM U CETEN.
peanusyouue OMnK-2.1.1 3awnTbl  MHopmaummn ¢
co8peMeHHbIe MCMornb30BaHNEM YmeTb:
Mamemamu4eckue aKTyarneHbIX — NPUMEHATb  3peKTUBHbIE MPUHLMMNBLI  paspaboTku
MemoOhb! 3awumbl MaremMaTU4eckunx cpeacts  3awmTtbl  MHOpMauMM € UCMONb30BaHMEM
UHgopmayuu MeTooB aKTyanbHbIX MaTeMaTU4YECKUX METOAOB;
3Haert TpeGoBaHus — KnaccuguumposaTb MH(OPMaLMOHHbLIE CUCTEMbI MO
OmMK-2.1.2 OCHOBHbIX CTAHAAPTOB MO | Tpe6oBaHMAM 3aLLMUThI MHCOpMaLMK;
3aluTe  KOMMbIOTEPHBIX — paspabaTbiBaTb nporpamMMHble anropuTmbl c
cnucTem u ceten NPpMMEHEHNEM MaTeMaTUYecKMx Mogenen AN  OUEHKM
CrocoGeH 6e30nNacHOCTN KOMMBIOTEPHbBIX CUCTEM.
knaccuduumpoBaTb
OMK-2.1.4 VIH(bOpMaLWIOHHbIe Bna'qe'rb;
CncTeMbI no — apheKTUBHBIMM  MpUHUMNaMU  pa3paboTkM cpeacTs
TpeGosaHuam 3aWwuThl | 3aWwmMTel  MHpOpMaUMM € MCMONb30BaHWEM  aKTyarbHbIX
UHbopmaLuuu MaTeMaTU4eCcKMx MeToa0B;
CnocobeH cpeacTBaMu  pas3paboTkM  MPOrpaMMHbIX — anroputMoB  C
paspabatbiBaTb NnPUMEHeHVEM MaTeMaTUYECKUX MoAenen AOns  OUEHKM
nporpamMmHble 6€e30nacHOCTN KOMMbIOTEPHbIX CUCTEM.
anropuTmbl c
OlK-2.1.5 NpUMeHeHNem
MaTemMaTU4YecKnx
MoAenen Ans  OueHKMU
6e3onacHocTn

KOMMbKTEPHbLIX CUCTEM

13. O6bemM npakTUKM B 3a4eTHbIX eAuHULax / aK. vac. (8 coomeemcmeauu ¢ y4ebHbIM naHoM) —
8/288.

Pdopma NpoOMeXYTOHYHON aTTecTauunm 3a4Yem ¢ OUEHKOU.

14. TpypoeMKocTb NO BuAam y4ebHou paboTbl

TpynoemMKkocTb
B Mo cemecTtpam
Bug y4e6Hoit pa6oTbl cero 9
Y., B dopme
M
Bcero yacos 288 288 203
B TOM Yucne:
KoHTakTHas paborta (Bkntovast HAC) 4 3
CawmocrosiTensHas pabota 284 284 200
UToro: 288 288 203
15. CopepxxaHue npaktuku (unu HAP)
n/n 0O6bem yyebHol paboThl, Y
Paspgenbl (aTanbl) B - KoHTakTHble | CamocTtoaT
napl y4ebHorm paboThbl
NPaKTUKK yacel ernbHas
paboTta
1. OpeaHu3ayuoHHo- nposegeHme  cobpaHuss MO OpraHM3auun  MpakTUKW;
rnodeomosumersibHbIU | yCTaHOBOYHBIN UHCTPYKTaX MO 3agadvam, cpokam u Tpebyemon
amarn OTYETHOCTU; MHCTPYKTaX MO TEXHWKe ©6e3onacHocTu paboThl;
cdopmynupoBKka 3agadvy And peleHns B Xode NPaKTUKK, 1 24
NnoaroToBKa OOKYMEHTOB, noaTBepKaatoLLmX dakT
HanpasneHna Ha NPaKTUKY; nony4vyeHue 3agaHunsA oT
pyKkoBoauUTend NpakTuku; ﬂpOMSBO,D,CTBeHHbIVI MHCTPYKTaX.
2. HayyHo- 1) BbIGOp TeMbl MccrefoBaHUs; onpegeneHve npobnemsi, 1 100




uccriedosamernbCcKkuli | obbekTa M npegmeTa uccregoBaHusi; 2) cdopmynupoBaHue
amarn uenu u 3agay nccnegoBaHns (aHanm3 UCXOOHbIX AaHHbIX Ans
peLleHuns NnocTaBMNeHHON 3agjauu; nokanusaumsi
npobnemaTtunkn, obbekta W npegMeTa wccrnefoBaHus); 3)
TEOpeTUYEeCcKUn aHanua nuTepaTypbl U UCCReaoBaHui Mo
npobneme, nogbop HeOOXOAMMbIX WCTOYHMKOB MO Teme
(naTeHTHble MaTepuanbl, Hay4Hble OTYETbl, TexHU4eckas
OOKyMeHTaumMs w  ap.); cocTtaenexwve 6ubnuorpacdun; 4)
dopmynupoBaHne paboyert runotessl; Boibop obopyaoBaHUA
Ons  pelleHWs NocTaBneHHom 3agauyn; 5) paspaboTka
MaTemMaTW4ecKoro, anropuTMUYECKoro WM MNpOrpaMMHOro
obecnevyeHnss HeobXooMMOro Ansi peLUeHWst MOCTaBIIEHHOMN
3aa4M OCHOBbLIBAsICb Ha Te3ncax paboyen rmnoTessbl

3. | Oman ebinonHeHust onpefenexHue npobnemel, obbekTa " npegmeta
uccnedogamersbCKUx | uccrnefoBaHus, cdopmynmpoBaHue uenm 7 3agav
pabom o UCCnefoBaHUsi, TEOpeTUYEecKUid aHanus nutepatypbl U
UHOUBUAYanbLHOMY uccnegosaHun no npobneme, npoBedeHne ob63opa n BbIGOp
nnaHy COBpPEMEHHbIX UH(OPMAaLMOHHBLIX TEXHOMOINIA, CrneuuanbHOro 1 100

nporpammHoro obecnedyeHnss 1 obopyaoBaHMA ANS peLueHus
MOCTaBMEHHOW 3ajayn Mo aHanuay 3allMLIEeHHOCTN obbekTa
MHdopmMaTN3aLMKN; NPOBEeAEHNE CaMOCTOSITENTbHOMO peLLeHus
ChOpMYnMPOBaHHOMW HayyHOW 3ajadv, WuccrnegoBaHun wu

3KCMeprMMeHTOB
4. OgbopmneHue onucaHne npogenaHHon paboTbl C CAMOOLIEHKOW pe3ynbTaToB
omuyéma rno umoeaam BbinonHeHnss  HWP;  cdopmynupoBaHne  BbIBOOOB U 1 60
rnpakmuku npeanoxeHun no opranusaumm HAP.

16. MNepeyeHb y4yeOHOM nuTepaTypbl, pecypcoB ceTu «UHTepHeT», HeobXxoauMbIX Ans
NPOXOXAEeHUA NpakTUKK (CrIUCOK numepamypbl 0¢hopmrisiemcs 8 coomeemcemeuu ¢ mpebogaHusIMU
IOCT u ucnionb3yemcs obuwasi ckeo3Hasi Hymepauusi 01151 cex aud08 UCMOYHUKO8)
a) OCHOBHaga nuTepaTtypa:
Ne n/n NcTouHUMK

1 Wknsp, M.®. OcHoBbl Hay4HbIX uccnegosanmmn / M.®. LWknsap. — Mockea: Jawkos n Ko, 2012. —
" | 244 c. URL:http://biblioclub.ru/index.php?page=book&id=112247.
HoswukoB A.M., Hoeukos [.A. MeTogonorust Hay4Horo nccnegosaxus. — M.: llubpokom. 2010 —
280 c. URL:http://www.methodolog.ru/books/mni.pdf.
MenbHukoB B. I1., KneiimeHor C. A., lNeTpakoB A. M. lHdopmaumoHHas 6e3onacHOCTb U 3almTa
nHdopmauuun. - M.: Akagemnsa, 2007. — 330 c.
OcHoBbI ynpaBneHus MHPOpMaLMOHHONM Be3onacHoCThbio: [y4ebHoe nocobue Ansa CTygeHTOB
BY30B, 00y4atoLmnxcs No HanpaBreHnsaM NOArOTOBKM (CNeunanbHOCTSM) YKPYMHEHHOM rpynnbl
cneumanbHocTen 090000 - "MHdopm. 6e3onacHocTb"] / A.MM. Kypuno [n ap.]. — 2-e u3g., ncnp. —
Mockea: opsayvasa nuHua-Tenekom, 2014. — 243 c. : un., Tabn. — (Bonpocsl ynpaBneHus
nHdopMaLmMoHHoM 6e3onacHocTbio ; KH.1) .— Bubnuorp.: ¢.234-239 .— ISBN 978-5-9912-0361-
6.
Kpakosckun, FO.M. NHdopmaumoHHas 6e3onacHoCcTb 1 3awmuta nHpopmayum: yaebHoe nocobue
ans ctyg. obyy. no cneumnanbHOCTH «MIHpOPMaLMOHHBIE CUCTEMBI U TEXHONOMMUY» OHEB. U 3A0M.
cdopm 06y4deHus / KO.M. Kpakosckuii. — M.; Poctos H/[] : MapT, 2008 .— 287 c. : un .—
(Y4ebHbIi Kypc) .— Bubnuorp.: ¢.221 .— ISBN 978-5-241-00925-8.
OneiHuk IM. T1. KopnopaTuBHble MHOOPMALMOHHbBIE CUCTEMBI: AN 6akanaBpoB 1 CNELManmcToB:
6. | yyebBHuKk onsa cTyg. By3oB, 00ydy. no Hanpasn. 080800 "MpuknagHas nHgopmaTuka (no
obnactam)" n gp. akoH. cneu. — CIM6.: MNutep, 2012. — 176 c.
docTtep, xenmc. 3awmra OT B3fioma: COKEThI, akcnnonThl, shell-koa: / x. doctep, M. MNpanc ;
nep. c aHrn. A. A. CnunHknHa .— Mocksa : IMK lNpecc, 2008 .— 784 c. : un. —

2.

7 (MHbopmaumoHHast 6e3onacHocTb).— ISBN 5-9706-0019-9 : 449.10 p. —
<URL:http://e.lanbook.com/books/element.php?pll_cid=25&pl1_id=1117>.
Ckyauc, 4. MNMpoTrBoCcTOAHNE XakepaM. MowaroBoe pykoBOACTBO MO KOMMLIOTEPHbLIM aTakam 1
8 appekTnBHONM 3awmTte/ 3. Ckyanc. — Mocksa: OMK lMpecc, 2009. — 512 c. : un. — (BawmTta u

agMuHucTpupoBaHune) .— ISBN 5-94074-170-3 : 176-00 .—
<URL:http://e.lanbook.com/books/element.php?pll_cid=25&pl1_id=1112>.

Fony6, Bnagnmnp AnekcaHgpoBud. 3awmta oT Bpe4OHOCHOrO NporpaMmMHOro obecneveHms:

9. | yyebHoe nocobue ansa Bysos / B.A. l'ony6; BopoHex. roc. yH-T.— BopoHex: J10OIN By, 2006. —
31 c. — Bbubnuorp.: ¢.30 .— <URL:http://www.lib.vsu.ru/elib/texts/method/vsu/may07045.pdf>.
Xoapga, Mawkn. 19 cMepTHbIX FPEXOB, yrpoxatrLwmx 6esonacHocTu nporpamm. Kak He onycTuTb
10. | TMRMYHBIX ownbok/ M. Xosapa, [I. Nle6nank, [x. Buera; asT. npeavcn. A. MopaH. — Mocksa:
IOMK lMpecc, 2009. — 287 c. : un. — .— 3arn. n aeT. opur.: 19 deadly sins of software security /



https://lib.vsu.ru/zgate?ACTION=follow&SESSION_ID=5487&TERM=%D0%A8%D0%BA%D0%BB%D1%8F%D1%80,%20%D0%9C.%D0%A4.%5B1,1004,4,101%5D&LANG=rus
http://biblioclub.ru/index.php?page=book&id=112247

Michael Howard, David Leblanc, John Viega .— ISBN 5-9706-0027-X .—
<URL:http://e.lanbook.com/books/element.php?pll cid=25&pl1 id=1118>.

11.

3anues 0.B. Rootkits, SpyWare/AdWare, Keyloggers & BackDoors: O6HapyxeHue 1 3awmTa /
0O.B. 3anueB. — CI16.: EXB-Ietepbypr, 2006. - 304 c.

12.

MpockypuH B. I'. 3awuTa nporpamm n gaHHbix - M.: Akagemunsi, 2011. — 198 c.

13.

YnpaBneHve BHegpeHnemM MHOOPMAaLMOHHBIX CUCTEM: KypC Nekumn: y4eb. nocobve ong
CTYOEHTOB BY30B, 0DyyaloLuxcs No cneynanbHOCTAM B 06nact nHgopm. TexHonoruin / B.A.
pekyn, . H. Oennwenko, H.J1. KopoBknHa. — M.: IHTepHET-YH-T uHdopm. TexHonorui, 2008.
[OnekTpoHHbIn pecypc] URL: http://www.intuit.ru/studies/courses/2196/267/info/.

14.

KOpuH U.FKO. TeopeTnyeckne n npakTn4yeckne oCHOBbI 3alnTbl MHpopmaumn. 2012,
http://library.sgu.ru/uch_lit/620.pdf.

6) gononHUTENbHasa nNuTepaTtypa:

Ne n/n

NcTouHnk

15.

Mypomuesa A. B. UckyccTBo npeseHTaunn. OCHOBHbIE MpaBuia n npakTuiyeckue
pekomeHgaumm / A.B. MypomueBa. — MockBa: ®nmHTa: Hayka, 2014. — 108 c.

16.

Kpy4unhuH, B.B. KomnbloTEpHBIE TEXHOMOMMN B HAY4YHbIX UCCNEAOBaHNAX: y4eOHO-
mMeToanyeckoe nocodue / B.B. KpyunHuH. — Mocksa: TYCYP (TomMmckui rocygapCTBEHHbIN
YHUBEPCUTET CUCTEM YNPABIEHNSI N PaANO3NEKTPOHUKM), 2012. — 57 ¢. — Pexum goctyna:
http://e.lanbook.com/books/element.php?pll id=11269.

17.

AHppeeB, .. OcHoBbI Hay4YHOW paboTbl 1 METOLOMNOMMSA ANCCEPTALMOHHOIO nccneaoBanns /
.. Angpees, B.B. bapsuHeHko, B.C. Bepba. — Mockea: ®PuHaHChl u ctaTuctuka, 2012. —
296 c. — Pexxum goctyna: http://e.lanbook.com/books/element.php?pll id=28348.

18.

Cuctembl n cpeactea nHdopmaTtuku: Exxerogruk / I'n. peg. U.A. Cokono. — Mocksa: UM
PAH. — 2010.— Bbin. 20. — Ne 2. — 350 c.

19.

depepanbHbIi 3akoH oT 27 mtons 2006 roga Ne 149-d3 «O6 uHdbopmaumm, HHOPMaLMOHHbIX
TEXHOMOrMax 1 o 3awmrte nHcpopmauuny // CobpaHue 3akoHogatenbcTBa Poccunckon
®epepaumu, 31.07.2006, Ne 31 (1 4.), cT. 3448.

20.

depepanbHbii 3akoH OT 27 uiona 2006 roga Ne 152-d3 «O nepcoHanbHbIX AaHHbIX» //
CobpaHuve 3akoHogaTtenbcTBa Poccuiickon ®eaepaunn, 31 nons 2006 roga Ne 31 (1 4.), cT.
3451.

21.

FOCT P UCO/M3K 27001-2006 MHdbopMaLmoHHasa TexHonorus. MeTtoapl 1 cpeacrtsea
obecneyeHus 6e3onacHocTn. CUCTEMbI MEHEKMEHTa MHCpOpMaLMOHHON 6e30nacHOCTK.
TpeboBaHus. (yTBepXaEH 1 BBeAEH B AencTBue Nprnkasom defepanbHOro areHTcTea no
TEXHUYECKOMY perynMpoBaHuto n metponoruu ot 27 gekabps 2006 r. Ne 375-cT).

22.

Mpuka3 ®egepanbHON CryX0Obl MO TEXHUYECKOMY M 9KCMOPTHOMY KOHTponto Poccum ot 11
despans 2013 roga Ne 17 «O6 ytBepxaeHun TpeboBaHui o 3awwmTte nHdopmaumm, He
COCTaBMsoLLEN rOCYOAPCTBEHHYIO TalHy, CoAePXKaLLencs B rocy4apCTBEHHbIX
MHOPMaLIMOHHBIX cnuctemax» // Poccuickas raseta, Ne 136, 26.06.2013.

23.

Mpuka3 ®enepanbHON Cryx0Obl MO TEXHUYECKOMY M 3KCMOPTHOMY KOHTponto Poccuu ot 18
depans 2013 roga Ne 21 «O6 yTBepXXaeHUn cocTaBa 1 coaep)KaHnsa OpraHM3aunoHHbIX U
TeXHMYecknx mep no obecneveHnto 6€30MacHOCTN NEPCOHanNbHbIX AaHHBIX MPU UX 06paboTke B
WHOPMALIMOHHBIX CUCTEMAX NePCOHanbHbIX AaHHbIX» // Poccuinckas raseTa, Ne 107,
22.05.2013.

24.

MeToanyeckunin AoKyMeHT. Mepbl 3almTbl HpopMaumn B rocyaapCTBEHHbIX UH(POPMALMOHHBIX
cuctemax (yrB. PCTIK Poccum 11.02.2014).

25.

MocTtaHoBneHue lMpaBuTtenscTea Poccuiickon ®egepauum ot 1 Hoabpsa 2012 roga Ne 1119 «O6
yTBEpXXAeHUn TpeboBaHU K 3amuTe NepcoHarnbHbIX JaHHbIX Npy ux 0bpaboTke B
MHMOPMaLMOHHbBIX CUCTEMAX NEPCOHarnbHbIX AaHHbIX» // CobpaHne 3akoHoAaTenbCcTBa
Poccunckon ®egepaumm, 05.11.2012, Ne 45, cT. 6257.

26.

MewepsikoB B.A., XXenesHsik B.IN., boHaapb A.O., OcuneHnko A.J1., BabkmH A.H. lNMepcoHanbHble
AaHHble: opraHusaumsa obpaboTku n obecneyveHns 6e3onacHOCTM B OpraHax rocyaapcTBEHHOWN
BNacTu n mecTtHoro camoynpasneHus / lNopg pes. B.A. Mewepsikoa. — BopoHex: BopoHexckui
uHctutyT MB[ Poccun, 2014. — 186 c.

27.

MocTtaHoBneHne npaButenbcTBa BopoHexckon obnactu ot 28 anpens 2011 roga Ne 340 «O6
YTBEPXKAEHMM NOJIOXKEHUSA O €AMHOM PEECTpe rocyaapCTBEHHbIX MHPOPMALIMOHHBIX CUCTEM
BopoHexckon obnactn» // CobpaHne 3akoHogatenscTBa BopoHexckon obnactu 20.06.2011 Ne
4, cT. 285.

28.

EpmowkuH H.H., TapacoB A.A. CTpaTerus MHOPMaLNOHHBLIX TEXHOMOMMIA Nnpeanpusatus. M.:
M3a-8o MockoBCKoro rymaHutapHoro yHmsepcuteta, 2003.

29.

KopHees W.K., CtenaHoB E.A. 3awmTta nHdopmauun B odouce. — "Magatenscteo lNMpocnekt”,
2008. — 333 c.

30.

AnekcaHgp JopoHuH. busHec-pasBegka http://fxt.com.ua/business_literatura/131-aleksandr-



http://www.intuit.ru/studies/courses/2196/267/info/
http://library.sgu.ru/uch_lit/620.pdf
https://lib.vsu.ru/zgate?ACTION=follow&SESSION_ID=3219&TERM=%D0%9C%D1%83%D1%80%D0%BE%D0%BC%D1%86%D0%B5%D0%B2%D0%B0,%20%D0%90%D0%BD%D0%BD%D0%B0%20%D0%92%D0%B0%D0%BB%D0%B5%D1%80%D1%8C%D0%B5%D0%B2%D0%BD%D0%B0%5B1,1004,4,101%5D&LANG=rus

doronin-biznes-razvedka.html.

31. | TaHeHbaym 3. KomnbtoTepHble cetn / Q. TaHeHbaym. — CI16.: NMutep, 2005. — 991 c.

Banbix A.C. OueHka BO3MOXHOCTEN aTtaku Ha nHdopmMaumoHHyto cuctemy / A.C. Banbix, C.A.
32. | Bsanbix // KubepHeTtunka n Boicokme TexHomnormn XXI Beka: matep. Xl mexxgyHapoa. Hayuy.-Tex.
KOH®., BopoHex, 11-12 masa 2011 r. — BopoHex : UIMLL BI'Y, 2011. - T.1. — C. 91-96.

33. | Maptbika T.J1. MHdopmaumoHHasa 6e3onacHoctb M.: POPYM, 2007.

MenbHukoB, Bnagumup MNMaenosuny. MIHpopMaumoHHas 6e30nacHOCTb U 3almTa MHdopmauuu:
yyebHoe nocobue ansa cTyd. By3os, oby4. no cneumnansHocTn 230201 "MHdopmauoHHbIe
cuctemsbl n texHonorun” / B.IN. MenbHukos, C.A. KnerimeHos, A.M. MNeTtpakos; nog pea. C.A.

34. Knenmenosa. — M. : ACADEMIA, 2006 .— 330 c. : un .— (Bbicluee npoceccnoHansHoe
obpasoBaHue. VIHhopmaTurka n BbluncnuTensHas TexHuka). — bubnuorp.: ¢.327-328 .— ISBN
5-7695-2592-4.
35 AHppnaHos B.U."LLNnnoHckme wty4kn" n ycTponcTea Ans 3alimTbl 06bEKTOB, 1 MHGOpMaLUK:
" | Cnpag. nocobue / B.A.bopoaguH, A.B.Cokonos. — C-I10.: JlaHb, 1996.

36 Abanma3soB 3./. MeToabl 1 MHXEHEPHO — TEXHUYECKME CpeacTBa NPOTUBOAENCTBIS
" | HpopmaumoHHbIM yrposam / O.M.AbanmasoB. — M.: 'poTek, 1997.

37 Bacunesckuin .B. Cnocobbl 1 cpeacTBa NpeaoTBpaLLeHns yTeukn nHpopmaumm no

TexHnyecknm kaHanaw / V.B.Bacunesckuin. — M.: HINL, "Henk", 1998.

38. | XopeB A.A., Cnocob6bl n cpeactea 31 / A.A.XopeB. — MO P®, 1998.

FOCT P MCO/M3K 15408-2002 «MHdopmaLmoHHas TexHonormsi. MeTtoapl 1 cpeacTtea
obecneyeHus 6esonacHocTn. Kputepum oueHkn 6e3onacHoOCTM MHPOPMAaLIMOHHBIX

39. TEXHOMOrM», NPUHAT N BBeAEH B aencteue NoctaHoBneHnem MocctaHgapta Poccun ot 4
anpens 2002 r. Ne 133-cT.
40 MCO/M3BK 31000:2009 «YnpasneHue puckamu. MpuHumnsl n HanpaeneHusi», ISO Technical
" | Management Board Working Group, 2009.
a1 NCO/M3K 31100:2009 «YnpasneHue puckamu. Metoamkm oueHkmn puckar, ISO Technical
" | Management Board Working Group, 2009.
FOCT P MCO/M3K 27005-2010 «NHdpopmaumnoHHas TexHonorud. MeToabl n cpeacTaa
42 obecneyeHns nHopmaumoHHon 6esonacHocTn. MeHemKMEHT pucka MHAOPMaLMOHHON

BesonacHocTuy, yTBepXXAeH 1 BBeaeH B gencteue lNpukasom PegepanbHOro areHTcTea no
TEXHUYECKomy perynupoBaHutio n metponorum ot 30 Hoabpst 2010 r. Ne 632-cT.

B) MHOPMAaLIMOHHbIE 3NIEKTPOHHO-06pa3oBaTenbHble pecypchbl (0OduumanbHble Pecypchl MHTEPHET)*:
Ne n/n Pecypc
1. | OBC JlaHb
OBbC «YHuBepcuteTckas bubnmoTeka online»
OBC «3nekTpoHHas 6ubnuoTteka TexHnyeckoro BY3a» (3B5C «KoHCcynbTaHT cTyaeHTa)
9BC HOPAUT
OnekTpoHHasa bubnmnoteka yyebHo-meToamM4ecknx maTepuanos BIY. Pexum goctyna: http://www.lib.vsu.ru
http://www.cryptopro.ru
http://www.infotecs.ru
http://www.lissi-crypto.ru/
http://www.signal-com.ru
0. | http://www.shipka.ru

e I S S E E

* BHauvane ykasbiBawotca OBC, ¢ koTopbiMm wumeroTcss goroBopa y BIY, 3atem OTKpbITble 3MEKTPOHHO-
obpasoBaTernbHble pecypchl U T.4.

17. OOGpas3oBaTesfibHble TEXHONOrMM, MNpPUMEHsieMble MNpPU NPOBeAEeHUN MNPAKTUKU U
MeToAuYeCcKMne yKasaHusa OnA oOy4yaroWwmxcsa no npoxoXgeHUI0 NPaKTUKN

HUP - camocTtosiTenbHOe uccrnegoBaHuMe CTyaeHTa, O0OpPMIIEHHOE B BMAE HaY4HOro
otyeTa. HUP aBnsaetcs obs13aTenbHON YacTblo y4ebHOro nnaxa.

OcHoBHbIMK 3agavamu HUP aensaoTca:

1) OaTb BO3MOXHOCTb CTYyOEHTY NPOBECTU CaMOCTOATENbHOE HayyHOe uccrnenoBaHue,
yrnyouTb 3HaHWs NO cneumanbHbIM AUCUUNIINHAM;

2) onpepenntb CNOCOBHOCTb CTyAEHTa BbIMOMHATL HAay4YHOE MUCCrefoBaHWE Ha YpPOBHE,
COOTBETCTBYHOLLEM KBanNuukaumm.

HWP copepxaT cnegywowme OCHOBHblE 4YacTu: BBeAEHUEe, Teopusi, 3KCMNEepPUMEHT,
pesynbTatbl, O06CyXAeHWe pe3ynbTaToOB, BbIBOAbI, 3aKfOYEeHMEe, 3aMedaHusi, CrUCOoK
nutepatypbl. AHHOTaumst o6bemom He 6onee 0,5 cTpaHuubl pacnonoxeHa nocne TUTYNbHOMo
nucta n npegwecteyet «CopepxaHuto». Cnncok ByKBEHHbIX 0BO3HAYeHU U COKpaLLeHWUN


http://docs.cntd.ru/document/902271111
http://docs.cntd.ru/document/902271111

cnepyert 3a «CogepxaHmem». PucyHkn n tabnuupl pacnonaratoTcsi N0 TEKCTY NOCMEe CCbINIOK Ha
HUX. PaboTy HeobxoguMMO HanucaTb akKypaTHO, MPaMOTHbIM Hay4yHbIM A3blkoM. >KecTkune
TpeboBaHNA K 06bemy paboTbl OTCYTCTBYIOT. OPMEHTMPOBOYHO MOXHO NOCOBETOBATb 0O6BbEM
HWP B npepenax 30-50 ctpaHuy,.

OTyeT NO npakTMke [JOofmKeH OblTb M3MOXEH TEeXHUYECKM T[PaMOTHbIM S3bIKOM C
NPUMEHEHNEM pPEeKOMEHOOBAHHbIX TEPMMHOB W abbpesuatyp 6e3 opdorpaduyuecknx wn
rpammaTtumyecknx ownbok. MNMpeactaBneHHbIM OTYET NO NPaKTUKE OLLEHMBAETCA Ha COOTBETCTBUE
WHopmauuK, npeacTaBneHHon B oT4yeTe, AaHHbIM U3 MHAOPMALMOHHLIX pecypcoB obLiero
pocTyna cetu IHTepHeT, maTepmnanos Nnekunn, y4ebHom 1 TEXHUYECKON nNuTepaTypbl.

CTpyKTypa oTyeTa no npakTuke

1. OT4eT NO NpaKkTUKe AOSHKEH BKMOYATb TUTYMbHbBIA JIMCT, COAepXaHwe, BBeAEHWE,
OonucaHne TeopeTUYEeCKUX W NPaKTUYEeCKUX acrneKkTOB BbIMNOMIHEHHOM paboThbl, 3aKkr4yeHue,
CMMCOK MCMNOMb30BaHHbIX MCTOYHMKOB, MPUIOXKEHNS.

2. Ha TutynbHOM nucTte AaofmkHa 6bITb NpeacTaBneHa Tema NpakTuky, rpynna n amunums
CTyAeHTa, AaHHble O npeanpuaTun, Ha 6ase KOTOpPOro BbIMOMHANACb MNpakTuka, hamunua
pykoBOAUTENS.

3. Bo BBeaeHMM CTyAeHTbl AOMKHbI AaTb KpaTKoe onucaHue 3agadn, pelaemMon B paMkax
NPaKTUKN.

4. B OCHOBHOM 4acCTu OT4yeTa CTyaeHTbl NpMBOAAT nogpobHoe onucaHue npoaenaHHon
TEOpeTUYECKON 1 (MNN) NpaKTUYECKon paboTbl, BKNOYasa onucaHne n ob6ocHoBaHe BblGpaHHbIX
peLLeHni, onnucaHme nporpamm um T.4.

5. B 3akntoueHnn gaeTcsa KpaTkasd XapakTepucTuka npogenaHHon paboTbl, 1 NpuBoaaTCS
€€ OCHOBHbI€ pe3yrnbTaTbl.

6. B npunoxeHuax NpuUBOASATCHA HenocpencTBeHHble pesynbTaTbl pa3paboTKu: TeKCTbl
nporpamm, rpadukn 1 guarpammbl, u T.4.

TpeboBaHus kK 0OPMNEHUIO OTYETA

1. OTyeT ohopmMnseTcs B ne4yaTHOM BMae, Ha nuctax opmata A4.

2. OCHOBHOM TEKCT OTYeTa BbINOSHAETCA WpndTom 14 NyHKTOB, C MHTEpBanom 1,5 mexay
cTpokamu. TekcT pasbuBaeTcss Ha ab3aubl, Kaxgbll M3 KOTOPbIX BKMAKOYaeT OTCTyn WU
BblpaBHMBAHME MO LLUMPUHE.

3. TeKCT B NPMNOXEHUAX MOXKET ObITb BbINONHEH Bonee Menkum WwpnugTom.

4. OtyeT pasbuBaeTcsa Ha rnasbl, NMYHKTbl W MNOAMYHKTbl, BKMOYAKOLWNE AECATUYHYHO
HyMepaLmio.

5. PucyHkn n Tabnuubl B OTYETE AOIMKHbI UMETb OTAENbHY0 HYMEpPaUUIO U Ha3BaHUA.

6. Becb oTyeT gomkeH 6bITb 0OPOPMIIEH B €ANHOM CTUME: Be3e B OTYETE ANS 3arofioBKOB
OLHOr0 YPOBHS!, OCHOBHOIO TEKCTA M NOANUCEN AOIMKEH NCNONb30BaTbCA OAMHAKOBLIN LWPUAT.

7.CTpaHuubl OTYeTa HYMEepYylTCs, HayMHas C TUTynbHOro nucta. Homepa cTpaHuy
NPOCTaBNSATCA B NPaBOM BEPXHEM Yriy A4Sl BCEro otT4eTa Kpome TUTYNbHOro nucra.

8. CogepxxaHne oTyeTa OOSMKHO BKIOMaTb NepeYveHb BCEX rNaB, MYHKTOB M NOANYHKTOB, C
yKazaHMeM HOMepa CTpaHuLbl AN KaXXO0ro afieMeHTa cogepKaHung.

9. Ccblnikm Ha nuTepaTypy M OpYyrMe MUCNOSib30BaHHbIE WCTOYHUKM OopMAsoTCa B
OCHOBHOM TEKCTE, a CaMN UCTOYHUKM NEPEUNCNAIOTCSA B CINCKE NCMONb30BaHHbIX NCTOYHUKOB.

10. O6bem oT4eTa NO NpakTUKe AosmKeH ObiTb He MeHee 30 cTpaHuu,.

18. MaTepuanbHO-TeXHUYECKOe obecnevyeHne NPaKTUKMU:

2. BopoHex, yn. YHusepcumemckas nnowiads, 0.1, anasHbit y4ebHbil kopryc, ayd.214
KomnbtoTep B coctaBe (16 wr.): cuctemubin 6nok: npoueccop Intel(R) Core(TM) i5, onepaTtuBHas
namatb 86, HDD 500I6; moHutop: LG FLATRON. MynsTumeananpoektop BenQ. SkpaH HacTeHHbIN
Ansa npoektopa. Ayamo konoHku Creative A60. KommyTtarop.

2. BopoHex, yn. YHusepcumemckas rowads, 0.1, y4ebHsit kopryc 16, ayd.407
KomnbtoTep B coctaBe (16 wr.): npoueccop Intel(R) Core(TM) i7-7700 CPU @ 3.60GHz,
onepaTtuBHada namsatbe 16 6, SSD 256 6, HDD 1T6, suaeokapta NVIDIA GeForce GTX 1080 Ti;
moHuTop DELL S2419HN. KomnbloTep B coctaBe (1 wrt.): npoueccop Intel(R) Core(TM) i7-7800X




CPU @ 3.50GHz, onepaTtusHada namate 96 6, SSD 1T6, HDD 4T6, suageokapta NVIDIA GeForce
RTX 2080 Ti (2 wrt.); moHutop DELL S2419HN. UcTouHuk 6ecnepebonHoro nutanus APC Back-UPS
BV1000I-GR, line-interactive, mowHocTb:1000BA, 600BT (16 wrt.). WcTouHuk 6GecnepeborHoro
nutanna Legrand KEOR LINE RT 1500BA (1 wrt.). Kommytatop HP 2530-24G Switch (Managed,
24*10/100/1000 + 4 SFP, 19"). NHTepaktuBHas gocka SMART SBM685 (87 gionmos, MO SMART
SLS) ¢ naccuBHbIM noTtkoM. MpoekTtop Vivitek DH758UST (ynbTpakopoTkodokycHbin, DLP, Full HD
1080p (1920 x 1080) , 3500 ANS, 10000:1, nonHas nogaepxka 3D).

2. BopoHex, yn. YHusepcumemckas niowads, 0.1, anasHbit y4ebHbit kopriyc, ayd. 124
KomnbioTep B coctaBe (17 wrt.): cuctemHbin 6nok: npoueccop AMD Ryzen 7 3800X 8-Core
Processor, onepatnBHas namatb 326, HDD 1T6, SSD 25616, sBuaeokapta NVIDIA GeForce GTX
1050; wmoHutop: Dell S2419H. WHTepaktmBHas pgocka SMART SBM685 (87 Aaronmos).
MynbTumeananpoektop Vivitek ynbTpakopoTkodoKyCHbIN. WcTouHMK GecnepebonHoro nutaHus
Legrand Keor SPX 1000 BA IEC C13 (16 wrt.). NcTtouHuk 6ecnepebomnHoro nutaHus Legrand Keor
Line RT 1000 BA (1 wrt.). KommyTtatop HP 2530-48G Switch (1 wrt.).

2. BopoHex, yn. YHusepcumemckas rriowads, 0.1, enasHbiu y4ebHbiu koprnyc, ayd.226
Mono6nok HP: npoueccop Intel(R) Core(TM) i3-6100 CPU @ 3.70GHz, onepaTtnBHas namatb 86,
SSD 250I6. Mynbtnmeananpoektop Epson. Ayamo konoHkm EV (2 wT.). MukpodoH. OkpaH ans
npoektopa. MapkepHble naHenu Askell (2 wrT.).

2. BopoHex, yn. YHusepcumemckas rrowads, 0.1, y4ebHsit kopriyc 16, ayd.406
Y4ebHbil cmeHd "lpo2pammHbie cpedecmea kpunmoepaguu", SCRYPTO B cocTaBe:
Kapkac MoOHOOGMoKa (1 WT.); MHTErPUPOBAHHLIN BbIMUCINTENDBHBIN Y3en 3 WT.) B COCTaBe: Npoueccop
Intel: nBa sapa c TaktoBon 4Yactoton 2700 MIu, O3Y: 06bém 4 I'6 TMn DDR-3, TBEpAOTENLHbIN
Hakonutenb SSD obbemom 60 6, 6nok nutaHuMst mowHocTbio 300 BT, 2 ceTeBbiX UHTepdenca
GigabitEthernet; nepekntouatens KBM-tuna D-Link (1 wrt.); HeynpaBnsiembin kommyTtatop D-Link (1
WT.); MOAYNb MUTaHMWs, KOHTPONSA M MHTerpauumn cteHga B obwyto natopatoputo (1 WT.); MOHUTOP
Philips(1 wrT.); kOMNNekT koHconu pabovero mecta obydaemoro (1 LWT.) B cCOCTaBe: knaBuaTtypa
Oklick, wmbiwb OKlick; komnnekt y4ebHO-meTogudecknx nocobun (1 K-T.); cTaTUCTUYECKOE
nporpaMmHoe obecneveHne ynpasreHus mogynem nutaHusa (1 wr.); pnaw-aAncKk BOCCTaHOBMEHMUS
OC Ha wHTerpupoBaHHbiX [MK (3 wTt.) ¢ onepaumoHHonM cuctemon ArchLinux; dnaw-guck
MynbTUMEONNHOIO METOANYECKOro nocobms (1 Wr.); rpynna KOMMYTaLMOHHbLIX MOPTOB (2 LWT.).
Tunosou kommnekm y4ebHo2o obopydosaHus "Cemesgas 6esonacHocmb”, SECURITY B cocTase:
yrnpasnsembli KOMMyTaTop TpeTbero ypoBHA D-Link (1 wT.); ynpasnsembini KOMMyTaTop BTOPOro
ypoBHA D-Link (1 wrT.); annapatHO-NporpaMMHbIA 3MYNATOP YCTPOWCTBA JlokansHon cetn (1 wrT.);
Heynpasnsembin kommytatop D-Link (2 wrt.); mapwpytmnsatop 6ecnposBogHon D-Link (2 wr.);
O6paHgmayap D-Link (2 wT.); Moaynb nNUTaHUS, KOHTPOMS W WHTerpaumm cteHga B 0O6Luyto
nabopatoputo (1 WT.); KOMMYyTaUMOHHaA naHenb (1 WT.); BbIMUCANUTENbHBIN y3en (4 WT.) B cOCTaBe:
npoueccop Intel: gBa sgpa ¢ TaktoBon 4actotom 2700 MIu, O3Y: 06bém 4 6 Tvn DDR-3,
TBEpAoTenbHbIN HakonuTenbe SSD o6bemom 60 6, 6rnok nutaHna mowHocTeto 300 BT, 2 ceTeBbIX
uHTepdenca GigabitEthernet, 1 GecnpoBogHo ceTeBOW WUHTepPdENC; MOHOGMOK (1 wWT.);
cTaTUCTMYecKoe nporpammHoe obecrneyeHne ynpaBreHns MogyremM MUTaHWs, KOHTponsd U
nHTerpaumm (1 WT.); nporpammMmHas cucrema BoccraHosnennsa U-Profi (R) (4 dnaw-gucka obbemom 8
6) (1 wrt.); yanuuutens USB (4 wrt.); kabenb VGA (2 wrT.); naty-kopa (10 wT.); metoanyeckoe
nocobwue (2 k-Ta.).
YuebHo-nnpakmuyeckuli_cmeHd «CucmemMbl KOHMPOrsa u_ynpasneHuss docmyrnomy, ®3N-CKYL B
cocTtaBe: Mofenb cTeHbl (1 wrT.); HoyTbyk Lenovo (1 wT.): akpaH ¢ gnaroHanbo 15.6" (paspelueHve
1366x768), O3Y obvemom 2048 MG, Hakonutenb, o6bemom 120 6, npoueccop Intel aBa sgpa ¢
TaktoBon 4vactoton 1,4 [Tu, Beb-kamepa; ckaHep NUHENHbLIX U ABYMEpPHbIX WTpux-kogos (1 wr.);
csetoamon (1 wWTt.); anekTpomexaHudeckni 3amok (1 wrT.); ceteBon koHTpornnep CKYO (2 wrT.);
MynbTUMEONNHbIA TEPMUHAN MHOrO(aKTOPHOW MAEHTUdMKaL MK, B TOM Yncre pacnosHasaHune nuy (1
LUT.); HACTONMbHOE YCTPOWCTBO YTEHUSA U 3anucu cmapT-kapT (1 LWT.); KOHTaKTHas cMmapT-kapTta C
o6bEMoM namaAtn 256 6anT (5 wr.); USB kntov tun e-token (1 wrt.); komnnekt MO n koHBepTop (1
WT.); nporpammatop kapT Mifare HacTonbHbIN (1 WT.); cynTbiBaTEND GECKOHTAKTHBLIX KAapT Em-Marine
(1 wT.); cunTbiBaTENbL GECKOHTAKTHBIX KapT Mifare (1 wrT.); cmapT-kapta Tun Mifare (5 wrt.); cmapT-
kapTta Tvn Em-Marine (5 wT.); kntoy iButton (Touch-Memory) (5 wT.); nporpammaTop kntoyen Touch-
Memory (1 wrT.); Mogynb cornacoBaHns uHTepdencos (1 WT.); dSNeKTpOMarHUTHbIN 3aMokK (1 WT.);
cumTbiBaTenb kmodvern TouchMemory (1 wr.); ceteBon koHTponnep TouchMemory (1 wrT.); 6nok
nuTanmna (1 WT.); nporpamma pacrno3HaBaHUs aBTOMOOMbHbLIX HOMepoB (1 WrT.); makeT Homepa TC
P® (5 wr.); ceteBoe pene (1 wrt.); IP-kamepa (1 wT.); KOMMyTaTOp Heynpasnsaembli D-Link (1 wrT.);




MOAYMb MWUTaHUs, KOHTPOMSl W MWHTerpaumMmM Komnnekta B obwyw nabopatopuo (1 wWwrT.);
cTaTUCTMYecKkoe nporpammHoe obecneyeHne YynpaBrneHUs MogyrnemM MUTaHWUs, KOHTpons U
nHTerpaumm (1 Wwr.); nporpaMMHbIN AMyNATop usmyeckux obbekToB gocTyna (1 wT.); MeToanyeckoe

nocobue (2 wr.).

19. OueHo4Hble cpeacTBa ANA NpoBeAeHUA TeKyLLen 1 NPOMEeXYyTO4YHOM aTTecTauum
oby4arowmxcs No npakTmke

HanmeHoBaHue NupgukaTop(bl
I_'I‘ﬁl pasgena AUCLUMUNIIUHBI K?_l“:l';?;)e"' ,qOCTM)Keleslﬂ) OueHo4Hble cpencTBa
(mogyns) KOMNeTeHLUun
OpeaaHu3ayuoHHo- OrK-7 OrnK-7.1
1. rnodaomosumeribHbill OnK-2.1 OMK-2.1.2 OT4eT No NpakTuke.
aman
HayuHo- OrK-7.2
uccrieGosamernbcKul OlK-7.4
amarn Ol1K-7.5
OrIK-7 Ofl1K-7.8
Ofl1K-7.9
Ofl1K-7.12
OTueT no npakTuke. 3almTa oT4eTa no
2. Of1K-7.13 npakTuKe.
Ol1K-13.13
Ol1K-13.14
Orik-13 OlK-13.15
OlK-13.17
OlK-2.1.1
OrkK-2.1 ONK215
Ofl1K-7.10
OlK-7.11
OrlIK-7 Ofl1K-7.14
Bmari 8bINoHeHuUs 825;12
3 uccriedosameribCKUX O/'IK—8.10 OTueT no npakTuke. 3alimTa oT4eTa no
: pabom o OnK.8 O/'IK—8.11 npakTuke.
UHOUBUQYanbLHOMY rnaHy :
O[l1K-8.15
OlK-13.19
OrllK-13 OlK-13.21
Orl1K-13.23
Orl1K-9 Ofl1K-9.15
Ofl1K-13.5
" Ofl1K-13.6
OgbopmneHue omyéma o
4. OfllK-13 Ol1K-13.12 OT4eT No NpakTuke.
umoaam rnpakmuku ONK-13.16
OlK-13.18
OrkK-2.1 OlK-2.1.4
lMpomexyToyHasa aTTecTaums U
. HOVBUZYanbHOE 3aJaHue
dopMa KOHTPONS — 3a4€T C OLLEHKON

20. TunoBble OLEHOYHble cpeaAcTBa M MeToAuYecKMe MaTepuanbi, onpegensilowme
npoueaypbl OLeHUBaHUA

20.1 TeKywyMin KOHTPOIb yCNeBaeMoCTH
KoHTporb ycneBaemMocTy No AMCUUNINHE OCYLLIECTBNAETCS C MOMOLLBIO CNneayoLwmnx OLEeHOYHbIX
cpeacTs:
MHauBmnayaneHble 3agaHus
MepeyeHb HaMBUAYaNbHbLIX 3a4aHNin

[lepeyeHb uHOUBUDyasibHbIX 3adaHul
MpoBecTn aHanu3 MOCTaBMEHHOW 3af4ayn C TOYKM 3peHunss obecneveHnsi MakcumanbHO 3EKTUBHOM

3aWmTbl MHpopMaLMN B MHPACTPYKType opraHu3auuMm (pacCMOTpeTb TeopeTUdYeckue acnekTbl, Ha

OCHOBaHWM aHanunsa NoCTpouTb Mogernb 6esonacHoCcTH).
1. ABTOMaTM3MpOBaHHAsA CMCTEMa B 3aALUULLEHHOM WCMOSIHEHUW OpraHu3auum (Unuv npeanpusaTuN

nobor opmbl COGCTBEHHOCTK).




2. AHanus ys3BMMOCTEN N OpraHusaumsa 3awmTtbl MHOPMaLUK B NOKanNbHOW CeTU opraHmsauuu
(vnn npegnpusaTua ntobon dopMbl COGCTBEHHOCTK).

3. AHanun3 yasBMMoCcTeN U 3PPEKTUBHOCTM CPeactB M cnocoboB 3awutbl UHGOpMauumM B
aBTOMAaTM3MPOBAHHON CUCTEME OpraHu3aumm (Mnu npegnpuaTns ndon gopmMbl COGCTBEHHOCTH).

4. HCTpYyMEHTarnbHbIi MOHUTOPMHI 3aLMLLEHHOCTM aBTOMaTU3NPOBAHHOW CUCTEMbl OpraHm3auum
(vnn npegnpusaTua ntobon dopMbl COGCTBEHHOCTH).

5. MHdbopmaumoHHaa cuctemMa nepcoHarnbHbIX OaHHbIX OpraHu3auun (unu npeanpuaTtus nobon
opMbl COBCTBEHHOCTK).

6. KomnnekcHas 3awwmrta nHdopMaLumm B fIOKanbHOM CETU opraHuM3auun (Mnv npeanpuatna nobon
dopMbl COBCTBEHHOCTK).

7. MogroToBka K atTectauMn MHAPOPMALNOHHOM CUCTEMbI MEPCOHasrbHbIX OAaHHbIX B OpraHusaumu
(vnn npegnpusaTUKn Nobon hopmbl COGCTBEHHOCTN).

8. Cbop ¥ aHanM3 UCXOOHbIX AaHHbIX AN NPOEKTUPOBaHWUS CUCTEMbI 3aliMTbl MHOpMauum
opraHusauum (unu npeanpuaTus nodon dopmbl COGCTBEHHOCTH).

9. Cuctema KOHTPONSA WM ynpaBneHus OOCTYNOM B OpraHusaumm (Mnv Ha npeanpusatim nobon
dopmbl CO6CTBEHHOCTH).

10. Cucrtema ynpaBneHuss MHAOPMALUMOHHOM ©6e30NacHOCTb0 aBTOMATU3NMPOBAHHOW CUCTEMLI
opraHusauum (unu npeanpuaTus nodon dopmbl COGCTBEHHOCTH).

TpeboBaHUS K BbINONMHEHNIO 3a4aHNN

lMpoBecTn aHanu3 nOCTaBMEHHON 3agaynM C TOYKM 3peHus obecrneyvyeHns HaxoXaeHWUs
3h(PEKTMBHOIO peLleHns onMpasiCb Ha CYLLECTBYIOLLYIO MHGPACTPYKTYpY opraHusauum (paccMoTpeTb
TeopeTnyecKkmne acnekTbl, HA OCHOBaHUN aHann3a NoCTPOUTb MOAESb PELLEHNS U T.4.).

20.2 NMpomexyTo4yHasa aTrecTaumsa

MpomexyToyHas aTTecTaums No AUCUUMNIMHE OCYLLIECTBMNSETCS C MOMOLLbIO CreayoLwmx
OLIEHOYHbIX CPECTB:

Omuem o rpakmuke

TeMmbl Ipoekmos

1. Cpeactea obecnedeHnss UMHPOPMaAUMOHHOM  ©e30macHOCTM B KOPNopaTUBHbIX
NMHPOPMALMOHHBIX CUCTEMaX
. AnnapatHble cpencrtBa obecneyeHnst MHpopmaumMoHHOM 6e3onacHOCTH
. MIHdopMmauunoHHbIe ya3BMMOCTN 06BHEKTOB
. MNporpammHble cpeacTBa obecneyeHms MHGPOpMaLMOHHOM 6e30nacHOCTH
. AHTpOnoreHHble NHPOPMALMOHHbIE YA3BMMOCTH
. TexHoreHHble NHHPOPMALNOHHbIE YSI3BMMOCTU
. OpraHunsaumoHHO-NpaBoBble cpeacTBa obecneveHns MHPopMaLnMoHHON 6e30nacHoOCTH
Yrpo3bl MHPOpMaLMOHHOM 6€30MacHOCTU N NX NCTOYHMKM
. OpraHusaunoHHO-aAMUHUCTPATUBHbBIE CPeACcTBa 3aLMTbl MHpopmaumnm

10. OCHOBHblE MPUYUHbI YTEYKM MHpOPMaLMN U BOSMOXHOCTU NPOTUBOLAENCTBUSA yTeYKaM
MHdopMauun.

11. Mepbl 3aWunTbl NEPCOHAnNbHbLIX AAaHHbIX B MHPOPMALMOHHBIX CUCTEMAX MEPCOHAasbHbIX
AAHHbIX.

12. MoaTBepxaeHne NoANMHHOCTN O6BEKTOB N CYOBHEKTOB MHAOPMAaLMOHHOW CUCTEMBI.

13. KOHTpOsb LEeNnoCTHOCTU MHopMaLUmn. XaLw-yHKUUK, NPUHLMUMBLI NCMOMb30BaHUS X3LU-
dyHKUMN ons obecneyeHns LenoCcTHOCTM AaHHbIX.

14. Yrposa HapyweHna koHdpuaeHumanbHocTn. OCoBGeHHOCTM M npuMepbl peanu3auuun
yrpo3bl.

15. Yrpo3a HapylweHus uernocTHOCTU AaHHbIX. OCOBGEeHHOCTM K npuMepbl peanu3auuun
yrpo3bl.

16. Yrposa oTkasa cnyx6 (yrposa oTkasa B pgoctyne). OcobBeHHOCTM u npuMepbl
peanusauuu yrpossbl.

17. Yrposa packpblTua napameTpoB cuctembl. OCoBeHHOCTM M NpuMepbl peanu3auum
yrposbl.

©O~NOUTAWN



18. OCHOBHble TWMbl NONMUTUKM Ge3onacHOCTM [OoCTyna K AaHHbIM. [UCKPEUMOHHbIE U
MaHAaTHblE NOMNTUKN.

19. TpeboBaHna K cucTemMam KpunTorpapuyeckon 3aluTbl:  KpunTorpaguyeckme
TpeboBaHunsa, TpeboBaHWA HagexHocTn, TpeboBaHus no 3awmte ot HC[H, TpeboBaHusa K
cpeacTeBam paspaboTku.

20. AODMVHUCTPATMBHLIN YPOBEHb 3aWuUTbl MHpOpMaunn. 3agaynm pasnuyHbIX YPOBHEN
yrnpaBneHus B pelieHnn 3agadm obecneveHms MHoOpMaLMOHHON 6e30nacHOCTH.

21. MNpouenypHbIn ypoBeHb obecneveHns BeszonacHocTU. ABTOpu3aumnsa nonb3oBaTenen B
MHOPMALNOHHOW CUCTEME.

22. WpeHTnukauma v ayteHTudukaums npu Bxode B WMHAOPMALMOHHYIO CUCTEMY.
Mcnonb3oBaHue naporbHbIX cxeM. HegocTaTku NaporibHbIX CXEM.

23. NpeHTnpukauma un ayrteHTudukauma nonb3osaTtenen. [lpyuMeHeHue nporpamMmHo-
annapaTHbIX CpeACTB ayTeHTUMKaUNN (CMapT-KapTbl, TOKEHBDI).

24. buomeTpuyeckue cpeactaa naeHTUdUKaunm n aytTeHTndukaumm nonb3osaTenen.

25. AyTeHTuUUKaLms CyObekToB B pacrnpeesieHHbIX cuctemMax, npobrnemsl U peLleHus.

26. Ayaut B UHOPMALMOHHBIX cucteMax. PyHKUMM U Ha3HadeHwe ayauTta, ero posnb B
obecnevyeHnn nHpopmaLmMoHHON 6e30nacHOCTH.

27. Bupycbl u metoabl 60pb0bbl C HUMWU. AHTUBMPYCHbIE NPOrpamMMbl U NaKeThbl.

28. MNporpammMHo-annapaTHble  3awuTbl  UMHPOPMAUUOHHBLIX pecypcoB B  WHTepHer.
MexceTeBble 3KpaHbl, X PYHKUNN U HA3HAYEHUS.

29. Kputepun oueHkn 6e30nacHOCTU KOMMbHOTEPHbIX cuctemM. CTpykTypa TpeboBaHui
6esonacHocTu. Knacchl 3almLLeHHOCTMW.

30. EguHble kpuTepun 6e3o0nacHOCTU MHAOPMAUUOHHBLIX TEXHOMNOMMKW. oHATMe npoduna
3awuTbl. CTPyKTYpa Npoduns 3awmThbl.

31. EguHble kKpuTepun ©6e30MacHOCTU MHMOPMALMOHHBIX TeXHOMNOrnn. lNpoekT 3awuTbl.
TpeboBaHus 6e3onacHoCTH ((PyHKUMOHaNbHbIE TpeboBaHMA N TpeboBaHMA ageKBaTHOCTH).

32. MNoHATMe anekTpoHHOW uudpoBon noanucu. lNpouenypbl dopmMmpoBaHNA LG POBON
nognucu.

33. MeTogbl HecMMMETPUYHOro  WKndgpoBaHus. Mcnonb3oBaHMe  HECUMMETPUYHOIO
WwnpoBaHuna ons obecneyeHns LenoCcTHOCTN JaHHbIX.

34. Cpeactea obecneveHns uHdopmaumoHHon 6e3onacHocth B OC  Windows.
PaarpaHnyeHune goctyna K gaHHbIM. [[pynnoBasi nonuTuka.

35. NMpumeHeHne dannoson cuctembl NTFS agna obecneyeHnss uHGOPMaLMOHHOM
6esonacHocty B Windows. Cnwnckn KoHTponsa poctyna K pAgaHHeim (ACL) ux ponb B
pasrpaHnyeHnn JoCcTyna K AaHHbIM.

36. NMpumeHeHne cpeacte  Windows ana  npegoTBpalleHust  yrpo3  pacKpbITud
KOH(pmnaeHUmManbHOCTM AaHHbIX. LndpoBaHmne gaHHbIX. PyHKUMM 1 Ha3HaveHne EFS.

37. PasrpaHuyeHune goctyna k gaHHeim B OC cemenctea UNIX.

38. OcHOBHble 3Tanbl pa3paboTky 3alUMLLEHHON CUCTEMbI: OnpegeneHne noNTUKK
©e3onacHocTn, npoektuposaHne mopenu WC, paspaboTtka koga UC, obecneyeHne rapaHTum
COOTBETCTBUA peanusaunm 3agaHHON NonMTMKe 6e30nacHOCTW.

39. MpuymnHbl  HapyweHus  6e3onacHOCTM  WMHpopMaumm npu  ee  obpaboTke
Kpuntorpadudeckumm cpeactBamu.

40. NMoHATMe aTakm Ha cuctemMy WHgopMaumoHHon ©GesonacHocTn. OcobeHHoCTH
NOKanbHbIX aTak.

41. PacnpegeneHHble NHOPMALNOHHLIE CUCTEMBI. YpaneHHble aTaku Ha
MHPOPMALNOHHYIO CUCTEMY.

42. KaHanbl nepefayv faHHbIX. YTeyka uHopmMauuu. ATakm Ha KaHanbl nepegayu
AAHHbIX.

43. OnekTpoHHasa noyTta. [pobnembl obecneveHmnss 6e€30MacHOCTM NOYTOBLIX CEPBUCOB U NX
peLleHus.

44. BupTyanbHble YacTHble CeTU, UX (PYHKUMM U Ha3HaYeHue.



45. CeTeBble BOWHbI: Lenu, 3adayv, CUeHapum W cpeacTBa WX MNpPOBeOeHus, oueHKa
NnepcnekTMB pasBuUTUS U NPOTUBOAEWNCTBUS B KOHTEKCTe obecneyeHns WHEMOOPMaLNOHHOM
6e3onacHOCTM rocygapcTsa.

46. CounanbHble CETU KaK MHCTPYMEHT OpraHmnsaLmm NnpoTecToB N « PEBOSOLMIA»: CNOCO6LI
N cpeactBa BO3MYLLEHMSI COUMyMa, CUEHapun ocrabneHusi U CBEPXXeHUs Bnactu, Mepbl
NPOTUBOLENCTBUA B KOHTEKCTE obecneveHnsa nHpopmaumnoHHon 6e3onacHoOCTM rocyaapcTBea.

47. CTaTUCTMYECKMA aHanmM3 BCEBO3MOXHbIX KITacCoB M TUMNOB aTak Ha MH(OPMaUNOHHbIE
WH(O-CcUCTEMBI:  Lenu, 4YactoTa atak WM BennumHa yuwepboB OT wuX peanusauumu,
COOTBETCTBYOLLAsA
OLEeHKa PUCKOB B AMHaMuke pas3BuTua cdepbl MHGpOpMaUnoHHOW 6e30macHOCTH, BbIBOAbI
OTHOCUTESTbHO ONACHOCTU U BO3MOXXHOCTEN NPOTUBOAENCTBUS.

48. AHann3 n nogrotoBka o63opa Hay4YHO-TEXHUYECKMX MaTepuarioB MO reTeporeHHbIM
CeTsM B KOHTEKCTE obecneyeHuns nx 6e3onacHoCTMm.

49. Pa3Butne Hay4YHO-MeTOAMYECKOro obecrneyeHns Teopuu BEeTBALLMXCHA MpPOLEeCCOB Ha
aHanms3 pacrnpocTpaHeHus Bpe4OHOCHOro NporpamMMHoOro obecrneyeHust B ceTeBbIX CTPYKTypax.

50. Pa3Butne Hay4yHO-MeToaM4eckoro obecneyeHmsi Teopum criydamHblx rpacdoB Ha aHanus
XWUBYYECTU CETEBbLIX CTPYKTYP.

51. OnacHoctb DDOS-atak n pucKk-MOo4eNnnpoBaHME WX pPa3HOBUOHOCTEN B KOHTEKCTE
NpPOTUBOLENCTBUA.

OueHKa no npakTuke BbICTaBNAETCS pyKoBoaUTeneM npakTukM oT Kadpedpbl HA OCHOBE
cogepxaHunsa oOTyeTa CTydeHTa, OT3blBa pyKoBOAUTENS OT NPeanpusaTUd, BbICTYMNIEHUSA C
npeseHTauMen n 0TBETOB Ha BOMPOCHI MO UTOraM NPakTUKMK.

OTyeT NO nNpakTuke [JOMmKeH OblTb M3MNOXEH TEXHUYECKM [PAMOTHbIM SA3bIKOM C
NnPUMEHEHNeM peKkoMeHOOBaHHbIX TepMUMHOB W abbpesuatyp 6e3 opdorpaduyecknx wu
rpaMmmaTmyeckmx owmnbok. lMpu 3awmte oTyeTa MO MNpakTUKe OLEHMBAETCA COOTBETCTBUE
MHdopMauuK, NpeacTaBneHHONn B OTYeTe, AaHHbIM M3 MHAOPMALMOHHBLIX PECYPCOB O6LLEro
aoctyna cet IHTepHeT, maTepuanos Nekummn, y4ebHOM 1 TEXHUYECKOW nNuTepaTypbl.

KoHeyHbIMM pesynbTaTamu OCBOeHUs nporpammbl HUP aBnatoTca chopmMuMpoBaHHbIE
KOrHUTMBHbIE [LECKPUNTOPbl «3HaTb», «YMETb», «BMnadeTb», pacnMCaHHble MO OTAENbHbIM
komneteHumsam. OHum npeactaesneHbl B Tabnuue 10. dopmupoBaHME 3TUX OECKPUNTOPOB
npoMcxoauMt B Te4yeHne Bcero nepuoga BbinofnHeHuss HWP, B pamkax BbINOSHEHUS
CaMOCTOATENbHON paboTbl  BLINOMHEHUM pPa3fMYHbLIX BMAOB paboT nog pyKOBOLACTBOM
pykosoautena HAP.

[na oueHkn geckpunTopoB koMneTeHuun ncnonbdyetrca 100 GannbHasa wkana oueHOK.
[Ona onpegeneHus gakTU4eCKnX OLIEHOK KaXKaoro nokasaTensl BbICTaBNSAKTCA creayloume
B6annbl.

Onsa geckpMnTopoB KaTeropmm «3HaTb»:

— TpeboBaHNAM KpuTepusi (OTBET MOSMHbIA U MPaBUSibHbIA Ha OCHOBAHUW WU3YyYeHHbIX
Teopun; Matepuan U3NOXeH B OonpeaenieHHOW formd4eckon nocreaoBaTenbHOCTU, HayYHbIM
A3bIKOM; OTBeT camocTtoaTeNnbHbln — 85-100% oT MakcumanbHoro konundectso 6annos (100
6annos). COOTBETCTBYET OLIEHKE - «OTIINYHOY;

— pesynbTaT, coAepXalMin HEMNOSHbIA MpaBUSibHbIA OTBET WM OTBET, COoAep’Kalumi
He3HauuTernbHble HETOYHOCTM (OTBET AO0CTaTOMHO MOfHbIA W NPaBWUMbHLIN Ha OCHOBAHWUM
N3YYEHHbIX MaTtepuarnos, mMaTtepvan N3IOXeEH B  onpeaesieHHoun norn4yeckon
nocrnegoBaTenbHOCTU, NpU 3TOM AONyLEHbl ABE-TPU HECYLEeCTBEeHHble owunbkun), 75-84% ot
MaKCMMarnbHOro KonnyecTtsa 6annos; COOTBETCTBYET OLIEHKE - «XOPOLLOY;

— pesynbTaT, coAepXawui HEMNOSHbIA MpaBUnbHbIN OTBET UMM OTBET, COAEpPXalluu
3Ha4YUTENbHbIE HETOYHOCTM (NPU OTBETE OOnylleHa CcyllecTBeHHas owwubka, nnm B OTBETE
cogepxutca 30 - 60% HeobOXoouMbIX CBeLEHUA, OTBET HeCBA3HbIN) — 60-74 % oT
MaKCMManbHOro KonnyecTtea 6annos; COOTBETCTBYET OLEHKE - «YAOBMETBOPUTESBHOY;

— pesynbTaT, cogepXallimin HENOSHbLINM NPaBUibHbIM OTBET (CTEMNEHb MOSHOTHI OTBETA —
meHee 30%), HenpaBunbHbIN OTBET (OTBET He MO CyLleCcTBY 3afaHund) unm OTCyTCTBUE OTBETA,



T.e. OTBET, HEe COOTBETCTBYWOLIMA MOMHOCTbIO TpeboBaHusam kputepusa, — 0 % ot
MakcumarnbHOro konnyectsa 6annos. COOTBETCTBYET OLIEHKE - «HEYAOBETBOPUTESTbHOY.

Ona peckpmnTopoB KaTeropumn «Ymetb» U «BnageTtb»:

— BbINOJSIHEHbI BCE TPEOOBAHMS K BbINOSIHEHMIO, HANMMCaHMIO N 3almuTe oT4yeTa. YMeEHue
(HaBbIK) ccopmunpoBaHo nonHocTblo — 85-100% OT MakcumanbHOro korvyectsa ©Gannos.
CooTBeTCTBYET OLEHKE - KOTIIUYHOY;

— BbINOSIHEHbI OCHOBHbIE TPEBOBaHUSA K BbINOMHEHUIO, OCOOPMITEHMIO N 3alUUTe OTYeTa.
MmetoTca oTaenbHble 3aMevyaHns 1 HegocTaTku. YMeHne (HaBblK) ChopMMpPOBaHO JOCTATOYHO
NonHo — 75-84% oT MakcnmarnbHOro konnyectsa 6annoB. COOTBETCTBYET OLIEHKE - «XOPOLLIOY;

— BbINOSIHEHbI 6a30BbLIe TPeboBaHMS K BbIMNOSHEHUIO, OPOPMIIEHMIO U 3allMTe OTYeTa.

MmetoTca [OCTaTOYHO CyLEeCTBEHHble 3aMevaHusi U HefocTaTku, Tpebyume 3HauYnTeNbHbIX
3aTtpaT BpPEMEHW Ha wucnpasrieHMe. YMeHune (HaBblk) CCOPMMPOBAHO HA MMHMMAIbHO
A0NyCTUMOM ypoBHe — 60-74% OT MakcuManbHOro konnyectea 6annoB. COOTBETCTBYET OLIEHKE
- «yOOBNETBOPUTENBHOY;
TpeboBaHNA K HanuMcaHui W 3awuTte oTtyeTa. MMewTca MHOroYMcrieHHble CyLeCTBEHHble
3aMevYaHnss 1 HedocTaTKuM, KOTopble He MoryT ObiTb ucnpasneHbl. YMeHue (HaBblK) He
cchopmupoBaHo — 0 % OT makcumanbHoro konudectsa 6annoB. COOTBETCTBYET OLEHKe -
«HEeyaoBNeTBOPUTESNBHOY.

[na aTtrectauumn CTyaeHT npeabsiBnsieT OHEBHWK MPakTWKW, 3adaHuMe PYKOBOAMTENS Ha
NPOXOXOEeHME NPaKTUKM M odopMNseT pesynbTaTbl MNPaKTUKM B BMAE OTYeTa U FOTOBUT
BbICTYMNSIEHNE C NpPe3eHTaumen No pesynbtatamM NpakTuKu.

[ns oueHnBaHus pe3ynbTaToB 00y4YeHMs1 HA 3a4YeTe C OLIEHKOM ncnonb3dyetcs 4-6annbHas
Wwana: «OTIMYHOY», KXOPOLUOY», «yA0BNETBOPUTESNBHOY, KHEYAOBIETBOPUTENBHOY.
CooTHoLEeHME nokasaTenemn, KpUTEPUEB M LUKasbl OLEHNUBAHUSA pe3ynbTaToB 00yyYeHus.

YpoBeHb
KpuTepum oLeHnBaHMsA KOMNETEHLMNA CchOpMMPOBAHHOCTK LLikana oueHok
KOMMEeTEeHLUMN
3HaTb: pesynbTaT, COAepPXallWi MOSMHbLIN MNPaBWUNbHbIA OTBET, MOJIHOCTbIO | [To8biweHHbIl ypOo8eHb Omnuy4Ho

cooTBeTCTBYeT TpeboBaHWsM KpuTepusa (OTBET MOMHbLIA M MPaBUIbHBIN Ha
OCHOBaHMU M3YyYEeHHbIX TEOpWK; MaTepuan Wu3nNoXeH B ONpeaeneHHon
NOrn4eckomn nocrneaoBaTenibHOCTH, Hay4HbIM A3bIKOM; oTBeT
CaMOCTOSATENbHbIN.

«YMeTby U «Bnagetb»: BbINONHEHbI Bce TpeboBaHMA K BbINONIHEHWUIO,
HanNMcaHWIo 1 3aLLnUTe oTyeTa.

3HaTb: pes3ynbTaT, COOEpXallMi HEMONHbIN NPaBWMbHbLIA OTBET WX OTBET, ba3zoenlil yposeHb Xopowo
CoAepXallni He3HauuTeNbHble HETOYHOCTU (OTBET AOCTATOYHO MOSHbIA U
NPaBUSIbHbLIN HA OCHOBAHWW M3YYEHHbIX MaTepuarioB; MaTepuan W3MNOXeH B
onpeaeneHHoMm NOrMyeckor NocrnenoBaTenibHOCTY, NPU 3TOM AONyLIEeHbl ABe-
TPU HECYLLLECTBEHHbIE OLLUMOKM).

«YMeTb» N «BnageTb»: BbINOSHEHbI OCHOBHbLlE TPeBGOBaHUSA K BbINOSIHEHWIO,
oopMneHnto n 3awmute oT4veTa. KMMeloTcss oTAenbHble 3aMevaHust U
HeJoCcTaTku. YMeHue (HaBblK) cChOpMMPOBaHO AOCTATOYHO NOMHO

3HaTb: pes3ynbTaT, COAEpPXaluMiA HEMOSHbIA MPaBUNbHLIA OTBET WK OTBET, lNopoeossblli yposeHs Ydoenemeopum
codepXawmi  3HauYUTEmnbHble  HETOYHOCTM  (MpM  OTBeTe  JonylleHa e/lbHO
cyluiecTBeHHas owwnbka, nnm B otBeTe cogepxutca 30 - 60% HeobxooumbIx
CBeOEeHU, OTBET HECBA3HbIN)

«YMeTb» M «Bnapetby»: BbINONHeHbl 6a3oBble TpeOOBaHMSA K BbINMOTHEHWIO,
ohopMNEHNIO M 3awmTe oT4yeTa. MMelTcsi [OCTaTO4YHO CYLUECTBEHHbIE
3aMeYaHuss U HepocTaTky, Tpebylme 3HauMTenbHbIX 3aTpaT BPEMEHU Ha

ucnpasneHue.
3HaTb: pesynbTaT, CoAepXallMi HEMosHbIN NpaBWbHBIN OTBET (CTEeneHb - Heydosnemeop
NnonHoTbl oTBeTa — meHee 30%), HenpaBuUIbHbIA OTBET (OTBET HE MO CYLLECTBY umersibHo

3afaHua) WM OTCYTCTBME OTBETa, T.e. OTBET, He COOTBETCTBYHOLLMIA
MOSTHOCTLIO TPeBoBaHMAM KPUTEPHS.

«YMeTb» 1 «BnageTtb»: TpeboBaHUsA K HAaNMcaHuo 1 3aluTe oTyeTa. imetoTcst
MHOTOUYMCIIEHHbIE CYLUIECTBEHHbIE 3aMeyaHus U HedoCTaTku, KOTopble He
MOTYT GbITb UCMPaBIEHBI.

20.3 ®oH[ 01IEeHOYHBIX CPeACTB C(POPMUPOBAHHOCTH KOMIIETEHIIMH CTY/IEeHTOB, PEKOMEHyeMblii /151
NPOBeleHUsl IMarHOCTHYECKHUX padoT



OrK-7. CnocobeH co3gaBaTb NpOrpamMmbl Ha S3blkax BbICOKOrO M HA3KOIO YPOBHS, MPUMEHSTL METOAbI U
WHCTPYMEHTanbHble CpeacTBa NPOrpaMMUPOBAHUA Ons  pelweHus npodeccuoHanbHbIX  3agad,
ocyLLecTBNATb 060CHOBaHHbINM BbIGOP MHCTPYMEHTapusi NporpaMMmMpoBaHnst U CnocoboB OopraHM3aLmm
nporpamm

OlK-7.1 3HaeT obwme NpuHUMNbI NOCTPOEHMS, 06nactm U OCOBEHHOCTU MPUMEHEHUS A3bIKOB
NporpaMMmMpOBaHNS BbICOKOTO YPOBHS

OrllK-7.2 3HaeT 43blk MPOrpaMMMPOBAHUS BbICOKOIO YPOBHS (OOBEKTHO-OPUEHTUPOBAHHOE
nporpaMmMmnpoBaHme)

OlK-7.4 ymeeT paboTaTb C MHTErPUPOBAHHOW cpeforn pa3paboTkn NnporpammMHoro obecnevyeHns

OlK-7.5 ymeet paspabaTbiBaTb M peanu3oBbiBaTb Ha $3blke BbICOKOTO YPOBHSA anropuTMbl
peLLeHnsa TUNoBbIX NPOoeCcCnoHanbHbIX 3a4au

Ol1K-7.8 3HaeT OCHOBHbIE anropuTMbl COPTUPOBKKN 1 NOMCKA AAHHbIX, KOMOMHATOPHbIE U TEOPETUKO-
rpacoBble anropuTmbl

OrlK-7.9 3HaeT obwme cBedeHUs 0 MeTodax MPOEKTUPOBAHMUS, AOKYMEHTUPOBAHUA, paspaboTku,
TECTMPOBaHMA U OTNaaKM NPorpaMMHoOro obecneveHms

OlK-7.10 ymeeT NpuMMEeHATb M3BECTHble MEeToAbl NMPOrpaMMUMPOBAHUA U BO3MOXHOCTM 6a30BOro
A3blka NPOrpaMMMPOBaHNS ANS peLleHus TUNOBbIX NPOdECCMOHanNbHbIX 3a4ay;

OlK-7.11 BnageeT HaBblkamu pa3paboTKn anropuTMOB pPeLUEHUs TUMOBbLIX MPOECCUOHANbHbLIX
3agaud

OlK-7.12 3HaeT HeobxoaMMble 1 OCTATOYHbIE YCITOBUSA ONTUMArbHOCTU 3a4a4yn maTemMaTnyeckoro
nNporpaMMmnpoOBaHusI.

OlK-7.13 YmeeT NpMMeHATb METOAbI OQHOMEPHOM ONTUMU3ALIUM MPU PELLEHUN NPUKNAAHbIX 3a4au.

OlK-7.14 YmeeT ncnonb3oBaTb METOAbl MHOrOMEpPHOW 6e3yCrnoBHON ONTUMMU3aLMK MPU PeLlEeHUI
npodeccmnoHarbHbIX 3agau.

Or1K-7.15 3HaeT meToAbl YCNOBHOW ONTUMU3ALMN NPU peLLEHNN NPUKNagHbIX 3a4au.

OlK-7.16 3HaeT 3agayn BapuvaUMOHHOIO WCYUCIIEHUSA, ONTMMAanbHOrO YNpaBfeHUs U NIMHENHOro
nNporpaMMmnpOBaHuSI.
Orl1K-8. CnocobeH npuUMEHsTb MeTodbl HayYHbIX WCCNegoBaHUM Npu npoBedeHMM pas3paboTok B
obnacTtu obecneyeHus 6e€30NacHOCTN KOMMbIOTEPHBLIX CUCTEM U CETEN

OrllK-8.10 ymeer paspabatbiBatb Mogenu 6e30MacHOCTM  KOMMbIOTEPHbIX  CUCTEM  C
Mcnonb3oBaHMeM  HeobxooMMOro MaTemMaTUyeckoro annapara W CpeAcTB  KOMMbHOTEPHOro
MO4EenMpoBaHus

OlK-8.11 Bnageet cnocobamm MoaenupoBaHust 6€30MacHOCTM KOMMbIOTEPHbLIX CUCTEM, B TOM
Jyucne MoaenupoBaHus ynpaBneHWs LOCTYNOM W UHMOPMAaLMOHHBIMA MOTOKaMW B KOMMbIOTEPHbIX
cuctemax

OlK-8.15 ymeeT nNpUMEHSITb MeToAbl 3JKCNEPUMEHTANbHOIO WCCNEAOBaHUSA NpU  pPeLleHum
npodeccmnoHarnbHbIX 3aga4
OlK-9. CnocobeH pewatb 3agaqv npodeCccMoHanbHON AeATENbHOCTM C YY4ETOM TEKYLLLEro COCTOSHUSA U
TEHOEHUUA pas3BUTMS METOAOB 3aluTbl MHOpMauMM B OMNEPALMOHHbLIX CUCTEMAX, KOMMbIOTEPHbIX
CeTaAX N cMcTeMax ynpasneHus 6asamm AaHHbIX, a Takke MeToA0B U CPEACTB 3almTbl MHOpMauun oT
YTEYKM NO TEXHUYECKUM KaHanam, ceTen U CUCTeEM nepegaydv nHpopmauum

Or1K-9.15 ymeeT aHanuampoBaTb U OLeHUBaTb Yrpo3bl MHOPMaLUMOHHOM 6e30MacHOCTM 00bLEeKTa;
OlK-13. CnocobeH paspabaTbiBaTb KOMMNOHEHTbI NMPOrpaMMHbLIX M NPOrpaMMHO-annapaTHbIX CpeacTs
3aWnTbl MHpOPMaLMM B KOMMbIOTEPHBLIX CUCTEMAX U MPOBOANTL aHanun3 nx 6es3onacHocTu

OlK-13.5 ymeetr paboTatb C WHTErpypoBaHHbIMM cpedamun pa3paboTkM NPOrpammMHOro
obecneyeHus;

OlK-13.6 Bnageet HaBblkamMy pa3paboTky, OTNagkW, LOKYMEHTUPOBAHUA U TECTUPOBAHUS
nporpamm;

OlK-13.12 ymeeT chopmanu3oBaTb NOCTaBNEHHYO 3a4a4y;

OlK-13.13 ymeeT paspabaTtbiBaTb 3PeKTUBHbIE anropuTMbl U NPOrpamMmbl;

OlK-13.14 ymeeT npoBOAUTL OLLEHKY BbIYUCITUTENBbHOW COXHOCTU anroputma;

OlK-13.15 ymeeT nnaHupoBaTb pa3paboTKy CNOXHOro NporpaMmHoro obecneveHus;

OrlK-13.16 Bnageet MeTogamMm OLLEHKM KadecTBa roTOBOro NporpaMmMHoro obecneyeHuns;

OlK-13.17 BnageeT HaBblkamMn  pa3paboTkm  anropyutMOB  ANsl  pPEeLeHUs  TUMMNOBbIX
npodeccmnoHarnbHbIX 3agav;

OrllK-13.18 YmeeT npumMeHaTb CpeacTBa U MeTOoAdbl aHanu3a nporpaMMHoro obecnedvyeHus ans
BbISIBNEHWS 3aKnagokK



OrllK-13.19 YmeeT nNpuMMeEHATb MeToAbl aHanm3a MpPOEKTHbIX peleHnn pgns obecneveHus
3aLMLEHHOCTU KOMMbIOTEPHBIX CUCTEM.

OlK-13.21 YmMeTb nNpuMMeEHATb COBPEMEHHble cpeactBa obecneyeHnss  MHPOPMaLNOHHOM
6e30nacHOCTM NporpamMm 1 AaHHbIX

OrllK-13.23 YMmeeT npoBoauUTb aHanu3 MNporpamMMHbIX CPeACTB, NPUMEHSIeMbIX OAS KOHTPOMsa wu
3aWnTbl MHCpopMaLmm

OrllK-2.1. CnocobeH paspabaTbiBaTb anropuTMbl, peanusylolmne COBPEMEHHLIE MaTemaTudeckune
MeToAbl 3aWnTbl MHpopMaLmm
OrllK-2.1.1 CnocobeH npumeHaTb 9dEKTUBHLIE MPUHUMMBLI pa3paboTku CpeacTs  3awuThbl
NMHOpMaLMmM C UCMOMb30BaHUEM aKTyarbHbIX MaTeMaTUYECKUX METOL0B
OlK-2.1.2 3HaeT TpeboBaHNSA OCHOBHbIX CTaHAAPTOB MO 3aLUTE KOMMBbIOTEPHbBIX CUCTEM U CETEN
OlK-2.1.4 CnocobeH knaccudpuumpoBatb MHPOPMALNOHHbBIE CUCTEMbI NO TpeboBaHWAM 3aLUUTHI
MHd opMmaLmn
OlK-2.1.5 CnocobeH paspabaTbiBaTb NpOrpaMMHbIE anropuTMbl C NPUMEHEHWEM MaTeMaTU4ECKNX
mMozenen ons oueHkn 6€30nacHOCTU KOMMNBbIOTEPHBIX CUCTEM
Bonpocbl ¢ BapuaHTamMmm OTBETOB
1. [OuddepeHumanbHbl KpUnToaHanna OTHOCUTCS K aTakam:
a) Ha ocHose wudpTekcTa
b) Ha ocHoBe OTKPLITbIX TEKCTOB
c) Ha ocHoBe Nogo6paHHOro OTKPbLITOro TEKCTA
d) Ha ocHoBe aganTUBHO NOAOOPAHHOIO OTKPbLITOrO TEKCTA
2. Cnocob6 3awwmTbl MHopMaL MK, NpY KOTOPOM KOHKYPEHT BBOAUTCS B 3abnyaeHne OTHOCUTENbHO
AEATENbHOCTN N HaMepPEHUI:
1. KognpoBaHue
2. kpunTtorpadus
3. ynpasrieHue
4, mackupoBka*
3. [llepeuuncnute BUAbI 3NEKTPOHHOM NOANMUCH:
a) npocTas, cnoxHasi, KoOMbMHMpOBaHHas;
6) npocTas, KBanuruMpoBaHHas, CrIOXHas;
8) npocmasi, keanuguyupoeaHHas, HeKkeaugpuyupoeaHHasl.
4. NpeHTudukaums aTo:
a) npouecc npeabsaBreHns nonb3oBaTenem naeHTMuKkaTopa;
0) npouecc NnoaTBEPXXOEHUSA NOASTMHHOCTY;
8) cpaeHeHue npedbsienAeMbiXx UOeHMuUpUKamopoe ¢ repevyHeM [PUCBOEHHbIX
udeHmughukamopoe.
5. Kakyto pornb urpatoT LeHTpbl cepTudunkaumm KnoYven:
a) OHM WurpalwT poSib OOBEPEHHOM TpeTbel CTOPOHblI ANs [oKasblBaHUA hakTa nepepaydn
MHdopmMaLmu;
6) OoHu cnyxam Ons peaucmpayuu aboHeHMoOe, uU320MoOeJsIeHUs1 cepmugukKkamoes
OMKPbIMbIX K/IIOYel, XpaHeHuUsi U320MOeJIeHHbIX cepmugukamos, mnoddepKaHusi
8 aKmyaJlbHOM COCMOsIHUU cripasoYyHuUKa delicmeyrowux cepmugukamoe u eblnycka
crnucka ocpoYHO OMO38aHHbIX cepmugbukamos;
6. Mogenamu Tuna «4epHbIn ALWKUK» ABMSKOTCSA
a. Mopgenu mbllineHus
b. Mogenu, onucbiBaloLwme 3aBUCMMOCTb MapamMeTpoB COCTOSIHUSE OObekTa OT BXOAHbIX
napameTpoB
c. Mopenu, onucbiBaowme BxOAHble U BbIXOAHbIE MapameTpbl O6bekTa 6e3 yyeTta
BHYTPEeHHEeMN CTPYKTYpbl 0O6ObeKkTa
d. Mogenu «aBapurnHOro» flinMKa Ha camoneTax
7. Mopgensamu Tuna «0enbli AWWK» ABNATCSA
a. Mogenu mblilwneHus
b. Mogenu, onucbiBalowWwme 3aBUCMMOCTb NapaMeTPOB COCTOAHUA OObeKTa OT BXOAHbIX
napameTposB
c. Mogenu, onuceiBaloLmne BXoAHbIE U BbIXOAHbIE NapaMeTpbl 06bekTa C y4eTOM BHYTPEHHEN
CTPYKTYpbl 06beKkTa
d. Mogenu, onucbiBaroLLne BbIXOAHbIE AaHHbIE B NPOrpamMme



8. YcTtaHoBUTE COOTBETCTBME
1. MonHbI B3r1OM
2. mobanbHasa geaykumns
3. HactnyHas genykums
4. NHdbopmMaumoHHas geaykumna
1. KpUNTOAHaANUTUK paspabaTbiBaeT (PYHKLUMOHANbHbLIA 3KBMBANEHT UCCReQyemMoro anroputma,
No3BoNALLMIA 3aMdpoBbIBaThL U paclumdpoBbiBaTb MHGOpMaLMo 6e3 3HaHMs Krova.
2. KpYNTOaHaNUTUKY yaaeTcs pacwumndgpoBaTb UNn 3angpoBaTe HEKOTOPbIE COOBLLEHNS.
3. KpMNTOaHaNUTUK N3BIEKaeT CEKPETHbIN KoY.
4. KpUNTOaHANUTUK NoNy4YaeT HEKOTOPYO MHAPOPMaLMO 06 OTKPbITOM TEKCTE UMK KIHoYe.
OTBeT: 1-3, 2-1, 3-2, 4-4
9 Kakue 13 nepeymcrneHHbIX kKnbepyrpos SABNSATCS KNyeBbiMM Ha bGnukanwee 6yayuwiee? Boibepute
BCE NpaBusbHble OTBEThI.
— YcTtpownctsa loT kak nnowaaka Ana peanusauum atak
— Cnam
— Tporpammbli-BbiMOraTenu
— Criminal-as-a-service (nepexoa kn6epnpecTynHUKOB Ha CEPBUCHYIO MOAesb)
— [porpamMmbl-LINNOHGI
— «[lMpuspakn wuHTepHeTa npowsnoro» (yrpo3bl OT YycCTapeBLEero MnporpaMMHOro u
nporpaMmMHo-annapaTHoro o6ecne4yeHns, KOTopoe HaxoAMTCA B UHTEPHeTe)
— [porpamMmmbl-manHepsb!
—  CKUMMWHI
10. YT1o Takoe HeCaHKLUMOHNPOBAHHbLIA 4OCTyn (Hca)?
1) flocTyn cy6beKkTa K 06beKTy B HapyLleHue YCTaHOBMEHHbIX B CUCTeMe npaBun
pasrpaHuyeHus gocTtyna
2) Co3gaHune pe3epBHbIX KOMWIA B OpraHn3auumn
3) MpaBnna v nonoxeHwusi, BbipaboTaHHbIE B OpraHn3aumm ang obxoaa naponbHOM 3almThbl
4) Bxop B cuctemy 6e3 cornacoBaHusi C pykoBoAUTENEM OpraHm3aunm
5) YpoaneHue He HyXHOW nHpopmaLmm
11. B yem 3aksioMaeTcs OCHOBHas Npu4vMHa notepb MHgpopmaumm, cessdaHHon ¢ MK?
1) ¢ rno6asnbHbIM XMweHnem nHgopmauum
2) C NosiIBNEHNEM MHTEPHETA
3) ¢ HepocTaTO4YHOM O6pPa30OBaHHOCTLIO B 06nacTu 6e3onacHoOCTuU
12. MNpoTokonMpoBaHWe n ayguT MOryT UCNONb30BaTbCS ANS:
(1) npepynpexaeHusa HapyweHui Nb
(2) obHapyxeHnAa HapyLeHUn
(3) BOCCcTaHOBNEHUA pexnma Ub
13. AyTeHTMdMKaumMa Ha OCHOBE Napons, NepeaaHHoro No CeT B OTKPbITOM BuAae, nrnoxa, NoToOMy YTO
He obecneunBaeT 3aLlmThbl OT:
(1) nepexBaTa
(2) BOCNpOM3BeneHus
(3) aTak Ha [OCTYNHOCTb
14. BupTyanbHas pearnbHOCTb nogpasymeBaerT ...
A. co34aHHbIN TeXHUYEeCKMMM cpeacTBaMu MUp, NepefaBaeMblii 4enoBeKy 4Yepe3 ero
oLlyLeHUS: 3peHue, Crlyx, ocsi3aHue u np.
B. BUpTyanbHble 06BHEKTbI, UHTErPUPOBAHHbLIE B BOCMPUATUE NONb30BaTENs, Kak YacTb pearibHOM
OKpY>XatoLLen KapTUHbI MUpa B peXUME pearibHOro BpEMEHM.
C. obbenmHeHne pearnbHOro 1 BUPTyanbHOrO MUPOB 4151 CO30aHUSA HOBbIX OKPY>KEHMWI U
BMU3yanuaauumn, rae pusnyeckmi n ungpoBon 06bLEKTbI COCYLLIECTBYIOT U B3aUMOLENCTBYIOT B
peanbHOM BPEMEHW.
D. cosgaHue BMpTyanbHOro umMdgpoBoro cueHapusa ansg BocnponsseneHns Ha nobom meana-
YCTPOMCTBE.
15. Kakne TexHn4yeckue cpeactaa MoryT 6biTb MCNOMb30BaHbl A4S JOKa3aTeNnbCTBa BUHbI YernoBeka?
(1) xypHansl goctyna
(2) GuomeTpUUeCKMe KnoUm
(3) BMAeoHabnopgeHue

BOﬂpOCbI C TeKCTOBbIM OTBETOM



1. CeepTo4HOE KOANpOBaHME

OTBeT: [Mpn CBEPTOMHOM KOAMPOBaHUWN Npeobpas3oBaHUe MHMPOPMAaLMOHHBIX NocneaoBaTeNbHOCTEN
B BbIXOAHbIE U KOOOBbIE MPOMCXOAUT HenpepbiBHO. Kogep OBOMYHOrO CBEPTOYHOIO KOA4A COOEPXKUT
CABUratooLLMi perncTp u3 m paspsaoB M cymmaTopbl N0 Moaynto 2 Ans obpasoBaHust KOAOBbLIX CUMBOJIOB
B BbIXOOHOW nocnegoBaTenbHOCTU. Bxoabl cymmaTopoB coeauHeHbl C onpeaenéHHbIMU paspsgamu
perncrtpa. KommytaTtop Ha BbIxode yCTaHaBnvMBaeT 04epeaHOCTb MOCHINKN KO4OBbIX CUMBOMOB B KaHan
CBA3WN.

2. [1ns Kakoro UCTOYHMKA OTKPbITbIX TEKCTOB BEPOSATHOCTW NOSIBNEHUS K -rpaMm B TEKCTEe 3aBUCAT
OT UX MecTa B TekcTe?

OTBeT HecTtaumMoHapHbIn

3. Kakaga kpuntoaTaka OCHOBaHa Ha 3HaHWW OTKPbLITOro TEKCTa ANSA CnydYanHbIX (pparMeHToB
wnppoTtekcra?

OTBeT: Ha OCHOBE OTKPbITbIX TEKCTOB

4. TlosicHUTE NPUHLMN TPUAHTyNaumm?

OTBeT: NOCTPOEHNEe Ha MECTHOCTM CUCTEMbI MYHKTOB, 06pasyoLLMX TPeYrofbHUKN.
5. B yem 3akntovaeTca adpdekt Jonnepa?
OTBeT: N3MeHeHNe AJIMHbI BOSHbI U3MYyYeHUS OT UCTOYHMKA 40 NPUEMHMKA.

Kputepun u wkanbl oueHnBaHus 3agaHnn ®OC:

[ns oueHMBaHWs BbINONHEHNS 3a4aHU Ucnonb3yeTcs bannbHas WwKana:

1) 3akpbITble 3agaHns (TECTOBbIE C BapuaHTaMy OTBETOB, CPeOHUA YPOBEHb CIOXHOCTH):
— 1 6ann — ykasaH BepHbI OTBET;

— 0 6annoB — ykasaH HeBEpPHbI OTBET (MOTHOCTBLIO UMW YACTUYHO HEBEPHLIN).

2) OTKpbITblEe 3afaHus (TECTOBbIE C KPaTKUM TEKCTOBLIM OTBETOM, MOBLILUEHHbIA YPOBEHb CHOXHOCTK):
— 2 6anna — ykasaH BepHbI OTBET;

— 0 6annoB — ykasaH HeBEpPHbI OTBET (MOTHOCTBLIO UMW YACTUYHO HEBEPHbIN).

3apaHus pasgena 20.3 peKOMeHAYHTCSA K UCMONb30BaHUIO NPU NPoBeAeHMN ANarHoCTUYeCKUX
paboT C Lenbl OLEHKN OCTaTOYHbIX Pe3yNbTaTOB OCBOEHUS AAHHOW AUCLMMIIMHBLI (3HaHWUM,
YMEHUN, HaBbIKOB).



