MMNMHOBPHAYKN POCCUA
O®ENEPAINBHOE NOCYAAPCTBEHHOE BIOPKETHOE OBPA3OBATEIIbHOE YYPEXXOEHUE
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doueHm bopucos [].H.,
05.03.2025

PABOYAS MPOrPAMMA YYEEHOW OUCLUMMNUHDI

&TO.B.01 MeToabl 3amnTbl MHOOPMALMUOHHbLIX CUCTEM

Kod u HaumeHosaHue ducyumniuHbl 8 COomeemcmauu ¢ y'-le6HbIM nnaHom

1. Kog u» HaumeHOBaHMe HanpaBrieHus noaroToBku/cneumnanbHOCTU:

09.04.02 UHpopMaUuUOHHbLIE cucmeMbl U mexHo102uu

2. Mpodmnb nopgrotoBku/cneunanusaumsa: MobOuIbHbIE NPUTOXEHUS U _KOMIMbLIOMEPHbLIE
uepbl

3. KBanudumkauma BbinyckHuka: Mazucmp
4. ®dopma oby4eHun: OyHas
5. Kacheppa, oTBevalowan 3a peanusauumio AUCLUUNITUHBI: UHHOPMaUUOHHbIX cucmem

6. CoctaButenm nporpamMmmbil. bopucosa Anna AnekcaHopoBHA, K.W.H., JOLEHT

7. PekomeHpoBaHa: HMC ©KH, npotokon Ne 5 ot 05.03.2025.

(HaumeHogaHue pekoMeHOyrowel cmpykmypsbi, Gama, HOMep rPOMOoKona,

ommemku 0O rpodsieHUU 8HOCSMCS 8PYYHYHO)

8. Yueb6HbIN roa: 2025-2026 CemecTp(bl): 1




9.llenu n 3apaum y4eO6HON ANCLUUNIUHDI
Lienn v 3apauu yue6HOM ANCLUNSINHBI
Llensimu oceoeHusi y4ebHOU OucyurniuHbl S6115IK0MCS:
— [OHUMaHUEe OCHOBHbIX acrekmoe u memo0o8 3awumbl UHGHOPMaUUOHHbIX
cucmewm,
— U3y4yeHue [rpuHUUNo8 pabombl KOMMOHEHMO8 3auumbsl UHGOPMaUUOHHbIX
cucmem;
— u3yyeHue rpednbsisrisieMbix mpebosaHul u mep, Heobxodumbix Onsi obecriedeHUsI
3awumsl UHGbOPMaUUOHHbIX CUCMEM:;
3adayu y4ebHoU OucyunuHbI:
— rpuobpemeHue  MpPakmMuU4YyecKUux  HaeblKO8  [IPOeKMuUpo8aHusi  3auumal
UHQOPMAaUUOHHbLIX cucmeM coaslacHo mpebosaHusiM 3aKkoHoOamersibcmea
Poccutckot ®edepayuu.

10. Mecto y4ye6HOM pAucuunuHbl B cTpykType OOl gucumnnmHa OTHOCUTCA K
ancumnnmHamM, opMupyemMbiM y4acTHUKaMn obpasoBaTenbHbIX OTHOWeHUN. PakynbTaTuBbl.
TpebyeTcsa npeaBapuTenbHOe 3HaHMe MHPOPMAaTUKK, BBEAEHME B NPOrpaMmMmpoBaHue.

11. MnaHupyeMble pe3ynbTaTbl OOY4YEeHUA MO AUCUUNIIMHE/MOAYNIO (3HAHWUA, YMeHwus,
HaBbIKM), COOTHECEHHbIE C NMMIaHUpPyeMbIMU pe3yribTaTaMX OCBOEHUSA o6pa3oBaTesfibHOM
nporpamMmmbl (KOMNEeTEHLUMSAMU) U UHAUKATOPAMMN UX AOCTUKEHUS:

Koa v Ha3sBaHue komneTeHumn | Koo 1 HasBaHve wHAvkatopa | 3HaHWs, YMEHWS!, HaBbIKK
KOMMeTeHL MM

OrliK-2 OrK-2.1 3HaeT coBpeMeHHble | 3HaTb: OCHOBHbIE CTaamm pa3paboTku,
CnocobeH NHMOPMaLMOHHO- npUHLMN AEeKoMNo3nLmm 3agau,

pa3pabaTtbiBaTb KOMMYHWKaLMOHHbIE N | BO3MOXHOCTU COBPEMEHHbIX

OpVrMHarnbHble anropuTMbl U | UHTENMeKTyanbHble  TEXHOMOrnW, | NPorpamMMHbIX cpeq "

nporpamMmHble CpeacTBa, B | MHCTPYMEHTasbHble cpedbl, | cneunanuanpoBaHHbIX bubnuoTek Ans

TOM YMCne C UCMONb30OBaHWEM | MPOrpamMMHO-TEXHUYECKNE pa3paboTkn nporpamMHbIX CpeacTB

COBPEMEHHbIX nnaTtcopmbl ans pelleHns | 3awuThbl KOHUAEHUNanbLHOCTH

WHTENNeKTyanbHbIX npodeccuoHanbHbIX 3agad nHdOpMaLMK, KOHTPONS LEeNoCTHOCTU

TEXHOMOrMN, Ans peLleHus OaHHbIX.

npodeccnoHarnbeHbIX 3aga4

OrliK-2 OrliK-2.2 3HaeT coBpeMeHHble | 3HaTb: anropuTmsl NoCTPOEHUSA
CnocobeH WMH(OPMALMOHHO- cucTteM  3awuTbl  MHdoOpMauun B

paspabaTtbiBaTb KOMMYHWKaLNOHHbIE N | MHPOPMALMOHHbBIX CUCTEMAX.

OpUrMHanbHble anropuTMbl WU | UHTEMMEKTyanbHble TEXHONornu, | YMeTb:  KraccuduumpoBaTb  yrpo3bl

nporpamMmHble CpeacTBa, B | MHCTPYMEHTalnbHble cpedbl, | 6esonacHocTy, onpeaensTb

TOM YMCne C UCMONb30BaHWEM | MPOrpamMMHO-TEXHUYECKNE 0cobeHHOCTH 3awmLaeMbIx

COBPEMEHHbIX nnaTtcopmbl ans pelweHns | MHPOPMAaLMOHHBIX CUCTEM

NHTEeNNeKTyanbHbIX npodpeccrmoHanbHbIX 3agay

TEXHOMOMMN, ANA peLueHus

npodeccuoHasnbHbIX 3agau

OrllK-3 OriK-3.1 3HaeTt NPUHUMNLI, | 3HaTb: MpUHUUNLI PaboTbl OCHOBHbLIX
CnocobeH MeToAbl M CpeAcTBa aHanumsa u | CpeacTs 3almThI nHdopmaumm,

aHanunanposartb CTPYKTYpPMpPOBaHMUA NPOTOKONbI, MHTepdencel n dopmaTsl

npodeccnoHarbHyo npodeccuoHansHon nHpopmaumm | obMeHa AaHHbIMK

nHdopmaumio, BblIAENATL B

Hen rrnaBsHoe,

CTPYKTypMpoOBaTb, 0QOpPMIIATb

W npeactaBnATb B Buae

aHanuTMyecknx 0030poB €

060CHOBaHHbLIMY BbIBOAaMU U

pekoMeHAaunsaMm

12. O6beM AUCUUNIIUHBbI B 3a4€eTHbIX eguHuuyax/yac — 2/72



dopma NpoMeXyTO4YHOM aTTecTauum 3ayer

13. TpyAoeMKoCcTb NO BMAaM y4yebHon paboTbl

Bug yuebHom paboTbl Ne cem. 1 Bcero
AyONTOpPHbIE 3aHATUS 36 36
nekuyunm 18 18
npakTudeckue 0 0
na6opartopHble 18 18
CamocTtosATenbHas pabota 36 36
dopma NpomMexyTo4HOM aTTecTaLmm saver
(3a4em — yac..)
WToro: 72 72
13.1. CopepxaHue AUCLUNIUHDI
n/n Peanusauus
pasgena
HaunmeHoBaHwue pasgena ONCUMMIWHBI C
CopepxaHve pasgena aMcunnimvHbl
ANCUMNIUHBI NMOMOLLIbIO
OHNawH-Kypca,
QYMK*
1. Nlekuum
1.1 OcHoOBbI 3aLLMThI OCHOBHbIE XapakKTePUCTUKN MHEOPMALMOHHOMN https://edu.vsu
MHAOPMALIMOHHBIX CUCTEM cuctembl (MC). Buapl 3awmuiaemon MHcpopmaumn B .ru/courselvie
ncC. w.php?id=316
94
1.2 3akoHoaTenbCTBO B 149-93, 187-93, 98-d3, 0OCHOBHbIE OKYMEHTbI https://edu.vsu
chepe 3awmTtbl MIC OCTIK n dChB B chepe 3awutbl NC. .ru/courselvie
w.php?id=316
94
1.3 TpeboBaHus no Ha6 6 . 6 https://edu.vsu
0BECNEYEHMIO abop TpeboBaHui, onpegenaoLmx BbIbop mep rulcourselvie
3awmTbl MC. OBoCcHOBaHNE apXUTEKTYpbI 1 S
6esonacHoctn NC ° w.php?id=316
ncnonb3yembix TexHonorun 8 NC 94
1.4 NaoeHTndukaums m https://edu.vsu
ayTeHTudumkaums, MpoeHTudukaums. AyTeHTudunkauma n ynpasneHue .ru/courselvie
yrnpasneHue JOCTyrnom poctynom B C. Mogenu ynpaBneHust 4OCTYNOM. w.php?id=316
94
15 3awmTa cetu M3, VPN/CK3W, npokeu, IDS, IPS. https://edu.vsu
.ru/courselvie
w.php?id=316
94
1.6 AHTMBUPYCHaA 3alumTa AHTUBMPYCHas 3awimTa paboumx CTaHUWn, CEpBEPOB, https://edu.vsu
CepBuCOB. .ru/courselvie
w.php?id=316
94
1.7 lMpeBeHTVBHbIE MepbI CkaHvnpoBaHue Ha Hanuyne ysi3BUMOCTEN. https://edu.vsu
3anThI MpoTtuBoaencTBme paspeake. KOHTponb 1 ycTaHOBKa .ru/coursel/vie
OGHOBIEHWI. w.php?id=316
94
1.8 KoHTponb genctemm u KoHTponb gencteumin nonb3oBatenen u https://edu.vsu
pernctpaums cobbitun Mb agMuHucTpatopoB. CobbiTua 6e3onacHoCTM. .ru/courselvie
Peructpauwns cobbitun 6esonacHocTu. w.php?id=316
94
1.9 3awmTa BUpTyanbHbIX 3awuTa BUpTYanbHbIX cpel. PesepBHoe konvpoBaHue. | https://fedu.vsu
cpea, 3lWenoHMpoBaHue SuwenoHvpoBaHue 3aLnThbl. .ru/courselvie




3awmThbl w.php?id=316
94
2. JlabopaTopHble 3aHATUA
21 Hactpoiika ngeHtndpukauumn | Hactponka naeHtudukaumm n ayreHTugmkanmm Ha https://edu.vsu
1 ayTeHTudmkaumm onepauuoHHbIx cuctemax APM u cepBepos, ceTeBoro | .ru/courselvie
obopyaoBaHus. w.php?id=316
94
2.2 Ynpasnexue goctynom 4. 1 | YnpaBneHue JOCTynoM B onepaumnoHHbIX cuctemax Ha | https://edu.vsu
6a3se Linuxm Windows. .ru/courselvie
w.php?id=316
94
2.3 YnpaBsneHue goctynom 4. 2 | YnpasneHue goctynom B OC u MO ceteBoro https://edu.vsu
obopyaoBaHusa 1 cpeacTs 3aLlmnThl. .ru/courselvie
w.php?id=316
94
2.4 Bawmra cetun u. 1 HacTtpoiika mexceTeBoro akpaHa Ha 6a3e ACL, https://edu.vsu
HacTpovka 3awmwéHHoro VPN-coegMHEHNs KNNEHT- .ru/courselvie
cepBep. w.php?id=316
94
2.5 3awmra cetn u. 2 YcraHoBKa 1 6a3oBasi HacTponka Suricata. https://edu.vsu
.ru/courselvie
w.php?id=316
94
2.6 AHTMBMpPYCHas 3awmTa KES, KSM. https://edu.vsu
.ru/courselvie
w.php?id=316
94
2.7 lMpeBeHTVBHbIE MepbI CkaHvpoBaHue ceten. AHanu3 ceTeBoro Tpaduka. https://edu.vsu
3aWunThI .ru/courselvie
w.php?id=316
94
2.8 [MpeBeHTNBHbIE MEpPbI 3HakomMcTBO ¢ Honeypot. https://edu.vsu
3aWunThl Y. 2 .ru/courselvie
w.php?id=316
94
2.9 Perncrtpauwns cobbituin b 3HaKOMCTBO C CUCTEMOW MOHUTOpUHra Zabbix. https://edu.vsu
.ru/courselvie
w.php?id=316
94
13.2. Tembl (pasaenbl) AUCUUNIIUHBI U BUAbI 3aHATUN
Buabl 3aHATWIA (KONIMYECTBO YacoB)
Ne HanmeHoBaHue TeMbl CaMoCTosTenbHas
n/n (pasgena) gucumnnuHel | Jlekumu MpakTuyeckme | JlabopaTopHblie paGoTa Bcero
OcHoBbI 3aLLMThI
1 | nHdopmauMOHHbIX 2 2 4 8
CUCTEM
3akoHO4aTeENbLCTBO B
2 copepe 3awmtel IC 2 2 4 8
TpeboBaHus no
3 | obecneveHuto 2 2 4 8
©esonacHoctn IC
WaoeHTudukaumnsa un
4 | ayTeHTUdUKaLMS, 2 2 4 8
ynpaBrieHne 4OoCTynom
5 | 3awwuTa cetn 2 2 4 8
6 | AHTMBUMpPYCHas 3alumTa 2 2 4 8
7 MpeBeHTNBHbIE MepbI 5 5 8
3aWmThl
8 KoHTponb gencreun Vl 5 > 4 8
pernctpauns cobbltui b




3awmTa BUpTyanbHbIX

9 | cpen, awenoHnpoBaHue 2 2 4 8
3almThl
Utoro 18 18 36 72

14. MeTogM4yeckne ykasaHus Ans o6y4aroLWwmxcs No 0CBOEHUIO AUCLUNIIUHDI

CTyaeHTaM 4uTaTb PEKOMEHOOBaHHYH NUTepaTtypy, BO BPEMSI MPOBEPKW BbINOMHEHUS
na6opaTtopHbIx paboT, npenogaeaTento PeKOMEHAYeTCsl NPOBOAUTL TEOPETUYECKUA Onpoc C
Lienblo onpeaerneHns CTENEHN yCBOEHMS MaTepuana.

15. lMepeyeHb OCHOBHOM WU [OOMNOJIHUTENILHOW nUTepaTypbl, PECYpPCOB WHTEpPHeT,

Heob6XoAUMBIX AN 0CBOEHUS1 AUCLUNINHDI

a) OCHOBHas nuTeparypa:

Ne n/n NcTouHuk

Hecmepos, C. A. OcHoabl uHghopmayuoHHoU be3onacHocmu : y4ebHoe nocobue / C. A. Hecmepos. — 5-e
u3d., cmep. — CaHkm-llemepbype : JlaHb, 2022. — 324 ¢. — ISBN 978-5-8114-4067-2. — Tekcm :
aneKkmpoHHbIl // flaHb : anekmpoHHo-6ubnuomeyHas cucmema. — URL:
https://e.lanbook.com/book/206279

Pauees, C. M. Mamemamu4eckue memoOdb! 3awumsi uHgpopmayuu / C. M. Payees. — 2-e u3d., cmep. —

2 CaHkm-lNemepbype : [laHb, 2023. — 544 c. — ISBN 978-5-507-47085-3. — Tekcm : 351eKmpoHHbIl // JlaHb
: anekmpoHHo-6ubnuomeyHas cucmema. — URL.: https://e.lanbook.com/book/326153
lpoepammHo-annapamHbie cpedcmea 3auwjumsl UHghopmayuu : y4ebHoe nocobue / J1. X. Mugpmaxosa, A.
P. Kacumosa, B. H. KpacunbHukos [u 0p.]. — CaHkm-llemepbype : Uhmepmedus, 2018. — 408 c. — ISBN
978-5-4383-0157-8. — Tekcm : anekmpoHHbll // [laHb : anekmpoHHO-bubnuomeyHas cucmema. — URL:
https://e.lanbook.com/book/103200

BaHrowuHa, A. B. OcHosbl uHGhopmayuoHHoU 6e3onacHocmu : y4ebHo-memoduyeckoe rnocobue / A. B.
4 BaHrowuHa, C. FO. Pbibakos. — Mockea : MTYCU, 2022. — 22 c. — Tekcm : 371€KMPOHHbIU // JlaHb :
anekmpoHHo-bubnuomeyHas cucmema. — URL: https://e.lanbook.com/book/333701

6) gononHuUTEnNbHasA NuTepartypa:

Ne n/n MCTOYHMNK

Kpakosckud, 0. M. MemoOdsi 3awjumel uHghopmayuu : y4ebHoe nocobue 0rnis 8y308 / FO. M. Kpakoeckud.
— 3-e u3d., nepepab. — CaHkm-llemepbype : JlaHb, 2021. — 236 ¢c. — ISBN 978-5-8114-5632-1. —

1 Tekcm : anekmpoHHbIU // JlaHb : 31ekmpoHHO-bubnuomeyHas cucmema. — URL:
https://e.lanbook.com/book/156401
TexHonoauu 3awumsl UHGhopMayuu 8 KOMIMbIOMEPHbLIX cemsix | y4ebHoe nocobue / H. A. PydeHkos, A. B.
5 lponemapckud, E. B. CmupHosa, A. M. Cyposos. — 2-e u30. — Mocksa : UHTYUT, 2016. — 368 ¢c. —

Tekem : anekmpoHHbIl // IlaHb : 3nekmpoHHo-6ubniuomeyHasi cucmema. — URL:
https://e.lanbook.com/book/100522

Epmakosa, A. KO. Memodsi u cpedcmea 3awjumel KOMIbIOMePHOU UHghopmayuu : y4ebHoe nocobue / A.
3 1O. Epmakosa. — Mockesa : PTY MUPJA, 2020. — 223 ¢. — Tekcm : 351eKmpOHHbIl // JlaHb :
351eKmpoHHO-bubiuomeyHas cucmema. — URL: https://e.lanbook.com/book/163844

Byparosa, M. A. KomnnekcHasi cucmema 3auumsl uHghopmayuu : y4ebHoe nocobue / M. A. BypaHosa, H.
46 B. Kupeesa. — Camapa : IF'YTU, 2019. — 145 c. — Tekcm : aneKmpoHHbIl // JlaHb : 31eKmpoHHO-
bubnuomeyHas cucmema. — URL: https://e.lanbook.com/book/223181

B) MHOPMALIMOHHbIE 3NIEKTPOHHO-00pa3oBaTenbHble pecypchl (ouumnaneHble pecypcbl MHTEPHET):

Ne n/n Pecypc

1 www.lib.vsu.ru — 3H6 BI'Y

OBC JlaHb, JluyeH3uoHHbIG 0o2oeop Ne3010, (c 01/03/2024 no 28.02.2025) 06/02 24 om 13.02.2024 (c
dononHumernsHbiM coenaweHuem Ne1 om 14.03.2024),

3bC «YHusepcumemckasi bubnuomeka online» (Konmpaxkm Ne3010-06/28-24 om 28.12.2024),
UHbopmayuoHHO-meneKoMMyHUKaUyuoHHas cucmema «KoHmekcmym» (HayuoHanbHbIO yugposol
pecypc «PYKOHT») Jozoeop [JC-208 om 01.02.2021 nponoHauposaH 0o 01.02.2027,

AnekmpoxHas 6ubnuomeka BI'Y, [Jozoeop Ne[JC-208 om 01.02.2021 (c OO0 «LUKE «BUEKOM» u OO0
«AzeHmcmeo «KHuza-Cepesuc» o co3daHuu dnekmpoHHol 6ubnuomeku BI'Y),

16. MepeyveHb y4e6HO-MeTOANYECKOrO oGecneyeHUs Ans caMoCToATeNIbHOW paGoThl

Ne n/n MICTOYHMK
®om, KO. []. Memodsi 3awumsi uHghopmayuu : y4ebHoe nocobue / FO. []. ®om. — OpeHbypz : Oy, 2019.
1 — 230 c. — ISBN 978-5-7410-2296-2. — Tekcm : a5ieKmpOHHbIl // JlaHb : anekmpoHHO-6ubnuomeyHasi

cucmema. — URL.: https://e.lanbook.com/book/159977
2 KomrinekcHble cucmemb! 3auyumsl UHgbopMayuu Ha npednpusmusx : y4ebHoe nocobue / cocmasumenu /.



http://www.lib.vsu.ru/

C. Anekcees, O. B. leko4uxuH. — Kocmpowma : KI'Y um. H.A. Hekpacosa, 2021. — 167 ¢. — ISBN 978-5-
8285-1164-8. — Tekcm : a5ieKmpPOHHbIU // JlaHb : anekmpoHHO-6ubnuomeyHas cucmema. — URL:
https://e.lanbook.com/book/201884

HecmaHdapmHbie MmemoOdbi 3auumel UHpopmayuu : ydebHoe rnocobue / cocmasumenu B. I1. MNMawuHyes,
3 A. B. JIaxos. — Cmasporionb : CK®Y, 2016. — 196 ¢. — Tekcm : aneKmpoHHbIU // JlaHb : 31eKmpoHHO-
bubnuomeyHas cucmema. — URL: https://e.lanbook.com/book/155239

17. OO6pasoBaTtenibHble TEXHONOrMKU, UCNoNb3yemMble MNpu peanus3auum y4ebHOWM
OUCUMNNUHBbI, BKMOYaAs [AOUCTaAHUMOHHbIe obOpa3oBaTenbHble TexHonorum (OOT),
3neKTpoHHoe obyyeHue (30), cmewaHHoe oby4YeHue):

Mpn peanusaumm OUCUMNIMHLI MOTYT MCMNOSb30BaTbLCA TEXHOMOMMM 3NIEKTPOHHOro 0by4eHus U
ANCTaHUNOHHbIE 0Bpa3oBaTesnbHble TeXHONorMM Ha 6ase noptana edu.vsu.ru, a Takke apyrme
AOCTYNHble pecypcbl ceTn NHTepHeT.

18. MaTepmanbHO-TeXHUYECKOe obecneyvyeHme AUCLUNIINHDI:
1) neKUWoHHas ayauTopusi, OCHALLEHHas MynbTuMeana NPoeKToOpoM;

394018, r. BopoHex,
nnowaas YHuBepcuTeTcKas,
a. 1, kopn.1a, ayg. 385

YyebHas ayauTopus: nepcoHanbHble KoMMbloTepbl Ha 6ase Intel i5-
385 12600KF-3,6Tu, moHuTopbl KK 27" (16 wWwTt.), MynbTUMEAWUHbIN
NPOEKTOP, 3KpaH.

394018, r. BopoHex,
YuebHas ayautopus: KomnbloTep npenogasatens i5-3220-3.3Twu, | nowane YHuBepcuteTckas,

art MYNbTUMEANNHBIA NPOEKTOP, 3KPaH. a. 1, kopn.1a, ayn. 477
394018, r. BopoHex,
479 YyebHas ayauTopusi: KomnbloTep npenoaasatens i5-8400-2,8MMw, | nowanb YHuBepcuteTckas,

MYNbTUMEANNHBIA NPOEKTOP, 3KPaH. A. 1, kopn.1a, aya. 479

2) Knacc ang npoBefeHUNs NPakTUYEeCKNX 3aHATUN: YueGHas ayanTopus: MynbTUMEAUIHBIA NPOEKTOP,
3KpaH. [NepcoHanbHbIe komnbloTepbl Ha 6ase i5-10400-2,91My, moHuTopbl KK 27" (12 wr.).

N 394018, r. BopoHex,

YyebHas ayguTopus: MYMbTUMELMNHBIN npoekTop, 3KPaH. | nnoiian,  YAMBepcuTeTCkas

387 MepcoHanbHble KOMMNblOTEPLI Ha 6ase i5-10400-2,9I Ty, MoHUTOPbLI KK 1 xopn.1a. ava. 387 ’
27" (12 wr.). A1, Kopn.1a, ayn.

19. OueHo4Hble cpeacTBa Ans nposeneHusA TeKyI.Ll,eVI n npome)KyTquoﬁ aTtrecTtauum

MopAnoK OLEHKM OCBOEHMs obyvallmMuca yd4eGHOro MaTepuana onpegensiercs
coaepkaHMeM crieaytoLmx pa3aenos AUCLUNIIUHBIL:

OueHo4Hble
Ne n/n Pasne&ggsﬁg;nmbl Koo komneTteHumn Koa vHaunkatopa cp?ggiaeﬁnﬂ
arrecrauuu
1 TpeboBaHus no Or1K-2, OrliK-2.1, KoHTponbHas
obecneyeHuto OrlK-3 OnnK-2.2, pabota 1
6e3onacHoctn NC OrlK-3.1
2 lMpeBeHTMBHbLIE Mepbl Or1K-2, OrliK-2.1, KoHTponbHas
3auThI OnK-3 OnK-2.2, pabota 2
OrlK-3.1
3 3awmra BUpTyanbHbIX OriK-2, OriK-2.1, KoHTpornbHas
cpen, OnK-3 OnK-2.2, paboTa 3
3LLIEeNOHUPOBaHUe OrK-3.1
3aWmThI




MpomexyTouHas aTTecTaums
dopma KoHTpons — 3a4eT

20 TuvnoBble OLEHOYHbIE cCpeAcTBa M MeToAMYECKUEe MaTepuanbl, onpeaensroLline
npoueaypbl oLueHUBaHUs

20.1 TekywWwmMin KOHTPOJSb YCMEBaeMOCTH

Tekywass aTTectauus NpoOBOAMTCSA B COOTBETCTBUMM C [lonoxeHnem O Tekywen
aTTectaumm oby4awowmxca no nporpamMmmam  Bbicwero obpasoBaHuss  BopoHexckoro
rocyaapCTBEHHOINo yHMBepcuteTa. Tekywasa artrectauns npoBoguTcss B popMax YCTHOro
onpoca (MHAMBMAYanbHbIN ONpocC, hpoHTanbHaa 6ecefa)  NMCbMEHHbIX PaboT (KOHTPOSIbHbIE,
nabopartopHble paboTbl). [pu oueHuBaHMM MOFyT MCMNOMBb30BATLCHA KONMYECTBEHHbLIE WK
KayeCTBEHHbIe LLKasbl OLEHOK.

TeKylwmin KOHTPONb YCNeBaeMOoCTW MO AUCUMUMNIIMHE OCYLLECTBASETCS C MOMOLLbLO
crnegyroLwmnx OLEHOYHbIX CPEeACTB:

YCTHbIN ONPOC Ha NEKUMOHHbIX 3aHATUSIX;

KoHTponbHast paboTa Nno TeopeTMyYeckomn YacTu Kypca;

JlabopaTopHbie paboThbl.

Ne | HaumeHoBaHne [MpenctasnexHune Kputepum oueHkn

n/n | oueHo4YHoro OLIeHO4YHOro cpencTea B
cpeacTea toHae

1 | YcTHbIM onpoc Ha Bonpochkl no [MpaBunbHbIN OTBET — 3a4TEHO,
NpaKTU4eCcKnx Temam/pasgenam HenpaBWUITbHbIN UK
3aHATUAX ANCUUNINHBI NPUHLMMMANbHO HETOYHbIN

OTBET - HE 3a4TEHO

2 | KoHTponbHas

TeopeTuyeckue Bonpochkl no

LLikana oueHnBaHus

paboTa no Temam/pasgenam COOTBETCTBYET NPMBEAEHHON
pasgenam ANCUUNINHBI HUXe
AVCUMMIIVHBI

3 | labopaTtopHas Copepxut 9 nabopaTopHbix | [1pn ycnewHoM BbINOSTHEHUN
paboTa 3agaHui, paboTbl CTaBUTCA OLEHKa

npegycMmaTpuBaroLmnx
HaCTPOMKY K IKcnyaTaumto
pasfinyHbIX CPencTB
3aWnTbl MHopMaLmu.

3a4TEHO M OCyLlecTBNsieTcs
AOMYCK K 3K3aMeHy, B
NPOTMBHOM CIly4ae CTaBUTCS
OLIeHKa He 3a4YTeHo 1
oby4arowmnncs He gonyckaeTcs

K 9K3aMeHy.

Mpumep 3agaHnsa ans BbINOSTHEHUSA NpakTUYeckon paboThbl
KoHTponbHas pabota 1

BapuaHT 1

1) OnpepeneHne xapakTepucTuK MHPOPMALMOHHON CUCTEMBI;

2) Habop tpeboBaHuin, onpegenstowmx sbibop mep 3awutsl UIC;
3) ObocHoBaHWe apxXUTEKTYpbl U UCNONb3yeMblx TexHonorun B NC;
lMpumMepbl BONPOCOB U3 TecTa:
TecToBbIv Bonpoc: Kakon gokymeHT ®CTIK onpepensaet TpeboBaHud K 3awuTe

nHdopmauum B ACY Tr1
BapuaHTbl oTBETA:




1) Mpunkas ®CTIK Ne21
2) Mpukas PCTIK Ne31
3) MNpukas PCTIOK Ne17

TecToBbIN BONpoc: YTo ABNSAETCSA OCHOBHbLIM JOKYMEHTOM, perfnameHTUpyoLWwnum
ncnosib3oBaHMe CpencTsB KpunTorpadomuyeckon 3amTbl tHopMauum

BapuaHTbl oTBETA:
1) ©3-187
2) ©3-149
3) Mpwukas ®CH Ne378
4) MNpukas PCTIK Ne31

KoHTponbHas paboTta 2

BapuaHT 1

1. aTb onpegeneHne ayteHTUmkaumn. Npueectu npumepsl.
2. laTtb onpegeneHve ngeHtTudukaumm B MHPOPMaLMOHHbIX cucTeMax
3. [laTb onpegeneHne aBTopusaunm nonb3osaTens
4. [latb onpeaeneHne napons

KoHTponbHas pabota 3

BapuaHT 1

1. Cuctemon kpunTorpadomyeckomn 3alumTbl MHPOPMaLMN ABNAETCS:
a) BFox Pro
6) CAudit Pro
B) Kpunto NMpo
2. Kakne BMpyCbl akTUBU3NPYIOTCA B CaMOM Ha4vane paboTbl C onepaunoHHOM CUCTEMON:
a) 3arpy3o4Hble BUPYChbI
6) TposiHUbI
B) YepBU
3. Stuxnet — aTo0:
a) TposiHCKasi nporpamMmma
6) makpoBupyc
B) NPOMBILLSIEHHBIN BUPYC
4. TapreTupoBaHHasi atTaka — 370:
a) aTaka Ha ceTeBoe obopyaoBaHme
6) aTaka Ha KOMMNbIOTEPHYO CUCTEMY KPYMHOro NpeanpuaTns
B) aTaka Ha KOHKPETHbIN KOMNbIOTEP NOSib30BaTENS

MNpuBeOeHHblE  HWXE  3afdaHusi  PEeKOMEeHOYeTCsl  UCMofb3oBaTb  MpUM  NPOBEAEHUU
ANarHoCTUYeckux paboT Anst OLEeHKM OCTaTOYHbIX 3HAHWUNA:

OrliK-2
3agaHua 3aKpbIToro Tvna

1. Mog nHopmaumMoHHON 6e30MacHOCTLI0 MOHUMAETCS:
a) 3aWULEHHOCTb MHOpMauun 1 nogaepXuBatroen MHMPaCcTPYKTypbl OT CryYanHbIX
UM npegHamMepeHHbIX BO3OENCTBUMA €CTECTBEHHONO WKW CryYanHOro Xapakrtepa, KoTopble
MOFYT HaHECTU Henpmuemnembin yuwepb cydbbektam MHPOPMaLMOHHBIX OTHOLLEHWI B TOM Yncne
BnagenbLuam v nonb3oBatensam nHhopmaumm 1 nogaepxusarLen HppacTpykType
0) nporpaMMHLIM NPOAYKT U 6a3bl OaHHbLIX AOIMKHbI ObiTb 3aWMLLEHbl MO HECKOSbKAM
HanpaB-feHnsiM OT BO34ENCTBUS



B) HET BEPHOro oTBeTa
2. 3awmTa nHopmaumm:
a) HebonbLlaa NnporpaMmma Ans BbINOMHEHUS onpeaeneHHon 3a4aun
6) KoOMMnekc MeponpuATUA, HanpaBfeHHbIX Ha obecneyeHne MHGPOPMALMOHHON
B6esonacHoCTH
B) npouecc pas3paboTku CTPyKTypbl 6a3bl OaHHbIX B COOTBETCTBUMM C TpeboBaHMAMM
nonb3oBarterneu
3. MHdopmaumroHHas 6e3onacHOCTb 3aBUCUT OT:
a) KOMMNbIOTEPOB, NOAAEPKMBAIOLLEN MHPPACTPYKTYPbI
6) nonb3oBaTenen
B) MHdopmaLmm
4. KoHhnaeHUnanbHOCTbIO Ha3biBaeTCs:
a) s3awmuTta nporpaMMm W MNPOrpaMMHbIX KOMMMEKCOB, ObecneynmBaromx TEXHOSOMI
pa3paboTku, OTNaaKM U BHEQPEHUSA CO34aBaeMbIX NPOrpamMMHbIX MPOAYKTOB
0) onucaHne npoueayp
B) 3awumMTa OT HECAHKUMOHMPOBAHHOIO A0CTyna K nHopmaumnm
5. [Ins yero cosgatoTcs MHPOPMaALMOHHbLIE CUCTEMBI:
a) Nony4eHns onpeaeneHHbIX UHPOPMALMOHHbIX YCyr
6) 06paboTkn nHpopmaumm
B) o6a BapunaHTa BEpPHbI
6. KTo siBNAeTCA OCHOBHbIM OTBETCTBEHHbIM 3a OnpefeneHne YpoBHS Kraccudgukaumm
MHOpMaUuK:
a) pykoBoauTenb cpeaHero 3BeHa
0) Bnageney
B) BbICLLEE PYKOBOACTBO
7. Kakas kateropusi siBnsieTcs Hambonee pUCKOBAHHOW AN KOMMaHMM C TOYKU 3pEHUS
BEPOSITHOrO MOLUEHHNYECTBA U HapyLleHnsa 6e30nacHOCTH:
a) xakepbl
0) KOHTpareHThbI
B) COTPYAHUKN
8. Ecnun pasnuyHbIM rpynnamMm nonb3oBaTenen ¢ pasnuyHbiM yPOBHEM OOCTyna Tpebyetcs
AOCTYNM K OOHOM U TOW Xe WHGOpMauuKM, Kakoe W3 YyKasaHHbIX HUXe OeNncTBun cregyet
npeanpuHSTbL PYKOBOACTBY:
a) CHM3UTb YPOBEHb Kraccudumkaumum aTon nHpopmauum
0) yny4wmnTb KOHTPOIb 3a 6€30MacHOCTLI0 3TOW MHopMaLn
B) TpeboBaTb nognucaHus CneumanbHOro paspelleHnsa Kaxabli pas, Korga 4ernoBeky
TpebyeTcsa AOCTyN K 3TOM MHpopMaumm
9. Yto camoe rnaBHOE JOMKHO NpOoAyMaTb PYKOBOACTBO MpU Kraccugukaumm AaHHbIX:
a) ynpasreHne JOCTYynoM, KOTOPOE OOMMKHO 3aliuwaTb JaHHbIe
0) oLEeHNTb YPOBEHb prUCKa U OTMEHNTb KOHTPMEPBI
B) HEOOXOAMMBIN YPOBEHb OOCTYMHOCTU, LLIENOCTHOCTM M KOH(PUAEHUMANBHOCTH
10. KTO B KOHEYHOM cyeTe HecCceT OTBETCTBEHHOCTb 3a rapaHTMM TOro, YTO [AdaHHble
KnaccmuumMpoBaHbl 1 3aLULLEHDI:
a) BnagenbLbl AaHHbIX
0) pykoBOACTBO
B) agMWHUCTPaTOpPbI
3agaHns OTKPLITOro TMna

1. Kak Ha3blBaeTCa COBOKYMHOCTb YCMNOBUA M (DAKTOPOB, CO34aloLMX MNOTEHUUANbHYHO
yrposy  uvnu  peanbHO  CyLECTBYIOLIYIO  OMacHOCTb  HapyweHus  6e3onacHocTu
MHdopMauunn?

2. Kak Ha3biBaeTcsa nonbiTka peanusaunm yrpo3sbl?




3. Kak HasblBaeTcA COCTOSiHME WHGOPMaUUK, NPU KOTOPOM [JOCTYN K HEWn MOoryT
OCYLLIECTBUTb TONbKO CYOBbEKTbI, UMELOLME Ha HEro NpaBo?

4. Ecnu 3noymbIlLNEHHUK BHEAPWI B KOMMbIOTEP BPEOOHOCHYO NporpammMy u nostyyus
AOCTYyNn K §nWYHOM WH(opmauum nonb3oBaTensi, Kakoe CBOWCTBO WHdopMaumm Obino
HapyLleHo?

5. Kak HasblBaeTCsi COCTOSIHME WHpopmauun, nNpu KOTOPOM OTCyTCTBYyeT ntoboe ee
n3mMeHeHne nmMboO U3MEHeHWe OCYyLLeCTBNSAEeTCA TONbKO MNpeAHaMepeHHO cybbekTamu,
UMEeLLNMM Ha Hero npaso?

6. AHHa nocnana nucbmo CTenaHy. 3MOYMbIWAEHHUK YHUYTOXWUIT MUCbMO  AHHbI,
noacyHyn csoe u otnpasun CtenaHy oT umeHu AHHbl. Kakoe CBOMCTBO WMHOpmauuun Gbinio
HapyLleHo?

7. AHHa nocnana nucbmo CTtenaHy. 3MOYMbIWMAEHHUK NPOYMTan MMCbMO  AHHbI,
noacyHyn BMECTO Hero cBoe u oTnpasun CrtenaHy oT uMeHm AHHbI. Kakoe cBonctso(a)
nHcopmauum 6bino(n) HapyLLeHo? ,

8. Kak Ha3blBaeTcs cocTodAHME MHOPMaLnn, Npyu KOTOPOM CyObekTbl, MMetroLue npasa
AoCcTyna, MOryT peann3oBaTb Nx 6ecnpenaTCTBEHHO?
9. Ecnn B pesynbtate DDOS-atakm HOBOCTHOW CalT Ha Kakoe-TO BPEMS Bbilesl U3

CTpoa M Obln HedocTyneH AnNd nornb3oBaTenien, Kakoe CBOWCTBO WHopmaumm ©Obino
HapyLleHo?

10. Kakon OOKyMeHT copepXuT B cebe cTpaTermyeckme HaumoHasbHble MPUOPUTETHI,
uenn u mepbl B 0o0nactu BHYTPEHHEM W BHEWHen nonutukn Poccun, onpegensiowme
COCTOSIHME HauMoHarbHOW 6e30MacHOCTU N ypOBEHb YCTOWYMBOrO pas3BUTUS rocygapcTBa Ha
AO0NITOCPOYHYIO NEPCNEKTUBY?

3agaHuns ¢ pa3BepHYTbIM OTBETOM

1. BeinonHuTe nepsBbin UMK anroputma wudgposaHusa FOCT 28147-89 B pexxume npocTomn
3amMeHbl. [1na nonyyeHus 64 6GUT NCXoQHOro TEKCTa UCMOSb3ynTe BOCEMb NEPBbLIX OYKB M3 CBOUX
AaHHbIX: ®amunuun, Nmenun, OtyecTtBa. [na nonydeHus kroya (256 6UT) MCNonb3yroT TEKCT,
cocToawmmn 13 32 6yks. MNepBbli NOAKNIOY COAEPXKUT NEPBLIE YeTbIpe OYKBbI.

Orl1K-3
3agaHua 3aKpbITOro TMna

1. MNMpouenypon Ha3bIBaeTCS:

a) noLsaroBasi UHCTPYKLMSA MO BbIMOSTHEHWIO 3a4a4n

0) obsa3aTenbHble AENCTBUS

B) PYKOBOACTBO MO OENCTBMSAM B CUTyauUsiX, CBsI3@HHbIX C 0€30MacHOCTbIO, HO He
OMNUCaHHbIX B CTaHgapTax

2. Kakon dpaktop Hambonee BaxeH ANs TOro, 4Ytobbl ObiTb YBEPEHHBbIM B YCMELLUHOM
obecneveHnn 6e30nacHOCTM B KOMMAHUN:

a) NpoBefeHNe TPEHUHIOB No 6€30NacHOCTM ANsi BCEX COTPYAHUKOB

6) noaaep’kka BbICLLEro pyKoBoACTBa

B) 3p(heKTUBHbIE 3aLUNTHBLIE MEPbLI U METOABI X BHEOPEHMS

3. Korma uenecoobpa3Ho He npeanpuMHUMaTtb HUKAKUX [OENCTBUA B OTHOLLEHMM
BbISIBNIEHHbIX PUCKOB:

a) Korga puUCcKM He MoryT ObiTb MPUHSTLI BO BHUMaHME Mo NOSIMTUYECKMM COOBpaXKeHUAM

6) onsa obecnedeHns xopoluen 6e30NacHOCTU HYXXHO yYUTbIBaTb U CHUXKATb BCE PUCKU

B) KOrga CTOMMOCTb KOHTPMEpP NPEBLILIAET LLEHHOCTb akTUBa M NoTeHUMarnbHbIe NoTepu

4. Y70 Takoe nonuTuka 6esonacHoOCTU:

a) neTannanpoBaHHble JOKYMEHTbI No obpaboTke nHungeHToB 6e3onacHoCTm

0) Wrpokue, BbICOKOYPOBHEBbBIE 3asiBNIEHUSA PyKOBOACTBA



B) obwue pykoBoaswme TpeboBaHNA NO OOCTMXKEHUIO ONpeneneHHOro YpOoBHS
6GesonacHoCTK

5. Kakass 13 npmBegeHHbIX TEXHUK SBMSIETCS CaMOW Ba)XXHOW Npu BbiOOpEe KOHKPETHbIX
3aLUUTHBIX Mep:

a) aHanu3 pucKoB

6) pesynbtatbl ALE

B) aHanua 3aTpart / Bbirogbl

6. YUTo ny4ywe Bcero onucbiBaeT Lenb pacyeTa ALE:

a) KONIMYECTBEHHO OLIEHNTb YPOBEHb 6e30nacHOCTU cpenbl

6) oueHNTb NOTEeHUManbHbIe NOTEPU OT Yrpo3bl B rog,

B) KOMMMYECTBEHHO OLEHUTbL YPOBEHb Be3onacHoCTU cpeabl

7. TakTnyeckoe nnaHMpoBaHUe:

a) cpegHecCpOYHOe NnaHnpoBaHue

0) exxeqHEeBHOE NaHMpPOBaHUe

B) LONrOCpOYHOE NiiaHMpoBaHne

8. OhbekTnBHas nporpamma 6esonacHocTn TpebyeT cbanaHCMPOBAHHOIO NPUMEHEHNS:

a) KOHTPMep 1 3aLUTHBIX MEXaHU3MOB

0) npoueayp 6e3onacHOCTU 1 WNGPOBaHNA

B) TEXHUYECKNX N HETEXHUYECKNX METOL0B

9. ®dyHKuMOHanbHOCTL 6e3onacHoCTU onpegensetr oxuagaemyrw paboTy mMexaHu3MOoB
6e3onacHOCTU, a rapaHTUM oNpeaenstoT:

a) ypoBeHb JoBepus, obecneymBaemMbln MEXaHU3MOM 6e30NacHOCTM

0) BHegpeHWe ynpasreHust MexaHmamamm 6e3onacHoOCTU

B) Knaccudmkaumo gaHHbIX NOcne BHeAPEeHUs MexaHn3moB 6e30nacHOCTH

10. YTO 13 NepevncrneHHoro He sBnseTCs Lenbio NPoOBeAEeHNs aHanmM3a pUCKOB:

a) BbIsIBIIEHNE PUCKOB

0) nenernpoBaHue NOHOMOYUN +

B) KONMYeCTBEHHAs OLeHKa BO34EeNCTBUSA NOTEHUManNbHbIX Yrpo3

3agaHuns OTKPbLITOro TMna

1. Kakon gokyMeHT oTobpaxaeT odumumanbHble B3rngabl Ha Lenu, 3agadn, NpuHLMNb 1
OCHOBHbI€ HanpaBneHus obecnevyeHnsa NHpopmMaumoHHon 6esonacHocTn PO?

2. Kak HasblBaeTCa COCTOSIHME 3aLlMLLEHHOCTU NNYHOCTU, obLecTBa U rocyaapcTea oT
BHYTPEHHMUX M BHELLUHUX Yrpo3, KOTopoe no3BonsieT obecnevntb KOHCTUTYLMOHHbIE MNpaBa,
cBOOOAbI, JOCTOMHbIE KAYeCTBO M YPOBEHb XU3HWU FpaxkgaH, CyBEPEHUTET, TepPUTOpPUArbHYO
LEenoCTHOCTb M ycTondmBoe passutue Poccuinckon depepauunm, obopoHy m 6e3onacHOCTb
rocygapcrea?

3. Haykon, msyvawowen matematvyeckune MeToabl 3awwmTbl MHopMauum nytem ee
npeobpasoBaHus, IBNSETCA:

4. Ob6ecrneyeHve B3aMMOOEWNCTBUS  yAareHHbIX MNPOLECCOB  peanuayetcss  Ha
YpOBHE MOAENN B3aMOOENCTBUSA OTKPbITbIX CUCTEM

5. o pokymeHTam [TK cambin Bbicokun knacc 3awmuweHHoctn CBT ot HCLO «
MHdOpMaLUK: (oTBeT undpon)

6. [llpepoctaBneHMe neranbHbIM MNonb3oBaTeneM AnddepeHUMpoBaHHbIX MNpaB
AoCcTyna K pecypcam CUCTeEMbl — 3TO

7.  Tpu n3bupatenbHom nonntnke 6esonacHOCT B MaTpuLe AoCcTyna oO6bekTy cuctTemsl
cooTBeTCTBYEeT :

8. [lpu wusbupatenbHon nonutuke 6e3onacHOCTM B MaTpuue [JocTyna CyObekTy
CUCTEMbI COOTBETCTBYET:

9. [lpucBoeHue cybbekTam n o6bekTam A0CTyna yHMKanbHOro Homepa, wudpa, koga u
T.N. C Uenblo NoNyYeHnsa JocTyna K Hpopmauum — aTo:




10. MpucoeanHsieMoe K TEKCTy ero Kpuntorpaduyeckoe npeobpasoBaHue, KOTopoe
No3BONsEeT MNpu MONyYeHUM TeKcTa [ApYrMM nonb3oBaTenemM MpPOBEPUTb aBTOPCTBO MU
NOASIMHHOCTb COOBLLEHUS, Ha3biBaETCA:

3agaHuns ¢ pa3BepHYTbIM OTBETOM

1. Bbluncnunte (¢ nogpobHbIM NOSACHEHMEM pPacYeTOB) AeUnSibHbIN KO3dhdumumeHT, ecnn 10
% OT COBOKYNHOro goxoaa Hambonee 6oratoro Hacenexwus 3 MinH gonnapos, a 10 % HanmeHee
obecne4veHHoro — 200000 gonnapos?

20.2 NMpomexyToyHaa aTrectauus

MpomexyTodHass aTtTecTtaumsi MOXeT BKMYaTb B ceba NpoBepKy TeopeTUdecKnx
BOMPOCOB, a Takke, nNpu HeobxoguMmocTn (B Criydae HEBBLINOSIHEHUA B TeYeHMe cemecTpa),
NPOBEPKY BbINOSIHEHNS YCTAHOBNEHHOIO NEPeYHsa NPakTUYeCcKnx paboT, NO3BOMSAIOLLMX OLEHUTD
YPOBEHb MOSYYEHHbIX 3HaHWA WU/MNKU npakTudeckoe (ne) 3agaHue(d), nossonsgwoliee (ne)
OLEeHUTb CTeneHb COOPMMPOBAHHOCTM YMEHUI N HABbIKOB.

CooTHOLWEeHWE nokasaTenen, KpUTepUEB M LIKamnbl OLEHMBAHUSA pe3ynbTatoB 0bydeHus
npeacTaBneHo B crneyoulen Tabnuue.

CooTHOLEeHne n0Ka3aTene|7|, KpuUtepueB 1 LWKasbl oueHNBaHUA pe3yrbTaToB o6yqu|/|;|.
YpoBeHb
Kputepun oueHnBaHns KoMneTeHLnn ChOPMUPOBAHHOCTH LWkana oueHok
KOMMNeTeHUnn
3HaHMe OCHOBHOro y4ebHO-NporpaMMHOro martepuana B obbeme, 3aumeHo
HeobxoAMMOM Ansa ganbHenwen y4yebbl n npeacroswen paboThbl
no cneumanbHOCTW, BbINOMHEHNE 3adaHun, NPeayCMOTPEHHbIX
nporpaMmmon, 3HAKOMCTBO C  OCHOBHOWN nutepaTypowu,
pEKOMEHA0BaHHOW nporpammoi. MpucyTCTBYIOT MOrpeLIHOCTU B
OTBETE Ha 93K3aMeHe M MNpu BbINOMHEHUN 3K3aMEHALMOHHbIX
3aJaHunn.

NwmetoTca npobenbl B 3HAHWUAX OCHOBHOMO y4ebHO-MpOorpaMmMHOro HesaumeHo
mMaTepvana, npuHUUMNManbHble  OWWOKM B BbIMOJTHEHUU
NpeayCMOTPEHHbIX NporpaMMon 3adaHui, HamnMyune KoTopbIX
NpensaTcTByeT AanbHenweMy 0By4eHuto CTyaeHTa.

KM cbopmumnpyeTcs ns Tpex TeopeTnyecknx BonpocoB 1 O4HOW NPaKTUYECKOW 3aaauun.

MepeyeHb BOMPOCOB K 3a4eTy:

1. OcCHOBHble XapaKkTepuUCTUKNM WHGopMaunoHHon cuctembl (VC). Buabl 3sawwmwiaemon
nHdopmauum B NC.

2. 149-93, 187-93, 98-93, ocHoBHble AokymeHTbl PCTIK n ®CE B chepe 3awmTsl VC.

3. Habop TpeboBaHun, onpegenstowmnx Bbibop mep 3awmtel UC. OB6ocHoBaHue wn
pernameHTaumsi UCnosib3dyemblx TexHonorum s NC.

4. WpeHTudwmkaums. AyteHTudurkaumnsa n ynpasneHne goctynom B VC.
Mogenu ynpasneHus OCTYNoM.

MexceTeBble akpaHbl, VPN, npokcu-cepeepsbl.

CuctemMbl 0GHapyxeHMs U NpeaoTBpaLLEHNS BTOPXKEHUN.
AHTUBMPYCHaA 3awmTa paboymx cTaHUMn, cepBepoB, CEPBUCOB.
CkaHupoBaHue Ha Hanu4yme yassumocTen. NpoTuBogencTene passegke.
10 KoHTponb 1 yctaHoBKa OOGHOBREHWI.

11. KoHTponb AencTBUiA NONb3oBaTenen n agMMHUCTPaToOPOB.

12. CobbiTusa 6e3onacHocTn. Pernctpaunsa cobbituin 6e3onacHoCcTu.

© NGO



13. 3awmTa BUpTYyanbHbIX cpea.

14. Pe3epBHOE KONMMpoOBaHMe.

15. SwenoHMpoBaHue 3aLnThI.

16. dopmupoBaHne [OKYMEHTa, ONpedensiowero nepevyeHb Mep, Heobxoaumbix Ans
obecne4veHnsa 6esonacHOCTU MHGOPMaLMM Ha OCHOBE NpeabsBrsieMblx TpeboBaHuN.

17. ®opmupoBaHne LOKYMEHTOB, Oonpeaensowmx BoIbop cpeacTB 3awmThl MHopMmaummn n
COCTaB UX (PyHKUUIN, peanuayowmx Mepbl N0 obecneyeHmnto 3awmnTbl MHpopMaLnu.

18. dopmupoBaHne [OKYMEHTOB, COAepXallMx OnucaHue HacTpoeK CcpeacTs 3aluTbl
MHOpMaUunK, NOpALOK OAEUCTBUN AN NPOBEPKN (PYHKUMOHUPOBAHUS CPeaCTB 3almThl U UX
HaCTPOEK.

19. dopmupoBaHne nporpaMmbl U METOOUKM  WUCMNbITAHWWA,  [OOKYMEHTa  OLUEHKMU
3PPEKTUBHOCTU MPUHATBLIX MeP, BBOL B AENCTBUE CUCTEMBI 3aLLMUTbl MHOpMaLnu.

YTBEPXJAIO
3aBeayromui kadeapoil HHPOPMAIIOHHBIX CUCTEM

. H. bopucos

30.08.2025
CrnermansaocTth 09.03.02 MubOpMAaIMOHHEIE CUCTEMEI U TEXHOJIOTHH

I[I/ICL[I/IHJ'II/IHa MeToap! 3aIIHUTE I/IHd)ODMaL[I/IOHHBIX CHUCTEM

Bun xonTposs 3auer

KonTtpoasHo-u3MepurTenbHbIil MaTepuan Ne 1

1. OcHoBHble XxapakTepuctukm uHpopmaumoHHon cuctembl (MAC). Buabl 3awmaemon
nHdopmauum B NC.

2. Mogenu ynpasneHna AOCTYrNnoMm.

[IpenonasaTens A.A. bopucosa



