MMWHOBPHAYKW POCCUN

SENEPAINBHOE NOCYAAPCTBEHHOE BIOPKETHOE OBPA3OBATEIIbHOE YYPEXKOEHUE

. BbICLLEIO OEPA3()BAHV|F|V
«BOPOHEXCKWUU rOCYOAAPCTBEHHbLIU YHUBEPCUTET»
(Preoy BO «BI'Y»)

YTBEPXOAKO

3aBeaylowmnmn kagpeapom
knbepbesonacHocTn
NHPOPMALMOHHBIX CUCTEM

PABOYASA NPOMrPAMMA YYEBHOU OAUCLUUMINUHBI
B1.0.41 3awuTa B onepaulMOHHbIX CUCTemMax

1. Kog 1 HaumeHoBaHune HanpaBJieHus noaroToBku/cneynanbHOCTU:

10.05.01 KomnbloTepHas 6e3onacHoOCTb
2. Cneunanusaums:

MaTemaTuyeckue metoabl 3awWmTbl MHOpMaLu

3. KBanudukauusa (cteneHb) BbINYCKHUKA: cneyuanucT no 3awurte uHcpopmaumm

4. dopma oby4yeHuUA: oyHasn

5. Kacheppa, oTBevaroLlan 3a peanusauuio AMCLUUNINUHBbI: KN6Gepbe3onacHOCTU

WH(OPMALIMOHHbIX CUCTEM

6. CocTtaButenu nporpammbl: CacppoHoB Butanun Bnagumuposuy,

K.T.H, BOLEHT Kadeapbl KN6ep6e3onacHOCTU MHPOPMALIMOHHBLIX CUCTEM

7. PexomeHpoBaHa: HMC cpakynbteTa MMM, npotokon Ne 6 ot 17.03.2025

C.J1. KeHuH

22.03.2025

ommMemku o rpodreHUU 8HOCAMCS 8PYYHYI0)

8. YuebHbIn roa: 2027/2028 CemecTp(bl): 6



9.lenun u 3apgayum y4e6HON ANCLUNIIUHDbI:

Llensmu oceoeHusi yuebHOU QucyurniuHbl 18115H0MCH:

n3ydeHne NPUHUUNOB U METoOO0B OueHKM 6e30MacHOCTU KOMMbIOTEPHbBIX CUCTEM Ha OCHOBE
KOMMMEKCHOTO MOAXOAa K onpefeneHno akTyanbHbIX Yyrpo3 6e30macHOCTM B TaKMX cucTemMax B
pamkax obecnevyeHms 6e30nacHOCTN MHPOPMALMOHHBIX CUCTEM U TEXHOMOMIA B LIENIOM, N3y4eHne
MaTeMaTUYEeCKNX OCHOB MOLENMPOBaHUSA MPOLECCOB OLEHKM 6e30nacHOCTU KOMMbIOTEPHbIX
CUCTEM, noflydyeHne npodeccuoHasrnbHbIX KOMMETEHUMA B 06facTM COBPEMEHHbBIX TEXHOMOMNin
OUEHKM 6e30MacHOCTM KOMMbIOTEPHBIX CUCTEM.

3adayu y4ebHoU OucyunuHbI:

- obyyeHwue cTygeHToB 6a30BbIM MOHATUSIM COBPEMEHHbBIX METOA0B OLIEHKN Ge3onacHoCTU
KOMMbIOTEPHbIX CUCTEM,;

- obyueHwue cTyaeHTOB 6a30BbIM METOAAM OLIEHKM 6€30NacHOCTN KOMMBbIOTEPHBIX CUCTEM;

- OoBnageHue npakTU4YecKMMN HaBblkaMW MPUMEHEHUST METOAOB OLEeHKM 6e3onacHoCTu
KOMMbIOTEPHbIX CUCTEM,;

- packpbiTe PU3NYECKON CYLLHOCTM MOCTPOEHUS N IKCNyaTaLMmM KOMMbOTEPHbLIX CUCTEM
C TOYKM 3pEHUs onpederneHnsa akTyanbHbiX yrpo3 6e30nacHOCTM B TakMX CUCTEMaxX C LenNbko
KOPPEKTHOIO peLleHns 3agay no MpUMMEHEHUIO METOAOB OLeHKM 6e30MacHOCTU KOMMbHTEPHbIX
cucTeMm.

10. MecTo y4yebHOM ancuUNuHbI B cTpyKType ONMOI:
obsizatenbHas Yyactb 6noka b1

11. MnaHuMpyeMble pe3ynbTaTbl 06yUYeHUs No AUcCUUNIMHE/MOAYIIO (3HAHUSA, YMEHUS,
HaBbIKU), COOTHECEHHbIE C NNTaHUPyeMbIMU pe3yNnbTaTaMu OCBOeHUsi o6pa3oBaTenibHOM
nporpamMmmMbl (KOMMNETEHLMSAMUN BbINYCKHUKOB) U UHAUKATOPaMM UX AOCTUKEHUS:

Kopa 1 Ha3BaHMe KoMneTeHumu Kopa v Ha3BaHMe nHaMKaTopa 3HaHWA, YMEHUA, HABbIKK
KOMMNeTeHUMn

OlK-9 CnocobeH peluaTb 3a4a4u OlK-9.11 3HaeT OCHOBHble 3HaeT OCHOBHblE TeHAEHUMN

npodeccMoHanbHOM AeATeNbHOCTH C TEeHAEHUMWN Pa3BUTUA METOL0B Pa3BUTUA METOA0B 3aLUMUThI

YYETOM TEKYLLLEFO COCTOAHUA U TEHAEHUMI | 3alLmTbl MHOOPMALMKM B MHbOPMALMKN B ONEPALMOHHbBIX

pa3BMTUA METOAO0B 3aLUTbl MHPOPMALMM onepaLmoHHbIX CUCTEMAX U CcMCTEMAXxX M cUcTemax

B OMNepaLMOHHbIX CUCTEMAX, cucTemax ynpasieHus 6asamum ynpasaeHua 6a3amm AaHHbIX

KOMMbIOTEPHbIX CETAX U CUCTEMAX OAHHbIX

ynpaeneHusa 6a3amm LaHHbIX, a TaKkKe
MEeTOZ0B W CPeaCTB 3aLLMTbl MHbOpPMaL UK
OT YTEYKM MO TEXHNUYECKMM KaHalam,
ceTel 1 cucTem nepepayun MHGopmaLmm;

OMNK-9 CnocobeH peluaTtb 3a4a4u OMMK-9.12 3HaeT obwwme n 3HaeT oblme 1 cneunduyeckme
npodeccroHaNbHOW AeATeNbHOCTU C cneunduyecKkune yrposbl yrpo3bl 6esonacHocTH
YYETOM TEKYLLLEro COCTOSHUA U TeHAEeHUMI | 6e30MacHOCTM onepaLMOHHbIX onepaumoHHbIX CUCTEM U CUCTEM

pa3BMTMA METOA0B 3aluTbl MHGOPMaLMKM | CUCTEM U CUCTEM ynpasaeHua 6a3 | ynpasieHus 6a3 AaHHbIX
B ONEPaALMOHHBIX CUCTEMAX, OaHHbIX;
KOMMbIOTEPHbBIX CETAX U CUCTEMAX
ynpaeneHusa 6a3amm LaHHbIX, a TaKkkKe
MeTOZ08B W CPeacTs 3aLLuTbl MHbOopPMaLUm
OT YTEYKM MO TEXHUYECKMM KaHaNaM,
ceTel 1 cucTem nepegayun MHGopmaumu;




OMNK-11 CnocobeH pa3pabaTbiBaTh
NOJIMTUKKN 6e30MacHOCTMU, MOAUTUKU
yrpaBAeHusa JOCTYNOM U
MHPOPMALLMOHHBIMM NMOTOKaMM B
KOMMbIOTEPHbIX CUCTEMAX C YYETOM Yrpo3
6e3onacHOCTU MHGOPMaLMK U
TpeboBaHWUI No 3awmTe

UHpopmaLmu;

OlK-11.6 3HaeT cpeacta u
METO/bl XPaHeHUs 1 nepesaymn
ayTeHTUPUKALNOHHOM
MHPopMauum

3HaeT cpeacTsa U MeToAbl
XpaHeHUs 1 nepegayn
ayTEHTUPUKALMOHHOMN
nHpopmaLmnm

OMNK-11 CnocobeH paspabatbiBaTh
NOSIUTUKKN 6e30MacHOCTU, MOAUTUKU
yrpaBAeHUsA JOCTYNOM U
MHGOPMALLMOHHBIMM MOTOKaMU B
KOMMbIOTEPHbIX CUCTEMAX C YYETOM Yrpo3
6€e30nacHOCTM MHGOPMALUKN K
TpeboBaHUI No 3awuTe

nHbopmauuu;

OMNK-11.7 3HaeT OCHOBHbIE
TpeboBaHMA K noacucTeme
ayamTa M NoAUTUKe ayamTa

3HaeT OCHOBHble TpeboBaHUsA K
noacucteMe ayamTa v NOAUTUKE
ayauTa

OMNK-11 CnocobeH paspabaTbiBaTh
NOAUTMKIM 6e30MacHOCTU, NONUTUKM
ynpaBAeHUsA JOCTYNOM U
MHGOPMALLMOHHBIMM NMOTOKaMMU B
KOMMbIOTEPHbIX CUCTEMAX C Y4ETOM Yrpo3
6e3onacHOCTM MHGOPMaLMK U
TpeboBaHUI No 3awuTe

nHbopmaumu;

OlK-11.8 3HaeT 3alWnUTHbIE
MeXaHM3Mbl U CpeacTBa
obecneyeHunsa 6esonacHOCTH
onepaumoHHbIX CUCTEM

3Haer 3alWNTHbIE MEXaHU3MbI U
cpeacrea obecneyeHus
6e3onacHOCTH onepaunoHHbIX
cncTem

OlNK-11 CnocobeH paspabatbiBaTbh
NOJIMTUKKN 6e30MaCHOCTU, MONNTUKU
ynpaBAeHUA JOCTYNOM U
MHGOPMALLMOHHBIMM NMOTOKAMMU B
KOMMbIOTEPHbIX CUCTEMAX C YYETOM Yrpo3
6e3o0nacHOCTM MHPOPMALMK U
TpeboBaHUI No 3awuTe

nHbopmauuu;

OMK-11.9 ymeeT popmynmpoBaTtb
W HacTpauBaTb NOJIUTUKY
6€30MacHOCTM OCHOBHbIX
onepaunoHHbIX CUCTEM

YmeeT popmynmpoBaTthb u
HacTpauBaTb NOAUTUKY
6€30MacHOCTM OCHOBHbIX
onepaunoHHbIX CUCTEM

OMNK-11 CnocobeH paspabaTbiBaTh
NOANTMKM 6€30MacHOCTU, NONUTUKM
ynpaBAeHus JOCTYNOM U
MHGOPMALLMOHHBIMM MOTOKaMU B
KOMMbIOTEPHbIX CUCTEMAX C Y4ETOM Yrpo3
6e30MacHOCTM MHOPMALUKU K
TpeboBaHWU No 3awmTe

nHbopmauuu;

OMK-11.10 ymeeT
dbopmynmMpoBaTb U HacTpamBaTb
nonnTUKY 6e3onacHoCTM
JIOKaNbHbIX KOMMbIOTEPHbIX
ceTel, NOCTPOEHHbIX Ha Hase
OCHOBHbIX ONepPaLMOHHbIX CUCTEM

YmeeT Gpopmynmposathb 1
HacTpauBaTb MONUTUKY
6e30MacHOCTM I0KabHbIX
KOMMbIOTEPHBIX CETEMN,
MOCTPOEHHBIX Ha 6a3e OCHOBHbIX
OnepaLMOHHbIX CUCTEM

OMNK-12 CnocobeH agMUHUCTPUPOBATb
onepaumoHHble CUCTEMbBI U BbINMOAHATb
paboTbl MO BOCCTAHOB/IEHMIO
paboToCnoCcOBHOCTU NPUKAALHOTO U
CMUCTEMHOrO NporpaMmHoro obecneyeHus;

OlMK-12.2 3HaeT npuHLUNbI
pa3paboTKu cnewLmanbHOro
nporpammHoro obecneyeHus,
npegHasHavyeHHoro ana
npeofoNeHna 3alnThbl
COBPEMEHHbIX ONnepaLMOHHbIX
CUCTEM C UCMONb30BaHMEM KX
HeJO0KYMEHTUPOBAHHbIX
BO3MOXHOCTE.

3HaeT NpUHUMNbI pa3paboTku
cneuyanbHOro NPorpaMmmMmHoOro
obecneyeHus,
npeaHasHa4yeHHoro Ans
npeoaoneHnaA 3aLUTbl
COBPEMEHHbIX OMepaLMOHHbIX
cucTem

OMNK-12 CnocobeH agMUHUCTPUPOBATb
onepaumoHHble CUCTEMbI U BbINMOAHATb
paboTbl MO BOCCTAHOB/IEHMIO

OlMK-12.4 BnageeT HaBblkamu
CMCTEMHOTO NPOrpaMmmMpPOBaHMUA

Bnageert HaBbIkamMm CUCTEMHOTO
nporpaMmMmmMpoBaHms




paboTOCNOCOBHOCTM MPUKAALHOIO U
CUCTEMHOTO NPOrpaMmHoro obecrnedyeHus;

OMNK-13 CnocobeH pa3pabaTbiBaTb
KOMMOHEHTbI NPOrpamMmHbIX U
NnporpamMmmMHoO-annapaTHbIX CPeacTs
3aWMUTbl MIHGOPMALMKN B KOMMbHOTEPHbIX
CMCTEMAX U MPOBOAMUTL aHaNN3 UX
be3onacHoCTK;

OMK-13.1 ymeeT popmynmpoBaTtb
M HacTpauBaTb MNOJIUTUKY
6€e30nNacHOCTM OCHOBHbIX
onepaumoHHbIX CUCTEM

YmeeT bopmynnpoBaTh 1
HaCTpanBaTb NOJINTUKY
6€30MaCcHOCTM OCHOBHbIX
onepaunoHHbIX CUCTEM

OlNK-13 CnocobeH paspabatbiBaTb
KOMMOHEHTbI MPOrPamMmMHbIX U
nporpamMmmMHo-annapaTHbIX CPeacTs
3aWMTbl MIHOOPMALMKU B KOMMBIOTEPHbBIX
CMCTEMAX U MPOBOAMTL aHaN3 UX
bes3onacHocCTH;

OlK-13.2 Bnageet HaBblKaMu
pa3paboTKM NPOorpammHbIX
MOAy/el, peannsyroLmMx 3a4a4m,
CBA3aHHble C 0becneyeHem
6e30MacHOCTM OnepaLMOHHbIX
CUCTEeM PaCNpPOCTPAHEHHbIX
cemelicTB

BnageeT HaBblkamu pa3paboTKu
MPOrpammHbIX MOAYNEN,
peanu3yloLWmxX 3a4a4u,
cBA3aHHble ¢ obecneyeHrem
6e30nacHOCTX onepaLnoHHbIX
CUCTEM PaCMPOCTPaHEHHbIX
cemeicTs

12. O6bemM aMcuunnuHbI B 3a4eTHbIX egnHMLax/vyac:

3/108

CDopma ﬂpOMeM(yTOHHOﬁ aTTectTauun.

3ayeT Cc oueHKon

13.TpyRoeMKoCTb No BUaam y4e6Homn paboTbl

Bug yuebHom paboTbl CemecTp 6 Bcero
AyOuTOpHbIE 3aHATUSA 72 72
JIeKUMOoHHbIe 3aHATUSA 36 36
MpakTnyeckne 3aHATUA 0 0
JlaBopaTopHble 3aHATUS 36 36
CamocTodaTensHas paboTta 36 36
KypcoBas paboTa 0
[MpomexyToyHasa aTTecTaums 0 0
Yackl Ha KOHTpOIb
Bcero 108 108
13.1 CopepxaHue AUCLUUNIIUHbI
n/n HavmeHoBaHue CoaepkaHue pasgena Peanunsauma pasgena gucumnanHbl ¢
pasgena ANCUMNANHDBI MOMOLLIO OHAAMH-Kypca, DYMK
ANCUUNAUHDI
1. lekuum
1.1 OCHOBbI 3aLLMUTbI Obwme TpeboBaHMA K https://edu.vsu.ru/course/

nHdopmauun B
onepaLOoHHbIX
cuctemax

3awwmTe nHdopmaLmu,
TEXHUYECKME U
afMUHUCTPATUBHbIE
MEeTOZbl 3aLMTbI, YPOBHM
40Bepus, NOSNTUKK
6e3onacHoCcTH, Npoduan
3aLLmThI



https://edu.vsu.ru/course/

1.2 YnpasneHue Ob6beKTbI, CyObeKTbI 1 https://edu.vsu.ru/course/
A0CTyNnom MeToAbl 4OCTYNa,
MOZieNIv ynpaB/ieHus
OOCTYrnoMm,
N30/1MpPOBaHHasn
nporpammHan cpega
1.3 AyTeHTudMKaumn daKkTopbl https://edu.vsu.ru/course/
no/sb3oBaTtenient 1 ayTeHTUbUKaLuu,
npoBepKa XpaHeHuWe naponei,
LLe/IOCTHOCTHU ayTeHTUdUKaLMA no
MHpopMaumu OTKPbITOMY KaHany,
0HOpPa30Bble Napou,
MHorodakTopHas
ayTeHTUdnKaumna
1.4 PasrpaHuyeHue basoBsasa mogenb https://edu.vsu.ru/course/
poctyna B Unix n pasrpaHuYyeHmna aocTyna
Unix-nopo6Hbix 8 UNIX-nog06HbIx
cmcTemax cucTemax, yuet
nosib3oBaTesiei n
XpaHeHuWe napone,
peructpaumsa
no/sb3oBaTesien U BXOA, B
cucTemy,
PAM
1.5 MeToab! 3aLmnThbl Bo3moskHOCTU https://edu.vsu.ru/course/
nHdopmauuu B (capabilities) notokos B
Linux Linux, ynpasneHue
BO3MOKHOCTAMM, CMINCKM
KOHTposA goctyna Linux,
OOMNONHUTEIbHbIE
aTpubyTbl dpainnos,
nsonauma (NpocTpaHcTea
umeH) B Linux, cuctema
sudo, seccomp, SELinux,
AppArmor
1.6 MeToab! 3aLuThI [eckpunTopbl 3aWuThbl U https://edu.vsu.ru/course/
UHpopMaLn B MapKepbl A0CTYNa,
Windows 0/IMLLETBOPEHME, CMIUCKU
KOHTPOAA A0CTyna B
Windows
1.7 OcHoBbI ceTeBoM MesceTeBol 3KkpaH Linux https://edu.vsu.ru/course/
6e3sonacHocTH n Windows
1.8 AyauT B *ypHanbl ayamuTta Linux u https://edu.vsu.ru/course/
onepaumoHHbIX Windows, dunbTpsbl
cuctemax ayauTa
2.
MpakTnueckume
3aHATUA
3.
Na6opaTtopHbie
paboTbi
3.1 YnpasneHue CospgaHue yyeTHOM https://edu.vsu.ru/course/

no/sib3oBaTeNsiMmn B
Linux

3anucu, npucoeamnHeHue
K rpynre, 3ameHa



https://edu.vsu.ru/course/
https://edu.vsu.ru/course/
https://edu.vsu.ru/course/
https://edu.vsu.ru/course/
https://edu.vsu.ru/course/
https://edu.vsu.ru/course/
https://edu.vsu.ru/course/
https://edu.vsu.ru/course/

nporpammbl (060/104KH)
nosb3oBaTeNs, co3gaHne
nceBAOMNoOAb30BaTENS
A9 3aMyCKa Nporpammbl

3.2 KoHTposb BblunciieHne 1 NpoBepKa https://edu.vsu.ru/course/
L,eNoCTHOCTH KOHTPO/IbHOW CYMMbl,
¢dannos B Linux npoBepKa LLeNoCTHOCTH
nporpamMmbl Npu 3anycke
3.3 N3yuyeHne PAM Peanusauma mogmyns https://edu.vsu.ru/course/
PAM, peanusytouiero
ayTeHTMbUKaLMIO No
cepuimHomy Homepy
ycTpolictea USB
3.4 MN3yueHne YcTaHOBKa https://edu.vsu.ru/course/
BO3MOKHOCTEWN BO3MOXKHOCTEWN
(capabilities) Linux | MPOrpammel AnAa
BbINO/IHEHUA
NPUBUNErMPOBAHHbIX
nencreni bes
NCNosb30BaHMsA root
35 MN3yueHne CospaHue https://edu.vsu.ru/course/
n3onaumm N30/IMPOBAHHOM CETEBOM
pecypcos Linux cpeapbl, co3gaHue
CeTeBOro TyHHens Ans
4ocTyna K
N30/IMPOBAHHOWM Cpese,
yTunuTta unshare,
¢daitnosas cuctema
/sys/fs/cgroup/
3.6 N3yueHne CospaHve npaBuna ans https://edu.vsu.ru/course/
noacuctembl sudo | KOHKpeTHoro
nonb3oBaTens
3.7 N3yueHne OrpaHunyeHue 3anycKka https://edu.vsu.ru/course/
noacucTembl nporpamm 1 AocTyna K
seccomp ¢dainam 3a cuet
peanusaummn punbTpa
CUCTEMHbIX BbI30BOB
3.8 MN3yueHue CospaHve npasua ans https://edu.vsu.ru/course/
MeKceTeBoro netfilter,
aKkpaHa Linux orpaHuYMBaOLLMX 40CTYN
K OT/Zie/IbHbIM CETEBbIM
NPOTOKO/1aM M MOpPTam
3.9 MN3yueHne CospgaHue npasun https://edu.vsu.ru/course/
MexaHM3MOoB NOJIMTUKM OrpaHNYeHUs
orpaHuyeHus 3anycka nporpamm
3anycka nporpamm
B Windows
3.10 N3yueHne CospaHve npasua ans https://edu.vsu.ru/course/
MeXCceTeBoro netfilter,

3KpaHa Windows

orpaHn4ymMearOWLnX A0CTYnN
K OTAE/IbHbIM CETEBbLIM
NPOTOKO/IaM U NOPTaM



https://edu.vsu.ru/course/
https://edu.vsu.ru/course/
https://edu.vsu.ru/course/
https://edu.vsu.ru/course/
https://edu.vsu.ru/course/
https://edu.vsu.ru/course/
https://edu.vsu.ru/course/
https://edu.vsu.ru/course/
https://edu.vsu.ru/course/

13.2 Tembl (pasaenbl) AUCLUNIIUHDBI U

BUAbl 3aHATUA

Neo
n/n

HavmeHoBaHue
Tembl (pa3gena)

JleKuMOHHbIe
3aHATHMA

MpakTnyeckme
3aHATUA

NabopaTopHble
3aHATUA

CamocTosTenbHas
paboTa

Bcero

OCHOBbI 3aLWUTbI
MHpopmauum B
OonepaumoHHbIX
cmcTemax

4

0

0

2

YnpasneHue
O,0CTynom

AyTeHTUdMKaLmA
nosib3oBaTenei u
nposepkKa
L,e/I0CTHOCTH
MHpopmauum

PasrpaHuyeHue
poctyna B Unix n
Unix-noao6HbIx
cucTemax

MeToabl 3aLnTbI
MHpopmauum B
Linux

MeTtoabl 3aLmnTbl
nHbopmauun B
Windows

OcHOBbI ceTeBow
besonacHocTK

AyanTt B
onepaumoHHbIX
cmcTemax

YnpasneHue
Nnonb30BaTENAMM

B Linux

10

KoHTponb
LLe/I0CTHOCTH
¢dannos B Linux

11

N3yuyeHne PAM

12

N3yueHne
BO3MOXHOCTEMN
(capabilities) Linux

13

N3yueHne
M301AUMN pecypcos
Linux

14

N3yueHne
noacucremsl sudo

15

N3yueHne
noacucTembl
seccomp

16

N3yueHne
MEXaHU3MOB
orpaHuyeHus
3anycKa nporpamm
B Windows




No HavmeHoBaHue JleKunoHHblIe MpakTnyeckme JlabopaTopHble CamocTtoaTtenbHas Bcero
n/n | Tembl (pasoena) 3aHATUA 3aHATUA 3aHATUA pabota
17 N3yyeHune 0 0 4 2 6
MEMKCETEBOrO
3KpaHa Linux
18 N3yueHne 0 0 4 2 6
MEMKCETEBOrO
aKkpaHa Windows
36 0 36 36 108

14. MeToau4yeckue ykasaHus Ansi o6y4aroLmxcsa No OCBOEHUIO AUCLUNIIUHbI

PaboTa c koHcnekTamu nekuun, BbINOfIHEHWE NabopaTopHbIX 3adaHui, 3a4aHui TEKyLLen U
NPOMEXYTOYHON aTTecTauunn.

Mpy uMCNONb30BaHUM OUCTAHUMOHHBLIX OBpasoBaTenbHbIX TEXHOMOrMA U ANEKTPOHHOro
oby4yeHnsa BLINOMHATL BCE YKasaHus npenogasatenenm no pabote Ha LMS-nnatdopwme,

CBOEBPEMEHHO MoAknoyatbes K online-3aHATMAM, cobniogatb  pekomeHgauuu
opraHu3aLumn caMoCcTosATeNbHOM paboThbl

15. NepeyeHb OCHOBHOM U AOMONTHUTENBLHOW NUTEepPaTypbl, PECYPCOB UHTEPHET,
Heo6X0AMMbIX AN OCBOEHUSA QUCLIMMNIIMHDI

a) OCHOBHasA uTepaTypa:

No NcTovHMK
n/n
1 TexHonornmn obecnedyeHna 6€30nacHOCTU MHPOPMALMOHHbBIX cUCTEM : y4ebHoe nocobue [/ A. /1.

MapyxneHko, J1. 0. MapyxneHko, M. A. Ebpemos 1 ap. — Mocksa ; bepauH : Anpekt-Meauma, 2021. — 210 c.
// 3BC YHusepcutetckan bubnmnoteka. — URL: https://biblioclub.ru/index.php?page=book_red&id=598988

6) AonosIHNTeNbHanA nTepaTtypa:

Ne NcTouHMK
n/n
1 Mpoxoposa, O. B. MHdopmaLMoHHan 6e3onacHOCTb 1 3awmTa MHGopmauun : yuebHuk / O. B.

MpoxopoBsa ; CamapcKuii rocyaapCTBEHHbIN apXUTEKTYPHO-CTPOUTEbHbIN YHUBepcuTeT. — Camapa :
CamapCKu1it rocyapCTBEHHbIN apXUTEKTYPHO-CTPOUTENbHbIN yHUBEpcuTeT, 2014. — 113 ¢. // 3BC
YHuBepcuTeTckan 6ubamoreka. — URL: https://biblioclub.ru/index.php?page=book&id=438331

B) MHPOPMALMOHHbIE 3N1EKTPOHHO-06pa3oBaTe/IbHble Pecypcbl:

Ne n/n NCTOYHUK
1 Bubanoteka BIY, http://www.lib.vsu.ru
2 O6pasoBaTesibHbli NopTan "DneKTpoHHbIN yHuBepcuTeT BIY", http://edu.vsu.ru

16.MepeyeHb y4eOHO-MeTOaNYECKOro obecneyeHUs AnNA CaMOCTOATEeNIbHOM paboThl

Ne n/n NCTOYHUK

1 O6pasoBaTte/ibHbili MopTan "INeKTPoHHbIN yHUBepcuTeT BIY", http://edu.vsu.ru



http://www.lib.vsu.ru/
http://edu.vsu.ru/
http://edu.vsu.ru/

17. O6pa3oBaTefnibHble TEXHONOrMN, UCMOoNb3yeMble Npu peanusauum y4eobHomn
AUNCLUMNIINHBbI, BKNOYaa AMCTaHUMOHHbIe oOpa3oBaTernbHble TexHonoruu (OT),
3NeKTpoHHoe obyyeHue (0), cmelwaHHOe ObyyYeHume):

Mpn peanusaumyM  OUCUMMIIMHBI  UCMONb3YKTCA  MOAYSbHO-PENTUHIOBAs W FIMYHOCTHO-
OPWEHTUPOBAHHbIE TEXHOMOrMM 0bOy4yeHUss (OPMEHTMPOBAHHbIE HA WHOWBMAYANbHOCTb CTYAEHTa,
KOMMNbIOTEPHbIE U KOMMYHMKAUMOHHbIE TexHorornn). B pamkax AaucumnnuHbl npegycMOTPEHbI
crnegywowme BuAbl NEKUMA:  UHAPOPMAUMOHHAs, FeKuus-BM3yanusauusi, InekumMst ¢ NpUMEHEHNEM
obpaTtHowm cBA3N.

AdvcumnnuHa peanu3yeTca C  MNPUMEHEHMEM  3MEKTPOHHOrO OOy4YeHuMs W OUCTaHUMOHHBIX
obpasoBaTenbHbIX TEXHOMOrMW, ANS  OpraHusaummM camocTosTenbHOW  paboTbl  obyvarolmxcs
NCnonb3yeTcsd OHMaWH-KYpC, pasMeLleHHbIn Ha nnatdopme AnekTpoHHoro yHueepcuteta BIY (LMS
moodle), a Takke gpyrme NHTepHeT-pecypchl, NpuBeaeHHbIe B N.158

18. MaTepuanbHoO-TeXHU4YecKkoe obecnevyeHme QUCLUNIIUHbI:

JlekumoHHass  aygutopusa gormkHa ObiTb  obopygoBaHa y4ebHOM  Mebernbio, KOMMbIOTEPOM,
MyNnbTUMEOUNHBIM ~ 0OOpyaAoOBaHMEM  (MPOEKTOp, 3KpaH, CpeAacTBa  3BYKOBOCMPOM3BEOEHWUS),
JornyckaeTcsi nepeHocHoe obopynoBaHue.

JTabopaTtopHble 3aHATUS AOMKHbI MPOBOAWUTBLCS B CMELMAnn3MpoOBaHHON ayauMTOPMKM, OCHALLEHHOM
y4yebHoM mebenblo 1 NepcoHanbHbIMU KOMMNbIOTEPAMK C AOCTYNOM B ceTb VHTEpPHET (KOMNbIOTEPHbIE
Knacchbl, cTyaun), MynbTUMeaniHbiM 000pyaoBaHNEM (MyNbTUMEOUNHBIA NPOEKTOP, 3KpaH, CPeacTBa
3BYKOBOCNpOU3BeaeHus1). Ymcno paboumx MecT B ayguTopuM [OOIDKHO ObiTb  TakMMm, 4TOOBbI
obecneynBanacb nHameuayanbHasa paboTa CTy4eHTa Ha OTAENbHOM NepPCOHANbHOM KOMMbIOTEPE.

[ns camocTosTenbHON paboTbl HEOOXOOUMbI KOMMBLIOTEPHbLIE KMACChl, MOMELLEHWUS, OCHALLEHHbIe
KOMMblOTEpPaMm ¢ 4OCTYNOM k ceTn NIHTepHer.

MporpammHoe obecnevenne (cm. pann MTO):
OC GNU/Linux;

OC Windows 8 (10).

19. OueHoOYHbIe cpeacTBa AnAd nposeneHus TeKyLIJ,eI7I n npome)KyTquoﬁ aTtrecTtauum

MopsiAoK OLEeHKM 0cBOEHMS 0byYatoLmmMmmncs y4ebHoro MaTepuana onpeaensieTcs
coaepXaHneM crieayLmx pasaenos ANCUMNIUHDBI

Ne Pasgenbl ancumnamnHbl Kog KomneteHumn Kop nHpukatopa OueHOo4YHbIe cpeacTBa
n/n (moaynun) ONA TEeKyLLLen aTTecTaumm
1 OCHOBbI 3aLWMTbl MHGOPMALMY B OMK-9 OMK-9.11 KWMbI ans npoBeaeHus
onepaumoHHbIX CMcTeEmMax TekyLlel aTTecTaunm
cobecefoBaHus
2 OcHoBbI 3aWunTbl MHGOPMaL MK B OrK-9 OrnK-9.12 KWMbI ons nposeaeHus
onepaumoHHbIX CMcTeEmMax Tekylen aTTecTamm
cobecesoBaHuA
3 AyTeHTUdMKaLma nonb3osaTenei n | OMK-11 ONK-11.6 KM ana npoeeaeHns
NnpoBepKa LLeI0CTHOCTH TekyLlen aTTecTaumm
UHbOPMaLK cobecenoBaHusA
4 AyanuT B onepaumoHHbIX cMcTemax OnkK-11 OnK-11.7 KUMbI gns npoBeaeHus
Tekylen attectaumm
cobecenoBaHus
5 YnpaBaeHue JocTynom OlK-11 OlK-11.8 K/MeI ana nposeaeHus
Pa3rpaHuyeHue goctyna B Unix u TeKyLen atTectaunm
. cobecepoBaHuA
Unix-noao6HbIX cuctemax
MeToab! 3aWmTbl UHGOPMaLMK B
Linux
MeToab! 3aWmTbl UHGOPMaLMN B
Windows
OcHoBbl ceTeBOW 6e30mnacHOCTH




YnpasneHue Nonb30BaTeNAMN B OlK-11 OlK-11.9 NabopaTopHble paboTbl
Linux

M3yueHne noacuctemsl sudo
KoHTposb LenoctHoctn pannos B
Linux

N3yueHne mexceTeBOro sKkpaHa OlnK-11 OlMK-11.10 NabopaTtopHble paboTbl
Linux

MN3yyeHne meKceTeBoro akpaHa
Windows

MeTozbl 3aLuTbl MHGOPMaLMK B OlK-12 OlK-12.2 KMMeI ans nposeaeHus
Linux TeKyLen atTectaumm

cobecenoBaHus
MeToabl 3aWmTbl UHPOPMALMK B

Windows

MN3yyeHne BO3MOMKHOCTEN OlK-12 OlMnK-12.4 JNlabopaTtopHble paboTbl
(capabilities) Linux

MN3yyeHune nsonaumm pecypcos Linux
M3yyeHne nogcmctembl seccomp

10

YnpasneHue nonb3oBaTensamm B OMnkK-13 OMnK-13.1 NabopaTtopHble paboTbl
Linux

MN3yyeHne noacucrtemol sudo
N3yyeHne mexaHM3moB
OrpaHMYeHmA 3anycka Nnporpamm B
Windows

11

N3yuyeHne PAM OrnK-13 OMnK-13.2 JNlabopaTtopHble paboTbl

MpomexyToyHas aTTecTauus

dopma KoHTpons - 3ayeT ¢ oueHkon, KoHTponbHas paboTa

OueHoYHbIe cpeancTtea Aand npomex(yTquoﬁ aTtTecrauumum

1.
2.

CobecepnoBaHune
KoHTponbHas paboTta

20.TunoBble OLEeHO4YHbIe CpeacTBa U MeTOAUYECKUEe MaTepuanbl, onpegensirowiume

npoueaypbl OLeHUBaHUA

OueHka 3HaHUW, YMEHUN N HaBbIKOB, XapakTtepuaylowasa atanbl (hOPMUPOBAHUA KOMNETEHUUA B
paMKax U3y4yeHuss ANCUMUMNINHBLI OCYLLEeCTBNAETCH B X0o4e TeKyLLEen U NPOMEXYTOYHON aTTecTauuni.

Tekywan arrectauus npoBOAUTCA B COOTBETCTBMM C [lonoxeHnem o Tekywen arrectauum
oby4yatomxca no nporpaMmam Bbicllero obpasoBaHuss BOpOHEXCKOro rocyaapCTBEHHOMO
yHMBepcuteTa. Tekywas arrectauusa npoBogutcsa B opmax: YCTHOro Onpoca; 3alluThbl
nabopaTtopHbIx paboT, BbINOSTHEHNSI KOHTPOSbHbBIX PaboT.

MpomexxyToyHasi aTTecTaumsi NPOBOAMUTCS B COOTBETCTBMU C [lONOXEHMEM O MPOMEXYTOYHOM
aTTecTauumn oby4daroLmxcs No nporpaMmam Bbicliero obpasoBaHus. MpomexyToyHas aTTecTauus
MO UTOramM OCBOEHWSI OUCLMMNUHBLI NpoBOAWTCS B (hopMe 3ayeTa C OLEHKOM M 3k3ameHa. [Ons
NONy4YeHNUs1 NONOXMUTENbHON UTOrOBOM OLEHKM HEOGXOAMMO BbIMOSIHEHWE BCeX NnabopaTopHbIX U
KOHTPOJbHbIX paboT.

20.1. TeKywWM KOHTPOSIb YCNEeBaeMOCTH

TeKyLUMIA KOHTPOIb YCNEBAEMOCTIN BbINOSTHAETCSA No nabopaTtopHbIM paboTam.



Mo kaxxgon BbiNoNHeHHOW paboTe AomkeH ObiTb NpeaoCTaBneH OTYET, BKNHOYAOLLNNA
MCXOAHBIN KoL, pa3paboTaHHbIXNMPOrpaMmm 1 onnucaHne nonydeHHblx pesynbtaTtos. 10 oTyeTy
npenogasaTenb Bnpase 3a4aTb LOMNONHUTESNbHbIE

BOMPOCHI ANS YTOYHEHUS YPOBHS NOHMMaHua matepuana. JlabopatopHasa paboTta
oueHnBaeTca makcumym B 100 6annos.

20.2. NpomexyTo4yHaa aTrectauus

3apaHusA K KOHTponbHOW paboTe

1. B onepaumoHHon cucteme GNU/Linux co3ganTe y4eTHYH0 3anncb ncesBaononb3oBatens ans
3anycka nporpamMmmbl
date

2. B onepaumoHHom cucteme GNU/Linux onpegenute npasuno sudo, KOTopoe
No3BONsET Nofb3oBaTeNto user1 BbINOMHATbL OT UMeHU user2 komanabl mkdir n rmdir

3. B onepaumoHHom cucteme MS Windows co3ganTe y4eTHyo 3annucb nonb3oBaTens
Windows n paspelunte emyBXo[ B CUCTEMY TOSIbKO C NOHeAesIbHUKa MO NATHUUY € 8 40
17 vacoB

4. B onepaumoHHon cucteme GNU/Linux onpegenute npasuno sudo, KOTopoe No3BonseT
YrieHam rpynnbl operaror BbINOMAHATbL KOMaHAdbl /mount 1 /umount 6e3 BBoAa napons

5. B onepaumoHHoin cucteme GNU/Linux cosganTe npaBuiio MeXCeTeBOro akpaHa
ANa 3anpeTta gocTyna CrokanbHOro KomnbtoTepa K canty www.anekdot.ru

6. B onepaumoHHon cucteme MS Windows ¢ ncnonb3oBaHMeM KOMaHOHOM CTPOKN co3fanTte
npaeuno 6paHamMayapaansa 6noKMPOBKN BXOOALLMX 9X0-3anNpoCcoB B MNYyONNYHbIX CETAX

7. B onepaumoHHom cucteme GNU/Linux co3ganTe y4eTHYO 3anmncb Nosib3oBaTesisi C
CO34aHMeM Napornsi Npu NepBOMBXOAE NONb30BaATENS B CUCTEMY U OFPaHNYbTE CPOK
nencteus napons o 10 gHen

8. B onepaumoHHom cucteme MS Windows co3ganTe y4eTHyo 3annucb HOBOro Nosib3oBaTens
Windows n orpaHunybTe cpok ee genctems ao 10 gHen

9. B onepauunoHHon cucteme MS Windows 3anpeTuTte 3anyck peaakropa peectpa

10. B onepaunonHon cucteme GNU/Linux cosganTte coobuieHme, kotopoe byaet
oTobOpaxaTbCs B KOHCOMW NPUKaXKAOM BXOAE NONb30BaTeNs B CUCTEMY

OnucaHne TexHonornu npoBeneHusA

KoHTporbHble paboTbl BbIMOMHSATCA Ha KOMMbIOTEPE U Ha NPOBEPKY COAAETCA UCXOAHbIN Koz
NN IMCTUHT KOMaHObl MHTepderica KOMaHOHON CTPOKM

TpeGoBaHUA K BbINONHEHUIO 3a4aHUN (UNU LWLKanbl U KPUTEPUN OLLEHUBaHUS)

B KoHTponbHON paboTe BCe 3agaHns oueHMBaloTCA B 5 6annoB (MakcumanbHO BO3MOXHas
CymMMa npu BbINOfHEHMM Bcex 3aganunin — 50 6annos). Npu owmnbkax B BbINOMHEHWUW 3a4aHuUS
WNN He NOJSIHOM BbIMOMHEHUM OLeHKa 3a 3adaHne cCHkaeTcs. OueHKa 3a KOHTPOIbHYHO
paboTy onpegenseTcsa kak cymma 6annos, HabpaHHbIX 3a BCe 3afaHus.
MNepeyeHbL BONpocoB K cobecefoBaHuUIO
1. O6wume TpeboBaHWs K 3aLimTe MHOPMALMK. TEXHNYECKME N aMUHUCTPATUBHbIE METOAbI
3aWnThI.
Monuntnka GesonacHoCTL.
YpoBeHb fosepus. OueHoYHble ypoBHU gosepud. [podunb 3awwmTol.
4. YnpaeneHue goctynom. O6bekTbl, CyObeKTbl, MeTOAbI AocTyna. [paBo gocTyna.
Mpusuneruns. NonHomouna. Ponb. Cyneprnonb3oBaTtens.
5. TwunoBble Mogenu ynpaeneHus OCTYrNoMm (aaTb obuiee onpegeneHne UCKPELMOHHOMo
ynpasneHusa 4OCTyNnOM, MaHAaTHOro ynpasneHne JOCTYNOM U N30IMPOBaHHOM
nporpaMmmHon cpeapbl)


http://www.anekdot.ru/

6. [duckpeunoHHoe ynpasneHune goctynomMm. MaTtpuua goctyna. Mangar
BO3MOXHOCTen. CrnMCcoK KOHTpoNAgocTyna.
MangaTtHoe ynpaeneHue goctynom. Mogens benna-flanagynei.
N3onupoBaHHas nporpaMmHas cpega.
AyTeHTudurkaums nonb3oBartenen. Pakropbl ayteHTUdMKaummn. OgHopa3oBbIv Naponb.
10. MHorodhakTopHaga ayTeHTudukaunsa. XpaHeHmne naponen.
11. AnropuTtm nposepku uerioctHoct HMAC.
12. AyteHTudukaums HOTP Ha ocHOBe 0gHOpa30BbIX Naporien.
13. AyteHTudukaumsa TOTP Ha ocHOoBe 04HOPAa30BbIX Naponen.

14. Anroputm OCRA - anropuTm B3auMMHOM ayTeEHTUPUKaALMN HA OCHOBE B3anMOOENCTBUSA
3anpocoTBer.

15. basoBas mogenb pasrpaHudenuns goctyna B UNIX-nogo6Hein cuctemax. Macka
AocTtyna ans annosB nkaTanoros.

16. Yyet nonb3osaTenen B UNIX-nogobHein cuctemax. @ann /etc/passwd. Yyet rpynn.
XpaHeHue naponen B UNIX-nogobHbin cuctemax.

17. lNceBgononb3oBaTenu. CTaHaapTHble nosnib3oBatenu v rpynnbl B UNIX-nogo6bHbIn
cuctemax. CosgaHne HOBOro norb3oBaTens.

18. Pannbl KoHUrypauum cuctemMsl yyeTta nosno3oBarernien B Linux. MHnumanusauus
AOMalLHero katanora HoBoro nosib3aosatesns. CTaHgapTHble yTUNUTBI yrpaBneHus
yYeTHbIMU 3annucamm B Linux.

19. Linux: Bxoa nonb3oBaTtesnis B CUCTEMY.

20. PAM. Mogynu PAM. KoHdurypauus PAM. Kputepum ycnelwHon ayteHTuukaymn.
PacLumpeHHbI cTunb KoHdurypaumm B Linux.

21. Cnncku KOHTPONst 4OCTyna U AONONHUTENbHbIE aTpMbyTbl hannoB B hannoBbIX CUCTEMAX
Linux.

22. Cuctema sudo. Npaeuna sudo. ®ann sudoers. XXypHan sudo.

23. O6s3aTenbHbIN KOHTPOSb LEeNOCTHOCTU U KOHTPOSb YY4eTHbIX 3anucen B Windows
24. OrpaHun4yeHne ncnonb3oBaHusa npunoxeHunn B Windows

25. MexceTeBown akpaH Linux

26. MexceTeBou akpaH Windows

27. Ayaut 6esonacHocTu B Linux

28. AyauTt 6esonacHoctn B Windows

OnucaHne TexHonormu npoBeaeHusA

CobecepnoBaHue nponsBoanTcs B hopmMe YCTHOrO OTBETA Ha 3aAaHHbIN Bonpoc. Mpu
HeobXoAMMOCTM NnpenoaaBaTeslb MOXeT 3afaBaTb YTOYHSIIOLLME BOMNPOChHI.

Tpe603a|-|m| K BbINOJIHEHUIO 3aA4aHUN, LWIKalbl U Kputepuu oueHnBaHuA

OueHKa 3HaHUIN, YMEHUI 1 HaBbIKOB, XapakTepuaylLas atanbl opMMpoBaHuUs
KOMNEeTeHUM B pamKax U3y4eHNd OUCUUNIINHBI, OCYLLEeCTBNAETCS B XOAE TEKYLLEN U
NpOMeXyTo4YHOW aTTecTtauun. lNpun oueHMBaHUM pe3yribTaToB

NPOMEXYTOYHOM aTTeCcTaLmm UCNoNb3yeTcs KONMYecTBEHHas Wwkana oueHok. OueHkun 3a
KOHTPOJSIbHYIO paboTy u

nabopaTtopHble paboTbl CKNaabIBaOTCH C OLLEHKOW, NONyYeHHOW Ha cobecefoBaHun, pesynbtar
HopmMupyeTca K 100

B6anbHoW wWkane. Nony4yeHHOe 3HaYeHne onpeaenseT ypoBeHb COOPMUPOBAHHOCTM
KOMMEeTEHLUMI U UTOTOBYIO OLEHKY (4OCTaTOYHbIN — YAOBNETBOPUTESIBHO, XOPOLLIO, OTIIMYHO UK
HeJOCTaTOYHbIN — HeYAOBETBOPUTENBHO) COrfacHo

creayroulen wkane:



e oOueHKa «oTnnyHo» — 90...100 6annos

e OLEHKa «xopowo» — 70...89 6annos

e OLEHKa «ygoBneTBoputenbHo» — 50...69 6annos
e OLEHKa «HeygoBneTBoputenbHo» — 0...49 6annos

20.3 ®oHA OLEHOYHbIX CpeAcTB C(OPMUPOBAHHOCTU KOMMNETEHUMWA CTYAEHTOB,
pekoMeHAyeMbIA ANA NpoBefeHUA AMarHOCTUYeCKUX paboTt

OlNK-9 Cnocob6eH pewaTtb 3agayuun npodeccnoHanbHON AeATeNbLHOCTU C y4eTOM TeKyLUero
COCTOSIHUS U TEHAEGHUMUIN pa3BUTMA METOAOB 3alWMThbl UH(POpPMaLUKM B onepaunoHHbIX cucTemMax,
KOMMbIOTEPHbLIX CETAX U CUCTeMax ynpaBrieHUs 6a3aMm JaHHbIX, a Takke MeTOAO0B U CpeacTB
3awmThbl MHPOPMaLIUM OT YTEUYKM NO TEXHMYECKUM KaHanam, ceTen U cCucTeM nepenayu
MHcopmauuu;
1) 3aKkpbiTble 3agaHuns (TECTOBbIE, CPEAHWUIA YPOBEHb CIOXHOCTH):
AyanTt 6e3onacHoOCTH

AyauT CUCTEMHBIX COBBITMI B ONEPALMOHHON CUCTEME NO3BONSET MA
Bann no ymon4yaHuio:|1
Cny4yanHbin nopsgok oTBeToB|[]a
HymepoBatb BapuaHTbl oTBETOB?|0
lNMokKa3aTb KONMM4YeCTBO NpPaBUIbHbIX OTBETOB Nocne oKkoH4YaHus:([la
LTtpad 3a kaxxayro HenpaBUINbHYK NonbITKy:(33.3

ID-HOMep:
# OTBeTbI OT3bIB OueHka
A CBoeBpeMeHHO 0B6HapyXMTb NOMbLITKN HapyLUeHWN 333
NonUTUKM 6e30NacHOCTU
B. CBoeBpEMEHHO OOHAPYXWUTb M3MEHEHUSA BaXKHbIX A1 333
6e30nacHOCTN CUCTEMHbBIX HaCTPOeK
C. CBoeBpeMeHHO 0BHapYXMTb MU3MEHEHUSA pexuma 333
JocTyna K 00bekTam nnm BO3MOXHOCTEN Norb3oBaTenen
3anpeTuTb 3anyck yka3aHHbIX NporpamMm ¢
D. naeHTnmrkaumnen nporpaMmm rno pacnosioKeHuo B 100
hannoBor cucTteme Unu no xsw-koay danna
nporpaMmel
O6LWmMi O0T3bIB K BONPOCY:
[ns no6oro npaBunbLHOro oTBeTa: Balu oTBET BEPHbIN.
[ns no6oro HenpaBubLHOro oTBeTa: Balu oTBET HenpaBWIbHbIN.
Baw oTBeT YacTu4HO
[lnsa no6oro 4acTUYHO NPaBUIILHOIO OTBETa: )
npaBUIbHbIN.
Mopackaska 1:
Moka3aTb Konu4yecTBO NpaBuIbHbIX oTBeTOB ([MoAackaska 1): |Het
Yaanutb HekoppekTHble oTBeThI (Moackaska 1): Het
Teru:

lTo3sonsiem ebibupamp 0OUH UIU HECKOJIbKO MpasuribHbIXx omeemos u3 3adaHHoe2o criucka. (MC/MA)

3awumTa B Linux

Bo3smoxHOCTU (capabilities) noTokos B Linux no3sonsioT MC

Bann no ymon4yauuio:| 1

Cny4yanHbIn nopsanok oTBeToB|[]a

HymepoBatb BapuaHTbl oTBeTOB?|0

LTpadp 3a kaxayro HenpaBUIbHYIO NONbITKY:|33.3

ID-HOMep:

# | OTBeTbI | OT3bIB OueHKa




BosmoxHocTn (capabilities) noTokos B Linux no3sonsioTt MC
Bann no ymonyaHuio:|1
Cny4yanHbin nopsgok oTeeToB|[la
HymepoBatb BapuaHTbl oTBETOB?|0
Lrtpad 3a kaxxgyro HenpaBUIIbHYK NonbITKy:(33.3
ID-HOMep:
# OTBeThbI OT3bIB OueHka
PasgennTb BO3MOXHOCTW Cynepnornb3oBaTens Ha
A. HECKOJNbKO OTAENbHbIX BO3MOXHOCTEN, KOTOPbIE MOTYT 100
ObITb pa3peLleHbl HE3aBMCMMO Ha YPOBHE NMOTOKa
OrpaHn4nTb UCMONb30BaHNE MOTOKOM MPOLECCOPHOro 0
BpEMEHM
C. PaspelumnTb npsamon goctyn kK obbektam sgpa 0
O6LWKM OT3bIB K BONPOCY:
[nsa noboro npaBunbLHOro oTeeTa: Balu oTBET BEPHbIN.
Ansa no6oro HenpaBUIIbHOro oTBeTa: Balu oTBET HENPaBWIbHbIN.
Mopackaska 1:
MNMoka3saTb Konn4yecTBO NpaBunbHbiX oTBeTOB ([Mogckaska 1): Het
YaanuTtb HekoppekTHble oTBeThl (lloackaska 1): Het
Teru:
[To3sonsiem ebibupamp 0OUH UIU HECKOJIbKO MpasusibHbiXx omeemos u3 3adaHHoeo criucka. (MC/MA)
3awmTta B MS Windows
B MS Windows nog TepM1MHOM onvueTBopeHue (impersonation) noHMmaroT MC
Bann no ymon4yaHuio:|1
Cny4yanHbin nopsgok oTBeToB|[la
HymepoBatb BapuaHTbl oTBETOB?|0
LTpad 3a kaxxayro HenpaBUINbHYO NonbITKY:(33.3
ID-HOMep:
# OTBeTHI OT13bIB OueHKa
B03MOXXHOCTb BbINOSHEHUSI NOTOKA B KOHTEKCTE
A. 6e3onacHoOCTW, OTNIMYHOM OT KOHTeKcTa 6e3onacHocTm 100
CBOEro npouecca
B. Bo3MOXXHOCTb naeHTMdMUMpoBaTb BNagenbLa noToka 0
C. Bo3MOXHOCTb yaaneHHoro 3anycka noToka c 0
ncnonb3oBaHnem mexaHnama RPC
O6LWmMi OT3bIB K BONPOCY:
[ns no6oro npaBunbLHOro oTBeTa: Balu oTBET BEPHbIN.
Ans no6oro HeNpaBuUNLHOro oTBeTa: Balu oTBET HenpaBUIbHbIN.
Mopackaska 1:
Moka3aTb Konu4yecTBO NpaBuIbHbIX oTBeTOB ([MoAackaska 1): |Het
Ypaanutb HeKkoppekTHble oTBeThl (loackaska 1): Het
Teru:
[No3sonsiem ebibupamb 0OUH UU HECKOIbKO MpasurbHbIXx omeemos u3 3adaHHoeo crucka. (MC/MA)
3awuTta B MS Windows
KoHTponb y4yeTHbIx 3anucen (User Account Control, UAC) B MS Windows peanuayet MC
Bann no ymonyanuio:| 1
Cny4anHbIn nopsaok oteeTos|[la
HymepoBaTtb BapuaHTbl oTBETOB?|0
Wtpad 3a kKaxayro HenpaBUNbLHYH NonbITKY:| 33.3

ID-HOMep:

OueHKa

# | OTBeThI | OT3biB




KoHTponb yyeTHbIx 3anucer (User Account Control, UAC) B MS Windows peanusyet MC
Bann no ymonyanuio:| 1
Cny4yanHbin nopsgok oTeeToB|[la
HymepoBatb BapuaHTbl oTBETOB?|0
Lrtpad 3a kaxxgyro HenpaBUIIbHYK NonbITKy:(33.3
ID-HOMep:

# OTBeThbI OT3bIB OueHka
A. MexaHu3M 3aLinTbl 0T BPeAOHOCHbIX MPOorpamMm 100
B. OrpaHun4yeHune cpoka AeACTBUSI YH4ETHON 3anncu 0
C. KoHTponb ypoBeHs AoBepus K yHeTHOW 3anucu 0

06K OT3bIB K BONPOCY:
[Ansa nob6oro npaBunbLHOro oTeeTa: Balu oTBET BEPHbIN.
[Ansa nob6oro HenpaBUNbLHOroO OoTBeTa: Balu oTBET HENPaBUIBHbIN.
Mopackaska 1:
MNMoka3aTb konnyecTBO NpaBunbHbIX oTBeTOB ([Mogckaska 1): Het
Ypanutb HekoppekTHble oTBeThl (Moackaska 1): Het
Teru:
lMo3sonsiem ebibupamp 0OUH UNU HECKOJIbKO pasuribHbIX omeemos u3 3adaHHoz2o criucka. (MC/MA)
3awmTta B MS Windows
Mpn 0QHOBPEMEHHOM MPUCYTCTBUM B CMIMCKE KOHTPOISA AOCTYNa pa3peLuatoLLlen 1 3anpeLlatLlen
3anvcy No 0gHOMY M TOMY XXe BuAy JoCTyna Ans O4HOro 1 TOro Xe cybbekta JocTyna B MC
coBpeMeHHbIX peanusaumsax OC MS Windows
Bann no ymonyanuio:| 1

Cny4yanHbIN NOPSOOK OTBETOB

Ha

HymepoBaTb BapMaHTbl OTBETOB?

0

LTpad 3a kaxxgyro HenpaBUIbHY NonbITKy:(33.3
ID-HOMep:
# OTBeThI OT13bIB OueHka
A. 3anpeLyatoLias 3anucb UMeeT NpuopuTeT 100
B. PaspeluatoLiast 3anuncb MMeeT npuopuTteT 0
C. [MoBegeHue cucTembl He onpeaeneHo 0

O6LWMi OT3bIB K BONPOCY:

[ns no6oro npaBunbLHOro oTBeTa: Balu oTBET BEPHbIN.

Ans no6oro HeNpaBuUNbLHOro oTBeTa: Baw oTBeT HeNpaBWIbHbLIN.

Mopckaska 1:

Moka3aTb KonuyecTBO NpaBuIbHbIX oTBeTOB ([MoAackaska 1): |Het

Ypoanutb HekoppekTHble oTBeThl (lToackaska 1): Het

Terun:

[No3sonsiem ebibupame 0OUH UMU HECKOIBbKO MpasurnbHbIXx omeemos u3 3adaHHoeo crucka. (MC/MA)

2) OTKpbIThle 3a0aHUs (MUHM-KENCHI, CPEAHUN YPOBEHb CIOXHOCTH):

Mopknovaemble moaynu ayteHTudukaumm (Pluggable Authentication Modules, PAM) B Linux. Apx
OCHOBHbIE NPUHLMNbI paboThbl.

UTEKTYypa u




Lla6noH
oTBeTa

UHdopmaumna ona oueHMBaoWmnx

Mogknioyaemble MoOgyNU ayTeHTUMKALMM NO3BONAIOT YHUDULMPOBATL pELLIEHNe 3agayn
ayTeHTMdMKaLum nonb3oBaTenen ans Bcex NpuroxeHun B cucteme. Vcknrovaetcs
aybnvpoBaHue kofa, CHUKaeTcs BEPOATHOCTb HanMyunsa HeoBHapYyKEeHHbIX OLMBOK U1
ysizBumocten. Apxutektypa PAM BkniovaeT ctaHgapTHein APl anga ayteHTudukauum
nonb3oBaTenemn, eanHy KoHdUrypauuo n Habop moaynen aapa, pakTniecku
BbIMOSTHAIOLLIMX MPOBEPKM.

OnpegeneHo 4 Tna mogynen
Mogynu ayteHTudmkaumm (auth) - BEINOMHAOT ayTEHTUMUKALMUIO HA OCHOBE YYETHbIX AaHHbIX
nonb3oBaTenen u Npu3HakoB ayTeHTUdmkaumm (token)
Moaynu ynpasneHnst y4eTHbIMK 3anucsiMuy (account) - MCNOMb3YOTCS NOCNE YCNeLwHON
ayTeHTMdVKauum Anst 4ONOMHUTENBbHOW NPOBEPKM CrieumarnbHbIX OrpaHnyeHni (Hanpmumep,
paspeLueHHoe BpeMsi paboThbl)
Mogaynu ynpaBneHuns ceaHcamum (Session) - CNOMb3YTCS NOCne YCrneLwHon ayTeHTudmkaumum
ANs HUUManu3aumm paboyero oKpy>xeHusi nonb3osaTens
Mopgynu ynpaeneHnusi naponamm (password) - N03BONAIT CMeHUTb ayTeHTudumkaumm (token)

AyteHTndukaumns B PAM BbINONHAETCA B COOTBETCTBUM C 3aaHHbLIM CLIeHapueM U MOXeT
3agencTBoBaTb HECKOMbKO Mogyrnen. CueHapuin ayTeHTudmKaumMm onmcbiBaeTcs B
TekctoBoMm panne. Kaxgas ctpoka danna cueHapus umeet cdopmar: type control module-
path module-arguments, 3gecb type - Tn mogyns: auth, account, session nnm

password; control — conar, KoTopbIv ONpefenseT, Kak cregyeT pearnpoBaTtb Ha OTKa3 Unu
ycnex ayTeHTMdurKaLnm Npy BeINOMHEHUN Moaynsa (requisite (Heobxogumeli), required
(Tpebyembin), sufficient (goctaTtouHbIn) unm optional (HeobsizatenbHbIN)); module-path —
dann moayns; module-arguments — Heobs3aTeNbHOE MNosie NapaMmeTpPoB MOAYNs.

KpuTepumn ycnewHon ayteHTudmkaumm
Bce Heobxogumele (requisite) n Tpebyemble (required) MOaynNu B CNUCKe 3aBEPLUUNCH YCMNELLHO.
Ecnun Heobxoaumbli MOaynb 3aBepLunncs ¢ ownbkon, AanbHelLee BbINOfHEHNE CueHapus
npekpawiaetcs
HocTtaTouHbin (sufficient) Mogynb BbINONHWUIACS YCMNELWHO U BCe NPEALIECTBYOLWME Tpebyemble
MOZYIM 3aBepLUNNNCE YCMELLHO, NMPU 3TOM AarnbHewLlee BbiNOSIHEHWE CLEeHapus npekpaLlaeTcs
B cueHapun HeT HeobxoaMMbIX 1 TpebyeMblx Moaynen 1 XxoTa 6bl 0ANH Heobs3aTenbHbIN
(optional) Mogynb 3aBepLUMIICS YCMELHO, NPX 3TOM CLeHapuiA BbIMOSHAETCSA MOMHOCTBLI0

Ob6yuatowuincsa onucan apxutektypy PAM, nepeuncnun coctaB u HasHayeHne moaynen,
0ObsICHUN CTPYKTYPY dhavina cLueHapus, onucan encTBue raroB M KpUTepum YCreLHom
ayTeHTMdwmkauum - 3 6anna

O6yyatowmiics onucan apxutektypy PAM, nepedncnun coctas 1 Ha3HadeHne Mmoaynew,
06bACHUN CTPYKTYPY havina cueHapus, onucan gencreue naroB M KpuTepum YCneLHon
ayTeHTudrKkaunn. OTBET COAEPKUT HE3HAYUTENbHbIE HETOYHOCTM - 2 Banna

OOyuatowuincsa He NonHoO onucan apxutektypy PAM, He nepeuncrnvn Bce BO3MOXHbIE TUMbI
mogyrnen PAM, He nonHoO 00bACHWN CTPYKTYpY dhanna cueHapwsi, He onucan gencTeue
dnaros moaynen. OTBET HE COAEPXKMUT rpyObIX OLLIMBOK UM HETOYHOCTEW - 1 Bann

OOGyuatowuincsa He NonHoO onucan apxutektypy PAM, He nepeuncrnvn Bce BO3MOXHbIE TUMbI
mogynen PAM, He nonHO o6bACHUN CTPYKTYpY dhanna cueHapusi, He onucarn geNCcTBue
dnaroB Moaynewn u KputTepun ycnewwHon ayteHTndukaummn. OTBeT coaepxuT rpyoblie
OLIMBKN M HETOYHOCTU - 0 Gannos

Y4yeT nonb3oBaTenien n xpaHeHne naponen B onepaunmoHHblix cuctemax GNU/Linux.




Lla6noH
oTBeTa

UHdopmaumna ona oueHMBaoWmnx

B onepaumoHHbIx cucteMax GNU/Linux cnncok 3aperncTpupoBaHHbIX NoNnb3oBaTenem
XpaHuUTCs B TekCToBOM (hanne /etc/passwd. OgHa cTpoka dparina onucbiBaeT OAHOro
nonb3oBaTens 1 COAEPXUT NOMMH NONb30BaTeNs, X3 Napons, aeHTudukaTop
nonb3oBaTens 1 ero NEPBUYHON rpynnbl, MPOM3BOSbHbLIN KOMMEHTAPUI, NYTb K AOMaLLHEMY
KaTanory nonb3oBarens u umsa nporpamMmel, KOTopasi 4OMKHa ObITb 3anyLleHa nocne
WHTEPaKTUBHOIo BxoAa nonb3oBatens B cuctemy. Gann /etc/passwd gocTyneH Ha YteHue
BCEM, NOSTOMY B COBPEMEHHbIX peannsaumnsix onepaunoHHbIX CUCTEM X3LLUW naponen
00bl4HO BbIHOCATCS M3 /etc/passwd B 6onee 3awmueHHbIn dann, Hanpumep /etc/shadow B
Ubuntu, 4To6bl UckntouMTb Nogbop napons oA XaLu.

OOyuatownincsa To4HO onmcan Moaernb ydeTa nonb3oBaTenen n xpaHeHUsi Naponen.
Onucan dopmart danna /etc/passwd, o6ocHoBan LenecoobpasHOCTb XpaHEHNS X3LLEN
naponew B otTaenbHoM davine - 3 6anna.

Obyuatouinca To4HO onmcan Moaernb ydeTa nonb3oBaTenen n xpaHeHust naponen.
Onucan dopmat darna /etc/passwd, o6ocHoBan LenecoobpasHOCTb XpaHEHUs XaLUen
napornen B otaensHoM cpaine. OTBET COAEPKUT HE3HAUUTENbHbIE HETOYHOCTU - 2 Banna.

OOGyyvarowuiicst He MONTHO onucan MoAenb ydeTa Nonb30BaTeNen N XxpaHeH!Us Napornen.
dparmeHTapHo onucan cdopmart danna /etc/passwd, He NONHO o6ocHOBan
LenecoobpasHOCTb XpaHEHUS X3LLern naponen B otaenbHoM canne. OTBET HE COoepPXUT
rpybbix ownBOK 1 HeTouyHOCTEN - 1 Bann

OOGyyarowuiicst He MOTHO onucan MoAenb ydeTa Nonb30BaTeNen 1 XpaHeH!Us Napornen.
dparmeHTapHo onucan dopmart ganna /etc/passwd, He nonHO o6ocHoBan
LenecoobpasHOCTb XpaHEHUS X3LLen naponen B otaenbHom davine. OTBET COAEPXKUT
rpybble owmnbKmM nnn HeToyHocTm - 0 Gannos.

OlNK-11 Cnocob6eH pa3pabaTbiBaTb NONIMTUKN 630NaCHOCTU, MONMUTUKU yNpaBneHus JOCTYNOM U
MH(OPMALMOHHbLIMU NOTOKaAMUN B KOMMNbIOTEPHbIX CUCTEMaX C y4eTOM yrpo3 6e30nacHocTuH

MHdopmauun n TpedboBaHM No 3awmnTe nHopmauuu;

1) 3aKpbITble 3a4aHUs (TEcToBble, CPEAHUN YPOBEHb CIOXHOCTHN):

3awmTta B UNIX-nogo0bHbIX cuctemax

B UNIX-nogo6HbIx cuctemax atpnbyT paspeLleHme NCNOMHEHNS (X) MPUMEHUTENBHO K KaTarnory MC

paspellaet
Bann no ymonyanuio:| 1
CnyyanHbIn nopsgok oTBeToB|la
HymepoBaTb BapuaHTbl oTBeTOB?|0
LWtpad 3a kKaxayro HenpaBUNbLHYH NOoNbITKY:| 33.3
ID-HOMep:
# OT1BeThI OT13bIB OueHka
A. Mony4nTb CNUCOK MMEH (pannoB U3 KaTanora 0
B. Cospgasatb (aiinsl B kKatanore 0
C. Ypanatb haninbl B katanore 0
D. MepexoauTb B KaTanor 100

O6LWuMI OT3bIB K BONpPOCY:

Ans no6oro npaBuUIIbHOro oTeBeTa:

Balu oTBET BEPHbIN.

Ans nro6oro HenpaBuinbHOro orBeTa.

Balu oTBET HEnpaBWMbHbLIN.

Mopckaska 1:

Moka3aTb KonNM4YecTBO NpaBuUIIbHbIX oTBeTOB ([MoAackaska 1): Het
Yaanutb HekoppeKkTHbie oTBeThl (Moackaska 1): Het
Teru:

lNossornsiem ebibupame 0OUH UIU HECKOJIbKO MpasusibHbIX omeemoes u3 3adaHHoz2o crucka. (MC/MA)




3awumTta B UNIX-nogobHbIX cuctemax

BbibepuTte kputepum ycnewHon ayteHTudukaumm nonb3oBaTtens npyu NCnonb3oBaHnM Mmogenu
PAM (Pluggable Authentication Modules)

MA

Bann no ymonyasuio:

1

Cny4yanHbIN NOPsAfOK OTBETOB

[a

HymepoBaTb BapMaHTbl OTBETOB?

0

Moka3aTb KONMYECTBO NPaBUibHbIX OTBETOB NOcrie OKOH4YaHusA:| [a
Lrtpad 3a kaxxgyro HenpaBUIIbHYK NonbITKy:(33.3
ID-HOMep:
# OT1BeTbI OT3bIB OueHka
Bce Heobxogumble (requisite) n Tpebyemble
A. (required) mogynu B cnucke 3aBepLUMITUCH 50
yCheLHo
HoctaTtouHbin (sufficient) Mogynb BbinonHuncs
B. yCreLHo 1 Bce npeaLectaytolmne TpeGyemole 50
(required) mogynu 3aBepWINANCE YCNELLHO
C. XoTd 66l 0anH Heobxoanmbln (requisite) mogyrnb 50
3aBEPLUMIICS YCNELUHO
D. Bce pgocratouHble (sufficient) mogynu 50
BbIMOJIHWIICS YCMELLHO
O6LWKM OT3bIB K BONPOCY:
Ansa no6oro npaBunbLHOro oTeeTa: Balu oTBET BEPHBIN.
Ansa no6oro HenpaBUIbLHOro oTBeTa: Balu oTBET HENPABUIbHbIW.
Ansa no6oro 4acTU4YHO NpPaBUIILHOro OTBeTa: Balu oTBET YaCTUYHO NPaBUIbHbIN.
Mopckaska 1:
Moka3aTb KONM4YeCTBO NPaBUJIbHbLIX OTBETOB Her
(Moackaska 1):
Yaanutb HekoppekTHble oTBeThl (lToackaska 1): Het
Teru:
[No3sonsem ebibupamb 0OUH UNU HECKOJIbLKO MpasusibHbIX omeemoes u3 3adaHHoz2o crniucka. (MC/MA)
KoHTpOsib LLenIoCTHOCTH
BbibepuTe anemMeHTbl, COOTBETCTBYHLIME 3a4a4aM KOHTPOMs LENOCTHOCTU MA
Bann no ymon4yauuio:| 1

Cny4anHbI NOPSAAOK OTBETOB

[a

HymepoBaTb BapuaHTbl OTBETOB?

0

lNMoka3aTb KONM4YeCcTBO npaBuUJIbHbIX OTBETOB NOCJ1€ OKOHYaHUA:

[a

LTpad 3a kaxxayro HenpaBUNbHYIO NONbLITKY:

33.3

ID-HOMep:

# | OTBeThbI | OT3bIB

OueHka




Bb|6ep|/1Te AJIEMEeHTbl, COOTBETCTBYHLLME 3adavYaM KOHTPONA LENIOCTHOCTU

MA

Bann no ymonyanuo:| 1
Cny4yanHbin nopsgok oTeeToB|[la
HymepoBatb BapuaHTbl oTBETOB?|0
MokasaTb KONM4eCTBO NpPaBUIIbLHbLIX OTBETOB Nocne okoHYaHus:|[a
Lrtpad 3a kaxxgyro HenpaBUIIbHYK NonbITKY:(33.3
ID-HOMep:
# OTBeThbI OT3bIB OueHka
A 3awmra oT NporpaMmMHbIX 33.3
3aKnagok
lMpoBepka NOANMHHOCTU AaHHBbIX,
B. MOMyYeHHbIX Yepes3 OTKPbITbIN 33.3
KaHan
MpoBepka NOANMHHOCTU AaHHbIX,
C. XpPaHUMbIX B HEHaJEXHOM 33.3
XpaHunuiie
D. AyTeHTUdUKaLMs Nonb3oBaTens -100
O6LWwmMI 0T3bIB K BONpPOCY:
[lns no6oro npaBMNLHOrro oTBeTa: Ball oTBET BEPHbIN.
[na no6oro HeNnpaBUIILHOIoO OTBeTa: Balu oTBET HEnpaBUIbHbIN.
[1ns no60ro 4acCTU4HO NPaBUITLHOIO .
. Balu oTBeT YacTMYHO NPaBUIBHbIN.
oTBeTa:
Mopckaska 1:
MokasaTb KONM4YecTBO NpaBUNbHbIX Het
oTBeTOB ([Moacka3ka 1):
YaanuTb HeKoppeKTHble OTBEeTbI Het
(Moackaska 1):
Teru:
[To3sonsiem ebibupampb 0OUH UU HECKOJIbKO MpasusibHbIX omeemos u3 3adaHHozo criucka. (MC/MA)
KoHTpOsib LIeNIOCTHOCTH
[nsi npoBepkn NOANMHHOCTY AaHHBIX, NOMyYEHHbIX YEPEe3 OTKPbITLINA KaHamn unm XpaHnMmbix B
HeHageXHOM XpaHUNuLLEe, MOXeT ObITb UCMONb30BaH anropuTm MC
Bann no ymonyanuio:| 1
CnyyanHbIn nopsgok oTBeToB|la
HymepoBaTtb BapuaHTbl oTBETOB?|0
LTpad 3a kaxxayro HenpaBUIbHYO NonbITKY:[33.3
ID-HOMep:
# OTBeThI OT13bIB OueHka
A HMAC — hash-based message authentication code 100
HOTP — HMAC-Based One-Time Password Algorithm 0
C. TOTP — Time-based One-Time Password Algorithm 0

OO6LWMI OT3bIB K BONPOCY:

[nsa no6oro npaBunbLHOro oTBeTa: Balu O0TBET BEPHBbIN.

Ans no6oro HeNnpaBUNbLHOro oTBeTa: Baw oTBET HENpPaBUIbHbIN.

Moackaska 1:

Moka3aTb Konn4yecTBO NpaBuINbHbIX oTBeTOB ([Moackaska 1):|Het

Yaanutb HekoppekTHble oTBeThI (Moackaska 1): Het

Terun:

[To3sosnsiem ebibupampb 0OUH USIU HECKOJILKO MpasusibHbIX omeemos u3 3adaHHoeo criucka. (MC/MA)




MeToabl 3awmThl B OC

K TexHm4yeckum MeTogbl 3aLmTbl OTHOCUTCSA MA
Bann no ymonyanuio:| 1
CnyuyanHbIn nopsagok oTBeToB|la
HymepoBaTb BapuaHTbl oTBeTOB?|0
lMoka3aTb KONM4ECTBO NPaBUIbHbIX OTBETOB NOcCJie OKOH4YaHus:| [a
LTpad 3a kaxxayro HenpaBUIbHY NonbITKY:(33.3
ID-HOMep:

# OT1BeTHI OT13bIB OueHka
A. PasrpaHuyeHune goctyna 25
B. KpunTtorpadguyeckas sawmra 25
C. KoHTponb LenocTHOCTM nHdopmaumm 25
D. AyanT 6e30nacHoOCTU 25
E. VIHCTpyKTax norib3oBaTenien n KOHTPOIb 100

cobnoaeHNS UHCTPYKUUIA
O6LWKMn 0T3bIB K BONpPOCY:
Ans no6oro npaBUNbLHOro oTBeTa: Balu oTBET BEPHbIN.
Ansa no6oro HenpaBUIILHOro oTBeTa: Balu oTBET HENPaBUIbHbIN.
Ansa no6oro 4acTU4YHO NpPaBUIILHOro OoTBeTa: Balu oTBET YAaCTMYHO NPaBUNMbHbIN.
Mopackaska 1:
Moka3aTb KONM4YEeCTBO NpaBUIIbHbIX OTBETOB Het
(Mopackaska 1):
Yaanutb HeKkoppekTHble oTBeThl (loackaska 1): Het
Teru:
[No3sonsiem ebibupame 0OUH UMU HECKOIIbKO MpasurbHbIX omeemos u3 3adaHHoeo criucka. (MC/MA)
YnpasneHne 0oCTynom
OTmeTbTe NpaBuIbHbIE YTBEPXKOEHMS OTHOCUTENBHO MOAENN pasrpaHMyeHns goctyna Tmna MA
N30NMpoBaHHaga nNporpaMmmMmHas cpega
Bann no ymonyanuio:| 1
CnyyanHbIn nopsgok oTBeToB|la
HymepoBaTb BapuaHTbl oTBETOB?|0
Moka3aTb KONM4YECTBO NpaBUIIbHbLIX OTBETOB NOcrie OKOH4YaHus:|[a
Wtpad 3a kKaxayro HenpaBUNbLHYH NOoNbITKY:| 33.3

ID-HOMep:

# | OTBeThbI | OT3bIB

OueHka




OtmeTbTE npaBuibHbIe YTBEPXOAEHUA OTHOCUTENIbHO MOAENN pa3rpaHndeHna ocrtyna tuna

30/IMPOBaHHas NPorpamMmMHasi cpeaa

MA

Bann no ymonyasuio:

1

Cny4yanHbIN NOpPsfOK OTBETOB

[a

HymepoBaTb BapMaHTbl OTBETOB?

0

MokasaTb KONM4ecTBO npaBUJibHbIX OTBETOB NOCJ1€ OKOHYaHUA:

[a

Wrpad 3a kKaxayro HeNnpaBUILHYHO NONbITKY:

33.3

ID-HOMep:

# OT1BeTbI OT3bIB

OueHka

Bo3MoOXHOCTb focTyna k 06bekTy OfHO3HAYHO
A. onpenenseTca coveTaHNEM TPOWKUN 31IEMEHTOB
CcybbeKT-00EKT-NPaBO

Bnageneu obbekTa gocTyna MoXeT Npon3BOSIbHO
B. OrpaHUYUTbL JOCTYN K HEMY APYruX CyOBHEKTOB
goctyna

33.3

Bo3MoxHOCTb focTyna K 06bekTy gocTtyna

C. 0HO3HA4YHO ONpeaenseTcs coueTaHnem
YeTBEPKM 3NEMEHTOB CYOBbEKT-00bEKT-NPaBo-
npouecc

33.3

Ona kaxgoro cybbekTa 4ocTyna onpeaeneH
D. CMUCOK NPOLIECCOB, KOTOPblE AaHHbIA CyObeKT
MOXeT co3faBaTb

33.3

BoamoxHoCTb AocTyna K 06bekTy goctyna
0OHO3Ha4yHO onpefenseTcsa codeTaHneM

E. YeTBEPKMN ANEMEHTOB CyObeKT-06beKT-NnpaBo-
MPOLLECC M 3aBUCUT OT NOCneaoBaTenbHOCTU
npegwecTByOLWMX 4eNCTBUN

-50

O6LWuMI OT3bIB K BONPOCY:

[Ana nio6oro npaBUNLHOro oTBeTa: Ball 0TBET BEPHBbI.

Ana no6oro HenpaBuinbHOro orBeTa:

Balu oTBET HENPABUIbHbIW.

dnsa no6oro 4acTUYHO NPaBUIILHOrO OTBEeTa:

Baw oTBET YaCTUYHO NpaBUNbHbIN.

Mopckaska 1:

Moka3aTb KONM4YecTBO npaBuUJiIbHbIX OTBETOB

(Moackaska 1): Het

Ypoanutb HekoppekTHble oTBeThl (lToagckaska 1): Het

Terun:

[To3sonsiem ebibupampb 0OUH UU HECKOJIbKO rpasusibHbiX omeemos u3 3adaHHoz2o criucka. (MC/MA)

2) OTKpbITble 3a4aHUSA (MUHU-KENCHI, CPEOHUN YPOBEHb CNOXHOCTN):

BcTpoeHHbIN MexceTeBon akpaH Linux, apxuTekTypa, OCHOBHbIE NPUHLUMBI paboTbl U OCHOBHbIE

YTUIINUTBI YpaBieHnss MeXCceTeBbIM 9KpaHOM Linux n3 KomMaHAHOW CTPOKK




Bann no ymon4yaHuio:

3

®dopmar oTBeTa:

HTML-
peaakTop

TpeboBaTb TEKCT:

[a

Pa3mep nons:

40

Pa3peLLIVITb BJTOXXE€HWUA:

0

TpebyemMoe Yncno BNOXeHUM:

0

PaspelueHHble TUNbI ¢hannos:

ID-HOMep:

LLlabnoH oTBeTa

UHdopmauusa ansa oueHMBaKOLWKNX

MexceTeBon akpaH (netfilter) BctpoeH B aapo Linux. OcHoBown
CTPYKTYPOI MEXCETEBOIO 3KpaHa sABMASTCA Tabnuubl, cogepxaiime
npasuna cduneTpaummn. B sape onpegeneHs cnegyowme 1adbnuubl:

ebtables - cogepxuT NnpaBmna gunbTpaUMmM Ha OCHOBE KaHallbHbIX
agpecos

arptables - cogepxut npasuna cdunsTpaumm ana ARP nakeTtos

iptables — unbTp ANgA BXoAsaLWwmMx 1 McxogdaLmx nakeTos npoTokona IPv4
ip6tables — omnbTp A4Na BXOAALWNX M UCXOASLLMX NaKeToB npoTokona IPv6

Kaxxgaa Tabnvua cogepxut ogHy unm 6oree Lenoyek

npaewurn. Llenoyka — 970 ynopsgodeHHasi nocrenoBaTenbHOCTb
npaewrn, pe3ynbTaT punbTpauuy 3aBUCUT OT Nopsaka Npasuna B
uenouke. K ceTeBoMYy nakeTy nocrefoBaTenbHO NPUMEHSIIOTCS
npaBwumna LenoYku, noka nakeT He GyaeT ogobpeH 1nm oTopoLLeH.
Ecnu Bce npaBuna LEenoYku NpoBepeHbl, a PeLLEeHME O NakeTe elle He
NPUHATO, TO NPUMEHSIETCS AECTBUE MO YMONYaHuWio, KoTopoe
3apaHee onpeaeneHo Ans Kaxaon LenoYvky (NonmTuka LLenoYku,
HanpumMep, BCce NPUHUMaTb UK BCe oTOpackiBaTh).

[nsa ynpasneHus npaBunamu B Lienoykax Tabnuu onpegeneHol
COOTBETCTBYIOLWME YTUNNUTLI. Hanpumep, ytunuta ebtables nossonser
HacTpauBaTb Lenoyku Tabnuubl ebtables, ytunuta

iptables nosBonsaeT HacTpamBaTtb Leno4ku Tabnuupl iptables n T.4.
Hanpumep 3anpeT BCcex BXOAALWMX COeQUHEHNI MOXET ObITb
yCTaHOBIEH cneayowmm obpasom:

iptables -P INPUT DROP - yctaHasnusaeT nonutuky uenouku INPUT,
KoTopas oTbpackiBaeT BCce BXOAsALUME NakeTbl, €Cnn OHW He ByayT
SABHO 0406peHbl NpaBunamu LenoYku

iptables -A INPUT -m conntrack --ctstate ESTABLISHED -j ACCEPT -
npasuno uenoyku INPUT, koTopoe o6oapsieT Bce nakeThl, A11s
KOTOPbIX YCTAHOBIEHO COEAMHEHME (T.€. OHU ABMAOTCS OTBETaMM Ha
HaLLM UcxoasaLLme nakeTbl)

Obyvarowuincs onncan apxmTekTypy, Nepevymcnmn OCHOBHbIE
Tabnuubl, 06BACHWUN NX HAa3HAYEHUE, ONMUcan OCHOBHbIE YTUMUTI
ynpaBneHust MexceTeBbIM 9kpaHoM - 3 BGanna

Ob6yuatoLuiics onucan apxMTekTypy, Nepevymcnnm OCHOBHbIE
Tabnmupl, 06bACHUN NX HA3HAYEHME, OMNMCcan OCHOBHbIE YTUMUTbI
ynpaBrieHUsi MeXceTeBbIM akpaHoM. OTBET COAEePKUT
He3HauuTenbHble HETOYHOCTM - 2 Banna

O6yyarowuncsa He NOMHO onucarn apxMTeKTypy, He NepeyYncnun
OCHOBHble Tabnuubl UM He 06 bACHWN UX Ha3HaYeHne, He YNoMSIHYN
OCHOBHbIE YTUMNUTbLI YNpaBrneHns MexceTeBbiM akpaHoM. OTBET He
COLEPXUT rpydbix oMBOK N HeETOYHOCTEN - 1 Gann

OOyyvarowuncs He NOMHO onucarn apxXUTeKTypy, He Nepevncnmn
OCHOBHbI€ Tabnumubl NN He 06 BACHMN UX Ha3HaA4YeHWE, HE YNOMSIHYIT
OCHOBHbI€ YTUMUTbI YNpaBreHUs MexceTeBbiM akpaHoMm. OTBeT
COAEPXKUT rpydble oLMBKN Unu HeToYHoCTU - O 6annos

OO OT3bIB K
BOnpocy:

Teru:

Lonyckaem e omeeme 3azpy3umse ¢halin u/unu eesecmu mekcm. Omeem dormkeH 6bimb OUEHEH

npenodasamesiemM 8py4HYIo.




YnpaBneHue 4ocTynom

JOCTYMOM.

OnpepeneHus 06bekTa, cybbekTa, MeToda U npaBa J4ocTyna. TUNoBble MOAENMN YNpaBrieHus

ES

Bann no YMON4YaHUIO:

3

dopmat oTBeTa:

HTML-
penakTop

TpeboBaTb TEKCT:

[a

Pa3mep nons:

40

Pa3peLLIVITb BJTOXXE€HWUA:

0

TpebyemMoe Yncno BNOXeHUn:

0

PaspelueHHble TUNbI hannos:

ID-HOMep:

LLlabnoH oTBeTa

UHdopmauusa ansa oueHMBaKOLWKNX

O6wekT poctyna — nobon obvekt B OC, 4OCTYN K KOTOPOMY
pernameHTUpyeTCcsa npasunamMn pasrpaHuyeHus gocryna

CybbekT goctyna — nobas cywHoctb B OC, aencTeus
KOTOPOW No A0CTyny k o6bekTam AoCTyna pernameHTMpytoTcs
npaBunamy pasrpaHu4eHnst gocTtyna

MeTog goctyna — niobas onepauus, onpeaeneHHas ans
AeNCcTBUIA Hag 06BbEKTOM gocTyna

MpaBo AocTyna — BO3MOXHOCTb CyObekTa AocTyna
BbIMOMHSATL AOCTYN K 06EKTY JOCTYNa MO HEKOTOPOMY
mMeTo4y AocTyna

TunoBble Mogenu ynpasneHust 4OCTYMNOM:
AvckpeunoHHoe (n3bmpaTtenbHoe) ynpaBneHne JOCTYMNoM -
BO3MOXHOCTb JOCTYMNa K 06 beKkTy 0gHO3Ha4YHO onpegenseTcs
coyeTaHneM TPOVKU ANEMEHTOB CyObeKT-00beKT-NpaBo
M3onupoBaHHasa nporpaMMHasl cpefa - BO3MOXHOCTb A40oCcTyna K
06bEeKTY 4OCTYNa 0OQHO3HAYHO ONpeaenseTcs coyeTaHMeEM
YeTBEPKU 3NEeMEHTOB CyObeKT-06beKT-NpaBo-npoLecc (npouecc
npeacTaBnsieT NporpaMmmy, UCMONb3yeMyto Ansi peanu3auum
gocTyna)
MaHgaTHoe ynpasneHue OCTYMNOM - BO3MOXHOCTb 4OCTyna K
06bEeKTY 4OCTYNa 0OQHO3HAYHO ONpeaensieTca CoMeTaHneM
YeTBEPKU 3NIEMEHTOB CyObeKT-06bEKT-NPaBO-NPOLECC U 3aBUCUT
OT NOCNeoBaTENbHOCTU NPEALWECTBYOWMX 4ENCTBUN

Ob6yuatowuincsa npmeen onpegeneHnst oobekTa, cyobekTa,
MeToda 1 npaa fOCTyna, onucan Mogenu pasrpaHnyeHus -
3 6anna

Ob6yuatowuincsa npmeen onpegeneHnst o0bekTa, cyobekTa,
MeToda u npaea JocTyna, onucan mogenu
pasrpaHunyeHmnsi. OTBET COAEPKUT HE3HAUUTENbHLIE
HeTo4HOCTU - 2 BGanna.

O6yyvatowuiicst NpuBen TONbKO HEKOTOPbIE ONPeAEneHust, 1
onucan ToNbKO HEKOTOPbIE MOAENY pa3rpaHNyYeHns gocTyna.
OTBeT He coaepXunT rpydbix OWNBOK 1 HeToOYHOCTEN - 1 BGann

O6yyvarownics npyBen TONbKO HEKOTOPbIE ONpeaeneHns:, n
onucan ToNbKo HEKOTOPbIE MOAENW pa3rpaHUYeHns JocTyna.
OTBeT coaepXuT rpybble oLLIMGKM MU HETOYHOCTM - 0
6annos

OOLWKUM OT3bIB K
BOmnpocy:

Teru:

npenodasamesiem epy4HyHo.

Honyckaem e omeeme 3azpy3ums ¢halin u/unu esecmu mekcm. Omeem dormkeH 6bimb OUeHeH




OlMK-12 Cnoco6eH agMUHUCTPUPOBATb ONepaunoHHble CUCTEMbI U BbINOSMHATL PaboTbl NO
BOCCTAHOBJIEHUIO Ppa6oTOCNOCOGHOCTU NPUKITAAHOr0 U CUCTEMHOIO NPOorpamMMHOro obecneyeHus

1) 3aKpbITble 3aJaHUA (TECTOBbIE, CPEAHUI YPOBEHb CMOXHOCTW):

YnpasneHne JoCTynom

OTmeTbTe NpaBuIbHblE YTBEPXKAEHUS OTHOCUTENBHO MaHAATHOM MoAeny pasrpaHnyeHns MA
gocTtyna
Bann no ymonyanuio:|1
CnyyvanHbin nopsapok oTeetos|1a
HymepoBatb BapuaHTbl oTBETOB?|0
Moka3aTb KONMYECTBO NPaBUIbHbIX OTBETOB NOciie OKOH4YaHusA:| [a
LTtpad 3a kaxxgyro HenpaBUIIbHYK NonbITKY:(33.3
ID-HOMep:
# OT1BeTHI OT13bIB OueHka
Bo3moxHOCTb focTyna k 06bekTy 0HO3Ha4YHO
A. onpeaenseTcs codeTaHmeM TPONKU 3rIeMEeHTOB -33.3
Cy6beKT-00BEKT-NPaBO
B. Brnageneu obbekTa goctyna MoxeT Npon3BOSIbHO 50
OrpaHn4ynUTb A4OCTYN K HEMY APYrMX CyObLEeKTOB A4ocTyna
Bo3moxHOCTb gocTyna k 06bekTy AocTyna 0gHO3HAYHO
C. onpeaenseTcs CoMeTaHNEM YeTBEPKN SNIEMEHTOB -33.3
cybbekT-00bEKT-NpaBO-NpoLecc
Ons kaxgoro cybbekTa gocTyna onpegeneH Cnmcok
D. MPOLIECCOB, KOTOPbIE AAHHLIN CYOHLEKT MOXKET -33.3
cosgasaTb
Bo3moxHOCTb gocTyna k 06bekTy AocTyna 0gHO3HAYHO
E. onpeaenseTcs coMeTaHNeM YeTBEPKN SNIEMEHTOB 50
CYyOBbEKT-00BEKT-NPABO-NPOLIECC N 3aBUCUT OT
nocrnegoBaTenbHOCTU NPeLIecTBYOLWMX 4ENCTBUN
O6LWmMin OT3bIB K BONPOCY:
[ns no6oro npaBunbLHOro oTBeTa: Balu O0TBET BEPHBbIN.
Ans no6oro HeNpaBUNbLHOro oTBeTa: Balu oTBET HenpaBUIbHbIN.
Balu oTBeT YacTu4HO
[lnsa no6oro 4acTUYHO NPaBUIILHOrO OTBETa: o
NpaBWIbHbIN.
Mopckaska 1:
Moka3aTb KonnyecTBO NpaBuiibHbIX oTBeTOB ([Moacka3ska 1):|Het
Ypoanutb HekoppekTHble oTBeThI (Toackaska 1): Het
Teru:
[To3sonsiem ebibupampb 0OUH UNIU HECKOJIbKO MpasusibHbIX omeemos u3 3adaHHoeo criucka. (MC/MA)
YpoBeHb JoBepus
YpoBeHb [OBEPUS K ONEPALIMOHHOM CUCTEME OLIEHMBAETCS MO pe3yrbTaTtaM NpoBEPKU MA
BbINOJIHEHNS TpebOoBaHU fOBEpUs, BKIOYas
Bann no ymon4yauuio:| 1

CnyYanHbIA NOPSAAOK OTBETOB

[a

HymepoBaTb BapuaHTbl OTBETOB?

0

lNMoka3aTb KONM4YeCcTBO NnpaBUJIbHbIX OTBETOB NOCJIe€ OKOHYaHUA:

[a

LTpad 3a kaxxayro HenpaBUIIbHYIO NONbLITKY:

33.3

ID-HOMep:

# | OTBeThbI | OT3bIB

OueHka




ypOBeHb [oBepPUA K OI'IepaLl,I/IOHHOVI cucteme oueHmMBaeTCA No pe3yrbTaTtamM NpoBEepPKn

BbINOMHEHNs TpeboBaHMM JOBEpWsi, BKITHOYas MA
Bann no ymonyanuio:|1
CnyyvanHbin nopsapok oTBetos|1a
HymepoBatb BapuaHTbl oTBETOB?|0
lMoka3aTb KONM4YECTBO NPaBUNbHbLIX OTBETOB NOCEe OKOH4YaHus:| [a
LTtpad 3a kaxxgyro HenpaBuIibHYH NonbITKy:(33.3
ID-HOMep:
# OT1BeThI OT13bIB OueHka
A. AHaNU3 NPUHATbLIX MEp 3aLUmnTh 20
ﬂp9BepKy, YTO yKa3aHHble Mepbl 3aLnTbl >0
OEeNCTBUTENbHO NPUMEHSAIOTCS
C. Bepudmkaumo gokasaTenbcTB 4OCTAaTOMHOCTH 20
NPUHATBLIX MEp 3aLUNThbI
D. HesaBncumoe pyHKUMOHanbHoe 20
TECTUPOBaHWE CUCTEMbBI 3aLLMThI
E. TecTupoBaHne NPOHUKHOBEHUS 20
F. TecTMpoBaHVe NPoM3BOANUTENBHOCTU -100
O6LWmMin O0T3bIB K BONPOCY:
Ans no6oro npaBUNbLHOro oTBeTa: Balu oTBET BEPHbIN.
Ansa no6oro HenpaBuIILHOro oTBeTa: Balu oTBET HENPaBWIbHbIN.
Ans no6oro 4acTU4YHO NPaBUIILHOrO OTBETa: Balu oTBET YAaCTMYHO NPaBUMbHbIN.
Mopackaska 1:
Moka3aTb KONM4YEeCTBO NpaBUIIbHbIX OTBETOB Het
(Mopackaska 1):
Ypanutb HekoppekTHble oTBeThl (Moackaska 1): Het
Teru:
[No3sonsiem ebibupamb 0OUH UMU HECKOJIbKO MpasurbHbIX omeemos u3 3adaHHoeo criucka. (MC/MA)
YpoBeHb foBepus
OueHoYHbIN ypoBeHb foBepus 1 obecneynBaet MC
Bann no ymonyanuio:| 1
CnyuvanHbIn nopsgok oTBeToB|la
HymepoBaTtb BapuaHTbl oTBETOB?|0
Wtpad 3a kKaxayro HenpaBuUNbHYIO NonbITKY:| 33.3
ID-HOMep:
# | OTBeTbI | OT3biIB OueHka




OueHo4YHbIN YpoBeHb aosepusa 1 obecneynBaet

MC

Bann no yMon4yaHuio:

1

Cny4yanHbIN NOPSAfOK OTBETOB

[a

HymepoBaTb BapMaHTbl OTBETOB?

0

Wrpad 3a kKaxayro HenpaBUIbHYIO MOMNbITKY:

33.3

ID-HOMep:

# OTBeThbI OT3bIB

OueHka

A MwuHVMManbHbIN YpOBEHb JOBEPUS, KOTOPbIN NOATBEPXKAAET
ToNbKo Hann4dme B coctaBe OC HEKOTOPbIX CPEACTB 3aLUThI

100

YpoBeHb JOBEPUST OT HEBBICOKOIO 4O YMEPEHHOTO,
JocTuraemblvi Npu OTCYTCTBUU JOCTYNa K NOMHOM

B. JoKymeHTaumm no paspabotke OC, 0OCHOBaHHbIN Ha
aHanu3se cTpyktypbl OC ¢ ncnonb3oBaHnem NOMy4eHHON OT
pa3pabotynka OC ONONHUTENBHOM MHOPMALINN.

YMepEHHbIN YPOBEHb A0BEPUS, OCHOBAHHbIN Ha
C. BCECTOPOHHEM METOANYECKOM MCCNeAoBaHMN PyHKLUIA
©e3onacHocTu 1 npouecca paspadotkn OC

YpoBeHb JOBEPUST OT YMEPEHHOO 40 BbICOKOIO B
OTHOLEeHMM yxe cyuecTytowen OC obLero HasHayeHus,
OCHOBaHHbIA Ha BCECTOPOHHEM METOAMNYECKOM

D. TECTMPOBAHUN M NPOBEPKE peanu3aummn yHKLUA
6esonacHocTn OC, Ha yBepEeHHOCTU B NpaBUibHOM
NCMONb30BaHMN TUMOBbLIX METOLOB NPY NPOEKTUPOBaHNSA
OC.

Bbicokuii ypoBeHb aoBepusa ans paspabatbiBaemon OC,
E. OCHOBaHHbIN Ha MCMONb30BaHUN NONyhOpManbHbIX
METOAOB MpU MPOEeKTUpoBaHum u TectupoaHun OC.

YBepeHHocTb B 6e3onacHoctn OC npu paboTe B ycrnoBusix
BbICOKOIO puCKa, rae LEeHHOCTb 3alimLLaeMblX AaHHbIX

F. onpaBabliBaeT AOMNOMHUTENbHbIE 3aTpaThl, OCHOBAHHYO

Ha mMcnonb3oBaHUM NonydopMarnbHbIX METOAOB NPy
Bepudukauunmn n tectnposaHum OC

YBepeHHocTb B 6e3onacHocTn OC npu paboTe B yCrnoBusix
yYpe3BbI4YaiHO BbICOKOIO pUCKa, rae BbiCOKasi LLEHHOCTb

G. 3almLLaeMbiX AaHHbIX ONpaBAbiBAET NOBbILLEHHbIE
3aTpaTbl, OCHOBAHHYI0 Ha MCMNOMNb30BaHUM OPMarbHbIX
MeToA0B npu Bepudumkaumm n TectmpoaHmm OC

O6LWmMi OT3bIB K BONPOCY:

[na nio6oro npaBUNLHOro oTBeTa: Ball 0TBET BEPHBbI.

Ans no6oro HenpaBuUIbHOro oTBeTa. Baw otBeT HenpasmanbM.

Mopckaska 1:

MokasaTb Konu4yecTBO NpaBunbHbIX oTBeTOB ([Moacka3ska 1): Het

Yaanutb HekoppeKkTHble oTBeThl (Moackaska 1): Het

Teru:

[Nossonsiem ebibupamb 0OUH UNU HECKOJbKO MpasuribHbIX omeemos u3 3adaHHoz20 criucka. (MC/MA)

3awumTta B UNIX-nogobHbIX cuctemax

B UNIX-noano6Hbix cuctemax Sticky-bit (aTpnbyT T) ycTaHOBREHHLIN Ans katanora uMeeT
cnegywolulee gencTene

MC

Bann no yMon4yaHuio:

1

Cny4alHbIN NOPSANOK OTBETOB

[a

HymepoBaTb BapuaHTbl OTBETOB?

0

LIJTpacb 3a KaxKayro HenpaBUINbHYH NONbITKY:

33.3

ID-HOMep:

# | OTBeThI | OT3bIB

OueHKa




OTKprTbIVI KJITHOY (COJ'Ib), NnpuMeHeHne KoOToporo obecneynBaet

B UNIX-no,qnoGwalx cuctemax Sticky-bit (aTpmubyT T) ycTaHOBNEHHbIV ANA KaTanora umeet MC
cnegywulee gencieme
Bann no ymonyanuio:|1
CnyyvanHbin nopsapok oTBetos|1a
HymepoBatb BapuaHTbl oTBETOB?|0
Lrtpad 3a kaxxgyro HenpaBUIIbHYK NonbITKY:(33.3
ID-HOMep:
# OTBeThI OT3bIB OueHka
A He oka3blBaeT HMKaKoro 4enCcTBUA Ansi KaTanoros B 0
COBPEMEHHbIX peanun3auusax onepauroHHbIX CUCTEM
B. [ns HoBbIX dharnoB rpynnon-snagenbLem cCTaHOBUTCA 0
rpynna-snagenewy karanora
C. Monb3oBaTtens MOXET yaansaTb U3 Katanora ToNbKo 100
drannbl, KOTOPLIMW OH BnageeT
D. Pannbl u3 kaTanora Henb3s 06bSABUTbL NCMONTHAEMbIMU 0
O6LwWmMin O0T3bIB K BONPOCY:
Ans no6oro npaBUIILHOro oTBeTa: Baw oTBeT BEPHLIN.
ns no6oro HeNnpaBUNbLHOro oTBeTa: Baw oTBeT HenpaBWIbHbIN.
Mopckaska 1:
Moka3aTb KonuyecTBO NpaBuIbHbIX oTBeTOB ([Moackaska 1): |Het
YaanuTtb HekoppekTHble oTBeThl (Mogckaska 1): Het
Teru:
[To3sonsiem ebibupamp 0OUH UU HECKOJIbKO MpasusibHbIx omeemos u3 3adaHHoz2o criucka. (MC/MA)
3awmTta B UNIX-nogobHbIX cuctemax
B UNIX-nogoBHbIx cuctemax npu BbIMUCTIEHNM X3LLa Napons UCnonb3yeTcs AONONHUTENbHBIN MC

Bann no ymon4yaunuio:| 1

Cny4yanHbIn nopsgok oTBeToB|[]a

HymepoBaTb BapuaHTbl 0TBETOB?| 0

LTpad 3a kaxxayro HenpaBUIbHYO NonbITKY:(33.3

ID-HOMep:

# OTBeThI OT3bIB OueHka
A. FeHepaLmIio PasHOro xalla Ans OUHaKOBbIX Naponen 100
B. YBenuyeHue 4mncna BapMaHToB napons 0

O6LWuMI OT3bIB K BONPOCY:

[lns no6oro npaBunbLHOro oTBeTa: Ball O0TBET BEPHBbIN.

Ans no6oro HeNpaBuUNbLHOro oTBeTa: Ball oTBET HENPaBUIbHbIN.
Mopckaska 1:

Moka3aTb Konn4yecTBO NpaBuIbHbIX oTBeTOB ([Moackaska 1):|Het

Yaanutb HekoppekTHble oTBeThl (Moackaska 1): Het

Teru:

[To3sonsiem ebibupamp 0OUH UNIU HECKOJIbKO MpasusibHbIXx omeemos u3 3adaHHoeo criucka. (MC/MA)

2) OTKPbITbIe 3a4aHUsA (MUHU-KENCHI, CPEAHUA YPOBEHb CMOXHOCTH):

| OcHoBbI pasrpaHndeHus goctyna B MS Windows




Lla6noH

oTeeTa MHdopmaumsa ans oueHMBaroWmNX

B Windows ucnonb3yeTtcs AnckpeunoHHasa mogenb pasrpaHmderns goctyna (DAC) Ha
OCHOBe CnunckoB koHTpors goctyna (ACL). Cnvcok KOHTpons AoCTyna SABMASETCS YacTbio
AecKpunTopa 3aLl1Thbl, KOTOPbIA CONOCTaBNSETCA C KaxabiM obbekToM goctyna. [ns
rapaHTMpPOBaHHOW YHUKaNbHOCTU naeHTudpukatopos B Windows BMeCTO YMCnoBbIX
naeHTNrKaTopoB Nonb3oBaTeNen 1 rpynn UCNonb3yrTCs rnobanbHO-yHUKaNbHbIE
naeHtTudukatopsl 6esonacHoctu (SID), kKOTopble MOTYT UMETb PasHYHo AJfIMHY, HO He
MeHee 48 6urT.

B Windows noM1MMo TpaavLMOHHBLIX BUAOB AOCTYNa (YTEHUe, 3anncb, UCNOSNHEHUE),
onpefeneHo MHOXECTBO AOMOMHUTENbHbBIX BUAOB JOCTYNa, Hanpumep, YTeHme v 3anncb
aTpubyTtoB chaiina, gononHeHue anna, YTeHNe N USMEHEHNE paspeLleHnii, yaaneHue,
CMeHa Bnagenbua u ap.

[nsa skoHoMuUM mecTa B (hanfioBon CUCTEME M YNPOLLEHNST HACTPOMKM A0CTyNa K
OonbLlomy vncny gannos B katanorax, B Windows Takke onpeaeneH MexaHu3m
HacnenoBaHusa paspelleHnii. [py HacnegoBaHWK pa3peLleHunin, BMECTO COOCTBEHHOTO
cnucka KoHTpons goctyna obbekTa byget ncnonb3oBaTbCHA CMUCOK €ro POAUTENBCKOro
obbekTa.

YnpaBneHue cnvckaMmu KOHTPONSA AoCTyna 1 paspeLleHUs MU MOXET BbIMOMHATLCS Yepes
rpacmyeckun nHtepdenc B nposogHunke Windows mnm M3 KOHCONKN C UCMOSTb30BaHUEM
komaHabl ICACLS.

OOyuatowmincs To4HO onmcan moaernb pasrpaHudeHms goctyna B MS Windows,
nepeyYmcnmn OCHOBHbIE B1Abl OCTyna, npuHATele B Windows, onncan mexaHuam
HacnegoBaHWs paspeLleHii U UHCTPYMEHTbLI yNpaBrieHus Cnnckamm KOHTPonsa JocTyna -
3 6anna

Obyyvatowmiicss To4HO onucan mogenes pasrpaHudeHms goctyna B MS Windows,
nepeYncnnn OCHOBHbIE BUAbI AocTyna, NpuHsATeie B Windows, onncan mexaHuam
HacnefoBaHUsi pa3peLleHnii  MHCTPYMEHTBI YripaBrieHnsl CNMCKaMu KOHTPONs JocTyna.
OTBEeT coaepXUT HE3HAUUTENbHbIE HETOYHOCTM - 2 Ganna

OOGy4varowumiicss He TOYHO onucarn MoAernb pasrpaHnyeHns goctyna B MS Windows, He
nepeyncnnmn OCHOBHbIE BUAbl fOCTYNa, NpuHaTblie B Windows, He onucan mexaHusm
HacnegoBaHWs pa3peLleHnini U UHCTPYMEHTbI yNpaBreHus Cnnckamm KOHTPOnsa 4OcCTyna.
OTBeT He coaepXuT rpydbix owmnboK 1 HeTovHocTen - 1 Gann

OOGy4varowumiicss He TOYHO onucarn MoAernb pasrpaHnyeHns goctyna B MS Windows, He
nepeyYrcnun OCHOBHble BUAbI focTyna, NnpuHATbie B Windows, He onvcan MexaHusm
HacnegoBaHWs pa3peLleHnini U UHCTPYMEHTbI yNpaBreHus Cnnckamm KOHTPOnsa 4OcCTyna.
OT1BeT cogepXxuT rpybble owmnbkn nnm HetoyHoctu - 0 6annos

OINK-13 Cnocob6eH pa3pabaTbiBaTb KOMMNOHEHTbI MPOrpaMMHbIX U MPOrpaMMHO-annapaTHbIX
CPeACTB 3aWuTbl MH(pOpMaLUM B KOMNbLIOTEPHbIX CUCTEMAX U NPOBOAUTL aHaNU3 NX 6e3onacHoCTy;
1) 3aKpbiTble 3aaHNS (TECTOBbIE, CPEAHW YPOBEHb COXHOCTH):

YpoBeHb JoBepus

OueHouHbIN ypoBeHb aoBepus 4 (Hanbonee BbICOKMI yPOBEHb OBEPUS, AOCTMKUMBIA NPY
oueHke cyuectByowmx OC obLiero Ha3HavyeHusl, Tak kak 6one BbICOKMI ypOBEHb JOBEPUS MC
TpebyeT BMewarenscrea B paspabotky OC) obecneumBaet

Bann no ymon4yaunuo:| 1

Cny4yanHbIn nopsanok oTBeToB|[]a

HymepoBaTb BapuaHTbl 0TBETOB?| 0

LTpad 3a kaxxayro HenpaBuUIbHYO NonbITKY:(33.3

ID-HOMep:

# | OTseThbl | OT3bIB OueHka




OueHouHbIN ypoBeHb aosepus 4 (Hanbonee BbICOKMI YpOBEHb AOBEPUS, AOCTUKUMbBIN Npr

oueHke cywectBytowwmnx OC obLiero HasHavyeHus, Tak kak 60re BbICOKUA YPOBEHb 40BEPUS MC
TpebyeT BMellaTenscTBa B pa3paboTtky OC) obecnevnBaeT
Bann no ymonyanuio:|1
CnyyvanHbin nopsapok oTBetos|1a
HymepoBatb BapuaHTbl oTBEeTOB?|0
Lrtpad 3a kaxxgyro HenpaBUIIbHYK NonbITKy:(33.3
ID-HOMep:
# OTBeThI OT3bIB OueHKka
HekoTopyto yBEpEHHOCTb B TOM, Y4TO nogcuctema
A 6e3onacHoctn OC peanu3oBaHa B COOTBETCTBUM C 0
OOKyMmeHTaumen (B npoLecce peanusaumm He 6binm
BHECEHbl HEYYTEHHbIE U3MEHEHMS)
B. YBEpeHHOCTb B TOM, YTO noacuctema 6e30naCHPCTm oC 100
peanu3oBaHa B COOTBETCTBUMN C JOKYMEHTaUMEN
BbiCcoOKyto yBEPEHHOCTb B TOM, YTO nogcucrema
C. 6e3onacHocTn OC peannsoBaHa B COOTBETCTBUM C 0
npeabsBnsieMbiMn TpeboBaHUSMU
O6LWKMn OT3bIB K BONPOCY:
[Ans no6oro npaBUIILHOro oTBeTa: Baw oTBeT BEPHLIN.
Ans no6oro HeNnpaBuNbLHOro oTBeTa: Baw oTBeT HENpaBWIIbHbIN.
Mopackaska 1:
Moka3aTb KonuyecTBO NpaBuIibHbIX oTBeTOB ([Moackaska 1): |Het
YaanuTtb HekoppekTHble oTBeThl (Mogckaska 1): Het
Teru:
[To3eonsiem ebibupamp 0OUH UU HECKOJIbKO MpasusibHbIx omeemos u3 3adaHHoz2o criucka. (MC/MA)
YpoBeHb JoBepus
YpoBeHb [oBepusi kK onepaunoHHO cMcTeMe OLleHMBaeTCs Mo pe3ynbTaTtaM NpPOBEPKU BbIMONHEHMS MA
TpeboBaHWI JOBEpUS, BKMNOYas
Bann no ymonyanuio:| 1
CnyyanHbIn nopsgok oTBeToB|la
HymepoBaTtb BapuaHTbl oTBETOB?|0
lMoka3aTb KONM4YEeCTBO NpaBUIIbHbLIX OTBETOB NOcrie OKOH4YaHus:|[a
Wtpad 3a kKaxayro HenpaBUNbLHYH NOoNbITKY:| 33.3
ID-HOMep:
# OTBeThI OT3bIB OueHka
A. AHanm13 NPUHATLIX Mep 3aLUmnThl 20
I'IpE)BepKy, YTO yKa3aHHble Mepbl 3aLuTbl 50
OEVCTBUTENBHO NPUMEHSIOTCS
C. Bepudmkauuto gokaszaTenbCcTB 4OCTAaTOHYHOCTH 50
MPUHSATBLIX Mep 3aLUUThbI
D. HesaBncumoe (pyHKUMOHaNbHOE TeCTUPOBaHNE >0
CUCTEMBI 3aLUNThI
E. TecTypoBaHWe NPOHUKHOBEHUS 20
F. TecTypoBaHWe NPoV3BOANTENLHOCTM -100
O6LWuMI OT3bIB K BONpPOCY:
[Ansa no6oro npaBunbLHOro oTeeTa: Ball oTBeT BEPHBbIN.
Ansa no6oro HenpaBUNbLHOro oTBeTa: Ball oTBeT HenpaBWIbHbIN.
Ansa no6oro 4acTU4YHO NpPaBUIILHOro OTBeTa: Ball oTBET YaCTUYHO NPaBUNbHbIN.
Mopackaska 1:
Moka3aTb KONM4YECTBO NPaBUINbHbLIX OTBETOB Het
(Moackaska 1):
Yaanutb HekoppekTHble oTBeThl (Moackaska 1): Het
Teru:
lNossornsiem ebibupame 0OUH UIU HECKOJIbKO MpasusibHbIX omeemoes u3 3adaHHoz2o crucka. (MC/MA)
Monutnka GesonacHoCTu
| Monutnka 6€30MacHOCTY 3TO ||V|C




Bann no ymon4yauuio:| 1

CnyyanHbIn nopsigok oTBeToB|la

HymepoBaTtb BapuaHTbl oTBeTOB?|0

LTpad 3a kaxxayro HenpaBUIbHYK NonbITKY:(33.3

ID-HOMep:

# OTBeThbI OT3bIB

OueHka

A Habop npaBwun, pernameHTUpYoLLMX NOPSOOK XpaHEeHUSs
' n 06paboTkn nHpopmaunm

100

B MepeyeHb Tpebyembix MPOrpamMm TEXHUYECKOW 3aLLMThbI
MHpOpMaLIMK 1 UX HACTPOEK

C. Cnncok orpaHnYeHun Ha AeNCcTBUsI Nonb3oBaTenen

06w OT3bIB K BONPOCY:

[Ansa nob6oro npaBunbLHOro oTeeTa: Balu oTBET BEPHbIN.

Ansa no6oro HenpaBUIIbHOro oTBeTa: Balu oTBET HENpaBUIbHbIN.

Mopckaska 1:

MNMokasaTb KonnyecTBO NpaBunbHbiX oTBeTOB (Moackaska 1): |Her

Ypanutb HekoppekTHble oTBeThl (Moackaska 1): Het

Teru:

[To3sonsiem ebibupampb 0OUH UIU HECKOJIbKO MpasusibHbIXx omeemos u3 3adaHHoeo criucka. (MC/MA)

CeTteBagd 6esonacHocTb B OC

BcTpoeHHbI NporpaMmHbIn MexceTeBor akpaH B Linux 1 MS Windows obecneynBaet

MC

Bann no ymonyaHuio:

1

Cny4yanHbin nopsgok oTBeToB|[la

HymepoBatb BapuaHTbl oTBETOB?|0

Wrpad 3a kKaxayro HeNnpaBUILHYHO NOMNbITKY:

33.3

ID-HOMep:

# OTBeTbI OT3bIB

OueHka

dunbTpaumo ceTeBoro Tpadguka B COOTBETCTBUN C
3agaHHbIMK NpaBunamMu Ans npeaoTepalleHns

A. BO3MOXXHOCTU MUCMNOJIb30BaAHNA 3J'IOyMbILIJJ'IeHHI/IKOM
yF|3BI/IMOCTeI7I ceTeBbIX I'IpOTOKOJ'IOB n I'IpOFpaMMHOFO
obecrneyeHuns

100

B LUndppoBaHme 1 KOHTPOrb LIeNIOCTHOCTU NaKeToB B
CeTeBOM Tpadmke AN 3amThl OT NOAMEHBI AaHHbIX

O6LWmMi OT3bIB K BONPOCY:

[ns no6oro npaBunbLHOro oTBeTa: Balu oTBET BEPHbIN.

Ans no6oro HeNnpaBuUNbLHOro oTBeTa: Baw oTBeT HenpaBWIbHLIN.

Mopckaska 1:

MokasaTb Konu4yecTBO NpaBunbHbIX oTBeTOB ([Moacka3ska 1): Het

Yaanutb HekoppeKkTHble oTBeThl (Moackaska 1): Het

Teru:

[Nossonsiem ebibupamb 0OUH UMU HECKOIBbKO MpasurbHbIXx omeemos u3 3adaHHoeo crucka. (MC/MA)

YnpasneHve JoCTynom

OTMeTbTe NpaBuIbHbIE YTBEPXKOEHUS OTHOCUTENBHO AUCKPELMOHHOW MOAEeNV pasrpaHnyeHns
Jocryna

MA

Bann no yMon4yaHuio:

1

Cny4YalHbIN NOPSAAOK OTBETOB

[a

HymepoBaTb BapuaHTbl OTBETOB?

0

MokasaTb KONM4ecTBO npaBUIIbHbIX OTBETOB NOCJ1€ OKOHYaHUA:

[a

LIJTpacb 3a KaxKayro HenpaBUINbHYH NONbITKY:

33.3

ID-HOMep:

# | OTBeThbI | OT3biIB

OueHKa




OtmeTbTE npaBusbHble YyTBEPXOAEHNA OTHOCUTESIbHO LI,MCerLI,I/IOHHOVI mMoaenn pasrpaHn4eHuna MA

gocTtyna
Bann no ymonyanuio:|1
CnyyvanHbin nopsapok oTBetos|1a
HymepoBatb BapuaHTbl oTBETOB?|0
Moka3aTb KONMYECTBO NpPaBUIIbHLIX OTBETOB Nocne oKoH4YaHusA:|[la
Lrtpad 3a kaxxgyro HenpaBuIIbHYK NonbITKY:(33.3
ID-HOMep:
# OT1BeTHI OT13bIB OueHka
Bo3moxHOCTb gocTyna Kk 06bekTy 04HO3Ha4YHO
A. onpeaenseTcsi CoHeTaHNEM TPOWKN SNTIEMEHTOB 50
CcybbeKT-00EKT-NPaBO
B. Bnageneu o6bekTa gocTyna MoXeT NpoM3BOSIbHO 50

OrpaHMYnTb AOCTYN K HEMY ApYrux cybbekToB gocTyna

BoamoXHOCTb AocTyna k 06GbekTy 4OCTyna OgHO3HAYHO
C. onpenenseTcs codeTaHWeM YETBEPKM SNIEMEHTOB -33.3
cybbekT-00BEKT-NpaBo-NpoLecc

Ona kaxpgoro cybbekTa gocTyna onpeaeneH crnmcok
D. MPOLIECCOB, KOTOPbIE AAHHLIN CYOHLEKT MOXKET -33.3
co3gaBaTb

Bo3moxHOCTb gocTyna k 06bekTy AocTyna 0gHO3HAYHO

E. onpeaenseTcsl CoOMeTaHNEM YETBEPKUN SNIEMEHTOB 333
CyOBbEKT-00BEKT-NPABO-NPOLIECC N 3aBUCUT OT
nocrnegoBaTenbHOCTU NPeiLIeCcTBYOLWMX 4ENCTBUN

O6LwWmMin O0T3bIB K BONPOCY:

[ns no6oro npaBUIILHOro oTBeTa: Ball oTBET BEPHbIN.

ns no6oro HeNnpaBuUNLHOro oTBeTa: Ball oTBET HENpaBUIbHbIN.

Balu oTBeT YacTu4HO

npaBuUIbHbLIN.

[nsa no6oro 4acTUYHO NPaBUNILHOroO OTBEeTa:

Mopckaska 1:
Moka3aTb KonuyecTBO NpaBuiibHbIX oTBeTOB ([Moacka3ska 1):|Het
Ypoanutb HekoppekTHble oTBeThl (lToackaska 1): Het
Teru:
[To3sonsiem ebibupampb 0OUH UU HECKOJIbKO rpasusibHbix omeemoes u3 3adaHHoeo criucka. (MC/MA)

2) OTKPbITbIE 3a4aHuUs (TECTOBbIE, CPEAHUN YPOBEHb CIOXHOCTU):

3awmTa B Linux

Mpouecc 3anyLieH nonb3osaTtenem UID=1000 ¢ ncnons3oBaHvemM sudo 1 BbINOMHAETCS OT UMEHMU NUM
cynepnonb3oBartens. Yemy paBeH addekTnBHbIN ngeHtudgukarop npouecca (EUID)?
Bann no ymon4yaHuio:| 2
Wtpad 3a kKaxayro HenpaBUINbLHYH NoNbITKY:| 33.3
ID-HOMep:
# OT1BeThI OT3bIB OueHka
A. 0 100
O6WMI OT3bIB K BOMPOCY:
NMoackaska 1:
MokasaTb KONMMYECTBO NMPaBUNbHbIX
oTBeTOB ([Moacka3ka 1):
YAaanuTb HeKOppeKTHbIe OTBETbI
(Mopckaska 1):
Teru:
WMnopmupoegaHue amoeao mura 8ornpoca He noddepxusaemcs.

HeTt

HeTt

3apaHua pasgena 20.3 peKOMeHAYHTCA K UCNOMb30BaHUK Npu  nNpoBeaeHuu
ANArHOCTUYECKMX paboT C Uenbi OLEHKM OCTaTOYHbIX pe3yribTaTOB OCBOEHUS AaHHOMU
AVUCLUMUNIIUHBI (3HAHUW, YMEHUW, HABbLIKOB).




