MNHOBPHAYKN POCCUN
OENEPAINBHOE NOCYAAPCTBEHHOE BIOPKETHOE OBPA3OBATESIbHOE YYPEXKOEHUE
BbICLLEIMO O5PA30BAHUA

«BOPOHEXCKWUN rOCYOAPCTBEHHbIA YHUBEPCUTET»
(Preoy BO «Bl'Y»)

YTBEPXOAIO
3aBeqyoLnmn kaegpon
knbepbesonacHoCcTH
MHPOPMALMOHHBLIX CUCTEM
C.J1. KeHunH

/
e/

—~—t

17.03.2025

PABEOYAA NPOMPAMMA YYEBHOW ANCLUMITUHDBI
B51.0.42 OcHOBbI NOCTPOEHUS 3aLUMULLEHHbIX KOMMbIOTEPHbIX CeTEU

1. Koa n HaumeHoBaHMe HanpaBeHusi NOAroToBKM/cneunanbLHOCTU:
10.05.01 KomnbloTepHas 6e3onacHoOCTb

2. Cneunanunsauus;

MaTtemaTuyeckme metoabl 3awWmUTbl MHPOPMaLUM
3. KBanudumkauusa (cteneHb) BbINyCKHUKA: cneuuanucT no 3awurte nHcpopmaumm
4. dopma ob6y4eHUA: oYHasA
5. Kacdbeapa, oTBevarowlas 3a peanusaumio AUCLUNNMUHLI: KNW6epbGesonacHOCTH
MH(POPMALIMOHHbIX CUCTEM
6. CoctaButenu nporpammbl: CacbpoHoB Butanun BnagummpoBuy, K.T.H., AOLUEHT

Kadpeapbl kKn6epb6esonacHoCcTU MHPOPMALIMOHHBLIX CUCTEM

7. PexomeHpgoBaHa: HMC cpakynbteTa MMM, npotokon Ne 6 ot 17.03.2025

ommMemkKu o MpodrieHUU 8HOCSIMCS 8PYYHYH0)

8. YuebHbIn roa: 2028/2029 CemecTp(bl): 8



9. Uenun n 3agaym y4e6HON AUCLUNIIUHDI:

Llensimu oceoeHusi y4ebHoU OucyuUniuHbl A6115H0MCcsi:

N3y4yeHne MPUHLMMNOB U METOAOB OLEHKM 6e30MacHOCTU KOMMBbIOTEPHBIX CUCTEM Ha OCHOBE
KOMMIEKCHOMO noaxoAda K onpeaeneHuto akTyanbHbIX yrpo3 6e30nacHOCTM B TakMX CUCTEMax B pamMkax
obecneyeHms 6e30MacHOCTM WMH(OPMALMOHHBLIX CUCTEM U TEXHOMOMUA B  LENOM, WU3y4YeHue
MaTeMaTUYECKNX OCHOB MOLENUPOBAHMSA MNPOLECCOB OLEHKM 6e30MacHOCTU KOMMBbIOTEPHBIX CUCTEM,
nonyyeHve npodeccUoHarnbHbIX KOMMETEHUMN B 0OOMNactM COBPEMEHHbIX TEXHOMOMMIA  OLEHKM
6€e30MacHOCTM KOMMbIOTEPHbLIX CUCTEM.

3adayu y4ebHol ducyunuHbI:

- oby4eHne cTygeHTOB 0a30BbIM MOHSATUSIM COBPEMEHHBIX METOOOB OLEHKM Ge3onacHoCTu
KOMMbIOTEPHbIX CUCTEM;

- oby4eHune cTyaeHToB 6a30BbIM METOA4AM OLIEHKM 6Ee30MacHOCTM KOMMbIOTEPHBLIX CUCTEM;

- OBMNafeHne npakTUYECKUMN HaBblkaMW MNPUMEHEHMS METOOOB OueHKM 6Ge3onacHocTu
KOMMNbIOTEPHbIX CUCTEM;

packpbITMe PU3NYECKON CYLLLHOCTM NMOCTPOEHMS 1 SKCMyaTaLuum KOMMbOTEPHBLIX CUCTEM C TOYKU
3pEHUst onpeaeneHns akTyanbHbIX yrpo3 6e30MacHOCTU B TakMX CUCTEMAX C LiENbio KOPPEKTHOrO
peLleHns 3agay no NPUMEHEHNIO METOAOB OLEHKM GE30MaCHOCTM KOMMbIOTEPHBIX CUCTEM.

10. MecTo yyebHOM AMcCUMNNUHBLI B cTpyKType OOIM:

obsasaTtenbHasa YacTb 6noka b1.4n1a ycnewHoro ocBoeHMs AUCUMNAMHBI HEOOXOAMMbI BXOAHbIE 3HAHMA B
o6bnactm "ceteMd M cUCTeM nepegaur MHHdopMauumn”, "KOMMbIOTEPHbIX ceTen”, "onepaumoHHbIX
cucTeM”, "MEeTOZOB M CPeAcTB Kpuntorpaduyeckor 3awmTbl MHGOpMaumu”, "Kpuntorpaduyeckmx
NMPOTOKO10B".

11. MnaHupyemble pe3ynbTaTtbl 00y4YeHUsa No gucuunnuHe/moaynio (3HaHus,
YMEHUSA, HaBblKU),COOTHECEHHbIe C NaHUpyeMbiMU pe3yrfibTaTaMn OCBOEHUSA
o6GpasoBaTesibHOM NporpaMmmbl (KOMNETEHLUAMN BbiNYCKHUKOB) U MHAUKaTOpamMm
X OOCTWMKEHUA:

Kon v HasBaHMe KoMMneTeHL UK Kopa v HasBaHue nHankaTopa 3HaHWs, YMEHUS1, HaBbIKK
KOMMNeTeHLumn

OrMK-8 CnocobeH NpuMeHATL MeToAbI OMK-8.11 BNageTb: METOOOM

Bnageet crnocobamu

Hay4HbIX NCcriejoBaHNi npu MOAENMpPoBaHust GesonacHocTy| OTT1AAKM IPYnnosbIX
npoBeneHun paspaboTtok B obnacTy KOMMbIOTEPHBLIX CUCTEM, B TOM 4uChe !:'Oé"a"'Tj_l"':Tz?;?K:“"ax
obecneveHuns 6e3onacHoCTy MOZENMpoBaHuA ynpasnenus| ,P3Y

"
AOCTYyNnom n VIH(*)OpMaLLI/IOHHbIMI/I MOAENMPOBaHUA

KOMNBIOTEPHBIX CUCTEM 1 CETEN NOTOKaMn B KOMMNbIOTEPHbIX CUCTEMaX.




OrlK-9 CnocobeH peliaTb 3agayn
npodeccnoHanbHoON AeaTenbHOCTU C
y4eTOM TEKYLLLErO COCTOSAHUS U
TEHAEHUMI pa3BUTUSE METOAOB
3awmThl MHopmaumm B
ornepaumoHHbIX cucTemax,
KOMMbIOTEPHbIX CETAX U CUCTEMAX
ynpaBneHus 6asamu gaHHbIX, a Takke
MeTOOB 1 CPEeACTB 3aLM1Thl
MHopMaLUmM OT yTeYKM Mo
TEXHUYECKUM KaHanam, ceten u
cuctem nepegadun nHcdopmauuy;

Ol1K-9.9 ymeeT cpopmynmpoBaTbm
HacTpamBaTtb NOMUTUKY
©e3onacHOCTU NoKanbHbIX
KOMMbIOTEPHBLIX CETEN,
NMOCTPOEHHbIX HAa OCHOBE
OCHOBHbIX OnepauMOHHbIX
cuUcTem;

yMeTb: pa3pabartbiBaTb
NONUTUKM 1 Npoueaypsbl
BesonacHocTn B obnactu
KOMMbIOTEPHbIX CETEN

OTl1K-9.11 3HaeT OCHOBHbIE
TEHOEeHUMM pa3BUTUS METOLOB
3alunTbl MHpopMaLnn B
ornepauMoHHbIX cUcTemMax 1
cucTemax ynpaeneHust 6aszamu
OaHHbIX

3HaTb: METOZ0MOII0
npoektupoBaHus C31 Ha
OCHOBE aHanm3a puckoB

Ol1K-9.12 3HaeT obwme n
crneuundudeckme yrposbl
Bes3onacHOCTV onepaunoHHbIX
CcMCTEM U cuCcTeM ynpasneHusbas
OaHHbIX;

3HaTb: Knaccudukaumoyrpos

B KOHTEKCTe
npoekTuposaHus C3U

OrlK-11 CnocobeH paspabaTbiBaTb
NoNUTMKN 6€30MacHOCTU, MOMUTUKN
yrnpaBneHus 4OCTYNoOM U
MHOPMALMOHHBIMY MOTOKaMM B
KOMMBbIOTEPHBIX CUCTEMAX C YHETOM
yrpo3 6e3onacHoCcTM nMHdopmMaumm u
TpeboBaHun No 3awuTe
nHpopmauymu;

Orl1K-11.10 ymeeTt
dopMynmpoBaTb U HacTpamBaTb
nonutuky 6esonacHocTn
NoKanbHbIX KOMMNbIOTEPHbBIX
ceTel, NOCTPOEHHbIX Ha base
OCHOBHBbIX OMepaunOHHbIX
cucTem

ymeTb: paspabaTbiBaTb
NONUTKKK 1 Npouenypbl
©esonacHocTn B obnactu
KOMMbIOTEPHbIX CETEN

OrlMK-15 CnocobeH agMUHUCTpUpOBaTL
KOMMbIOTEPHbIE CETU U
KOHTPOSIMpPOBaTb KOPPEKTHOCTb X
dPYHKLMOHUPOBaHUS;

OlK-15.7 BnageeT HaBblkaMu
agMUHUCTPMPOBAHUS
KOMMNbIOTEPHbLIX CETEN;

BNageTb: HaBblkaMu
ynpaBneHusi ceTeBbIM
obopynoBaHuem

OlK-15.8 BnageeT HaBblkamMu
paboThl C ceTeBbIM
obopynoBaHueM 1 CeTEBLIM
nporpaMmHbiM obecneyeHvem;

BrnageTb: HaBblkamu
yrnpaBreHusi CETEBbLIM
obopygoBaHuem u
ceteBbiMu OC

OrlK-16 CnocobeH npoBoanTb
MOHUTOPUHI paboToCcnocobHOCTU U
aHanun3 a(eKTUBHOCTN CPeacTB
3alnTbl MHopmaLumn B
KOMMbIOTEPHBIX CUCTEMAX U CETSX;

Ol1K-16.1 3HaeT cpeactea 1
MeTOobl XpaHEHUs N nepegaymn
ayTeHTUMPUKaLNOHHOM
MHpopMaLMn B KOMMbIOTEPHbIX
cuctemMax u ceTsx;

3HaTb: TeXHoMnornu
yOaneHHoro gocryna ¢
NCrNonb30BaHMeM
pacnpegeneHHon n
LeHTpann3oBaHHON
nposepkamun NOANMHHOCTH

Ol1K-16.2 3HaeT MexaHu3mbl
peanusaumn atak B ceTax TCP/IP;

3HaTb: TUNOBbIE
YA3BUMOCTU 2 1 3 YPOBHEN

OrlK-16.3 3HaeT OCHOBHblE
NPOTOKOMbI NAEHTUUKaALNK 1
ayTeHTUukaunm aboHeHTOB
ceTu;

3HaTb: METOAbI NPOBEPKM
NOANMHHOCTU NMpwU
yoaneHHoM JocTtyne n ¢
ncnonb3oBaHnem AAA




Ol1K-16.4 3HaeT 3alnTHbIe
MeXaHn3Mbl U cpeacTBa
obecneveHuns ceTeBomn
6e3onacHocTy;

3HaTb: NPUHLMN U
peanusauun ceTeBoro
KapaHTUHa

OrlK-16 CnocobeH npoBoanTb

MOHUTOPUHI paboTOCNOCOBHOCTN 1

aHanun3 aPEeKTUBHOCTN CPeacTB
3alnTbl MHopmaLmn B
KOMMbIOTEPHbIX CUCTEMAX U CETHX;

OTl1K-16.5 3HaeT cpeacTtea u
MeToAbl NpeaoTBpalleHns u
0OHapy>XeHUs1 BTOPXKEHWIA;

3HaTb: OCHOBBI
TexHonorun DPI/IPS/IDS

OrlK-16.6 ymeeTt
dopmynupoBaTth 1 HacTpaneaTb
nonnTuky 6esonacHocTn
OCHOBHbIX OnepauMOHHbIX
CUCTEM, a TaKXe JTOKanbHbIX
KOMMbIOTEPHbIX CETEN,
NOCTPOEHHbIX HA NX OCHOBE;

YMeTb: KOHpUrypnpoBaTb
rpynmnoBble NONINTUKN,
CBsi3aHHbIE C peanusauunen
npouenyp 6esonacHocTu B
oC

OrlK-16.7 ymeeT NnpMMeHsTb
3aLyMLLEeHHbIe MPOTOKONbI,
MeXceTeBble 3KpaHbl N cpeacTBa
oBHapy>XxeHnsa BTOpXXeHU ang
3aWmnThl UHOPMAaLUK B CETAX;

yMeTb: KOH(UrypmpoBaTb
ceTeBble 3KpaHbl TUNa
"nakeTHbIN PunbTp";
cuctemy ViPNet IDS

Or1K-16.8 ymeeT ocyLLecTBNATb
Mepbl NPOTMBOAENCTBUS
HapyLleHUsIM CeTeBOM
Bes3onacHocTn ¢
NCNONb30BaHNEM Pa3nnUYHbIX
NporpaMmHbIX U annapaTHbIX
CPEACTB 3alUnThl;

yMeTb: co3gaBaTb U
KOHUrypnpoBaTb
3almLeHHble ceTu Ha
OCHOBE TeXHONornm
VipNet, KOHTUHEHT,
IPsec/VPN

OlK-16.9 BnageeT HaBblkaMu
HaCTPOMKN MeXCceTeBbIX
3KPaHOoB;

BNnageTb: HaBblkaMu
KoHurypmposaHusa L2-L7
3KpaHoB

Ol1K-16.10 BnageeT meTogmMkamm
aHanusa ceTteBoroTpaduka;

BnafeTb: HaBblkamut
nepexearta u aHanusa
ceTeBOro Tpaduka

12. O6bem gucumnnuHbl B 3a4eTHbIX eanHULax/vyac:
4/144

dopma NPoMeXyTOYHOWN aTTecTaumu:

Ok3ameH

13. TpyAoeMKOCTb NOo BMAam y4ebHon paboThbl

Bua yuye6HoM paboTbl Cemectp 8 Bcero
AyauTOpHbIe 3aHATUA 56 56
JIEKUMOHHbIE 3aHATHA 28 28
lNpakTnyeckme 3aHATUA 0




JlabopaTopHble 3aHATUA 28 28
CamocToAaTesibHaA paboTa 52 52

KypcoBas pa6oTa 0
lNpomMexxyToyHasa aTtTecTaums 36 36

Yachbl Ha KOHTPO/1b 36 36
Bcero 144 144

13.1. CogepxaHue AUNCLUNIIUHbI

n/n

HanveHoBaHune
pasgena
AUCUMNIINHbBI

CopepxaHue pasgena
AUCLMNNUHBI

Peanusauna pasgena gucumniunHbl ¢
NOMOLLIbIO OHNaKrH-kKypca, OYMK

OO0LLMe NPUHLUMNBI
NPOEKTUPOBaHUS
COBPEMEHHbIX
KOMMbIOTEPHbIX
ceTen.

OOLKre NpUHLUMNbI
NPOEKTUPOBAHUA COBPEMEHHbIX
KOMMbIOTEPHbIX CETEMN.
3BecTHble Mmoagenu
NOCTPOEHMNA CETEN.

Mogaenb KopnopaTMBHONCETH
CISCO. lNpoekTnpoBaHme Ha
OCHOBE LWAabNOHOB.

https://edu.vsu.ru/course/

lNpoekTupoBaHme
3aLLMLLEHHbIX
ceTen.

NaoeHTudpukayms yrpos, aHanus
PUCKOB, CO30aHNECUCTEMBI
NPOTUBOAENCTBUSA, pa3paboTka
OTBETHbIX MEp Ans criy4yaeB
BO3MOXHbIX HapyLUeHWI
©e3onacHocTu.

CTtaHpapTbl B o6nactu
ynpasneHus 6e3o0nacHOCTbIO
ceTen UICUCTEM Ha NX OCHOBE.

https://edu.vsu.ru/course/

TexHonorus IPSec.

TexHonorusa IPSec n
COMyTCTBYIOLLME MPOTOKOSIbI.
MpakTnyeckoe
KOHUrypupoBaHue 1 nouck
HeucnpaBHocTen IPSec-

MHPACTPYKTYPHI.

https://edu.vsu.ru/course/

TexHonorum
BUPTYaribHbIX
4acCTHbIX CeTen.
BupTyanbHble
3aLLMLLEHHbIE CETW.

TexHonornm VPN un
COMNyTCTBYHOLLUME MPOTOKOSbI.
MNpakTuyeckoe
KOHpurypupoBaHme 1 nomck
HeucnpaBHocTenVPN-
MHPacTPyKTypbl.BupTyansHbie
3alLULLEeHHbIe CETU B peLleHnst
NHdpoTeKC n Kog BesonacHocTtu

https://edu.vsu.ru/course/

RADIUS.

LieHTpanu3auus npoBepkKu
NOASMHHOCTN.

Mcnonb3yemble cpeactaa.
KoHdourypupoBaHue v
yrnpaBfieHnE LEeHTParM3oBaHHOM
cuctemon AAA.

https://edu.vsu.ru/course/

CeTeBOW KapaHTUH.

MNoHaTue n peannsauus
CeTeBOro KapaHTUHa.
MNpakTnyeckoe
KOHOUrypupoBaHUS KapaHTUHa C
pasnuyHbIMMBMAAMU
«npuHyxgeHnsa»:DHCP, IPsec,
VPN.

https://edu.vsu.ru/course/



https://edu.vsu.ru/course/
https://edu.vsu.ru/course/
https://edu.vsu.ru/course/
https://edu.vsu.ru/course/
https://edu.vsu.ru/course/
https://edu.vsu.ru/course/

7 MHdpacTpyktypa |OcHoBbl PKI. CeptudmkaTsl ¢ https://edu.vsu.ru/course/
OTKPbITbIX KItoYen. UMpoBbIMU NOAMANCAMMN.
Ctangapt X.509.
CrtangapTbl PKCS.

n/n |HammeHoBaHune CopepxaHne pasgena Peanusaunsa pasgena gucumninHbl ¢
pasgena OUCLUNINHDI NOMOLLIbIO OHNaKrH-Kypca, QYMK
AUCLUUNNUHBI

te] CmapT-KapThbl. Buabl cmapT-kapT U KapT https://edu.vsu.ru/course/

namaTtu. MO cmapT-kapT.
PKN3HEHHbIE UMKMbI KapT.
MpakTuka nporpamMmMmMpoBaHuns n
NPUMEHEHUA CMapT-KapT.

9 BesonacHocTb MNpobnema 3awnTbigaHHbIX https://edu.vsu.ru/course/
XpaHeHNs n XOCTOB.
06paboTkn aaHHbIX [PannoBblie CUCTEMBI C
B OC xocToB. lWwndpaumen.

OrpaHu4eHne BbINONHEHUS
koga. Monutukn 6e3onacHocTn

OC.
10 |besonacHoCTb MN3BecTHble yA3BMMOCTN 2 1 3 https://edu.vsu.ru/course/
CeTEBbIX YCTPONCTB|ypOBHEN. YNpaBneHune
2 N 3ypOBHEWN. ©e30MacHOCTbIO Ha YPOBHE

nocTyna (port security).
OcHoBaHHas Ha NoNUTUKax

MapLLpyTM3auus.
11 |AnnapaTHas MNpobnemsbl https://edu.vsu.ru/course/
peanusauunsalPSec, [NpoM3BoaANTENBHOCTU
VPN. KPUNTOLLO30B, N3BECTHbLIE
peLLeHuns.
12 |KOHTEeKCTHbIN KOHTEeKCTHbIN aHanna Tpaduka, https://edu.vsu.ru/course/
aHanu3 Tpaduka, |DPI. AnnapatHas peanusauma
DPI. MeXceTeBbIX 9KpaHoB, IDS, IPS.
3 TexHonorusa IPSec. [Peanusauus IPSec https://edu.vsu.ru/course/
(nab.) B3aMMOLENCTBUS MeXayaBYMS

KOHEe4YHbIMN CUCTeMaMn.



https://edu.vsu.ru/course/
https://edu.vsu.ru/course/
https://edu.vsu.ru/course/
https://edu.vsu.ru/course/
https://edu.vsu.ru/course/
https://edu.vsu.ru/course/
https://edu.vsu.ru/course/

TexHonormn
BUPTYyaribHbIX
YACTHbIX CeTen.
BupTtyanbHble

3allMLLEeHHble ceTu.

dopmuposaHne VPN-ceTuc
Mcnonb3oBaHUEM
pacnpenesieHHon NpoBepKU
NOANMHHOCTW.

https://edu.vsu.ru/course/

(nab.)
n/n | HammeHoBaHne CopepxaHue pasgena Peanusauuns pasgena guncumniuvHbl
pasgena OUNCLMUMTIUHBI CMOMOLLIbIO OHNaKH-Kypca, QYMK
OUNCUUMITUHDBI

https://edu.vsu.ru/course/

5 RADIUS. (na6.) ®opmupoBaHme VPN-cetu
NCMNosnb30BaHNEM
LleHTpann3oBaHHOM
NpoBEepPKM NOASIMHHOCTMU Ha
AAA-cepeepe (RADIUS).
6 CeTesoi CeTeBolt KapaHTH https://edu.vsu.ru/course/
KapaHTUH. NAP/NPS.
(nab.)
5 https://edu.vsu.ru/course/
7 WNHdpacTpyKkTyp CosgaHue koprnopaTuBHOM
a OTKPbITbIX nepapxumyeckon cuctemol PKI.
knoyen. (nab.)
7 MHdpacTpyktyp | BHeagpeHue PKI Ha ocHoBe hitps://edu.vsu.nijcourse/
a OTKPbITbIX OTEYECTBEHHbIX
Kntoden. (naob.) KpMNTOanropuTMoB.
8 CmapT-kapThbl. CwmapTtkapTtbl 1 PKI. https://edu.vsu.ru/course/
(nab.)
https://edu.vsu.ru/course/
9 BesonacHocTt 3awmTa gaHHbIX KOHEYHbIX
bXpaHeHus n cuctem (EFS).
06paboTKkn
AaHHbIX B
OC xocToB.
(nab.)
https://edu.vsu.ru/course/
9 BesonacHocTt OrpaHunyeHune
bXpPaHeHus1 n BbinonHeHus MO B
obpaboTKkn KOHEYHbIX CUCTEMAX.
JaHHbIX B Secret Net Studio
OC xocToB.
(nab.)
https://edu.vsu.ru/course/
9 Bes3onacHocT PacnpeneneHHoe u
bXpaHeHus n LleHTpanM3oBaHHoOe
06paboTkn yrnpasreHue
AaHHbIX B OBHOBMNEHUSIMU C
OC xocTOB. nomowbo WSUS.

(nab.)



https://edu.vsu.ru/course/
https://edu.vsu.ru/course/
https://edu.vsu.ru/course/
https://edu.vsu.ru/course/
https://edu.vsu.ru/course/
https://edu.vsu.ru/course/
https://edu.vsu.ru/course/
https://edu.vsu.ru/course/
https://edu.vsu.ru/course/

https://edu.vsu.ru/course/

10 | besonacHocCTb CeTeBble 3KpaHbl N TUMOBLIE
CETEBbIX apXUTEKTYpPbl HANX OCHOBE.

YCTPOUCTB 2 U
3ypOBHEN.
(nab.)

n/n | HammeHoBaHue CopepxkaHue Peanusauunsa pasgena aMcumninHbl ¢
pasgena pasgena NOMOLLIbIO OHNaKrH-Kypca, QYMK
ANCLUMNINHbI ONCUUNIVHBI

10 | besonacHoCTb ObecneveHne Vb Ha 2 hitps://edu.vsu.ru/course/
CETEBbIX YPOBHE KOpPNOpaTMBHbIX
YCTPOWUCTB 2 1 ceTen.
3ypOBHEN.

(nab.)

11 | AnnapatHas ANNapaTHbIe https://edu.vsu.ru/course/
peanunsauns cpenctBalPSec n
IPSec, VPN. VPN. AIMNKLLU
(nab.) KOHTUHEHT. 3HaKkoMCTBO

cViPNet,
12 | KoHTekcTHbii ViPNet IDS. https://edu.vsu.ru/course/

aHanua Tpaduka,
DPI. (nab.)

13.2. Tembl (pa3genbl) AUCUUNNNHBI U BUAbI 3aHATUN

HammeHoBaHMe
TEMbI
(pazgena)

JIeKUMOHHbIE

3aHATHA 3aHATHA

MNpakTnyeckmne

CamMocToaTe/ibHasdA
paboTta

JlabopartopHble
3aHATUA

Bcero

Obuwme
NPUHLMMbI
NPOEKTUPOBAHMA
COBPEMEHHbIX
KOMIMbIOTEPHbIX
ceTen.

MpoeKTHpoBaHue
3aLUMLLEHHbIX
ceTen.

TexHonorusa
IPSec.

11

TexHonormm
BUPTYaJIbHbIX
YaCTHbIX
ceTen.
BupTyanbHble
3alMLLEHHDbIE
ceTn.



https://edu.vsu.ru/course/
https://edu.vsu.ru/course/
https://edu.vsu.ru/course/
https://edu.vsu.ru/course/

5 RADIUS. 2 2 4 8

6 CeTteBoM 1 1 4 6
KapaHTUH.

Ne | HanmeHoBaHM JlekumoHHble | MpakTuyeckme | JlabopaTtopHble | CamocTtosaTenbHa | Bcero
n/n | etembl 3aHATUA 3aHATMA 3aHATUA ApaboTa
(pa3gena)

7 NHbpacTpykTypa | 2 2 6 10
OTKPbITbIX
K/IIOYeEN.

8 CMapT-KapTbl. 1 1 4 6

9 besonacHocT 2 2 8 12
bXpaHEHUA U
06paboTKM
AaHHbIX B OC
XOCTOB.

10 | be3onacHocTb 4 2 4 10
ceTeBbIX
YCTPOMCTB 2 U
3ypoBHeMN.

11 | AnnapaTHa 2 4 10 16
A
peasnnsaum
A IPSec,
VPN.

12 | KOHTEKCTHbIN 2 4 4 10
aHa/M3
Tpadmka,DPI.

28 0 28 52 108

14. MeTogu4yeckue ykasaHus onsa odyvarowmxcsa Nno oCBOEHUI0 AUCLUMIIUHBI

OucunnnuHa TpebyeT paboTbl ¢ dhannamu-npe3eHTaumaMmn nekymm n cooTBETCTBYOLWMMN
rmaBamMm peKkoOMeHOOBaHHOW OCHOBHOW NUTepaTypbl, a Takke, 0653aTenbHOro BbINOSTHEHUS
Bcex nabopaTopHbIX 3adaHun B KOMMNbOTEPHOM knacce. CamocTtosaTernbHasa NoAroToBka K
nabopaTopHbIM 3aHATUSAM He TpebyeTcs, T.K. HeobXxoaAuMble pekoMeHZauuu aarTcsa B
ayauTopuun, rae BbiNnoSHATCA nabopaTopHble paboThl.

CamoctosaTensHasa paboTa NnpoBOoANTCSA B KOMMbIOTEPHLIX knaccax NMM un Ha cepBepe
Moodle BI'Y moodle.vsu.ru n BbINOSIHEHMEM 3a4ay KOHMUIypupoBaHUsS BUPTYann3npoBaHHOM
NC. Bo Bpemsi caMOCTOATENbHOM paboTbl CTYAEHTbI UCMOMNb3YIOT ANEKTPOHHO-
OnbnmoTeyHble cMCTeMbI, OCTYMNHbIE Ha nopTane 3oHanbHon bubnuotekn BIY no agpecy
www.lib.vsu.ru. bonbwaga yacTtb 3agaHnn MOXeT ObITb BbINOSIHEHA BHE ayAUTOPUIA Ha
AOMaLLHEM KOMMbIOTEpE.


http://www.lib.vsu.ru/

15. MNepeyeHb OCHOBHOM U AONOJIHUTENbLHOMW NUTEepaTypbl, PECYPCOB UHTEPHET,
Heo6XxoANMbIXANIA OCBOEHUSI ANCLUNIIUHDI

Ne UCTOYHMK

n/n

1 ®ununnos, b.1. MHpopmayuoHHaa 6e3onacHocmb. OCHOBbI HAOEXKHOCMU Cpedcms C8A3U :
y4yebHuK : [16+] / b.U. ®ununnos, O.I. LLlepcmHesa. - Mocksa ; bepauH : Jupekm-Medua, 2019. -
241 c. — YHusepcumemckasa 6ubauomeka oHAAlH : 3/IeKMPOHHO-6ubauomeyHas cucmema. —
Pexxum docmyna : https://biblioclub.ru/index.php?page=book&id=499170

2 LaHbauH, B. ®. MHpopmayuoHHasa 6e3onacHocms : y4ebHoe nocobue / B. ®@. lllaHb2uH. —

Mocksa : AMK lpecc, 2014. — 702 c. — JlaHb : 316KMpPOHHO-6ubuomeYyHas cucmema. — Pexxum
docmyna : https://e.lanbook.com/book/50578

6) AOMNONIHMTEIbHAA MTepaTypa:

Ne
n/n

MNCTOYHMK

laHbeuH, B. ®@. 3awuma uHpopmayuu 8 KOMNbIOMEPHbIX cucmemax u cemsax : y4ebHoe nocobue /
B. ®. llaHbeuH. — Mocksa : AMK lMpecc, 2012. — 592 c. — JlaHb : 31eKMpPOHHO-6ub/1uomeYyHas
cucmema. — Pexxum docmyna : https://e.lanbook.com/book/ 3032

Tomacu, Y. JneKmpoHHble cucmembl CBA3U : npakmu4yeckoe nocobue / Y. Tomacu ; nep. H./.
buprokos. - Mocksa : PHL TexHocgepa, 2007. - 1360 c. — YHusepcumemckasa 6ubsuomexa
OH/1allH : 3/1IeKMPOHHO-6ub/iuomeYyHas cucmema. — Pexxum docmyna :
https://biblioclub.ru/index.php?page=booké&id=135422

XabpakeH, . Mapwpymusamopsi Cisco. lpakmuyeckoe npumeHeHue : y4ebHuK / /. XabpakeH. —
Mocksa : MK Tpecc, 2008. — 320 c. — JlaHb : 31IeKMPOHHO-bub/iuOMeyYHas cucmema. — Pexkum
docmyna : https://e.lanbook.com/book/ 1076

Cucmembl 3auumsl UHpopMayuu 8 8edyulux 3apybexxHbix cmpaHax: y4ebHoe nocobue 015 8Y308 :
[16+] / B.A. AgepuyeHKos, M.IO. Peimos, I'.B. KoHOpawuH, M.B. PyoaHosckud. - 4-e u3d., cmep. -
Mockea : ®nunma, 2016. - 224 c. — YHusepcumemckas 6ub1uomeKa oH/1alH : 3/1eKMPOHHO-
6ubauomeyHas cucmema. — Pexum docmyna :
http://biblioclub.ru/index.php?page=book&id=93351

XukyH YeH, TexHosnozus Java Card ™ 0as cmapm-kapm: ApxumeKmypa u pykosodcmso
npozpammucma. llep ¢ aHen. / ukyH YeH ; nep. . Mopo3os ; nep. ¢ aHan. nod ped. M.
CMupHosa, A. TaacMmaH. - Mocksa : PUL TexHocgepa, 2008. - 342 c. : maba., cxeM. —
YHusepcumemckaa bubsuomeka oH/aUH : 3/1IeKMPOHHO-6ubiuomeyHaa cucmema. — Pexxum
docmyna : http://biblioclub.ru/index.php?page=book&id=135425

B) MH(OPMALMOHHbIE 3/IEKTPOHHO-06pa3oBaTe/ibHble PECYpPCbI:



http://biblioclub.ru/index.php?page=book&id=93351
http://biblioclub.ru/index.php?page=book&id=135425

Ne n/n MNCTOYHUK

1 bubnunoteka By, http://www.lib.vsu.ru
Nen/n MCTOYHMK
2 JNEeKTPOHHbIM yHuBepcuTeT BI'Y, http://edu.vsu.ru

16. NMepeveHb y4e6GHO-MeTOAUYECKOTO obGecnevyeHusi A4rnsi CAaMOCTOATENIbHOW paGoThbl

Nen/n | MCTOYHMK

1 JYMK «MHbOpMaLMOHHas 6e30MacHOCTb MHTPAHET-CeTEN>,
https://edu.vsu.ru/course/view.php?id=2995

2 INEeKTPOHHbIM pecypc «[lporpaMMHO-annapaTHble CpeAcTBa 3aliMTbl MHGOPMaLMK>»,
https://edu.vsu.ru/course/view.php?id=3795

17. O6pa3oBaTesibHble TeXHONOrMu, UCnonb3yemMbie Npu peanusauymm y4ebHomn
AUCLMUNIIUHBbI, BKITIOYaa AUCTaHUMOHHbIe obpa3oBaTtesibHble TexHonoruu (A4OT),
3NeKTpoHHoOe obyyeHune (D0), cmewaHHOe O0Oy4eHue):

1. TexHonormm BupTyaamsaumm:
Cpeaa suptyanusaumm Oracle/Sun Virtual Box
Cpeaa smpTyanmsauymm KVM/libvirt

2. DNEKTPOHHO-OMOMOTEYHbIE CUCTEMbI «YHUBEpPCUTETCKas 6ubamoteka online» (http://biblioclub.ru),
«/JlaHb» (http://lanbook.com)

3. O6pasoBatenbHbii nopTan Moodle (cepsep Moodle BIY)
. CepBepHble U knneHTckne OC Microsoft.
. OnepaumoHHaa cmctema GNU/Linux (guctpmbytms CentOS).
. AnnapaTtHble ceTteBble 3KkpaHbl D-Link, CISCO.

4
5
6
7. AMKLW KoHTrHeHT IPC-25 B cnonHeHuu LLYC m KL komnaHnu «O00 Kog besonacHocTm»
8. MO Secret Net Studio komnaHmn «0O00 Kop be3sonacHocTm»

9

. MO VipNet u NAK komnanmm OAO NHboTeKC.
18. MaTepuanbHoO-TexHU4YecKkoe obecnevyeHme gucuunnuHbl (cm.cpbann MTO):
1. JlekuMoHHas ayanTopusi, OCHaLLEHHasi BUOEONPOEKTOPOM.

2. KoMmnblOTEPHbIM KNacc Ans npoBeaeHust nabopaTopHbIX 3aHATUNA, OCHALLEHHbIN
nporpammHbelM  obecneveHnem VirtualBox. O6bem cBobogHonm nocne 3arpy3kn OC
onepaTtuBHOM NamsaTn Ha paboyee mecto He MmeHee 8 b (TpebyeTca ans BUPTyarbHbIX
MaLLUWH).

19.0ueHO4YHbIe cpeacTBa ANsl NPOBeAEeHUs1 TeKyLWen U MPOoMeXyTOYHOW aTTecTauumn

MopsiAOK OUEHKN OCBOEHUS obydawLlmmucs y4ebHoro mMaTtepuana onpeaensieTcs
coaepkaHMeMm crieyrLmx pasaenos ANCUNNINHDI:


http://www.lib.vsu.ru/
http://edu.vsu.ru/

Nen/n| Pasgensl Ko KoMneTeHummn Koa nHaukatopa| OueHo4Hble cpeacTBa
ANCUMUMAUHDI ANATEKyLEeM aTTecTaumm
(Moayin)

1 9 OMNK-8 CriocobeH OnK-8.11 J1a6.9

npuMeHsimb Memookb| Bnapgeet

Hay4HbIx uccrnedosaHuli | cnocobamu

rpu posedeHuu MOAENUPOBAHNSA

paspabomok e obsiacmu | 6e3onacHoCcTH

obecrieyeHusi KOMMbIOTEPHbIX

6e3onacHocmu cUCcTeM, B TOM

KOMIMbIOMEPHbLIX CUCMEM | YnCne

u cemel MOAENUPOBaHNS
ynpaBreHns
AOCTYMOM U
NHPOPMALIMOHHbI
MW NMOTOKamMu B
KOMMbIOTEPHbIX
cucTemax.

2 1,2 OTl1K-9 CnocobeH OMK-9.9  Ymeerl N1a6.1
peluatb safadim . dopmynupoBaTtb U
npogeccmoHarnbHomn HacTpanBaTh
AEATENBHOCTY C y4eTOM | ONATHKY
TEKYLLLro COCTOSHUA U 5o o oot
TEHAEHUN pa3BUTUS HoKaNBbHBIX
METO/OB 3alluTl KOMMNbIOTEPHbIX
WHpopmMaLumn B ceTei,
onepaLnoHHbIX NOCTPOEHHbIX  Ha
cncremax, OCHOBE OCHOBHbIX
KOMMNbIOTEPHbIX CETAX U ONEPALIMOHHbIX
cucTemax ynpaeneHns | oo
0asamu gaHHbIX, a TaKkke
METOAOB M CPeACTB
3almnThbl UHpopmaLMK OT
YTEYKM NO TEXHNYECKUM
KaHarnam, ceTen n CUcTem
nepenayn nHopmauum

OMNK-9.11 3HaeTt
3 2 OnkK-9 OCHOBHbIE J1a6.2
TeHAEeHUNN
pa3BUTUSA METOOO0B
3alUThI
MHpopmaumm B
onepaumOoHHbIX
cuctemax u
cuctemax
yrnpaBneHns
0a3zamMu OaHHbIX.
4 2 OrK-9 OlNK-9.12 3Haet | J1ab.2,8

obLe un
cneuundunyeckmne
yrpos3bi
©e3onacHocTU
onepaumoHHbIX
CUCTEM U CUCTEM
ynpasrneHus 6a3s
JaHHbIX.




OlNK-11.10 YmeerT

5 1,2 OlNK-11 CrnocobeH (hopMynMpoBaTL 1 J1a6.1
paspabambigampb HaCTPaNBaTh
nonumuKku MOMATIKY
besonactocmu, Oe3onacHocTu
MONUMUKU YIPaeneHus |- o«
docmynoM u KOMMbIOTEPHbIX
UHGOpMaUUOHHbIMU ceTeit,
flomokamu & NMOCTPOEHHbIX  Ha
KOMIIbIOMEPHBIX Gase OCHOBHbIX
cucmemax ¢ y4emom ONEPALIMOHHbIX
yepos 6e3zonacHocmu cMCTEM.

UHopmayuu u
mpebosaHul ro 3awume
UHgopmauuu

6 3 OlMK-15 CrocobeH gﬂgﬂ;g: Jla6.1,7
adMuHUcmpuposamam HABLIKAMM
KOMITbIOMEPHbIE CEMU U | 11y CTPUPOBaH
koHMpoIuposamb NA KOMMbIOTEPHbIX
KOppeKmHocmb ux o
OYHKUUOHUPOBaHUS

7 3,4 OnkK-15 gﬂ:ﬂ;gf J1a6.1,6

HaBblkaMy paboTbl
C ceTeBbIM
obopynoBaHuem u
ceTeBbIM
nporpaMmMHbIM
obecneveHmem.

8 4,5 OMK-16 CnocoGen OMNK-16.1 3HaeT | /1a6.3,4
NpPOBOAUTb MOHUTOPWHT cpeAacTsa u
paboTocnocobHOCTU 1 METOAbI
aHanu3 adhPEeKTUBHOCTHU xga:egvm "

CPEACTS 3aALLNTS! gyfeﬁmq(;mxaumo
WHpopmMaLumn B g
KOMMbIOTEPHBLIX CUCTEMAX ::;Mopmaumw 5
v ceTax. KOMMbIOTEPHbIX
cucTemax u
ceTsax.
9 10 OMK-16 ONK-16.2 3naet | 10613
MEeXaHU3Mbl
peanusaumm atak
B cetax TCP/IP.
OlMNK-16.3 3HaeT
10 5 OnK-16 OCHOBHbIE J1a6.4
NPOTOKONbI
naeHTudurKaumm n
ayTeHTUdMKaunm
abOHEHTOB CeTw.

1|6 OMK-16 OMK-16.4 3naeT | 126.5

3alUnNTHbIE
MeXaHU3Mmbl U
cpeacTea
obecneveHuns
ceTeBOn

Oe3onacHoCTu.




12

12

OrK-16

OlMNK-16.5 3HaeTt
cpeacTBa u
MeToabl
npegoTBpaLLeHNs
n obHapyxeHus
BTOPXXEHUN.

Jla6.15

13

OrK-16

OlK-16.6 Ymeet
cdopmynupoBaTtb
N HacTpamBaTb
NOMAUTUKY
©esonacHocTn
OCHOBHBbIX
onepaumoHHbIX
cucteMm, a Takke
JIOKarnbHbIX
KOMMbIOTEPHbIX
ceTen,
NMOCTPOEHHbIX Ha
MX OCHOBE

J1a6.9

14

12

OrK-16

OMNK-16.7 YmeeT
NPUMEHSTb
3allMLLEHHbIEe
NPOTOKONbI,
MexceTeBble
9KpaHbl U
cpeacTsa
0GHapy>xeHus
BTOPXEHUN Ans
3aLmnThl
nHdopmaunn B
ceTaX.

J1a6.15

15

OnK-16

OlNK-16.8 YmeeTt
OCYLLECTBNATb
Mepbl
npoTMBOAENCTBUS
HapyLeHnam
ceTeBom
Oe3onacHocTu ¢
MCMONb30BaHUEM
pa3nnyHbIX
NpOorpaMMHbIX 1
annapaTHbIX
CcpeacTs 3alUMnThI.

/1a6.16,17,10,14

16

10,12

OnK-16

OrnK-16.9
Bnapeet
HaBblKaMu
HaCTPOMKK
MeXceTeBbIX
3KpaHoB

N1a6.15,11

17

3,10

OrK-16

OlrK-16.10
Bnapeet
MeToamnKamm
aHanunaa
CeTeBoro

Tpadumka

Na6.1,13




MpomexyTovHas aTTecTauus

dopma KOHTpons - AK3aMeH

OueHou4Hble cpeacTBa Anst NPOMEXYTOYHOM aTTecTaunm

[McbMeHHast KoHTponbHasi paboTta. Bce nabopaTopHble 3agaHuns Kypca.

20. TunoBble OoLEHO4YHbIe cpeaAcTBa U MeToAMYEeCKMe MaTepuarnbl, onpeaensirowue
npoueaypbioUeHNBaHUA

20.1 TeKywWMA KOHTPOJIb YCNeBaeMoCTH

I'IepelleHb BOMpPOCOB AJiId KOHTPOJIbHbIX pa60T

1 | Peanusauus IPSec BsaMmoaencTsmnsa mexay ABYyMS KOHEYHbIMU CUCTEMAMM.

2 [MpoekT MynbTUUnnansHoOn cetn

3 dopmunpoaHme VPN-ceTn ¢ ncnonb3oBaHneM pacnpeeneHHon NpoBepKu
NOANMNHHOCTM.

4 dopmunpoaHme VPN-ceTn ¢ MCNoMNb30BaHUEM LIEHTPanNM30BaHHOW NPOBEPKU
nognuHHoctn Ha AAA-cepeepe (RADIUS).

CeTeBOWN KapaHTUH.

CospgaHune KoprnopaTuBHOM nepapxudeckon cuctemsl PKI.

BHegpeHne PKI Ha ocHOBe O0Te4YeCTBEHHbIX KpUNTOanropMTMOB.

CwmapTtkapTbl 1 PKI.

© |00 | N[O |0

3awmTa aaHHbIX KOHeYHbIx cuctem (EFS).

10 | OrpaHuyeHue BbinonHeHus MO B KOHeYHbIX cuctemax. Secret Net Studio

11 Pacnpep,eneHHoe n UeHTpann3oBaHHOE ynpaBJieHne OBHOBIEHUAMMN.

12 CeTteBble 3KpaHbl U TUNOBbIE apPXUTEKTYPbl HA NX OCHOBE.

13 | O6ecneveHne Vb Ha 2 ypoBHe koprniopaTmBHbIX ceTen. APR.

14 | AnnapaTtHble cpefctsea IPSec n VPN.

15 | AnnapaTtHble ceTeBble akpaHbl: IPS/IDS (CISCO ASA, D-Link DFL, ViPNet-IDS)

16 | ViPNet Custom

17 | ATMKLU KOHTUHEHT.




20.2 NMpomexyToyHaa aTtrecrauus

NMepeyeHb BOMNPOCOB K 3K3aMeHY

Ne Bonpockl koHTponbHOM paboThl: 2 Bonpoca
B bunerte.
1 Uto Takoe IPsec, kakve 3agayu pellaet, B YeM OTnu4mMe u/vnm HecCoOTBETCTBME TEPMUHY

VPN? Kak HacTpouTb IPsec, 4to Takoe unbTpbl, nonutukn IPsec? Kakue cpefncrtea
cnyxat ans otnagku IPsec? Kakune yxxe rotoBble NONUTUKN IPsec npeakoHpurypnpoBaHsbl
Ha OC cemenctBa Windows?

2 OnuwnTe XU3HEHHbIN LMK cepTudukaTa oT MOMEHTa ero co3gaHusi. Kak uMeHHOo
cosfaeTcs cepTudumkaT, BKakon nocnegosartenbHocTU. Kak B 3TOM npouecce y4YacTByeT
CA? NHCTpyMeHTbI/yTunnTel ns Bbinycka cepTuukaTos.

3 Mepbl obecnevyeHus nHdopmauroHHon 6e3onacHoCTM Anst MHpacTpykTypbl PKI.

4 YUto Takoe ygoctoBepsitowmi ueHTp (CA — Certification Authority)? HazoBuTte tunbl n ponu
CA. Yto Takoe nepapxusa CA, 4To NpUHUMAIOT BO BHUMaAHWE Npu NPOEKTUPOBAHNM 3TON
nepapxum?

5 UTo Takoe TpaHCMNOPTHbLIN PEXMM N TYHHENbHbI pexnm IPsec? [1ns Yyero ncnonbadyeTtcs

npotokon IKE B IPsec?[1na 4ero ncnosnb3yTtcs punsTtpbl IPsec?

6 YTo Takoe WSUS, Kakune 3agaydm peLluaeT, U3 Kakux KOMMOHEHTOB COCTOUT? YTo Takoe Zero-
Day ysi3BUMOCTb?

7 [ns 4ero ncnone3ytoTca npotokonsl ESP AH B IPsec? Kakne npo6niembl MOryT BO3HUKaTb
y IPsec npuncnons3osBaHun NAT?

8 YTo Takoe VPN, nepeuncnute komnoHeHTbl VPN. Kakue cylecTByoT TEXHONOMMn
peanu3aumm VPN, kakue TpeboBaHus K IP-ceTu npeabaBnsieT Kaxgasa TeEXHONorma?

9 [nsa yero ncnonb3yetca npotokon IKE B IPsec? Yto Takoe SA, main-mode (OCHOBHOM
pexum) quick-mode (onepaTuBHbIN pexum)? Kakve Tpu Buaa ayTeHTUMMKALUN KOHEYHbIX
cuctem 0ObIMHO NoggepxmBatoTes B peanmnaauunsx IPsec? Korga kakon ncnomnb3yetca?

10 UTo Takoe ceTeBOW 3KpaH YPOBHS «MPUMOXKEHUSAY, B YEM OTIINYME OT CETEBOro aKpaHa
«nakeTHbIN punbTp»? YTO Takoe unsolicited Tpaduk n yem oTnuyaroTcs anepeonbl
statefull n stateless? Kak pasameLleHbl N0 OTHOLLEHUIO K KOPNOpaTUBHOW CETU CETEBbLIE
3KpaHbl, OMULLNTE OCHOBHbLIE apXUTEKTYPbI

11 UTto Takoe EFS, kakne 3agaym pellaeT, U3 Kaknx KOMNOHEHTOB coCcToUT? Kak TeXHUYecKu
peannu3oBaHaBO3MOXHOCTb paclUMGpPOBKM harina apyrummn nonb3oBaTensMmu, nepedncnmTe
YCINOBWSI, B KOTOPbIX 3TO BO3MOXHO?

12 Yto Takoe DPI, npumeHnmocTtb IPS 1 IDS pelwweHnin? CeteBon HENTpanuTeT U 0COBEHHOCTH
npumeHeHusa DPI B KOpriopaTUBHbIX CETHAX.

13 | B xoge koHdurypupoBaHusa ViPNet Ha paboyem mecTe agMmHUCcTpaTopa noTpeboBanonch
nobaBuTb elle oanH "ABoHeHTCkuM MNMyHKT" AN agMUHUCTPaUMmM HOBOrO parioHa ropoaa.
OnuwuTe nocnegoBaTenbHOCTb AecTBUMaaMuHUcTpaTopa ViPNet (cxemaTtnyHo, HO No
waram) gnga seegeHuns atoro Al (komMnbroTep yKe 3aKynsieH)

14 | Kak npoBepuTb paboTy KPUNTOKOMMYTATOPOB, PacnonoXeHHbIX B dpunmanax? B yem
oTnuyme ot L3VPN peLleHns ¢ ncnornb30BaHMEM KPUNTOKOMMYTaTopoB?




15 | He 3apa6otan AlKLL B ponu kpuntowntosa: B Y LJYC crtaTtyc "He BkntoyeH". Bbl pelumnu
npoBeputb gocTynHocTb AlNKLLU co cTopoHbl KOMMNbIOTEPA afMUHUCTPATOpa KOMaHaom
ping. KomaHga nokasana TanmMmayThbl OT IP-agpeca KpuntoLwunitosa. [0BOpUT N 9TO O TOM,
4YTO KOMNbIOTEP AAMMHUCTPATOPA U KPUNTOLLSIO3 B AAHHbLIM MOMEHT HEe 0OMeHMBatoTCS
naketamn? B kakor nocnegoBaTenbHOCTU Bbl 661 ckanu npudnHy no kotopon AlKLL "He
Bknyen" B MY LIYC 1 kakoBbl BO3MOXHbIE NPUYMHbBI 3TOr0?

20.3 ®oHA  oOUEHOYHbIX cpeacTB  cHPOPMUPOBAHHOCTHU KOMNeTeHUNUN  CTYAEeHTOB,
pekomMeHAyeMbIA ANA NpoBeAeHUA ANarHoCTUYecKMx padoT

OMNK-8 Cnoco6eH NpMMEHATb MeTOAbl Hay4HbIX MCCAeA0BaHUM NpU NPOBeAEHUU pa3paboToK B
ob6nacTu obecrneyeHns 6€30NacHOCTM KOMMbIOTEPHbIX CUCTEM U CeTEN;
1) 3aKpblTble 33JaHUsA (TECTOBbIE, CPEAHUN YPOBEHb C/I0XKHOCTH):

1. Komnonents! VPN (kak cHCTEMBI YAAIEHHOTO AOCTYTA) 005S3aTENBHO JOJDKHBI BKIIIOYATh:
A) NAS
B) DHCP
C) AAA
D) ADDS
E) Kerberos
2. Yto He0OXOQMMO C/ieNaTh B IIEPBYIO OUepe/ib, IPU IMOTEPE CEKPETHOTO KITI0Ua OT cepTU(UKaTa I0JIb30BaTE,
UCIIOJIb3yEMOTO JUISl IPOBEPKH IOJIMHHOCTH.
A) nobaButh cepuiinbiii HoMep cepTudukara B CRL
B) moGaButs cepuiiHblii HoMep cepTudukata B AIA
C) nob6asuthk orneyarok ceprudukara 8 CRL
D) BOCCTaHOBHUTH U3 apXHMBA COXPAHCHHBIN NPEABAPUTEIILHO KITHOY
E) oOpatutbes k KRA 1 BocCTaHOBIICHUS
3. Yro takoe ynocrosepsironiuii ientp (CA — Certification Authority)?
A) cepBep, KOTOPBIi MOAIMICHIBACT JaHHbIE CyOBEKTa H €0 OTKPBITBIN KITH0Y
B) cepBep, KOTOPBIN MOMUCHIBACT JAHHBIE CYOBEKTa U €r0 3aKPBITHIA KIH0Y
C) cepBep, KOTOPBIiA MOAMUCHIBAET OTKPHITHIN KITI0Y CyOheKTa
D) cepBep, KOTOPBIiA MOMUCHIBACT 3aKPBITHIN KIFOY CYOBEKTa
E) cepBep, KOTOpBIii MOJMUCHIBACT TAHHbBIE CYObEKTA
4. Hazosute Tumnsl yaocrosepsitomuiero neHrpa (CA — Certification Authority), ¢ Touku 3peHust GyHKIIHOHAIBHOCTH U
TIOJIJIEPIKKH CETEBBIX IIPOTOKOJIOB
A) Standalone, Enterprise
B) Root, Subordinate
C) Public
D) Private

OTBeTbl K TECTOBbIM 3a4aHUAM

N OtBeTt
1 A
2 A
3 A
4 A

2) OTKpbITblE€ 3a4aHUA (TECTOBbIE, CpPEeIHUM YPOBEHb C/I0KHOCTH):

1. B uem ommune n/umu HecootBercTBHe [Psec Tepmuny VPN? Kakue cpencrsa ciyxat st otinanku [Psec BooOie u
koHkpeTHO B OC Windows? Kaxkas ponp monutuk IPsec, modyemy "nemo" monuruku MS Windows, KoTopbie coaepxkar
¢unpTpel ALL-IP ALL-ICMP u Brimrodatot ESP He MoryT OBITh B OONBIIMHCTBE peabHBIX KOPITOPATUBHBIX CETEH

HCIIO0JIb30BaHbI?

Kpurepun olieHnBaHMs — IIKaJa OLEHOK B Oaiiax

OO0yuaronuiicst OTBEYaeT Ha BCE BOMPOCHI M ITOABOIPOCHI. 3 Oasa

OO0y4aronuiics 0OTBEYACT Ha BCE BOMPOCHI M MOABOIPOCHL. JI0MMyCcKaroTCs He3HAYUTEIbHBIC HETOYHOCTH. 2 Oaria
OO0y4aromuiics 0OTBEYACT HE HA BCE BOMPOCHI U MOABOMIPOCHL. OTBET HE CONEPIKUT IpyObIxX ommbok. 1 Gamt
OTBET OTCYTCTBYET, TUOO CONEPKUT IpyObIe omuOKH Wik HeTouHocTH. () OayioB



2.

Uro Takoe PKI, kakue 3amaun pemaer? M3 kakux KOMIOHEHTOB COCTOUT?

Kputepuu onieHMBaHus — [IKaJa OLEHOK B Oaiiax

OO0ydatonruiicsi OTBEYaeT Ha BCE BOMPOCH! M MOJABOIIPOCH. 3 Oama

OOyyaroIuiicss OTBe4aeT Ha BCE BOIIPOCHI M IIOJBOIPOCHL. J[oMmycKaloTcs He3HaYHTeIbHbIe HeTOYHOCTH. 2 Gasia
OOyuyaronuiicst OTBe4aeT He Ha BCE BOIPOCH! M MOABONPOCH. OTBET HE CONEPKUT rpyObIX omuOoK. 1 Gan
OTBET OTCYTCTBYET, TMOO COAEPKHUT rpyOble OmMOKK 1tk HeTtouHocTh. 0 GasmoB

OMNK-9 CnocobeH pelatb 3aga4m npodeccroHaibHOM AeATE/IbHOCTM C YHETOM TeKYLLEero COCTOAHUSA
U TEHAEHUMA pa3BMTUA METOL0B 3alKUTbl MH(OPMaLMM B ONepaLMOHHbIX CUCTEMAX, KOMMNbIOTEPHbIX
ceTAX U cMcTeMax ynpaB/ieHMa 6a3amMM AaHHbIX, a TaKXKe MeTOA0B U CPeACTB 3awmTbl MHPpOpMaL MU

A)
B)
C)
D)

OT YTe4YKM N0 TEXHNYECKMUM KaHaJlaM, ceTen U CUCTEM nepegayu MHCI)OpMaLIMH;

1) 3aKpbITble 3a4aHKWA (TECTOBbIE, CPeAHUM YPOBEHb CI0XKHOCTH):

He 3apa6oran AIIKIII B ponu kpuntouutosa: B [1Y I[YC craryc "He BkitoueH", Tabnuiia arp mnocie KOMaHzpl ping
copepxutr MAC-anpec AIIKIL. Bo3moxHbIE IpUYUHBI TAKOTO cTatyca?
HeBepHas [P-kordurypanus kommerorepa yrnpasnenus wim ATTKIT
HecooTBeTcTBHE KiroueBoi nHpopmanuu AIIKII u ITY LIYC
OTCYTCTBHUE IIPABUII, Pa3pEIIAONINX IPOX0XKICHNE MTAKETOB IS ping
HEHCTIPaBHOCTH (pU3NIecKOro moakitoueHus kommbiotepa ¢ [TY LY C i ATIKIII k cetn
Kak Bo3HuKaeT mapa xiroueit npu co3nanuu ceprugpukara B PKI ?

A) reHepupyeTcs Ha CTOPOHE KIMEHTa

B) reHepupyercsi Ha CTOPOHE YIOCTOBEPSIOIIETO IIEHTPa

C) reHepupyeTcs Ha CTOPOHE KOPHEBOTO YIOCTOBEPSIOIIETO IIEHTPA

D) renepupyercst Ha cropore CRL

E) renepupyercs Ha cropore AIA
B xozne kondurypuposanus ViPNet aqMuHUCTpaTOpy MOTpedOBaioch 100aBUTH emie oauH "AboHeHTcKuit [TyHKT" it
aJMUHUCTPAIMX HOBOTO paiioHa Topoaa. B mocienoBaTensHOCTH AeWCTBUI aqMuHUCTpaTopa ViPNet s BBeISHHUS 3TOTO
AIl (koMTIBIOTEp YK€ 3aKyIUICH) 00s3aTeIbHO OYAET CIICAYIOMINHI IIar:

A) paborac LIYC

B) pa6orac YKII

C) Pab6ora c [emnosoii ITouroii

D) VYcranoeka Koopaunartopa
B xoze koHdurypuposanus ViPNet anMuuaucTparopy norpeboBanocs 100aBuTh erie oauH "Adonentckuii [TyHkT" mis
aMUHUCTPAIMY HOBOTO paiioHa ropoAa. B mocienoBaTenbHOCTH AeWCTBUI aqMuHuCcTpaTopa ViPNet s BBeIEHUS 3TOTO
Al (koMTIBIOTED YK€ 3aKYIIIEH) 00s13aTeNIbHO OyIeT CIIEAYIOINN 1IIar:

A) ¢dopmupoBanue AUCTPUOYTHBA KITFOUCH

B) pa6ora c YKI]

C) Pab6ora c [enosoii ITouroii

D) VYcranoska Koopaunaropa
Kaxk npoBepuTh paboTy KpUNITOKOMMYTaTOPOB, PACIIONIOKEHHBIX B (hriinanax?

A) ping Ha y3eJ BHYTPH OJHOTO CErMEHTA, HO HAXOMAIIErOCs B IPYroM (uinane

B) ping Ha y3en BHYTpH OZHOTO CETMEHTA, HAXOSILIETOCsS B TOM XKe (rinaie

C) ping Ha y3eq B APYrOM CErMEHTE, HAXOISIIUNACS B TOM Ke (prinae

D) ping Ha y3en B IpyroM cerMeHTe, HaXOoSIIHiCs B ApyroM (unnaie
B xoze maboparopusix BbI co3maBanu VPN-noaxmogenne PPTP u ananorngnoe no ¢gynknuonany L3VPN permenue ot
Kopna be3zomacunoctu ¢ npumenennem AIIKII Konrturent. Kak oTnngaercst CKOpOCTH pa3BepTHIBAHHS STHX PEIICHUH IS
CO3IaHMSI 3AIUIICHHON CETH ¢ 0Y€Hb OOBIINM KOJIMYECTBOM pabodmx MecT (Touek moakmoueHus k VPN)?.

A) passépreiBanne CJI Ha AITKIII KoHTHHEHT Me1ieHHEe

B) passépreiBanue CJI HaAIIKI KontuHEeHT ObicTpee
B xone xondurypuposanust VIPnet Ha pabouem Mecte agMuHHCTpaTopa ¢ nomolnsto L[V C BeinonHeHa agpecHas
aJIMUHHCTpANus CeTH U 100aBieHo HoBoe pabouee Mecto (AIl). Kakne ypoBHW/BuBI mHdpoBanus OyayT 3a1eiCTBOBAHEI
TP TTOCBIIKH MOJIb30BaTENeM 3alIi(poBaHHOTO MUChbMa Ha 3ToT AIl?

A) Ha OPUKIATHOM H CETEBOM YPOBHSIX

B) Ha mpukiamzHOM ypOBHE

C) Ha ceTeBOM ypOBHE

D) Ha TpaHCIIOPTHOM YPOBHE

E) HacereBOM M TPaHCIIOPTHOM YPOBHSIX

F) Ha mpukiagHOM M TPAHCIOPTHOM YPOBHSIX

G) Ha CeTeBOM U KaHAJIBHOM YPOBHSIX

H) Ha KaHaJIbHOM ypPOBHE

OTBeTbl K TECTOBbIM 33JaHMAM

N ‘ Otser
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2) OTKpbITbl€ 33JlaHMA (TECTOBbIE, CPEHUM YPOBEHb CI0KHOCTU):

1. B uem ominuus TPaHCIIOPTHOTO OT TyHHeNbHOTo pexkxnma IPSec? B kakux cueHapusx LenecoodpasHo UCIOJIb30BaTh
KBl peKuM?

Kputepuu onieHMBaHMs — [IKaJa OLEHOK B Oaiiax

OO0ydatonruiicsi OTBEYaeT Ha BCE BOMPOCH! M MOJABOIIPOCH. 3 Oama

OOyyaroIuiics OTBe4aeT Ha BCE BOIIPOCH! M IIOIBOIPOCHL. J[OMycKaloTCsl He3HAUHTeIbHbIe HETOYHOCTH. 2 Gasia

OOy4aromuiicss OTBE4aeT He Ha BCE BOMPOCHI M IIOJBOIPOCHI, He MPUBOAATCA clieHapuu. OTBET He CONEPXKHUT rpyObIxX omnbok. 1

Oann

OTBET OTCYTCTBYET, TMOO COAEPKHUT rpyOble OMMOKK 1k HeTouHocTh. 0 GasioB

2. B uem cocrosT 3agaun ooHoBnenus [10? Yro Takoe Zero-Day yszBumocts? UTo Takoe IKCILIONT M YTO TaKOe YSI3BUMOCTb,
B ueM paznuune? Kakue TeHIeHINH CyIeCTBYIOT BO BPEMEHH TOSBIICHUS YSI3BUMOCTEH, SKCILIONTOB, OOHOBJICHUIT?

Kpurepun orieHrBaHMs — IIIKaJa OLICHOK B Oaiiax

OOyuarouiicsi 0TBEYaET Ha BCE BOMPOCHI U TIOABOMPOCHL. 3 Oana

OOyuaroHiicsi 0TBEYAET HA BCE BOMPOCHI U TOABOMPOCHL. J[OMyCKAIOTCS He3HAYNTEIbHbIC HETOYHOCTH. 2 Oania
OOyuaroHiicss 0TBEYAET HE HA BCE BOIPOCHI M MOABONPOCHI, HE MPUBOISTCS clieHapuu. OTBET HE CONEPIKUT rpyObIX omubok. 1
Oan

OTBET OTCYTCTBYET, TUOO COAEPIKHUT rpyOble OMIMOKH M HeTOUuHOCTH. () 6asioB

3. Uro npencrasisier coboi TexHooruueckoe pemienue Microsoft "mabnaonsl ceprudukaTos”? KakuMu HHCTpyMEHTaMU ¢
HUMH pabOTaIOT U I 9ero OHU MCHOJB3YyI0TCA? (BCIIOMHUTE Ja00paTOpHEIE)

KpI/ITepI/II/I OLICHMBAHMA — IIKaJia OLICHOK B Oanax

O6yuvaloLmMica OTBEYAET Ha BCE BOMPOCHI M MOABONPOChl. 3 6anna

O6yyatoLMica OTBEYAET Ha BCE BOMPOCHI M NMOABOMNPOCHI, YKa3aHbl HE BCe (PYHKLMK LIAGIOHOB.
JlonycKatoTcA He3HauMTeIbHble HETOYHOCTU. 2 Banna

O6yyatoLmica OTBEYAET He Ha BCE BOMPOCHI M NMOABOMNPOCHI, HE NPUBOAMT MHCTPYMEHTbI PaboTbl C
wabnoHamn. OTBET He COAEPKMT rpybbiX OWMOOK. 1 6ann

OTBeT OTCYTCTBYET, MO0 COAEPHKUT rpybble OLMOKM MM HETOYHOCTM. O B6annoBs

Cnoco6eH paspabaTbiBaTb MOJIMTUKM 6€30MaCHOCTH, MOJIMTUKM YNpaBJE€HUA JOCTYNOM U
WH(POPMaLMOHHbIMU NMOTOKAMU B KOMMbIOTEPHbIX CUCTEMAaX C Y4€TOM Yrpo3 6e30nacHOCTH
UHdopMaUUK M TpeBGoBaHUM MO 3almuTe MHPOPMaLMK;

1) OTKpbITble 3aaHMA (TeCToBble, CpPEeIHUM YPOBEHb C/I0KHOCTH):

1. Yro takoe L2 VPN? Onummre cuieHapuu, Npy KOTOPEIX BO3HUKAET HEOOXOJUMOCTh B PEAIU3AINH STOH TEXHOIOTHH.
Kpurepun onieHnBaHMs — IIKaia OLEHOK B Oaiiax

OOyuaronuiicsi OTBE4aeT Ha BCE BOIPOCHI M TIO/IBONIPOCHL. 3 Oaia

OOyuaronuiicst 0OTBE4aeT Ha BCE BOIPOCHI M TIOIBONIPOCHI, CIIEHAPHIA HCIIOIb30BaHUs HE O4eHb yoenureneH. Jlomyckatores
HEe3HAYMTeJbHbIE HETOYHOCTH. 2 Oaiia

OOyuaronuicst 0TBE4aeT He Ha BCE BOIPOCHI M IIOABOIPOCHI, HE MPUBOSTCS clieHapuu. OTBET HE CONEPXKUT IpyObIX omunook. 1
Oamn

OTBET OTCYTCTBYET, JINOO CONEPIKUT TPyOble OoMmMOKH Wi HeTouHOCTH. () GammoB

2. Jlnst 4ero HeoOXO0qMMa HepapXHs YOCTOBEPSIOLIMX LIEHTPOB, IOYEMY HEJJOCTATOYHO OJHOT0? B Kakux cityuyasix co3iaHue
nepapxuu onpasnano? Uto Takoe kpocc-cepTrudukaiusa? Uto Takoe myOJnaHbIN 1 yacTHBIA Y11, Korma ncmnons3yrores?

Kpurepun olieHnBaHMs — IIKaJa OLEHOK B Oaiiax

OOy4aronuiics OTBEYACT Ha BCE BOIIPOCHI M MOJBOMPOCHL. 3 Oaa

OO0y4aronuiics 0OTBEYACT Ha BCE BOMPOCHI M MOJABOIPOCHL. JI0IMyCcKaroTCs He3HAYUTEIbHBIC HETOYHOCTH. 2 Oaia

OOy4arouiics 0OTBEYACT HE HA BCE BOMPOCHI U MOIBOIPOCHI, HE MMPUBOASITCS ClIeHApUU-ciTydau. OTBET HE COACPIKUT rPyObIX

omubok. 1 Gamn



OTBeT OTCYTCTBYET, MO0 COAEPKUT rpyOble ommOKK miu HerouHocTu. 0 GasmoB

3. OnummTe >KU3HSHHBII UK cepTU(HKaTa OT MOMEHTa ero co3nanus. Kak nMeHHO co3naercs cepTudUKAT, B KaKOH
nocnenoBatenbHOCTH. Kak B 3TOM npornecce yaactByer CA? HCTpYMEHTBI/yTHIIUTHI IS BBIITyCKa CEPTU(UKATOB.

Kputepuu onieHMBaHus — [IKaJa OLEHOK B Oaiiax

OO0ydatonruiicsi OTBEYaeT Ha BCE BOMPOCH! M MOJABOIIPOCH. 3 Oama

OOyyaroIuiicss OTBe4aeT Ha BCE BOIIPOCH! M IIOBOIPOCHL. J[OMyCKaloTCs He3HAUUTEIbHBIE HETOYHOCTH. 2 Gasia

OOyuyaronuiicst 0OTBe4YaeT He Ha BCE BOIPOCH! M OABONPOCHI, HE MTPUBOATCS HHCTPYMEHTHI. OTBET HE COEPKUT rPpyOBIX

omuobok. 1 Gamn

OTBET OTCYTCTBYET, TMOO COAEPKHUT rpyOble OmMOKK 1k HeTtouHocTh. 0 GasmoB

OMNK-15 Cnoco6eH agMUHUCTPUPOBATb KOMMbIOTEPHbIE CETU U KOHTPOJIMPOBaTb KOPPEKTHOCTb UX
yHKUMOHUPOBaAHMUSA;
OMK-16 Cnoco6eH NpoBOoAUTbL MOHUTOPUHI paboTOCNOCOGHOCTHU U aHaNU3 3¢hhEeKTUBHOCTU CPeaCTB
3aWmTbl UHPOPMALIMM B KOMMbIOTEPHBIX CUCTEMAX U CeTAX;

1) 3aKpblTble 3aJaHUsA (TECTOBbIE, CPEAHUN YPOBEHb C/IOKHOCTH):

1. B xozne xonurypupoBanust ViPNet agmMuHucTparopy norpebosanock 100aButh ete oauH "AbGonentckuid [TyHKkT" s
aIMUHUCTPAIMX HOBOTO paiioHa Topoaa. B mocienoBaTenbHOCTH AeHCTBUM anMuHUCTpaTopa ViPNet mis BBeIeHHUS 3TOTO
AIl (koMTBIOTEp YK€ 3aKyIUICH) 00s3aTEINEHO OYICT CIICAYFOLIHIA TIIar:
A) xomupoBanue Ha All aucTpubyTHBa KItO4YeH
B) pa6orac YKII
C) Pab6ora c [enosoii ITouroii
D) komupoBanue Ha AIl kiroueii OJIB30BATENS
2. Kaxk npoBeputb paboTy KpUNITOKOMMYTAaTOPOB, PACIOJI0KEHHBIX B (hriinanax?
A) ping Ha y3e1 BHYTpH 0fHO# [P-ceTr; y3em NomKeH HaXOMUTHCS B IPYTOM (uinae
B) ping na y3en IP-cetu npyroro ¢unnana
C) ping Ha y3en BHYTpH oHOM [P-ceTH; y3ei H0KeH HAXOUThCS B TOM ke (umiane
3. B xoxe naboparopusix Bbl cozgaBanu VPN-nonkirouenne PPTP u ananorunynoe no gpynkunonany L3VPN pemenne ot
Kona bezonacuoctu ¢ mpumenenneM AIIKII Kontnnent. Kakum oGpazom nepenaércs koHdurypanus knueata CJJ
AIIKII Kontunenr ?
A) d4epes TpyIIOBYIO HOJIUTUKY
B) mnepenaércs Habop mapaMeTpoB: axpec, HMs MOJNb30BATENS H T.JI.
C) mnepenaercs daiin ¢ mapamerpamu KOHGUTYpaLUK
4. B xone xoH(purypupoBanus ViPNet Ha pabouem MecTe aaMuHICTpaTopa ¢ moMoinsio [IYC BeImonHeHa afpecHas
agMUHHUCTpaIus JiokaidpHou ceTr ViPNet u no6asieno HoBoe pabouee mecto (AIl). Kakue kmoun notpedyrores (6e3 yuéra
KITFOUeH 3aIIUTHI KiTroueil) A 00paboTKH BXOAIIEro 3an(pOBaHHOTO COOOIIEHHS Ha 3TOT HOBBIH All?
A)  xmoun DI, xmroun ATl
B) xiroun OI1, kiaroun AT, KIHOYH MOTB30BATENS
C) wmoun I, ximoun AT, MeXCETeBOM MacTep-KITi0Y
D) xmoun All, KIrOYH TTOIB30BATENS
E) xmoun DI, KIH0YH MONB30BATENS
5. ®opmupyercs HOBas 3aluieHHas ceTh ¢ ncrnonbs3zoBanreM AIIKII Konrunent. IlocnenoBarenbHOCTh IEHCTBHH 10
BKITIOYeHUIO B ceTh LIYC BKiltowaer B ceOsl.
A) BemonauTh uHKManu3anuo [[YC Ha cropone ATTKIII
B) BemonaauTh nHAumamu3anuo L[YC Ha cropone ITY I[YC
C) mnepenatp ximoueByro napopmaimio Ha Hocuteie u3 [IY LIV C B ATTKIL
6. Hazosure Tuns ynocrosepstorero nenrpa (CA — Certification Authority), ¢ Touku 3penus PKI-uepapxuu
A) Standalone, Enterprise
B) Root, Subordinate
C) Public
D) Private

OTBeTbl K TECTOBBLIM 33JaHMAM

7 A
8 A
9 C
10 A
11 A
12 B

2) OTKpbITble 3aJaHNA (TECTOBbIE, CpPEeIHUM YPOBEHb C/I0KHOCTH):




4. UYro Takoe CRL? Kakue cymecTBytoT BapuaHThl oryoiaukoBanusi CRL?

Kpurepun onieHnBanus — IIKana OLeHOK B Oaiax

OOyuyaronuiicst OTBe4aeT Ha BCE BOIPOCHI U TIO/IBONPOCHL. 3 Oania

OOyyaronuiicst 0TBEYaeT Ha BCE BOMPOCH! ¥ MOABONPOCHI. JlOIyCcKaloTCs HE3HAYUTEIbHbIE HETOYHOCTH. 2 Oania
OOyuaronuiicst OTBEYaeT HE Ha BCE BOIPOCH! M IIOABOINIPOCHI, HE IMIPUBOISITCS CLICHAPHH [UIs BApHAaHTOB. OTBET HE COJEPKUT
rpyOBIX ommoOoK. 1 Gamn

OTBET OTCYTCTBYET, TUOO0 CONEPKUT IpyObIe omuOKH MK HeTogHOCTH. 0 OaymioB

5. Uro Takoe TPaHCHOPTHBIA PEXHUM U TYHHEIBHEIH pexkuM [PSec? B kakux creHapusx oOBIYHO MCIIONB3yeTCs Kaxasiid? Ha
IpuMepe KOMITAHUH ¢ HECKOJIBKUMH (ITHAIAMH OIHIINTE alTOPUTM BBIOOpA PEXKMMOB B K&KIOM (priTiaie u mrad-
KBapTHUpE.

KpI/ITepI/II/I OLICHHUBAHNUA — IIKaJiIa OLICHOK B Oamtax

O6yyatoLmimca oTBeYaeT Ha BCe BOMPOChI M NoABONpockl. 3 6ansa

O6yyatoLmmca 0OTBEYaeT Ha BCE BOMPOCHI M NMOABOMNPOCHl. JonyCcKalTCs HE3HAYMTE IbHbIE HETOYHOCTH. 2

6anna

O6yyatoLMica OTBEYAET He Ha BCE BOMPOCHI M NOABONPOCHI, HE NPMBOAATCA cueHapuu. OTBET He

COAEPKMT rpybbIxX OWMOOK. 1 6ann

OTBeT OTCYTCTBYET, MO0 COAEPKUT rpydble OLLMOKM MM HETOYHOCTM. 0 B6annos

3apaHua paspena 20.3 peKOMEHAYHTCA K WUCNONb3OBaHUKO MNpU  NpoOBeAeHUM
ANarHoOCTUYECKUX paboT C uenbr OLEHKM OCTaTOYHbIX pe3yfibTaTOB OCBOEHUS AAaHHOM
AUCLUNIINHBI (3HAHUW, YMEHUN, HAaBbIKOB).



