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PABOYASA NPOrPAMMA YYEBHOW OAUCLMMIINHDI
B1.0.46 KpunTtorpacu4yeckne npoToKonbl
1. Koag n HammeHoBaHWe HanpaBfieHUA NOAroTOBKMU/cNeunanbHOCTH:
10.05.01 KomnbtloTepHas 6e30nacHOCTb
2. Cneuymnanusauums:

MaTemaTnyeckmne MeToapl 3amTbl I/IHCbOpMaLI,I/II/I

3. Keanudumkauusa (cteneHb) BbinyckHUKa: CneuuanucT no 3awmre nHdopmaumm
4. dopma o6y4YeHus: o4Has

5. Kacheppa, oTBevarowias 3a peanmsauuio AUCLUUNIUHDbI:

Knbepbe3onacHOCTN MHPOPMALMOHHBIX CUCTEM

6. CocTtaBuTENM NPOrpamMmbi:

CrenaHey, FOnua AnekcaHapoBHa, K.T.H., AOLEHT kadeapbl knbepbesonacHocTu
MHOPMALIMOHHBIX CUCTEM

7. PekomeHaoBaHa:
HMC dakynbteta MMM, npotokosn Ne 6 ot 17.03.2025

8. YuebHbIn roa: 2028/2029 CemecTp(bl): 8



9. Llenu n 3agayum y4yebHOM AUCLUUNIIUHDI

Llenbto sBnsietca TeopeTudeckas M nNpakTudeckass MOAroToBKAa CMeuManucTtoB K
AEeATENbHOCTU, CBA3aHHOM C aHaNM30M U CUHTE30M KpunTorpacguniecknx NnpoToKOsoB.

3agaun OCBOEHUS AUCUMMNIINHBL, M3YyYeHWe OCHOBHbIX CBOMWCTB, XapaKTepusylowmx
3aLUMLLEHHOCTb KpunTorpaduyecknx nNpoTOKONIOB, U OCHOBHbIX MEXaHM3MOB, NMPUMEHSAEMbIX
ana obecneyeHus BbINOMHEHUA TOroO WM MHOMO CBOWCTBA 6€30MacHOCTM MNPOTOKONa;
npuobpeTeHne HaBbIKOB MOMCKA YSI3BMMOCTEN NPOTOKOSIOB.

10. Mecto y4yebHOM AucumnnuMHbl B cTpykTtype OIlOM: pucumnnmHa oOTHOCUTCA K
obazartenbHon YacTtn 6noka b1 ancumnnuH yyebHoro nnawHa.

11. MnaHupyemble pe3ynbTaTbl 00y4YeHUss No aucuunnuHe/Mmoaynkto (3HaHUA, yMeHus,
HaBblKK), COOTHECEHHbIe C NfIaHMPyeMbIMU pe3yfbTaTaMu OCBOEHUSA obpa3oBaTesibHOU

nporpamMmmbl (KOMHGTEHUMFIMVI) n UHANKaTopamMmun nx 4oCTmxKeHumsA

Koa HassaHue Koa(bl) NupukaTtopbli(bl) MnaHmpyemble pe3ynbTaTbl 06y4YeHNs
KOMMNETEHLUMM
OlMNK-10 | CnocobeH OlMNK-10.7 | 3HaeT TUNoBbIE 3HaHue:
aHanuaupoBaTb KpMNTONPOTOKOJbI, TMNOBbLIX KPUMTOMPOTOKOSOB,
TeHOeHUUN pa3BuTus MCrosb3yemsble B UCMOoSb3yeMbIX B CETAX CBA3M;
MeTOL0B N CPeacTB CeTSX CBA3M. NPUHLMMNOB UX NOCTPOEHNS C
KpunTorpacmyeckon OlMNK-10.8 | 3HaeT OCHOBHbIE TUMbI | UCMOMBL30BaHNEM LLUNPCUCTEM;
3aLmThI KpMNTONPOTOKOJSIOB U NPOTOKOSOB: pacnpeneneHns Knoyemn,
nHcpopmauum, NPUHLMMNOB UX noeHTudrkaumm, pasgenenust
ncnonb3o0BaThb NOCTPOEHUS C cekpeTa, MeTof0B pa3paboTku
CcpeacTea UCMosb30BaHNEM KpunTorpacuyecknx npoToKOOoB.
KpunTorpadguyeckon LwmdpecucTem. YMeHue:
3aLuThbl OMNK-10.9 | YmeeT pa3BopaunBaTth | pa3sopayuBaTb UHGPPACTPYKTYypy
I/IHCbOpMaLWIVI npu I/IHCbpaCprKTypy OTKPbITbIX Knoyen Aana peweHnda
peweHnn 3agad OTKPbITbIX Ko4den ona Kpl/IrITOFpa(bVNeCKI/IX 3a4au,
npodeccnoHanbHom peweHuns npoBoAMTbL aHanu3
DeATenbHOCTH. Kpuntorpadunyeckmnx KpunTtorpadunyeckux npoToKosos, B
3apau. TOM 4MChne C UCNOMb30BaHNEM
OrlK-10.10 | YmeeT npoBOANTb aBTOMATU3NPOBaHHbIX CPEACTB;
aHanu3 pa3pabaTbiBaTb MaTeMaTuyeckume
Kpl/ll'lTOFpanVNeCKVIX mMoaenun 6e3onacHocTu
NPOTOKOMOB, B TOM KpunTorpaguyecknx NpoToKonos,
yncne ¢ NpoBOANTb aHanu3 6e3onacHocTu
UCMOMb30BaHNeM KpunTorpaguyecknx npoToKoNoB.
aBTOMaTU3UPOBAHHbIX Bnap,eHme nogxogamm K pa3pa60TKe n
Cpe/cTs. aHanusy 6e3onacHocTu
OmMK-10.11 | BnapeeT noaxopamu k | KpUnTorpaguyeckux MpOTOKOIIOB;
pa3p360TKe W aHanuay HaBblkaMi nporpaMmmMHoOn peann3aumm
6e3o0nacHoCcTu KpMnTOFpaq)VI‘-IeCKVlX NPOTOKOJI0B,
KpmnTorpaq)quCKMX mMoaennpoBaHuA C NOMOLLbIO
MpOTOKOJIOB. COBpPEMEHHbIX A3bIKOB
OlK-10.20 | YmeeT pa3Bopauusath | MPOrpaMmMnpoBaHna 1
UHAPACTPYKTYpY MaTeMaTuyeCcKMX NakeToB
OTKPBITBIX KIKoueit ans | MEPCNEKTUBHBIX KpunTorpadgmyeckmx
peLLeHust NMPOTOKOJIOB.
KpunTorpacuyeckumx
3apgav.

12. O6bem AMcuMNUHbI B 3a4eTHbIX eaunHuuax/yac - 4/144.
®dopma NPOMEXyTOHYHOM aTTecTaLumm - 3K3aMeH.




13. TpyaoeMKocTb NO BuAam y4ye6Homn paboTbl

TpyooéMKocTb (Yachl)
Mo cemecTpam
Bupa yyebHol paboThl B Tom umcne B e
Bcero WHTEPaKTUBHO 8
dopme
AyOMTOPHbIE 3aHATUSA 56 56
B TOM YuCne: 8 28
nekumm
MpakTnyeckne 0 0
JlabopaTtopHble 28 28
CamocTosaTenbHas paboTa 52 52
KoHTponb 36 36
WToro: 144 144
dopMa MPOMEXYTOYHOMN
aTTecTaunm Ok3ameH Ok3ameH

13.1. CopepxaHme QUCLUNINUHbDI

Ne Peannzauusa
n/n pasgena
HaumeHoBaHuve pasgena ONCUUNNUHBI C
CopepxaHue pasgena oMCUMnAnHbI
ONCUUNNUHBI NOMOLLbIO
OHMNamnH-Kypca,
QYMK
1. Nekuun
1.1 MpoTokonbl MpoTokonbl u ux knaccudunkaums. O6MeH Kroyamm https://edu.vsu.ru/cou
pacnpeneneHus Knoyen | cpegcrtBaMmym CUMMETPUYHON KpunTorpadun. rse/view.php?id=541

[MpOoTOKONBI OTKPBLITOrO pacnpeneneHns Koyen. 5
[MpoTokonbl nepefayvy cekpeTHoro Krtoya no
OTKPbITOMY KaHarny.

1.2 AyTeHTumrKaums AyTeHTUMKauns npu Bxofe B cuctemy. BpyyeHue
6u1TOB Ha xpaHeHue. bpocaHne MOHETBI NO TeNedoHy.
[oka3aTenbCTBO C HyNeBbIM pa3rnaleHuem. Cxemsl
ayTeHTuUduKaummn.

1.3 [ononHutenbHble Pas3peneHune cekpeta. CKpbITbI KaHan CBA3MW.

NPOMEXYTO4YHble MbIcneHHbI nokep. MbICNEHHbIV NOKep € TpeMms
NPOTOKObI Urpokamu.
2. NNabopaTopHbie paboTbl
21 Pab6ota c npoTokonamu | Pa3paboTka MoaynsipHOro kanbkynstopa. [MpoTokonbl https://edu.vsu.ru/cou

C HyneBbIM pa3srnawieHnem. [NpoTokonbl yaanéHHoM

rse/view.php?id=541

ayTeHTUUKaLmm. 5
13.2. Tembl (pa3genbl) AUCUUNINHBI U BUAbI 3aHATUN
Ne HaumeHoBaHue Buabl 3aHATUMI (4acoB)
n/n | pasgena aAMCUMNIUHbI
Nekuun | MpakT. | Ia6. pab. CamoctosTeneHas | Koxpone Bcero
paboTa
1.1 Pacnpep,ej'leHme 10 0 16 8 34
Knro4en.
1.2 AyTeHTumkaums. 10 0 14 8 32
1.3 [JononHuTenbHble 8
NPOMEXYTOYHblE 8 0 10 26
NpPOTOKONbI.
2.1 Pabota c 12
npoToKonamm 0 28 12 52
Wtoro: 28 28 52 36 144



https://edu.vsu.ru/course/view.php?id=5415
https://edu.vsu.ru/course/view.php?id=5415
https://edu.vsu.ru/course/view.php?id=5415
https://edu.vsu.ru/course/view.php?id=5415
https://edu.vsu.ru/course/view.php?id=5415
https://edu.vsu.ru/course/view.php?id=5415

14. MeToguyeckue ykasaHus ansi ooyyarowmxcs no 0CBOEHMI0 ANCLUNIIUHDbI

OcBoeHne aucumnanHbl BKNKOYaeT B cebA NEeKUUOHHble 3aHATMSA, nabopaTopHbie
3aHATUS U CaMOCTOATENbHY paboTy obydatrowmxca. Ha nepBomM 3aHATMM CTyOEeHT nosny4vaeT
nHdopmMaLmio Ana A0CTyNa K KOMMNSeKCy y4ebHO-MeToAMYECKMX MaTepUasnos.

JleKUMOHHbIE 3aHATUSI MOCBSALLLEHbI PACCMOTPEHUIO TEOPETUYECKMX OCHOB ANCLMMIINHDI.
JMabopaTopHble 3aHATUA nNpegHasHayeHbl Ans  (GopMMpPOBaHWST YMEHUM U HaBbLIKOB,
3aKpenneHHbix komneteHuuammu no OrNOTM. CamocToaTenbHaa paboTa CTyAEHTOB BKIOYaET B
cebs npopaboTky yuebHOro maTtepuana nekuun, pasdop nabopaTopHbIX 3a4aHU, NOATOTOBKY K
9K3aMeHy.

[lna ycnewHoro OCBOEHWUSI AUCUMMNINHBI peKOMeHAyeTca noApobHO KOHCMEKTUPOBATb
NEKUMOHHbIA MaTepuan, NpocMaTpuBaTb Mpe3eHTauun (Mpu Hammyumn) rno COOTBETCTBYHOLLEN
TeMe, n3yyaTb OCHOBHYIO U AOMNOMHUTENBbHYIO NUTepaTypy pekoMeHayemon bubnuorpaduu,

Mpn MCNonb30BaHMN AUCTAHLMOHHBIX 0O6pa3oBaTENbHbIX TEXHOMOMMA N 3NEKTPOHHOIO
obyyeHMa BbINOMHATL BCe YKasaHua npenopaBaTenen no pabote Ha LMS-nnatdopme,
CBOEBPEMEHHO NoakmtovaTbes K online-3aHATNSAM, cobniogate pekoMeHAaLmm no opraHM3aumm
CaMOCTOSITeNbHOWN paboThl.

15. TMMepevyeHb OCHOBHOW W [OONONMHUTENbLHOW nUTepaTypbl, PECYpPCOB WHTEPHET,
Heo6Xx0AMMbIX AN OCBOEHUA AUCLUNIIUHDI

a) OCHOBHas nuTeparypa:

Ne

NcTouHmK
n/n

KopHueHko, A. A. Kpuntorpadumyeckue metogbl 3awmutel nHdopmaumm : ydiebHoe nocobue / A. A.
KopHueHko, M. J1. FnyxapeB. — CankT-IeTtepbypr : MIYMNC, [6.r.]. —Yactb 1 —2017. — 64 c. — ISBN
1 |978-5-7641-1053-0. — TeKcCT : aNeKTPOHHbIN // I1aHb : aneKTpoHHO-6MbnnoTeyHasa cuctema. — URL:
https://e.lanbook.com/book/111765 (naTta obpawenua: 10.02.2020). — Pexum goctyna: Ana aBTopus.
nonb3oBaTenen.

KopHueHko, A. A. Kpuntorpaduyeckue metobl 3awutbl nHdopmaumm : ydebHoe nocobue / A. A.
KopHueHko, M. J1. FnyxapeB. — CaHkT-lNeTepbypr : MIYTC, 2018 — Yactb 2 — 2018. — 63 c. — ISBN
2 [978-5-7641-1215-2. — TeKCT : aNeKTPOHHbIN // J1aHb : anekTpoHHO-6ubnmoteyHas cuctema. — URL:
https://e.lanbook.com/book/138103 (pata o6paweHusa: 10.02.2020). — Pexum gocTtyna: anst asTopus.
nosib3oBartenen.

6) fononHuTENbHas nuTepaTypa:

Ne
McTOYHUK
n/n
MyruH, B. B. Kpuntorpadwuyeckne npotokonsl : yuebHoe nocobue / B. B. MyruH. — Camapa : NMIYTK, 2019.
3 |—68c.—TeKcT : aneKTpoHHbIN // IlaHb : aNeKTpoHHO-6ubnnoTevHasa cuctema. — URL:
https://e.lanbook.com/book/223319 (pata obpaweHus: 20.01.2020). — Pexum gocTtyna: ons aBTopua.
nosib3oBartenen.

Canuin B. H. Kpuntorpaduyeckune metoabl n cpeactsa 3awwmntbl nHdopmauun / B. H. Canun. — 2010.
4 | (URL:http://www.sgu.ru/files/nodes/11017/V.N._Saliy._Kriptograficheskie_metody_i_sredstva_zashchity_inf
ormacii.doc) (pata obpalienus: 12.05.2019)

B) MH(POPMaLMNOHHbIE 3NTEKTPOHHO-06pa3oBaTeNbHbIE PECYPCHI:
Ne
n/n
5 | OnekTpoHHO-6MbnmoTeyHas cuctema «JlaHby - Pexxum goctyna: https://e.lanbook.com
6 | OnekTpoHHbIV KaTanor HayuHomn 6ubnmotekn BopoHexXckoro rocyaapcTBEHHOIo yHUBepcuTeTa. - Pexum

poctyna: http//:www.lib.vsu.ru.

7 | Kpuntorpaduyeckue npotokonbl (10.05.01)/CtenaHen KO.A. - O6pa3oBaTerbHblii NopTan « ONEeKTPOHHbIN

yHuBepcutet BI'Y». — Pexum gocrtyna: https://edu.vsu.ru

NcTouyHmk

16. NepeyeHb y4eOHO-MeTOANYECKOrO 06ecneyYeHns AnA CaMOCTOATEeNIbHOWN paboTbl

B kauectBe OpMbl OpraHuM3auunm CamMoOCTOATENbHOM paboTbl  NPUMEHSAIOTCA
METOANYECKNE YKa3aHUA AN CaMOCTOATENIbHOrO OCBOEHNS U NpMOBpeTeHNa HaBbIKOB paboThbl
CO cneunanuM3npoBaHHbIM NMporpaMmMHbiM obecnedeHnem. CamocTtoaTenbHas paborta


http://www.sgu.ru/files/nodes/11017/V.N._Saliy._Kriptograficheskie_metody_i_sredstva_zashchity_inf
http://www.sgu.ru/files/nodes/11017/V.N._Saliy._Kriptograficheskie_metody_i_sredstva_zashchity_inf
http://www.lib.vsu.ru/

CTYAEHTOB: U3y4YeHMe TEOpPEeTUYECKOro MaTepuana; noarotoBka K nekuusam, paborta c yyebHo-
MEeTOoOUYECKOWN NUTepaTypour, NoaroToBka OTY4ETOB No nabopaTopHbiM paboTam, NOAroToBKa K
3K3aMeHy.

Onsa obecneyeHnss camocToATenbHOW paboTbl CTYAEHTOB B 3MEKTPOHHOM  Kypce
ANCUMNIIMHBI HA 06pa3oBaTeNbHOM nopTane «ONeKTPOHHbIM yHuBepcuteT BIY» cchopmmpoBaH
y4yebHO-MEeTOAMYECKMI KOMMIEKC, KOTOPbIN BKMYaeT B cebs: nporpammy Kypca, yvyebHble
nocobua u cnpaBo4vHble MaTepuasbl, MeTOOUYECKME YKa3aHWs MO BbIMNOSHEHUIO 3afaHuin
nabopaTopHbix paboTt. CTyaoeHTbl nofny4valT [OCTYN K AaHHbIM MaTepuanam Ha nepBOM
3aHATUN NO ANCLMNSINHE.

17. O6pa3oBaTesnbHble TEXHONOrNMU, UCNOSb3yeMble NMpu peanM3auum y4eoHoun
OUNCLUUNIUNHBI, BKNOYasa AUCTaHUMOHHbIe obpa3oBaTenbHble TexHonoruu (AOT),
3neKTpoHHoe oby4yeHue (30), cMewaHHOe O0by4YeHue)

OvcumnnuHa peanuayeTtca C NPUMEHEHWEM 3MEKTPOHHOrO OOy4eHMA U AWCTaHLMOHHBLIX
obpa3oBaTenbHbIX TexHonornni. [Ona opraHuM3aumm 3aHATUN PEKOMEHLOBAaH OHManH-Kypc
«Kpuntorpaduyeckne npotokosnbl (10.05.01)», pasameLleHHbIn Ha nNnaTdopme 3NEKTPOHHOro
yHuBepcuteta BI'Y (LMS moodle), a Takxe VIHTepHeT-pecypchbl, npuBeaeHHble B n.15B.5.

18. MaTepmanbHO-TeXHU4YECKOoe obecneyeHme AUCLUUNIIUHbBI

YyebHana ayautopus ona nekuun: cneunanuavpoBaHHaa mebenb, KOMNboTep NpenogasaTens,
MYNbTUMELUNHBIN MPOEKTOP, IKPaH.

YyebHana aygutopua ana nabopaTtopHbIX 3aHATUMI: cneuManuanpoBaHHas mebenb,
nepcoHarbHble KOMMbIOTEPDI, MyNbTUMEANHBIN NPOEKTOP, 3KpaH, nabopaTopHoe
obopyaoBaHMe NporpaMmMHo-annapaTHbIX CpeacTB obecneyeHna HoOpMaLMOHHON
6e3onacHocTu.

AyouTtopusa Ona camocTosiTenibHOn paboTbl: yyebHas mebenb, KOMNbTEP C BO3MOXHOCTLIO
NOAKIMIYEHUA K ceTn «VIHTEpPHET» U 3NEeKTPOHHON nnatgopme 3NEeKTPOHHOro yHMBepcuTeTa
BIy.

MporpammHoe obecneyenmne (cm.cpain MTO): OC Windows v.7, 8, 10, Habop yTunut
(apxuBaTopsbl, ann-meHepxepsl), LibreOffice v.5-7, Foxit PDF Reader.

19. OueHo4HbIe cpeacTtBa Ansa nposeaneHus TeKyu.|e|7| n npomemyTquoﬁ aTTecTtauvmn

Mopsanok oLeHKNn OCBOEHUs 06y4alLWUMNCA y4eO6HOro MaTepuana onpegensieTc coaep)xaHmem
cneayloLwWwmMx pasgenos AUCLUNIIUHDI:

Ne HanmeHoBaHuA pasgena KomneTeHuua(un) WHankaTop(bl) OugeHouHble cpeacTBa
n/n ONCUMNINHBI [NOCTUXEHUSs
KOMMNeTeHLUn
1 PacnpepeneHue knouen. OrnkK-10 OrlnK-10.7-10, 20 KoHTpornbHas paboTta
2 AyTeHTucukaums. OlnK-10 OnK-10.7-10, 20 KoHTponbHas paboTa
3 [JononHutenbHble OrnkK-10 OrlnK-10.7-10, 20 KoHTpornbHas paboTta
NMPOMEXYTOYHbIE NMPOTOKOSbI.
4 Pa6oTta c npoTtokonamu OnK-10 OrnK-10.9-11, 20 JNabopaTtopHble paboTbl
lMpomexyToyHan aTTectaums, hopma KOHTpons - 3a4eT MepeyeHb BONpOCOB
(KMMNe1)

20 TunoBble OLEHOYHbLIe CpeAcTBa U MeToAUYeCKMe Matepuanbl, onpegensrowme
npouenypbl oLeHUBaHUA

20.1 TeKywWMn KOHTPOSIb yCneBaeMocCTu
KOHTpOonb ycneBaemMocTM MO AUCUMMNIIMHE OCYLLECTBMSETCA C MOMOLLBI  Creayowmx
OLlEHOYHbIX CPEACTB:
— KOHTPOSibHblE paboThl,
— nabopaTtopHble paboThbl.



MepeyeHb KOHTPONbLHbLIX paboT

[MpoTokonbl u nx Knaccudukauus.

O6meH Kno4ammu cpeacTsaMmyv CUMMETPUYHON KpunTorpaguu.
[MpoTOKONbI OTKPBLITOro pacrnpeneneHuns Koyen.

[MpoTOKOSbI NepefayYm CeKpeTHOro Kitoya no oTKpbITOMY KaHarny.
AyTeHTudurKauna Nnpu BXoae B CUCTEMY.

BpyyeHne 6GUTOB Ha XpaHeHue.

BpocaHne MoHeTbl No TenedoHy.

[loka3aTenbCTBO C HyeBbIM pa3rfialleHnem.

CxeMbl ayTeHTUdUKaUun.

10. MeTopapb! pa3geneHuns cekpera.

11. CKpbITbIN KQHaN CBA3MN.

12. MbICneHHbIN NoKep.

13. MbICNEeHHbIN NOKep C TPEMSA UTPOKaMM.

CoNochwh =

TexHonorus nposeaeHUs

CTyneHT BbIOMpaeT BapyaHT 3afiaHns, OPUEHTUPYACH Ha HOMep 3a4veTku (nocnegHsAs undpa).
CTyaeHT BbINOMHAET MpeAnoXeHHoe rpenogasaTeneM 3ajaHue, npeacraBnseTr ero B
MMUCbMEHHOM Buge, nNpu HeobXOAMMOCTM, KOMMEHTUPYET BbIMNOMHEHHbIE OENCTBUS,
aHanusnpyeT u uHTepnpeTupyeT pe3ynbtatbl. B Kypce npenycMOTpeHO OBEe KOHTPOSibHble
paboThbl (ABe TEMbI U3 CMIMCKA).

KpuTepuu oueHnBaHusA

YpoBeHb
KpuTtepuu oueHnBaHUs KOMNeTeHUMn cchopMMpOBaHH Likana oueHok
ocTu
KOMMEeTeHLU
Bce 3apaHuA KOHTPONbHOW paboThbl BbIMOMHEHbI, apUPMETUHECKUX U MoBbILWEHHbIN OTnnyHo
NOrNYecknx oWnboK HEeT, MOKa3aHO BriaieHNe TEPMUHOSIOTMEN. YypOBEHb
Bce 3apaHuA KOHTponbHOW paboTbl BbIMNOMHEHbI, HO MMEKT MECTO Ba3zosbii Xopouo
ObITb HEe3HauuTemnbHble OWWNOKM (apudmMeTuyeckme, nornyeckne, B YpOBEHb
TEPMUHOSOrnM).
He Bce 3apaHusi KOHTPOMbHOW paboTbl BbIMOMIHEHBI U UMET MECTO Moporosbin YposneTsopu-
ObITb HEeCyLLEeCTBEHHbIE OLWMOKM (apndMeTU4eCKNEe, NIOrnYeckne, B YPOBEHb TenbHO
TepMUHonorun).
3ajaHusa KOHTPOSIbHOW paboTbl HE BbIMOSIHEHLI UM UMEKT MECTO - Heynoenetso-
ObITb CyLleCcTBEHHble OWNOKKM (apudmeTnyeckne, Jormyeckue, B puUTENBHO
TEpPMUHONOrnn).
MepeyeHb NnabopaTopHbIX padboT
1 JNabopaTtopHas paboTa Teopemuyeckue ceedeHusi
Ne1 Tema: pa3paboTka 1. OCHOBHblE NOHATUSA U CBOMNCTBA MOAYNSAPHON apuMeTUKN.
MOAYyNApHOro 2. Onepauuu cpaBHEHUS MO MOAYTHO.
KanbkynsTopa. 3. ObpaTHble N0 MOAYIIO BEMUYUMHDI.

4. Bo3BefieHuWe B cTeneHb No Moaynio.

lNpakmuyeckas 4acmb

Peanuzauma MoaynspHOro KanbKynatopa Ha OAHOM M3 A3blKOB
NporpamMMmnpoOBaHNS.




2 JlabopaTopHas paboTa Teopemuyeckue ceedeHusi
Ne2 Tema: lNMpoTokonsl ¢ 1. OnpepeneHune n CBONCTBa NPOTOKOJSIOB C HYNEBbIM
HyneBbIM pasrialeHneM. pasrnalleHvem.
2. TMpotokon Nunny - Kuckarpa.
3. [potokon ®uarta - Wamupa.
4. Tlpotokon lWHoppa.
lNpakmuyeckas 4acmb
1. Peanusauus n nccnepnoBaHve NpoTOKOMOB.
2. NoproToBKa 1 3alumMTa 0T4€Ta No nabopaTopHoi paboTe.
3 JNabopaTtopHas paboTa Teopemuyeckue ceedeHust
Ne3 Tema: MNMpoToKonbI 1. MNoHaTne ayTeHTuduKaumu.
yaoanéHHom 2. MexaHu3mbl ayTeHTUMUKaLUUn.
ayTeHTUUKaLUN. 3. MexaHu3mbl NpefocTaBneHns Npas.
4. YpanéHHasa ayTeHTudmkaums.
5. Mpotokonbl PAP, CHAP, S/KEY.
lMpakmuyeckasi Yacmb
1. Peanuzauus npotokonoe PAP, CHAP, S/KEY B Buae
NPUNOXEHUS
2. MoparoToBKa K 3awmMTa oT4YéTa no nabopaTopHoi paboTe.
Mpumep bopmMupoBaHMA 3aaaHnA K nabopaTtopHoun paboTe
1. O3HakomMuTbCH C AOBYMA NPOTOKOJTaMN OTKPbLITOro pacnpeaeneHna KIno4en.
2. V|3y‘-IVITb n npmBecTun onncaHme ogHoro n3 Hanbonee SdDdDGKTMBHbIX NMPOTOKOJI0B.
3. PeanusoBaTb ¢ nomoubto MMM Maple nnmn Ha kakomM nMbo A3bike NporpaMmMmnpoBaHus
anroput™ Oudpdun-Xennmaxa.
4. PaspaboTtaTtb 1 peanu3oBaTb anroputM 6pocaHna MOHETbI MO TeNedoHy.
5. OTBETUTb Ha KOHTPOJIbHbLIE BOMPOCHI.
6. CocTtaBuTb OTYET O NpoaenaHHon pabore.

TexHonorusa n poBeneHuA

Bce nabopaTopHble paboTbl 06s13aTeNnbHbI 4118 BbINONHEHMEe. 3aaaHne aBnaeTcsa oowmm ans

BCeEX, BbINOJIHAETCA nHauBmnayasribHO noa HabnoaeHnem npenogaBaTtenAd.

KpuTepuu oueHnBaHusA

oueHnBaeTCa «He 3a4YTeHO», pa60Ta BbINMOJIHEHA HE MOJIHOCTbIO UITN B I'Ipe)J,CTaBJ'IeHHOI;I 4acTtu

OoLEeHMnBaeTCAa «3a4TeHoO», eClin pa60Ta BbIMOJSIHEHA B NOSIHOM 06bemMe (I'IpI/IBeD,eHbI BCe

3aaHnA N OHU nNpaBuibHble, AAHbI I'IOFICHeHI/IFI);

MHOro oLnboK

20.2 NpomexyTo4yHaa atrectauus

I'IpomexyTquaﬂ arrecrtauma no gucuunimHe ocCyulecTBiiAeTCca C NomMoulblo crneayrmnx

OLUEHO4YHbIX CpeaCTB: BOMPOCHI K 3K3aMEHY.

MNMepeyeHb BonpocoB K 3k3ameHy (KUM Ne1)

Noobkwh =

Mepeuncnute pexnmbl paboTbl obyyatoien nporpammbl DES Tutorial.
KakoBa gnvHa kntoya anroputma DES?

UTo 03Ha4vaeT BblpaxeHue "KOHKaTeHauusa 6UToBbIX CTPOK accoumaTmBHa"?
UTto npepcraBnsaeT cobon onepauns no moaysto aea?

YT0 Takoe KpunTonorusa, KpuntorpaMmma, Kpuntorpadus, KpuntoaHanns?
B 4em cocTouT OCHOBHadA naes WngpoBaHna AaHHbIX?

B yem pasnuune n B 4em CXOACTBO LWIM(PPOBAHNA U KOOUPOBAHUA?




8. B uem pasnuumne TepmMunHoB "gelmndgposaHme” n "paciundposaHue”?
9. [na pelueHns kaknx 3aaa4 UCMONb3yeTcs KOAMpoBaHue HopmaLmn?

10. MpuseauTe anroputm nepexoaa oT ABOUYHON CUCTEMbI CYUCTIEHNS K AECATUYHON U
HaobopoT.

11. MpuseanTe anropuT™ nepexona oT LWECTHaAALATEPUYHON CUCTEMbI CUNCTIEHMUS K
AEeCATUYHOM 1 HAaobopoT.

12. OnuwmTe cxemy CUMMETPUYHOTO LIMPOBaHNS MHGOPMAaLMN,

13. Y10 aBnaetca apryMeHToM yHKUMK WindposaHus F?

14. MpuseguTe ynpoLléHHyto cxemy anroputma wudgposaHmsa DES?
15. Mpusegute ynpoluéHHyo cxemy anroputma paciumdgposaHus DES?
16. Mpusegute cxemy peanusauum yHKUMK WindposaHus F.

17. Onuwwute anroput™m peanusaumm "dyHKUWA npeobpasosanus S(i).

18. Urto o3HauaeT pasa "npouecc paclumdpoBaHmns AaHHbIX ABMAETCA MHBEPCHBLIM MO
OTHOLLEHMIO K npoLeccy wudgppoBaHns"?

19. Kakue npeobpazoBaHuns UCMOMNb3YIOTCA NPpU peanu3aumun yHKLUUM LWindposaHns
F(R,K)?

20. Kakue 6UTbI Kntoya He BNUAIOT Ha LiMdpoBaHne? [na Kakux Lenein moryTt
NCnonb3oBaTbCA 3TN BUTLI?

21. Pacwudpynte cokpalueHme "DES".

22. Mouemy (1 Kakne?) nporpamma no6asnseT CUMBOSIbI K CTPOKaM, pasMepbl KOTOPbIX He
KpaTHbl BOCbMU?

23. [Ons kakoit uenu 6bina paspaboTtaHa nporpamma "DES Tutorial"?

24. Yto Takoe  KpPUNTOCTOMKOCTb?  KakoBbl  KOMUYECTBEHHbIE  XapaKTEPUCTUKM
KPUATOCTOMKOCTN?

25. OnuwnTe anroputm nonyyeHuns 48-6uTosbix Kroden K(i).[okaxuTe, 4o
Tabnuua 2 ("KoHeYHasi nepecTaHoBKa") iBNsieTcsl 06paTHOM NOOTHOLLEHUIO K
Tabnuue 1 ("HavyanbHaa nepecTtaHoBka").

26. OnuwnTe YNpoLLEHHYI0 CXEMY aCUMMETPUYHOIO LINGPOBaHNA.

27. Kakosa MakcumarnbHas AfiMHa OTKpbITOro Tekcra B nporpamme DES? MopTteepaute
9KCNEepUMEHTanNbHO.

28. B yeM pasHuLia MexX/1y 3aKpbITON, CEKPETHOMN 1 KOHDUAEHUMANbHON MHopMaLmen?

29. Y10 Takoe LieHa 1 LEeHHOCTb UHdopMaLmumn?

30. Yro nogpasymesaetcsa nof 3hdEKTUBHOCTLIO 3aLMTbI MHGOPMaLN?

31. Yo Takoe cucrema 6esonacHocTn?

32. B uem 3aknoyaloTca nocTynaTbl 6e3onacHocTn?

33. Yem pocturaetca obecneyeHne 6e30MacHOCTM?

34. Yro Takoe cnocobbl 3aLmThl MHOPMaLMN?

35. Uro Takoe NpocTpaHCTBEHHOE, BDEMEHHOE, CTPYKTYPHOE 1 SHEPreTUYecKoe CKpbITHe
UHdopmaumn?

36. B yem cocToAT Lenu 3aLmTbl tHopmaLun?

37. OxapakTepusyinte (pUanM4eckme CUCTeMbI 3aLLMTbl MHOPMaLMN.

38. Ha kakue knacchl pa3aensoTcs MHXEHePHO-TEXHUYECKMe CPpe/ICTBa 3alLmTh
UHdopmaumn?

39. B yem nposBnaoTcs yrpo3sbl uHopmaumum?

40. Yto TaKkoe MHXeHepHo-TEXHNYECKas 3aLumTa MHdopmMaLmmn?

41. Kakum 06pa3om KnaccumLmMpyeTca MHXEHEPHO-TEXHMYeCKas 3almTa nHdopmMaumm?

42. Yto Takoe nHdopmaLmoHHas 6€30nacHoOCTb?

43. Yto Takoe 3awwmTa nHdopmaumn?

44. Mepeuncnnte BO3MOXHbIE BUABI yTeueK MHopmaLmm.

45. Oxapaktepusyinte MeTofbl CAMMETPUYHOTO LUNGPOBAHNA AaHHbIX.

46. Yto Takoe OTHOLLEHNE CPaBHUMOCTU?



47. Yto Ha3bliBaeTCA MosHbIM Ha6oPOM BbIYETOB MO MOAYSIIO N (N - Lenoe YnUco)?
48. Chopmynupyinte 0CHOBHbIE 3aKOHbI MOYSAPHON apUdMETUKM.

49. Yro npepncraenset coboil yHKUmMa dnnepa?

50. B yem coctout Teopema Jinepa?

51. Cchopmynupyinte manyto Teopemynfbepma.

52. Kak HaitTu coyHKumio Jiinepa (p(H pi"), rae P; - npoctble uncna, N u I; -
i=1
HaTypanbHble Yyncna?
53. [aitte onpepaenexne BenuumHbl, 06paTHoOM Lernomy unuciy d no mogymio N .
54. OxapaKTtepu3yiTe OCHOBHbIE CMOCOBbLI HAXOXAEHMS 0BPATHbIX MO MOAYII0 BESNYUH.

55. Urto Takoe AucKpeTHbIn norapudm? B yem 3akniovaerca npobrnema AUCKPETHOro
norapmmmpoBaHma?

56. Oante onpenenexHne kpuntocuctemMsl (Lundgpa).
57. Yto Takoe kpuntocucrema Anb Famana?

KpuTepum oLeHKM OTBETOB Ha BOMPOCHI 3K3aMeHa

[na oueHnBaHuA pe3ynbTaToB 00yyYeHUs Ha 3K3aMeHe Mcnonb3yeTcs - 4-6annbHas wana:
«OTIIMYHO»,  «XOPOLLO»,  «YyOOBNETBOPUTENIbHO»,  «HEYAOBNETBOPUTENbHOY,  KpUTepuu
OLEHMBAHUS NpUBEAEHbl HNXE.

OueHKa «OTNWYHO» - CTYAEHT [AEMOHCTpUpyeT rnybokoe MOHMMaHWe TeMbl, YMeeT
pPacnpoCTpaHATb BblTEKAOLMNE U3 TEOPUN BbIBOAbI.

OueHKa «XOpoLUIo» - CTYAEHT AEMOHCTPUPYET NOHUMAHNE TEOPETUYECKUX NMOSIOXKEHUN TEMbI U
6a30BbIX MOHATMI, HO [OOMYyCKAeT HEeTOYHOCTM B OTBeTax, WCMbITbIBAET 3aTpyAHEHMS B
NPUMEHEHMMN 3HAHUI K aHanNn3y COCTOSIHMUA NPOEKTa.

OueHka «ya0BNeTBOPUTENbHOY - CTYAEHT OTBEYaEeT He Ha BCe NPeAnoXeHHbIe BOMPOCHI, HO He
MeHee, 4YeM Ha TMOSIOBUHY U3 HUX; He [AEeMOHCTPUpPYeT CrocOBHOCTM  MNPUMEHEHMUS
TEopeTMYEeCKMX 3HAHWUI AJ1si aHann3a cuTyauui.

OueHKa «HeynoBnNeTBOPUTENbHO» - CTYAEHT AEeMOHCTPUPYET HEeMoHWMaHue TeopeTUYECKUX
OCHOB 1 6330BbIX NOHATUI Kypca.

OueHka npoMexyTo4yHOW aTTecTaumm (opMUpyeTCa KakK WUHTerpanbHad oueHka no
cnepytowen copmyne (Mpyn OKpyrneHMM OLEHKU WCNONb3YeTCa MpaBuiio MpaBUSIbHOrO
okpyrneHus. Npu nony4yeHun oueHkn He MmeHee 3 6annoB, BbICTaBNSAETCA «3a4yTeHO», MeHee 3
6annoB - «He 3a4TeHo». [1pnaTom, BCce nabopatopHble paboTbl AOMXHbl ObiTb BbIMOMHEHbI U
3alMLLEeHb!

anom_am = O’ZQKPl + O’ZQKPZ + O’6Q3K3

Mpun OKpYrneHnn oLeHKN UCnosb3yeTcsl NPaBUo NPaBUIIbHOIO OKpyrneHus. Mpu nonyyeHum
OLEHKN He MeHee 3 6annoB, BLICTABNSAETCH «3a4TeHO», MeHee 3 6annoB - «He 3a4TeHoy. [pu
3TOM, Bce nabopaTtopHble paboTbl AOMXHbI ObiTb BbINOSHEHbI U 3aLLULLEHbI.



20.3 ®oHA OLEHOYHbIX cpeacTtB CcPOPMUPOBAHHOCTU  KOMMNETEHUUMA CTYOEeHTOB,
pekomMeHAyeMbIN ANA NpoBeAeHUA ANarHoCTM4YeckMx pador

OlNK-10 CnocobeH aHanuM3npoBaTb TEHAEHLUN Pa3BUTUA METOAOB U CPeAcTB KpunTorpacduyeckomn
3awmTbl MHPOPMaLUK, UCNONb30BaTb CPeAcTBa Kpuntorpaduieckon 3awmTbl Hopmauum npum
pelwieHMM 3aga4 npodeccMoHanbHOM AeATeNIbHOCTY;

1) 3aKpbiTble 3aaHNS (TECTOBbIE, CPEAHWI YPOBEHb COXHOCTH):

1. OTHoweHue a = b (mod n) BLINOMHAETCH €Cnu
a) a=b+kn, k,a,bneZ, abn=+0
b) a=logy b, k,a,bn€Z, a,bn+0
c) a=>bfmodn, k,abn€Z, abn=0
d) a =k’modn, k,a,bn€Z, abn=+0
2. [Ons dyHkuumn Snnepa cnpasennveo ¢(n) = (p — 1)(q — 1), ecnu:
a) p?™ = gmodn
b) p v q npocTblie MHOXUTENM N
c) Vix,p)=1x9=xmodp
d) Vx€GF(p), x#0x7 1 =1modp
3. OuckpeTHoe norapudmmpoBaHune aenseTcss obpaTtHon 3agadve ans:
a) dakrtopmsauum
b) HaxoxgeHunst MoaynibHOM 3KCNOHEHTI
c) PasnoxeHusi uncna Ha NpoCTble MHOXUTENN
d) HaxoxageHusa 3HavyeHns pyHKuumn dnnepa
4. K npobnemam CMMMETPUYHBIX LUMAPOB HE OTHOCATCS:
a) 3apgava pacnpocTpaHeHUs Kntodemn
b) O6ecneyeHne NOANMHHOCTH
C) Hu3kas KpMNTOCTOMKOCTb
d) PocT konnyecTBa Kntoyen npu pocte ymcria aboHeHToB
5. KaccumeTpuyHbIM KpUNnTOCMCTEMAM OTHOCATCS:
a) AES
b) Anroputm OQudpdu-XennmaHa
c) Anroputm Onb-Iamans
d) RSA
6. HeobxogmMmbiM ycrnoBmeM Ans UCNOSb30BaHMSA PYHKUMN B Ka4eCcTBE OAHOCTOPOHHEN
ABNsAeTcs:
a) TeopeTnyeckast HeobpaTUMOCTb
b) lNpakTnyeckas HeobpaTMMOCTb
c) [lpakTnyeckas n TeopeTmyeckas HeobpaTMMoCTb
d) Hu ogHO 13 nepeyncneHHbIxX
7. 3apgava pasnoxeHus 6onbLIOro LEenoro Yncna Ha MHOXUTENN Ha3blBaeTCs:
a) [duckpeTHbiM norapudmMmnpoBaHnem
b) HaxoxgeHvuem BbIMETOB MO MOLYIHO
c) dakrtopusaumen
d) 3apgauyen depma
8. O®yHkuus f: X — Y, yoosneTtsopsiowas ycrnosuto It 3g(y, t): g(y, t) = f1(y), rae g(y,t)
BblYMCIIMMA 3a NONMHOMMAnNbHOE BpeMs Ang t HasblBaeTcs:
a) OgHOCTOpOHHEN OYHKLUMEN C NOBYLLKOWN t
b) TeopeTnyeckn HeobpaTMON PyHKUMEN C OTKPbITLIM NapameTpom t
c) OpHOCTOpOHHEN OYHKLMEN C NOBYLLUKOW g
d) TeopeTtnyeckn HeobpaTUMON PYHKLMEN C OTKPbITLIM NapamMeTpoMm g
9. Kakne n3 KpunTocMCTEM HE NCNOMb3YITCA B pexnme LmdpoBor noagnnucn?
a) RSA
b) Onb-Mamans
c) Auddu-XennmaHa
d) SHA



10. 3akpbITbiM Knto4OM B anroputme RSA gasnsietcs:
a) lNpon3BonbHO BbIGpaHHOE YNCIO, B3aUMHO NPOCTOE CO 3HAYeHneM pyHKUnn Arnepa
b) MynbTunnukaTneHo obpaTHOE YMCNO, BblMUCHEHHOE NOo anroputmy EeBknuaa
11.OTKpbITbIN KITHOY B cxeMe Anb-l"amans nosny4varoT Npy NOMOLLM:
a) Bbibopa npon3BOMbHOMO LEesioro Yncra, MeHbLIEero Yem OTKPbITbIN napameTp
b) Bwibopa 4mcna, B3aMMHO NPOCTOro CO 3HaYeHNeM PyHKUMK dnnepa
c) OnpepeneHnem obpasyloLLero anemeHTa nons
d) PelweHnem 3agavm gUCKPETHOro norapudMmnpoBaHns
12. Anroputm PabuHa ocHoBaH Ha anroputMe:
a) Ouddun-XennmaHa
b) Onb-Mamans
c) RSA
d) AES
13. Anroputm PabuHa-Munnepa sasnsietcss cnocobom:
a) [MpoBepku yncna Ha NPOCToOTy
b) PasnoxeHnsa yncna Ha COMHOXUTENU
c) PelleHnsa 3agaun OUCKPETHOrO fiorapnpmmpoBaHus
d) BbluncrneHusa pyHkumn Aunepa
14.YacTblo cTaHAapTHOro npoTokona AL Ha ocHoBE acCMMETPUYHOM KPUNTOCUCTEMBI HE
ABNSAETCA:
a) WndpposaHne 3HaveHNsa xeL-pyHKLUUK
b) lNepecbinka cooblieHna JoBepeHHOMY NOCpeHUKY
c) [eHepauus 3aronoBka ¢ NOEHTUPMKALMOHHON MHdOPMaLMEN
d) lNepepada agpecaTy AOKYMeEHTa U ero 3amngpoBaHHON CBEPTKM
15.0T1 cxem accumeTpuyHoro wudposaHmsa LM otnuyarca Tem, YTo:
a) TpebyeT goBepeHHOro nocpeaHunka
b) Kpuntocuctemy hopmmpyeT oTnpaBuTenb
c) He moxeT ncnonb3oBaTbCs COBMECTHO C LUMpOBaAHNEM
d) He TpebyeT TeopeTnyeckomn HeobpPaTMMOCTM OAHOCTOPOHHNX AOYHKLINI
16.K ocHOBHbIM TpeboBaHMAM K xeLl-(PyHKLMM HE OTHOCSTCS:
a) Huskasi BepoATHOCTb coBnageHusa fanmpkecra pasHbiX JOKYMEHTOB
b) HeobpatnumocTtb
c) OpgHo3Ha4yHOCTb
d) YcTonumBOCTb K MOUCKY KONNU3Ni
17.0Tnun4ne KpMNnToNPOTOKOMa OT KpUnTocucTeMbl No LLIEHHOHY COCTOSAT B:
a) HepoBepun y4acTHUKOB KpunTooOMeHa apyr opyry
b) BO3MOXHOCTb MHTEPAKTUBHOCTU
c) Bbicokue TpeboBaHus kK CKOPOCTU MHGOPMALMOHHOrO obmeHa
d) Huskne TpeboBaHUA K HAAEXHOCTU LLIMGPOBAHMUS
18.T1poToKonbl ayTeHTUdUKaLNKN ABMAAKOTCA:
a) YacTHbIM criyyaemM MHTEPaKTUBHbLIX CUCTEM JoKa3aTenbCTBa
b) PasButnem cxembl BU3AHTUINCKOrO CornalleHuns
c) Mogudukaumen cxemsl LLIHoppa
d) pynnoBbIMM KPMNTOMNPOTOKONIAMU
19. 3akpbITbIN KNHOY B aCCUMETPUYHOM LUNPPOBaAHUN ABMASIETCS:
a) 3HadeHueM (pyHKUUKM Bunepa Ans OTKPbITOro Kr4a
b) MoaynbHOM 3KCMOHEHTOM OTKPbLITOrO Kro4a
c) Haunbornblimm BblHETOM NO MOLYMO OTKPLITOrO NapameTpa LWndpoBaHus
d) JloByLuKOM OOHOCTOPOHHEN PYHKLMU
20.CuncteMbl C OTKPbITbIM KITHOYOM HE UCMOMb3YHTCS:
a) [nsa pacnpegeneHns 3akpbITbiX KNIOYEN CUMMETPUYHBIX KPUMTOCUCTEM
b) Onsa ckpbiTon nepeaayv nHgpopmaumnm
c) Ansa ayteHTudmkauum
d) Kak camocTosiTenbHble KpUNTOCUCTEMbI
21. TeopeTnyeckn 0QHOCTOPOHHUMUN Npeobpas3oBaHUAMM ABNAOTCA:
a) dakrtopusauus



b) JlorapngpmmpoBaHme B KOHEYHOM Mofe
Cc) MopgynbHas aKcroHeHTa
d) Hu ogHO 13 nepeyncneHHbIxX
22.B kayecTBe 0AHOCTOPOHHEN DYHKUMKN B KpunTocucTteme RSA BbICTynaeT:
a) OyHKuua dunepa
b) OwuckpeTHoe norapudpmmpoBaHue
c) MogaynbHas aKCrnoHeHTa
d) CaepTka xeLww-gyHKUMEN
23.06006ueHHas mogenb aCCMMETPUYHOrO Wngpa onpenensdeTcs:
a) Anrebpon kpuntonpeobpasoBaHusa A(X, K,Y,f)
b) Anrebpamun npsamoro Az (X, Kg, Y, E) n obpaTtHoro
Ap(Y,Kp, X, D) kpuntonpeobpasoBaHus
c) Anrebpamu npsamoro Az (X,Kg, Y, E) n obpaTHoro
Ap(Y,Kp,X,D) kpuntonpeobpasoBaHua n pyHkumen f: Ky — Kp
d) Anrebpamu npsamoro Az (X, Kg, Y, E) n obpaTHoro
Ap(Y,Kp, X, D) kpuntonpeobpasoBaHusa n yHKunamu f: Ky - Kp n g: Kp = Kg
24.YnpaBneHue KroyYamm BKoYaeT:
a) [eHepauuto kno4en
b) PacnpeneneHue kntoyen
C) XpaHeHue Kno4en
d) Bce nepeyuncneHHoe
25. HepaBHOCUMbHbIE KINKOYM 3TO:
a) Ya3BMMOCTb KpuntocucteMmbl DSA
b) Ya3BMMOCTb BCEX aCCUMETPUYHbBIX KPUMTOCUCTEM
c) Cnocob obecneveHns pasHoON KPUNTOCTOMKOCTU ONA KNOYEN pa3nnyHoro smaa
d) Cnocob6 pasrpaHnyeHuns 4ocTyna K yCTPOMCTBY NOANMUCU CEPTUDUNKATOB
26.KonnabopaTtnBHas ataka Ha LleHTp cepTudunkaumm peannsyetcs nocpeacteam:
a) lMoppenkn ncrekwero ceptudurkaTta
b) lNony4eHna cepTucmkaTta Yyepes nHcangepa
c) W3meHeHue nepmoanyHoCTn pecepTudunkaumm
d) lNMepexsaT cepTuhmkata «4enoBeKOM nocepeanHe»
27.MeTog 6nyxgaroLmx Krnovemn aTo:
a) Cnocob aTtaku Ha L|PK
b) Cnoco6 nogaenkun SUIM
c) Cnocob oBHOBMEHNSA KtoYeN
d) Cnocob6 pacnpeneneHns Kno4vemn
28.VIHTennekTyanbHble KapTOYKM UCMONb3YHTCS ANS:
a) [eHepauuu knoyen
b) PesepBupoBaHua kntovemn
c) PacnpepeneHus kroyen npu LeHTpanM3oBaHHOM yrpasreHnm
d) PacnpepgeneHus knoyen npy pacnpegeneHHoM ynpasnieHmm
29.CepTundumkaT OTKPLITOro Kno4ya aboHeHTa 3TO:
a) JOUI snagenbua knoya
b) OUIT noBepeHHOro y4actHuka obmeHa
c) 3UIN nony4atens coobuieHus
d) BpemeHHas meTKa kntoya
30. [lenoHupoBaHue Knoya aTo
a) Cxema reHepaunmn ceaHCOoBbIX KrtoYen
b) Cxema cokpbITnsa nHpopmaumm oT opakyna
c) YacTtb npoTokoria ayTeHTudukaumm
d) Cnocob pe3epBnpoBaHus Kno4ya
31. OCHOBHbIMW HegoOCTaTKaMu NPOrpaMMHON peanu3aumm WNgpoBaHNa ABNAKOTCS:
a) Hwuskas npon3BoANTENBHOCTb
b) OTtcytcTBME MEXaHM3Ma SKCTPEHHOTO YHUHTOXEHUS KIo4va
c) BbiTecHeHue knoveBon nHpopmaumm ns O3Y Ha XKeCTKUN OUCK
d) CnoxHocTb pacnapannenueaHus npoLecca WnudpoBaHus



32.Anroputm PabuHa aBnsieTcs pasHOBUAHOCTLH CXEMb:

a) Anb-Mamans
b) DSA
c) RSA
d) AES

33.HeobpaTtumocTb kpuntonpeobpasoBaHus RSA obecneymBaeTcs:

a) lNpuBegeHnem No Mooy CEKPETHOro napameTpa npu WgpoBaHUM OTKPLITOrO
TeKkcTa

b) lNpuBeaeHnem no moaynto yHKUMM dnnepa npu WndpoBaHUN OTKPLITOrO TEKCTA

c) lNpvBegeHnemM no moaynto PYHKUUKN Snrepa Npy BblMUCNIEHUM 3aKPbLITOrO KIo4a

d) lNpuBegeHnem no moayno PyHKUMKM Jrnepa npu BblMUCIEHNN OTKPLITOrO Kroya

34. dyHKkuma noctpoeHusa SUIM nerko BbvmMcnseTca no:

a) OTpbITOMY Kntouvy

b) 3akpbiTOMy Kntovy

c) OyHKuMKM Drnepa OTKPLITOro NapamMmeTpa

d) Hdangxecty xew-OyHKUUN OTKPLITOrO TeKCTa

35.C pocToM BpeMeHu AeNCTBMS KItoYva NnoTepu Npy ero KOMNpomeTauuu:

~N o

8.

9.

a) YeenunuuearTcs
b) CHwuxatoTcs
C) YBenuumBarTCs ANS LEHTPanM30BaHHOMO N CHMWXKAKTCA ANs pacnpeaeneHHoro
yrnpaBneHus
d) He nsmeHstoTca
OTKDbITblE 3aaHNA (TECTOBbIE, CPEAHWUI YPOBEHb CIIOXHOCTH):

Kakoe oTHoLleHMe BbINOMHSETCA Mexay a u b, ecnu BeinonHseTcs a=b+

kn, k,a,b,n € Z, a,b,n # 0 OTBET: CPAaBHNMOCTb MO MOAYMO N

HaszoBute HanbonbLwnm obLwmn genntens Ans B3aMMHoONPocTbix yucen a n b Oteet: 1

Kakas 3agaya obpaTtHa 0gHOCTOPOHHEN DYHKLMN BbIYUCNEHUS MOOYbHOM 3KCMOHEHTHI C
PouKCMpoBaHHbIM OCHOBaHMeM 1 Mmoaynem? OTBeT: AUCKPEeTHOe forapupmmpoBaHme

Kakasi cxema ynpasneHus Knovamm peanusyeT pasgefieHUn CEKPeTHOro Kroya Ha
KOMMOHEHTLI, pacnpefeneHHble cpean neranbHbiX aboOHEHTOB, Takoe YTO BOCCTAHOBMNEHNE
BO3MO>HO TOSIbKO NpY 06beaNHEHNN HEKOTOPOWN YacTn 3TUX KOMMNOHeHT? OTBeT: pasaeneHve
cekpeTta

HasoBuTe anropntm xewmpoBaHus, pa3paboTaHHbIN AN COBMECTHOMO MCNOSb30BaHUSA C
DSA OtBet SHA

Kakown n3 ctopoH obmeHa hopmmpyeTcs 3akpbiTbin kntod B cxemax SUIM? OTeet
oTnpaBuTenb

CnoXHOCTb peLLeHNs Kakor MaTemMaTU4eckon 3agadn onpeaensaeT CTOMKOCTb anroputma
RSA? OTtBeT: ®akTopusayms

K kakoMy Knaccy KpynTtonpoTOKOMoB OTHocuTcs cxema LHoppa? OTBeT: ayTeHTudmKauus
Kakas npoueaypa ocyLecTBnseTca nocpeacrTasam cnenyowmx sbiumcnednin R; = E, (E,(T;) @
V), Vier = Ex(Ex(T)) @© R;) roe R; - cnyyanHoe uncno, E;, - wndpoBaHme Ha cneumanbHOM
kntoye k, V, - cekpeTHas 64-6uTtHasa ctapToBasi NocneaoBaTenbHOCTb, T — MeTKa BPEMEHN?
OTBeT: reHepaunsa CeaHCOBOrO Kritoya

Kakon npoTokon pe3epBMpoOBaHNSA Kitova peanuayeTcs NocpeacTBam ero BOCCTaHOBIIEHUS U3
yacTewn, pacnpeaeneHHbix Mexay neranbHbiMn aboHeHTamn? OTBET pasgeneHne cekpeTa
Kakon n3 BugoB S aBnsieTcsa YaCTHbIM CRyYaeM COKpbITUS MHGOpMaLmMmK OT «opakyna»?
OTBeT cnenas noanucb

10.PeweHnem Kakon 3agayv Npon3BOANUTCA CpaBHEHUE 3HAYEHUM NapameTpa y pasfinyHbIX

aboHeHTOB 6e3 pacKpbITUSA 3TUX 3HAYEHMI NP 3aLUMLLEHHbIX BblYMCTeHnsax? OTBeT 3agaya o

AOBYX MUIinoHepax

11.Kakas ataka nossonseT danbcudpuumpoatb ILMN RSA 6e3 3HaHUA 3aKpbITOro Kroya npu

onpepeneHHomM 3Ha4YeHnn ero XeLLI-(byHKLI,VIVI? OTtBeT MYJIbTUMJTMKATUBHaA aTaka

12.YacTHbIM Cny4yaeMm Kakux NpoTOKOSIOB SABMISKOTCA NPOTOKONbI ayTeHTudukaunn? OTeeT

NHTe pakTnBHaa CUCTEMA AOKa3aTelibCTBa



13. Kakoun KpynTonpoTOKON peanu3yeTcd CUMMETPUYHON KPUNTOCUCTEMOW, Takas YTo
Dy (f(Ex(x))) = f(x), rae k — cny4anHbI CekpeTHbIN Kntod, Ey, D, — npsmoe 1 obpatHoe
KpuntonpeobpasoBaHue, f(X) — TpygHOBbIMMCIMMAS LieneBas PYyHKUUS, X — CEKPETHbIN
aprymeHT? OTBET COKpbITUE MHOPMaLMn OT opakyna

14.Kaknm matematuyeckum o6beKTOM npeacTaBnsaeTcsa «TeHb» B cxeme bneknu pasgeneHus
cekpeta? OTBET NMNEpPnOCKOCTb

3apaHua pasgena 20.3 peKOMEHAYHTCA K UCMNOMb30OBaHUKO MpU  NpoBeAEeHUMU
ANarHoCTUYEeCKUX paboT C Lenbio OLEHKNW OCTaTOYHbIX pe3yrbTaToB OCBOEHMA AaHHOW
ANCLUNIINHBI (3HAHUW, YMEHUIN, HAaBbIKOB).



