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PABOYASA NPOrPAMMA YYEEHOW OAUCLUMUNINHbBI

B1.5.33 be3onacHoCTb UH(POPMALIMOHHBLIX U aHANUTUYECKUX CUCTEM

1. Wndp n HanmeHoBaHUe HanpaBreHUs NOAroToBKMU/cneumManbHOCTH:
10.05.04 N'HhopmMaLUMOHHO-aHaNUTUYeCKMe cucTeMbl 6e30nacHoOCTU

2. Mpodunb nogrotoBku/cneuymanusaumm: WHdpopmaumoHHass 6e3onacHoOCTb
PMHaAHCOBbBIX N SKOHOMUYECKUX CTPYKTYP

3. KBanudmkauma (cteneHb) BbINYCKHUKA: creunannct
4. ®opma ob6pa3oBaHUA: OYHas

5. Kadegpa, oTBevawowas 3a peanusauMio OUCUMNNUHLI:  Kadeapa
mMaTemaTU4eckoro aHanmsa

6. CoctaBuTENM NporpaMmmbl:
Hawngtok dununn Onerosud, KaHg. pus.-maT. HayK, OLEHT Kadeapbl MaTeMaTn4ecKkoro
aHanusa

7. PekomeHpoBaHa: HaydyHo-meToamnyecknm CoBeToM MaTeMaTuyeckoro cakynbteTa,
npoTtokon Ne0500-07 ot 03.07.2018r.

8. YuebOHbIK roa: 2018/2019 Cemectp(-bl): 7



9. Llenu n 3apauv y4e6HON AUCLUMUNNUHDI:

B pesynbtate nsyyeHus 6a3oBon YacTtu uukna obyvatomnncst AOSMKEH:

3Hameb:

- CYWHOCTb M MNOHATUE WHdOopMauuKn, WMHGpopMauMoHHON 6Ge3onacHOCTU W
XapakTepuUCTUKY ee COCTaBAILMX;

- UICTOYHUKK 1 Kraccmdmkaumio yrpo3 nHpopmaumoHHon 6e30nacHoOCTU;

- OCHOBHble cpeactBa M cnocobbl  obecneyeHna  MHAPOPMALMOHHON
6e30nacHOCTU, NPUHLMMNBI MOCTPOEHMSI CUCTEM 3aLLUTbl MHGOPMaLNK;

- OCHOBHbI€ BUAbI 1 yrpo3bl 6€30MacHOCTM OnepaLMOHHbIX CUCTEM,;

- OCHOBHble CcTaHgapTbl B 00MactM WMH(OKOMMYHUKALMOHHBIX CUCTEM U
TEXHOSIOMUMN;

- 3alUNTHbIE MEXaHN3MbIl 1 cpeacTBa obecnevyeHnss ceTeBon 6e30nacHOCTY;

- cpeacTBa U MeToAbl NPeaoTBpaLLEHMS U OBHAPY>KEHNS BTOPXKEHWUI;

- OCHOBHble OTeYeCTBEHHble W 3apybexHble CcTaHgapTel B obrnactu
KOMMblOTEPHOM 6€30MacHOCTY;

- OCHOBHble MEeTOAbl OpraHu3auMoHHOro obecnedyeHnss WMHGPOPMaLMOHHON
©es3onacHocTu cneuunanbHbix AUC;

- NTOTMKO-JIMHIBUCTUYECKNE OCHOBbLI 06pabOoTKN AaHHbIX U 3HAHWI B cneumanbHbIX
ANC;

- METO40SIOrMYEeCKNE OCHOBLI, METOAbI M CPeACTBa MOAENMPOBAHNS NPeaMETHOMN
obnactu cneuunansHbix AUC;

- METOAOSIorMYeckMe OCHOBbl, MeToabl M CcpeactBa  MOLENMPOBaHUSA
cneyunanbHbix AUC;

- MeTogbl MOCTPOEHMS W  UCCNeaoBaHWA  MaTeMaTUYecKux  Moaenemn
cneyunanbHbix AUC;

- MEeToAdbl MNNaHMPOBAHUA M ONTMMU3ALMM KOMMNBbIOTEPHBIX SKCNEPUMEHTOB C
Mmoaensamu cneumanbHbix AUC;

- MeToLONnorm4yeckme  OCHOBbI, MeToabl W cpeacTBa  MOCTPOEHMS
pacnpegerneHHbix cneymansHbix AUC;

- CMCTeMbI pacnpeneneHHon o6paboTkm AaHHbIX, CNONb3yeEMbIE B CneumanbHbIX
ANC;

- HOpMaTMBHYyKO 0asy, pernameHTUpyrLLlyl0 COo34aHMe U JKchnnyaTauuto
cneymnanbHbix AUC;

- HasHa4yeHne 1 Knaccudukaumo MHPOPMALMOHHBIX N aHANUTUYECKUX CUCTEM,
CUCTEM ynpaBrieHus;

- NPUHUMNLI 3KcnnyaTauun un conposoxaeHns AUC;

ymemsn:

- KnaccuguumpoBaTtb U OUeHUBaTb Yrpo3bl MHGOpPMaLMOHHOM Be3onacHOCTU Ans
obbekTa nHopmaTmsaumm;

- dopmanusoBaTtb nNpeaMeTHyt obnacTb € uenbko co3gaHus 6a3 gaHHbIX “
9KCMNepTHbIX CUCTEM,;

- MCNOMb30BaTb MOAENU LaHHbIX W 3HAHUW NS peLlUeHUs CTaHO4apTHbIX 3agad
aBTOMaTU3aLmu;

- pewaTb 3agjayuM uccnefosaHust  cneuumanbHblx  AUC  meTogamu
MOAENMPOBaHUS;

- NMPUMEHSATb A3bIKOBbIE, MPOrpaMMHbIE M annapaTHble CpeacTBa MUCCrneaoBaHus
9(pPEeKTUBHOCTN  TEXHONOrMYecKnx  npoueccoB  o0b6paboTkm  mHopmauum B
cneuyunanbHbix AUC;



- pewaTb 3agayn  NOCTPOEHUST K IKChnyaTtaumm  pacnpeneneHHbIX
aBTOMAaTU3NPOBAHHbIX CUCTEM 00pPabOTKM AaHHbIX;

- NPOEKTMpOBaTb M conpoBoOXAaTb Tunosble cneunanbHble AWC, nokanbHble
ceTu;

- NPUMEHATb 3alUULLEHHbIE MPOTOKOSbI, MEXCETEBbLIE 3KPaHbl M CpeacTsBa
0OHapyXeHns1 BTOPXKEeHU Ans 3awmTbl MHGQOPMaUnn B CETSX;

- OCYLLECTBNSATb MEPbl MPOTMBOAENCTBUSA HapPYLUEHNSIM ceTeBon 6e30nacHOCTM C
MCNONb30BaHMEM Pa3fMYHbIX NMPOrpPaMMHbIX U annapaTHbIX CPeACTB 3aLUNThbI;

-  Monb30BaTbCs CpeacTBaMM  3alUMTbl, NPEaoCTaBMSAEMbIMM  CUCTEMaMMU
ynpaeneHus 6asamu gaHHbIX;

- NPUMEHATb OTeYeCTBEHHble W 3apybexHble CcTaHgapTbl B obnactm
KOMMbIOTEPHON Ge3onacHOCTM Ans  MPOeKTUpOBaHus, pas3paboTkm U OLEHKK
3aLMLULEHHOCTN KOMMbLIOTEPHLIX CUCTEM,;

grademsn:

- HaBblkamu 6e30MacHOro  MCMNOSIb30BaHUS  TEXHWYECKMX CPeacTB B
npodeccnoHanbHON AeATENbHOCTH;

- HaBblkaMM  MOOENMPOBAHUSA  TEXHOSIOrMYECKMX npoueccoB 06paboTku
nHdopmauum B cneumanbHblx AWC c 3agaHHOM  CTeneHbld  CTaTUCTUYECKOM
HaOEXHOCTU Pe3ynbTaTos;

- HaBblkaMM WUCCredoBaHMsA MaTeMaTUYeCcKUX MoAenen TEeXHOMOrMYecKnx
npoueccoB 06paboTkn nHdopmaumm B cneunansHbix AVIC ¢ uenblo oueHKn KayecTBa n
onTUMM3aLMN XapakTepucTuk cneymansHbix AUNC;

- HaBblkaMW aHanM3a W CWUHTEe3a CTPYKTYPHbIX U  YHKUMOHAIbHBbIX CXEeM
TEXHOSIornM4yeckmnx npoteccos 06paboTkn nHopmauum B cneumansHeix AUC;

- HaBblkamMu BblbOpa ©n  0OOCHOBaHWA  KpuTepueB  3(PPEKTUBHOCTH
dyHKUMOHUpOBaHUSA crieumansHbeix AUC;

- HaBblkaMK aHanM3a NporpaMmMHbIX peanu3auuni;

- MeTogaMmn 1 cpeacTBamMu BbiSiBfieHUs yrpo3 6e30nacHOCTU KOMMbHOTEPHbBIM
cucrtemawm;

- MeTodaMm MoAenuMpoBaHusi 6e30MacHOCTU KOMMbKOTEPHbLIX CUCTEM, B TOM
ynucne, MOAENUPOBAHUSA yNpaBfeHMst OOCTYNOM M WHAOPMALVOHHLIMKA MOTOKaMn B
KOMMbIOTEPHbIX CUCTEMAX;

- OCHOBaMu MapLipyTu3auMm W ynpaerieHUsi MOTOKaMW B CeTAX nepegaydn
MHopMauuu;

- NPOCTENLLUMMM METO4AMM KpUNTOrpadouyecKoro aHanumsa;

- npocTeMwuMmMuM MeTogamMu aHanusa 06es3onacHocTM  KpunTtorpaduyeckmx
NPOTOKOJIOB.

10. MecTo y4yebHOM AncUUNNUHBLI B cTpyKType OOI:

OucumnnuHa «be3onacHOCTb WHAOPMALMOHHBIX U aHANMUTUYECKUX CUCTEM»
BxoguT B 0asoByio 4YacTtb auvcumninH  PegepanbHOro  rocygapCTBEHHOMO
obpasoBaTenbHOro craHgapTa BbICWEro npodeccmnoHansHoro obpasosaHus (ProcC
BO) no HanpaeneHuto 10.05.04 «WHPOPMALNOHHO-aHANUTUYECKNE  CUCTEMBI
©e3onacHoCTU.

OucumnnuHa «be3onacHoCTb WMHAOPMAUMOHHBIX WM aHaNUTUYECKUX CUCTEMY»
GasnpyeTcsi Ha 3HaAHUAX, MOMYYEHHbIX MO OUCKPETHOM MaTemaTuke, UHOopMaTUKe,
YMCNEHHbIM MeTo4aM U MeTogam ONTUMMU3ALINN.

MpnobpeTeHHble B pes3ynbrate o0Oy4eHUs 3HaHUS, YMEHUSI W  HaBblKK
NCNonb3yTCs B paMKax nocnenyroLwmnx npeamMeToB:



- MPUHLUMNbI NOCTPOEHUS, NPOEKTUPOBAHUS 7
aBTOMATM3UPOBAHHbIX MHPOPMALIMOHHBLIX CUCTEM;
- ynpasrieHne MHOopMaLMOHHON 6e30MacHOCTbHO.

aKcnnyaTtauuun

11. MnaHupyemble pe3ynbTaTbl OOy4YeHUSA MO AUcUUNIMHE/MOoAyM (3HaHUSA,
YMeHUsi, HaBblKkW), COOTHECEHHble C MMaHUpPyeMbiMU pe3ynibTaTaMu OCBOEHMS
o6pa3oBaTenbHOM NporpaMmmbl (KOMNETeHUUAMU BbINYCKHUKOB):

KomneTteHumsa
lMnaHnpyemble pe3ynbTaTbl 00y4yeHus
Kona HassaHune
OlK-7 | cnocoBHOCTLIO 3HaTb:  aTanbl  pa3paboTkM  KOMMbKTEPHbIX
NPUMEHATb MeTOAbI U mMoaeneun
cpeacTtBa obecneyeHmst | CUCTEM, MPUMEHSAEMbIE MNPU 3TOM  TEXHOSOrMK
MHGOpMaLVOHHON CTPYKTYPHO - YHKUMOHANbLHOMO W OOBEKTHOro
6esonacHoCTH BU3yaribHOIro MOLENMPOBaHUSA, TEXHONOormm
cneumanbHbix UAC opraHusauuMm © npoBedeHus CTaTUCTUYECKOro
KOMMbIOTEPHOIO MOLENMPOBAHUSA KOMMbIOTEPHbIX
CUCTEM.
yMeTb: aHanuanpoBaTb aAeKBaTHOCTb MOAENN U
pes3ynbTaThbl MOAENbHOro 3KCnepumeHTa,
COMocCTaBnas  nofnyyaemble W NNaHUpyemble
pe3ynbTaThbl.
BnageTb: MPakTUYECKMMUN HaBblKaMn NPUMEHEHUs
CPEeACTB M TEXHOSOMMI; CO34aHus, NNaHNMpoBaHUSA
9KCNEepMMEHTa U TECTUPOBAHUS KOMMbIOTEPHbIX
mMoaeneu CINOXHbIX cucTem (maccoBoro
obcnyxmBaHus, nepegayv nHopmaumn,
KOH(PNMKTHOIrO B3aMMOAENCTBUS CUCTEM).
MK-3 CMOCOBHOCTLIO 3HaThb:
ocyLlecTBnsaTb cbop, 6asoBble NOHATUSA MHPOPMaLIMOHHO-
n3ydeHue, aHanms u aHanUTUYEeCKNX CUCTEM, OCHOBbl MX CO34aHUSA U
0600LeHne Hay4YHo- NPUMEHEHNS; aKTUBHbIE W MNACCUBHblIE MeTOoAbl
TEXHUYECKON cbopa nHgopmauum
MHdopMaLuu, yMeTb:
HOPMaTUBHbIX U OCYLLECTBNATbL  MOHUTOPUHI  MHAOPMAaLMOHHON
METOANYECKNX Ge3onacHOCTM  aBTOMATU3NPOBAHHbLIX  CUCTEM,
MaTtepuasnoB B 06r1actTu | NPUMEHSATb CUCTEMbI aHanM3a 3allmLLEHHOCTH
TEXHOMNOIUMN BnageThb:
NHpOpPMaLNMOHHO- HaBblkamu paboTbl C OAHOW M3 MMEILLUMXCA Ha
aHanuTnyeckom pbIHKE UHPOPMALNOHHO-aHANMUTUYECKUX CUCTEM
AEATENbHOCTU U
cneymanbHbix MAC, B
TOM YuUCre CpeacTB
obecneyeHns nx
MHGOpMaLVOHHON
6esonacHOCTH
MK-9 CMOCOBHOCTLIO 3HaThb:

BbISIBMSATb OCHOBHbIE
yrposbl 6esonacHocTu
UHdOpMauuKn, CTpouTb U
nccnegosatb Mogenu
HapyLwuTens B
KOMMbIOTEPHbIX

MHAPOPMALMNOHHBLIE WCTOYHMKM U aHanuTU4eckue
MeToAbl KOHKYPEHTHOW pasBefKku, cuctemy Mmep
NPOTUBOAENCTBUA MPOMbBILLIIEHHOMY  LUMUOHAXY,
WHPOPMALIMOHHbIE ~ TEXHONMOrMM B CUCTEME
MHPOPMALMOHHO-aHaNMTM4Yeckoro  obecneyeHus
©e3onacHocTH




cncremax

yMeTb:
MCronb30oBaTb  OpPraHM3auMOHHblEe,  MNpPaBOBbIE,
NHXEHEPHO-TEXHMYECKNE n
nporpaMmmHoannapaTtHble MeToAbl 3aWmThl
nHdopmMauum

BnageThb:

HaBblkaMM  UCMOSIb30BaHMUS  UH(OPMAaLNOHHBIX,

KOMMNbIOTEPHBIX W  CETEeBbIX TEXHOMOMMN  Kak
CPeACTBOM yrnpaBneHust MHpopmaumm

MK-10 | cnocobHoCTbIO 3HaTb:
OCYLLECTBNATb BbIOOP CYLWHOCTb M 3HayeHue uHdopmauum B pasBUTUMK
TEXHONOrnMU, COBPEMEHHOIO WMHGOPMaUMOHHOro obllectsa, C
WHCTPYMEHTasbHbIX Y4E€TOM OMacHOCTEN U Yrpo3, BO3HMKAKOLLMX B 3TOM
cpencTB, cpeacTs npowecce
BbIYNCITNTENBHOMN yMETb:
TEXHUKN N CPpeacTB cobnogaTtb OCHOBHbI€E TpeboBaHus
obecneyveHuns MHopMaunoHHon 6e3onacHoOCTN, B TOM 4ucne
MHdOPMaLNOHHOM 3alMTbl rOCy4apCTBEHHOW TalHbl
©e3onacHocTu BNageTb:
co3gaBaeMblix HaBblkaMn cTaHaapTu3aumm n obpaboTkn maccuea
cneymanbHbix MAC NpPoOn3BOACTBEHHON NHAOPMaLINK

MK-13 | cnocoBbHOCTLIO 3HaThb:
oueHuBaTb obwme cBeaeHusa o6 MHOPMAaLIMOHHO-
3P PEKTUBHOCTL KOMMYHMKALMOHHBbIX M KOMMbIOTEPHbLIX CUCTEMAX

cneuymanbHbix MAC, B
TOM YnUCre CPeacTB
obecneyeHuns nx
MHdOPMaLNOHHOM
©e3onacHocTH

Kak 06 OCHOBHbIX CocoBax Nony4YeHus, XxpaHeHus,
n nepepaboTkm nHpopmaumnm
YMETb:

MCrnonb3oBaTb  KOMMbKOTEP  MNpwU
MHOPMALNOHHBIMU MaccuBamm
BNnageThb:

MeTodamMu NpeacTaBfeHnss U NEPBUYHONO aHanusaa
MHOPMaLUUM N MACCUBOB AaHHbIX O CBOMCTBax
obbekToB

pabote C

12. O6bemM gncuunnuHbl B 3a4eTHbIX eauHulax/yacax B COOTBETCTBUU C
y4e6HbIM nnaHom — 3/108.
dopma NpoMeXyTOYHOM aTTecTauum 3K3aMeH.

13. Bugbl y4e6HoM paboThl:

TpyaoeMKoCTb (Yachl)

Bua y4ebHon paboThl Bcero Mo cemecTpam
7 cem.
AyanTOpHbIE 3aHATUS 54 54
B TOM ymcCne:

neKkumm 18 18
npakTuyeckune

nabopaTtopHble 36 36

CamocTosaTensHaa paborta 18 18
JK3aMeH

WNToro: 108 108




13.1 CogepxaHue pa3genoB AUCLUMNIIUHDbI:

Ne | HaummeHoBaHue pasgena
a/n AUCLMNANHbI CopepxaHue pasgena UCUUNIIMHGI
Jlekunu
UcTopudeckune MOMEHTbI dopMMpoBaHUS VBb.
MOHSATUS MHIDOPMALIMOHHOI CocTtaBnstowyme VIH(*)OpMVaLl,VIOHHOVI ©e3onacHoOCTH.
1.1 | GesonacHocTy (UB). [okTpnHa uHdopmaumoHHon BesonacHocTn P®. O6was
Kntouesble Bonpock! UB. ctpyktypa WB. TpeboBanma no obecneyennto WB.
Knaccudmkauma sawutbl MHpopmaumn. PaHxnpoBaHue
NT-yrposbl. Cneundmkaums nonen UB.
Buab! yrpos VB 1 MeTogb! Kputepun  knaccudukauum  yrpos  WUB. Mogenu.
1.2 VX AHANM3E. AnropuTMmbl aHanusa yrposbl U oueHkn WNB. OCHOBHblE
BUAbl 3almLLLIaeMOn MHGOPMaLMN.
Poccurickoe 3akoHogaTenbcTBo B obnactu Mb: 3akoHbl,
1.3 | MNpasosoe obecnedenme NB NOCTaHOBMEHUS U Apyrne HOPMaTUBHbIE aKTbI.
YpOBHM nMporpaMmbl MH(OPMAaLIMOHHOM ©Oe3onacHoCTU.
MaTtemaTudeckne mogenu B peanusaumm KOHUENUMU U
1.4 | MocTpoerue cuctems! VB nporpamMmbil I{IE. Cuctembl 3awutbl MHopmaumm (C3U).
"eHeTu4eckMn anroputM. AHanu3 un ynpasreHue puckamm
npy peamm3aumm Wb, 3awmta wunHpopmaumm B
NHPOPMAaLMOHHBIX CUCTEMAX U KOMMbIOTEPHbIX CETAX.
TpéxypoBHeBass Mofernb OueHKkM 3sawmwérHoctn WC.
TpeboBaHus k apxutektype VIC. CtangapTtbl. TexHonornm
WHdpopmauorHbie KpUNTOrpachuyeckon 3aLuTbl MHopmaLmn. MexceTeBble
1.5 cgmemu (NC) u 9KpaHbl. 3awuwéHHble BupTyanbHole cetn  VPN.
g e:ggg:ﬁngml./lx AHTMBMpYcHaa 3awmTta. Knaccudmkaumss yrpos UC:
ceTeBble YepBU, BUPYCbI, TPOSIHCKME NPOrpamMmmbl U Npoyne
BPEAOHOCHbIE YTUNUTBI.
CospaHune apxuTekTypbl ]
MHEOPMALIMOHHO- AHanuTtundeckme _CMCTEMbI: MPOLIECChI M MHCTPYMEHTBI.
1.6 AHANVTYECKIX CHCTEM OnucaHnue o6uwen cTpykTypbl. CteneHn NB. OcobeHHOCTK
(MAC) NPUMEHEHMNS U aHanM3a MHopMaLnn.
JTabopaTopHbie paboTbl
YpoBHU nporpaMmmbl  MHOPMALIMOHHON ©e30MacHOCTM.
MatemaTudeckue mopgenu B peanmsaumm KoHUenuum u
2.1 | MocTpoetine cncTems! VB nporpamMmbil I{IE. Cuctembl 3awmtbl MHopmaumm (C3U).
FeHeTn4ecknin anroputMm. AHanNu3 1 ynpasneHne puckamm
npy peanumsaumm WB. 3awwmta wuHpopmaumm B
MHPOPMALIMOHHBLIX CUCTEMAX N KOMMbIOTEPHBIX CETAX.
TpéxypoBHeBass Mofenb OueHKkM 3awmwérHoctn WC.
TpeboBaHua k apxutektype UC. CtangapTbl. TexHonornm
HdopmaumoHHble KpUNTOrpachuyeckon 3amThl UHopMaLumn. MexceTeBble
2.2 g'gzzi“gz;%?& 9KpaHbl. 3awuwéHHble BupTyanbHole cetn  VPN.
6E30NaCHOCTH. AHTMBMpYCcHaa 3awmTta. Knaccudmkaums yrpos WC:
CeTeBbIE YepPBU, BUPYChI, TPOSHCKME NporpamMmmbl U Npoyne
BPEOOHOCHbLIE YTUMNTBI.
CosgaHne apxuTekTypbl A .
HanMTUYeckne CUCTEMbI: MPOLECCbl U MHCTPYMEHTHI.
2.3 MHPOPMALIMOHHO- OnucaHune obuwen cTpyktypbl. Ctenenn NB. OcobeHHoCTH

aHalTMNTU4YeCKUX CUMCTemM
(MAC)

NPUMEHeHNs 1 aHanm3a nHopmaLmu.




13.2. Tembl (pasgensl) AUCUMNIUHBI U BUAbI 3aHATUN:

Ne Buabl 3aHsaTMI (YacoB)
B HanmeHoBaHue pasgena CamocTos
n/ Mpaktny | Jlabopato
OUCLUNNINHDI Jlekumn TenoHas | Bcero
n eckue pHble
paboTa

[MoHATUS MHOPMAaLMOHHOM

01 | 6esonacHoctu (MB). 2 2 6
Kntoyesble Bonpockl UB.

02 Buabl yrpo3 b n metogbl nx 2 3 7
aHanmsa.

03 | MpaBoBoe o6ecneveHne NB 1 2 3

04 | MocTtpoeHue cuctemsl VB 4 12 3 19
MHdopmaLMOHHbIE CUCTEMBI

05 | (UC) n obecneyeHune nx 5 12 4 19
6e3onacHoCTW.
Co3spgaHune apxuTekTypbl

06 | MHpopMaLMOHHO- 4 12 4 18
aHanutnyeckux cuctem (MAC)

Wtoro 18 36 18 72

14. MeToan4yeckmne ykasaH1MAa Ans ody4aroLWmxca Nno 0OCBOEHUIO AUCLUNIIUHDbI:

B npouecce 0CBOEHUA AUCUMMNMANHBLI CTYAEHTbl AOSMKHbI MOCETUTb NEKUUOHHbIE U
nabopaTopHbIe 3aHATUS U coaTb 3a4€ET.

YkasaHust OAns OCBOEHUS TEOPEeTUHEeCKOro M MnpakTU4ecKoro mMartepuana n coayu
3ayéra:

1. Ob6gasatenbHoe noceweHne JeKUMOHHbIX U nabopaTopHbIX 3aHATUM MO
ANCUMNIIMHE C KOHCMEKTMPOBaHMEM M3faraemMoro npenogasaTenieM martepuana B
COOTBETCTBUMN C pacnucaHnem 3aHATUN.

2. TlonyyeHne B OMBNMOTEKE pEKOMEHOOBAHHOM Yy4yebHOW nuTepaTypbl W
3NEeKTPOHHOE KonupoBaHue paboyen nporpaMmmbl C METOANYECKMMU PEKOMEHOALNAMN,
KOHCMeKTa Nekunn.

3. KonvpoBaHue (3neKTpoHHOE) MepeyHs BOMPOCOB K 3a4€Ty No AUCUMMMMHE, a
TaKKe Cnucka pekoMeHO4OBaHHOM nNuTepaTypbl N3 paboyen nporpamMmmbl AUCLMUMINHDI.

4. Tpu nogrotoeBke K nabopaTopHbIM 3aHATMAM MO AUCuuniMHe Heobxoanmo
M3y4nTb PEKOMEHAOBAHHbLIA JIEKTOPOM Martepuarn, umMeTb npu cebe KOHCnekTbl
COOTBETCTBYHOLMX TEM U HEOOXOANMBIN CNPaBOYHbIA MaTepuarn.

5. PekomeHgyeTca cnegoBaTb COBETaM JEeKTOpa, CBs3@aHHbIM C OCBOEHWEM
npegnaraeMoro Martepuana, nMpoBeCTU CaMOCToATeNbHbIN WIHTEpHET — nouck
nHopmauun  (Bugeodbamnos, dannos-npeseHTauun, ¢annoB ¢  y4ebHbIMK
nocobmsamun) no Kno4YeBbLIM CrioBam Kypca M 03HAaKOMUTLCA C HaMgeHHOW MHpopMaLmen
npwv NOAroTOBKE K 3a4€Ty NO AUCUUNIIVHE.

6. CTymeHT pgonyckaetcs K coadve 3a4yé€Tta, €Cniv MMEET Ha pPyKax KOHCMNEKT
OCHOBHOr0 TeopeTU4eckoro martepmana ¢ pas3bopoM OCHOBHbIX TUMOBLIX 3ajad,
MMeeTCs 3a4€T No KOHTPOSbHOW paboTe.




15. NepeyeHb OCHOBHOW M AONONTHUTENBLHOM NUTEpPaTypPbl, PECYPCOB UHTEPHET,
Heo6xo0AMMbIX AN OCBOEHUSA AUCLMUNNUHbBI:

a) OCHOBHasi nuTepartypa:

Ne
NcToYHMK
n/n
1 Fony6, Bnagumup AnekcaHgpoBu4. VMiHdpopmMaumoHHas 6e30nacHOCTb KOMIMbIOTEPHbIX
cucteMm. 3awmTta uenoctHoctn nHgopmaumm / B.A. N'ony6.— Boponex: JIOMN BI'Y, 2006.— 31 c.
5 CmupHoB, Cepren HukonaeBu4. beszonacHocTb cuctem 6a3 gaHHbix / C.H. CMmupHoB.— M.
"ennoc APB, 2007.— 350 c.
AcTtaHuH, UBaH KoHcTaHTMHOBMY. 3awuTa nidopmauum / UK. ActaHuH, H.WN. ActaHnH.—
3 :
BopoHex: BopoHex. roc. yH-T, 2006.— ¢.169
4 MenbHukoB, Bnagumup MaenoBuy. MIHbopMaLmoHHasa 6e3onacHOCTb U 3alumTa uHpopmauum
/ B.IN. MenbHukos, C.A. KneiimeHoB, A.M. lMetpakoB.— M.: ACADEMIA, 2006.— 330 c.

6) gononHUTENbHAA nUTeparypa:

Ne
NCcTOYHMK
n/n
5 Fanuukun, Anekcangp BnagumupoBuy. 3awmta nHdopmaumm B CETU - aHanu3 TEXHONOrMN un
cnHTes peweHun / A.B. Manunukmin, C.[0. Ps6ko, B.®. WaHbrnd.— M.: OMK Tpecc, 2004.— 613 c.
6 3aBropogHun, Buktop UBaHoBu4. KomnnekcHas 3awmTa MHopMaLmmn B KOMMbIOTEPHbIX
cuctemax: YuyebHoe nocobue ans ctya. Bysos / B.M. 3aBropogHun.— M.: Jloroc, 2001.— 262 c.
7 FanpgamakuH, Hukonan AnekcaHgposuy. ABTOMaTU3MpoOBaHHbIE MHAPOPMAaLNOHHBLIE CUCTEMDI,
6a3bl 1 6aHkKn ganHHbix / H.A. Mangamakuid.— M.: T'envnoc APB, 2002.— 367 c.
Mu3uH, U.A. ABTOMaTU3MpoBaHHble cuctembl ynpasneHns. OCHOBbI TEOPUN MHPOPMALIMOHHBIX
8 cuctem / I.A. MuauH, J1.C. YpuHcoH, I'.K. XpameLumH; MOCKOBCKUIA UHCTUTYT pagnoTEXHUKM,
3NEKTPOHUKM 1 aBTomMaTukn.— M., 1971.— 173 c.
9 ApouykuH, B. U. Be3zonacHocTb nHdopmaumoHHbix cuctem / B. N. ApouknH.— M.: Ocb-89, 1996.—
318 c.
Kpyrnoe, Bnagumup BacunbeBuu. VIHTennekTyanbHble MHOOPMALUNOHHbIE CUCTEMBI:
10 KomnbtoTepHas nogaepxka CUCTEM HEYETKOM NOrmMku 1 HeveTkoro BeiBoaa / B.B. Kpyrnos, M.W.
Onn.— M.: dusmarnut, 2002.— 254 c.
8 DxambpyHo, Mapk. TpexmepHas rpaduka n aHumauus / M. xamb6pyHo.— M.:
Bunbamc, 2002.— 638 c.
9 HukynuH, E.A. KoMnbloTEpPHasi reomMeTpus U anropuTMbl MaLUMHHOW rpadonku /
E.A. HukynuH.— CTI16.: BXB-Cankt-lNeTepbypr, 2003.— 550 c.
10 UesaHoea, T.M. [Jone4yaTHaa nogrotoBka. KomnbioTepHasa obpaboTtka
nHdpopmauuu / T.M. eaHosa.— CI16.: lNutep, 2004.— 366 c.
11 MaHkpamoea, TambsiHa BnadumupoeHa. O6paboTka undpoBbIx doTorpaduii

/ T.B. MNaHkpatoBa.— CI16.: Nutep, 2006.— 271 c.

B) MH(OPMaLMOHHbIE 3NIEKTPOHHO-06pa3oBaTesbHbIE PECYPChI:

Ne
NcTouHMK
n/n
12 3AnekmpoHHbIU kamasoe HayuyHou 6ubnuomeku BopoHexckoeo
2ocydapcmeeHHo20 yHugsepcumema. — (http // www.lib.vsu.ru/)
13 LokymeHnmauus no omkpsimomy M0O: http://opengl.org.ru, http://inkscape.paint-

net.ru, https://inkscape.org/ru/, http://www.gimp.org, http://docs.gimp.org/2.8/ru/

16. lMepeyeHb y4eOHO-meTOAMYECKOro obecne4vyeHUss AONA CaMOCTOATENIbHOM
paboTbl:

Kypc OucuMnnuHbl MOCTPOEH TakumM o6pa3oM, YTOObl MO3BOMUTL CTyAEHTaM

NPOSABUTb CMNOCOBHOCTb K CaMOCTOATENbHON paboTe. [ns ycnewHon camoCcToOATENbHON



https://lib.vsu.ru/zgate?ACTION=follow&SESSION_ID=7616&TERM=%D0%93%D0%BE%D0%BB%D1%83%D0%B1,%20%D0%92%D0%BB%D0%B0%D0%B4%D0%B8%D0%BC%D0%B8%D1%80%20%D0%90%D0%BB%D0%B5%D0%BA%D1%81%D0%B0%D0%BD%D0%B4%D1%80%D0%BE%D0%B2%D0%B8%D1%87%5B1,1004,4,101%5D&LANG=rus
https://lib.vsu.ru/zgate?ACTION=follow&SESSION_ID=7616&TERM=%D0%A1%D0%BC%D0%B8%D1%80%D0%BD%D0%BE%D0%B2,%20%D0%A1%D0%B5%D1%80%D0%B3%D0%B5%D0%B9%20%D0%9D%D0%B8%D0%BA%D0%BE%D0%BB%D0%B0%D0%B5%D0%B2%D0%B8%D1%87%5B1,1004,4,101%5D&LANG=rus
https://lib.vsu.ru/zgate?ACTION=follow&SESSION_ID=7906&TERM=%D0%90%D1%81%D1%82%D0%B0%D0%BD%D0%B8%D0%BD,%20%D0%98%D0%B2%D0%B0%D0%BD%20%D0%9A%D0%BE%D0%BD%D1%81%D1%82%D0%B0%D0%BD%D1%82%D0%B8%D0%BD%D0%BE%D0%B2%D0%B8%D1%87%5B1,1004,4,101%5D&LANG=rus
https://lib.vsu.ru/zgate?ACTION=follow&SESSION_ID=7906&TERM=%D0%9C%D0%B5%D0%BB%D1%8C%D0%BD%D0%B8%D0%BA%D0%BE%D0%B2,%20%D0%92%D0%BB%D0%B0%D0%B4%D0%B8%D0%BC%D0%B8%D1%80%20%D0%9F%D0%B0%D0%B2%D0%BB%D0%BE%D0%B2%D0%B8%D1%87%5B1,1004,4,101%5D&LANG=rus
https://lib.vsu.ru/zgate?ACTION=follow&SESSION_ID=7906&TERM=%D0%93%D0%B0%D0%BB%D0%B8%D1%86%D0%BA%D0%B8%D0%B9,%20%D0%90%D0%BB%D0%B5%D0%BA%D1%81%D0%B0%D0%BD%D0%B4%D1%80%20%D0%92%D0%BB%D0%B0%D0%B4%D0%B8%D0%BC%D0%B8%D1%80%D0%BE%D0%B2%D0%B8%D1%87%5B1,1004,4,101%5D&LANG=rus
https://lib.vsu.ru/zgate?ACTION=follow&SESSION_ID=7906&TERM=%D0%97%D0%B0%D0%B2%D0%B3%D0%BE%D1%80%D0%BE%D0%B4%D0%BD%D0%B8%D0%B9,%20%D0%92%D0%B8%D0%BA%D1%82%D0%BE%D1%80%20%D0%98%D0%B2%D0%B0%D0%BD%D0%BE%D0%B2%D0%B8%D1%87%5B1,1004,4,101%5D&LANG=rus
https://lib.vsu.ru/zgate?ACTION=follow&SESSION_ID=7656&TERM=%D0%93%D0%B0%D0%B9%D0%B4%D0%B0%D0%BC%D0%B0%D0%BA%D0%B8%D0%BD,%20%D0%9D%D0%B8%D0%BA%D0%BE%D0%BB%D0%B0%D0%B9%20%D0%90%D0%BB%D0%B5%D0%BA%D1%81%D0%B0%D0%BD%D0%B4%D1%80%D0%BE%D0%B2%D0%B8%D1%87%5B1,1004,4,101%5D&LANG=rus
https://lib.vsu.ru/zgate?ACTION=follow&SESSION_ID=7648&TERM=%D0%9C%D0%B8%D0%B7%D0%B8%D0%BD,%20%D0%98.%D0%90.%5B1,1004,4,101%5D&LANG=rus
https://lib.vsu.ru/zgate?ACTION=follow&SESSION_ID=7616&TERM=%D0%AF%D1%80%D0%BE%D1%87%D0%BA%D0%B8%D0%BD,%20%D0%92.%20%D0%98.%5B1,1004,4,101%5D&LANG=rus
https://lib.vsu.ru/zgate?ACTION=follow&SESSION_ID=7537&TERM=%D0%9A%D1%80%D1%83%D0%B3%D0%BB%D0%BE%D0%B2,%20%D0%92%D0%BB%D0%B0%D0%B4%D0%B8%D0%BC%D0%B8%D1%80%20%D0%92%D0%B0%D1%81%D0%B8%D0%BB%D1%8C%D0%B5%D0%B2%D0%B8%D1%87%5B1,1004,4,101%5D&LANG=rus
https://lib.vsu.ru/zgate?ACTION=follow&SESSION_ID=2110&TERM=%D0%94%D0%B6%D0%B0%D0%BC%D0%B1%D1%80%D1%83%D0%BD%D0%BE,%20%D0%9C%D0%B0%D1%80%D0%BA%5B1,1004,4,101%5D&LANG=rus
https://lib.vsu.ru/zgate?ACTION=follow&SESSION_ID=2110&TERM=%D0%9D%D0%B8%D0%BA%D1%83%D0%BB%D0%B8%D0%BD,%20%D0%95.%D0%90.%5B1,1004,4,101%5D&LANG=rus
https://lib.vsu.ru/zgate?ACTION=follow&SESSION_ID=2110&TERM=%D0%98%D0%B2%D0%B0%D0%BD%D0%BE%D0%B2%D0%B0,%20%D0%A2.%D0%9C.%5B1,1004,4,101%5D&LANG=rus
https://lib.vsu.ru/zgate?ACTION=follow&SESSION_ID=2110&TERM=%D0%9F%D0%B0%D0%BD%D0%BA%D1%80%D0%B0%D1%82%D0%BE%D0%B2%D0%B0,%20%D0%A2%D0%B0%D1%82%D1%8C%D1%8F%D0%BD%D0%B0%20%D0%92%D0%BB%D0%B0%D0%B4%D0%B8%D0%BC%D0%B8%D1%80%D0%BE%D0%B2%D0%BD%D0%B0%5B1,1004,4,101%5D&LANG=rus
http://www.lib.vsu.ru/%29
http://opengl.org.ru/
http://inkscape.paint-net.ru/
http://inkscape.paint-net.ru/
https://inkscape.org/ru/
http://www.gimp.org/
http://docs.gimp.org/2.8/ru/

paboThbl npegnonaraetcs  UHTEPAKTUBHbIN
OCYLLECTBNSAEMbIN C NOMOLLIbIO yaaneHHOM CBA3M Yepes3 MHTEPHET.

CamocTosiTenbHasi pabota cTygeHTa-6akanaBpa, npexae Bcero, 3aknivaTcs B
N3y4eHUn nNuTepaTypbl, AOMONHSOWEN MaTepuan, uanaraemblii Ha NekuMmM n B xode

nabopaTtopHbix paborT.

aunanor Cc npenogaBsaTterieMm,

TBOPYECKN U

Heobxooumo oBnagetTb HaBblkaMu GUONMOrpadU4eckoro
noucka, YMeTb HaxoauTb MNoAxXoAsWMe UCTOYHMKW,

KPUTUHECKHN

I'Iepep868TblBaTb VIH(bOpMaLI,I/II-O, Hay4YnTbCAd onpenendrts MeTobl nccrnegoBaHuMin.

17. UHcpopmMaLMOHHbIE TeXHONOrMMu, Ucnonb3yemMmble ANs peanusauum y4yeo6HOWM

AUCUUNINUHLI, BKNO4as

cnpaBo4Hble cucTeMbI (NPU HEOGXOAUMOCTH)
OcyulecTBnsieTca WHTEpaKTMBHAs CBs3b C nNpenogaBaTeneM 4epe3 CeTb

MHTEpPHET, nNpoBOOAATCA

KOHTPOJSIbHbIX paboT
NaBopaTtopHb
npuknagHoro MO.

le paboTbl OCYLEeCTBMAKTCS

nHamnsumayaribHbie OHNnavH

KOHCYJIbTaunn

nporpaMmHoe oGecneyeHne U MHGPOPMaALUOHHO-

M npoBepka

Cc wucnonb3oBaHnem 3BM wu

18. MaTepumanbHO-TEXHUYECKOE obecneyeHne AUCLUUNIUHDI:

Y4yebHble ayautopumn Ans npoBeAeHUst NEKUMOHHBLIX U MPaKTUYEeCKUX 3aHATUMN.
KoMnbloTepHbIE Knaccbl ANs BbINOMIHEHUS MHAMBUAOYANbHbIX 3a4aHWN, OCHALLEHHblEe
NUUEH3NOHHBIM 1 CcBOBOOHO pacnpoCTpaHsEMbIM MNPOrpaMMHbIM  obecneyeHnem:
Windows 7 unun 10, Gimp, Inkscape.

19. PoHA OLleHOUYHbIX CPeACTB:

19.1. NepeyeHb KOMNETEHUMN C YyKazaHMeM 3TanoB ¢(hopMMpoBaHUS U

nnaHupyembIiX pe3)

yrbTaToOB O0Yy4YeHus

[MnaHupyemble pesynbtaTbl OTansbl
oby4eHna (nokasatenu dopmMmnpoBaHus
JOCTUXEHUs 3a4aHHOro KOMMeTeHunmn [0l0]0%
Kog v cogepxaHue
KOMnETEHLN YPOBHSI OCBOEHUSA (paspenbl (Tembl) (cpencTBa
KOMMNEeTeHUMM NOCPEACTBOM | AUCLUMNINHBI UNK OLlEeHNBaHUSA)
dopMMpPOBaHUS 3HAHUM, Moayns u ux
YMEHWN, HAaBbIKOB) HanMeHoBaHME)
OrK-7 3HaTb: 3Tanbl pa3paboTkn Bce pasgenbl
CNocobHOCTb KOMMbIOTEPHbIX Mogenen Bce pasgenbl
NPUMEHATb METOAbI | CUCTEM, NPUMEHSIEMbIE NP
n cpenctea 3TOM TEXHOSOrMn
obecneyeHus CTPYKTYPHO -
NHGOPMAaLIMOHHON JOYHKLMOHABHOro U
BGesonacHocTu 00BbEKTHOro BU3yarnbHOro

cneymnanbHbix MAC

MOJEeNMpPOBaHNs,
TEXHOMNOMMM opraHn3aLmmn n
npoBeaeHus
CTaTUCTUYECKOro
KOMMbOTEPHOTO
MOAEenMpoBaHns
KOMMbIOTEPHBIX CUCTEM.

YMETb. aHaNnN3npoBaTb
afeKBaTHOCTb MoAdeNn 1
pes3ynbTaTtbl MOAESIbHOIO
QKCNepmnMeHTa, CornocTtaBidas

YCTHbIN onpoc

YCTHbIN onpoc




noJjiydaemblie n
nnaHnpyemble pe3ynbTaThbl.

BNageTb: NPaKkTU4YeCKUMMU
HaBblKaMWN NPUMEHEHNS
CpeacTB U TEXHOMNOINI;
cOo34aHus, NNaHNpoBaHUs
3KCnepuMmeHTa u
TeCTUpoBaHUs
KOMMbIOTEPHLIX MOAeNnen
CIOXHbIX CUCTEM
(maccoBoro o6cnyxmBaHus,
nepegayv nHopmaumm,
KOH(SIMKTHOIO
B3anUMOJENCTBUS CUCTEM)

Bce pasgenbl

YCTHbIN onpoc

MK-3

CNOCOOHOCTLIO
ocyLecTBnATb cbop,
n3y4yeHue, aHanms u
0606LLeHNe Hay4Ho-
TeXHNYeCcKomn
MHopMauuu,
HOPMAaTUBHbIX U
MEeTOANYECKUX
MaTtepuanos B
obnacTtn TeXHONOrnmn
NHGOPMaLMOHHO-
aHanMTU4eckon
AEeATEeNbHOCTU U
cneyunanbHbix MAC,
B TOM 4Ymncne cpeacTts
obecneyenHus nx
NHGOPMAaLIMOHHON
©e3onacHocTH

3HaTb:
©asoBble
MHGOPMaLNOHHO-
aHanUTUYeCcKnx
OCHOBbl WX CO30aHUs U
NPUMEHEHNS; aKTUBHbIE W
naccuveBHble MeToabl cbopa
nHdopmaumm

MOHATUA

CUCTEM,

YMETb:
OCYLLIECTBNATb MOHUTOPUHT
MHGOpMaLMOHHON
©e3onacHoCcTH
aBTOMAaTU3NPOBAHHbIX
CcUCTEM, NPUMEHSATb
CUCTeMbl aHanm3a
3aLlUNLLEHHOCTU

BnageTb:

HaBblkamun paboTbl C 0gHOM
N3 UMEIOLLNXCH Ha PbIHKE
MHOPMaLNOHHO-
aHaINMTUYECKNX CUCTEM

Bce pasgenbl

YCTHbIN onpoc

YCTHbIN onpoc

KoHTpornbHas
paboTa

IMK-9 cnocobHoOCTLIO
BbISIBIAATb OCHOBHbIE
yrpo3sbl
©e3onacHocTH
MHopMauuu,
CTpOUTb 1
nccnegosaTtb
MOAENN HapyLwmnTens
B KOMMbIOTEPHbIX
cucrtemax

3HaTb:
MHGOPMaLUMNOHHbIE
WUCTOYHMKM U aHanNuTu4eckue
MeTObl KOHKYPEHTHOW
pasBefku, CUCTeMy Mep
NpPOTMBOOENCTBUS
NPOMbILLIIEHHOMY
LLMMOHAXY,
WHOPMAaLNOHHbIE
TEXHOJSI0rMn B cucteme
WHGOpMaLNOHHO-
aHannTU4ecKoro
obecnevyeHnsa 6esonacHOCTU

YMETb:
ncrnonb3oBatb
OpraHn3aLunoHHbIe,

Bce pasgenbl

YCTHbIN onpoc

YCTHbIN onpoc




npaBoBble, NHXEHEPHO-
TEXHUYECKMe n
nporpaMMmHoannapaTHble
MeToAbl 3aLLMThI

nHopmMaumm

BnageTthb:

HaBblKaMM1 UCMOMb30BaHWS

MHOPMALUUNOHHBIX, KoHTponbHas
KOMMbIOTEPHbLIX U CETEBbIX paboTta

TEXHOMOMIA Kak cpeacTBOM
ynpaeneHus nHdopmMalmm

MK-10 cnocoBHocCTbIO
OCYyLLEeCTBNATb
BbIGOp TEXHOMNOrmM,
WHCTPYMEHTarnbHbIX
cpeacTs, CcpeacTB
BbIYMCNUTENBHON
TEXHUKN N cpeacTB
obecneyeHuns
NHOPMaLNOHHOM
©e3onacHocTH
co3gaBaeMbIx
cneymanbHbix MAC

3HaTb:
CYLLHOCTb M 3HaYeHne
WHpopMaLmMmn B pasBuTum
COBPEMEHHOrO
WHOPMaLNOHHOIo
obuiecTBa, C y4eTOM
onacHoCTen 1 yrpos,
BO3HMKAKOLINX B 3TOM
npouecce

yMETb:
cobntogaTtb OCHOBHbIE
TpeboBaHus
WHOPMaLNOHHOM
©e3onacHoOCTn, B TOM Yncne
3alWnTbl rocyaapCTBEHHON
TalHbI

BnageThb:
HaBblkaMX CTaHAApPTM3aLMM
n obpaboTkn maccusa

Bce pasgenbl

NPOn3BOLCTBEHHOM

MHdopMaumnm
MK-13 cnocobHOCTbIO | 3HATD: Bce pasgenbl
oueHMBaTb obwmne ceepeHnst od
3APPEKTMBHOCTb MHGOpMaLNOHHO-

cneuymnanbHbix MAC,
B TOM Ymncne cpeacTts
obecneyenHus nx
NHGOPMAaLIMOHHON
©e3onacHocTH

KOMMYHUKaLMOHHbIX U
KOMMbIOTEPHbIX CUCTEMAX
Kak 06 OCHOBHbIX cnocobax
NonyyYeHns, XpaHeHus, n
nepepaboTkn nHopmalmm

yMeThb:
NCnonb30BaTb KOMMbOTEP
npu pabote ¢
NHOPMaLMOHHBbIMU
MaccuBamm

BnageTtb:
MeToAamu rnpeacTaBrieHns u
nepBUYHOro aHanusa
WHdOpMaLUM 1 MaccuBOB
AaHHbIX O CBONCTBAX
06bekToB




19.2. OnucaHue KpUTepuMeB M LWKasbl OLEeHUBAHMA KOMMNETeHUUWN (pe3ynbTaToB
o0y4yeHus1) Npyu NPOMeXyTO4YHOWN aTTecTauumn)

[Ana oueHuBaHuWs pes3ynbTtatoB o0O0yvyeHMs Ha 3a4vyé€Te WCMonb3ylTCa creayroLmne
nokasarenmu:

3HaHne OCHOBHbIX obnacter NPUMEHEHUS KOMMbIOTEPHOW rpadukm; 3apau,
pelwlaemMble KOMMbIOTEPHOM rpaduKon; MNpaBUSbHYIO Knaccudukaumio BUOOB
KOMNbIOTEPHOM rpaduKku; OCHOBHbIE rpaduyeckne pepaktopbl no pabdorte cC
pasnUYHbIMM BMAAMW KOMMbIOTEPHON rpadukn; Hambonee pacnpoCTPaHEHHbIX
rpacpmyecknx GUBNNOTEK B COBPEMEHHbLIX rpadn4ecKknx naketax u cucTemax;
METOAOB  MCCrnegoBaTenbCKOro  HarnpasfeHUs  KOMMbIOTEPHOW  rpadouvku;
BOMPOCOB peanunsauumn anropuTMOB KOMMbIOTEPHOW rpadukun ¢ nomoLlbo IBM.
YMeHve nporpaMMHO peanu3oBbiBaTb OCHOBHbIE anropuTMbl pPacTpoBOW U
BEKTOpPHOW rpacdukun; paboTatb CO BCEMW BUOAMU KOMMbIOTEPHOMW rpadhuKy;
co3faBaTb M U3MeHATb rpaduyeckne obbekTbl B Hanbonee pacnpoCTpaHEHHbIX
dopmaTax noa onpedenéHHble 3agdadyv; onepupoBaTb MaTeMaTUdecKumu
MeTogamMuM N0  CO34aHUK  (ppakTanbHOW  rpaduky;  UCMNONb3oBaTb U
aHanuanpoBaTb pyHAaMeHTasnbHble 3HaHUA B obnactn anrebpbl U reomeTpum,
NpUMeHsAeMble B CO34aHM 1 Npeobpa3oBaHnn rpadomyecknx o6 BHLEKTOB.
BrnageHve HaBblkamu paboTbl B rpadu4eckMx cuctemax Mo CO3OaHUI0 U
0bpaboTke KOMMbIOTEPHOWN rpaduKn; TEXHUKON MCMNOSb30BAHUA COBPEMEHHbIX
annapaTtHbIX CpeaCTB KOMMbIOTEPHOW rpaduku; MeTogamu MNo3BONAOLLMMU
pewmnTb 3a4a4m C NOMOLLBIO NMPUMEHEHNSA KOMMNBIOTEPHON rpadonKu.

Kputepum oueHmBaHna KOMNeTeHUMN | CPOPMUPOBAHHOCTHU

YpoBeHb
P LLkana

- OLEeHOK
KOMMeTEeHLMIA

[octaTtoyHoe BnageHMe maTtepuanom:
npaBunbHble U  KOHKPETHble, 6e3 | [loporoBbIn

rpyObIX OWKNOOK OTBETbI HA OCHOBHbIE | YPOBEHDb /UMK 3auTteHo

BOMpPOCHI, C BO3MO>XHbIMW | BblLLIE NMOPOroBoro
HETOYHOCTAMMU B OTAEJIbHbIX OTBETAX;

Mnoxoe BnageHne matepuanom: oTBeT
HEeBEepeH, OTCYTCTBME OpWeHTauuMum B
npegmeTe

Hwxe noporosoro
YPOBHS

HesauTteHo

19.3. TunoBbIe KOHTPOJIbHbIE 3aaHUA UNN UHbIe MaTepuanbl, Heobxoaumble AN
OLEHKM 3HaHWW, YMEHMW, HaBbIKOB U (Mnu) onbiTa [eATEeNbHOCTH,
Xapakrtepusyrowme atanbl GOpMUPOBaAHMA KOMMNETEHUUA B npouecce OCBOEHUs
obpa3oBaTesibHOM NporpamMmmbl

©oNoGkwDNE

MpuMepHbLIN NepeyYeHb BONPOCOB K 3a4eTy

OCHOBHbIE MOHATUSA 3aLLUTbI MHPOPMaUUn 1 MHpopMaLMOHHOM 6e30NacHOCTH.
AHanua yrpo3s nHdopmaumoHHomn 6e3o0nacHOCTML.

Mogenb ISO/OSI n ctek npotokosnio TCP/IP.

Mpobnembl 6e3onacHocTn IP-ceTen.

Yrpo3bl 1 yA3BUMOCTM MPOBOAHbLIX KOPNOPaTUBHLIX CETEN.

Yrpo3bl 1 yA3BMMOCTU NPOBOAHBLIX 6ECNPOBOAHBIX CETEMN.

Cnocobbl 06ecneveHmns nHPopMaLMoHHOM 6e30nacHOCTH.

MMyTn peweHms Nnpobnem 3awunTbl B UHPOPMALMOHHbIX CETSX.

CTpykTypa nonutukmM 6e3onacHoCTu.




10. basoBas nonuTuka 6e3onacHoOCTy.

11. CneunanuanpoBaHHble NOANTUKM 6e30nacHoOCTH.

12. MNpouenypbl 6e3onacHocTL.

13. CtangapTbl HopmaunoHHOM 6e30NacHOCTN U UX POrb.

14. Ctangaptsl ISO/IEC 17799:2002.

15. Crangapt BS1 (F'epmanus).

16. MexgyHapogHbin ctaHgapt 1ISO 15408.

17. CtangapTbl 6e3onacHoCTM 6ecnpoBOAHbIX CETEMN.

18. CtangapTbl nHdopmaunoHHon 6esonacHoCcTu B IHTepHeTe.

19. CtaHgapTtbl 6€30MacHOCTM MHAPOPMALIMOHHBIX TEXHOMNOrnn PO.
20. OCHOBHbI€ NOHATUA KpunTorpadumn.

21. CUMMeTpUYHbIE KPUNTOCUCTEMBI LLMGPOBAHUS.

22. ACUMMETpPUYHbIE KpUNTOCUCTEMbI LUMGPOBAHUS.

23. KomGuHupoBaHHas KpuntocucTema LndgppoBaHusi.

24. OcHoBHbIe npoueaypbl LMdpPOoBON NOAMNUCHK.

25. YnpaBneHue KpUnToOKMo4YaMu.

26. Knaccudumkaums kpuntorpagpuyeckmx anroputMos.

27. OcHOBHble MeTOAbl ayTEHTUUKALMN.

28. MexceTteBor akpaH. dunbtpauns Tpadumka. NpuknagHom Wnwo3.
29. BuptyanbHasi cetb VPN. Cpeactea obecnedeHnss 6e3onacHocTu.
30. AHanu3 3awuLWEHHOCTM U 0BbHapyxeHne atak. KoHuenuusa aganTMBHOIO ynpasreHus.
31. CpeactBa aHanmsa 3awmwéHHoctn OC.

32. Knaccudmkaumna cuctem obHapyxeHus atak IDS.

33. Knaccudmkaumsa koMnboTEPHbIX BUPYCOB.

Mpumep npakTMYeCKUX 3agaHUin

Ne1. [MpuBecTn NnpumMep AENCTBUS aTaKyoLero n cnocod 3awmTbl OT aTakm «man-in-the-
middle».

Ne2. MpuBecTn Nnpumep CTPYKTYpbl 1 (PYHKLMOHANBHOCTM cTeka npoTokonos TCP/IP.

MpuMep KOHTPONBHO-U3MEPUTENBLHOrO MaTepuana

1. AHanus yrpos nHegopmaunoHHon 6e30nacHOCTH.

2. MexpgyHapogHbi ctaHgapT ISO 15408.
3. TlNpuBecTn npumep CTPYKTYpbl U DYHKLMOHANBHOCTK cTeka npoTtokosioB TCP/IP.



