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Kathenpa nHHOpPMaLMOHHbBIX CUCTEM
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PABOYASl NPOFPAMMA YYEBHOW AUCLUMNJINHbI
51.B.06 CeTu 1 CUCTEMbI TENEKOMMYHUKALIUNA
1. Kog n1 HauMeHOBaHMe HanpaBJieHUA NOAroTOBKMU/CNeLManbHOCTH:
02.03.01 MaTemaTuKa 1 KOMMbIOTEPHbIE HayKK
2. Mpodunb noaroToBKU/CcneLnanmn3aLms:
MaTemaTunyeckoe 1 nporpaMmHoe obecrneyeHne NHPOPMaLMOHHBIX CUCTEM U TEXHOIOT Ui
3. Kanudukauua (cteneHb) BbINyCKHUKA:
bakanaspuat
4. ®opma obyueHus:
Ou4Has
5. Kacdepgpa, oTBeualoww,asa 3a peanmsauunio AUCLUMNIINHDI:
Kathenpa nHMopMaLMOHHbIX CUCTEM
6. CocTaBuTeNIN NpOrpaMMbl:

KoBasab AHapen Cepreesud, koval@cs.vsu.ru, CT.nper, (hakyabTeT KOMMbIOTEPHbIX HAayK, Kageapa
MHMOPMaLMOHHbIX CUCTEM

7. PekoMeHpOBaHa:

pekomeHgosaHa HMC ®KH 05.03.2024, npoTokos Ne 5
8. YYyeOHbIN ron;:

2027-2028

9.llenu u 3apa4m y4eOHON AUCLUNIUHDI:

N3y4YeHne 0CHOB TEXHOJIOM NI KOMIMbIOTEPHBIX CETEN N MHHOKOMMYHUKALIMOHHBIX CUCTEM, NMpnobpeTeHne
HaBbIKOB MPOEKTUPOBAHWNS, pPeann3aumnm n yrnpasaeHns AaHHbIMY cucTeMamu. CTaBsTCs 3aaadm
MO3HaKOMUTb CTYAEHTOB C 3Ta/lOHHbIMU MOAE/SIMY YPOBHEBLIX MPOTOKOJIOB Y Ha UX OCHOBE MPOBECTU
MOYPOBHEBOE PACCMOTPEHMNE I/IEMEHTOB CETEBOU MHBPACTPYKTYPbl. HaBbIKW MPOEKTUPOBAHMS,
peanu3aumnm, yrnpaBaeHus u noucka HeMCrnpPaBHOCTEN CETEBOV MHMPACTPYKTYpPbl CTyAEHTbI NpuobpeTanT
B X0Z€ BbIMNOJIHEHUS 1abOPaTOPHLIX 3aaHW.

10. MecTo y4yebHOM aucuunanHbl B CTPYKType OOM:

ANCUMNANHA BapnaTUBHOM YacTu unkna (b1.B). BxoaHble 3HaHMA B 061aCTh KYpPCOB: «ApXMTEKTYpa
9BM», «MaTeMaTU4yeCKUn aHanms», «Teopua BepPoaTHOCTeN», «MaTeMaTnyeckasa CTaTUCTUKa», «Teopus



NHOpMaL >,

11. NnaHupyeMmble pe3ynbTaThl 06y4eHUs No AUCLUUNINHE/MOAYNI0 (3HAHUSA, YMEHUS, HAaBbIKM),
COOTHeCeHHblIe C NJIaHMpyeMbIMU pe3ysibTaTaMU OCBOEHUs 0Opa3oBaTeslbHOW NPOrPaMMbi

(koMneTeHUUAMHU BbII'IyCKHVIKOB) U UHOUKaATOPaMU UX BOCTUIKEHUSA:

KopA » Ha3BaHue
KOMMNeTeHLnn

MK-1 CnocobeH
LeMOHCTpupoBaTh 6a3oBble
3HAHMA MAaTEMATUYECKUX U
€CTEeCTBEHHbIX HayK, OCHOB
NPOrpamMMmnPOBaHNS 1
NHMDOPMaLMOHHbIX
TEXHOOr I,

MK-1 CnocobeH
LEMOHCTpMpoBaTh Ha3oBbie
3HaHWA MaTEMaTUYECKUX 1
€CTEeCTBEHHbIX HayK, OCHOB
NpOrpaMMUpPOBaHNA 1
NH(OPMaLMOHHbIX
TEXHOJI0T NN,

MK-1 CnocobeH
IeMOHCTprpoBaTh H6a3oBble
3HaHMA MaTeMaTUYeCKUX 1
€CTeCTBEHHbIX HayK, OCHOB
NpPOrpaMMmnpPOBaHUNS 1
NHOPMALMOHHbIX
TEXHOJIOr U,

Kof v Ha3BaHWe nHaukKaTopa
KOMMNeTeHLnn

MK-1.1 Obnapaet 6a30BbIMU
3HAHUSAMM, NOAyYeHHbIMKU B 06nacTu
MaTeEMATUYeCKUX n (nnn)
€CTEeCTBEHHbIX HayK,
NPOrpamMMmnPOBaHNS 1
NHMOPMALMOHHbBIX TEXHOIOM NI

MK-1.2 YMeeT HaxoguThb,
opMynmnpoBaTh 1 pellaTb
CTaHOapTHbIE 3a4a4uM B COBCTBEHHOM
Hay4YHO-UCCNen0BaTEIbCKON
NesaTeNnbHOCTU B MaTeMaTuKe U
NHOpPMaTUHKeE

MK-1.3 NmeeT NpakTUYeCKnin OnbIT
Hay4HO-MCC1e10BaTENbCKOM
0eAaTeNnbHOCTU B MaTeMaTUKE 1
NHopmaTrKe

12. O6beM aucuUNINHBbI B 3a4e€THbIX eguHULax/yac:

2/72

dopMa NPOMEXXYTOYHON aTTeCTaLuMm:

3ay4yeT C oueHKoMN

13. TpynoeMKOCTb No BUAaM y4ebHon paboTbl

Bug y4ebHon paboTbl

AyaNTOpPHbIE 3aHATUA
JIeKUNOHHbIE 3aHATUSA
lpakTn4eckne 3aHATUSA
NabopaTopHble 3aHATKA

CamocTodATenbHas paboTa

3HaHus, YMEHWUA, HaBblKW

3HaTb: MPUHLUNGI
opraHusauuu
KOMMbIOTEPHbIX CeTEN 1
CUCTEM TeSIeKOMMYHUKaLNi

yMeTb: PacCYUTbIBATb
OCHOBHbIE XapaKTePUCTUKN
CUIHaJIbHO-KOA0BbIX
KOHCTPYKLMIA C MOMOLLbIO
MaTeMaTU4eCcKoro
MOLeNIMPoBaHNA W
aHaNTUYECKN;
paccyMTbiBaTb U
NAaHMPOBaTb afpecHble
npocTpaHcTBa IPv4, IPv6
ceTen

BNafeTb: MeTodaMu
MaTeEMaTUYeCKoro
MOAE/IMPOBAHNSA CUCTEM
rnepenayn AaHHbIX

CemecTtp 8 Bcero
36 36
24 24
0
12 12
36 36



Bunpg y4yebHon paboThl

KypcoBas paboTa
MpoMeXxyToYHas aTTecTaums
Yacbl Ha KOHTPOJIb

Bcero

13.1. Copep>xaHue AUCLMUNINHbI

n/n

HanmeHoBaHue
pasgena
ONCUUMNHbI

OcHoBHble
onpepeneHus,
Knaccuukaymm,
mMoLenu.

ColiepXxaHue pasfena
ANCUUNMJINHDI

MpeoMeT nlyyveHmsa Kypca,
OCHOBHbI€ onpefeneHus.
CTpyKTypa MHPOPMaLIMOHHON
ceTn. MHOroypoBHeBas
apxuTekTypa ceTu. [ToHaTne
npoTtokona. Mogenb
B3aUMOCBA3W OTKPbITbIX CUCTEM.
®OyYHKUMOHasbHbIE MPO(UIN.

CemecTp 8 Bcero
0
0 0
0
72 72

Peanusauns pasgena AUCLMMINHBI C MOMOLLbIO
OHNalnH-Kypca, 2YMK

IYMK «NHHOKOMMYHUKALNOHHbIE CUCTEMBI 1
ceTu»,
https://edu.vsu.ru/course/view.php?id=2215



n/n

HanmeHoBaHune
pasfena
JNCLUMMNANHBI

dusnyecknin
YPOBEHb
NH(OPMaLMOHHbIX
ceTen.

ConepxxaHue pasgena
ONCUNNANHBI

OCHOBbI TEOPUKN MHGOPMaLIUK.
Mepa nHpopmaumu,
BEPOSTHOCTHBIN MOAXOM.
OCHOBHblE XapaKTepUCTUKM
CUCTEMbI Mepefayn ANCKPETHBLIX
COOOLLEHN 1 TMHNIA CBA3MN.

S HEeKTUBHOCTb UCMONb30BaHMA
4aCTOTHOro Aivana3oHa
cpencTBaMu nepefayn LaHHbIX.
VHthopMaLMOHHbIE eMKOCTU
LVCKPETHOr0 U HernpepbIBHOro
curHanos. Mpepenbl CKOPoCTy
nepenayn SaHHbIX, TEOPEMbI
Hankeucta n LLeHHOHa.
MPVHLMMBI U UCNOJIb3YEMble
BUAbI MOAYNALNUN, NX
ocobeHHoCTU. KomMniekCcHoe
npeacTaBieHne
MOAYJIMPOBaAHHOMO curHana. 1/Q
mMoaysiaTop. NosiHada cuctema
nepegayn gaHHbIX, ee
XapaKTepuCTukmn. BeposTHoCTm
CUMBOJIbHON 1 BUTOBON OWNBKYK
019 MOAYNALMNOHHBIX CXEM.
JNlabopaTopHLIe TEMbI: N3yYyeHune
BO3MOXXHOCTen cpenbl Matlab no
MOZLENMPOBaAHUIO
KOMMYHWUKALNOHHbIX CUCTEM Ha
npumMepe mogenm BPSK
cuctemsl. Communications
Toolbox n Communications
Blockset. PacyeT
KOMMYHUKALNOHHOW CUCTEMBbI.
OnpepeneHne xapakTepucTurK
MOLYNSLMOHHBLIX cxeM. Cpegfa
mMogenunpoBaHma Simulink.
MoZennpoBaHue NMosHon
CUCTEMbI Nepefayn OaHHbIX B
cpegne Simulink. MonenunposaHue
cucTem nepegayn MPSK, QAM.
OnpepeneHne BER, SER
aHaIMTNYECKM 1 C MOMOLLbIO
NMUTALUOHHOI O
MOZLENNPOBaHUS.

Peanusaunsa pasgena AMCUUMINHBI C MOMOLLbIO
OHJlanH-Kypca, IYMK

IYMK «HHOKOMMYHUKALNOHHbIE CUCTEMBI 1
ceTuy,
https://edu.vsu.ru/course/view.php?id=2215



n/n

7

HanmeHoBaHune
pasfena
JNCLUMMNANHBI

YpoBeHb
yrnpaBfieHus
KaHaJsiom obMeHa
JaHHbIMU.

TexHonorum
JIOKaJIbHbIX,
6ecnpoBoHbIX,
CMYTHWKOBbIX
ceTen.

NGN-ceTn.

MapwpyTnsauymsa.

TexHonorun WAN.

ConepxxaHue pasgena
ONCUNNANHBI

Lmndposoe n nornyeckoe
KoaunposaHue. ObHapy>xeHwue u
ncnpasneHne owmnbok.
YnpaBsieHne KaHaaom,
pa3nyHble MOAXObI.
ACVHXPOHHOE N CUHXPOHHOE
opmaTuposaHune. ARQ-MeTobl.
CTaTu4yeckoe v AVHaMUYeckoe
pacnpeneneHns pecypcos
KaHana. JlabopaTopHble TeMbI:
MOLennpoBaHue
NpPOn3BOAUTENIBHOCTH
MPOTOKOJI0B YNpaBJiIeHNS
KaHa/oM.

JlokanbHble CeTW, CTaHAAPTHI
IEEE802.x. MeToabl
KoMMyTauun. PacyeTsl Ethernet
ceTen. becnpoBogHble ceTw.
CnyTHUKOBbLIE CETW.
JNlabopaTopHkle TeMbI: pacyeT
ceTen Ethernet, Fast Ethernet.

MynbTuUMeama n KOMMbOTEPHbIE
ceTun, QoS.

MapLwpyTmsaumnsa B ceTax
nepefayn AaHHbIX. YnpasieHue
NoTOKaMn faHHbIX. MexceTesoe
B3aumopgencTaue. IP.
JNlabopaTopHble TeMbl:
agpecauns B TCP/IP ceTax:
BbIYNC/IEHUS aApPeCcoB NoACEeTEN,
MaCoK NnoaceTen, aapecos
LLUMPOKOBELLAHNS.

CeTun C KOMMyTaUMel NakeToB.
ISDN, undposble ceTtun ¢

NHTErpasibHbIM O6Cﬂy)KI/IBaHI/IeM.

Frame Relay. SDH. ATM.

Peanusaunsa pasgena AMCUUMINHBI C MOMOLLbIO
OHJlanH-Kypca, IYMK

IYMK «HHOKOMMYHUKALNOHHbIE CUCTEMBI 1
ceTuy,
https://edu.vsu.ru/course/view.php?id=2215

IYMK «/NHPOKOMMYHNKALMOHHbIE CUCTEMbI U
ceTu»,
https://edu.vsu.ru/course/view.php?id=2215

SYMK «/IHPOKOMMYHMNKALMNOHHbIE CUCTEMbI U
ceTun»,
https://edu.vsu.ru/course/view.php?id=2215

9YMK «NHHOKOMMYHUKALNOHHbIE CUCTEMBI 1
ceTu»,
https://edu.vsu.ru/course/view.php?id=2215

SYMK «/IHPOKOMMYHMNKALMNOHHbIE CUCTEMbI U
ceTun»,
https://edu.vsu.ru/course/view.php?id=2215



n/n

10

HanmeHoBaHune
pasfena
JNCLUMMNANHBI

MexnyHapoaHble 1
pervoHasnbHble CeTu
obuiero
Ha3HavyeHus.
Internet.

KoprnopaTuBHble
CeTU N CUCTEMBI.
NHdopmaLmoHHas
6e3onacHoOCTb
ceTen.

[MpoekTMpoBaHue
NHMOPMALIMOHHbIX
ceTen.

dursnyeckun
YPOBEHb
NHHDOPMALMOHHbIX
ceTen. (nab.)

dusnyecknin
YPOBEHb
NHMOPMaLMOHHbIX
ceTen. (nab.)

ConepxxaHue pasgena
ONCUNNANHBI

VHTepHeT: NoCTaBLLMKK YCIyT.
OTBETCTBEHHbIE OpraHn3aLnm
NHTepHeT. MHpacTpyKTypHbIe
cnyx6ebl IP-ceTein.
ObopynoBaHMe 1 TEXHOMOr UK
COBpeMeHHbIX IP-ceTen. IPv6.
JlabopaTopHble TeMbI:
MapLUpyTU3aumns B MHTPaHeT
ceTsX, KOH(pUrypuposaHue
KOHEYHbIX Y3/10B U
MapLpyTmnsaTopos. DHCP:
KOH(UrypmpoBaHve Ha CTOpPoHe
cepBepa ¥ KOHeYHbIX y3J10B.
MapwpyTtusauunsa B IHTepHeT.
OnpepeneHne MarmcTpasbHbIX
MapwpyToB B IHTepHeT. DNS:
KOH(UrypmpoBaHve Ha CTOpPoHe
cepBepa 1 KOHEYHbIX Y3/10B.
PerncTtpaTopbl 1 OTBETCTBEHHbIE
opraHmsauunm MHTepHeT.
TyHHENn ons CoCcyLlecTBOBaHMUS
IPv6 1 IPv4 ceTen.

Intranet-cetun. OcobeHHOCTM
nocTpoeHusa intranet-cetei.
be3onacHOCTb ceTen nepegayn
OaHHbIX. VPN. CeTeBble 3KpaHbl.
IPsec. JlabopaTopHble TeMbI:
KoprnopaTueBHasa ceTb BIY.
WccnepnosaHue,
LOKYMEHTUNPOBAHNE.

MeTof010rnsi NPOEKTUPOBAHNSA
NH(OKOMMYHUKALNOHHbIX
cucTem n cetein. Mepapxmyeckas
momenb CISCO. LWabnoHsbl
NMPOEKTUPOBaAHNS.

PacyeT 6104)KeTa MOLLHOCTU U
OCHOBHbIX XapaKTepuCcTuK
KOMMYHUWKALVMOHHOWN CUCTEMBI

MN3yyveHne CKK. OnpegeneHune
BEPOSATHOCTY BUTOBOW OLLUNOKM
KaK (PYHKLUN OTHOLLEHNS
CUTHAN-LWyM ON8 pa3anyHbIX
BMA0B MOOYNSALMM

Peanusaunsa pasgena AMCUUMINHBI C MOMOLLbIO
OHJlanH-Kypca, IYMK

IYMK «HHOKOMMYHUKALNOHHbIE CUCTEMBI 1
ceTuy,
https://edu.vsu.ru/course/view.php?id=2215

IYMK «/NHHhOKOMMYHUKALNOHHbIE CUCTEMBI 1
ceTu,
https://edu.vsu.ru/course/view.php?id=2215

IYMK «NHHhOKOMMYHUKALNOHHbIE CUCTEMbI 1
ceTu»,
https://edu.vsu.ru/course/view.php?id=2215

SYMK «/IHPOKOMMYHMNKALMNOHHbIE CUCTEMbI U
ceTu»,
https://edu.vsu.ru/course/view.php?id=2215

IYMK «NHHhOKOMMYHUKALNOHHbIE CUCTEMBI 1
ceTu»,
https://edu.vsu.ru/course/view.php?id=2215



n/n

10

HanmeHoBaHune
pasfena
JNCLUMMNANHBI

TexHonorumm
JIOKA/bHBbIX,
6ecnpoBOaHbIX,
CMYTHWNKOBbIX
ceTen. (nab.)

MapwpyTnsauymsa.
(nab.)

Me)xayHapoAaHble u
pPervoHanbHbIE CETU
obuiero
Ha3HayeHus.
Internet. (nab.)

MexayHapognHble u
PEernoHasbHble CETU
obuiero
Ha3Ha4YeHus.
Internet. (nab.)

MexayHapognHble u
pervioHanbHble ceTu
obuiero
Ha3Ha4yeHus.
Internet. (nab.)

KopropaTuBHble
ceTn N CUCTEMBI.
VHthopMaLMoHHas
6e3onacHOCTb
cetei. (nab.)

[poekTuposaHue
NH(OPMaLMOHHbIX
ceTen. (nab.)

ConepxxaHue pasgena
ONCUNNANHBI

KoHguryprpoBaHue
NHpacTpykTypHOM WiFi-ceTw,
AAA-cepBepa

MnaHnpoBaHWe afpecHOro
npocTpaHcTBa IPv4-ceTen n
co3faHue ceTu

KoHguryprposaHue
NHDPACTPYKTYPHbIX CNyXx6 |P-
cetn: DHCP n DNS.

MocTpoeHmne, NpoBepKa
paboToCNOCOBHOCTM 1 MOUCK
HeuncnpaBHocTen B IPv4/IPv6
ceTsx (DualStack)

MocTtpoeHune IPv6-over-IPv4, GRE
TYHHEnen.

L2 ya3BMMOCTU UHTPAHET CeTel.
APR.

AHanun3s IP-CBA3HOCTU ”
NMOCTPOEHME Ha 3TON ocHoBe |P-
KapTbl ceTu.

13.2. Tembl (pazpensbl) AUCLUNIUHBI U BUAbI 3aHATUN

No
n/n

HanmeHoBaHue
TeMsbl (pa3aena)

OCHOBHbIe
onpeLeneHus,
Knaccuukaumm,
mMonenu.

JlekumoHHble  TlpaKkTuyeckune
3aHATUA 3aHATUA
2

Peanusaunsa pasgena AMCUUMINHBI C MOMOLLbIO
OHJlanH-Kypca, IYMK

IYMK «HHOKOMMYHUKALNOHHbIE CUCTEMBI 1
ceTuy,
https://edu.vsu.ru/course/view.php?id=2215

IYMK «NHHOKOMMYHUKALNOHHbIE CUCTEMBI 1
ceTu»,
https://edu.vsu.ru/course/view.php?id=2215

IYMK «/NHPOKOMMYHUKALMOHHbIE CUCTEMbI U
ceTu»,
https://edu.vsu.ru/course/view.php?id=2215

SYMK «/IHPOKOMMYHUKALNOHHbIE CUCTEMbI U
ceTu»,
https://edu.vsu.ru/course/view.php?id=2215

SYMK «/IHPOKOMMYHUKALMOHHbIE CUCTEMbI U
ceTun»,
https://edu.vsu.ru/course/view.php?id=2215

SYMK «/IHPOKOMMYHMNKALMNOHHbIE CUCTEMbI U
ceTun»,
https://edu.vsu.ru/course/view.php?id=2215

SYMK «/IHPOKOMMYHMNKALMNOHHbIE CUCTEMBI U
ceTun»,
https://edu.vsu.ru/course/view.php?id=2215

NabopaTopHble CamocTosTenbHas  Bcero
3aHATUSA paboTa
1 3



No  HaumeHoBaHwue JlekumoHHble  TpakTuyeckne JlabopaTopHble CamocTosTeNnbHas Bcero
n/n  Tembl (pasgena) 3aHATUS 3aHATUSA 3aHATUS paboTa

2 dur3nyecknn 2 2 4 8
YPOBEHb
NHDOPMALIMOHHBIX
ceTen.

3 YpoBeHb 2 1 4 7
yrnpaBneHns
KaHanoMm obmeHa
OaHHbIMU,

4 TexHonoruu 2 1 3 6
JIOKaJIbHBbIX,
6ecnpoBoaHbIX,
CMYTHUKOBbIX
ceTen.

5 NGN-ceTn. 2 1 4 7
6 MapwpyTtusauma. 2 2 8 12
7 TexHonorum WAN. 4 1 2 7

8 MexayHapoOHble 2 2 6 10
N pernoHasbHble
ceTtun obuiero
Ha3Ha4YeHuns
Internet.

9 KopriopaTusHble 4 1 2 7
CeTn N CUCTEeMbI.
VHdopMaLIMOHHas
6e3onacHoCTb
ceTen.

10 TllpoekTupoBaHue 2 1 2 5
NHPOPMALIMOHHbIX
ceTen.

24 0 12 36 72

14. MeToamnyeckue yKasaHusa ana oby4aloLwmxcs no 0CBOEHMIO AUCLUNJINHBI

OvcunnnuHa TpebyeT paboTbl C hanaMu-Npe3eHTaUnsAMN NeKUNA N COOTBETCTBYIOLWMUMU FlaBaMu
PEKOMEH0BAHHOM OCHOBHOM NNTepaTypbl, a TakxXe, 0653aTeNbHOro BbIMONHEHUSA BCeX NabopaTopHbIX
3a[aHUN B KOMMbIOTEPHOM KJlacce. CaMoCTOsITENbHAA MOATOTOBKA K NabopaTOPHbLIM 3aHATUAM He
TpebyeTcs, T.K. HeobxoanMble peKoMeHaunMy Ja0TCA B ayAMTOpPUK, rae BbiNoNHATCA NabopaTopHble
paboThl.

CamocToATEeNbHas pa60Ta NMPOBOAUTCHA B KOMMbOTEPHbIX Knaccax ®KH ¢ ncrnosib3oBaHneM MeTogn4eCcKnx



MaTepuanoB pPacrnosioKeHHbIX Ha y4ebHo-meToanyeckom cepsepe ®KH "\\fs.cs.vsu.ru\Library” n Ha
cepsepe Moodle BI'Y moodle.vsu.ru v BbiNoJIHEHMEM 3a4a4 KOH(UIYpUpoBaHUs BupTyannsmposaHHon UC.
Bo Bpemsi camocToaTenbHOW paboTbl CTYAEHTbl WCMOMb3YIOT 3/1EeKTPOHHO-6MBNNOTEYHbIE CUCTEMBI,
LOCTYrMHble Ha nopTane 3oHanbHoW bubanotekn BIY no agpecy www.lib.vsu.ru. YacTb 3afaHuin MoXeT
OblTb BbIMOJIHEHA BHE ayAUTOPUA Ha LOMAlUHEM KOMMbOTEpe, Nocsie KONMpPoBaHUA METOAMNYECKUX
yKa3aHun n Heobxogmmoro MO ¢ y4ebHo-MeToANYeCKOro cepeepa PKH.

15. Nepe4yeHb OCHOBHOMW M OONOJIHUTENILHOW INTEpaTypbl, PEeCypPCcoB UHTEPHET, HeobXoaMMbIX
A OCBOEHUS AUCLUNJINHDI

Ne
n/n

NcToYHMK

MyroskuH, A. B. CeTn nepefayn faHHbIX : y4ebHoe nocobue / A. B. MyroBkuH ; TOMCKUIA
FoCyOapCTBEHHbIA YHUBEPCUTET CUCTEM YNPaBEHNA N Paano31eKTPoHNKIN (TYCYP). - ToMCK :
®akynbTeT ANCTaHUMOHHOro 0b6yyeHmsa TYCYPa, 2015. - 138 c. : cxeM. ,un., Tabn. - Pexum
focTtyna: no noanucke. - URL: https://biblioclub.ru/index.php?page=book&id=480793 (nata
obpawerns: 23.05.2023). - bubnmorp.: c. 131-132.

IpuueHkKo, H0. b. BblyncanTenbHble CUCTEMBI, CETU 1 TENEKOMMYHMKauun : y4ebHoe nocobue /
0. B. I'prLEHKO ; TOMCKUI [OCYyAapCTBEHHbIN YHUBEPCUTET CUCTEM YNPaBIEHNA U
panno3nekTpoHukn (TYCYP), @akynbTeT AUCTAaHLUNOHHOIO 0byyeHns. - Tomck : TYCYP, 2015. -
134 c. : cxem., Tabn., un. - Pexxum goctyna: no nognucke. - URL:
https://biblioclub.ru/index.php?page=book&id=480639 (naTta obpawieHns: 23.05.2023). -
Bubnuorp.: c. 123-124.

6) LononHWTENbHas nuTepaTypa:

Ne
n/n

NCcToYHUK

OcHoBbl paboTbl B nporpamme CISCO PACKET TRACER : y4yebHo-meTogmn4eckoe nocobue /
coctaButenu . B. Abpamos [n ap.]. — BopoHex : BI'Y, 2017. — 31 c. — TeKCT : 371eKTPOHHbIN //
JlaHb : 3nekTpoHHO-bnbanoTeyHasa cuctema. — URL: https://e.lanbook.com/book/154795 (paTa
obpaleHns: 23.05.2023).

Oemnpos, J1. H. OCHOBbI 3KCNAyaTaLUmM KOMMbIOTEPHbIX ceTel : y4ebHuK ans 6akanaspos /
J1. H. emunpos. - Mockga : MNpomeTent, 2019. - 799 c. : un., Tabn., cxem. - Pexxum goctyna: no
noanucke. - URL: https://biblioclub.ru/index.php?page=book&id=576033 (gaTa obpalieHus:
23.05.2023). - bubnuorp.: c. 750 - 752. - ISBN 978-5-907100-01-5. - TeKCT : 3NE€KTPOHHbIN.

B) MH(OPMaLIMOHHbIE 3/1eKTPOHHO-06pa30BaTE/bHbIE PECYPCHI:

Ne n/n

NCTOYHMK
bnbnnoteka BI'Y, http://www.lib.vsu.ru
Cepsep y4ebHo-MeToanYeckux matepuanos ®KH, \\fs.cs.vsu.ru\Library

IYMK «NHPOKOMMYHUKALMOHHbIE CUCTEMbBI N CETU»,
https://edu.vsu.ru/course/view.php?id=2215



16. MepeuyeHb yuebHO-MeTOogUYECKOro obecneuyeHus pnsa caMocToATesIbHOU PaboThl

Ne n/m NCTOYHUK

1 Cepsep y4ebHo-MeToanYecknx maTepuanoB PKH, \\fs.cs.vsu.ru\Library

2 IYMK «NH(POKOMMYHMNKALIMOHHbIE CUCTEMBI U CETU»,

https://edu.vsu.ru/course/view.php?id=2215

17. ObpasoBaTesibHble TeXHOJIOTUMM, UCNOJIb3yEeMbie NPU peanusauum y4ebHon AUCLUNAUHDI,
BKJIIOYasA AMCTaHLMOHHbIe oOpa3oBaTenbHbie TexHosnoruu (AO0T), anekTpoHHoe obyyeHue (30),

CMeLUaHHoe obyuyeHue):

1. TexHonorum BupTyanusaumm Oracle/Sun Virtual Box

CepBepHble 1 kaneHTckne OC Microsoft.

AN

MO MATLAB.

18. MaTepuanbHO-TEXHU4YECKOe obecneyeHne AUCLUNIIUHDI:
1. JleKUMOHHas ayanTopusi, OCHaLLEHHAs BUAEONPOEKTOPOM.

2. KOMMblOTEPHbIN Knacc And npoBefeHns nabopaTopHbIX 3aHATUIN, OCHALLEHHbLIA NMPOrpaMMHbIM
obecneyeHunem VirtualBox, VirtualPC, MATLAB. O6bem onepaTUBHON NamaTK Ha paboyee MeCcTo He MeHee

4TB.

3. JlabopaTopusa ceTen n cUCTeM nepemadn nHhopMaumm.

OnepaumnoHHas cuctema GNU/Linux (auctpmnbyTtus Cent0S).

INeKTPOHHO-bnMbnoTevHas cuctema «YHmBepcuteTckas bubnmoteka online», http://biblioclub.ru
ObpaszoBaTenbHbi nopTan Moodle (cepeep Moodle BI'Y)

19. OueHo4YHbIe CpeacTBa ANA NPOBeAeHUA TEeKYLLEeNn U NPOMEeXXYTOYHOU aTTecTauun

MopsLoK OLEHKN 0CBOEHMS 0byyvatoLmMmncs y4ebHoro MmaTepmana onpeaenseTcs Coaep XxaHnem

cnenyrownx pasaenos anNCUUnINHLIL

Ne Paspensbl Koo komneTeHunn Kop nHamkaTopa
n/n ONCUNMNNHBI
(Mopynn)
1 1-2 MK-1 MK-1.1
2 4-10 MK-1 NnK-1.2
3 2-3 MK-1 MNnK-1.3

Mpome)XyTo4YHas aTTecTaums
®opMa KOHTPOJIA - 3a4€T C OLEHKOM

OueHoYHble cpeacTBa A8 NPOMEXYTOYHOM aTTecTaumm

MucbMeHHas KOHTPosibHas paboTa. Bo3MOXXHO NosyyeHne OLEHKU Mo pe3ysbTaTaM TEKYLLMX aTTecTalui,

OueHo4Hble cpencTBa s
Tekyllen aTTecTaummu

KoHTponbHasa paboTa 1

KoHTponbHble paboThl 2,3
JlabopaTopHble 3agaaHna Ne3-9

KoHTponbHasa paboTa 1
NabopaTopHble 3agaHns Nel,2

COrnacHoO NoJIoXKeHuto O 6anano-pe|7|T|/|Hr030|7| cncrteme 06yqu|/|ﬂ N OUeHKWN yCcrneBaemMoCT CTYAEeHTOB.

20 Tunosbie OULEHOYHbIE CpeacTBa U MeToOAMYEeCKMe MaTepuanbl, onpeaensiolie npoueaypsl

OL.eéHUBaHuA



20.1 TeKyLiMA KOHTPOJIb yCNEeBaeMOCTH
TexHonorua nposepeHus:

Tekyllasa aTTecTaumsa NPOBOAUTCS B (DOPMaxX MUCbMEHHBIX (MK B 3IEKTPOHHOM BMAE Ha CalTe
edu.vsu.ru) KOHTPOJIbHbIX PaboT Mo nekumnsam n nabopaTopHbIX 3a4aHNn. OLEHKN 3@ BOMPOCH KaXkA0M
KOHTPOJIbHOW paboTbl CyMMUMPYIOTCA 1 CyMMa 3aTeM HopMupyeTca K 50-6annbHoMy 3HaveHuto. Kaxxaas
nabopaTopHasa paboTa OLEHMBAETCS KaK BbINOJIHEHHAA UJIN HEBLINONHEHHAA COrNacHO KPUTEPUAM B e€
onncaHmmn Ha edu.vsu.ru. B KoHLe cemecTpa BblHUCAAETCA CPeHAN OLEeHKA 3a BCe KOHTPOIbHbIE paboThl
1 nabopaTopHble 3a4aHNS. ITa OLLEHKa ABNSETCA OLEHKOW 3a paboTy CTyAeHTa B Te4eHMe BCero
cemecTpa ¥ UCNoSIb3yeTCa A1 pacyeTa UTOFOBOM OLEHKM Mo npegMeTy (cM. pasgen 20.2).

CooTHOLLEHMe noKasaTesied, KpUTepMeB U LLKaJbl OLLeHUBAHUA pe3ybTaToB 00y4yeHus

KpuTepumn oueHnBaHNS KOMNETEHLNIA YpoBeHb LlIkana oLeHoK
ChOpPMNPOBAHHOCTM
KOMMETEHL NN
BepHble 0TBETHI Ha BCE BOMPOCHI KOHTPOJIbHOM paboTkl. Bce  |MoBbILWEHHbIN OTnmnYHO
KpUTEPWIX BbIMOJHEHMSA 1 paboTOCMOCOBHOCTN B YPOBEHb

nabopaTopHbIX 3aAaHUAX - YAOBNETBOPEHDI.

BepHble 0TBeTbl Ha 60/1bLUYI0 YaCTb BOMPOCOB KOHTPOALHON  |ba30BbIN XopoLuo

paboTbl. Bonbllas YacTb KPUTEPMEB BbIMOSIHEHNA 1 YPOBEHb

paboTocnocobHoCcTU B nabopaTopHbIX 3a4aHUSX -

YyL0BNEeTBOPEHA.

BepHble 0TBETHI Ha Hanbonee Ba)kHble YaCTW BOMPOCOB Moporosbin Y[OoBNeTBOpUTENBHO
KOHTPOJIbHOW paboTbl. ba3oBas YaCTb KPUTEPMEB YPOBEHb

BbIMOJIHEHUS U PaboTOCNOCOOHOCTM B NlabopaTOpHbIX
3afaHUAX - yO0BNETBOPEHA.

HeT unm KpaiHe Mano BepHbIX OTBETOB Ha Hanbonee BaXkHble
4acTy BOMPOCOB KOHTPOJIbHOM paboThl. ba3oBas 4acTb
KpUTEPWEB BbIMOMHEHNA 1 paboToCNOCOBHOCTN B
nabopaTopHbIX 3aJaHUsX - He YOOBETBOPEHA.

HeynoBneTBopuTENLHO

dopMupoBaHMe OL,EHOK:

Mpy OLIEHVBAHMM Pe3yNibTAaTOB TEKYLLEN aTTeCTaL N NCNOb3YeTCs KOIMYECTBEHHAS LWKaa OLEHOK.
YnomsaHyTas Bbille 50-6anbHas cpefiHas OLEeHKa onpeaenseT ypoBeHb CHOPMUPOBAHHOCTH
KOMMETEHLMIA 1 BAUSET Ha UTOrOBYIO OLIEHKY (CM. pa3zgen 20.2).

NMepeyeHb nabopaTopHbIX 3aAaHUi

1 PacyeT 6toa)KeTa MOLHOCTMW U OCHOBHbIX XapaKTEPUCTUK
KOMMYHWKaLMOHHOW CUCTEMBI

2 N3yyveHne CKK. OnpeneneHne BepoATHOCTY BUTOBOW OLLIMOKM
KaK (hyHKLUN OTHOLLEHUS CUTHaN-LUYM 015 Pa3jnYHbIX BULOB
MOZYyNALMNM

3 KoHgurypuposaHue nHdpactpyktypHon WiFi-ceTn, AAA-
cepsepa

4 MnaHnpoBaHWe aipeCcHOro NPocTpaHCcTBa IPv4-ceTein n
Co34aHune cetn



KoHhuUrypupoBaHue NHGPacTpyKTYpHbIX cnyx6 IP-ceTu:
DHCP n DNS.

MocTpoeHmne, NpoBepKa paboTocnoCcobHOCTM 1 NOUCK
HeucnpaBHocTen B IPv4/IPv6 ceTax (DualStack)

MocTpoeHue IPv6-over-IPv4, GRE TyHHenen.

AHanus IP-CBA3HOCTM M NOCTPOEHME Ha 3TON OCHOBE IP-KapThbl
ceTu

MynbTudunnnanbHas cetb ¢ WAN FrameRelay/MPLS.

MepeyeHb BONPOCOB ANA KOHTPOJIbHbIX paboT

Ne

Bonpockl KOHTPONbLHOM paboThl 1

1

YTo Takoe NUHUS CBA3W, YeM OTIMYAETCA OT KaHana nepefayv AaHHbIX? MNepeyncnute n gante
onpefeneHns XxapakTepncTukam NMHNUI CBA3N, YKaXXnTe cnocobbl nx npeacTaBneHns/e AanHnLbI
n3mepeHunin. MNMpuseante npuMepsl J0ObIX N3BECTHLIX BaM 3HaYeHnn XxapakTepucTuk (a5 aobon
cpenbl).

[epe4yncnnTe TUMOBbLIE TOMOJIOrUN ceTen. B 4eM oTAMYME TOMOSIOTUIA LWMHA (MW LUKMHA B TOYKE) U
3Be€3.a.

014 4ero ncnosb3yeTca Moayaaums, MoOXXKHO i 6e3 Hee 06ONTUCL NpK Nepefade faHHbIX, B
KakoM cniydae (06bAcHUTE noyvemy)? B yem npuHumnuanbHele oTanyuusg QAM n PSK Mmoaynsauni,
Kakmne TexHu4yeckme npobnemMsl MOXKET Bbi3BaTb 3TO OT/IM4ME?

YTO nMetoT B BMUAY, KOrAa rOBOPAT, HTO KOMMYHUKALMOHHAA CUCTEMA OrpaHMyeHa no MOLWHOCTI?
A no nonoce? Kak 3Tu orpaHu4eHuns onpeaenntb? B nepeoi nabopaTopHon 3anaye,
crnekTpanbHasg apdekTnBHoCcTb BPSK nonaranack pasHom 0,5. MoXXeT M CNOXUTLCS CMTyaums B
LaHHOW 3afaye, Npy KOTOPOKM CrekTpasbHas 3PPeKTUBHOCTb NAaNIbHON CUCTEMBI
COOTBETCTBYIOLLEN YC0BUAM 3ada4u, byneT meHblle 0,57 ECam 3T0 BO3MOXXHO, TO MPU KakmnX
YCNOBUSAX 3a4a4m?

YT0 Takoe MHOrOypPOBHEBbLIE MOLENN CETU, A5 HEro OHU HYXXHbI? MNprBeanTe NpuMepsl
mMozenein. Ha3oBMTe YPOBHM 1 OMMLLUTE 3aA4a4M KaXKOro YPOBHS.

Y10 Takoe cnekTpasbHaa 3 PeKTUBHOCTb, eANHNULbI ee N3MepeHuns, cnocod BblYNCIeHNN?
MpuBeanTe NPUMEP BbIYUCSIEHNS ANF KaKOW-NM60 IMHUKM CBA3M (Hanpumep, BUTOW Napbl 1 T.M.) €
3aflaHHbIMM Bamy (MOXXHO NPOU3BOJIbHO) XapaKTepUCTUKaMMU.

YT0 Takoe My/bTUMNEKCMPOBAHNE U LEMYNbTUMNIEKCPOBAHNE NAKETOB (B CTEKE NPOTOKOIOB),
KaK onpepensieTcs nyTb NakeTa B CTeke (MOXKHO Noka3aTb Ha npumepe HTTP-Bebcepsuca)?

YT0 Takoe KOMMJIeKCHoe NpeAcTaB/ieHne MOAYIMPOBAHHOMO CUrHana. YTo Takoe co3esane (B
T.4. npumMepbl)? MOYEMY UCKAXKEHHBIE LLIYMOM COCTOSHWUS CUrHANA B 3allyMJIEHHbIX CO3BE3MSX
COCPEeNOTOYEHbI-BMMCAHbI B OKPYXHOCTb, @ HE, HanpuMep, B 0Baa WA Apyryto durypy? Ecnm ato
3h(heKT onpeneneHHbIX YCI0BUA IKCNEPUMEHTA, TO KaKMX UMEHHO? MoryT nu 6bIThb
«HECVMMETPUYHbIE» UCKAXKEHNS 1 B KaKKX ciyvasix? MNoyemy peasibHO NCMoJib3yeMble
CUrHanbHble co3Be3ans 06bIYHO CUMMETPUYHBI?

YTo Takoe CaMOCUHXPOHU3NPYIOLLNACS LungpoBon koa? Mpueeaute npumep

10

HanuwimnTe 0CHOBHbIE 3aBUCMMOCTU MEXY KPAaTHOCTbIO 0BHapY>XBaeMbIX OLLIMOOK,
ncrnpaBasieMbiX oWNOOK 1 KOLOBLIM pacCTosiHMEM KoAa. [puBeanTe NpuMepbl NCNPaBAEHNS 1
obHapy>XeHns oLnBOoK.

11

YT1o Takoe I/Q mogynaTop u Kakum obpa3omM oH paboTaeT? YTo HYy>XKHO 419 TOro, 4TobbI
peann3oBaTb ero npPorpamMmmMHo?




12

OnnwunTe YCTPOMCTBO U OCHOBHbIE XapaKTEPMUCTUKM ONTOBOJIOKOHHOI0 Kabens. Kakue bbiBatoT
TUNbl 3TOro Kabens, B 4eM Ux oTanYME 1 06NacTn NpUMeHeHNs. Kakue elle CyLecTBYIOT Cpeabl
nepegayu, UCNonb3ylowme oNnTUYECKUI AnanasoH?

13

YTo Takoe WHKancynauunsa nakeTos, NpUBeaUTe ee npuMepbl. YTO Takoe 1 Kak Ucrnosb3yeTcs
«3aroJIOBOK» MaKeTa, OT Yero 3aBucnT % cnyxebHom nHpopMaLnmn B NakeTe, B KaKMX Caydasx
3TOT % yMeHblUaeTcs, yBenndnsas 3. CKOpoCTb?

14

Kakune CyLiecTBYOT CNocobbl MOAyYeHNs 3aBUCMMOCTM OTHOCMTE/IbHOM OWNOKN OT OTHOLLEHNS
c/w (BooonagHoOW KpMBOM) ANs 3alaHHOro Buaa Moaynaunn? OXapakTepUsymnTe «+» U «-» U’
ocobeHHoCTN 3Tux crocobos.

15

B 4yem ngesa OFDM, DMT - Moaynsaumm, C Kakon Lesbto Ha CTOPOHE MOAYNATOPa BbINOJHAETCS
obpaTHoe bMN®?

16

MprMepoM Kakoro 3sieMeHTa CTPYKTYpPbl CeTU nepefayn AaHHbIX aeaseTca mogem: 00 nnam
AK[L? O6bsacHMTe novemy. ObbsicHuTe (6e3 pucyHkoB) poan 00 n AKL.

17

MepeyuncanTe ypoBHU OSI. ONuwnNTe Ha3HaYeHNe KaXkaoro ypoBHs. YTo Takoe NpoToKOJI
npvBeanTe NpUMepbl NPOTOKOO0B, ONMLWKNTE UX paboTy B paMKax MHOrOypOBHEBOW MoLenn?

18

Y70 Takoe cbopka 1 pa3bopka NaKeToB, 4SS YEr0 U B KaKMX CyYasx Mpon3BoamnTca? Yto Takoe
MTU?

19

Bonblie nnm MeHbLe LO/KHO ObiTb PacCTOsIHME XIMMUHIA MEX Y BEPHbIMU KOLOBbLIMI C/I0BaMU,
4EM OHO MOXXET MOJyYUTHCS B pe3ysibTaTe oWmnbok. O6bsSCHNTE NOYeMY U NpUBEAUTE NPUMEpDI.

20

MepeyncnnTe NCNONb3yeMbIE B CETSAX Cpeabl nepeaayn. NMepeyncinTe oCHOBHbIE
XapaKTEPUCTUKIN CPef, YKaXKMTe Kak BANSIOT 3TU XapaKTePUCTUKN Ha XapaKTepUCTUKUN CUCTEM
nepeaayn AaHHbIX, OCHOBaHHbIE Ha 3TUX cpefax. Kakne TpeboBaHMs NpeabsBASIOT K cpene
AYNeKCHble CUCTEMbI Nepeaadn AaHHbIX? B yeM oTanymne oT TpeboBaHMUiA Moy AynAeKCHbIX?

21

Kak KnaccuuumpyoTcst CETY No MacliTaby? (nepeyncanTte NpUsHakm n npuMepHble auana3oHsbl
3HAYeHUN 0N1a ceTen pa3Hbii MacwTabos. Beioennte Hanbosee HafeXXHble KNacCUPrKaLnoHHbIe
NPU3HaKMK.

22

YTo Takoe 1 Kak UCMoJib3yeTCs MOPOXAAIOLLMIA MOJNHOM 1 YTO TakKoe CTaHAaPTHBLIN
nopoxaatowmn noanHom B CRC?

23

YTo Takoe CTeK NPOTOKOJIOB, YEM OTANYAETCA OT MHOroypoBHeBon moaenn? Yto takoe GOSIP,
N5 4ero 1 Kem 06bI4HO (MprMep) ncnonb3yTca?

Bonpocbl KOHTPOILHOWM paboThbl 2

Ecan no kKakum-n1mbo npnynHam He paboTaeT npoTokoa ARP (Hanpumep, danpson,
HEenCnpaBHOCTbL), CMOXXET 1 y3en nepenath IP-MakeT n Nnpu Kakux ycnoBmax?

Y10 Takoe Tabnmua kommyTaTopa? MNprneeanTte npumep Tabanubl 1 3aN0NHUTE Napy CTPOK. YTo
npon3onaeT, ecam Tabnauua nycrta (KOMMyTaTOP TOJIbKO YTO BK/OYEH)? KakuMm obpa3om
NPONCXOAMNT 3anoJiHeHNe 3ToN Tabanubl?

MpoTokon DHCP: nocnenoBaTeibHOCTb AeACTBUI KNMeHTa 1 cepeepa. Korga KineHT NoBTOPHO
3anpocuT NoATBepXXAeHne apeHabl? Korga, npy HENOATBEPXXAEHWUN apeH bl AN HeJOCTYMHOCTU
DHCP-cepBepa, KJIMEeHT AoJKeH 0CBOBOAUTbL MONYyYEHHbIN agpec? MpenmyLlecTBa U BO3MOXXHbIE
npobaemsl Npu ncnosas3osaHun DHCP.

Y10 Takoe aBTOHOMHbIe cucTeMbl ceTu Internet? Ons Yero notpebosanochb nx co3pgaHune? Kak
BbINOJIHAETCA MapLwpyTu3auma B rnobansHom cetu Internet, kakne TpeboBaHMsa 06bIYHO
npenbABASAIOT K aBTOHOMHbLIM cucteMmam? Y1o Takoe IGP n EGP (npuBeguTe npumepsl 44
Kaxkgoro)? [Ins 4yero Hy>KHbl AS, B 4eM Leflb UX CO34aHuna?

MycTb IP-agpec HEKOTOPOro y3aa NoAceTH paBeH IP, a 3HavyeHne Macku aasa 3Ton nogcetn MASK
(3anuwem JaHHble B BuAe IP/MASK). 3annwunte agpec B CIDR-Buae. Onpenennte CETEBON U
LUMPOKOBeLlaTebHbIA aapeca ANs 3Toro y3na. Kakoe MakCMMasibHOe Y1C0 Y3/10B MOXKET ObiThb B
3TOoM noaceTn? JaHHble 3agayn: 172.16.141.1/255.254.0.0

Kak 1 no4yemMy M3MeHA0TCA CKOPOCTU nepefayun faHHbIX MeXAy y3namu nocsie cermeHTauum
CeTN C NOMOLLbIO KOMMYTaTOPOB? Kakoe [OMOJSIHUTESIbHOE NPenMyLLECTBO BO3HUKAET, KOria
CerMeHT cocTouT 13 1 KoMmnbtoTepa (1 MopT KOMMyTaTopa - 1 NOAK/OYEHNE K KOMMbIOTEPY)?

Kak pacwungpoBbiBaeTCs U 4TO 0603HaYaeT KaxK bl 31EMEHT CMrHaJIbHOro CTaHAapTa Ethernet
(Hanpumep, 10Base-2)? MprBeguTe NpuUMepbl CUrHabHbIX CTAaHAAPTOB 1 paclngpynTe nx. Yem
OT/IMYAETCA NEPEKPECTHbIN (Cross-over) oT napannenbHoro (straight-through) kabenn Ha ocHoBe
BMTON Napbl? Kakne cpenbl nopaepxusaet Ethernet?




Kakune CyLLecTBYIOT KJiaccChl IP-ceTen, No KakoMy NPUHLKUMY BbINOJHAETCSA pa3geneHune
agpecHoro npoctpaHcTBa IP Ha Knacchbl? Kakylo Lienb npecsienoBann pa3paboTymkm
«KJ1TAaCCOBOr0» NMoAxoda 1 Kakue npobaembl BO3HUKAM nocne Beoaa CIDR?

9 [YTO0 Takoe [OMEH KOMIM3UIA 1 MOYeMY XenaTeslbHO COKpaLlaTb KOMNYECTBO Y3/10B B HEM? YTO
Takoe no3gHune konnmsuu (late collisions) n Kak NpeaoTBPaTUTL MX BO3HUKHOBEHME? YTO Takoe
bpoagkacT-ooMeH?

10 |daHHble 3aga4m (CM. NOCTaHOBKY 3adaym B Bornpoce N5): 12.161.131.13/255.255.224.0

11 [Y70 3anucaHo B Tabnuue mapwpyTusauum (IP-Tabnuue)? ECim eCcTb HECKObKO 3anucei 06
O4HOM 1 TOM >X€ Ha3Ha4yeHnn, Mo KakoMy NPUHLMMY BbiIbMpaeTcs Ta 3anuncb, Ha OCHOBE KOTOPOW
byneT poctaBnATbCA nakeT? MNpumep.

12 |Mo KakMM OBYM NPUYMHAM OrpaHU4MBalOT AJUHY cerMeHToB ceTen Ethernet? Kakue ectb
CNocobbl «yANNHUTE>» CeTb?

13 [OnuwuTe Kak peann3oBaHa CUCTEMa AOMeHHbIX UMeH Internet (DNS). Mpueeante npumep DNS-
3anpoca (nonyyeHus n3 cuctemsl DNS nHhopmaumm o6 IP-agpece xocTa C UMEHEM
www.cs.yale.edu). YemM oTANYAIOTCA UTEPATUBHBIA 1 PeKYpPCUBHLIA TUMbl DNS-3anpocos?

14 ([Moyemy 3amepxka cermeHTa Fast Ethernet He fo/XHbI NpeBbIWaTh 512bt? Kak nony4nnock 3To
yncno?

15 |JaHHble 3a4a4m (CM. MOCTaHOBKY 3ada4yn B Borpoce N6): 13.11.128.125/255.255.255.128

16 |Kakas cyllecTByeT afbTepHaTuBa NCnojb3oBaHnio DHCP (Kpome py4YHOro HasHayeHus)? MoXXHO
JIN MPUBSA3ATb U KaK KOHKPETHbIA KOMMbIOTEP K KOHKPETHOW IP-KOHUrypaumm npu
ncnosb3osaHun DHCP?

17 [YT0 Takoe niockasa CeTb, KakMe y Hee CyLLeCcTBYIOT orpaHnyeHna? Ha kakom obopynoBaHum
CTPOATCA NJIOCKME CeTH, a Kakoe obopynoBaHue TpebyeTcs Ana nepapxmyeckux? Novyemy cetb
Ha OCHOBE KOMMYTaTOPOB He/b35 PaCLUMPATL HEOrpaHNYeHHOo, Ao6aBNAA-NOAKI0Yas HOBblE
KOMMYyTaTopb!?

18 |[KaKylo 4acTb (B MpoLEeHTax OT BCEro agpecHoro npoctpaHcTea) IPv4 coCTaBnSaOT CeTU Knacca A,
B, C? ObbsicHMTe 4TO Takoe IP-noaceTun, NoYeMy OHU MOSIBUNCH U KaKoBO UX 0Bbl4HOE
npumeHeHve. Kak onpefennTb K KAKOMY KaacCy OTHOCUTCA KOHKPeTHbIN IP-agpec? Kak
NoNyYUINCb Anana3oHbl 3HaveHWn IP-agpecos ans Kiaccos?

19 |Y70 Takoe 6poaAKaCT-LUTOPM, ONULLINTE NOAPOOHO (MO WaraM) Kak BO3HUKAET?

20 |OaHHble 3apaym (CM. NOCTaHOBKY 3ada4vn B Bonpoce N6): 192.168.1.160/255.255.255.192

21 |fosmkHO v BpeMms ABONHOro obopoTta B ceTax Ethernet 6biTb 60bLIE NN MEHbLLE BPEMEHU
nepenayn Kagpa MMHUManbHoro pasmepa? ObbAcHMTE NoYemy. Kak 3T0 NPUMEHNMO K
LYNNeKCHbIM ceTaM, 06bACHMTE noyemy?

22 |Y70 Takoe ARP-MpOTOKOJI, AJ18 Yero OH Hy>KeH 1 Kak paboTaeT (no waram)? Yto Takoe MAC-
afpec 1 Kak ero onpenennTb 4S9 KOMMbOTepa, 3a KOTopbiM Bl paboTaeTe?

23 |OnnwuTe (NoapobHo) paboTy ceTeBoro obopya0BaHMA: NOBTOPUTENS, MapLIpyTM3aTopa, MOCTa,
KOHUEeHTpaTopa, KoMMyTaTopa U Ha3oBuTe ypoBHM OSI/ISO Ha KOTOpbIX OHW paboTatoT.

24 |Yem orpaHuyeHa LJIMHa CETW, NOCTPOEHHOW Ha KOHLIEHTPaTopax UM NoBTOpUTENsax? 3aBUCUT an
3TO OT pexuMa paboTbl MOPTOB (NOJHLIN AYNAEKC/MoNyaynaekc)? Bo3MOXXeH N NOJIHbIN
AyrnJeKc C NCnoJsib30BaHNEM NOBTOpUTENEN (Noyvemy)?

25 |OaHHble 3apa4m (CM. NOCTaHOBKY 3ada4vn B Bonpoce N6): 12.17.182.160/255.255.224.0

26 |Mo4vemy nosasmnack TexHonorus CIDR, B 4em ee cyTb? Y10 Takoe public IP u private IP agpeca?
EcTb nn B IPV6 aHasoru, Ha3oBUTE ecnm ecTb?

27 |YT0 Takoe meTton CSMA/CD? OnuwuTe noruky paboTsl y3na ncnone3ytowero CSMA/CD. YTo
Takoe Komsna?

28 |YT0 Takoe BpemMs ABoOMHOro obopoTa? Kak ero nocyntaTb? 3a4eM HYXXHO 3HayYeHne PDV
CerMeHTa U Kak ero npuMeHuTb?

29 |Yem orpaHuYeHa ASIMHa CETW, NOCTPOEHHON TOIbKO Ha KOMMyTaTopax 6e3 ncnonb3oBaHMa
noBTOpUTENEn? 3aBUCUT NN 3TO OT pexiuMa paboTbl MOPTOB (Aynaekc/nmonyaynnaekc)? O6bacHUTe
noyemy.

30 |OaHHble 3agaym (CM. NOCTaHOBKY 3adayu B Bonpoce N6): 19.18.123.165/255.255.255.224

Ne |BonpocCbl KOHTPObHOM paboThl 3




Kakoi (Kakune) n3 TpaHCnopTHbIX npoTokosios (TCP, UDP) nopaepxusaeT broadcast nepenayu, a
Kakon (kakue) - multicast? ObbsacHMTe novyemy. NovyemMy HeobxoANMbl pasHble TPaHCMOPTHbIE
NPOTOKOJbI, 06BbsACHNTE Ha npuMmepe TCP, UDP.

Kakune 6bIBalOT BUAbI aipeCcoB B NPoToKose IPv6, Ana Yero Kaxkablid TUN npegHasHayveH? Yo
TakKoe TYHHeNMPOBaHME 1 Kak OHO CBS3aHO C BHeapeHueM IPv6? Onuwute paboTy ISATAP.

Mepeyncnnte n 06bACHUTE NOCNEN0BATENBHOCTb AENCTBUIA NPU Nepeade 1 Nprueme C
ncrnonb3oBaHnem CRC?

Kakon TpaHCMNOPTHbLIA MPOTOKOJT MIHTEPHET-CeTENn MMEeeT MaLUMHY COCTOSHUIA 1 nodYeMy? B Kakux
cnyvyaax NporpaMMuUCT A8 CBOEro ceTeBoro npuioxeHus sbidbupaet UDP? Kakoin NpoToKo
cnoxxHee n novemy (obocHywnte)?

OnnwuTe NnogpobHO Kak MMeHHO paboTaloT KOMMYTaTOPbl TPETLEr0 YPOBHS, Kak
NOEHTUPULNPYETCA «MOCTOAHHbBIA MOTOK»?

Kakune 0CHOBHbIe NpoBalaepbl Maructpanen MIHTepHET BCTpeYannucb Bam npu Tpaccmposke
3apybeXKHbIX HanpaBJJIEHNI BO BPEMS BbIMOAHEHUN N1abopaTOPHOro 3afaHuns Ha cocTaBeHune IP-
KapTbl. KTO BeeT 1 Kak noJly4nTb MHopMaumio o Biagensue IP-agpeca? KTo BegeT 1 Kak
Noay4nTb MHGOPMaLMIO O BlafesbLe AoMeHa 2 ypoBHA? YTo Takoe WHOIS?

YTo Takoe 1 Kak UCMOoJIb3yeTCs MOPOXKAAIOLLMIA MOJNHOM U YTO TaKoe CTaHAaPTHbIN
nopoxgatowmnin noanHom B CRC?

HapucynTte cxemy CTPYKTYphbl Internet ¢ TO4KU 3peHna NpefocTaBeHns LOCTyNa U NoKaXuTe Ha
Heln (cxeme) npuMep NUPUHIOBOW CBA3M U NpUMep UCrob3oBaHKa IX. YTo Takoe To4kM obMeHa
TpadmkoM B VIHTepHeT, 4S8 Yero NCcnoab3yTca?

Kakmm(n) cnocobom nporpamma tracert nonyyaeT MapLUpyT A0 y3/1a-Ha3HAYEHNUS B BUIE CMUCKA
MPOMEXYTOYHbIX Y3/10B?

10

Y10 Takoe NopoXAatoLWwMin NOJIMHOM, AN HYEero U Kak UMEHHO OH UCNoJib3yeTcs? MoxeT nm bbiTb
owmnbka B NakeTe, KoTopbin npowwen CRC-tecT (y koToporo CRC-nocnenoBaTebHOCTb MoOKa3asa
Le/I0CTHOCTb NakKeTa)?

11

Y10 Takoe u Kak peanmsoBaHa NAT? [Ins pelleHna Kakux 3agad ncnonb3yetcsa? Kakne
CYLLECTBYIOT OrpaHUYeHNSA 3TON TEXHONOrU?

12

MoyeMy HecaHKLMOHMPOBAHHbLIE (BMPYC, TPOSH) Nepeaayn AaHHbIX XocTa no TCP 3aMeTHee, YeMm
no UDP?

13

Kak dopmupyetca 64-6uT interfacelD (HostID)? YTo-Takoe EUI-64? Kak peasin3oBaHo
LVHaMnyeckoe Ha3Ha4vyeHune afpecos B IPv6 (onuwunTe BCe BapuaHThbl)?

14

MoyeMy HeCcMOTpS Ha To, 4To VLAN - TexHonoruns 2 ypoBHs, ans kKaxgoro VLAN o6bI4HO
BbIAENSAT NOACETb M UCMOJIb3YIOT YCTPONCTBA 3 YPOBHA - MapLLUpyTU3aTopbI?

15

OnuwunTe Ha3zHayvyeHne TexHosiorum POE n pyHKLMOHAN COOTBETCTBYIOLLEr0 CTaHgapTa. YTo
TaKoe aBTocornacoBaHue Ethernet?

16

'oe pernctpupytotcs IP-agpeca? Kak noayydnTb MHGOPMaLMO 0 NPUHAAIEXXHOCTM aapeca? YTo
Takoe WHOIS?

17

HapucynTe nocnenoBaTenbHOCTU cocTosaHuA ana TCP cepeepa u KnMeHTa (Ha cxeme 0603HaybTe
YyCNOBUS Nepexofa U3 04HOr0 COCTOSAHMS B Apyroe). Kakum cnocobom nepenaroTca KOMaHAabI-
yCNOBUSA NepexonoB U3 0LHOro cocTosaHma B apyroe (Hanpumep, SYN nnm ACK npu yctaHOBIeHUM
coeguHeHNna)?

18

STP - kak paboTaeT, Kakue 3afa4m pelaeT. 3a4eM HyXHbl M36bITOYHOCTb B CETAX U KaKne
npo6ieMbl MOXET BbI3BaTb?

19

CTek n MHoroypoBHeBas Mogenb TCP/IP. YTo Takoe nopThl? Kaknm obpa3om BbibrpaeTcsa nyThb
BHYTpPU CTeKa NpoTokosioB ans IP nakeTta (oT ypoBHA Host-to-Network go yposHsa Application)?
YTo Takoe COKET 1 KaKOW NMporpaMMoin MOXXHO MOCMOTPETb «MpOoCayLllnBaemsie» nopTbl B OC?

20

YTo Takoe 1 Kak peanm3oBaHa NAT? [1n9 pelleHUs Kakux (HECKOJIbKMX) 3afla4 NCMOJib3yeTca?
Kakune CyLeCcTBYIOT OrpaHUYeHns 3Ton TeXHONOrnmn? MoxXKHO am nNpu ncnosib3osaHuy NAT
opraHn3oBaTb LOCTYN K Beb-cepBepy BHYTPU YaCTHOM CETU U KaK, €C/I BO3MOXKHO?

OueHKa OCTaTO4YHbIX 3HAHUM




NnK-1

3afaHun4a 3aKpbITOro TUNa

1. Ha kakom ypoBHe I1SO/OSI BbinoHAETCA AOCTaBKa AaHHbIX MeXAy y3/71aMu pa3HbiX ceTen?
Al

mmOOw
SO U1 B W N

G. 7
2. Ha kakom ypoBHe ISO/OSI npoucxoauT ynpasseHune ownbkamm (0bHapyxeHue, MOBTOP Nepeaayu,
Koppekumsa)?
Al

mmOOw
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G. 7
3. MprMepoM KakKoro saneMeHTa CTPYKTYpbl CETU Nepenayn AaHHbIX SBNSETCS MoaeM?
A. 001
B. AKLL
4. Mpobnema ynpasseHns OOCTYMNOM K Cpele BO3HUKAeT B
A. MHOroTO4eYHbIX KOHDUIrypaLmMax ceTen
B. OBYXTOYeYHbIX KOHDUIrYpaLMax ceTen
C. 04HOTOYEYHbIX KOH(MIrypaLusx ceTen
. Cnocob opraHm3auny NOTOKOB AaHHbIX, NPV KOTOPOM O4HOBPEMEHHO BO3MOXKHbI 1 Nepefaya v
NPVEM KaXXAbIM Y3/10M CETN Ha3blBaeTCA
A. CYMMJIEKCHBIN
B. OynnekcHbin
C. nonyaynnekcHbIi
. Cnocob opraHm3auny NOTOKOB AaHHbIX, NPV KOTOPOM O4HOBPEMEHHO BO3MOXKHbI 1 Nepefada v
NPUeM KaabIM Yy3/10M CETU Ha3blBaeTCA
A. CUMMJIEKCHBIN
B. OynnaekcHbIN
C. nonyaynneKkcHbIn
. YTo npeactasnseT cobon MHKaNCynauMa NakeToB Npy TyHHeNnpoBaHun (BeibepnTe Hanbonee
noaxoAsLInin BapruaHT)?
A. BkJlOYeHMe B 31eMeHT AaHHbIX MPOTOKO1a 6onee BbICOKOro YPOBHSA, 31eMeHTa AaHHbIX
NPOTOKO/1a HU3KOI0 YPOBHS.
B. BKJOYeHMe B 31EMEHT AaHHbIX MPOTOKO1a HU3KOM0 YPOBHS, 3/IeMeHTa AaHHbIX NPOTOKONa
6onee BbICOKOro ypoBHS.
C. BkJitoYeHwMe B 3/IeMeHT AaHHbIX MPOTOKOJa to60ro ypoBHS, 3/1eMeHTa faHHbIX MPOTOKOa
noboro ypoBHs.
8. YTo Takoe MHKancynauusa nakeTos (MMeeTCs B BUAY KJlAaCcCUYeCKas UHKaNCynaLuns, a He YaCTHble
cnyyanm TYHHEeNMpoBaHUs)?
A. BkJOYeHMe B 31eMeHT AaHHbIX MPOTOKO1a 6onee BbICOKOro YPOBHSA, 3IeMeHTa AaHHbIX
NPOTOKO/1a HU3KOI0 YPOBHS.
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B. BkntoyeHMe B 31EMEHT JaHHbIX MPOTOKOIA HU3KOIr0 YPOBHS, 3/IeMeHTa AaHHbIX MPOTOKOa
Honee BbICOKOro ypoBHS.

C. Bk/oYeHue B 3/1eMEHT AaHHbIX MPOTOKOJIa 10BOro ypoBHS, 31eMeHTa AaHHbIX MPOTOKOIA
noboro ypoBHS.

9. YT1o 03HavaeT cneungukauns 1000Base-T?

1. CkopocTb nHTepgenca - 1000
M6/c

1. cpena - BUTadA napa

1. cpena - onTuka

1. cpefa - pafnoKaHan

1. ckopocTb 0T 10 go 100M6/c

1. cpena - KoakCuanbHbIN Kabenb

10. B kakux ciy4asx 3anpoc kaveHTa Kk DHCP noceinaeTcsa Ha unicast agpec (T.e. ogHoagpecHo, Ha OAUH
aapec)?

1. nocJsie NCTeYeHNs Cpoka apeHbl
1. npu nocblsike DHCPDISCOVER
1. Mpw BbINONHEHMM B Ha4aJIbHOI O

umkne DHCPREQUEST

1. Mpw Nt06OM BbINOAHEHUN
DHCPREQUEST
1. Mpu npogsieHnn apeHabl B

TeveHue 50% BpeMeHu apeHabl

1. Mpwu npoasieHnn apeHabl rno
npowwectsun 50% BpemeHu
apeHabl

3afaHung OTKPbLITOro TMna
1. B mapuwpyTHo Tabnuue MmapLpyTnaTopa BUAHbI Cned. 3anncu:

[P mask gateway  metric
12.13.10.0 255.255.255.01.2.34 3
12.13.0.0 255.255.0.02.345 1
12.13.0.0 255.255.255.03.45.6 2



Ha mMapwpyTunsaTop npuiien nakeTt ¢ HazHaveHmem 12.13.10.11, ykaxxunTte kakon bypnet BbibpaH IP-agpec
wo3a (gateway)

2. B mapwpyTHon Tabauue MapLipyTu3aTopa BUAHbI CNieq. 3anmcu:
IP mask gateway  metric

12.13.0.0 255.255.0.0 4321 1

12.13.0.0 255.255.255.0 3.4.56 2

12.13.10.128 255.255.255.128 2.3.45 3

12.13.10.0 255.255.255.128 1.2.34 4

Ha mapLupyTur3aTop Npuen NakeT ¢ Ha3HaveHnem 12.13.10.132, ykaxkute kakon bygeT BbibpaH IP-
agpec wni3a (gateway)

3ajaHue ¢ Qa3BépH§(TbIM OTBETOM

1. Moyemy nHorpa, B otBeTe oT DNS yKa3biBaeTCs,4 TO pe3yabTaT "He 3ac/yamBaeT fosepus” nnm "non-
authoritative answer"? Kak nosy4nTb 0TBET, KOTOPbIN 3aCNy>X1BaeT foBepusa? Kakas ytuamTa
ncnonbyetcs 0bbl4HO 419 npoBepki DNS-3anucen?

20.2 MpoMeXyTouyHasa aTrectaums
TexHoNOrma NpoBeneHuns:

MpoMexxyTo4YHas aTTecTauus NpoBOAUTCS B PpopMe MMCbMEHHOW KOHTPOJIbHON paboTbl Npw
06513aTeNIbHOM YCJI0BUM BbIMOSIHEHWS B TEYEHNE CEMECTpa BCeX N1abopaTopHbIX 3a4aHWUA U C y4eToM
MOJYYEHHbIX TEKYLLMX OLeHOK. OLLEHKM 3a BOMPOChl KOHTPOJIbHON PaboThl CyMMUPYOTCS, CyMMa
HopMupyeTcs K 50-6annbHOMyY 3Ha4eHuIo.

TPEGOBaHMﬂ K BbINOJIHEHUIO 3a4aHUMN, LUKAJbl U Kputepuu oueHuBaHuA

Mpwn oueHNBaHUKN pe3ybTaTOB MPOMEXYTOYHON aTTeCTaLUN NCMOb3YyeTCA KOIMYeCTBEHHas WKana
oueHoK. CoraiacHo NonoXKeHuto o0 6anbHO-PENTUHIOBON cncTeme obyyeHns, 50-bannbHas oueHKa 3a
NTOrOBYI KOHTPOJIbHY0 paboTy CKnaabiBaeTCs C OLLEHKON, NOJlYHEHHOW MO MTOraM aTTecTauuni.
MonyyeHHoe 100-6anibHOE 3HaYeHUe onpenenseT ypoBeHb CHOPMUPOBAHHOCTU KOMNETEHLMIA 1
NTOrOBYIO OLLEHKY (COra1acHO MONOXKEHMI0 0 BanabHO-PENTMHIOBOM cMcTeEMe 0By4YeHns):

oLeHKa «oTam4Ho» - 90...100 6annos
oLeHKa «xopowo» - 70...89 6annos
OLleHKa «yfoBneTBoputensHo» - 50...69 6annos

OLleHKa «Hey10BieTBOpuTENbHO» - 0...49 6annos

MepevyeHb BONPOCOB K UTOFOBOM KOHTPOJAIbLHOM paboTe



1. Kak hopmupyeTca 64-6ut interfacelD (HostID) B npoTokone IPv6? YTo-Takoe EUI-647 Kak
peann3oBaHO AMHAMUYECKOe Ha3HavyeHne agpecos B IPv6 (onuwnTe BCE BapuUaHThbI
Ha3Ha4vyeHWs ajpeca Ha NHTepdenc KomMneoTepa)?

2. OnNuwnTe peannsaumnto CUCTeMbl AOMEHHbIX nMeH Internet (DNS). YTo Takoe 3anuck o
pecypce RR (npusennTe npuMepbl U3BeCTHbIX Bam Tunos RR). Yem oTnnyaeTtcs
NHTEPAKTUBHbIN N PEKYPCUBHBIA 3aNpPOChl U OTBETbI? Kakune NCnosib3yoTCa NopThl 1
TPaHCMOPTHbLIE NPOTOKOJbI AN peanusaumm DNS?

3. Ins Yero ucnosb3yeTcs MOAYASAUNS, MOXHO N 6e3 Hee 060NTUCE NpK Nepefaye AaHHbIX
N B KAKOM Cjly4ae? YTo Takoe MMMYJbCHO-KOA40BasA MOAYNSAUNS (NpuBeauTe npuMepsl,
HapUCynTe BPEMEHHYIO AnarpamMmy)? MNepevyncamte 0CHOBHbIE CBOMCTBA LIMGPOBbLIX KOLOB
(MKM).

1. Yo Takoe TponHoe pykonoxkaTtue TCP-npoTokona? Kakum cnocobom nepepatoTcs
koMaHAbl/oTBeTbl SYN, ACK? Kak onpefennTb Kakne nopThl «MPOCAYLLMBAOTCA» N KaKue
npoueccol/npusioxxeHns B OC BbINOMHAIT 3TO NpocayLlmBaHue? ovyemMy KOHTPOJb
HecaHKUMoHnpoBaHHOro TCP-Tpadumka npotue, 4yem UDP-Tpadunka?

2. NepeyncnmTe 0CHOBHbIE TOMONOr MK CeTEN, ONUWNTE NX 0COBEHHOCTW. B 4eM oTanyune
TOMOJIOrMiA 3Be34a W WNHA-B-TOYKe? YTO Takoe CaMo3axUBJieHWe ABONHOM0 KOJbLa,
HapuCymnTe 1 onuwimnTe.

3. YT1o Takoe TCP n UDP nopTbl? Kakum obpa3oM 1 ans 4ero oHu ncnosab3ytoTca? Kak
BbIOUpPaeTCa NyTb CETEBLIX AaHHbIX BHYTPM CTEKa NPOTOK0M0B Ans IP nakeTa? Kakne
TpaHCMOPTHbIE MPOTOKOJIbI MOALEPXKMUBAIOT unicast, kakne multicast, a kakne broadcast
B3aumogencTene?

1. Y1o Takoe n Kak peanusosaHa NAT? [Inda pelleHna Kakux 3agad ncnonblyetca? Kakune
CYLLECTBYIOT OrpaHuYeHuns aTon TexHonornn? B yem ocobeHHocTn pabotel NAT aons TCP n UDP
Tpagnkos?

2. B 4eM npes MHOroypoBHEBbIX MOAeNen ceTH, A1 Hero OHW HYXXHbI 1 YeM OT/INYATCA OT
cTeKkoB? lMNpuBeaunTe npuMmepsl Mogesnei, pacCMOTPEHHLIX B Kypce.

3. Y710 Takoe I/Q moaynaTop u Kakum obpa3om oH paboTaeT? YTO HY>XXHO As TOro, 4Tobbl
peasn3oBaTb ero nporpaMMHO? Kakune BuIbl MOLYIALUN BO3MOXHbI C I/Q MogynaTopom?

1. MepeyncamTe 3 OCHOBHbIX d/1EMEHTA MOHATUA «MPOTOKO» N MOACHUTE - YTO UMEHHO
03HavaeT Kax bl Ha npuMepe HTTP-npoToKona.

2. Kakue bbiBatoT BUAbI agpecos B IPV6, Ans Yero Kaxabl BUA npefHa3HayveH? YTo Takoe
TYHHENNPOBaHMe 1 Kak CBSA3aHO C BHeapeHueM IPv6?

3. HapucyinTe KOHUrypaumm To4Ka-To4Ka M MHOMOTOYEYHY0 KOH(MUIypaLuo. YTo Takoe
DTE (OO[L) n DCE(AKL])? B kakoi KOHDUrypaLumum BO3HMKAET NpobieMa «MHOXXeCTBEHHOI0
L0CTyMNa» U B 4eM CyTb 3TON NpobsieMbl 1 Kak pelwaeTcs (Ha npumepe n3BecTHbIX Bam
NpoTOKOJ10B)?




1. MepeyncnmTe TPaHCMOPTHbLIE MPOTOKOJILI internet-ceTeln. Ha ocHoBe Yero nenaet Bbibop
KOHKPETHOro TpaHcnopTa NporpaMMnCT 419 CETEBOro NpuioXKeHns? Kakom TpaHCNopTHbIN
NPOTOKOJ UMEET MallUMHY COCTOSHUI U novyemy?

2. Kakne ocobeHHocTun bynyT y cermeHTa Ethernet, B KoTopom Bpems ABoWHOro obopoTta
bynet 515 6uToBLIX MHTEPBaANOB (06BACHUTE NoYeMy)? Kak 3TO MPUMEHNMO K LYMNJIEKCHbIM
ceTsaM, 06bACHUTE novyemy?

3. Kak BbIMOHAETCS MapLlupyTusaumsa B ceTu Internet? YTo Takoe aBTOHOMHbIE CUCTEMbI?
YTo Takoe 3aBUCUMbIE N HE3ABMUCUMbIE OT NPOBanLepoB apecHble NpocTpaHCcTBa IP-agpecos?

1. Y10 Takoe nepefayva wam genernposaHue 30Hbl DNS? YTo Hy>XHO caenaTthb, 4TobbI
JlenernposaThb 30HY (ONULWINTE Kaxx[aoe OencTeune)?

2. C yeM CBSI3aHO OrpaHNYeHne Ha KOJIMYeCTBO KOMMbIOTEPOB B «MJIOCKOW CeTU»? Kakune
CeTU Ha3bIBAKOT MJIOCKUMMK N NoYeMy?

3. Y10 Takoe KprBas NOMeXoyCTOMYNMBOCTY (BoAOMaaHasa KpuBas)? Kakume cylwecTBytoT
cnocobbl ee NonyyYeHnsa ons 3a4aHHOro BMAA MOAYNALNN?

1. Kak paboTaeT n ona 4ero ncnosib3yeTcs Npotokon STP? Kakune moryT 6biTb Nnpobnembl
€ro NUCrnosb30BaHusA 1 Korga 6e3 Hero He 06oNTUCL?

2. Yem oTamyatoTcs unicast, multicast n broadcasat nepenaymn B IP-ceTax. ECTb M 0TAMYMUA B
agpecax unicast n muticast nakeTos?

3. Y7o Takoe CIDR? Mpusennte npumMep 3anucu agpeca IP-cetu B CIDR-hopmaTe. 3anuwmre
B CIDR thopmaTe (npedmkcHOM hopMaTe) afpeca ceTel K KOTOPbIM NpUHaaaexar,
COOTBETCTBEHHO, X0CThl: 123.2.3.4/255.0.0.0, 11.22.33.44/255.255.0,
2.1.40.131/255.255.255.248.

1. Y7o Takoe n Kak pabotaeT DHCP? YTO HY>XHO Ans TOro, 4Tobbl NepenTm K
ncnonb3osaHuio DHCP? Kakune npobnemMbl MOXXHO pelwnTb npumeHns DHCP? Kakue
NCMNOJIb3YTCSA MOPThI Y TPAHCMOPTHbLIE NPOTOKOJbI Ans peanunsauuy DHCP?

2. Kak paboTtaeT ARP-npoTokon (ro waram)? Yto Takoe MAC-agpec 1 Kak ero onpeaenntb
L9 KOMMbtOTepa, 3a KoTopbiM Bl paboTaeTe? Moyemy ARP-NpOTOKON CHMTAETCA OYEHb
Hebe30onacHbIM, ONULWNTE CLLeHapun aTak C npuMmeHeHnem ARP.

3. Kakune nBe 0CHOBHble KoHpurypauuu WiFi-ceTu cywecTtByoT? Y10 Takoe npobnema
CKPbITbIX TEPMUHANO0B? Buabl opbUT 1 Apyrue xapakTepuCcTUKM CNYTHUKOBbLIX CUCTEM CBA3N.




