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PABEOYASl MPOrPAMMA YYEBHON AUCLUMNJINHDI

51.B.1B.03.01 NHdopMaLmoHHas 6e30MacHOCTb UHTPAHET-CeTEN

1. Kop 1 HaMMeHOoBaHUe HanpaBJ/ieHUs NOATOTOBKM:
09.04.02 NHdopMaLMOHHbIE CUCTEMbI U TEXHOJIOT UK

2. Mpodunb NnoaroToBKU/cneLnann3aLms:

AHann3 N CUHTE3 NHOPMALMOHHbBIX CUCTEM

3. KBanudukaumsa (cteneHb) BbINyCKHUKA:
MaructpaTypa

4. ®opma oby4eHus:

Oy4Has

5. Kacdbeppa, oTBeuyalowasa 3a peanamsaumnio AUCLUUNIUHLI: Kadeapa
NH(POPMALMOHHBIX CUCTEM

6. CocTaBUTENIN NPOrpaMMbl:

KoBasab AHapen Cepreesud, koval@cs.vsu.ru, CT.nper, (hakyabTeT KOMMbIOTEPHbIX HAayK, Kageapa
MHMOPMaLMOHHbIX CUCTEM

7. PekomeHp0oBaHa:

pekoMeHzoBaHa HMC ®KH 05.03.2025, npoTokon Ne 5
8. YueOHbINl ron;:

2025-2026

9. Llenu n 3apaum y4eObHON AUCLUNIIUHDI:
N3yyeHne CTyAeHTaMuU METOA0JIOrMM NMPOEKTUPOBAHUS U Ppeann3aLnni CUCTEMbI 3alLKTbl MH(OpMaLMK, C

YYETOM Yrpo3, XapakTepHbIX AN COBPEMEHHbIX MHTpPaHeT-ceTel. CTaBATCA 3ala4yn: Ha JEKLUOHHbIX
3aHATMAX MNO3HAKOMUTbL CTYAEHTOB C OCHOBaMW TexHosnorun obecnevyeHMs UHHOPMALUOHHOW
6e3onacHocTy (MB) 1 paccMOTPeETb MCMOMb30BaHWE 3TUX TEXHONOMUIA ANs NocTpoeHus cuctem Wb,
CHVKAIOLLMX PUCKK, XapaKTepHble A5 KOPMopaTWBHbIX CETE.

CTyneHTbl, M0C/1e YCreLIHOro npoxXoX.aeHns Kypca MoryT PpOeKTUPOBaThb U PEaN30BbIBaTb CUCTEMbI
3alUNThl MHTPAHET CeTeVi C y4eTOM XapaKTePHbIX A/ HUX Yrpo3 Y BO3MOXHOCTEN COBPEMEHHbIX
TEXHOJ10rnu, Kak Ha ocHose 10 ceTeBbix OC, Tak U C UC0/Ib30BaHNEM arnapaTHbIX peLleHnH.



10. MecTo yuyebHOM aucunMnAnHbI B CTPYKTYpe OOM:

AncunnanHa BapumaTMBHOW 4YacTu uukna (b1.B). BxoaHble 3HaHUA: «MHOCTPaHHbIN A3blK B
npogeccmoHanbHON chepe», «BBeneHne B nporpammumpoBaHue». TpebyoTcs 3HaHMA B obnactu

NH(POKOMMYHUKALMOHHBLIX CUCTEM N CeTen ypoBHS Hakanaspa.

11. MnaHupyeMble pe3ynbTaTbl 00y4eHUA NO AUCLUNMHE/MOAYJIO (3HAHUA, YMEHUA, HaBbIKK),
COOTHECEHHble C NIaHUpPYeMbIMU pe3yibTaTaMu 0CBOEHUA obpa3oBaTesibHOM NPOrpaMMbl

(koMneTeHUMAMHU BblﬂyCKHVIKOB) U UHOUKaATOPaMU UX BOCTUIKEHUA:

Kog 1 Ha3BaHWe KOMMeTeHL MK

MK-5 CnocobeH pa3pabaThiBaTb U
nccnenoBaTb Moaesnn 06bEKTOB
NpoeccMoHaNbHOM AeATENbHOCTMH,
npennaraTb 1 adanTUpoBaTb
METOANKU PELUEHUS Hay4YHO-
nccnepoBaTeNbCKUX 3a4av,
NaaHNPOBaTbL U NPOBOANTL
nccnenoBaHus

MK-5 CnocobeH pa3pabaThiBaTb U
nccnenoBaTb Moaenm ob6bLEKTOB
nNpoheccnoHanbHON AeaTENbHOCTH,
npeanaraTb M aganTUpoBaTb
METOANKWN PeLleHns HayYHo-
nccnenoBaTeNbCKMX 3a4ad,
NMaHMpPOBaTb U NPOBOANTH
nccnenoBaHms

Kon v HasBaHWe nHamkaTopa
KOMMNeTeHLnmn

MK-5.2 YMeeT npoBoauTb U
OpraHn30BbIBaTb NpOBeAEHNE
NCCnegoBaHUN, HanpaBEHHbIX
Ha pelleHmne
nccnenoBaTesibCKUX 3aad B
paMKax peasin3aumm Hay4yHoro
(Hay4YHO-TexHm4eckoro,
WHHOBALMOHHOI0) NpoeKTa C
NCMoJib30BaHMEM Moaenen
06beKTOB NpodheccMoHanbHOw
NeaTeNbHOCTH

MK-5.3 YMeeT ocyLecTBNsATb
MOAENMPOBaHNE NPOLLECCOB U
06bEKTOB, MOCTAHOBKY U
NpoBeAeHNE SKCNEPUMEHTOB MO
3aJaHHON MEeTOANKE N aHaN3
pe3y/ibTaToB, OCYLLECTBAATL
BbIOOP ONTUMabHbIX peLleHniA

12. 0O6beM AuCUMNAUHBI B 3a4€THbIX eAuHUuLax/yac:

3/108

3HaHu4, YMEHWUA, HaBblKK

3HaTb: TUMNOBOE
NCcnonb3oBaHue
TexHonormmn obecnevyeHuns
NHHOPMaLMOHHOW
6e3onacHoCTN gns
nocTpoeHmns cuctem Ub,
CHUXXAIOLWMNX PUCKMN,
XapakTepHble Ana
KOPMNOpaTMBHLIX CeTEN;
YMeTb: MPOEKTMPOBaTb
CMCTEMbI 3aLUNTI
NHTPaHeT-CeTeN C Yy4eTOM
XapaKTepHbIX 4S8 HUX
Yyrpo3 1 BO3MOXHOCTEN
COBPEMEHHbIX TEXHOMOr N,
Kak Ha ocHose 10 ceTeBbIX
OC, Takmn ¢
NCNONb30BaHNEM
annapaTHbIX peLleHuni;
peann30BbiBaTb CUCTEMbI
3alWUTbl MHTPaHeT-ceTen;

yMeTb: OCYLLEeCTBAATb
npoBefeHve aHanns3a
COCTOAHNSA 3aLUNLLEHHOCTM
NHTpaHeT-CeTH;
OCyLLEeCcTBAATL BbIbOP
ONTUMAbHbIX PELLEHNNA.
BNlafeTb: MeTodaMu
aHann3a coCTOAHNSA
3alUMLLEeHHOCTN UHTPpaHeT-
ceTu; cpencTsamu
aoMUHNCTPUPOBAHMUA
cuctem b nHTpaHeT-ceTen;



dopMa NPOMEXYTOYHON aTTeCTaLUM:

3a4eT C oL eHKoMN

13. TpypoeMKOCTb N0 Bupam y4yedbHou paboTbl

Bug y4ebHon paboThl

AyounTOpHbIE 3aHATMA
JleKuMoHHbIe 3aHATUA

[pakTn4eckne 3aHATUSA
NabopaTopHble 3aHATUA
CamocTodATeNnbHas paboTa

KypcoBas paboTa

HDOMe)KyTO‘-IHaH aTTectauund

Yacbl Ha KOHTPOJIb
Bcero

CemecTp 1 CemecTp 2 Bcero
54 0 54
18 18
0
36 36
54 0 54
0
0 0 0
0
108 0 108

13.1. Copep>xaHue AUCLMUNINHDBI

n/n

HaumeHoBaHuWe pasnena
OUCUUMINHBI

WHTpaHeT-ceTu:
noeHTUuKaLns
yrpos, aHanm3
PVCKOB, co3haHne
CUCTEMb
NpPOTNBOLENCTBUA
pa3paboTka
OTBETHLIX Mep A4
BO3MOXXHbIX
HapyLleHnsX
H6e3onacHoCcTH

CeTn IPv4, IPv6 1
TexHonorus IPSec

TexHonorunu
BMPTYaJibHbIX
YaCTHbIX ceTen

RADIUS. CeTeBon
KapaHTWH

ConepxaHue pazaena
ANCLNMNINHBI

WHTpaHeT ceTu:
NoeHTUNKaLNs yrpos,
aHan3 PUCKOB,
CO3[aHNe CUCTEMbI
NpOTNBOLENCTBUA,
pa3paboTka OTBETHbIX
Mep 4J19 BO3MOXKHbIX
HapyLUEeHNAX
HezonacHoCTw.

IPSec - TexHonorna ons
CeTen, NOCTPOEHHbIX Ha
IPv4 n IPv6.

VPN TexHosorum:
3a/la4n, OCHOBHbIE
TUMbI,

crnocobbl peanu3saumm.

NAS-cepBepbl.
LeHTpanm3auuns
ayTeHTU(pMKaLnmM Ha
ocHoBe RADIUS.
OTKa30yCTONYNBOCTb
RADIUS.

Peanu3aums pasgena AMCUUMNIIUHBI C
MOMOLLbIO OHMaNH-Kypca, JYMK

9YMK «NHhopMaLmoHHas 6e30nacHOCTb
NHTpaHeT-ceTen»,
https://edu.vsu.ru/course/view.php?id=2995

9YMK «WHhopmaLoHHas 6e30nacHOCTb
NHTpaHeT-ceTen»,
https://edu.vsu.ru/course/view.php?id=2995

9YMK «NHhopMaLmoHHas 6e30nacHOCTb
NHTpaHeT-ceTen»,
https://edu.vsu.ru/course/view.php?id=2995

9YMK «NHhopmMaLmoHHas 6e30nacHOCTb
NHTPaHEeT-ceTemn»,
https://edu.vsu.ru/course/view.php?id=2995



HavmeHoBaHWe pa3aena
ONCUMUMANHBI

VHMppacTpyKTypaoTKPbITbIX
Kntoyen.CMapT-KapThl.

be3onacHocTb
XPaHeHUs 1
06paboTKM faHHbIX
B OC xocToB

besonacHocTb
CeTeBbIX YCTPONCTB
2 1 3 YpOBHe.
TACACS, RADIUS -
peleHuns.

AnnapaTHas
peanusauuns IPSec,
VPN.

Colep>xaHue pasgena
AUCLMNNHBI

WHppacTpykTypa
OTKPbITbIX KJIOYeEN.

Pa3nuyHble
APXUTEKTYPbI
noBepus.

Mpobnembl
pa3BepTbiBaHUA 1
MHOroyposHeBble PKI
peLueHuns.
MHorogakTopHas
ayTeHTUgprKauns,
CMapT-KapThl

be3onacHOCTb XpaHeHuna
OaHHbIX. Wndpauns
ZaHHbIX MacwTaba
thannos, hannosbix
CMCTEM, HOCUTENEN.
be3onacHocTb OC B
KOpPropaTUBHOW CEeTU:
WabnoHbl N 3TaNOHbI
6e30MacHOCTN, CUCTEMBI
obHoBNEHMN.

besonacHoCTb ceTeBbIX
YCTPONCTB 2 YPOBHSA C
OC IOS. be3onacHOCTb
CeTeBbIX YCTPOWNCTB 3
ypoBHa ¢ OC 10S.
TACACS, RADIUS -
pelleHns ans ceTeBoro
obopyanoBaHus.

Peannzauyms IPSec B OC
10S. Peanusauuns VPN B
OC I0oS.

Peanusaumsa pasgena AUCLMMAUHBI C
NMOMOLLbI0 OHNaMH-Kypca, IYMK

9YMK «NHpopMaLmoHHas 6e30nacHOCTb
NHTpaHeT-ceTen»,
https://edu.vsu.ru/course/view.php?id=2995

9YMK «NHpopmaLmoHHas 6e30nacHOCTb
NHTpaHeT-ceTen»,
https://edu.vsu.ru/course/view.php?id=2995

9YMK «WHhopMmaLmoHHas 6e30nacHOCTb
NHTpaHeT-ceTen»,
https://edu.vsu.ru/course/view.php?id=2995

9YMK «NHpopmMaLmoHHas 6e30nacHOCTb
NHTpaHeT-ceTen»,
https://edu.vsu.ru/course/view.php?id=2995



n/n

2.1

HavmeHoBaHWe pa3aena
ONCUMUMANHBI

AnnapaTHas peasim3auus
MeXXCeTeBbIX 3KpaHoB, IDS,

IPS.

CeTtn IPv4, IPv6 1
TexHonorus IPSec
(nab.)

2.2 TexHonoruu

2.3

BMPTYaJibHbIX
YaCTHbIX ceTen
(nab.)

RADIUS. CeTeBon
KapaHTUH (nab.)

Colep>xaHue pasgena
AUCLMNNHBI

ObecneveHune Nb
WHTPaHET ceTen -
Kak

3ajlaya ynpaBneHus
puckamu. CTpateruu
ynpaBieHuns
puckamu,
TexHO0rnm
BHeApPEeHUS
yrnpaBaeHus
prUcKaMu.
MpoeKkTupoBaHue
MOAYJIbHON
NHGPACTPYKTYpPbI
WHTPaHeT ceTel Ha
OCHOBE TUMOBbIX
pelweHnin (NpoeKT
CISCO

SAFE).

Peanusaumsa pasgena AUCLMMAUHBI C
NMOMOLLbI0 OHNaMH-Kypca, IYMK

9YMK «NHpopMaLmoHHas 6e30nacHOCTb
NHTpaHeT-ceTen»,
https://edu.vsu.ru/course/view.php?id=2995

2 NabopaTtopHble 3aHATUA

Co3paHue IPSec
COeIMHEHNA MeXay
cepsepamum Windows
C
cepTUdUKaLNOHHON
ayTeHTUnKalmen

Pa3BepTbiBaHne RAS
cepsepa B Windows n
HacTponka VPN
NOAKJIIOYEHUS C
ncnonsb3osaHnem PPTP.

YctaHoska RADIUS
cepsepa IAS 1 NOANTUK
noctyna gnsa VPN
knneHToB. NPS. NAP.

9YMK «NHhopMaLmoHHas 6e30nacHOCTb
NHTPaHEeT-ceTen»,
https://edu.vsu.ru/course/view.php?id=2995

9YMK «NHpopmaLmoHHas 6e30nacHOCTb
NHTpaHeT-ceTen»,
https://edu.vsu.ru/course/view.php?id=2995

9YMK «NHpopMaLmoHHas 6e30nacHOCTb
NHTPaHEeT-ceTemn»,
https://edu.vsu.ru/course/view.php?id=2995



n/n

2.4

2.5

2.6

HavmeHoBaHWe pa3aena
ONCUMUMANHBI

WHppacTpykTypa
OTKPbITbIX KJIIOYEN.

CMapT-KapThl.
(nab.)

be3onacHoCTb
CeTeBbIX YCTPONCTB
2 1 3 ypOBHeN.
TACACS, RADIUS -
peweHus. (nab.)

AnnapaTHas
peann3sauuns IPSec,
VPN. (nab.)

Colep>xaHue pasgena
AUCLMNNHBI

Pa3BepTbiBaHue 2-
ypoBHeBol PKI Ha
KOMMblOTEpax nofg
ynpasneHneM Windows
Server. Co3naHue
CepTUPUKALNOHHbIX
wabnoHos s
aBTOBbIMNYCKa
cepTndnKaTos.
Co3zpaHue cybbekTa,
YMNOJIHOMOYEHHOI 0
BbIMNyCKaTb
cepTudukaTel ong
CMapT-KapThl.
PesepsHoe
konupoBaHue B PKI.
Co3naHue DRA 1 KRA.

ObecneyeHune
6e3omnacHocTH

kommyTaTopos ¢ OC I0S.

ObecneyeHne
6e3onacHoCcTH
KOMMYTaTOpPOB 3 YPOBHS
N MapLIpyTM3aTOPOB C
OC 10S. HacTporka
TACACS, RADIUS gns
LEeHTPaIN30BaHHOM
ayTeHTugrKauunu.

Peanusaumsa IPSec B OC
I0S 3aHsTHE 1, 2.
Peanuzaumnsa VPN B OC
I0S ¢ nomoLubio SDM.
Peanuzauymns VPN B OC
I0S B KOMaHAHOM
NHTepgence.

Peanusaumsa pasgena AUCLMMAUHBI C
NMOMOLLbI0 OHNaMH-Kypca, IYMK

9YMK «NHpopMaLmoHHas 6e30nacHOCTb
NHTpaHeT-ceTen»,
https://edu.vsu.ru/course/view.php?id=2995

9YMK «NHpopMaLmoHHas 6e30nacHOCTb
NHTPaHEeT-ceTemn»,
https://edu.vsu.ru/course/view.php?id=2995

9YMK «NHhopmMaLmoHHas 6e30nacHOCTb
NHTPaHEeT-ceTen»,
https://edu.vsu.ru/course/view.php?id=2995



n/n

2.7

HavmeHoBaHWe pa3aena
ONCUMUMANHBI

AnnapaTHas
peanunsaums
MeXXceTeBblX
3KpaHos, IDS, IPS.
(nab.)

Colep>xaHue pasgena
AUCLMNNHBI

AnnapaTHas
peannsauus
Me)XCeTeBblX 3KPaHOB
Ha

OCHOBE MaKeTHOW
GunbTpaunn.
AnnapaTHas
peanunsauns

Peanusaumsa pasgena AUCLMMAUHBI C
NMOMOLLbI0 OHNaMH-Kypca, IYMK

9YMK «NHpopMaLmoHHas 6e30nacHOCTb
NHTpaHeT-ceTen»,
https://edu.vsu.ru/course/view.php?id=2995

30HaJIbHbIX MeXCeTEBbIX

3KPaHOB Ha OCHOBE
KNaccudrKaTopoB

Tpaduka. AnnapaTHas

peanunsauuns IPS (10S)

13.2. Tembl (pa3penbl) AUCULUNIUHBI U BUAbI 3aHATUN

Ne
n/n

HanmeHoBaHune
TeMbl (pa3aena)

NHTpaHeT-ceTu: 2
noeHTugrKaums
yrpos, aHanms
PUCKOB, CO34aHne
CUCTEMb
NPOTUBOLENCTBMSA
pa3paboTka
OTBETHbIX Mep AN4
BO3MOXHbIX
HapyLleHnax
6e3onacHoCTn

CeTn IPv4, IPV6 1 2
TexHonorus IPSec

TexHonorun 2
BUPTYasbHbIX
YaCTHbIX ceTen

RADIUS. CeTeBon 2
KapaHTuWH

NHppacTpykTypa 2
OTKPbITbIX

kntoyen. CmapTt
KapTbl.

JlIeKUMOHHbIe
3aHATUSA

[MpakTunyeckune
3aHATUSA

NabopaTopHble CamocToAaTenbHas Bcero
3aHATUSA paboTa

0 2 4

4 4 10

4 4 10

2 4 8

6 10 18



No HanmeHoBaHue JNlekumnoHHble  [MpakTuyeckne JlabopaTopHble CamocTosiTenbHast Bcero
n/n  Temsbl (pa3aena) 3aHATUSA 3aHATUSA 3aHATMA paboTa

6 be3sonacHocTb 1 0 6 8 15
XPaHeHus n
06bpaboTku
OaHHbIX B OC
XOCTOB

7 besonacHocTb 2 0 6 10 18
ceTeBblX
YCTPOUCTB 2 1 3
yposHen. TACACS,
RADIUS -
peLleHus.

8 AnnapaTHas 2 0 6 10 18
peanusauma IPSec,
VPN.

9 AnnapaTHas 3 0 2 2 7
peanunsaums
MeXCeTeBbIX
3KpaHos, IDS, IPS.

18 0 36 54 108

14. MeToaunyeckue yKasaHusa ansa oby4aloLwmxcs no 0CBOEHMIO AUCLUNJINHBI

OvcunnnuHa TpebyeT paboTbl C hanaMu-npe3eHTaunsIMn NeKUNAn 1 COOTBETCTBYIOLMUMU FlaBaMu
PEKOMEH0BAaHHOW OCHOBHOWM NUTEPaTypbl, a Takxe, 0653aTeNlbHOro BbINOJIHEHNS BCeX NabopaTOPHbIX
3a[aHUN B KOMMbIOTEPHOM KJlacce. CaMoCTOsITENbHAA MOATOTOBKA K N1aboOpaTOPHbLIM 3aHATUAM He
TpebyeTcs, T.K. HeobxoAUMble peKoMeHAaUNUM AATCS B ayAUTOPUN, TAe BbINOJHATCA NabopaTopHble
paboThbl.

CamocToaTenbHas paboTa NpoBOAUTCA B KOMMbIOTEPHbIX kKnaccax ®KH ¢ Mcnosib3oBaHMEM METOANYECKNX
MaTepuanoB PacrnosioXeHHbIX Ha y4ebHo-meToamyYeckom cepBepe OKH "\fs.cs.vsu.ru\Library” n Ha
cepsepe Moodle BI'Y edu.vsu.ru v BbiMosHEHWEM 3a4a4 KOHOUIYpMpoBaHUa BUPTYyanu3nposaHHon UC. Bo
BpeMS CaMOCTOATENIbHON paboTbl CTYAEHTbl MUCMNOMb3YIOT 3NEKTPOHHO-O6MBANOTEYHbIE CUCTEMBI,
LOCTyrMHble Ha nopTane 3oHanbHOM bubanotekn BIY no agpecy www.lib.vsu.ru. YacTb 3afaHnin MoXeT
OblITb BbIMOJIHEHA BHE ayAUTOPWA Ha AOMAllHEM KOMMNbOTeEpe, Nocsie KONMpoBaHUA MeTOAMNYECKUX
yKa3saHun n Heobxogmmoro MO ¢ y4ebHo-MeToANYeCcKoro cepeepa PKH.

15. MepeyeHb OCHOBHOMW M AOMNOJIHUTENILHOW NIUTEPATYPbl, PECYPCOB MHTEPHET, HE0OX04UMbIX
AJI OCBOEHUA OUCLUNIINHBI



Ne n/n

McToYHMK

Bynbiyés, . I'. NporpaMMHo-annapaTHble CPeacTBa 3allnTbl MHGOPMaLMK : y4ebHo
MeToguyeckoe nocobue /I, I'. bynbl4és. — MockBa : PTY MUP3A, 2022 — Yactb 1 — 2022. —
203 c. — ISBN 978-5-7339-1652-1. — TeKCT : 3/IeKTPOHHbIN // J1aHb : 31€KTPOHHO-
bnbnunoteyHas

cuctema. — URL: https://e.lanbook.com/book/310781 (naTa obpaieHns: 23.05.2023).

Bynbiyés, . I'. NporpaMMHo-annapaTHble CpeacTBa 3allnTbl MHGOpMaLnK : y4ebHo
MeToamyeckoe nocobue / I'. . BynblyéB. — MockBa : PTY MUP3A, 2022 — YacTb 2 — 2022. —
177 ¢. — ISBN 978-5-7339-1653-8. — TeKCT : 3/1eKTPOHHbIN // JlTaHb : 371eKTPOHHO-
bnbnnoteyHas

cuctema. — URL: https://e.lanbook.com/book/310784 (nata obpaweruns: 23.05.2023). —
Pexxum

LOCTyna: 4S9 aBTOpu3. NoJsib30BaTesien.

6) nononHWTENbLHas NUTepaTypa:

Ne n/n

McToYHmK

OcHoBbl paboTbl B nporpamme CISCO PACKET TRACER : y4yebHo-MeToan4eckoe nocobue /
coctasutenu . B. Abpamos [n ap.]. — BopoHex : BI'Y, 2017. — 31 ¢. — TeKCT : 3/IeKTPOHHbIN
I

JlaHb : anekTpoHHO-6nbanoTeyHasa cuctema. — URL: https://e.lanbook.com/book/154795 (naTa
obpalueHns: 23.05.2023).

HecTepos, C.A. AHanM3 1 ynpaBiieHne puckamm B MHGOPMaLMOHHLIX CucTeMax Ha base
onepaumnoHHbIX cuctem Microsoft : npakTnyeckoe nocobue / C.A. HecTepoBs. - MockBa :
NHTepHeT-YHuBepcuTeT NHGpopMaumnoHHbix TexHonorui (MHTYWUT), 2009. - 233 ¢c. —
YHuBepcuTeTCcKan bnbanoteka oHNANH : 3NEKTPOHHO-6MbAnoTeYHas cnctema. — Pexxmm
noctyna : https://biblioclub.ru/index.php?page=book&id=234529

CncTeMbl 3aWmUTbl MHDOPMaLUK B BeayLnx 3apybexxHbix CTpaHax: y4ebHoe nocobue ons
BY30B :

[16+]/B.WN. ABepyeHkos, M.KO. PuiToB, I'.B. KoHapawwuH, M.B. PygaHoBCKUi. - 4-e n3g., CTep. -
MockBa : ®amHTa, 2016. - 224 c. — YHUBepcUTeTCKas bubanoteka OHAANH : SNEKTPOHHO
bnbnunoteyHasa cnctema. — Pexxum goctyna :
http://biblioclub.ru/index.php?page=book&id=93351

B) MH(OPMALIMOHHbIE 3N1EKTPOHHO-06pa3oBaTe/IbHbIE PECYPChI:

Ne n/n

NCTOYHUK
3BC «YHuBepcuteTckaa bubamoreka online», https://biblioclub.ru
3BC «/JlaHb», https://e.lanbook.com

3YMK «MUBUC», https://edu.vsu.ru/course/view.php?id=2995



16. MepeuyeHb yueOHO-MeTOogUUYECKOro obecneyeHus A1 CaMOCTOATENIbHOW PaboThI

Ne n/n NCTOYHUK
1 Cepsep y4ebHo-MeTOAnYeckux MaTepuanos ®KH, \\fs.cs.vsu.ru\Library
2 3YMK «WHpopmaumoHHas 6€30nacHOCTb MHTPAHET-CeTEeN»,

https://edu.vsu.ru/course/view.php?id=2995

17. ObpasoBaTesibHble TeXHOJIOTUMM, UCNOJIb3yEeMbie NPU peanusauum y4ebHon AUCLUNAUHDI,
BKJIlOYasA OUCTaHUMOHHbIe obpa3oBaTesnbHblie TexHonoruu (J0T), anekTpoHHoe oby4yeHue (30),
CMeLUaHHoe obyuyeHue):

1. TexHonoruu BupTyanmsaumm: Cpeaa suptyanunsaumm Oracle/Sun Virtual Box
2. ObpasoBaTtenbHbIn NopTan Moodle (cepsep Moodle BIY)

3. CepBepHble 1 KanenTckme OC Microsoft.
4. OnepaunoHHas cuctema GNU/Linux (auctpmnbyTtmns CentOS)

18. MaTepuanbHO-TEXHU4YECKOe obecneyeHne AUCLUNIIUHDI:

1. JleKumnoHHaa ayamuTopms, OCHallleHHas BULEONPOEKTOPOM.

2. KoMnbloTepHbIN Knacc ans nposeneHns nabopaTopHbIX 3aHATUI, OCHALLEHHbIN NPOrpaMMHbIM
obecneyeHunem VirtualBox. O6bem cBobogHom nocne 3arpy3kn OC onepaTMBHOM NaMATK Ha paboyee
MecTo He MeHee 4 ['b (TpebyeTcs ons BUPTYanbHbIX MalLWH).

3. JlabopaTopum nporpaMMHo-annapaTHbIX CpeacTB obecnedyeHns MHopMaLMoOHHON Be3onacHoOCTH
(ayn.303n), BkntovatoLlasa annapaTHo-nporpaMMHble C3U: cMapT-kapThl, RFID-TOKeHbI U KapTbl, KapT-
puaepsl; annapaTHble IPS, IDS, VPN cncTeMbl; pa3BepHyTas BUpTYyasibHas ceTeBas MHPPaCcTpPyKTypa ANs
BbINONHEHUS nabopaTopHbIX PaboT C annapaTHbIMK ceTeBbIMU 3KpaHaMmu 1 VPN. Y4yebHo-meToaNYECKINI
Komnnekc "lMporpaMMHo-annapaTHas 3almTa ceTen ¢ 3awmTon oT HCL" OAO "NHgpoTeKC". ANKLL
«KOHTUHEHT».

4. NabopaTopns 6e30nacHOCTU KOMMbIOTEPHBIX CeTen (aya. 384), BKJtOYatoLasn KOMMyTaTopbl 1
MapwpyTusaTopbl CISCO, annapaTHbIN MeXCeTeBOW 3KpaH, NPOrpaMMHbIA aHaNN3aTop CeTeBOro
Tpadmka WireShark. MporpaMMHbIi CUMYNATOpP, 1S CO3AaHNS BUPTYasibHbIX CTEHA0B, BKJIOYAIOLLINX
KOMMYTaTOopbl 2 1 3 YPOBHEN, MapLLIpyTM3aTopkl, ceTeBble 3KpaHbl 1 COB.

19. OueHou4Hble cpeancTBa AJsia npopeneHus TeKyLI.I,Eﬁ ] ﬂpOME)KyTO‘-IHOﬁ aTTectauumn

MopsALOK OLEHKUN 0CBOEHUS 0Byvatowmmmcs y4ebHoro MaTeprana onpeaenseTcs CofepXXaHnem
CneayloLwmnx pa3aenos AMCLUUMNHBI:

Ne Pa3zpensl Kon Koo nHonkatopa OueHOYHble cpefcTBa o

n/n OUCLUUMINHBI KoMneTeHL UK TeKyLlen atrTectaumm
(Mopynn)

1 1-6 MNK-5 MK-5.2

KoHTponbHble paboTsl 1-3.
MpakTnyeckne 3agaHns Nel-5



Ne Pazpensbl Kopg Kon nHavkatopa OueHOYHble cpeacTsa ANs

I'I/I'I ONCUNNANHDI KoMneTeHunn TeKyLLI,eVI aTTeCTaunnm
(Mopynn)
2 7-9 MK-5 NnK-5.3

KoHTponbHas paboTa 3.
MpakTuyeckne 3afaHns Ne6-8

MpomexyTo4yHas aTTecTaumus

dopMa KOHTpONS - 3a4eT ¢ oueHkon, KoHTposibHasa paboTa
OLeHOYHble cpeacTBa A5 MPOMEXYTOYHOM aTTecTalmm
MncbeMeHHas KoHTpoNbHas paboTta. OaHO 13 nabopaTopHLIX 3a4aHNI

20 TunoBble OUuEeHO4YHble CpeacTBa U MeToAMYeCcKUue MaTepuansl, onpepensiowme npouenypbl
oueHUBaHuUA

20.1 TeKyLwWw MW KOHTPOJNb YCNEeBaeMoCTH
TexHonorus npoBeneHus:

Tekyllas aTTecTauns NpoBoAMTCSA B (hOpMax MUCbMEHHLIX (UK B 3IEKTPOHHOM BUAE Ha CanTe
edu.vsu.ru) KOHTPOJIbHbIX PaboT Mo nekuusam n nabopaTopHbIX 3a4aHNn. OLEHKN 3@ BOMPOCh KaXk 0N
KOHTPONbHON PaboTbl CyMMUMPYIOTCA U CyMMa 3aTeM HopMupyeTcs K 50-6annbHoMy 3HaveHuo. Kaxaas
nabopaTopHasa paboTa OLEHMBAETCS KaK BbINOJIHEHHAA WM HEBLINOJIHEHHAA COrNacHO KpUTepuam B eé
onucaHum Ha edu.vsu.ru. B KOHLE cemMeCcTpa BblYNCASETCA CpefHAs OLEHKa 3a BCE KOHTPOJIbHbIE paboThl
1 nabopaTopHble 3afaHns. ITa OLeHKa ABNAETCS OLLeHKOW 3a paboTy CTyAeHTa B Te4eHue BCero
cemecTpa ¥ UCNoSib3yeTCa A9 pacyeTa UTOFOBOM OLEHKM Mo npegMeTy (cM. pasgen 20.2).

CooTHOLIEeHMe NnoKa3aTesel, KpMTepueB U LLKaJibl OLLeHUBAHUA pe3ynbTaToB 00y4yeHus

KpuTepuun oueHnBaHNSA KOMMNETEHLNA YpoBeHb LLIkana oLeHOK
ChOPMUPOBAHHOCTM
KOMMNETEHL N
BepHble 0TBETbl Ha BCe BOMPOChI KOHTPOJIbHOW paboThl. Bce  TOBbILLEHHbI OTnun4yHo
KpuTepuun BbiNoaHeHnsa 1 paboTocnocobHoCTM B YPOBEHb

nabopaTopHbIX 3aaHNsX - YA0BJIETBOPEHbI.

BepHble 0TBETbI Ha 60JbLLUYI0 YaCTb BONPOCOB KOHTPOJIbHOW  Ba30Bblii XopoLuo

paboTbl. BonbLWas YacTb KPUTEPUEB BbIMOJHEHUS YPOBEHb

paboTocrnocobHocT B nabopaToOpHbIX 3a4aHUSAX -

y[ZOB/IeTBOPEHa.

BepHble 0TBETHI Ha Hanbonee BaXxHble YacTy BOMPOCOB MoporoBbli Y0BNETBOPUTENLHO

KOHTPObHOW paboThl. ba3oBas 4aCTb KPUTEPWNEB BbIMOJIHEHUS YPOBEHb
1 pabotocnocobHocTn B NnabopaToOpHbIX 3afaHUSAX -
yLOBNIETBOPEHa.

HeT unu KpaliHe Maso BEPHbLIX OTBETOB Ha Hambosee BaXHble - HeynoBneTBOpUTENbHO
4aCTuW BOMPOCOB KOHTPOJIbHOM paboThl. Ba3oBas YacTb

KPUTEPWEB BbINOJHEHNS U paboTocnocobHOCTU B

nabopaTopHbIX 3aaHUSX - HE Y0BNIETBOPEHa.

dopMUpoBaHMe OLLEHOK:

Mpy OLLEHVBAHMM Pe3yNibTaTOB TEKYLLEW aTTeCTaL N NCNO/b3YeTCs KOIMYECTBEHHAs LWKaa OLEHOK.
YnomsHyTas Bbilwe 50-6anibHas cpefiHAs oLeHKa onpenensieT ypoBeHb CHOPMUPOBAHHOCTH
KOMMETEHLMIA 1 BANUSET Ha UTOrOBYIO OLIEHKY (CcM. pazgen 20.2).



MepeuyeHb BONPOCOB KOHTPOJIbHLIX paboT
K.P. 1

1. Kak BO3HMKaeT napa Kjt4en npu co3gaHnm ceptudgurkaTa B PKI 1 raoe xpaHuTcsa 3akpbiThbid, a rae
OTKPbIThIA KJOYN?

2. [na vero ncnonb3yeTcsa npoTtokona AH B IPsec? YTo Takoe SA, main-mode (0CHOBHOIN pexuM) quick-
mode (onepaTuBHELIN pexuM)? Kakne Tpu BuAa ayTEHTUDUKALUN KOHEYHbIX CUCTEM 0BbI4HO
nooaepXmBaloTcs B peannsaunsx IPsec? Korga (B Kakux cLleHapusax) Kako ncnosb3lyeTtcs?

3. B xope kKoHgpurypuposaHus VIPnet Ha paboyem mecTe agMUHUCTPaToOpa € nomolbio LIYC
BbIMNOJIHEHA afpecHasa aAMUHUCTpaumnsa ceTn n gobasneHo HoBoe paboyee mecTo (All). Kakune
ypoBHU/BMAa WndpoBaHma 6yayT 3a4eiCTBOBaHbI MPW NOCLIIKN NOJIb30BaTENEM 3alINGPOBAHHOIO
nncbMa Ha 3ToT All, Kakne COOTBETCTBYIOLWME KJIIOYM NOTPebYOTCS 419 paclundpoBaHns
coobLLeHNSs, TAe 3TN KNOYN HAX0AATCA (KOMY MpUHaANeXaT/LoCTynHbI)?

4. [lns 4yero ncnonb3ytoTcs dunbTpbl IPsec? Kakne nocnencteus npuMmeHeHuns IPsec 6es ¢punbTpos
nnu ¢ rpybbiMu punbTpamMu (Hanpumep, TEMU, YTO YCTAHOBAEHbI NO-yMOJTHaHWIO Ha BUPTYabHbIX
MalUMHax nabopaTopHbIX 3aHATUN 3TOro Kypca)?

5. KakoBa cneunduka paboThbl IPsec npu ncnonsb3oBaHum NAT (Kak peluaroTcs npobaembl U B Kakon
CTeneHm nx BooblLie BO3SMOXKHO peLlnTh)?

6. B xone KoH(urypmposaHusa VIPnet Ha paboyem mecTe agMuMHUCTpaTopa ¢ nomowsio LIYC
BbIMNOJIHEHA afpecHasa aAMUHUCTpaumns ceTn n gobasneHo HoBoe paboyee mecTo (All). Kakune
KNOYN JOJKHBI BbITh NepeaaHbl Ha All, Kak OHW CBfi3aHbl MeXay CO60M 1 KaKOBO Ha3HaYeHue
Kaxaoro?

7. Mepbl obecneyeHmns nHopmaunoHHon 6e3onacHoCTy Ana nHgpacTpykTypsl PKI: 4TO 1 Kak cnepyeT
3awmwaTh B PKI nHpacTpyKType (Tak Xe onuwmnTe MeCcTopacnosioXeHNe KpUTUYECKUX 2NEMEHTOB
PKI, koTopble TpebytoT 3awwmnThl)?

8. Kakue cyLlecTBYIOT MeTOAbl BOCCTAHOBJIEHNS 3aKPbITbIX K/OYEN, Kak MOXHO pelmnTb npobnemy nx
noTepn, Kakne MHCTPYMEHTbI ANa 3Toro notpebyoTcs?

K.P. 2

1. B xone KoHpurypuposaHus VIPnet Ha paboyem mecTe agMUHUCTPaTOpa € NoMoLwbio LIYC
BbINOJSIHEHA aApecHas afMUHUCTPaLMa ceTn 1 fobaBieH HOBLIN NONb30BaTe b, Kakue Kayu
LO/MKHbI BbITb NepefaHbl NOJIb30BaTENIO, KaK OHU CBA3aHbl Mexxay coboi 1 KaKoBO Ha3Ha4yeHue
KaXaoro?

2. [ns yero Heobxoguma nepapxmsa yaoCcTOBEPSAIOLUX LLEHTPOB, NO4YeMy HeAOCTaTO4YHO ofHOro? B
KaKuX cnydasix co3faHune nepapxumn onpasnaHo? YTo Takoe Kpocc-cepTudukauma? Yto Takoe
Ny6AMYHBIA 1 YacTHbIA YL, Korga ncnonb3yTca?

3. Y7o Takoe KRA, kak co3gaeTtcs n pabotaeTt? Kakune ya3smmocTtu B PKI nosieastoTcs npu pabote RA n
KaK MX MOXXHO 3aKpblTb, XOTS Bbl YaCTUYHO?

4. B xoae KoHpurypuposaHus ViPNet Ha paboyem mecTe agMUHUCTPaTOpa noTpebosanoncbk 4obasnTb
ele oanH "ABoHeHTCKMI NMyHKT" ANna aAMUHUCTPALMM HOBOrO palioHa ropoaa. OnuwunTe
nocrefoBaTeNIbHOCTb OeNCTBUA aaMuHucTpaTopa ViPNet (cxemaTu4HO, HO MO Waram) ons
BBeAeHNS 3TOoro All (KOMNbIOTEP YXKe 3aKyrneH).

5. Kakue TpeboBaHus K IP-ceTn npeabasnstoT 0bbi4HO VPN-TexHonorun? NoyemMy coBpemMeHHble
peanusaunm VPN 4acTo ncnosb3ytoT TpaHcnopT 443/TCP?

6. Hasosute Tunbl 1 poan CA. YTo NPUHMMAIOT BO BHUMaAHME NpU NpoekTupoBaHun nepapxmm PKI?

7. He 3apabotan AMKLU B ponun kpuntowto3a: B MY LLYC cTtaTyc "He BKAOYeH".Bbl pelumnm npoBepunTb
foctynHocTb AMKLL co CTOpOHbI KOMMAbIOTEPA aAMUHUCTPATOPa KOMaHAoM ping. KoMaHaa
nokasaJsia TanmayThbl OT IP-agpeca KpunTowto3a. FOBOPUT I 3TO O TOM, 4YTO KOMMbIOTEP
AOMUHMCTPATOPa U KPUNTOLLIO3 B AaHHbI MOMEHT He 0bMeHMBaloTCs NakeTamMn? B Kakom
nocnenoBaTenbHOCTM Bbl 66l CKann npuymHy no kotopon AMKLL "He BkatoyveH" B MY LLYC 1 KakoBbl



BO3MOX>XHbl€ MPUYNHbI 3TOro?

. B Kakmnx cueHapuax uenecoobpasHo NCMOAb30BaTh TPAHCMOPTHbLIN, @ B KAKUX - TYHHESIbHbIA PEXUM

IPSec?

. ONUWNTE XN3HEHHbIN LUK 3aKPbITOr0 KJIt04a: rae npoucxonuT ero popMmpoBaHue, rae OH MoXXeT

XPaHNUTbCA, Kyda MOXET I'IepeMeLLl,aTbCFI/I'IepeD,aBaTbCFI.

K.P.

. B xone nabopaTopHbix Bbl co3gaBann VPN-nogknoveHne PPTP n aHanornyHoe no yHKUMoHany

L3VPN peweHue ¢ npumeHeHreM AMKLL KOHTUHeHT. Kak 0T/IM4aeTCs CKOPOCTY pa3BepThiBaHUSA
3TUX PeLLeHn ANs co34aHns 3allMLLEHHON CeTU C 04eHb BobLIMM KoNn4yecTBOM paboynx mecT
(Toyek nopknoyeHus K VPN)? O6bACHUTE novyemMy OOHO M3 pelleHuin notpebyeTt 3Ha4ynMTeNbHO
6onblwero BpeMeHn 1 ycuamin, OnuwinTe no Lwaram nocsiefoBaTesIbHOCTb AeACTBUIN MO
pa3sepTbiBaHUIO PPTP 1 CO-KOHTUHEHT peLueHnia.

. Kak npoBepnTb paboTy KpUNTOKOMMYTaTOPOB, PACMOJIOXEHHbIX B (huananax (onuunTte

rnocsefoBaTe/IbHOCTb OeNCTBUN)?

. Kakune cyLecTByOT MeTOLbl BOCCTAHOB/IEHUSA 3aKPbIThbIX KNK04eln, Kak MOXHO pewnTb r|p06neMy nx

noTepu, Kakne MHCTPYMEHTbI ANna 3Toro notpebytoTca? MNpuseante npumep peakuny Ha noTepto
CEeKpeTHOro Kit4a oT cepTudmKaTa Nosib3oBaTeNs, Hanpumep, B pesysbTaTe NOBPeXAeHNS
npogung, roe oH XpaHuiaca (Nonb3oBaTesb 3anMpPoBasl MHOXKECTBO (halioB 3TUM KIHOHOM).

. B xone kKoHgpurypuposaHus B MY LLYC 6bis1 CO34aH HOBbIM KPUNTOLLSI3 419 aAMUHUCTPaLMK

HOBOrO pavoHa ropoga. OnuWNTE NOC/eA0BaTENbHOCTb AENCTBUN agMUHUCTPaATOpa (CXemMaTUYHO,
HO MO Waram) no ganbHenLen HaCcTPoNKe 3TOro KpMNToLWII03a.

. OnNuWwnTE XU3HEHHbIN LMK cepTudukaTa OT MOMEHTa ero co3faHuns. Kak UMeHHo co3faeTcs

cepTUdMKaT, B KaKoW nocnefosaTenbHoCcTU. Kak B 3TOM npouecce yqacTteyeT CA?
NHCTpYMEeHTLI/yTUANTBI 4115 BbiMyCKa cepTudurkaTos. Kak nons3osatenun PKI nonyyaoT JOCTyn K
ceptucukaty YLI? Kak nonb3osatenun PKI nonyyatoT LOCTYN K CNUCKY 0T3biBa YLI?

. KakoBa cneumnduka pabota VPN npu ucnonbsosaHun NAT (Kak pelsatoTcs npobnembl n Kakune)?
. ®opMumpyeTCa HOBas 3alluLLEHHAs CeTb C ncnonb3oBaHuem AMKLL KOHTUHEHT. OnuwnTe

nocnenoBaTeslbHOCTb AENCTBUI Mo BKAoYeHMto B ceTb KLU ¢ LIYC. Yem peweHne KLU LIYC
otnnyaeTcs ot LUYC ViPNet?

MepevyeHb nabopaTopHbIX 3amaHUNA

N

3agaym nabopaTopHom paboThl

Co3paHue IPSec coeanHeHns mexay cepsepamm Windows ¢ cepTUUKaLMOHHOW
ayTeHTUnKaumen

Pa3BepTbiBaHne RAS-cepeepa B Windows u HacTporika VPN nogkno4eHus ¢
ncrnonb3osaHuem PPTP.

YctaHoBka RADIUS-cepsepa IAS n nonntuk goctyna gna VPN-knmeHTos. NPS. NAP.

Pa3BepTbiBaHWe 2-ypoBHeBoW PKI Ha KoMnbioTepax nof yrnpasiaeHnem Windows Server.
Co3paHuve cepTUdUKaLMOHHbIX LWabsioHOB A5 aBTOBbINYCKa cepTudukaTos. Co3gaHme
cybbekTa, yNnoAHOMOYEHHOr O BbiNMyCKaTb CEPTUMUKATLI AN CMapT-KapTbl. Pe3epBHoe
konnpoBaHue B PKI. Co3gaHue DRA n KRA.



5 PasBepTbiBaHue EFS. LWndgpaumsa BitLocker Drive. MpyMeHeHWe 3TanoHHbIX WabnoHoB
6e3onacHoCTKM K cepBepHon 1 knneHTckon OC (Windows 2003, XP). Co3agaHue
nHpacTpykTypbl WSUS B NnabopaTopHOn ceTu.

6 Ob6ecneyeHune besonacHocT koMmMmyTaTopoB ¢ OC 10S. ObecneyeHne 6e30nacHOCTM
KOMMYTaTOpOB 3 YPOBHS 1 MapLupyTusaTopos ¢ OC I0S. HacTtpoinka TACACS, RADIUS ons
LeHTpaIn30BaHHON ayTeHTUDUKALNN.

7 Peannzauunsa IPSec B OC I0S 3aHsaTue 1, 2. Peannzauyma VPN B OC 10S ¢ nomoLbto SDM.
Peanunzauwns VPN B OC I0S B KOMaHLHOM MHTepdeiice.

8 AnnapaTHasa peanu3auuns MexxceTeBblX 3KPaHOB Ha OCHOBE NMakeTHOW puabTpaLuu.
AnnapaTHasa peann3auuns 30HaJbHbIX MEXCETEBbLIX IKPAaHOB Ha OCHOBE KJlaCCU(UKaTOpPOB
Tpauka. AnnapaTtHasa peanunsauuns IPS (10S).

OueHKa OCTaTO4YHbIX 3HAHUN
MNK-5

3aaHuna 3aKpbITOro Tuna

1. He 3apabotan AMKLL B ponn kpuntowntosa: B MY LIYC cTaTyc "He BkAto4eH", Tabnumua arp nocne
KoMaHAbl ping cogepxut MAC-agpec AMKLLU. Bo3MOXHble MPUYnHbI TaKoro ctaTyca?
A. HeBepHas IP-KoHpUrypauma komnboTepa ynpasaeHusa nam AMNKLL
B. HecooTBeTCTBME KtOYeBON MHpopMaumm AMKLL v MY LYC
C. oTcyTCTBMe NpaBusl, paspeLlaoLwnx NPoxXoXKaeHne nakeTos 414 ping
D. HeucnpaBHOCTY (pM3MyeckKoro nofknoveHns komnetotepa ¢ MY LYC nnn AMKLL k ceTn
2. He 3apabotan AMKLU B ponn kpuntownto3sa: B MY LYC cTaTyc "He BkAaoyeH", Tabnuua arp
noka3sbiBaeT oTcyTcTBME oTBeTa 0 MAC-aapece oT AlMKLL. BO3MOXXHble NPUYMHbLI TAKOro CcTaTyca?
A. HeBepHas IP-KoHpUrypauma komnboTepa ynpasaeHusa nam AMNKLL
B. HecooTBeTCTBME KtOYeBON MHpopMaumm AMKLL v MY LYC
C. oTcyTCTBMe NpaBusl, paspeLLaoLwnx NpoxXoXKaeHne nakeTos 414 ping
D. HeucnpaBHOCTY (pM3nyeckoro nofknoveHns komnototepa ¢ MY LYC nnn AMKLL k ceTn
3. Kak BO3HMKaeT napa KJ4en npu co3gaHunm ceptudukata B PKI ?
A. reHepupyeTcs Ha CTOPOHE KJIMeHTa
reHepupyeTcs Ha CTOPOHE yO0CTOBEpPALLLEro LleHTpa
reHepupyeTcs Ha CTOPOHE KOPHEBOro y40CTOBEPAIOLLEro LeHTpa
reHepupyeTcsa Ha cTopoHe CRL
reHepupyeTcs Ha cTopoHe AlA
4. Toe MoXeT (hopMUpPOBaTLCA Mapa Kiden npu co3ganny ceptudukata B PKI ?
A. Ha cMapT-KapTe
B. Ha cTOpoHe yfgocToBepstoLWwero LeHTpa
C. Ha CTOpOHe KOPHEBOro yA0CTOBEPSAIOLLEro LLeHTpa
D. Ha cTopoHe CRL
E. Ha cTopoHe AIA
5. B xone koHgpurypuposaHus VIPnet Ha paboyem mecTe agMUHUCTPaToOpa € nomoLubio LIYC
BbINOJSIHEHA aApecHas agMUHUCTpauns cetn n nobasneHo HoBoe paboyee mecTo (AM). Kakue
KJII04M OOJKHbI ObITh NepefaHbl Ha All?
A. Ko4n obMeHa KOJIEKTUBOB, KJIOYM 3aLLMUTbI KatoYyen obMeHa, kato4vm cessm ¢ LIYC
B. Kno4M 3aWwnThl KtoYen obMeHa, LeNCTBYOLWMIA NepPCOHasbHbIN KKOY, KKYM NOANUCH

mOUOw



0

E.
F.

KJI04YM 0OMeHa KOTEKTMBOB, )J,eI7ICTByIOLLI,I/II7I I'IepCOHaJ'IbeIIz K104, K04 noanncu

. KJ104M 06MEeHa KOJIIEKTMBOB, KJTH0YM 3alUUThI Katoveln obMeHa, OelCTBYOLNA NepCOHaNbHbIN

KJ110Y
K04 oOMeHa KOMTEeKTUBOB, KJIOYN 3aLUMThl KaoYern obmMeHa, KoYy noanmcu
LEeNCTBYOLWMI NEPCOHAsbHBIN KKOY, KOYM NOANNCH

6. B xone KoH(urypuposaHusa VIPnet Ha paboyem mecTe agMuMHUCTpaTopa ¢ nomowblollYC BbinosHeHa
afpecHas aaMUHUCTpaums cetn n nobaBneH HOBbIV NOJIb30BaTeNb. Kakne KoY A0/KHbI ObiTh
nepenaHbl NoJib30BaTeNO?

A. knto4m obMeHa KOIEKTUBOB, KJTHOYM 3aLlUTbI Ko4en obmeHa, Knoun ceasm ¢ LYC
B. KJ0YM 3aWuThl KAtoYen obMeHa, AeNCTBYIOLWNA NePCOHAbHbIN KIIOY, KJIH04M NOANNCH
C. Kno4n obMeHa KONNEKTUBOB, OENCTBYIOLWNIA NEPCOHAbHBIA KKOY, KNOYX NOAMNCK
D. kno4m obMeHa KONNEKTMBOB, K/OYN 3alMThl KJloYen obMeHa, AENCTBYIOLWMUIA NEPCOHANbHbIN
KJTH0Y

E. Kno4n obMeHa KONIEKTMBOB, K/OYN 3aLLNThl KtoYern obMeHa, Kayy nognucu
F. DencTByloWMiA NepCcoHaNbHbIN K04, KUY NOANUCK

7. Kakue yassumocTu B PKI nosasnsoTca npu ncnosibosaHum KRA?
A. nepepaya OTKPbLITOro KJto4a Yepes ceTb
B. nepepnaya 3akpbITOro KJo4a Yepes ceTb
C. nepepnava Kn04eBOW Napel Yepes ceTb
D. reHepauus KJIl04eBOW Napbl HE Ha CTOPOHE KJMeHTa

8. Kakue yassumocTu B PKI nossnsaTcs npu ncnosb3osaHum KRA?
A. nepepaya OTKPbLITOro KJto4Ya Yepes ceTb
B. XpaHeHMe 3aKpbITOro KJYa He Ha CTOPOHE KJIMeHTa
C. nepepfava Kno4eBOW Napbl Yepes ceTb
D. reHepauusa KOYeBOW Napbl HE Ha CTOPOHE KNEeHTa
E. XpaHeHue OTKPbLITOro KJto4a He Ha CTOPOHE KJIeHTa

9. KoMnoHeHTbl VPN (Kak cucteMbl yaaneHHoro goctyna) obsa3aTenibHO AO0JKHbI BKOYATb:
A. NAS
B. DHCP
C. AAA
D. ADDS
E. Kerberos

10. KomnoHeHTbl VPN (Kak CUCTeMbl yAaIeHHOro AOCTYNa) MOryT BK/OYaTb:

A. NYS
B. YP
C. AAA
D. WPA
E. AIA

3a4aHnsa OTKPLITOrO TUNa

1. Bbl nuete HencnpaBHOCTbL IPsec (HeBepHas KoHpurypaums, IPsec - He paboTaeT). [1ns 3T0ro
BKJIOYMAN 3aXBaT BCEro Tpahmka Yepes MHTeptenc n MHALMMPOBaan nepeaayy AaHHbIX.
BbIK/1104MB 3aXBaT, NakeTbl KAKOr0 NPOTOKOJ1a Bbl yBUAUTE nepBbiMy, ecsin pasa IKE Havana
paboTy?

2. Bbl nuiete HeucnpaBHOCTb IPsec (HeBepHas KoHGurypauuns, IPsec - He paboTaeT). a5 3TOro
BKJIOYMAN 3aXBaT BCEro Tpahmka Yepes MHTeptenc n MHALMMPOBaan nepeaayy AaHHbIX.
Bbikntoums 3axBaT, UDP-genTarpaMmbl C KakuM HOMEPOM MOpTa Bbl YBUAMTE MEPBbIMU, eCan a3a
IKE Havana paboTy?

3. Cambi 6bICTpbIN BapuaHT npoBepkn CRL (B ny6anyHbIX ceTax) TpebyeT BapuaHT onybankoBaHms
(HTTP, HTTPS, OCSP, CIFS/SMB, FTP):



4. N3 Tpex 0CHOBHbIX CBOMCTB MHGOPMaLUK: LLeNOCTHOCTW, LOCTYMHOCTU U KOH(GUAEHUNANBHOCTMN,
npoTokon AH B IPsec npumeHsieTcs ana obecnevyeHuns CBONCTBA

3adaHue C pa3BEPHYTHIM OTBETOM

1. Y7o Takoe L2 VPN? OnuwimnTe CLeHapum, Npu KOTOPbIX BO3HUKAET HEOOX0AMMOCTb B peann3aLunm 3Ton
TEXHOJIOr K.

2. B 4eM OTANYMA TPAHCNOPTHOIO OT TYHHENbHOro pexuMma IPSec? B kakux cueHapusax LenecoobpasHo
NCMNOJIb30BaTh KaXXAbIA peXXum?

20.2 MpoMeXxXyTouyHasa aTTecTaums
TexHonormsa npoBeneHuns:

MpoMeXxyToYHas aTTecTauus NpoBOAUTCS B PopMe MUCbMEHHOW KOHTPOJIbHON paboTbl Npw
06513aTeNIbHOM YCJI0BUW BbIMOSIHEHWS B TEYEHUE CEMECTPa BCeX S1abopaTopHbIX 3a4aHUIA U C y4eToM
MOJYYEHHbIX TEKYLLMX OLeHOK. OLLEHKM 3a BOMNPOChI KOHTPOJIbHON PaboThl CyMMUPYOTCS, CyMMa
HopMupyeTcsa K 50-6annbHOMyY 3Ha4eHuIo.

TPEGOBaHMﬂ K BbINOJIHEHUIO 3a4aHUMN, LUKAJbl U Kputepuu oueHuBaHuA

Mpy oLeHMBaHWUY Pe3ySIbTaTOB MPOMEXYTOYHON aTTecTalMm UCMONb3yeTCa KOIMYEeCTBEHHAA WKana
oueHoK. CornacHo NonoXXeHunto 0 6annbHO-PENTUHIOBOMN cucTemMe 0byyeHns, 50-6annbHas oueHKa 3a
NTOrOBYI KOHTPOJIbHY0 paboTy CKNaabiBaeTCs C OLLEHKON, NOJlYYEHHOWN MO MTOraM aTTecTauui.
MonyyeHHoe 100-6annbHOe 3HaYeHMe onpeaenseT ypoBeHb CHOPMUPOBAHHOCTU KOMMETEHLMI 1
NTOrOBYIO OLLEHKY (COra1aCcHO MONOXKEHMIO0 0 BannbHO-PENTUHIOBON cMcTeMe 0ByyeHns):

oLleHKa «0T/nYyHo» - 90...100 6ansnos
oueHka «xopowo» - 70...89 6annos
OLEeHKa «ynoBaeTBopuTensHo» - 50...69 6annos

OLEeHKa «HeyaoBneTeopuTensHo» - 0...49 6annos

MepeyeHb BONPOCOB K UTOrOBOW KOHTPOJIbHOW paboTe

No Bonpocbl KOHTPONLHOM PaboThI

1 Y10 Takoe IPsec, kakue 3afayun pewaeT, B 4eM OTInHMe U/unnm HecooTBeTCTBUE TepMuHy VPN? Kak HacTpouTb
IPsec, 4yTo Takoe hunbTpbl, NONUTUKK IPsec? Kakue cpencTBa cyxaT A4 oTnagku IPsec? Kakue yxe rotosble
noAuTukm IPsec npepakoHgpurypuposaHbl Ha OC cemencTea Windows?

2 OnuwmnTe XXN3HEHHBIN LUK cepTUdrKaTa OT MOMEHTa ero co3faHuns. Kak MMeHHo co3faeTcs cepTudukaT, B
Kakow nocnepoBaTenbHOCTU. Kak B 3TOM npouecce y4acTByeT CA? UHCTPYMEHTbI/YTUANTLI A5 BbiMyCKa
CepTUMUKaTOB.

3 Mepbl obecneyeHns MHopMaLmnoHHoN 6esonacHoCTM ANa NHGpacTpyKTypbl PKI.

4 YT1o Takoe ypoctosepstowmi LeHTp (CA - Certification Authority)? Haszosute Tunbl 1 ponn CA. YTo Takoe

nepapxmsa CA, 4TO NPUHMMAIOT BO BHUMaHWE Npu NPOEKTUPOBaHNM 3TOW nepapxmum?

5 YT0 TaKoe TPaHCMOPTHLIA PEXNM N TYHHENbHbIN pexxum IPsec? Ons yero ucnons3yetcs npotokon IKE B IPsec?
Ons 4ero ncnonb3yoTcs GuabTpsl IPsec?

6 Y1o Takoe WSUS, Kakune 3aaym pellaeT, U3 KakKMX KOMMOHEHTOB cOCTOUT? MBSA - OCHOBHble peXuMbl 1
BO3MOXXHOCTU.
7 Ons yero ucnonb3ytoTcs NpoTokosbl ESP AH B IPsec? Kakune npobaembl MOTyT BO3HMKaTb Y IPsec npu

ncnonb3oBaHum NAT?




Y1o Takoe VPN, nepeyuncnmte komnoHeHTbl VPN. Kakne CyLecTBYIOT TexHonorum peanmsaumm VPN, kakne
TpeboBaHua K IP-ceT NpefbABASeT Kax4as TexHoaorma?

Ons vyero ucnons3yetcs npotokos IKE B IPsec? YTo Takoe SA, main-mode (ocHOBHOWM pexxuM) quick-mode
(onepaTuBHbIA pexxum)? Kakne Tpu BuAa ayTEHTUHMNKALMN KOHEYHbIX CMCTEM 00bIYHO MOAAEPXKBAOTCS B
peanusaumnax IPsec? Korga Kakow ncrnonb3yerca?

10

YTO Takoe CEeTEBOM 3KPaH YPOBHA «MPUIOXKEHUSA», B YEM OT/IMYME OT CETEBOI0 3KPaHa «MaKETHbIN PUAbTP»?
YT1o Takoe unsolicited Tpaduk 1 yem oTnnyatoTca anepsobl statefull n stateless? Kak pa3meLyeHsl no
OTHOLLEHMIO K KOPMOPaTWUBHOW CETU CETEBbIE 3KPaHbI, ONMULWINTE OCHOBHbIE apXUTEKTYPbI

11

YTo Takoe EFS, Kakue 3agaym peLllaeT, U3 Kaknux KOMNOHEHTOB COCTOUT? Kak TeXHWYecKun peannsoBaHa
BO3MOXXHOCTb pacngpoBKy hana ApyrnMy nosb3oBaTeNaMn, MEPEYNCNTE YCI0BUS, B KOTOPbIX 3TO
BO3MOXXHO?




