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Kathenpa nHHOpPMaLMOHHbBIX CUCTEM

05.03.2025

PABEOYASl MPOrPAMMA YYEBHON AUCLUMNJINHDI

51.B.[1B.01.01 AAMUHUCTPUPOBAHNE NHDOPMALIMOHHbBIX CUCTEM

1. Koa v HauMeHOBaHue HanpaBJieHUA NOATrOTOBKMU/CNeLasbHOCTH:
09.04.02 NHopMaLOHHbIE CUCTEMbI U TEXHOJIOT UK

2. Mpodunb noaroToBKU/CcneLnanmn3aLms:

NHdopMaunoHHbIe TEXHOIOMUN 1 KOMMbIOTEPHbIE HAYKN A5 LUDPOBON SKOHOMUKN
3. Kanudukauua (cteneHb) BbINyCKHUKA:

MaructpaTypa

4. ®opma obyueHus:

Ou4Has

5. Kacdepgpa, oTBeualoww,asa 3a peanmsauunio AUCLUMNIINHDI:

Kathenpa nHMopMaLMOHHbIX CUCTEM

6. CocTaBuTeNIN NpOrpaMMbl:

KoBasab AHapen Cepreesud, koval@cs.vsu.ru, CT.nper, (hakyabTeT KOMMbIOTEPHbIX HAayK, Kageapa
MHMOPMaLMOHHbIX CUCTEM

7. PekoMeHpOBaHa:

pekomMeHgosaHa HMC ®KH 05.03.2025, npoTtokosn Ne 5
8. YYyeOHbIN ron;:

2026-2027

9.llenu u 3apa4m y4eOHON AUCLUNIUHDI:

N3y4yeHne MeToL0N0MrNN N TEXHONOrUA aMUHUCTPUPOBAHNA NHDOPMaLNOHHBLIX cucTem (LC). CTaBaTca
3a[a4M: Ha NPaKTUYECKUX 3aHATUAX MO3HAKOMUTL CTYAEHTOB C OpraHusaumen cnyxb nognepxkum un
OCHOBaMu agMuHUCTpupoBaHus NC; Ha nabopaTopHbIX 3aHATUAX CTYAEHTbI LOJDKHbI MOJY4NTb HaBbIKK
NPaKTUYeCKOro agMMHUCTPUPOBAHNA KOMMOHEHTOB peabHbix NC - obopynoBaHus IP-ceTen n ceTeBbIX
onepaLnoHHbIX CUCTEM.

Mocsie NPOXoXXAEHUS Kypca CTYLEHTbl AO/KHbI Pa3imyaTb KOMMETEeHUUN U NPodeccum, CBsi3aHHble C
agMuHucTpupoBaHuem MC n obnacTm oTBETCTBEHHOCTU COOTBETCTBYOLWIMX CMNEUWanncToB; 3HaTb
cnocobbl opraHun3auun paboTbl cyx6 nogaepXku; 6biTb B Kypce TeHAEHLMIA opraHM3aumm ocTyna K
pecypcam NC 1 COOTBETCTBYHOLWMX METOAOB UX aAMUHUCTPUPOBAHMNSA; UMETb HaBblkKM B 06nacTu
yrnpaBfieHNs CETEeBON MHPACTPYKTYPON, CETEBbIM 060pPY0BAHMEM N CUCTEMHOIO aAMUHUCTPUPOBAHNS;



LOJ/KHbI yMeTb pellaTb 6a3oBble 3a4a4m aAMUHUCTPUPOBAHNA MHDOPMALMOHHBIX CUCTEM Ha OCHOBE
cepBepHbIx 1 kKaneHTcknux OC Windows n GNU/Linux, ceTeBoro obopynosaHus IP-ceTen.

10. MecTo y4ebOHOM AMCUMNIMHDBI B CTPYKType OOM:

OUCUUMNINHA BapuaTUBHOM YacTu uukna (61.B). BxoaHble 3HaHua: TpebyeTca npeaBapuTenbHoe
0CBOEHMe ancunnanH «OnepaunoHHble Cuctemsl» U «KoMmnbloTepHble CeTun».,

11. MnaHupyeMble pe3ynbTaTbl 00y4eHUA NO AUCLUNIMHE/MOAYJIO (3HAHUA, YMEeHUA, HaBbIKK),
COOTHECEHHble C NIaHUpPYyeMbIMU pe3ysibTaTaMu 0CBOeHUA obpa3oBaTesibHOM NPOrpaMmMbl
(KkoMneTeHUMAMM BbINYCKHUKOB) M UHOMKATOPaMM UX OOCTMIXKEHUSA:

Kop n Ha3BaHue
KOMMNeTeHLUNn

MK-2 CnocobeH
pa3pabaTbiBaTb
cTpaTermm
NPOEKTMpPOBaHMUS,
onpenenieHnem Lenen
NPOEKTMpPOBaHMUS,
KpuTepnes
3(heKTMBHOCTH,
OrpaHnNyeHnn
NPVMEHNMOCTM

MK-2 CnocobeH
pa3pabaTbiBaTb CTpaTernu
NPOEKTMPOBaHMS,
onpenesieHneM Lenen
NPOEKTMPOBaHMS,
KpuTepres
3(ppeKTUBHOCTH,
OrpaHNYyeHunin
NPVMEHNMOCTK

Kon v Ha3BaHWe nHaukKaTopa
KoMMeTeHUunn

MK-2.1 3HaeT coBpeMeHHble
TEXHOJIOr MK ynpaB/ieHNs
NpPoeKTaMu, ynpaBaeHume
N3MEHEHNAMUN, MHCTPYMEHTbI U
MeTOoAbl YpaBaeHuns
3aUHTEepPeCcoBaHHbLIMY CTOPOHAMMU
NPOeKTa, COBPEMEHHbIE
CTaHAapTbl MHGOPMALIMOHHOMO
B3aMMOJENCTBUSA CUCTEM, OCHOBbI
MeHe[)XMeHTa, B TOM 4ucne
MeHed)KMeHTa Ka4yecTBa,
MexaHun3Mbl BrsHec-npoLeccos
opraHusaumm

MK-2.2 3HaeT UHCTPYMEHTHI 1
MeToAbl MOAeNnpoBaHusa busHec-
npoLeccoB, COBPEMEHHble
noaxo4bl U CTaHAAPThI
aBTOMaTM3auunm opraHmsaumuuy,
O0Tpac/eBylo LOKYMEHTaLNIO,
OCHOBbI PEUHXUHUPWHIa bu3Hec-
npoLeccoB opraHn3aLunm

3HaHu4, YMeHUA, HaBblKW

3HaTb: CNocobbl OpraHn3aLmm
paboTbl CNyx6 Nnogaepxku; 6eiTb B
Kypce TeHOEHUUI opraHm3aumnm
[oCcTyna K pecypcam UC n
COOTBETCTBYIOLLNX METOLOB UX
aOMUHUCTPUPOBAHNSA; pa3nnyaTb
KOMMeTeHUMn 1 npogeccuu,
CBAi3@aHHbIE C
afMUHUCTPUpoBaHmem NC n
06nacTn 0TBETCTBEHHOCTH
COOTBETCTBYIOLLMX CNELNaIncToB;
3HaTb 1 COBNOAATb OCHOBHbIE
TpeboBaHUSA MHDOPMALIMOHHOW
He3onacHocTK;

yMeTb: NoA4epXnBaTb
paboTocnocobHoOCTb
NHPOPMaLMOHHBIX CUCTEM Ha
OCHOBE CepBEPHbIX N KINEHTCKUX
OC Windows 1 GNU/Linux, ceTeBoro
obopynoBaHus IP-ceTen;
BNapeTb: METOAaMU YNpaB/ieHNs,
opraHu3aumen n ocyLecTBiieHuns
nopanepXKun coppemeHHon NT-
NHMPaCTPYKTYpPON; METOLOSIOMMEN
pa3paboTKku, BHeAPEHNA 1
NOALEPXKN CUCTEM
NHMOPMaLMOHHOM 6e30MacHOCTY;

12. O6beM AUCLUNINHBI B 3a4€THbIX eAuHuLax/yac:
3/108

®dopMa NPOMEXYTO4YHOM aTTecTaluu:

3a4eT C oueHKon

13. TpynoeMKOCTb No BUAaM y4ebHon paboTbl



Bunpg y4yebHon paboThl

AyLNTOPHbIE 3aHATUSA
JleKumnoHHbIe 3aHATUA
MpakKTnyYeckune 3aHATUA
NabopaTopHble 3aHATUA

CamocTodaTenbHasa paboTa
KypcoBas paboTa

MpomMeXxyToYHas aTTecTaums

Yacbl Ha KOHTPOJIb
Bcero

13.1. Copep>XaHue AUCLUMJINHBI

n/n  HamMeHoOBaHMe
pa3zaena gMCUMnAnNHBI

1.1 BBepgeHue B 3a4a4u
AAMUHUCTPUPOBAHMS.

1.2 YnpaBneHve ceTamu.

ColepxxaHve pasgena
AUCLMMIVHBI

1. Nlekuun

3ana4n
agMNHUCTPUPOBAHMA.
O6beKThI
agMNHUCTPUPOBAHMA.
SBOSIOLUMS MoAenen

focTyna K pecypcam UC.

Cuctemsl
cepTudukaymm
cneunanuctos UT,
aAMWHNCTPATOPOB.
MNpotheccuu, nmerowme
OTHOLUEHME K 3aa4vaM
AAMUHUCTPUPOBAHUS.

YnpaBneHune ceTamu,
COOTBETCTBYIOLLME
CTaHOapThl.

OnepaunoHHas cuctemMa

|0S. YnpasneHue

CeTeBbIM oﬁopyuosaHme

nog ynpasseHuem IOS:
KOHurypuposaHue IP-
ceTu macwTaba
HECKONbKUX PnInanos
N LeHTpasbHoro oguca,
IVHaMn4ecKom
MapwpyTtusauum RIP,

OSPF, EIGRP, VLAN, ACL,

SNMP.

CemecTp 3 Bcero
28 28
0
14 14
14 14
80 80
0
0 0
0
108 108

Peanunsauns pasgena UCLMNINHDBI C
NMOMOLLbIO OHNANH-Kypca, IYMK

DNEKTPOHHBIN pecypc «ALMUHUCTPUPOBAHNE
B MIHhopMaLMNOHHbIX CucTeMax»,
https://edu.vsu.ru/course/view.php?id=3102

DNIeKTPOHHBIN pecypc «ALMUHUCTPUPOBAHNE
B IH(hopMaLnOHHbIX CuctemMax»,
https://edu.vsu.ru/course/view.php?id=3102



n/n

1.3

1.4

1.5

HanmeHoBaHue
pasgena guCUMnInHbI

Cny>0bl KaTanoros.

AOMUHUCTPUPOBaHME
UNIX-nopobHbix OC

ObecnieveHne
NH(OPMaLMOHHON
6e3onacHocTn UC.

ConepXaHue pasgena
OVNCLMMANHBI

Cny»x6bl KaTanoros
(mpumep - MS Active
Directory). I'pynnosas
nonuTKKa. YrnpasneHue
noctynom DACL/SID,
Role-based Access
Control
(AGDLP/AGUDLP).
AQMUHUCTPATUBHbIE
WabnoHbl 1 WabnoHbI
6e3onacHocTw.
NHcTtannaumns MO n OC.
MOHUTOPWHI CUCTEMHbBIX
CoBbLITUN 1
NPOV3BOAUTENBHOCTN.

Mopsfok 3arpysku OC,
MBR, GPT, EFI.
AnctpubyTumsel
GNU/Linux. GNU n
copyleft. Peno3suTtapuu,
MeHedKepbl MaKeToB,
yctaHoBka OC un MM0.
Ba3oBoe cuctemHoe
aOMUHUCTPUpPOBaHME
GNU/Linux (ynpasneHue
nosib30BaTeNAMHU,
OKpPY>XeHuemM, run-
levels). X-Window.
SYSLOG.

CTaHOoapTu3aums B
obnacTu
NHMOPMaLMOHHOW
6e3onacHocTun (UB).
CtaHOoapTbl PO B
obnactun NB.
MeTopgonorus
NOCTPOEHNSA CUCTEMBI
obecneyeHmnsa Vb Ha
OCHOBE yrnpaB/eHuns
pucKkamm.

2. MNpakTuyeckne
3aHATUS

Peanu3auns pasnena AUCUUMINHbI C
NMOMOLLbIO OHNAMH-Kypca, IYMK

DNIEKTPOHHBIN pecypc «ALMUHUCTPUPOBAHME
B MIH(hopMaLnOHHbIX CuctemMax»,
https://edu.vsu.ru/course/view.php?id=3102

SNEKTPOHHBIN pecypc «xAGMUHUCTPUPOBAHNE
B IH(hopMaLnOHHbIX Cuctemax»,
https://edu.vsu.ru/course/view.php?id=3102

DNIeKTPOHHBIN pecypc «ALMUHUCTPUPOBAHNE
B HdopmaLumoHHbIX ChucTemMax»,
https://edu.vsu.ru/course/view.php?id=3102



n/n HauwMeHoBaHue
pasgena aAnCUMnInHBI

2.1 BeepneHue B 3a4a4u
AAMUHUCTPUPOBAHMS.
Cny»6bl TEXHNYECKOW
nooaepxKu. (mpakT.)

2.2 YnpaBfieHue ceTamu.
(npakT.)

2.3 Cnyx6bl KaTanoros.
(NpakT.)

ConepXaHue pasgena
OVNCLMMANHBI

3afa4n
aAMUHUCTPUPOBAHUS.
O6BbeKThI
aAMUHUCTPUPOBAHUS.
2BoIOUNSA MOLeNen
focTyna K pecypcam UC.
Cuctemsl
cepTudukaymm
cneunanuctos UT,
aAMWHNCTPATOPOB.
MNpotheccuu, nmerowme
OTHOLLEHME K 3aa4aM
aAMUHUCTPUPOBAHUS.

YnpasJsieHune ceTamu,
COOTBETCTBYIOLLME
CTaHbapThl.
OnepaumnoHHas cuctema
I0S. YnpasneHue
ceTeBbiM 060pyaOBaHME
nog ynpasneHnem lOS:
KOHurypuposaHue IP-
ceTn macwTaba
HECKONbKUX Pnnanos
N LleHTpasibHOro oguca,
OVHaMM4ecKom
MapwpyTusauum RIP,
OSPF, EIGRP, VLAN, ACL,
SNMP.

Cny»x6bl KaTanoros
(mpumep - MS Active
Directory). I'pynnosas
nonnTuKa. YnpasneHume
noctynom DACL/SID,
Role-based Access
Control
(AGDLP/AGUDLP).
AOMUHUCTPATUBHbIE
wabnoHbl 1 WabnoHbl
6e3onacHocTL.
NHcTannauma MO n OC.
MOHUTOPUHI CUCTEMHbIX
CoBLITUN 1
NPON3BOAUTESIbHOCTN.

Peanu3auns pasnena AUCUUMINHbI C
NMOMOLLbIO OHNAMH-Kypca, IYMK

DNIEKTPOHHBIN pecypc «ALMUHUCTPUPOBAHME
B MIH(hopMaLnOHHbIX CuctemMax»,
https://edu.vsu.ru/course/view.php?id=3102

SNEKTPOHHBIN pecypc «xAGMUHUCTPUPOBAHNE
B IH(hopMaLnOHHbIX Cuctemax»,
https://edu.vsu.ru/course/view.php?id=3102

DNIeKTPOHHBIN pecypc «ALMUHUCTPUPOBAHNE
B HdopmaLumoHHbIX ChucTemMax»,
https://edu.vsu.ru/course/view.php?id=3102



n/n

2.4

2.5

3.1

HanmeHoBaHue
pasgena guCUMnInHbI

AQMWHUCTPUPOBaHKE
UNIX-nonobHbix OC.
(npakT.)

ObecneyeHune
NHHOPMALMOHHOW
6e3onacHocTn UC.
(npakT.)

YnpaBneHue cetamu.
(nab.)

ConepXaHue pasgena
OVNCLMMANHBI

Mopsapok 3arpysku OC,
MBR, GPT, EFI.
AnctpubyTunsbl
GNU/Linux. GNU n
copyleft. Penosutapuu,
MeHeXepbl NaKeToB.,
ycTtaHoBka OC u 0.
ba3oBoe cuctemHoe
AAMUHNCTPUPOBAHME

GNU/Linux (ynpaBneHue

Nnosib30BaTENAMU,
OKPY>XXEHUEeM, run-
levels). X-Window.
SYSLOG.

CraHpapTu3auunsa B
obnacTu
NHMOPMALMOHHOW
6e3onacHocTu (UB).
CtaHpapTbl PO B
obnactun UB.
MeTopgonorus
NMOCTPOEHNS CUCTEMBbI
obecneyeHunsa Vb Ha
OCHOBE yMNpaB/EHNS
puckamum.

3. JlabopaTopHble
3aHATUS

Co3pnaHue
KOpPNopaTWBHOWN CeTn
thunnanos c
IVHaMn4yeckKom
MapLupyTusaLnen;

MoAoyna NOAKNIOYEHUA K

onepaTtopy NHTepHeT;
CeTeBoro
3KpaHNpoBaHUA.

Peanu3auns pasnena AUCUUMINHbI C
NMOMOLLbIO OHNAMH-Kypca, IYMK

DNIEKTPOHHBIN pecypc «ALMUHUCTPUPOBAHME
B MIH(hopMaLnOHHbIX CuctemMax»,
https://edu.vsu.ru/course/view.php?id=3102

DNEKTPOHHBIN pecypc «ALMUHUCTPUPOBAHNE
B MIHhopMaLMNOHHbIX CucTeMax»,
https://edu.vsu.ru/course/view.php?id=3102

DNIEKTPOHHBIN pecypc «ALMUHUCTPUPOBAHNE
B MIH(hopMaLMnOHHbIX CuctemMax»,
https://edu.vsu.ru/course/view.php?id=3102



n/n

3.2

3.3

3.4

13.2. Tembl (pa3pensl) OUCLUNIUHBI U BUAbI 3aHATUN

Ne
n/n

HanmeHoBaHue
pasgena guCUMnInHbI

Cny>0bl KaTanoros.
(nab.)

AOMUHUCTPUPOBaHME
UNIX-nogo6bHbix OC.
(nab.)

ObecneyeHune
NH(MOPMaLMOHHOW
6e3onacHocTn UC.
(nab.)

HaumeHoBaHMe TEMbI
(pa3pena)

BeeneHune B 3apa4m
aAMUHUCTPUPOBAHMS.
Cnyx6el
TeXHN4YecKom
noanep>XKu.

YnpasJsieHne ceTaMun
Cny»x6bl KaTasIoros..

ALMWHUCTPUPOBaHME
UNIX-nopo6Hbix OC

ObecneyeHune
NHOPMaLMOHHON
6e3omnacHocTn UC

JIeKUMOHHble
3aHATUSA

ConepXaHue pasgena
OVNCLMMANHBI

®opmMumpoBaHMe OOMEH];
hopmuposaHue
NnoJib30BaTeIbCKOW
cpenbl C MOMOLLbIO
rpynnoBon NONNTUKN;
MaccoBas yCTaHOBKa
MNO; ueHTpasn3oBaHHOE
ynpasieHue
NHMOPMaLMOHHOW
6e3onacHoCTbIO B
LloMeHe

YcTaHoBKa 1 6a3oBoe
cMCTEMHoOE
aAMUHUCTPUPOBaHNE
UNIX-nogobHeix OC;
ynpaBieHune ciyxbamu;
MeHeO)Kepbl MaKeToB 1
peno3uTopuu; SELinux.

MocTpoeHne cucTemsl
obecneyeHmnsa b Ha
OCHOBE yMnpaBieHNs
pYCKamum.

3aHATUA

14

MpakTnyeckne JlabopaTopHble

Peanu3auns pasnena AUCUUMINHbI C
NMOMOLLbIO OHNAMH-Kypca, IYMK

DNIEKTPOHHBIN pecypc «ALMUHUCTPUPOBAHME
B MIH(hopMaLnOHHbIX CuctemMax»,
https://edu.vsu.ru/course/view.php?id=3102

SNEKTPOHHBIN pecypc «xAGMUHUCTPUPOBAHNE
B IH(hopMaLnoHHbIX Cuctemax»,
https://edu.vsu.ru/course/view.php?id=3102

DNEKTPOHHBIN pecypc «KAOMUHUCTPUPOBAHNE
B MH(opmMaLmoHHbIX CucTemMax»,
https://edu.vsu.ru/course/view.php?id=3102

CamocTosTenbHass Bcero
3aHATNS paboTa
8 10
4 24 30
4 16 24
4 18 26
2 14 18
14 80 108



14. MeToaunyeckue yKasaHus gns oby4yaloLmUxcs No 0OCBOEHUIO AUCLUMNIINHDI

OucumnnnuHa TpebyeT paboThl C hatnamMu-npeseHTauUnaMn NPaKTUYECKUX 3aHATUA 1 COOTBETCTBYOLWUMY
rnaBaMm PeKOMEHAO0BaHHOMW OCHOBHOW AMTepaTypbl, @ Takxe, 0643aTeNbHOro BbIMOJHEHUS BCEX
nabopaTopHbIX 3afaHuNA B KOMMNbOTEPHOM Knacce. CaMocToATeNbHasA NOArOTOBKa K NlabopaToOpHbIM
3aHATUAM He TpebyeTca, T.K. HeobXxoaMMble peKoMeHAauMmn JalTCA B ayAUTOPUN, rTAe BbIMOJHATCS
nabopaTopHble paboThl.

CamocTosTenbHasa paboTa NPOBOAUTCS B KOMMbIOTEPHBIX KNaccax ®KH ¢ ncnonb3oBaHneM MeToLNYECKMX
MaTepMasnoB PacrnosioXKeHHbIX Ha y4yebHo-MeToanveckom cepeepe ®KH "\\fs.cs.vsu.ru\Library", Ha cepBepe
Moodle BI'Y edu.vsu.ru, BbIMOJIHEHMEM 3a[a4 KOHGUIYpUpoOBaHMa BUpTyanusmposaHHon NC. Bo Bpems
CaMoCTOATEeNbHON PaboTbl CTYAEHTbLI NCNOJb3YIOT NEKTPOHHO-OMBNINOTEYHbIE CUCTEMBI, LOCTYMHbIE Ha
nopTane 3oHanbHoW bubnnotekn BrY no agpecy www.lib.vsu.ru. bonblwasa 4acTb 3afaHunin MoOXXeT BbiTb
BbIMNOJ/IHEHA BHE ayAUTOPWIA Ha LOMALLUHEM KOMMbIOTEpPE, NOC/e KOMMPOBAHNS METOANYECKUX YKa3aHWU U
Heobxoanmoro MO ¢ y4yebHo-meTOoaMYecKoro cepeepa OKH.

15. MepeyeHb OCHOBHOM U A,ONOJIHUTEJILHON NUTEpaTypbl, PECYyPCOB MHTEPHET, HeobXoAUMbIX
011 OCBOEHUSA AUCLUMJINHDI

Ne McToYHMK

n/m

1 Cbicoes, 3.B. AIMUHNCTPUPOBaHMNE KOMIMbIOTEPHbIX CeTeli : yyebHoe nocobue / 3.B. Ceicoes, A.B.
Tepexos, E.B. bypuieBa ; TaMbOBCKMI roCcyAapCTBEHHbIA TEXHUYECKUA YHUBEPCUTET. - TamMbO0B :
Tamb0BCKUV roCyAapCTBEHHbIVI TEXHUYECKU yHuBepcuTeT (TITY), 2017. - 80 . : ua.—
YHuBepcuteTckas bubanoTeka OHNavH : 31eKTPOHHO-bnbanoTedHas cnctema. — Pexum
aoctyna : http://biblioclub.ru/index.php?page=book&id=499414

2 loHyapyk, C.B. AamuHnctpuposaHune OC Linux / C.B. FToHYapyk. - 2-e n3g., ucrnp. - Mocksa :

HauwoHanbHbi OTKPbITIV YHUBEpcuTeT «MHTYUT», 2016. - 165 ¢. — YHUBepcuTeTCKas
6ub1MOTEKA OHAAVIH : 3/1IEKTPOHHO-6MbIMOTEYHaA cucTeMa. — Pexum goctyna :
http://biblioclub.ru/index.php?page=book&id=429014

6) nononHWTeNbLHaa NUTepaTypa:

Ne NcToYHMK
n/n

1 AgmuHucTpuposaHmne OC Unix : kypc : y4ebHoe nocobue : [16+4] / HaunoHanbHbIN OTKPbITbIN
YHuepcuteT "UHTYUT". - MockBa : IHTepHeT-YHuBepcuTeT VIHhOpMaLMOHHbBIX TeXHONor i
(MHTYWT), 2008. - 257 c. - Pe)xum gocTyna: no nognucke. -

URL: https://biblioclub.ru/index.php?page=book&id=233563 (gaTa obpaiieHuns: 23.05.2023). -
TeKCT : 3NeKTPOHHbIN.

2 OcHoBbl paboTel B nporpamme CISCO PACKET TRACER : y4ebHo-MeToamyeckoe nocobue /
coctasutenn . B. Abpamos [n ap.]. — BopoHex : BI'Y, 2017. — 31 ¢. — TeKCT : 3/1eKTPOHHbIN //
JlaHb : an1eKTpoHHO-6nbnnoteyHasa cnctema. — URL: https://e.lanbook.com/book/154795 (paTa
obpaleHuns: 23.05.2023).



Ne
n/n

NCcToYHUK

Bnacos, 10.B. AnMuHNCTpupoBaHne ceTer Ha naatgopme MS Windows Server : yyebHoe nocobume
/ 10.B. Bnacos, T.W. PuikoBa. - MockBa : IHTepHeT-YHuBepcnTeT VIHOPpMaLMOHHBIX TEXHOI0r i
(MHTYUT) : BuHom. JlabopaTopms 3HaHui, 2008. - 384 c. : un.,Tabn. — YHUBEPCUTETCKas
6ubamoTeKa OHAaNH : 31IEKTPOHHO-6MbIMoTEYHas cncTtema. — Pexum goctyna :
http://biblioclub.ru/index.php?page=book&id=233291

BsiTkuH, A.W. [TpOEKTMPOBaHNE JIOKaJbHbIX U KOPHOPAaTUBHBIX CETEN: y4EOHO-METOANYECKNI
KoMrieKkc. JlabopaTopHbIV MPaKTUKYM 415 CTYAEeHTOB HanpasaeHns 09.03.02
«VIHhopMaLUMOHHbIE CUCTEMbI Y TEXHOJIOM N> MPOUIIA MOLrOTOBKN «MIHGhOpMaLIMOHHbIe
CUCTEMbI Y TEXHOJIOTW B aAMUHUCTPATUBHOM yripasiaeHun» n HarpasaeHns 09.03.03
«[MpnknagHas nHpopmMaTuKa» rnpogpuia NogroToBku «llpuknagHas HGHoOPMaTUKa B IKOHOMUKE»
04Hou hopmMbl 0by4eHus : [16+] / A.N. BaTkuH | oTB. pea. W.H. Fnyxux ; TOMEHCKu
rocyAapCTBEHHbIN YHUBEPCUTET. - TIOMEHb | TOMEHCKWV roCyAapCTBEHHbIN yHUBepcuTeT, 2016.
- 103 c. : un. — YHnBepcuteTckas bubanoTeka oHNauH | 31EKTPOHHO-6MbIMOTEYHas cuctema. —
Pexum goctyna : http://biblioclub.ru/index.php?page=book&id=574520

CucTeMbl 3aLnThl MHGOPMaLMU B BeAyLUNX 3apybexHbix cTpaHax : y4ebHoe nocobue : [16+] / B.
W. ABepyeHkos, M. I0. PbiToB, I. B. KoHApalumH, M. B. PynaHoBckui ;| Hayd. ped. B. Y.
ABepYyeHKoB. - 5-e nu3a., ctep. - Mocksa : ®JINHTA, 2021. - 224 c. — YHUBEpCUTETCKas
6ubnnoTeka OHAaVIH : 31EKTPOHHO-bnbinoTeyHas cuctema. — Pexum goctyna:
https://biblioclub.ru/index.php?page=book&id=93351

B) MH(DOPMALMOHHbIE 3N1EKTPOHHO-06pa3oBaTeNbHbIE PECYPChI:

Ne n/n

NcToYHMK

bnbnnoteka BI'Y, http://www.lib.vsu.ru

3BC «YHuBepcuTeTckas bubnmnoTteka online», https://biblioclub.ru

9bC «JlaHb», https://e.lanbook.com

Cepsep y4ebHo-mMeToan4ecknx matepuanoB PKH, \\fs.cs.vsu.ru\Library

Obpa3oBaTesNbHbIN NOpTan "INeKTPOHHLIN YyHUBepcuTeT BIY", http://edu.vsu.ru

16. NepeuyeHb yuebHO-MeTOAMYECKOrO obecnevyeHuns gnsa camocToaTesbHON paboTbl

Ne n/n

NCTOYHMK
Cepsep y4ebHo-MeToanYeckux matepuanos ®KH, \\fs.cs.vsu.ru\Library

9YMK «AgMUHUCTpUpOoBaHMe B MHGOpMaLnOHHbIX CucTeMax»,
https://edu.vsu.ru/course/view.php?id=3102

17. O6pa3oBaTesnbHblie TEXHOJIOTMYU, UCMOJIb3YyEMbIe NPU peanu3auum y4yeOHOW AUCLUNIINHBI,



BKJ1I0YasA OUCTaHUMOHHbIe oOpa3oBaTenbHble TexHonoruun ([OT), anekTpoHHoe oby4yeHue (30),
CMeluaHHoe oby4yeHue):

1. TexHonoruu BupTyanusaummn: Cpena suptyanmsayum Oracle/Sun Virtual Box
2. Obpa3oBaTenbHbIn nopTan Moodle (cepep Moodle BI'Y)

3. CepBepHble 1 kKnneHTckne OC Microsoft.

4. OnepauunoHHaa cuctema GNU/Linux (auctpubytus PEL OC).

18. MaTepuanbHO-TEXHUYECKOE obecneyeHue AUCLUNIIUHDI:

1. JleKUMOHHaa ayamuTopmus, OCHallleHHas BULEONPOEKTOPOM.

2. KoMnbloTepHbIN Knacc Ansd npoBegeHns nabopaTopHbIX 3aHATWIA, OCHALWLEHHbIM MPOrPaMMHbIM
obecneyeHmem VirtualBox. O6bem csobonHom nocne 3arpyskm OC onepaTuMBHOM NamMATn Ha paboyee
MecTo He MeHee 8 I'b (TpebyeTcsa onsd BUPTYasibHbIX MaLUUH).

19. OueHo4YHbIe CpeacTBa ANA NPOBeAeHUA TEKYLLEN U NPOMEXXYTOYHOW aTTecTauun

MopsAoK OLEHKM 0CBOEHMS 00yYaloLWMMNCS y4ebHOro MaTepmana onpeaensieTcs Coaep>XXaHmem
CneayoLwmnx pasaenos ANCUUMINHBI:

Ne Pazpensl Kon komneTeHumn Kop nHgmkaTtopa OuLeHOYHble CcpeacTBa AN
n/n OUCLUUMINHBI Tekyllen aTTecTaummn
(Mozynu)
1 Pa3zpgensl 1,2 MNK-2 MNK-2.1 KoHTponbHada 1. J1ab.
3adaHune 1
2 Paspen 3,4,5 MNnK-2 MNK-2.2 KoHTponbHada 2 u 3. Jlab.

3afaHne 2 n 3

MpomexyToyHas aTTecTaumus

®opMa KOHTPOIS - 3a4€T C OLEHKOM

OLEeHOYHbIE CPeaCcTBa A5 MPOMEXYTOYHOM aTTecTaLmm

OnHo 13 nabopaTopHbIX 3aaHni. Bonpockl U3 KOHTPOJIbHbIX PaboT.

20 Tunosble OLEHOYHbIe cpenctea M MeToguydeckue MatTepuanbl, onpeaensoliue npouenypbl
OLeéHUBaHuA

20.1 TeKyLiMh KOHTPOJIb yCNEeBaeMoOCTH
TexHoONoOrus nposepeHus:

Tekyllas aTTecTauns NpoBoANTCS B (hOpMaXx MUCbMEHHbIX (UK B 3IEKTPOHHOM BUAE Ha CalnTe
edu.vsu.ru) KOHTpPObHbIX paboT No nekunsam n nabopaTopHbiX 3agaHnn. OLEHKWN 33 BOMPOCHI KaXX 40N
KOHTPOMbHON PaboTbl CyMMMPYIOTCS U CyMMa 3aTeM HopMupyeTcs K 50-6annbHoMy 3HaveHuo. Kaxaas
nabopaTopHas paboTa OLEHMBAETCS KakK BbINOJIHEHHASA NN HEBbLINOJIHEHHAA COrNacHO KPpUTEpUsM B eé
onucaHum Ha edu.vsu.ru. B KOHLLe ceMecTpa BblYNCASETCS CPpeaHsAs OLEHKa 3a BCE KOHTPOJIbHbIE PaboThl
1 nabopaTopHble 3a4aHNsA. OTa OLLEHKa SBASETCS OLEHKON 3a paboTy CTyeHTa B TEYEHME BCErO
CcemMecTpa U UCNoJIb3yeTCs A1 pacyeTa UTOrOBOWM OLEHKM No npeameTy (cM. pasgen 20.2).

CooTHOLIEeHHue NnoKasaTenen, KpuTepuesB U WKaJibl OULEHUBAHUA Pe3ysibTaToOB 06y=|eHm|

KpuTtepumn oLeHnBaHUSA KOMNEeTEeHLN YpoBeHb Llikana oueHoK
ChOPMUPOBAHHOCTM
KOMMeTeHL N




BepHble 0TBEThI Ha BCE BOMPOChI KOHTPOJIbHOM paboThl. Bce  |MoBbILEHHbINR OTn4HO
KpuTepumn BbiNosIHEHMA 1 paboTocnocobHOCTH B YPOBEHb
nabopaTopHbIX 3a4aHUSAX - YOOBIETBOPEHbI.

BbINOJIHEHUS 1 paboTocnocobHOCT B NabopaTopHbIX
3allaHusX - yA0BJETBOPEHa.

BepHble 0TBETLI Ha 60/IbLLYIO 4aCTb BOMPOCOB KOHTPOJIbHOW  |Ba30Bbin XopoLuo

paboTbl. Bosiblias YacTb KPUTEPUEB BLIMOJHEHNS 1 ypOBEHb

paboTocnocobHoCcTU B nabopaTopHbIX 3a4aHUSAX -

y[OB/I€TBOPEHa.

BepHble 0TBETHI Ha Hanbonee BaXKHble YacTU BOMNPOCOB Moporosbin Y0BNeTBOPUTESIbHO
KOHTpoJIbHOM paboThl. Ba3oBas YacTb KpUTEpues YyPOBEHb

HeT nnn KpaiiHe Masio BepHbIX OTBETOB Ha Hanbosiee BaXKHble
4aCTM BOMPOCOB KOHTPOJIbHOW paboTbl. Ba3oBas YacTb
KpUTepueB BbINoSHEHMS 1 paboTocnocobHoCcTn B
nabopaTopHbIX 3a4aHUAX - He YAO0BNETBOPEHa.

Hey[ooB/eTBOPUTESILHO

dopMUupoBaHMe OLLEHOK:

Mpy oueHMBaHNM PE3yIbTAaTOB TEKYLLEN aTTeCcTaunn NCN0Jb3yeTCs KOMMYECTBEHHAA LKala OLEHOK.
YnomsiHyTas Bbllwe 50-6annbHas cpeaHas oLeHKa onpeaensieT ypoBeHb CPOPMUPOBAHHOCTH
KOMMETEHLMI N BJIUSET Ha UTOOBYIO OLLeHKY (cM. pa3gen 20.2).

nepequb 3apaHUKA pna KOHTPOJIbHbIX pa60T

Ne

BonpocCkl KOHTPObHOM paboThl 1

1

Ecnv npaBunbHas, TO YTO 03Ha4vaeT koMaHza: ip route 0.0.0.0 0.0.0.0 10.20.30.40 ? Ecsmn
HenpaBWibHas - MONpaBbTe U 06bACHMTE.

Ha Kaknx ypoBHsAX monenm 1ISO/OSI MOXKHO MPOBOAUTL (PUNLTPALMIO LaHHbIX, UCMOJIb3YS CMUCKK
noctyna 10S?

B 4yem oTanyme npoToKosa MapLupyTu3aumm (routing protocol) oT MapLLpyTM3MpyeMoro
npoTokona (routed protocol)? MpueeguTte npuMepsl routing 1 routed NpoTOKOJIOB.

Y10 o3HavatoT cumBosbl O, C, R B incTuHre 10S Tabnunubl MapLupyTU3aLnm, Kak BOSHUKAOT
Takue (O, C n R) 3anucun?

B 4yem cocToAT 3ama4n a}J,MI/IHI/ICTpI/IpOBaHI/IFI? MNepeyncnute 00bEKThI aﬂ,MVIHI/ICTpI/IpOBaHI/Iﬂ?

K Kakow rpynrne npoToKoJioB 0THOCUTCA (1 nodvemy) RIP: K rpynne BHELHUX WY BHYTPEHHUX
npoTtokosios? A EIGRP? Kakue CyLLeCTBYIOT orpaHuyeHus no npumeHeHuo EIGRP u RIP?

Ecnn npaBuibHas, TO YTO 03Ha4YaeT KoMaHfa: access-list 110 permit ip any 0.0.0.0
255.255.255.255 ? Ecnu HenpaBWabHas - nonpasbTe U 06bACHUTE.

B yem ocobeHHoCTM npumeHeHmnsa RIPng no cpaBHeHuto ¢ RIP?

B 4yem otanyme NAT n PAT (NAT override)? B yem cnoxHocTb peanunsauun NAT gns UDP nakeTtos
no cpaBHeHuto ¢ TCP?

10

B yem oTAMYMe NPOTOKOa MapLUPyTM3aLMK «BEKTOpPa COCTosHUS» (distance vector) oT
«cocTosHus casm» (link state)? Kakon npoTokon oTHOCMTCS K knaccy “path vector”?

11

Ecnv npaBuibHas, TO YTO 03HaYaeT KOMaHa: access-class 123 in ? Ecim HenpaBuibHas -
nonpasbTe U 06BbACHUTE.

12

Y70 Takoe IP TabauLa MapLpyTM3aTopa, YTO B Hell HaxoanTcs? MpuBeanTe npumep TabanLbl,
3anoJsIHUB Nnapy CTPOK.

13

Moyemy cxemy agpecaumm IPv4, ocHoBaHHas Ha knaccax, bbina 3ameHeHa Ha CIDR?  YTo Takoe
CIDR? YT1o Takoe VLSM?

14

KakoBbl 0CHOBHbIe ocobeHHocTH EIGRP? Kak B 10S BkntovaeTcs (E)IGRP MaplupyTm3aums
(MpmBeanTe NpMMep NOCNen0BaTENbHOCTA KOMaH 1 06bACHNTE OENCTBME Kax4oN)?

15

Kakune cywecTBytoT KoMaHabl I0S o5 NpoBEpKM HaCTPOMKK CINCKOB AOCTYyMa (NpocMoTpa
crucka npasun n 7.4.)7

16

YT0 Takoe BHYTPEeHHME 1 BHeLWHUe npoTokobl (IGP, EGP)? MpueeanTe npumepbl 415 KaXk4oro
KJlacca.




17 |B 4eM npemMyLLeCTBa, U Kakue eCTb NOTEHLUMasbHbIe NPobsieMbl y AUHAMUYECKON
MapLpyTu3aumm? YTo Takoe KOHBepreHuus npoTokKola MapLpyTusauumn?

18 |Kak B I0S 3apaTh IP-agpec ana nHtepgenca? MNMpueeanTe npumep - CEpUo KoMaHg (419 agpeca
4YacTHOW ceTu Knlacca B).

19 |YTo Takoe aAMUHMCTPATUBHOE pacCTOoAHME. [19 KaKux MPOTOKOJIOB OHO UMeeT bonbLumne
3Ha4YeHunsa 1 noyemy?

20 |Ecnm npaBufbHas, TO YTO O3Ha4YaeT KOMaHAa: ip access-group 123 in ? Ecam HenpaBuabHas -
nonpasbTe 1 06bACHUTE.

21 |Ecnm npaBuibHas, TO 4TO O3Ha4yaeT KoMaHAa: access-list 123 permit tcp any 0.0.0.0
255.255.255.255 eq 443 ? Ecan HenpaBu/bHas - nonpasbTe 1 06bACHNTE.

22 |Y7o0 Takoe cnucky poctyna I0S, Kaknx TUMOB OHM BbIBAIOT U N5 Yero ncnonb3yTca? Kakue
KOoMaHAbl |0S HY>XHO BbINOJIHUTL, YTOOLI BOCMO/Ib30BaThCA CAMCKaMK JocTyna?

23 |Ecnm npaBuibHas, TO 4TO O3Ha4yaeT KoMaHAaa: ip route 163.4.0.0 255.255.0.0 10.1.1.17
Ecnun HenpaBwiibHas - NonpaBbTe 1 06bACHUTE.

24 (Y70 Takoe VLAN n Kak peann3oBaHo? Kak Ha3blBaiCsa 1 YeM OT/IM4aNCsA NPOTOTUMN 3TON
TexHosorunu, paspabotaHHbii CISCO?

25 |OcobeHHOCTM NpoTokona IS-IS, Ang Yero oH UCMONb3yeTCs N KakoBbl TpeboBaHUS K ceTr Npu
ero 1UcnoJsib30BaHuu.

26 |Ecnm npaBuSbHas, TO 4TO O3Ha4YaeT KoMaHpAa: access-list 11 permit tcp ip any any eq 807
Ecnn HenpaBw/ibHas - MONpaBbTe M 06bACHUTE.

27 |Kakasi KomaHAa (koMaHAabl) 10S noka)keT MapLpyTHYto Tabanuy mapwpyTumsaTopa?

28 |4T0 Takoe arperupoBaHue apecos, ANd Yero ucnonb3yerca? Yto Takoe IP-noaceTs v IP-
cynepceTtb? MpumMepsl.

29 |KakoBbl ocHOBHble ocobeHHocTK RIP? Kak B 10S BkJtoqaeTcs RIP (npuseanTe npumep
nocsieAoBaTeIbHOCTM KOMaH[ 1 00bACHATE AeNCTBUE KaXX4on)?

30 |B 4yem ocobeHHOCTb 06nacTu ¢ HoMmepoMm 0 (Area 0) M KakOW MPOTOKON MapLUPyTM3aLLUm
ncnonb3yet obnactu?

31 (B 4em oTamyms RIP n EIGRP MapLipyTu3aunia, B Kakux caydaax UCNoJb3yIOT O4HY, @ B KaKux -
apyryto? Kakme macwTabHble orpaHuyeHus ectb y RIP? Movemy RIP nHor ga HasbiBatoT
«MapLupyTU3aLmen no ciayxams.

32 |Ecsiv npaBuibHas, TO YTO O3Ha4YaeT KoMaHfa: ip route 15.15.0.0 255.255.0.0
151.150.150.1507 Ecav HenpaBuibHas - nonpasbTe 1 06BbACHUTE.

33 |Ha kakom obopynoBaHMM 06bI4HO HEOBX0AMMO BbIMONHATL KOHpUrypuposaHue VLAN? B yem
COCTOMT 3TO KOH(UIYPUPOBaHME (4TO HYXKHO COeNaTh, «MNO LWaram»)?

34  |KakoBbl 0CHOBHble 0T/n4us EIGRP oT OSPF? K ceTsax kakoro macwTtaba ncnons3yetcs OSPF un
noyemy? B 4em rnaBHoe orpaHnyeHmne ncnosb3oBaHna EIGRP? Kakon n3 npoTokonos
ncnonb3yeT 061acTu (area) n ANS HEFO OHU HYXHbI?

35 |Ha3oBute n onuwmnte meToabl 60pbbbl C MeTAAMNU MapLpyTU3aunn. NMovyemy OHM BO3HUKAIOT U
Kak ux nsbexatb (cnocobwl)?

Ne  [Bonpochl KOHTPOIbHOM paboThl 2

1 B 4em cxopncTso Directory Service ¢ 6onee paHHUMU peweHnamm: NYS+NFS. OnuwmnTe 3Tu
peLleHuns.

2 Kak KoH(mrypupytoTcs iptables? Kak penatotcs nsmMmeHeHms B Tekyllen paboTte iptables u kakum
06pa3oM 3TN U3MEHEHMNS MOXXHO COXPaHWUTb, YTOBbI OHW OCTaNIMCh 1 Nocne nepesarpysku OC?

3 Kak co3paTtb Active Directory? Yto Takoe cxema Active Directory, BO3MOXHO /i1 ee n3MeHeHune?
Y10 Takoe n AN Yero ncnonb3yetca auHammuydeckun DNS (DDNS) B cnyxbe kaTanora AD.

4 YT1o Takoe cnyxba kaTanora? [lainTe onpeaeneHne U Ha 3TOM ONpeaeneHnn NoKaxnTe Kak
UMEeHHO peann3oBaHbl B Microsoft Active Directory Te 3nemMeHTbl, KOTOpble YNOMAHYThI B Baluem
onpeneneHnn cnyxbbl kaTanora. Yto Takoe DN 1 RDN?

5 B yem npobnemMbl AUCKPELMOHHON NONNTUKK Be3onacHoCTK (ynpaBaeHus octynom)? Moyemy
HecMOTpS Ha 3Tu Npobaembl DAC WNPOKO NCNonb3yeTcs (npakTudeckn Bo Bcex OC)? MoXHO nu
pewunTb 3TK nNpobaemsl B pamkax DAC 1 Kak?

6 Y1o Takoe GID, UID B knaccnyeckmx UNIX OC 1 Kak OHW UCMNOSIb3YIOTCA 019 YrpaBJieHUs

noctynom? Kakue Bo3MoxHocTu gobasnstoT SUID, SGID?




YTo Takoe NieC 1 Kakune elle CyLecTBYT CTPYKTYpHble ypoBHM B Active Directory? Ins yero
HY>XHbI 3TN YPOBHU? YTO Takoe canTbl NpuMeHuTeNbHO K Active Directory n B Kakux ciyyasx u
Kak ux co3patot? [Ina 4yero co3gatoT CanTbl?

Kakune n3mMeHeHuns B yrnipasJjeHUn focTynom knaccuyeckoro UNIX BO3MOXHbI C UCMOJIb30BaHNEM
SUDQ? PeluatoTcst M 3TON TexHonorunen npobnemsl nogxona DAC v B Kakol cTeneHn?

Y1o Takoe SELinux, Kakune 3aayn peliaeT n Kem pa3paboTaH n nogaepxmnaetca? OnuwmnTe
nocaeoBaTe/IbHOCTb AENCTBUI MO BKJIKOYEHNIO U HAaCTporke ero Ha CentOS. Kakne nomMHuTe
pacnpocTpaHeHHble yTunuTbl SELinux, ana yero ncnonb3ytoTca?

10

Y10 Takoe penankaumsa B Active Directory, pasgensl n KoHTekCTbl AD? B kakon obnactu (5x)
BbIMOJIHAETCS penankaumsa? YTo Takoe CxeMa, rae XpaHuTCcsa U Kak moanduunpyerca?

11

YT0 Takoe OOMEHbl, KOHTEKCTbI, MoJb3oBaTenn SELinux, moMeYeHHble N HEMOMEYEHHbIe
nosib3oBaTesnn 1 npouecchl? Kak orpaHnyeHuns SELinux paboTatoT BMecTe C TpaaNLNOHHbBIM
yrnpaBieHneM OoCTyrnoM Ha ocHose GID/UID?

12

Y710 Takoe cybbeKkTbl 1 06beKTbl B KOHTEKCTE ynpasfeHns JocTynom. Kak paboTaeT MaHAaTHas
(MAC) nonutmnka ynpasnieHus goctynom? B 4em ee otamdune ot DAC (mpmBeanTe npumepsl
noctyna K canny B DAC n MAC? Moyemy MAC mMasio pacnpocTpaHeHa B cyuiecTBytoLimnx OC?

BornpocCbl KOHTPOJIbHON paboThbl 3

Kak paboTaeT X-Window, 4To Takoe X-cepBep 1 X-kNneHT? C NOMOLLbIO KaknX TPAHCMOPTHbIX
MEXaHW3MOB OHW MOTYT B3aMMOLENCTBOBATb, KOraa X-cepBep W X-KJANEHT HaXoAATCSA Ha 04HOM
KOMMbIOTEpPE 1 KOrAa Ha pa3Hbix? B 4em ocobeHHOCTM rpaduyeckoro pewweHus X-Window, no
CPaBHEHWIO C APYryMK U3BECTHBLIMM BaM rpadunyeckumm cuctemam?

Kaknm 06pa3oM agMUHUCTPATOP ONpenenseT Kak 1 B KAKOM MopsaKe oCTaHaB/MBAOTCA
cepsuchl/LeMoHbl npu 3aBeplueHnn OC UNIX 1 Kak onpegenseTcs nocsieLoBaTebHOCTb
3aBepLIEeHNS pa3INYHbIX CEPBNCOB/LEMOHOB?.

loyeMy cHa4ana B CepBepHbLIX, 3aTEM B M0JIb30BaTENbCKMX KOMMbIOTEPax CTaJi UCMOJIb30BaThb
EFI? Kakne BO3MOXHOCTM MO CPaBHEHWNIO CO CTaHAapPTHON cxemon faeT EFI, Mo)xHO nn obonTuch
6e3 EFl n B kakux cnyvasax? Kakne ectb npobnembl y MBR-MeToaa?

Y10 Takoe MBR? B kakux cnyyasax HeobxoamnMo UCnonb3oBaTb BMeCTO Hero GPT u kakne
BO3MOXKHOCTW 3TO faeT?

OnuwwnTe nocnefoBaTesibHOCTb 3arpy3ku OC MK (IBM-COBMECTVMOM) C MOMEHTa BK/IOYEHNS
NUTaHUs 4O 3arpy3ku sapa. Yto Takoe “cTaHfapTHbIN KoL” MBR, kak oH paboTaeT?

Kak 1 gn1a 4ero ncnonb3yoT agMUHUCTPATOPbI YPOBHM 3arpy3ku (run levels), cyuiecTsytoLine B
HekoTopbix OC UNIX? lMepeduncnute ytunutel UNIX onsg apxuBmpoBaHua, nepedyuncanTte
YTUANTBI A5 KOMNpeccumn (anos.

Kakum 06pa3oM afMUHUCTPATOP OMNpeaenseT Kak 1 B KakoM Nopsiike 0CTaHaBANBAKOTCSA
cepsucbl/oeMoHbl npu 3aseplueHmn OC UNIX n Kak onpegenseTcs nocsiefoBaTelbHOCTb
3aBEpPLUEHNS Pa3NYHbIX CEPBUCOB/OEMOHOB?

[nsa 4yero Hy>Hbl NporpaMmmbel-meHemxepbl nakeTos MO B OC UNIX? OnuwnTe nx yHKLUN,

Kakne ya3BMMOCTU CYLLECTBYIOT Yy KTaCCMYECKON CMCTEMbI Syslog? B 4yeM cMbICh
ncnonb3oBaHMS napameTpos facility, priority, Kak UMEHHO MCMONL3YIOTCA OHU NPU
)KYpHanMpoBaHmMn? Kakune CyLleCcTBYOT BapuaHThbl 3anucu/nepenayn coobuweHun B syslog?
Mpennonoxum Heobxoaumo cobpaTb coobLieHUs ¢ 5 kommyTaTopoB ¢ nomolubio SYSLOG,
KaKoBa MocC/je40BaTE/IbHOCTb AENCTBUI agMUHUCTpaTopa?

10

['Oe v B KaKOM BMOEe MOXET HaxoauTbCsa MHopMaLums o noab3osatensx, rpynnax 8 OC UNIX?
ne 06bIYHO HaxoAUTCS 3Ta MHopMaLMa B Ciydae oTAeNbHOoM paboyen cTaHumm? Kakum
0b6pa3oM MOXXHO ynpaBaATh (Co3AaBaTb/yaanaTb/MOANGULMPOBaTL) Nosib3oBaTensmm B OC
UNIX? NMpuBeamnTe nocnenoBaTeNbHOCTY OEACTBUA NO CO3AaHNI0, yAaneHno 1 610KMPOBaHNIO
(Bxoma B cuctemy) nonb3oatensa 8 OC UNIX.

11

B 4yem oTan4me nepBmnyHOro (primary) n pacwunpeHHoro (extended) pasgenos gncka? Kakue
CYLWeCTBYIOT OrpaHNU4YeHNs Ha KOJI-BO pa3fenoB 3Tux Tunos? MoxxHo nn 3arpysutb OC,
HaxogAlyca Ha normn4eckom gucke pacCllnpeHHOoro pasnen, B 4em oTANYUS/KaK OCyLeCTBUTb
3arpy3Kky (ecam B0O3MOXXHO) B CpaBHeHUN ¢ pacrnonoxxeHnem OC Ha nepBMYHOM pasgene?

12

OnuwunTe nocneposaTesibHOCTb 3arpy3kn OC UNIX ¢ MOMeHTa 3arpy3ku agpa 4o 3anycka
noJib30BaTeNeM MEPBOro NPUIOXKEHWS (pacCMOTpUTE ABa BapuaHTa 3arpysku: o 3 m o 5
ypoBHel). B 4em ocobeHHOCTb SystemV 3arpy3ku?

NMepeyeHb nabopaTopHbIX 3aAaHUi




Ha BblJ@aHHOM OMMCaHMK TOMOMOrMK CEeTWU MpefCTaB/ieHa CeTb OopraHusauuu,
coctoawas n3 N duamanos n LeHTpasibHoro opnca. Heobxoanmo
CKOH(UIypmnpoBaTh MHTPAHET CETb C UCNOJIb30BaHNEM KaHasl0B MOCTaBLLMKa
yCayr cBa3u U focTyn B IHTepHET Yepes nocTasLmKa ycnyr MHTepHeT, a Takxe
obecneynTb JOCTYN MexAy (hmnnanamum (B T.4. C Tpebyemon cxemon focTyna)
COraacHo ONUCaHMIo 3afaHuns.

BbINONHMTL pa3BepTbiBaHMe CNybbl KaTanora AD U NPUMEHUTb K KOHTPOJIIepam
nomMeHa WwabnoHbl 6e3onacHocTU. MokasaTb NpenofaBaTesto pesynbTaT
NpvMeHeHns WabnoHOB 1 NpaBa NoJib30BaTeNEN COOTBETCTBYIOLLMX FPYMM.

Pa3BepTbiBaHne GNU/Linux. WHTerpaumsa CentOS n PEL OC co cnyxboi kaTanora
AD DS.

OueHKa OCTaTO4YHbIX 3HAHUH

nK-2

3aflaHNd 3aKpbLITOro Tuna
1. B KakOM KOHTeKCTe A0JKHa bbiTb BbIMONHEHA KOMaHa ip access-group 123 in ?

A.

mOoOw

B KOHTEKCTe CeTeBOro nHrepdgeica

B KOHTEKCTe 06LLen KoHduUrypawumm

B KOHTEKCTE KOH(UrypaLmum TMHUN

B KOHTEKCTe 4oCTyna poyTepa

KOMaH[a HenpaBuabHas, HO eC HEMHOMO NOAMNPaBUTb, TO B KOHTEKCTE CETEBOr0
NHTepernca

2. B KakOM KOHTeKCTe fo/KHa bbiTb BbIMOJIHEHA KOMaHAa ip access-group 123 in-out ?

A.

mOOw

B KOHTEKCTe CeTeBOro nHTepdenca

B KOHTEKCTe obLien KoHgurypaumum

B KOHTEKCTE KOHUrypaLmm MMHNN

B KOHTEKCTe AOoCTyna poyTepa

KOMaHAa HernpaBuibHas, HO eCI HEMHOIO MNOAMNPaBUTb, TO B KOHTEKCTE CETEBOrO
NHTepdernca

3. Tunbl pa3fenos, orpaHn4yeHmne no nx KkonmnyecTay, cnocob 3arpysku OC ¢ nomowbio MBR
XapaKTepHbl (BbibepnTe camoe noaxogsiiee):

A.

mo o w

4. Y10 03Ha4yaeT KOMaHAa "network 192.168.129.16 0.0.0.15 area 11",

TOJIbKO [JIS KOMMbIOTEPOB MOJb30BaTeNd

L1 KOMMbIOTEPOB MoJib30BaTeNA U 19 CepBepoB

L1 KOMMbIOTEPOB M0JIb30BaTeNa C apxuTekTypon IBM PC

A1 KOMMbIOTEPOB MOJIb30BATENA U CEPBEPOB C apxuTekTypoin IBM PC
. Ana NtobbIX KOMMbIOTEPOB C apxuTekTypoi IBM PC n Sun Microsystems

router ospf 11 ? CeTb - 0AHO30HHaH.

A.
B.
C.

5. Y710 03HavaeT KoMaHAa "network 192.168.129.16 0.0.0.15 area 11",

KOMaHAZa He cooTBeTCTBYeT paboTocnocobHom KoHGMrypaunm
KOMaH[a Bbl30BET reHepaLuto aHHOHCOB MapLupyTa B ceTb 192.168.129.16

KOMaH[1a BbI30BET reHepaLnto aHHOHCOB COCTOSIHUIA MHTE(ENCOB C aapecaMmn BXOASLNMIN B

192.168.129.16

router ospf 11 ? CeTb - MHOrO30HHas.

A.
B.
C.

6. Mpouecc He MOXXeT NOoJy4MTb AOCTYN K HEKOTOopOoMY (hainny. Bl BeigscHuAK, 4To B OC GNU/Linux

KOMaHAZa He cooTBeTCTBYeT paboTocnocobHom KoHGMrypaLunm
KOMaH[a Bbl30BET reHepaLuio aHHOHCOB MapLupyTa B ceTb 192.168.129.16

KOMaH[1a BbI30BET reHepaLnto aHHOHCOB COCTOSIHUIA MHTE(ENCOB C aapecaMmn BXOASLWUMIN B

192.168.129.16

paboTaeT SELinux. Kakne HaCTpPOMKN AOJKHbI BbITb N3MEHeHbI, 4T0bbI pa3pewwnTb 4oCcTyn?

BbIMOJIHEHHAA B KOHTEKCTE

BbIMOJIHEHHAA B KOHTEKCTE



mmOO o>

G.

ACL, POSIX pa3peweHuns n SELinux-koHTeKcT thanna
ACL, POSIX pa3pelueHunsa n SELinux-gomeH hanna
ACL, POSIX pa3peLueHus

ACL pa3pewteHns n SELinux-KOHTeKCT hanna

POSIX pa3peweHus n SELinux-KoHTeKCT thanna

ACL pa3peweHuns n SELinux-nomMmeH taina

POSIX pa3pelweHuns n SELinux-goMeH caina

7. Y70 ByneT ecnv TErMPOBaHHLIA KaAp NPUAET Ha acCess-nopT KOMMyTaTopa?

A.
B.
C.
D.

bynet cobpolueH

O6yneT NPUHAT 1 PaCcnpPOCTPaAHEH Ha BCE aCCesS-MopThbl COrnacHo 3agaHHoMy B Tere VLAN
OyneT NPUHAT 1 pacnpoCTPaHEeH TOLKO Ha ApYyrue TPaHK-MopThbl

OyLeT NPUHAT M pacnpoCTPaHeH Ha BCe acCess-nopTbl COrlacHO 3a4aHHOMY AJiF access-
nopta VLAN

8. YTo byneT ecnm HeTErMpPOBaHHbIA Kaap NPUAET Ha acCcess-NopT KoMMyTaTopa?

A.
B.

C.
D.

bynet cobpolueH

OyneT NPUHAT 1 pacnpoCTpaHeH Ha BCe access-MopThl COrlacHO 3a4aHHOMY /18 access-
nopta VLAN

OyLeT NPUHAT U PpacnpoCTPaHEeH TOJIbKO Ha Apyrue TPpaHK-nopTbl

OyneT NPUHAT 1 pacnpoCTPaHEH Ha BCe acCess-nopThbl COrnacHo 3agaHHomy B Tere VLAN

9. lMpaBuabHa 1M KoMaHAa access-list 100 permit tcp any 0.0.0.0 255.255.255.255 eq 443 ?

A.

G.

npaBubHas, pa3peLllaeT 4OCTYN C onpeneneHHon ceTn Ha Beb-cepBep B onpeaeeHHom
ceTun no npoTokoay HTTPS

. MpaBw/bHas, pa3peLllaeT JocTyn ¢ Noboii ceTn Ha Beb-cepBep B OMNpeAesieHHOR CeTh no

npoTtokosy HTTPS
npaBWbHas, pa3peLllaeT 4OCTYN C onpefeneHHon ceTn Ha Beb-cepsep B Ntobol ceTn no
npoTtokosy HTTPS

. NpaBWAbHas, pa3pellaeT f4ocTyn ¢ ntobon ceTn Ha Beb-cepsep B Nt06OM CETM NO NPOTOKONY

HTTPS

. Hernpasu/bHas, HO eC/IM HEMHOI0 NOANPaBUTL, pPa3peLlaeT AoCTyN ¢ Ntoboi ceTn Ha Beb-

cepsep B stobor cetn no npoTokony HTTPS

. Hernpasu/bHas, HO eC/IM HEMHOI0 NOANPaBUTL, pPa3peLlaeT AoCTyN ¢ Ntoboi ceTn Ha Beb-

cepBep B onpeaesieHHoM CeTu no npoTokoay HTTPS
HernpaBWSibHas, HO eCI HEMHOMO MNOAMPaBUTb, pa3peLlaeT AOCTYN C onpeaeneHHon CeTh Ha
Beb-cepsep B Ntobon ceTn no npotokoay HTTPS

10. MpaBuabHa 1M KoMaHga access-list 10 permit tcp any 0.0.0.0 255.255.255.255 eq 443 ?

A.

G.

npaBwWSibHas, pa3peLllaeT fOCTYN C onpeaesieHHon ceTn Ha Beb-cepBep B onpeaesieHHon
ceTu no npoTokony HTTPS

. MpaBWbHas, pa3peLiaeT fOCTyn ¢ noboii ceTn Ha Beb-cepBep B ONpPeaeeHHON CeTH Mo

npotokosly HTTPS
npaBwWJibHas, pa3peLlaeT AOCTyn C onpeaesieHHon ceTu Ha Beb-cepsep B fil0bo ceTu no
npotokosly HTTPS

. NMpaBuUAbHad, pa3peLllaeT AoCcTyn ¢ atobon ceTu Ha Beb-ceprep B Nt06ON CETM MO NPOTOKOY

HTTPS

. Hernpasu/bHas, HO eC/IM HEMHOr0 NOANPaBUTL, pa3peLLaeT AOCTYN ¢ Ntoboi ceTn Ha Beb-

cepsep B ftobon cetn no npoTokony HTTPS

. Hernpasu/bHas, HO eC/IM HEMHOr0 NOANPaBUTL, pa3peLLaeT AOCTYN C Ntoboi ceTn Ha Beb-

cepBep B onpenesieHHon ceTu no npoTokoay HTTPS
HenpaswuJibHas, HO eCJi HEMHOr 0 NOAMNPaBUTb, Pa3peLlaeT [OCTYN C ONpefesIeHHON CeTH Ha
Be6-cepsep B nitobow ceTu no npotokoay HTTPS

11. MpaBuabHa M KoMaHAa access-list 123 permit ip any 0.0.0.0 255.255.255.255 eq 443 ?



G.

npaBubHas, pa3peLllaeT 4OCTYN C onpeneneHHon ceTn Ha Beb-cepBep B onpeaeeHHom
ceTun no npoTokoay HTTPS

. MpaBUNibHas, pa3peLlaeT JOCTyn ¢ Ntoboit ceTu Ha Beb-cepBep B ONpeaeeHHoR CeTH No

npotokosy HTTPS
npaBWbHas, pa3peLllaeT 4OCTYN C onpeneneHHon ceT Ha Beb-cepsep B Ntoboi ceTn no
npoTtokosy HTTPS

. NpaBWAbHas, pa3pellaeT f4ocTyn ¢ ntobon ceTn Ha Beb-cepsep B Nt06OM CETM NO NPOTOKONY

HTTPS

. Hernpasu/bHas, HO eC/IM HEMHOr0 NOANPaBUTL, pPa3peLlaeT AoCTyN ¢ Ntoboi ceTn Ha Beb-

cepsep B sitobon cetn no npoTokoay HTTPS

. Henpasu/bHas, HO eC/IM HEMHOr0 NOANPaBUTL, pPa3peLlaeT AoCTyN ¢ Ntoboi ceTn Ha Beb-

cepBep B onpeaesieHHon CeTu no npoTokoay HTTPS
HenpaBWSibHas, HO eCI HEMHOMO MNOAMPaBUTb, pa3peLlaeT AOCTYN C onpeaeneHHon CeTh Ha
Beb-cepsep B Ntobon ceTn no npotokoay HTTPS

12. MNpaBusbHa N KoMaHAa access-list 123 permit ip 10.0.0.0 0.0.0.255 0.0.0.0 255.255.255.255 eq

4437
A.

G.

npaBubHas, pa3peLllaeT 4OCTYN C onpeneneHHon ceTn Ha Beb-cepBep B onpeaeeHHom
ceTun no npoTokoay HTTPS

. MpaBUNibHas, pa3peLlaeT JOCTynN ¢ Ntoboi ceTu Ha Beb-cepBep B ONpeaeseHHoR CeTH No

npoTtokosy HTTPS
npaBWbHas, pa3peLllaeT 4OCTYN C onpeneneHHon ceTn Ha Beb-cepsep B Ntobol ceTn no
npoTtokosy HTTPS

. NpaBWAbHas, pa3pellaeT f4ocTyn ¢ ntobon ceTn Ha Beb-cepsep B Nt06OM CETM NO NPOTOKONY

HTTPS

. Henpasu/bHas, HO eC/IM HEMHOr0 NOANPaBUTL, pPa3peLllaeT AOCTYN ¢ Ntoboi ceTn Ha Beb-

cepsep B stobor cetn no npoTokoay HTTPS

. Henpasu/bHas, HO eC/IM HEMHOr0 NOANPaBUTL, pa3peLlaeT AoCTyN ¢ Ntoboi ceTn Ha Beb-

cepBep B onpeaesieHHoM CeTu no npoTokoay HTTPS
HernpaBW/ibHas, HO eCI HEMHOMO MNOAMNPaBUTL, pa3peLlaeT AOCTYN C onpeaeneHHon CeTh Ha
Beb-cepsep B Ntobon ceTn no npotokoay HTTPS

13. MNpaBusibHa N1 KoMaHza access-list 123 permit ip 0.0.0.0 255.255.255.255 10.0.0.0 0.0.0.255 eq

4437
A.

G.

npaBubHas, pa3peLllaeT 4OCTYN C onpeneneHHon ceTn Ha Beb-cepBep B onpeaeseHHom
ceTun no npoTokoay HTTPS

. MpaBUNibHas, pa3peLlaeT JOCTynN ¢ Ntoboit ceTu Ha Beb-cepBep B ONpeaeseHHOR CeTH No

npoTtokosy HTTPS
npaBWbHas, pa3peLllaeT 4OCTYN C onpeneneHHon ceTn Ha Beb-cepsep B Ntoboi ceTn no
npoTtokosy HTTPS

. NpaBWAbHas, pa3pellaeT 4ocTyn ¢ ntobon ceTn Ha Beb-cepsep B Nt06OM CETM NO NPOTOKONY

HTTPS

. Henpasu/bHas, HO eC/IM HEMHOIO NOANPaBUTL, pPa3peLlaeT AoCTyN ¢ Ntoboi ceTn Ha Beb-

cepsep B fitobon cetn no npoTokoay HTTPS

. Henpasu/bHas, HO eC/IM HEMHOrO NOANPaBUTL, pPa3peLlaeT AOCTyN ¢ Ntoboi ceTn Ha Beb-

cepBep B onpeaesieHHon CeTu no npoTokoay HTTPS
HernpaBW/ibHas, HO eCI HEMHOMO MNOAMNPaBUTL, pa3peLlaeT AOCTYN C onpeaeneHHon CeTh Ha
Beb-cepsep B Ntobon ceTn no npotokoay HTTPS

14. Bam HeobxoanMO NOCMOTPETH Kakne CNNCKN A0CTYMNa eCTb Ha poyTepe 1 NPOCMOTPETb UX NpaBuia.
Kakue cywiecTByoT KoMaHAabl I0S ans 3Toro?

A.
B.

sh run, sh ip access-list, sh access-list
sh ip access-list, sh access-list



C. sh access-list
15. Bam Heobx0aMMOo NOCMOTPETh CMMCKM A0CTYMNa Ha poyTepe, 4Tobbl MpoBepuTh paboTy nx npasuJi.
Kakue cyuwiecTBytoT KoMmaHAabl |I0S ons aToro?
A. shrun, sh ip access-list, sh access-list
B. sh ip access-list, sh access-list
C. sh run
16. [ns Yero Hy>XeH MeHeL)Xep Aucnies n MoxHo v 6e3 Hero 06oNTUCL?
A. NS npoBepKu NOAJIMHHOCTM NONb30BaTeNA U 3anycka X-cepsepa, 060ATUCH - MOXXHO
B. O15 NpoBepKyM MNOAHOMOYNIA NOSIb30BaTENS U 3amnycka X-cepepa, 060MTUCH - MOXKHO
C. ons npoBepKky NOAJMHHOCTY MOJb30BaTeNs 1 3anycka X-cepsepa, 060MTUCh - HeNb3A
D. ons npoBepKu MNOMHOMOYNIA NOJSIb30BaTENS U 3anycka X-cepepa, 060NTUCH - HeSb34
17. MNpaBuabHas M KOMaHaa access-class 123 in, ecnn TpebyeTcs pa3pewnTb AOCTYN No SSH K
poyTepy OT 3aA4aHHOWN CETU NN KOHKPETHOro y3na?
A. npaBwibHas, Tak 0bbIYHO 1 pellatoT AaHHY0 3adady
B. npaBuibHasa hopManbHO, HO Tak 06bIYHO HE peLlaloT AaHHY 3adady
C. HenpaBunbHas
18. MpaBuibHaa 11 KoMaHAa access-class 12 in, ecnu TpebyeTcs pa3pewnTb AoCTyn nNo SSH K
poyTepy OT 3afaHHOM CETM WU KOHKPETHOro y3na?
A. npaBuibHas, Tak 00bIYHO 1 peLualoT faHHY 3a4a4y
B. npaBuibHasa hopMasbHO, HO Tak 0ObIYHO He peLlatoT AaHHYH 3ajady
C. HenpaBuibHas
19. Y10 o3HayvaeT cumBosibl D B imcTrHre 10S Tabnmubl MapwpyTumsaumnmn?
A. pe3synbTaT paboTbl NnpoTokona EIGRP
B. pe3ynbTaT paboThl NnpoTokona OSPF
C. pe3ynbTaT paboTbl npoTokona RIP
D. pesynbTaT HacTponku IP Ha nokasbHOM MHTepdence
20. Y70 03HavaeT cumBosibl O B amcTuHre 10S Tabnnupbl MapLpyTnsaumm?
A. pe3ynbTaT paboTbl NpoTokona EIGRP
B. pe3ynbTaTt paboTbl npoTokona OSPF
C. pesynbTaT paboThl npoTokona RIP
D. pe3ynbTaT HAacTpoWKKM IP Ha NoKanbHOM UHTepdence
21. Y70 byneT ecnu TermMpoBaHHbI Kaap NPUAET Ha access-nopT KoMmmyTaTopa?
A. bypeT cbpolueH
B. 6yoeT NpuHAT 1 paCnpoCTPaHEH Ha BCe aCCess-MopPThbl COrnacHo 3agaHHoMy B Tere VLAN
C. byneT NpuHAT 1 pacnpoCTpaHeH TONbLKO Ha ApYyrue TPaHK-MopThbl
D. ByneT NnpuMHAT 1 pacnpoCTpaHeH Ha BCe acCess-NopThbl COrlacHO 3a4aHHOMY AJ1F access-
nopta VLAN
22. Kakum obpa3omM BXOAALLNA B AOMEH KOMMbIOTEP onpeaenseT rae HaxXxoAMTCA KOHTpoaaep 4OMeHa
(Hanpumep, 4TobbLI 3aNPOCUTL CMIMCOK FPYMNMOBLIX MNOJNTUK)?
A. 4Yepe3 DNS 3anuce Tvna A
yepe3 DNS 3anuck Tuna SRV
yepe3 DNS 3anuck Tuna DC
yepe3 DHCP 3anuck Tmuna SRV
yepe3 DHCP 3anucb Tvna A
F. 4epe3 DHCP 3anuck Tna DC
23. ns Yvero co3gatoT canThbl Active Directory? MNpuseonte npuMep, KOraa 3710 XenaTesibHO caenaTbh
A. [lomeH 06beanHAeT HECKObKO 34aHNIA C pa3HbIMX NOKaJIbHbIMU CETAMU, COEANHEHHBIMU
KaHanamu C HU3KOWM NPOMNyCKHON CNOCOBHOCTbIO.
B. [lomeH 06beanHAeT HECKONbKO 34aHNIA C pa3HbIMU NOKaNbHLIMWU CETAMU, COEANUHEHHBLIMM
KaHanamu C BbICOKON NPOMYCKHOW CMOCOBHOCTLIO.

mOUOw



C. OomeH 0bbeaunHAET HECKOIbKO 34aHMIA C Pa3HbIMU NI0KaJIbHbIMU CETAMU, COEANHEHHBIMU
KaHanamu ¢ 04UHAKOBOW NPOMYCKHOW CMOCOBHOCTLIO.
24, Kak MOXXHO M3MeHUTb 06bl4HbIN NOPSAOK HacnenoBaHna GPO ?
A. 3anpeT HacneposaHus Ha OU
B. 3anpeT HacneposaHus Ha GPO
C. 3anpet nepeonpeneneHuns (enforce, no-overide) Ha OU
25. MNpaBunbHa 1 KoMaHAa access-list 100 permit tcp any 0.0.0.0 255.255.255.255 eq 443 7
A. npaBwibHas, paspeLlaeT AOCTyN C onpenesieHHoN ceTn Ha Beb-cepeep B onpeaesieHHom
ceTu no npoTokony HTTPS
B. npaBwuibHasd, paspeluaeT AOCTyn ¢ Ntobon ceTn Ha Beb-cepBep B ONpeaesieHHOon CeTun no
npotokosly HTTPS
C. npaBunbHas, paspeLlaeT AOCTYN C onpefeneHHon ceTu Ha Beb-cepsep B Nt0bON ceTn no
npotokosly HTTPS
D. npaBwibHas, pa3pellaeT 4ocTyn ¢ ntobon ceTn Ha Beb-cepsep B JIt0OOM CETK MO MPOTOKONY
HTTPS
E. HenpaBuibHas, HO eC/IM HEMHOIO NOAMNPaBUTb, pa3peLwlaeT A4oCcTyn ¢ noboi ceTn Ha Beb-
cepsep B ftobon cetn no npoTokony HTTPS
F. HenpaBunbHas, HO €CAN HEMHOIO NOAMNPaBUTb, pa3peLllaeT AOCTyN ¢ aobon ceTn Ha Beb-
cepBep B onpenesieHHon ceTu no npoTokoay HTTPS
G. HenpaBWJibHas, HO eC/I HEMHOIO MOAMPaBUTb, pa3peLlaeT AOCTYN C onpeaeneHHon CeTh Ha
Be6-cepsep B nitobow ceTu no npotokoay HTTPS
26. [N 4ero Hy>XeH MeHemxep aucniaes n MoxHo nun 6e3 Hero o6onTuCk?
A. ons npoBepKyM NOAJIMHHOCTW NONb30BaTeNA U 3anycka X-cepBepa, 060ATUCH - MOXXHO
B. m15 npoBepKM MOMHOMOYNIA MOJIb30BaTENS U 3amycka X-cepBepa, 060MTUCH - MOXKHO
C. Ons npoBepKy NOAJIMHHOCTY MOJb30BaTeNs 1 3anycka X-cepepa, 060MTUCh - HENb3A
D. Ans npoBepKyM MOAHOMOYMI NOJSIb30BaTENS U 3anycKa X-cepeepa, 060NTUCH - HENb3S
27. [ns 4ero Hy>XeH MeHe)Xep OKOH 1 MOXXHO Nin 6e3 Hero obonTucs?
A. [nd 3anycka OKpy>XeHus Nosib3oBaTens B Buae Habopa NpuioxeHun n onpeneneHns
cnocoboB ynpaBneHns okHamu, 060NTUCH - MOXXHO
LN19 3anyCKa OKPY>XeHUs nosib3oBaTens B Buae Habopa npmnoxeHnin, 06onTUCH - MOXXHO
AN onpeneneHns cnocobos ynpaBaeHns oKHaMm, 060ATUCH - MOXKHO
D. Ans 3anycka OKpy>XeHus Nosib3oBaTens B Buae Habopa NpuioxeHun n onpeneneHns
cnocoboB ynpaBneHnst okHamu, 060NTUCH - HENb3$
E. nns onpepeneHuns cnocobos ynpasieHns okHamu, 060NTUCH - HeNb3s
F. And 3anycka OKpy>XeHus nosb3oBaTens B Buae Habopa npuaoxeHuin, 060MTUCh - HeNb3A
28. Kakune cyLlecTBYIOT OrpaHMyeHns pasgena T1una pacwmnpeHHbln (extended) npu MBR ?
A. OCTYTCTBYeT 3arpy3o4Has 3anucb pasgena
B. oCTyTCTBYeT 3arpy3o4Has 3anncb AUCKa
C. Henb34 BLINONHUTL 3arpy3ky OC, KoTopas Haxo4UTCA Ha 3TOM pa3fesie
29. OnuwunTe nNpoLiecc 3anycka rparyeckoro nNpusioXxeHusa X. eciv y Bac ecTb OHUKC-cepBep 1 MK
nof ynpasneHnem Windows
A. ycTaHoBUTb 1 3anycTuTh MO X-cepsepa; BbIMONHUTL ayTeHTU(rKaumnio Ha UNIX-cepsepe;
3a4aTb Mos0XKeHNe X-CcepBepa; 3anyCTuUTb X-KJneHTa
B. ycTaHoBUTb 1 3anycTuTh MO X-cepsepa; BbINONHUTL ayTeHTUgrKaumnio Ha UNIX-cepsepe;
3a4aTb NONOXEHNe X-KANeHTa; 3anyCcTuTb X-cepeep
C. ycTaHoBUTb 1 3anycTuThb M0 X-KNMeHTa; BbINONHUTbL ayTeHTuduKauuo Ha UNIX-cepsepe;
3a4aTb NONOXEHNe X-KANeHTa; 3anycTuTb X-cepeep
D. ycTaHoBUTb 1 3anycTuUTh MO X-KANeHTa; BbINONHUTL ayTeHTUgrKaumnio Ha UNIX-cepBepe;
3a4aTb NONOXeHNe X-cepBepa; 3anyCcTuTb X-cepeep
30. Kak MOXXHO NMpoBeCTU MacCOBYI0 YCTaHOBKY npukaagHoro MO Ha KoMnbloTepbl Nogpa3saenexHnin? U

O w



Korga B 3TOM cnyyvae byaeTt ycTtaHoBneHo M0O?

A. 4epe3 GPO (pa3gen nonb3oBaTens), cpasy nocse cosgaHnsa GPO
yepes GPO (pa3gen komnbloTepa), cpasy nocne cozgaHma GPO
yepe3 GPO (pa3aoen KkoMmmnbloTepa), Nocje BXxoda B CUCTEMY
yepes GPO (pa3gen komnbloTepa), NOCae 3arpyskn KoMmnboTepa
yepe3 GPO (pa3aen nosb3oBaTens), NOC/E 3arpy3Kkn KoMnbloTepa

mOUOw

3afaHns OTKPbLITOro TMna

1. YkaxxuTe onga MBR-Ancka makcmMasbHOe KOJIMYeCTBO MepBUYHbIX pa3fesios, B CJiyyae, eciv Ha 3TOM
ONCKe CYLLeCTBYIOT JIormyeckune pasgenbl-guCcKu.

2. BbinosiHMB KoMaHAay show ip route, Bbl yBUAEN HECKOIbKO MApLUPYTHbIX 3aMucen:

10.0.0.0/27 via 15.16.17.20 metric = 10 AD =90

10.0.0.0/26 via 15.16.17.21 metric =20 AD =110

10.0.0.0/27 via 15.16.17.22 metric =30 AD = 90

10.0.0.0/26 via 15.16.17.23 metric = 40 AD = 110

Ha Kakon w3 (ykaxxunte aapec) byaeTt oTnpaB/ieH NakeT C aipecom Ha3sHavyeHns 10.0.0.33 ?

3. BbinonHme koMaHay show ip route, Bbl yBUAENN HECKONBKO MapLUPYTHbIX 3anuceil:

10.0.0.0/27 via 15.16.17.20 metric =10 AD =90
10.0.0.0/26 via 15.16.17.21 metric =20 AD =120
10.0.0.0/27 via 15.16.17.22 metric = 30 AD =90
10.0.0.0/26 via 15.16.17.23 metric =40 AD =110

Ha kakon w03 (yKaxxnte agpec) byaeTt oTnpaB/ieH NakeT C aipecom Ha3HavyeHns 10.0.0.33 7

4 Ha KakOM MaKCuManbHOM ypoBHe mogenun ISO/OSI MoXXHO NpoBOAUTL PUIILTPALMIO AAHHBIX, NCMOJb3Y4
CTaHOapTHble cnucky goctyna 10S?

5. Ha kakom MakcumanbHoM ypoBHe Mogenn ISO/OSI MOXXHO NPOBOANTL (UALTPALMIO OaHHbLIX, NCMOJIb3YS
paclunpeHHble cnuckn goctyna 10S?

6. Ha KakoM MakcuManbHOM ypoBHe mogenn ISO/OSI MoXXHO NPoBOANTL (PUALTPALUIO AaHHbIX, NCMOJb3YS
CTaHZapHTble cnucky goctyna 10S?

3aflaHune C pa3BEPHYTHIM OTBETOM

1. YT0 Takoe arpernpoBaHue afpecos, 4J15 Yero ncnonbsyetca? Yto Takoe IP-noacetsb v IP-cynepceTs?
MpumMepsbl.

2. B 4eM npenmMyLLecTBa, U Kakne eCcTb NOTeHUMa bHble NpobnemMbl y AUHAMUYECKON MapLupyTusaumm?
YTO Takoe KOHBEpPreHums NpoToKoa MapLpyTnsaummn? B Kakmx ciydasx Bbl 6bl He CTanm MCNosib30BaTb
NPOTOKO ANHAMUYECKON MapLUpyTU3aumnmn, adMUHUCTPUPYIO CeTb OpraHu3auun (npuMeHnn bbl
cTaTuy4eckyto)?

3. MepeyncnnTe ocHoBHble oTan4Ynsa GNU/Linux-anctpunbyTnsos. ovyemy NosSBUANCH NNATHblE
ACcTpunbyTrBbI, HECMOTPA Ha copyleft-nnueH3nm, Kakas busHec-MmoLesb UCMOJIb3YEeTCs B 3TOM Clyyae?

20.2 NMpomMeXxyTouyHasa aTrecraums
TexHonorus npoBepneHus:

MpoMeXxyTo4YHas aTTecTauus NpoBOAUTCS B PopMe MUCbMEHHOW KOHTPOJIbHON paboTbl Npw
06513aTeNIbHOM YC/I0BUM BbIMOSIHEHUS B TE@YEHUE CEMECTPa BCeX S1abopaTopHbIX 3a4aHUIA U C y4eTOM



NOJyYEHHbIX TEKYLLMX OLLeHOK. OLLEeHKM 3a BOMPOChI KOHTPOJIbHON PaboThl CyMMUPYOTCS, CyMMa
HopMupyeTcs K 50-6an11bHOMY 3Ha4YEHUIO.

TpeGOBaHMﬂ K BbIMOJIHEHUIO 3a4aHUK, WWKANbl K KpUTepuun oueHnBaHuA

Mpy oLeHMBaHWUW Pe3ySIbTaTOB MPOMEXYTOYHON aTTecTauum UCMOb3yeTCA KOIMYECTBEHHAA WKaa
oueHoK. CornacHo NooXXeHno 0 6anbHO-PENTUHIOBOM cucTemMe 0byyeHns, 50-6annbHas oueHKa 3a
NTOrOBYI KOHTPOJIbHY0 paboTy CKNaablBaeTCs C OLLEHKON, NOJIyYEHHOWN N0 MTOraM aTTecTauui.
MonyyeHHoe 100-6annbHOe 3HaYeHWe onpeaenseT ypoBeHb CHOPMUPOBAHHOCTU KOMMETEHLWI 1
NTOrOBYIO OLLEHKY (COra1acHO MONOXKEHMI0 0 BanabHO-PENTUHIOBOM cMcTeEMe 0By4YeHns):

oueHKa «oTanyHo» - 90...100 6annoB

oueHKa «xopowo» - 70...89 6annos

OLleHKa «yhoBaeTBopuTensHo» - 50...69 bannos

OLEHKa «HeyaoBneTeopuTensHo» - 0...49 6annos

MepeyeHb BONPOCOB K UTOrOBOW KOHTPOJIbHOW paboTe

1 MepeyncnnTe Modenn AOCTyMNa K pecypcam, B 4eM 0CO6EHHOCTb aflMUHUCTPUPOBAHUS KaXX A0,

2 B 4yem cocToAT 3a4a4n agMUHNCTPMPOBaHNA? Mepedncante 06beKTb aAMUHUCTPUPOBaHNA? YTO Takoe YPOBHM
noamepxkn? KomneteHuumn n npodeccmm, nmeroLie otHoweHne K AgMmuHnctpuposaHuio NC. CTpykTypa
CMCTEMbI MEXAYHAPOAHOW CepTUdUKaLMmM adMUHNCTPATOPOB U IT-cneymanncTos.

3 YTo Takoe IP Tabnmua mapwpyTunsaTopa, YTO B Hel HaxoauTtca? MpusennTte npumep Tabauubl, 3anoaHNB Napy
CTPOK. YTO Takoe aAMUHMCTPATMBHOE PAaCcCTosHME. 15 KaKMX NPOTOKOJI0B OHO MMeeT 60/blune 3HaYeHNS 1
novemy?

4 Ha kakux yposHsx mogenu ISO/OSI MOXKHO MPOBOANTL (hUbTPALIMIO AaHHbLIX, UCMOb3YSA CNUCKK gocTyna 10S?

5 B 4yeM npenMyLLecTBa, N Kakne eCTb NOTeHUManbHbIe NPobaeMbl y ANHAMUYECKON MapLIpyTu3aunmn? Kakue
ObIBalOT BMAbI AMHAMWNYECKON MapLpyTu3aunn? YTo Takoe KOHBEPreHLUns NpoTOKo1a MapLpyTusaunm?

6 YTo Takoe cnnckm goctyna lOS, Kakux TMoB OHW BbIBAIOT 1 ANA Yero ncnoab3yTca? Kakme komaHabl 10S
HY>XHO BbIMOJIHWUTb, YTOObI BOCMO/Ib30BaTLCS CNMCKaMK focTyna’?

7 Y10 Takoe VLAN?

8 Kakol 13 TpaHCcnopTHbIX NpoTokonos (UDP nan TCP) ucnonb3yet SNMP 1 novemy caenaH Takow Bbibop?

9 YT1o Takoe GPO? Kakux TunoB 6biBaloT 1 rae xpaHaTtca GPO?

10 KaK MOXHO M3MEeHUTb NOPAAOK HacnenoBaHns GPO 1 Kakme MMEHHO N3MEHEHNS BO3MOXKHbI (MpuBeanTe
npumepbl)? Kak MOXXHO 3a4aTb MapaMeTpbl, OTHOCALLMECS K MOJIb30BaTEbCKOW KOHGUIypauumn, gas rpynbl
KOMMbIOTEPOB.

11 YTO Takoe Nlec 1 Kakue eLle CyLeCcTBYIOT CTPYKTYpHbIe ypoBHM B Active Directory? [ns 4ero Hy>Hbl 3T YPOBHN?

12 YT10 Takoe cnyxba kaTanora? lante onpefeseHne n Ha 3TOM onpefeneHnmn NokaxxnuTte Kak UMeHHO
peann3oBaHbl B Microsoft Active Directory Te anemeHTbl, KOTOPbIE YNOMAHYThI B onpeaeneHnmn ciyxbbl kaTanora.
Y1o Takoe DN n RDN?

13 Kakune cywecTByOT BO3MOXHOCTM MO yNpaB/eHNIO AeNlerMpoBaHWeM NOJIHOMOYNIA afiMUHUCTpupoBaHns GPO?
Kak peann3oBaHo 3T0 fenervposarHue? lprveeanTe npuMep 3afay LenervpoBaHus.




14 YTo Takoe aAMUHUCTPATMBHbIE WabaoHbI?

15 Kak co3paTb Active Directory? YTo Takoe cxema Active Directory, BO3MOXHO 1 ee n3MeHeHne?

16 YT1o Takoe DACL (Ccnucok AMCKPELMOHHOr0 KOHTPONS AoCTyNa o6bekTa (hannoBon cnctemsl, 0bbekTa Active
Directory)?

17 [na 4ero Hy>XHbl NporpamMmmbl-MeHeaxeps! nakeTos MO B OC UNIX? OnuwwimnTte ux yHKLmu.

18 YTo Takoe MBR? B kakux cnyvyasax Heo6xoamMmMo 1NCnonb30BaTb BMeCTO Hero GPT 1 Kakune BO3MOXXHOCTU 3TO
naet?

19 OnuwunTe nocnepoBaTenbHOCTb 3arpy3ky OC MK (IBM-coBMeCTVMOM) C MOMEHTa BK/IOYEHNS NUTaHUS [0
3arpysku sapa. Yto Takoe “ctaHOapTHbIA kog” MBR, Kak oH paboTaeT?

20 B 4yem oTanyme nepBrYHOro (primary) n pacwupeHHoro (extended) pa3genos oucka? Kakme CyLlecTBytoT
OrpaHNYeHNs Ha KOJ1-BO pa3fesioB 3TUX TUNOB?

21 Kak 1 ons 4ero ncnosb3yloT agMUHUCTPATOPbI YPOBHY 3arpy3ku (run levels), cywecTsytowme B HekoTopbix OC
UNIX?

22 ['0e 1 B KaKOM BUAE MOXXET HaX0AMTbCA MHopMaLms o nosib3osaTtensx, rpynnax 8 OC UNIX?

23 B0O3MOXXHO /1M 1CNonb30BaHme cy6bbl KaTasora B kavyecTse 6a3bl Mosb30BaTENEN U Fpynn Ans
ayTeHTUgurKaumm nonb3osatens OC UNIX?

24 Kakum 06pa3om agMUHUCTPATOpP ONpefensieT Kak 1 B KakoM MOopsiike OCTaHaBIMBAOTCA CEPBUCHI/AEMOHBI MpK

3aBepweHnn OC UNIX 1 kak onpenensetcs nocaefoBaTeNbHOCTb 3aBEPLLUEHNS Pa3SINyYHbIX CEPBUCOB/AEMOHOB?




