MuHobpHayku Poccum
®ELEPAJIbHOE TOCYOAPCTBEHHOE BIOA>KETHOE OBPA30BATEJIbHOE YYPEXOEHUE
BbICLLUEIO OBPA30BAHUSA
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PABOYASl NPOFPAMMA YYEBHOW AUCLUMNJINHbI
51.B.05 KoMnbloTepHble ceTu
1. Koa v HauMeHOBaHue HanpaBJieHUA NOATrOTOBKMU/CNeLasbHOCTH:
09.04.02 NHopMaLOHHbIE CUCTEMbI U TEXHOJIOT UK
2. Mpodunb noaroToBKU/CcneLnanmn3aLms:
NHdopMaunoHHbIe TEXHOIOMUN 1 KOMMbIOTEPHbIE HAYKN A5 LUDPOBON SKOHOMUKN
3. Kanudukauua (cteneHb) BbINyCKHUKA:
MaructpaTypa
4. ®opma obyueHus:
Ou4Has
5. Kacdepgpa, oTBeualoww,asa 3a peanmsauunio AUCLUMNIINHDI:
Kathenpa nHMopMaLMOHHbIX CUCTEM
6. CocTaBuTeNIN NpOrpaMMbl:

KoBasab AHapen Cepreesud, koval@cs.vsu.ru, CT.nper, (hakyabTeT KOMMbIOTEPHbIX HAayK, Kageapa
MHMOPMaLMOHHbIX CUCTEM

7. PekoMeHpOBaHa:

pekomMeHgosaHa HMC ®KH 05.03.2025, npoTtokosn Ne 5
8. YYyeOHbIN ron;:

2026-2027

9.llenu u 3apa4m y4eOHON AUCLUNIUHDI:

n3y4yeHme OCHOB KOMMNbHOTEPHbIX KOMMYHI/IKaLI,VIVI. CTaBuTCS 3afaya NO3HAKOMMUTb CTyoeHToB C
3TaJIOHHbIMK MOAENAMU N Ha NX OCHOBE MNMPOBECTN NMOYypOBHEBOE PAaCCMOTPEHNE 3/1IEMEHTOB CTPYKTYPbI
COBpeMeHHbIX N NMepCneKTUBHbIX KOMMbIOTEPHbIX ceTen, Bblpa6OTaTb YMeHUA N HaBblKN, CBA3aHHbIE C
NPoeKTnpoBaHneEM, pa3BepTbiBaHNEM N aAMUHNCTPUPOBaAHNEM ceTen.

Mocne NpoxoXAeHns Kypca CTYAeHT O0JKEH 3HaTb OCHOBbI 1 onpefesieHnsa B 06,1acT KOMMNbOTEPHbIX
ceTen, 6a3osble TexHonorum LAN, MAN, WAN ceTelr, NpOTOKOJIbl MEXXCETEBOIr0 B3aMOAENCTBNS, OCHOBbI
NPoeKTMPOBaHNA ceTei, cnocobbl onTuMm3aunm ceten. CTyLeHT LOJKEH YMeTb MPOBOAUTL ANArHOCTUKY
HeucrnpaBHOCTEN ceTei, hopMmynuposaTb TpeboBaHns 1 GpopMupoBaTb CANCOK 0BOpPyAOBaHMA ANS
CO3[aHuns ceTen.



10. MecTo yyebHOM AMcCUMNAMHbI B CTPYKType OOM:

BxogHble 3HaHUA: «OnepaumoHHble CUCTEMbI», «TeopeThYeckne 0CHOBbI UHPOPMATUKI»,

11. MnaHupyeMble pe3ynbTaTbl 00y4eHUA NO AUCLUNMHE/MOAYJIO (3HAHUA, YMEHUA, HaBbIKK),
COOTHeCeHHble C NJIaHUpyeMbiMU pe3ysibTaTaMu OCBOeHUs obpa3oBaTeNIbHON NPOrpaMMbi
(KoMneTeHUUAMMU BbINYCKHUKOB) U MHAMKaTOPaMu UX AOCTUXKEHUA:

Kon v Ha3BaHMe KOMMeTeHLNn

MK-1 CnocobeH ocyLLecTBAATb
onpepenieHne nepBoHadabHbIX
TpeboBaHuUn, pa3paboTky u
TecTMpoBaHMe NHGMOPMaLNOHHbIX
cmcTem

KopA n Ha3BaHue
WHONKaTOpa KOMMETeHUNM

MK-1.1 Ymeet
OCYLLLeCTBAATb
onpepeneHune
nepBOHaYasibHbIX
TpeboBaHUN, Ha3HavYaTh U
pacnpenensaTb pecypchbl
npv peannsaumm
NHMDOPMALMOHHOWN CUCTEMBI

3HaHu4, YMEeHUA, HaBblKW

3HaTb: OCHOBbI M ONpeaeneHns
B 0671aCTN NHGPACTPYKTYPHI
NHTepHeT n nHTpaHeT-ceTen,
6a3oBble TexHonorum LAN, MAN,
WAN ceTein, NpOTOKOSIbI
Me)XCeTeBOro B3anMoencTeums
yMeTb: MPUMEHATb 3HAHUS
OCHOB KOMIMbIOTEPHBIX CETEN
L7119 NONYyYEHUS, XpaHeHNs,
nepepaboTkn 1 TpaHCAALUN
NH(OpMaL MM NoCpeacTBOM
COBPEMEHHbIX KOMMbIOTEPHbIX
TEXHOMOr N, B TOM Y1Ce B
rnobanbHbIX KOMMAbIOTEPHbIX
ceTax

BNlapeTb: MeToLaMn U
cpencTBaMu Noay4eHus,
XpaHeHus, nepepaboTku n
TpaHCAAUMN NHDOPMaLIUn
nocpeacTBOM COBPEMEHHbIX
KOMMbIOTEPHbIX TEXHOJIOM NI, B
TOM yuncne B rsiobanbHbIX U
JIOKaNbHbIX KOMMbIOTEPHbIX
ceTsX; CNoCOBHOCTLIO K
npoeccrmoHas bHow
3KCMJlyaTaLmm COBPEMEHHOI0
ceTeBoro obopynoBaHms



Kof 1 Ha3BaHMe KoMMeTeHL K

MK-5 CnocobeH pa3pabaThiBaTb U
nccnenoBaTb Moesnv 06bEeKTOB
npoteccMoHanbHOM AeATENbHOCTMH,
npennaraTb 1 adanTUpoBaTb
METOANKUN PELUEHUS Hay4YHO-
nccnenoBaTeNbCKUX 3a4av,
NaaHNPOBaTb U NPOBOAMNTL
nccnenoBaHus

Kon v Ha3BaHue
NHOVKaTopa KoOMMNeTeHL UK

MK-5.3 Ymeet
OCYyLLeCTBAATb
MOLENNPOBaHME NPOLLECCOB
N 06BEKTOB, MOCTAHOBKY U
npoBeaeHne
3KCNEPUMEHTOB MO
3aaHHON MeToLVuKe U
aHanu3 pe3ynbTaTos,
OCYyLLLeCTBASATb BbIOOP
ONTUManbHbIX PeLUeHNi

12. 06beM AuCUMNAUHBI B 3a4eTHbIX eAuHUuLax/yac:

3/108

®dopMa NPOMEeXYTOYHOM aTTecTaluu:

3a4yeT C oL eHKoMn

13. TpypoeMKOCTb N0 Bupam y4yebHon paboTbl

Bunpg y4yebHon paboThl

AyLNTOPHbIE 3aHATUSA
JleKUMOoHHbIe 3aHATMA
lMpakTn4yeckmne 3aHATUA
NabopaTopHble 3aHATKA

CamocTodaTenbHasa paboTa
KypcoBas paboTa

MpomeXxyTo4YHaa aTTecTaums
Yacbl Ha KOHTPOb

Bcero

13.1. Copep>xaHue AUCLUNIIUHDI

n/n  HaunmeHoBaHue
pasgena
ONCUUNINHbBI

1. lekuun

CooepxxaHue pa3gfena
ANCLUNMINHBI

3HaHWA, YMEHNS, HaBbIKM

yMeTb: MPOeKTUpOoBaThb
WHPACTPYKTYpY VIHTEepHeT 1
WHTPaHeT-CeTen, Kak Ha OCHOBe
MO ceTeBbIXx OC, Tak U C
NCNoJIb30BaHNEM anmnapaTHbIX
peLleHnn

BNafAeTb: MeTo4aMu
NPOEKTMPOBAHUSA U peannsauum
MHPPaCTPYKTYpbl UHTEpHeT 1
WHTpPaHeT-CeTen, Kak Ha OCHOBe
MO ceTteBbix OC, Tak 1 ¢
NCNoJib30BaHUEM armnapaTHbIX
peLleHni

CemecTp 4 Bcero
24 24
12 12
0
12 12
84 84
0
0 0
0
0 0

Peanusaumnsa pasgena AUCUUNANHBI C
NMOMOLLIbIO OHNANH-Kypca, IYMK



n/n

1.1

1.2

1.3

HanmeHoBaHue
pasgena
OVCUMNINHDI

BeepgeHune n
OCHOBHbIE
onpenesieHuns.
Monenn.

TpPaHCMOPTHbLIN 1
CETEeBON YPOBHN.

YpoBeHb
yrnpasaeHus
KaHa/ioM
dnsnyecknin
YPOBEHb
MPOBOAHbIX U
6ecnpoBoOHbIX
ceTen.

Coniep>xaHuve pa3aena
OVCLMMINHBI

OcHoBHbIe onpeneneHns.
0630p Npobnem
BO3HMKAOLWNUX MNpwu
B3aMMOOENCTBUM
NHOPMaLMOHHbBIX
CUCTEM U nepepaye
OaHHbIX. [penMyLLecTBa
NCNOJIb30BaHNSA
KOMMbIOTEPHbIX CETEN.
Knaccudukauns ceten no
macwTaby (LAN, WAN, ...)
. AKTUBHOE 1 NaccmBHoOe
ceTeBoe obopynoBaHue.
Monenb B3auMoCBA3U
OTKPbITbIX CUCTEM
OSI/ISO.

TPaHCMOPTHbLIN 1 CETEBON
YPOBHM
NHHDOPMALMOHHbIX CETEN.
TCP npoTokon. UDP
MPOTOKOJI.
Nepapxnyeckue ceTu,
noLceTw, CeTeBoMn
YPOBEHb.
MapuwpyTunsaums. IPv4
IPv6.

YpoBeHb yrnpassieHuns
KaHanoM. YnpasieHue
[OCTYMNOM K cpefe,
hopmMaTMpoBaHue
HaHHbIX. Ethernet.
OU3NYECKUIN YPOBEHDL -
CUrHanbl, MOAYNALMA 1
KoaunposaHue. Cpefbl.
becnpoBogHble ceTu..

Peanusauua pasgena AUCLMNANHBI C
NMOMOLLbIO OHNANH-Kypca, IYMK

SYMK «KoMMblOTEpHbIE CeTU»,
https://edu.vsu.ru/course/view.php?id=3037

SYMK «KOMMbIOTEpHbIE CeTU»,
https://edu.vsu.ru/course/view.php?id=3037

9YMK «KoMnbloTEpHbIE CETU,
https://edu.vsu.ru/course/view.php?id=3037



n/n

14

1.5

1.6

HanmeHoBaHue
pasgena
OVCUMNINHDI

MapLpyTnsaums B
ceTax nepenadu
JaHHbIX.

JloKanbHble ceTw.
CKC.

OcHoBbI
NH(MOPMaLMOHHOW
6e3onacHocTun
ceTen.

Coniep>xaHuve pa3aena
OVCLMMINHBI

MapLpyTusaums B ceTax
nepefayn SaHHbIX.
Tabnuua
MapLupyTU3aLun.
OnpegeneHune nyTw.
CraTnyeckas
MapLpyTu3aums.
MapLpyTusauums no-
ymosidaHuio: “Next-hop”,
“Exit Interface”.
InHamunyeckasa un
agLanTuBHas
MapLpyTu3aums.
ArperunpoBaHue
MapLUpYyTOB. YnpaBieHue
1 NOWUCK HENCnpaBHOCTEN
MapLpyTrU3aLun.

JloKanbHble ceTu -
co3gaHue.
CTPYKTYpPUPOBaHHbIE
KabenbHble CUCTEMBI.

OcHoBbI
NH(MOPMaLMOHHOW
BesonacHoCcTmM ceTen.
YrpaBieHune puckamu.
MonnTUKM 1 Npoueaypbl
He3onacHOCTU. ATakun 1
METOAMNKN BTOPXKEHUNA.
CeTeBble 3KpaHbl, UX
TUMbI U TOMOOr K,
YPOBHW COrJlacHO Mogenu
DoD TCP/IP. NAT. IPsec u
VPN - KpaTKoe BBefeHue.

2. labopaTopHble
3aHATUA

Peanusauua pasgena AUCLMNANHBI C
NMOMOLLbIO OHNANH-Kypca, IYMK

SYMK «KoMMblOTEpHbIE CeTU»,
https://edu.vsu.ru/course/view.php?id=3037

SYMK «KOoMMblOTEpHbIEe CeTU»,
https://edu.vsu.ru/course/view.php?id=3037

IYMK «KoMnbloTepHbIE CETU»,
https://edu.vsu.ru/course/view.php?id=3037



n/n HauwMeHoBaHue
pasgena
ONCLUNINHBI

2.1  TpaHCNOPTHbLIN 1
CEeTEeBOMN YPOBHU.
(naé.)

2.2  YpoBeHb
ynpaBAeHNs
KaHaJoM
®dur3myeckun
YPOBEHb
MPOBOAHBIX U
6ecnpoBOOHbIX
ceTent. (nab.)

2.3 MapuwpyTtur3sauma B
CeTax nepepayu
DaHHbIX. (nab.)

2.4 JloKanbHble ceTwn.
CKC. (nab6.)

2.5 OCHOBSbI
NHHOPMALMOHHOW
6e3onacHoCTM
ceTent. (nab.)

13.2. Tembl (pa3genbl) AUCULUNAUHbI U BUAbI 3aHATUN

Copep)xaHue pasmena
OUCUUMANHBI

Nab. 3aHaTus: IPv4
agpecauus, Tunbl
afpecoB, Ha3Ha4eHwe,
BbIYUC/IEHNE afpecoB.
TecTnpoBaHue CeTeBoro
YPOBHSA. YTUAUTHI ip,
ipconfig, ns lookup,
netstat. IPv6 - 6a3oBas
KOH(Urypauums.

J1ab. 3aHATMA: Ethernet
obopynoBaHue. Kagp
Ethernet, cpenbl 1
MeTo4bl fOCTYyMa.
KoHLeHTpaTophI,
KOMMYTaTopbl, MOCTbI.
MpoTokos ARP n komaHaa
arp. CHugepsl

J1ab. 3aHsATMS:
Knaccugukaums n
KOH(UrypmpoBaHue
CTaTnyeckom n
OVNHaMn4yeckom
MapLUpyTU3aLumM Ha
MapLipyTmn3aTopax.
ba3oBble KOMaHhI
XOCTOB: ping, traceroute,
route.

Jlab. 3aHATHE:
MpoekTupoBaHmne
apeCHbIX CXeM

Nab. 3aHATME:
KoHopurypuposaHne NAT
N CETEBOr0 3KpaHa Ha
ocHosge IPtables.
KoHdmrypuposaHue
CeTeBOro 3KpaHa
Windows Firewall.

Peanusauua pasgena AUCLMNANHBI C
NMOMOLLbIO OHNANH-Kypca, IYMK

SYMK «KoMMblOTEpHbIE CeTU»,
https://edu.vsu.ru/course/view.php?id=3037

SYMK «KoMMblOTEepHble ceTu»,
https://edu.vsu.ru/course/view.php?id=3037

IYMK «KoMnbloTepHbIE CeTU»,
https://edu.vsu.ru/course/view.php?id=3037

SYMK «KoMMblOTEepHble ceTu»,
https://edu.vsu.ru/course/view.php?id=3037

SYMK «KoMMblOTEpHbIe ceTu»,
https://edu.vsu.ru/course/view.php?id=3037



Noe  HammeHoBaHue JNlekumoHHble  [MpakTuyeckne JlabopaTopHble CamocTosiTenbHas Bcero

n/n  Tembl (pa3gena) 3aHATUSA 3aHATUSA 3aHATUSA paboTa

1 BeeneHune n 1 4 5
OCHOBHble
onpegeneHuns.
Mognenu.

2 TpPaHCMOPTHbLIN K 2 2 16 20

CETEeBOW YPOBHMU.

3 YpoBeHb 2 2 12 16
ynpaBieHus
KaHanom
dunsnyeckni
YPOBEHb
MPOBOAHLIX 1
6ecnpoBOAHbIX
ceTen.

4 MapwpyTusaums 4 4 26 34
B CETAX Nnepepayu
JLaHHbIX.

5 JloKkanbHblE CETHU. 2 2 14 18
CKC.

6 OcHoBbI 1 2 12 15
NHMOPMaLIMOHHOW
6e3onacHoCTH
ceTen.

12 0 12 84 108

14. MeToaunyeckme yKasaHua ana oby4aloLwmxcs no 0CBOEHMIO AUCLUNJINHBI

OucunnnuHa TpebyeT paboThl C hannamMu-npes3eHTaLMaMn NekKUuMn U COOTBETCTBYOLWMMMN F1aBaMu
PEKOMEHA0BAHHOM OCHOBHOM NNTEpaTypbl, a Takxe, 0653aTeNbHOro BbINOAHEHUS BCeX NabopaTopHbIX
3a4aHUN B KOMMbIOTEPHOM KJlacce. CaMoCTosiITENbHAA MOATOTOBKA K NabopaTOPHbLIM 3aHATUAM He
TpebyeTcs, T.K. HeobxoaMMble peKoMeHAauny JA0TCA B ayAMTOPUN, rae BbiNONHATCA NabopaTopHble
paboThl.

CamocToaTenbHas paboTa NpoBOAUTCA B KOMMbIOTEPHbIX kKnaccax ®KH ¢ Mcnosib30BaHMEM MEeTOANYECKNX
MaTepuanoB PacrnofioXXeHHbIX Ha yYebHo-meTognyeckom cepeepe ®KH "\\fs.cs.vsu.ru\Library" n Ha
cepsepe Moodle BI'Y moodle.vsu.ru, BbIMOAHEHNEM 3a4a4 KOHMUIYPUPOBaHMA BUPTYaan3nposaHHom UC.
Bo BpeMsi camMoCTOATENIbHON PaboTbl CTYyAEHTbl UCNONL3YIOT 3/1EKTPOHHO-OUBANOTEYHbIE CUCTEMBI,
IOCTYMHble Ha nopTane 30HanbHoW bubnnotekn BIry no agpecy www.lib.vsu.ru. YacTb 3agaHuin MoxeT
6bITb BbIMONIHEHA BHE ayAUTOPWIA Ha LOMAlLHEM KOMMbIOTEpe, NocCsie KONUPOBaHUA METOANYECKMX
yKa3aHui n Heobxoammoro MO ¢ yyebHo-meTOoAMYecKoro cepeepa OKH.

15. NMepe4yeHb OCHOBHOM M O,ONONIHUTENILHOW NINTEpPaTypbl, PeCypPCcoB UHTEPHET, HeoOXoaMMbIX



Ana OCBOGHUA AUCLUNJIUHDBI

No NICTOYHUK
n/n
1 Mpockypsakos, A.B. KOMMboTepHble CeTU: OCHOBbI NOCTPOEHUS KOMIMbIOTEPHbIX CeTel U

TenekoMMyHuKauui : [16+]/ A.B. MpocKypsakoB ; MUHUCTEPCTBO HayKW 1 BbICLLErO
obpasoBaHus Poccuinckon Pepepaumm, KOXHbIN henepasibHbIi YHUBEPCUTET, MHXEHepHO-
TexHonornyeckas akagemus. - Poctos-Ha-[loHy ; TaraHpor : FOXXHbI (hefepanbHbIn
yHuBepcuteT, 2018. - 202 c. : un. — YHuBepcuteTckas bubanoteka oOHAaVH : 371eKTPOHHO-
bubanoTeyHasa cmctema. — Pexxum [ocTyna :
http://biblioclub.ru/index.php?page=book&id=561238

6) nonosHMTeNbHas AuTepaTypa:

Ne NcToYHMK
n/n

1 OcHoBbl paboTel B nporpamme CISCO PACKET TRACER : y4yebHo-MeToamyeckoe nocobue /
coctaButenn . B. Abpamos [n ap.]. — BopoHex : BI'Y, 2017. — 31 c. — TeKCT : 371eKTPOHHbIN //
JlaHb : an1eKTpoHHO-6nbnnoteyHasa cnctema. — URL: https://e.lanbook.com/book/154795 (paTa
obpaleHns: 23.05.2023).

2 Hemnpos, J1. H. OCHOBbI 3KCNAyaTaLUM KOMMNbIOTEPHbIX CeTen : y4ebHnK ans 6akanaspos /
J1. H. Oemmnpos. - Mockga : MpomeTen, 2019. - 799 c. : un., Tabn., cxem. - Pexxum goctyna: no
noanucke. - URL: https://biblioclub.ru/index.php?page=book&id=576033 (gaTa obpaLieHus:
23.05.2023). - bubanorp.: ¢. 750 - 752. - ISBN 978-5-907100-01-5. - TeKCT : 2N1EKTPOHHbIN.

B) MH(OPMALIMOHHbIE 3N1EKTPOHHO-06pa3oBaTe/IbHbIE PECYPChI:

Ne n/n McToYHUK

1 bubnnoTeka BI'Y, http://www.lib.vsu.ru

2 9bC «YHuBepcuteTCckas bubnnoteka online», https://biblioclub.ru

3 9BC «JlaHb», https://e.lanbook.com

4 Cepsep yyebHo-mMeToanYecknx matepmanoB PKH, \\fs.cs.vsu.ru\Library

5 Obpa3zoBaTenbHblIln NopTan "INeKTPOHHbIN YHMBepcuTeT BI'Y", http://edu.vsu.ru

16. NepeyeHb yuebHO-MeTOAUYECKOro obecneyeHuns Ans CaMOCTOATeNbLHOU paboThbl

Ne n/n NCcTOYHUK

1 Cepsep y4ebHo-MeToanYecknx maTepmanoB ®KH, \\fs.cs.vsu.ru\Library



Ne n/n NCcTOYHMK

2 9YMK «KomnbloTepHble ceTu», https://edu.vsu.ru/course/view.php?id=3037

17. Obpa3oBaTenbHble TEXHOJNIOTUM, UCNOJIb3yEeMble NPYU peannsauumn y4eOHOW AUCLUNIINHDI,
BKJ1I0YasA OUCTaHUMOHHbIe oOpa3oBaTenbHblie TexHonoruun ([OT), anekTpoHHoe oby4yeHue (30),
CMeLLUaHHoe obyuyeHue):

1. TexHonoruu BupTyanusaummn: Cpena suptyanmsayum Oracle/Sun Virtual Box
2. Obpa3oBaTenbHbI NnopTan Moodle (cepeep Moodle BI'Y)

3. CepBepHble 1 knneHTckne OC Microsoft.

4. OnepauuoHHasn cuctema GNU/Linux (auctpubytus PEL OC).

18. MaTepuanbHo-TexHU4YecKkoe obecneyeHne AUCLLUNIIUHDI:

1. JleKuMOHHaa ayamuTopmus, OCHalLleHHas BULEONPOEeKTOPOM.

2. KoMnblOTepHbIN Knacc Ansd npoBegeHns nabopaTopHbIX 3aHATWIA, OCHALWEHHbIM MPOrPaMMHbIM
obecneyenmem VirtualBox. O6bem csobonHon nocne 3arpyskm OC onepaTuMBHOM NamMAaTn Ha paboyee
MecCTo He MeHee 8 I'b (TpebyeTcsa onsd BUPTYasibHbIX MaLUUH).

19. OueHo4YHbIEe CpeacTBa AJA NPOBeAeHUA TeKyLL el U NPOMEeXYTO4YHON aTTecTauum

MopsAoK OLEHKM OCBOEHMS 00yYaloLWMMKCs y4ebHoro MaTepmana onpeaensieTcs Coaep>XXaHmem
cnefyloWwmnx pasaenos AUCLUMIUHbI:

Ne Pazgensl AncunnanHel (Mogyan) Kon Kopg OueHoYHble cpefcTBa
n/n KOMMeTeHUun NHAMKaTopa ONa TekyLewn
aTTecTauumu
1 Paspnen 1 BeegeHune n 0CHOBHbIE MK-1 MK-1.1 KoHTponbHasa paboTa
onpegneneHusa. Monenu. Pasgen 2 1. labopaTopHble
TpaHCMOPTHbLIN U CETEBON YPOBHM. 3adaHunsg 1-4.

Pa3pen 3 YpoBeHb ynpaBneHus
KaHanoM Pn3NYeCKMI YPOBEHb
NPOBOAHbLIX 1 6eCnpPoBOAHbIX

ceTen.

2 Paspen 4 MapwpyTtusauns B cetax  [K-5 MK-5.3 KoHTponbHas paboTa
nepefayv gaHHoIxX. Paszgen 5 2. labopaTopHble
JlokanoHble ceTu. CKC. Pasgen 6. 3afaHunsa 5-9

OCHOBbI MHHOPMALMOHHOW
6e3onacHocTu ceTen.



MpomMe)XyTo4YHas aTTecTaums

dopMa KOHTPOJIA - 3a4eT C OLLeHKOW

OueHoYHble CpeacTBa A1 NPOMEXYTOYHON aTTecTaumm

OpnHo 13 nabopaTopHbIX 3adaHni. BeICTynneHne Ha CEMUHape.

20 TunoBble OUEeHOYHble CPeaAcTBa U MeToAMYeCcKUue MaTepuanbl, onpepensiowime npouenypbl
OLLeHMBaHuSA

20.1 TeKyLwwMN KOHTPOJIb YCNEBAaeMOCTH
TexHonorua npoBepeHus:

Tekylwas aTTecTauuns NPoBoANTCS B pOpMax NMUCbMEHHbIX (MM B SNEKTPOHHOM BUAE Ha CalTe
edu.vsu.ru) KOHTPObHbIX PaboT No nekumnsMm n nabopaTopHbIX 3agaHnn. OLLEHKKN 33 BOMPOCHI KaXX10M
KOHTPOJIbHOMN pPaboTbl CyMMUPYIOTCA U CyMMa 3aTeM HopMupyeTcs K 50-6annbHOMY 3HaveHuto. Kaxxaas
nabopaTopHas paboTa OLEHNBAETCS KaK BbIMOJIHEHHASA UM HEBbLIMOJHEHHAA COMJTACHO KPUTEPUAM B eé
onncaHuM Ha edu.vsu.ru. B KOHLEe ceMecTpa BblHMCASETCA CPeAHAN OLLEeHKa 3a BCe KOHTPOJIbHble PaboThbl
1 nabopaTopHble 3aA4aHNsA. DTa OLLEHKA SIBASIETCS OLEHKON 3a paboTy CTyleHTa B Te4YEeHMe BCEro
cemecTpa ¥ NCNoJIb3yeTCa A1 pacyeTa UTOFOBOM OLEHKM Mo npeaMeTy (cMm. pasgen 20.2).

CooTHOLLEHMe noKasaTesnen, KPpUTepMeB U LLKaJibl OLLeHUBAHUA pe3yibTaToB 00y4yeHus

KpuTepumn oueHNBaHNS KOMMNETEHLNIA YpoBeHb LLIkana oueHokK
ChopMMpPOBAHHOCTM
KOMMETEHL NN
BepHble 0TBETHI Ha BCE BOMPOChI KOHTPOJIbHOM paboThl. Bce  |MoBbILWEHHbINR OT/n4HO
KpuTepumn BbiNosHEHUA 1 paboTocnocobHOCTH B YPOBEHb

NabopaTopHbIX 3a4aHUAX - YI0BIETBOPEHbI.

BepHble 0TBETHI Ha 60/ILLLYIO 4aCTb BOMPOCOB KOHTPOJIbHON  |Ba30BbIn XopoLuo

paboTbl. Bosiblias YacTb KPUTEPUEB BLIMOJHEHNS 1 ypOBeHb

paboTocnocobHOCTM B NabopaToOpHbIX 3a4aHNAX -

y[OB/E€TBOPEHaA.

BepHble oTBeTHI Ha Hanbosiee BaXKHble 4aCTW BONPOCOB Moporosbin Y, 0BNETBOPUTESIbHO
KOHTpOJIbHOM paboTbl. Ba3oBas YacTb KpUTEpueB YPOBEHb

BbIMOJIHEHUS U PaboTOCNOCOOHOCTM B TabOPATOPHBIX
3afaHuAX - yO0BNETBOPEHA.

HeT unu KpaitHe Masio BEpHbIX OTBETOB Ha Hanbosiee BaXkHble
4aCTM BOMPOCOB KOHTPOJIbHOW paboThl. Ba3oBas YacTb
KpUTEpUEB BbINOJHEHMS U paboTocnocobHOCTM B
nabopaTopHbIX 3aaHUAX - HE YA 0BETBOPEHa.

HeynoBneTBopuTENLHO

®opMUpPOBaHUE OLEHOK:

Mpwn oLEeHMBaHUKN pe3yibTaTOB TeKYyLLEen aTTecTalun NCNosb3yeTcs KOMYeCTBEHHAs LWKala OLLEHOK.
YnomsiHyTas Bbllwe 50-6annbHas cpeaHas oLeHKa onpeaensieT ypoBeHb CHOPMNPOBAHHOCTH
KOMMEeTEHLUMIN N BANSET Ha UTOTOBYIO OLEHKY (CM. pa3gen 20.2).

MepeyeHb nabopaTopHbIX 3aaaHUN

1 PacyeT 6t0a)KeTa MOLLHOCTU U OCHOBHBbIX XapPaKTEPUCTUK
KOMMyHVIKaLl,VIOHHOI7I CNCTEMDI

2 N3yyveHne CKK. OnpeneneHne BepoATHOCTY BUTOBOW OLLIMOKM
KaK (hyHKLUN OTHOLLEHUS CUTHaN-LUYyM 015 Pa3jnyHbIX BULOB
MOLYNALNM



KoHthurypuposaHue nHgpactpyktypHon WiFi-cetun, AAA-
cepsepa

MnaHMpoBaHWe aApeCcHOro NPoCcTpaHCTBa IPv4-ceTein n
CO34aHune cetn

KoHhurypupoBaHue NHGQPacTpyKTYpHbIX cnyxb IP-ceTu:
DHCP n DNS.

MocTpoeHmne, NpoBepKa paboTocnocobHOCTM 1 MOUCK
HencnpaBHocTen B IPv4/IPv6 ceTsx (DualStack)

MocTtpoeHue IPv6-over-IPv4, GRE TyHHenen.

AHann3 IP-CBA3HOCTW 1 MOCTPOEHME Ha 3TON OCHOBE IP-KapThl
cetn

MynbTudunnnanbHas cetb ¢ WAN FrameRelay/MPLS.

MepevyeHb BONPOCOB AN KOHTPOJIbHbIX paboT

Ne

Bonpocbl KOHTPOILHOM paboThbl 1

1

YTo Takoe NMHMA CBA3K, YeM OTIMYaeTCs OT KaHasla nepefayn faHHbIX? Mepeyncante n gante
onpeaeneHns XxapakTepucTukam NMHUIN CBA3N, YKaXnTe cnocobbl x npeacTaBaeHns/e anHnLLbI
n3mepeHuin. MprueeanTte npumepsbl Nt0ObIX N3BECTHLIX BaM 3HaYeHWU XxapakTepucTuk (ans nobown
cpenbl).

MepeyncnnTe TUNOBbLIE TOMOJOrMM CETEN. B 4eM OTAMYME TOMOJIOTUIA LWMHA (MW LUMHA B TOYKE) U
3Be3ja.

[ng 4ero ncnosb3yeTca Moayaaums, MoOXKHO sin 6e3 Hee 060NTUCh NpK Nepefaye OaHHbIX, B
KakoM csiydae (06bacHUTEe noyemy)? B yem npuHumMnuansHele oTanyuns QAM n PSK Mmoaoynsauni,
KaKune TexHn4yeckne npobaeMbl MOXKET BbI3BaTb 3TO OT/IMYMNE?

YTO MMetoT B BMAY, KOrAa FrOBOPAT, YTO KOMMYHUKALMOHHAA CUCTEMA OrpaHMyeHa No MOLHOCTI?
A no nonoce? Kak 3Tu orpaHu4eHuns onpegenntb? B nepson nabopaTopHon 3afade,
crnekTpasibHas ahhekTUBHOCTL BPSK nonaranack paBHoi 0,5. MoXeET N1 CNOXUTBLCSA CUTYauus B
LaHHOW 3afaye, Npy KOTOPOW CnekTpasbHas 3PPEeKTUBHOCTb NAECAIbHON CUCTEMDI
COOTBETCTBYIOLLEN YCN0BUAM 3aaa4uu, byneT menblle 0,57 ECam 3T0 BO3MOXXHO, TO MPU KakKmnX
YCNOBUSX 3a4a4n?

YT0 TaKoe MHOrOypPOBHEBbLIE MOLENN CETU, A1 HEro OHU HYXXHbI? MprBeanTe NpuMepsl
mMozenein. Ha3oBMTe YPOBHM 1 OMMULLUTE 3a4a4M KaXK0ro YPOBHS.

Y70 Takoe cnekTpasibHas 3MPEKTUBHOCTb, €ANHULLI €8 U3MepeHus, cnocob BblYMCIEHNS?
MpvBeanTe NPUMep BbIYUCIEHNS AN KAaKON-11O0 AMHUM CBS3U (Hanpumep, BUTON Napbl U T.M.) C
3afaHHbIMM BaMu (MOXXHO NPOU3BOJIbHO) XapaKTepUCTUKAMU.

Y10 Takoe MyNibTUNNEKCUPOBAHNE U AEMYIbTUNNEKCUPOBAHNE MaKeTOB (B CTEKE MPOTOKOJI0B),
KaK onpefenseTcs NyTb NakeTa B CTeKe (MOXHO MoKa3aTb Ha npumepe HTTP-sebcepBuca)?

YT0 Takoe KOMMJIEKCHOe NpeAcTaBeHne MOy IMPOBAHHOIO CMrHaa. YTo Takoe co3Besave (B
T.4. npumepsbl)? MoYyeMy UCKa)KeHHbIE WYMOM COCTOSIHWS CUrHAMa B 3allyMJIeHHbIX CO3BE3AMUAX
COCPELlOTOYEHBI-BNNCAHbI B OKPYXXHOCTb, @ He, HanpuMep, B 0BaJ Wau Apyryto durypy? Ecnm 3to
3(hheKT onpeneneHHbIX YCII0BUIN 3KCNEPUMEHTA, TO KaKnX MMeHHo? MoryT nn 6biTb
«HECVMMETPUYHbIE» UCKAXKEHWS U B KaKUX CyYasx? MoyeMy peasibHO UCMOsb3yeMble
CUrHaNbHble Co3Be3aUs 06bIYHO CUMMETPUYHBI?

YTo Takoe CaMOCUHXPOHU3NPYIOLWNACS LUpoBon Koa? MpreeauTe npumep




10

HanuwimnTe 0CHOBHbIE 3aBUCMMOCTU MEXY KPaTHOCTbIO 06Hapy>XBaeMbIX OLLIMOOK,
ncrnpaBasieMbix oWNOOK 1 KOLOBLIM pacCTossHMEM KoAa. [puBeanTe NpuMepbl UCNpPaBAEHNS 1
obHapy>XeHns oLmnbOoK.

11

YT1o Takoe I/Q mogynsTop u kakum obpa3om oH paboTaeT? YTOo HY>XKHO A1 TOro, YToObI
peann3oBaTb €ro NporpaMMHo?

12

OnNMLWMnTE YCTPOMNCTBO U OCHOBHbIE XapaKTepPUCTUKMN ONTOBOJIOKOHHOMO Kabens. Kakue bbiBatoT
TUMbI 3TOro Kabens, B 4em UX oTAnYMe N 06NacTy NpUMeHeHNs. Kakue eLle CywecTBYOT cpelbl
nepeaayn, NCnonb3ytoLime onTUYECKUA AnANA30H?

13

Y70 Takoe MHKaNCynsauus nakeTos, NPUBeAUTE ee NpuMepsl. YTo Takoe 1 Kak UCMosib3yeTcs
«3aroJIOBOK» MaKeTa, OT Yero 3aBUCUT % CyKebHOoW MHOPMaLIMM B NaKeTe, B KaKUX CyYasnx
3TOT % YMEHbLUAETCS, yBENNYMBas 3. CKOPOCTb?

14

Kakune CyLecTBYOT CNocobbl MONyYeHNs 3aBUCMMOCTM OTHOCMTE/IbHOM OLNOKN OT OTHOLLEHNS
¢/w (BogonafHoOM KpUBON) NS 3a4aHHOM0 BUAA MOAYAUMN? OXapaKTePU3YNTE «+» N «=» 1
0cobeHHOCTM 3TUX cnocobos.

15

B 4yem ngesa OFDM, DMT - Moaynsumim, C Kakon Lesbio Ha CTOPOHE MOAYNATOPa BbINOHAETCS
obpaTHoe bMN®?

16

MpMMepoM Kakoro asieMeHTa CTPYKTYpbl CETY nepefayn AaHHbIX asnseTca mogem: 00 nnn
AKL? O6bacHUTE novemy. O6bsacHUTe (6e3 pucyHkoB) poan 00 n AKL.

17

MepeyuncanTte ypoBHM OSI. ONuWNTE Ha3HaYeHNEe KaXkaoro ypoBHS. YTo Takoe NpoTOKO
npueeauTe NpMUMepPbI MPOTOKOO0B, ONULLNTE UX PaboTy B paMKax MHOMOYPOBHEBOW MOLENN?

18

Y70 Takoe cbopka 1 pa3bopka NaKeToB, 4SS YEr0 N B KaKMX CyyYasix Mpom3BoamnTca? Yto Takoe
MTU?

19

Bosblue nnm MmeHblle A0JIKHO 6biTh paccTosHMe X3MMUHIa MeXay BepPHbIMU KOL4OBLIMW CJIOBaMU,
4eM OHO MOXET MOoNYHYNTbCA B pe3yJibTaTe owwmbok. ObbsicHNTE no4yemy 1 npmBegnTe npuMepsnbl.

20

MepeyncanTe UCMOSb3yEMbIE B CETSIX Cpelbl nepeaayn. Nepeyncnmte oCHoBHbIE
XapaKTEPUCTUKN Cpefl, YKAXKNTE KaK BAUSIOT 3TU XapaKTEPUCTUKN Ha XapaKTEPUCTUKMN CUCTEM
nepefayn AaHHbIX, OCHOBAHHbIE Ha 3TUX cpefax. Kakme TpeboBaHMs NpeabsaBAsOT K cpeae
AYNNEKCHbIE CUCTEMbI Nepeayn AaHHbIX? B yeM oTanyme oT TpeboBaHUA NoNyAynaeKCHbIX?

21

Kak knaccugpuumpytoTcs ceTu no macwTaby? (nepeuncante NpU3Haky 1 NpUMepHble Auana3oHbl
3Ha4YeHWI ONs ceTelt pasHblii MaclwTaboB. BeinenmTe Hanbosee HafleXXHble KNacCUpUKALMOHHbIE
npU3HaKu.

22

YTO Takoe 1 Kak UCNosib3yeTcs NopoXXAatoLLniA MOJNHOM 1 HTO TaKoe CTaHLapPTHbIN
nopoxgatowmnin noanHom B CRC?

23

YTo Takoe CTeK NPOTOKOJIOB, YEM OTAIMYAETCA OT MHOroypoBHeBon moaenn? Yto Takoe GOSIP,
AN19 Yero n kem 06bl4HO (NprMep) NCNOJb3YTCS?

24

Ecnn no Kakum-nmbo npnyinHam He paboTaeT npoTokoa ARP (Hanpumep, anpson,
HEenCnpaBHOCTbL), CMOXET 1 y3en nepenath IP-MakeT n Npu Kakux ycnoBmax?

25

Y10 Takoe Tabnmua kommyTaTopa? MpueeanTte npumep Tabaunubl U 3aN0NHUTE Mapy CTPOK. YTo
npousongeT, ecay Tabanua nycrta (KOMMyTaTop TOMLKO YTO BKAOYEH)? Kakum obpa3om
NPONCXOAMNT 3anonHeHne 3Ton Tabanubl?

26

MpoTtokon DHCP: nocnenoBaTeibHOCTb OeACTBUI KNMeHTa 1 cepeepa. Korga KineHT NoBTOPHO
3anpocuT NoATBepXaeHre apeHabl? Korga, npu HenoATBepXAEHUN apeHbl U HeJoCTYMHOCTU
DHCP-cepBepa, KJIMeHT AoJKeH 0cBO6OAUTb MOSyYeHHbIN agpec? MpenmyLlecTBa U BO3MOXXHbIE
npobnemsl Npu ncrnonb3osaHmm DHCP.

27

YTo Takoe aBTOHOMHbIE CMCTeMbl ceTu Internet? ns Yyero noTpeboBanock Mx codpaHne? Kak
BbINOJIHAETCA MapLlpyTu3auma B rnobansHom cetu Internet, kakue TpeboBaHMa 06bIYHO
npenbABASAIOT K aBTOHOMHbLIM cucteMam? Y1o Takoe IGP n EGP (npuBegmnTe npumepsl 4N
Ka)xgoro)? Ons 4ero Hy»Hbl AS, B 4eM Lieflb UX CO34aHNA?

28

MycTb IP-agpec HEKOTOPOro y3aa NoAceTH paBeH IP, a 3HavYeHne Macku aas 3Ton nogcetn MASK
(3anuwem paHHble B BuAe IP/MASK). 3annwunte agpec B CIDR-Buae. Onpefennte CETEBOM U
LUMPOKOBeLlaTe bHbIA aapeca ANs 3Toro y3na. Kakoe MakCcMMalsibHOe Y1C0 Y3/10B MOXKET ObIThb B
3TOoM noaceTn? JaHHble 3agayun: 172.16.141.1/255.254.0.0

29

Kak 1 no4yemy N3MeHS0TCA CKOPOCTU Nnepeayn faHHbIX MeXAy y3/aMu Nnocse cerMeHTaumm
CEeTU C MOMOLLIbIO KOMMYTATOPOB? Kakoe [oMoHNTENbHOE NMPEUMYLLIECTBO BO3HUKAET, Koraa
CermMeHT cocTomT 13 1 KomnbloTepa (1 NopT KoMMyTaTopa - 1 NOAKOYEHNE K KOMMblOTEPY)?




30

Kak pacwungpoBbiBaeTcs U 4TO 0603HaYaeT KaxX bl 31EMEHT CMrHaJIbHOro CTaHAapTa Ethernet
(Hanpumep, 10Base-2)? MpuseaunTe NprMepbl CUrHabHbIX CTaHAAPTOB U paclumndpynTe nx. Yem
OT/INYAETCA NepeKkpecTH:bIN (Ccross-over) oT napannensHoro (straight-through) kabenun Ha ocHoBe
BUTONM Mapbl? Kakue cpelbl nogaepxueaet Ethernet?

31

Kakune CyLiecTBYIOT KJacchl IP-ceTen, No KakoMy MPUHLNMY BbINOJHAETCA pa3feneHme
agpecHoro npocTpaHcTBa IP Ha kKnacchl? Kakyto Lenb npecnenoann pa3paboTynku
«KJ1IaCCOBOr0» NMoAxoda 1 Kakue npobaemsl BO3HUKAM nocne Beoaa CIDR?

32

YTo Takoe JOMEH KOJIIM3UIA U NMOYEMY XKESTAaTeNbHO COKPaLLLaTh KOJIMYECTBO Y3/10B B HEM? YTO
Takoe no3gHue konanm3um (late collisions) n Kak NpeaoTBPaTUTL UX BO3HUKHOBEHME? YTO Takoe
bpoagkacT-OoMeH?

33

[aHHble 3aga4m (CM. NOCTaHOBKY 3a4ayn B Bonpoce N5): 12.161.131.13/255.255.224.0

34

Y710 3anucaHo B Tabnmue mapwpyTusaumm (IP-tabnuue)? ECam eCcTb HECKONBbKO 3anucen ob
OOHOM N TOM XXe Ha3Ha4YeHUN, No KakoMy NPUHLKUNY BbIBUpaeTCcsa Ta 3anncb, Ha OCHOBE KOTOPOM
byneT poctaBnATbCA nakeT? MNpumep.

35

Mo KakMM ABYM MPUYMHAM OrpPaHUYMBAIOT AIMHY CErMeHTOB ceTelt Ethernet? Kakue ecTb
CNocobbl «yANMHUTL» CeTb?

36

OnuwunTe Kak peannsoBaHa CMCTEMa AOMEHHbIX UMeH Internet (DNS). Mpueeante npumep DNS-
3anpoca (nonyyveHus n3 cuctemol DNS nHdpopmaumm o6 IP-agpece xocTa C UMEHeM
www.cs.yale.edu). YemM oTANYAIOTCA UTEPATUBHBIA N PeKypPCUBHbBIA TUMbl DNS-3anpocos?

37

MoyeMy 3afdep)xka cermeHTa Fast Ethernet He [oKHbI NpeBbiWaTb 512bt? Kak nony4nnocs 310
ynucno?

38

[aHHble 3aga4m (CM. NOCTaHOBKY 3a4a4u B Bonpoce N6): 13.11.128.125/255.255.255.128

39

Kakas cyliecTByeT ajibTepHaTMBa UCNoab30BaHM0 DHCP (Kpome py4yHOro Ha3HavyeHus)? MoxHO
JIN MPUBA3ATb U KaK KOHKPETHbIA KOMMbIOTEP K KOHKPETHOW IP-KOHUrypaumm npu
ncnosb3osaHunm DHCP?

40

YTo Takoe NNoCKasa CeTb, Kakne y Hee CyLLeCTBYIOT OrpaHu4eHns? Ha kakom obopynoBaHum
CTPOATCA NJIOCKME CeTH, a Kakoe obopynoBaHue TpebyeTcs Ana nepapxmyeckux? Movyemy cetb
Ha OCHOBE KOMMYTaTOPOB He/b35 PaCLUMPATbL HEOrpaHNYeHHO, Ao06aBNAA-NOAKI0Yas HOBblE
KOMMYyTaTopb!?

41

KaKylo 4acTb (B MpOLLEHTaX OT BCEro afpecHoro npocTpaHcTea) IPv4 cocTaBASAOT CETU Knacca A,
B, C? ObbsicHMTe 4TO Takoe IP-moaceTun, noYeMy OHU NMOSBUNCH U KaKoBO UX 0Bbl4HOE
npumMeHeHve. Kak onpefennTb K KAaKOMY KnacCy 0THOCUTCA KOHKpeTHbIN IP-agpec? Kak
NoNy4YnancCb AnanasoHbl 3Ha4YeHui IP-agpecoB A48 KJaccoB?

42

Y10 Takoe bpoagkacT-wWTOPM, onuwnTe NoAPO6HO (No Wwaram) Kak BO3HMKaeT?

43

JaHHble 3aga4m (CM. NOCTaHOBKY 3a4a4u B Bornpoce N6): 192.168.1.160/255.255.255.192

44

[omxKHO N BpeMs ABonHoro obopoTa B ceTax Ethernet 6biTb 60/bLLE AN MEHbLLIE BPEMEHN
nepegayn Kagpa MMHUManbHoro pasmepa? ObbAcHMTE NoYemy. Kak 3T0 NPUMEHNMO K
AYNNEKCHbIM CeTAM, 06bACHUTE NoYemy?

45

YTo Takoe ARP-NpOTOKO, ONS YErO OH HY)KEH 1 Kak paboTaeT (no waram)? Y1o Takoe MAC-
agpec 1 Kak ero onpeaennTb A9 KOMMNbTEpPa, 3a KOTopbiM Bbl paboTaeTe?

46

OnuwwTe (nopgpobHo) paboTy ceTeBoro obopyaoBaHMA: MOBTOPUTENS, MapLUpyTU3aTopa, MOCTa,
KOHLUEeHTpaTopa, KoMMyTaTopa U Ha3osuTe ypoBHM OSI/ISO Ha KOTOpbIX OHW paboTatoT.

47

YeMm orpaHuYeHa ANiMHa CETW, NOCTPOEHHON Ha KOHLIEHTpaTopax Man NoBTOPUTENsx? 3aBUCUT Nn
3TO OT pexiMa paboTbl MOPTOB (MOMHbIA AyNAeKc/Monynynaekc)? Bo3MoXXeH N NOJHbI
AYNneKkc C UCMoNb30BaHMEM NOBTOpPUTENEN (Movemy)?

48

[aHHble 3aga4m (CM. NOCTaHOBKY 3ajayn B Borpoce N6): 12.17.182.160/255.255.224.0

49

Moyemy nosisnnacb TexHonorua CIDR, B 4eM ee cyTb? Y10 Takoe public IP n private IP agpeca?
EcTb nin B IPV6 aHanoru, Ha3oBUTE ecnm ecTb?

50

Y10 Takoe meTon CSMA/CD? OnuwuTe noruky paboTsl y3na ncnonesytowero CSMA/CD. YTo
Takoe KoJm3na?

51

YTo Takoe BpeMsa ABOMHOro 0bopoTa? Kak ero nocymtaTth? 3a4eM HY)XHO 3HavyeHne PDV
CerMeHTa ” Kak ero NnpuMeHunTb?




52 |Yem orpaHuyeHa ASIMHa CETW, NOCTPOEHHON TOJIbKO Ha KOMMyTaTopax 6e3 ncnonb3oBaHma
noBTOpPUTENEN? 3aBUCUT NN 3TO OT pexuMma paboTbl NOpTOB (gynaekc/nonynynnekc)? O6bacHUTe
noyemy.

53 |OaHHble 3a8a4n (CM. MOCTaHOBKY 3agayu B Bonpoce N6): 19.18.123.165/255.255.255.224

Ne |BonpocCbl KOHTPObHOM paboThl 2

1 |Kakow (Kakue) n3 TpaHcrnopTHbIX npoTokosios (TCP, UDP) noaaepxusaeT broadcast nepefayn, a
Kakom (kakme) - multicast? O6bsAcHUTE noyvemy. MNoyeMy HeobX0AUMbI pa3Hble TPaHCMOPTHbIE
NPOTOKOJIbI, 00bACHUTE Ha npumepe TCP, UDP.

2 |Kakue bbiBalOT BMAbI aipecoB B NpoTokone IPv6, Ans Yero Kaxk bl Tun npegHasHavyeH? 4YTo
Takoe TYHHeNMPOBaHME N KakK OHO CBA3aHO C BHeapeHueM IPv6? OnuwunTte paboTy ISATAP.

3 |Nepevyuncnute n 0bbACHNTE NOCNEL0BATENIbHOCTL AENCTBUI MPKW Nepenaye n npneme c
ncrionb3osaHmem CRC?

4 |Kakoln TpaHCMOPTHbIN NPOTOKON UHTEPHET-CeTel NMeeT MaLLUMHY COCTOSHUI 1 novYemy? B Kakux
Cy4asx NPorpamMMuUCT ANs CBOEro CETEBOro npunoxeHus solbupaeT UDP? Kakoi nNpoToKo
CNnoXxHee u noyvemy (obocHyinTe)?

5 |OnuwuTe noapobHO Kak MMeHHO paboTaloT KOMMYTaTOPbl TPETHLEr0 YPOBHS, Kak
NOEHTUPULNPYETCA «MOCTOAHHbLINA MOTOK»?

6 |Kakue oCHOBHblE NpoBanaepbl MarucTpanen MHTeEpHET BCTpeYanucb BaM npu TpaccmpoBke
3apybeXHbIX HarnpaBieHWn BO BpeMs BbINOJHEHUMN NabopaToOPHOro 3afaHus Ha cocTaBneHue IP-
KapTbl. KTO BEAET 1 KaK Noay4nTb MHGOPMaLnio o Blagensue IP-agpeca? KTo BegeT 1 Kak
noay4nTb MHGOPMaLMIo O BNafesibLe AoMeHa 2 ypoBHA? YTo Takoe WHOIS?

7 |YTO Takoe 1 Kak UCnosib3yeTcs NOpoXAaloLWMN NOJIMHOM M YTO Takoe CTaHAapPTHbIN
nopoxaatowmn noanmHom B CRC?

8 |HapucyinTte cxemy CTpyKTypbl Internet ¢ To4KK 3peHus npefocTaBieHns 4OCTYNa U NOKaXXUTe Ha
Hen (cxeme) nNpuMep NUPUHIOBON CBA3M 1 NpUMep UCNonb3oBaHMA IX. YTo Takoe To4kn obmeHa
TpadmkoM B VIHTepHeT, 4S9 Yero Ncnonab3yTca?

9 |Kakum(un) cnocobom nporpamma tracert monyyaeT MapLwpyT A0 y31a-Ha3Ha4yeHnsa B BUAE CMUCKa
NPOMEeXXYTO4YHbIX Y3/10B7

10 [YT0 Takoe NOpOXAAoLNA MOAMHOM, ANS Yero U Kak MMEHHO OH ncnonb3yeTtca? MoxeT an 6biThb
owwnbka B nakeTe, KoTopbI Npowen CRC-TecT (y koToporo CRC-nocnenoBaTeNbHOCTb NOKa3ana
LIleJIOCTHOCTb NakeTa)?

11 |Y7o Takoe u Kak peanmsoBaHa NAT? [119 pelleHNsa KakuxX 3afa4d ncrnosiblyetca? Kakne
CYLLEeCTBYIOT OrpaHUYeHUS 3TON TEXHONOrNN?

12 |Mo4eMy HeCaHKLUMOHNPOBaHHbIE (BMPYC, TPOSH) Nepefayn AaHHbIX XocTa rno TCP 3amMeTHee, YeMm
no UDP?

13 |Kak chopmumpyeTcs 64-6uT interfacelD (HostlD)? YTo-Takoe EUI-64? Kak peannsoBaHo
AVHaMUYeCcKoe Ha3HayveHue agpecos B IPv6 (onvwwnTe BCe BapnaHThl)?

14 |Moyemy HecMoTpS Ha TO, 4To VLAN - TexHonormsa 2 ypoBHs, ans kaxaoro VLAN o6b14HO
BbILENSAT NoACeTb U UCMOJIb3YIOT YCTPONCTBA 3 YPOBHA - MapLLUpyTU3aTopbI?

15 [OnvwwnTe Ha3HavyeHne TexHonorum PoE n dyHKLMOHaN COOTBETCTBYIOLLEro CTaHAapTa. 4To
Takoe aBTOCOriacosaHue Ethernet?

16 ([oe perucTtpupytoTcs IP-agpeca? Kak nosiy4nTb MHopMaLmMIo 0 NpuHagNexHoCTn agpeca? 4Yro
Takoe WHOIS?

17 [HapwcynTe nocnefoBaTenbHOCTU cocToAHUA Ana TCP cepBepa u K/iMeHTa (Ha cxeMe 0603HaybTe
yC/I0BMA nepexofa 13 04HOro COCTOSHMA B Apyroe). Kakum cnocobom nepefaroTcs KOMaHAbI-
yCJI0BMA MepexooB U3 04HOro coctosHma B gpyroe (Hanpumep, SYN nam ACK npu yctaHoBneHum
coeanHeHuns)?

18 |STP - kak paboTaeT, Kakue 3afla4m peliaeT. 3a4eM HY>XHbl N3BbITOYHOCTb B CETAX U KaKue
npobaembl MOXXeT Bbl3BaTh?

19 [Ctek n MHoroyposHeBas mogenb TCP/IP. YTo Takoe nopThl? Kakmm obpa3om BeibrpaeTcs nyThb

BHYTPM CTeKa NpoToKoJioB ans IP nakeTa (oT ypoBHSs Host-to-Network go yposHs Application)?
YTO Takoe COKET U KaKOoW MPOrpamMMon MOXXHO NOCMOTPETL «MPOCayLinBaemMble» NopTbl B OC?




20 |Y70 Takoe n Kak peanusoBaHa NAT? [Ing pelleHunsa Kakux (HeCKObKMNX) 3aiay UCnosb3yeTcs?
Kakune CyLeCcTBYIOT OrpaHUYeHns 3Ton TeXHONOrMM? MOXKHO 1 Npu ncnosib3osaHuy NAT
opraHn3oBaTb JOCTYN K Beb-cepBepy BHYTPU YaCTHOM CETU U KakK, eC/I BO3MOXXHO?

OueHKa OCTaTO4YHbIX 3HAHUN

NnK-1

3aaHuna 3aKpbITOro Tuna

1. Boibepute xapakTepHyto 0cobeHHOCTb NoJIHOCBA3HON (Mesh) Tornonorum

A.
B.

O

Bce y3nbl coeiHeHbI C LeHTpasibHbIM 060pyLoBaHWEM MHANBUAYAbHBIMU JINHUAMUN CBSA3MN.
JaHHas Tononoruna npofo/mkuT obecneynsaTb paboTocnocobHOCTb BCen ceTu npu obpbiBe
CBSA3M MeX [y O4HOW Napon y3/0B.

Kaxabln y3en nMeeT ABa UHTepdenca (Bcero) Ana CBA3M C COCeAAMU C/ieBa 1 CrpaBa.

. XoT4 6bl 0OAUH U3 Y310B CBA3aH CO BCeMW APYrMKU y3namMn nHONBMAyaabHbIMU NTNHUAMN

CBA3N.

E. Kaxkablil y3en cBsi3aH CO BCEMU APYrUMM y3naMU MHAUBULYASbHBIMUA UHUSMI CBA3N.

. Bce y3nbl coeanHeHbl Mexay coboit mocpenCcTBOM 0fHOW hU3NYECKOl cpeabl

PACNPOCTPAHEHUS CUFHAJIOB.

2. BblbepnTe xapakTepHyt 0CO6eHHOCTbL TOMOMOr UM ABONHOE KOJbLIO

A.
B.

O

Bce y3nbl coeiHeHbI C LeHTpasbHbIM 060pyLoBaHWEM MHANBUAYAbHBIMU JINHUAMUN CBSA3MN.
JaHHas Tononoruna npofomkuT obecneynsaTb paboTocnocobHOCTb BCen ceTu npu obpeiBe
CBS3M MeX [y O4HOW Napon y3/0B.

Kaxabln y3en nMmeeT ABa UHTepdeinca (Bcero) ANA CBA3M C COCefAMU CJieBa W CripaBa.

. XoT4 6bl 0OAUH U3 Y310B CBA3aH CO BCeMW APYrMKU y3naMn nHONBMAYyaabHbIMU NTNHUAMN

CBA3N.

E. Kaxkablil y3en cBsi3aH CO BCEMU APYrUMM y3naMU MHAUBUAYASbHBIMUA TUHUSMI CBA3N.

. Bce y3nbl coeanHeHbl Mexay coboit NocpeACcTBOM 04HON hr3nYecKon cpeabl

PACNPOCTPAHEHUS CUFHAJIOB.

3. Bblbepute xapakTepHyt 0COBEHHOCTb TOMONOrMK 3Be3/a

A.

B.

O

Bce y3/bl coenHeHbI C LleHTpasibHbIM 060pyL0BaHMEM MHAMBUAYANbHBIMA IMHUAMUK CBA3N.
laHHasa Tononorus npofo/HKMT obecneyvmsaTb paboTocnocobHOCTL BCen ceTu npu obpbiBe
CBS3M MeX [y O4HOW Napon y3/10B.

KaXabln y3en umeeT ABa MHTepdenca onsa CBA3M C Cocefamm cnesa v cnpasa.

. XoT4 6bl 0OAUH U3 Y310B CBA3aH CO BCeMW APYrMK y3naMn nHONBMAYyaabHbIMU NTNHUAMN

CBA3N.

E. Kaxkablil y3en cBsi3aH CO BCEMU APYrUMM y3naMU MHAUBUAYASbHBIMUA UHUSMU CBA3N.

. Bce y3nbl coeanHeHbl Mexay coboit NocpeACcTBOM 04HON hr3nYecKon cpeabl

PACNPOCTPAHEHUS CUFHAJIOB.

4, BblbepuTe XapakTepHy 0COBEHHOCTb TOMOIOMMMN KOJbLIO

A.
B.

O

Bce y3nbl coeiHeHbI C LeHTpasibHbIM 060pyLoBaHWEM MHANBUAYAbHBIMU JINHUAMUN CBSA3MN.
JaHHas Tononoruna npofomkuT obecneynsaTb paboTocnocobHOCTb BCen ceTu npu obpeiBe
CBSA3M MeX [y O4HOW Napon y3/10B.

Kaxabln y3en nMmeeT ABa UHTepdeinca (Bcero) Ana CBA3M C COCeAAMU C/ieBa 1 CrpaBa.

. XoT4 6bl 0AUH U3 Y310B CBA3aH CO BCeMWU APYrMK y3naMn nHONBMAYaabHbIMU TNHUAMN

CBA3N.

E. Kaxkablil y3en cBsi3aH CO BCEMU APYrUMUM y3naMU MHAUBULYASbHBIMUA UHUSMU CBA3N.

. Bce y3nbl coeanHeHbl Mexay coboit NocpeAcTBOM 04HOIN (hr3nYecKon cpeabl

PACNPOCTPAHEHUS CUFHAJIOB.

5. Bblbepute xapakTepHyto 0COOEHHOCTb TOMOMAOr UK LWNHA

A.

Bce y3/bl coefMHeHbl C LLeHTpasibHbIM o6opy)103aH|/|eM naagmsmnagyanbHbIM TNHNAMW CBA3N.




O

. [laHHas Tonosnorus NpPoao/HKUT obecneynBaTb paboTocnocobHOCTL BCel ceTU Npu obpbiBe

CBS3M MeX [y O4HOW Napon y3/10B.
Kaxabln y3en nMmeeT ABa UHTepdeinca (Bcero) Ana cBA3M C COCeAAMU C/ieBa 1 CrpaBsa.

. XoT4 6bl 0AUH U3 Y310B CBA3aH CO BCeMW APYrMKU y3naMn nHONBMAYalbHbIMU NTNHUAMN

CBA3N.

E. Kaxkablil y3en cBsi3aH CO BCEMU APYrUMM y3naMU MHAUBUAYASbHBIMUA UHUSMU CBA3N.

. Bce y3nbl coeanHeHbl Mexay coboit mocpenCcTBOM 0fHOW U3NYECKOl cpeabl

PACNPOCTPAHEHUS CUFHAJIOB.

6. BbibepnTe xapakTepHy 0C0beHHOCTb YaCTUYHO-CBA3HOW (Partial Mesh) Tononorum

10.

A.
B.

O

Bce y3nbl coeiHeHbI C LeHTpasibHbIM 060pyLoBaHWEM MHANBUAYAbHBIMU JINHUAMUN CBSA3MN.
JaHHas Tononorua npofomkuT obecneyrnsaTb paboTocnocobHOCTL BCen ceTu npu obpbiBe
CBS3M MeX [y O4HOW Napon y3/0B.

Kaxabl y3en nMmeeT ABa UHTepdeinca (Bcero) Ana CBA3M C COCeAAMU C/ieBa 1 CrpaBsa.

. XoT4 6bl 0AUH U3 Y310B CBA3aH CO BCeMW APYrMKU y3naMn nHONBMAYyaabHbIMU NTNHUAMN

CBA3N.

E. Kaxkablil y3en cBsi3aH CO BCEMU APYrUMUM y3naMU MHAUBULYASbHBIMUA UHUSMU CBA3N.

mOUOw

. Bce y3nbl coeanHeHbl Mexay coboil mocpencTBOM 0fHOW U3NYECKOl cpeasbl

PACNPOCTPAHEHUS CUFHAJIOB.

. KaK Ha3blBaeTCs 3/1eMeHT JaHHbIX MPOTOKO/a 2 YPOBHA?
A.

naket
fenTtarpamma
Kaap
cerMeHT

PDU

Kak Ha3blBaeTCs 3NeMeHT AaHHbIX MPOTOKOJ1a 3 ypOBHFI?

A.

o

C.
D.
E.

naket
fenTtarpamma
Kaap
cerMeHT

PDU

Kakon 13 nepeyncneHHblX NpoToKo10B 6osiee CNOXKEH 1 MO3TOMY UMeEeT 3arojioBok H6osibLuero
pasmepa?

A.
B.
C.
D.

UDP

TCP
OAVHAKOBbI
IP

Ha kakom ypoBHe ISO/OSI BbINOSIHAGTCA A0CTaBKa AaHHbIX MeXAY Y3/laMy OHOW CeTu (B O4HOM
cermenTe)?

A.

G.

mmOOw

1

~N o U B W N

3a[aHuUs OTKPLITOro TUMa
1. B MapLIpyTHOM Tabnuue MapLpyTM3aTopa BUAHbI Cef. 3anncu:

IP

mask

gateway  metric



12.13.0.0 255.255.0.0 4.3.21 1
12.13.0.0 255.255.255.0 3.4.56 2
12.13.10.128 255.255.255.128 2.3.45 3
12.13.10.0 255.255.255.128 1.2.34 4

Ha mapLupyTur3aTop Npuen NakeT ¢ Ha3HaveHnem 12.13.10.100, ykaxxuTe kakon bygeT BbibpaH IP-
agpec wnio3a (gateway)

2. B MapLpyTHou Tabnunue MaplupyTmM3aTopa BUAHbI Ceq. 3anncu:
IP mask gateway  metric

12.13.10.0 255.255.255.03.4.56 1

12.13.10.128 255.255.255.1281.2.34 5

12.13.10.160 255.255.255.2245.4.3.2 10

12.13.10.192 255.255.255.2242.3.4.5 10

Ha maplpyTusaTop npuwen nakeT ¢ Ha3HaveHmem 12.13.10.171, ykaxxnte kakon byaeT BbibpaH IP-
agpec wni3a (gateway)

3afaHue C pa3BEPHYTHLIM OTBETOM

1. Bbl 06Hapy»xunu ataky APR 1 npoxon nakeToB Ha (haisioBbIA cepBep Yepe3 KOMMbITEP
3/10yMbILUIEHHMKA, @ HE HanpsaMyto. YTo MOXKHO onepaTmnBHO caenaTth, 4Tobbl aTaka APR 6osblue He
KOMMNPOMEeTMpOBasa AaHHble halis-cepeepa?

nK-5
3aaHU1A 3aKPbITOrO TUNa

1. Ha kakom ypoBHe I1SO/OSI BbiNoHAETCA OCTaBKa AaHHbIX MeXAy y3/71aMu pa3Hbix ceTen?
Al

mmOOw
oSO U1 B W N

G. 7
2. Ha kakom ypoBHe ISO/OSI npoucxoauT ynpasseHune ownbkamm (0bHapyxeHne, MOBTOP Nepeaayu,
Koppekumsa)?
Al

mmOOw
oSO Ul B W N

G. 7
3. MMprMepoM Kakoro 3JieMeHTa CTPYKTYpPbl CETU Nnepefayvn SAHHbIX ABISETCA MoLeM?
A. 00[]
B. AKZl
4. Mpobnema ynpasseHUs OOCTYNOM K cpefe BO3HUKAeT B
A. MHOrOTOYeYHbIX KOHPUrypaLnax ceTen
B. OBYXTOYeYHbIX KOHDUIYypaLmnsax ceTen



C. 04HOTOYEYHbIX KOH(UIypaLusx ceten
5. Cnocob opraHu3auunm NOTOKOB AaHHbIX, MPU KOTOPOM OJIHOBPEMEHHO BO3MOXXHbI 1 NMepenaya u
NPVEM KaXXAbIM Y3/10M CETN Ha3blBaeTCA
A. CYMMNNEKCHbIN
B. OynnekcHbIN
C. nonynynnekcHbI
6. Cnocob opraHm3aunm NOTOKOB AaHHLIX, MPXU KOTOPOM O4HOBPEMEHHO BO3MOXHbI 1 Mepeaada u
NpueM KaXXablM y3/10M CETU Ha3blBaeTCs
A. CMMNNEKCHbIN
B. OynnekcHbIn
C. nonynynneKkcHbln
7. Y7o npeacTasnseT cobon MHKaANCyNaUMa NakeToB Npy TyHHeNnpoBaHun (BeibepnTe Hanbonee
NOOXOAALLNA BapUaHT)?
A. BKJIOYEHME B 3JIEMEHT Ja@HHbIX NPOTOKO1a 60/1ee BbICOKOrO YPOBHS, 3JIEMEHTA AaHHbIX
NPOTOKO/1a HU3KOr0 YPOBHS.
B. BkJOYEHME B 3JIEMEHT Aa@HHbIX MPOTOKO/1a HA3KOI0 YPOBHS, 3/IEMEHTa AaHHbIX MPOTOKOIa
Bonee BbICOKOro ypoBHS.
C. BKntoYeHue B 31eMEHT AaHHbIX MPOTOKoa Ntoboro ypoBHs, 3/IeMeHTa AaHHbIX MPOTOKO1a
no60oro ypoBHs.
8. YTO0 Takoe MHKancynsauma nakeToB (MMeeTCs B BUAY KJaCCUYeCcKasa NHKANCYNaUmMs, a He YaCTHble
cnyyam TYHHEeNMpoBaHUs)?
A. BKJIOYEHME B 3JIEMEHT Ja@HHbIX NPOTOKOa 60/1ee BbICOKOrO YPOBHS, 3JIEMEHTA AaHHbIX
NPOTOKO/1a HU3KOr0 YPOBHS.
B. BkJOYEHME B 3JIEMEHT AaHHbIX MPOTOKOa HN3KOr0 YPOBHS, 3/IEMEHTa AaHHbIX MPOTOKO1a
Bonee BbICOKOro ypoBHS.
C. BKntoYeHue B 3N1eMEHT AaHHbIX MPOTOKoa Ntoboro ypoBHs, 3/ieMeHTa AaHHbIX MPOTOKO1a
no60oro ypoBHs.

9. Y10 03HavaeT cneundukaumnsa 1000Base-T?

1. CkopocTb nHTepdeinca - 1000
M6/c

1. cpela - BUTasd napa

1. cpefia - ONTUKa

1. cpefia - pagnoKaHan

1. ckopocTb 0T 10 no 100M6/c

1. cpela - KoakcuanbHbIN Kabenb

10. B kKakux cnyvasx 3anpoc knveHTa K DHCP noceinaetcs Ha unicast agpec (T.e. 0LiHOaLpecHo, Ha 04WH
agpec)?

1. Moc/ie CTEeYEHUS CPOKa apeH bl



1. npu nocblsike DHCPDISCOVER

1. Mpwn BbINOJHEHUN B HAYaJIbHOr O
unkne DHCPREQUEST

1. Mpwn ntoboM BbINOSTHEHNUN
DHCPREQUEST
1. Mpy npoafieHnn apeHabl B

TeYveHne 50% BpeMeHun apeH bl

1. Mpu npoasieHnn apeHabl no
npowectsun 50% BpemMeHn
apeHabl

3a4aHnsa OTKPLITOrO TUNa

1. B MapwpyTHOM Tabnuue MapLipyT1u3aTopa BUAHLI Ced. 3anucu:
[P mask gateway  metric

12.13.10.0 255.255.255.01.2.3.4 3

12.13.0.0 255.255.0.02.3.45 1

12.13.0.0 255.255.255.03.4.5.6 2

Ha mMapwpyTunsaTop npuiien nakeTt ¢ HazHadveHmem 12.13.10.11, ykaxxnTte kakon bypneT BbibpaH IP-agpec
wo3a (gateway)

2. B mapwpyTHon Tabauue MapLuipyTu3aTopa BUAHbI CNieq. 3anmcu:
IP mask gateway  metric

12.13.0.0 255.255.0.0 4321 1

12.13.0.0 255.255.255.0 3456 2

12.13.10.128 255.255.255.128 2.3.45 3

12.13.10.0 255.255.255.128 1.2.34 4

Ha mapLupyTur3aTop nNpuwen NakeT ¢ Ha3HaveHnem 12.13.10.132, ykaxxute kakon bygeT BbibpaH IP-
agpec wnio3a (gateway)

3ajaHue ¢ Qa3BépH§(TbIM OTBETOM

1. Moyemy nHorpga, B otBeTe oT DNS yKa3biBaeTCs,4 TO pe3ynbTaT "He 3acsyamBaeT fosepus” nnm "non-
authoritative answer"? Kak nosy4nTb 0TBET, KOTOPbIN 3aCNyX1BaeT foBepusa? Kakas yTuamTa
ncnonbyetcs 0bbl4HO 419 npoBepki DNS-3anucen?

20.2 MpoMeXyTouyHasa aTrecTaums
TexHoNoOrns npoBeneHuns:

MpoMexxyTo4YHas aTTecTauus NpoBOAUTCS B PpopMe MMCbMEHHOW KOHTPOJIbHON paboTbl Npw
06513aTeNIbHOM YCJI0BUM BbIMOSIHEHWS B TEYEHNE CEMECTpa BCeX N1abopaTopHbIX 3a4aHWUA U C y4eToM
MOJYYEHHbIX TEKYLLMX OLLeHOK. OLLEHKM 3a BOMPOChI KOHTPOJIbHON PaboThbl CyMMUPYOTCS, CyMMa
HopMupyeTcsa K 50-6annbHOMyY 3Ha4eHuIo.



TpeGOBaHMﬂ K BbIMOJIHEHUIO 3a4aHUNA, WWKANbl U Kputepuun oueHuBaHuA

Mpu oueHNBaHUM Pe3yNbTaTOB MPOMEXYTOYHON aTTeCcTauny NCNonb3yeTcs KONMYEeCTBEHHAs LWKana
oueHoK. CornacHo NooXXeHnto 0 6anbHO-PENTUHIOBOM cUCTeMe 0byyeHnsi, 50-6annbHas oUeHKa 3a
NTOrOBYIO KOHTPOJIbHYI0 paboTy CKnafblBaeTCs C OLEHKOMN, MOYyYEHHOW MO NToram aTTecTaunn.
Mony4yeHHoe 100-bannbHOE 3Ha4YeHMe onpenenseT YpoBeHb CHOPMUPOBAHHOCTI KOMMETEHLMNIA 1
NTOrOBYO OLEHKY (COrnacHO MoNoXXeHnto 0 6ansibHO-PENTUHIOBOM CUCTEMe 0By4eHNns):

oLeHKa «oTan4yHo» - 90...100 6annos

OLEeHKa «xopowo» - 70...89 6annos

oueHKa «yfnoBseTBopuTeNbHO» - 50...69 6annos

OLIEHKa «HeynoBneTeopuTensHo» - 0...49 6annos

MepevyeHb BONPOCOB K UTOFOBOW KOHTPOJIbHOM paboTe

1

1.

1. Kak hopmupyeTca 64-6ut interfacelD (HostID) B npoTokone IPv6? YTo-Takoe EUI-647 Kak
peann3oBaHO AMHAMUYECKOe Ha3HavyeHne agpecos B IPv6 (onuwnTe BCE BapUaHThbI
Ha3Ha4yeHWs afpeca Ha NHTepdenc KomneoTepa)?

2. OnNuwnTe peannsaumnto CUCTeMbl 4OMEHHbIX nMeH Internet (DNS). YTo Takoe 3anuck o
pecypce RR (npusenuTe npuMepbl U3BeCTHbIX Bam Tunos RR). Yem oTnnyaeTcs
NHTEPAKTUBHbIN N PEKYPCUBHBIA 3anpPOChl U OTBETbI? Kakune NCnosib3yoTCa NopThl 1
TPaHCMOPTHbLIE NPOTOKOJbI AN peanusaumm DNS?

3. Ins 4ero ucnosb3yeTcs MOAYASAUNS, MOXHO N 6e3 Hee 060NTUCE NpK Nepefaye AaHHbIX
N B KAKOM CJjly4ae? YTo Takoe MMMYJbCHO-KOA40BasA MOAYNSAUNS (NpuBeauTe npuMepsl,
HapUCyMnTe BPEMEHHYIO Anarpammy)? MNepevyncamte 0CHOBHbIE CBOMCTBA LINGPOBbLIX KOLOB
(MKM).

1. Yo Takoe TponHoe pykonoxkaTtue TCP-npoTokona? Kakum cnocobom nepepatoTcs
kKoMaHabl/oTBeTbl SYN, ACK? Kak onpefennTb Kakne nopThl «NPOCyLUMBAOTCA» N KaKue
npoueccol/npusioxxeHns B OC BbINOMHAT 3TO NpocayLlmBaHue? ovyemMy KOHTPOJb
HecaHKUmMoHMpoBaHHOro TCP-Tpadumka npotue, 4em UDP-Tpadunka?

2. NepeyncnmTe 0CHOBHbIE TOMONOrMK CeTEN, ONUWNTE NX 0COBEHHOCTW. B 4eM oTanyune
TOMOJIOrMiA 3Be34a W WNHA-B-TOYKe? YTO Takoe CaMo3axUBJieHWe ABONHOM0 KOJbLa,
HapuCcymnTe 1 onuwimnTe.

3. Y10 Takoe TCP n UDP nopTbl? Kakum obpa3oM 1 ans 4ero oHu ncnosab3ytoTca? Kak
BbIOUpaeTCsa NyTb CETEBLIX AaHHbIX BHYTPM CTEKa NPOTOK0M0B Ans IP nakeTa? Kakne
TpaHCMOPTHbIE MPOTOKOJIbI MOAAEPXKUBAIOT unicast, kakne multicast, a kakne broadcast
B3aumogencTene?

1. Y1o Takoe 1 Kak peanusosaHa NAT? [Inqa pelleHna Kakmx 3agad ncnonblyetca? Kakune
CYLLECTBYIOT OrpaHu4eHuns aTon TexHonornn? B yem ocobeHHocTn pabotel NAT ans TCP n UDP
Tpagnkos?

2. B 4eM npes MHOroypoBHEBbIX MOAeNen ceTH, A1 Hero OHW HYXXHbI 1 YeM OTAINYATCA OT
cTekoB? lMNpuBeaunTe npuMmepsl Mogenei, pacCMOTPEHHLIX B Kypce.

3. Y710 Takoe I/Q moaynaTop u Kakum obpa3om oH paboTaeT? YTO HY>XXHO A5 TOro, 4Tobbl
peasn3oBaTb ero nporpaMMHO? Kakune Buabl MOLYIALUN BO3MOXHbI C I/Q MogynaTopom?




1. MepeymncnmTe 3 OCHOBHbLIX 3/1EMEHTA MOHATUA «MPOTOKO» U MOACHUTE - YTO UMEHHO
O3HavaeT KaX bl Ha npuMepe HTTP-npoTokona.

2. Kakue 6biBatoT BMAbl agpecos B IPv6, ons 4ero Kakabln BuA npefHasHayveH? YTo Takoe
TYHHENNPOBaHWe 1 Kak CBSA3aHO C BHeapeHueM IPv6?

3. HapucyinTe KOHUrypaLnm To4Ka-ToO4YKa U MHOFOTOYEYHYI0 KOHUrypaumio. YTo Takoe
DTE (OO[L) n DCE(AKLL)? B kakoi KOHhUrypaumum BoO3HMKAET npobaeMa «MHOXXeCTBEHHOM0
LO0CTYyMa» 1 B YeM CyTb 3TON Npobnembl 1 Kak pewaeTcs (Ha npumepe n3BecTHbIX Bam
NPOTOKO0J10B)?

1. MepeyncnmTe TpaHCNOPTHbIE MPOTOKObI internet-ceTeln. Ha ocHoBe Yero genaet Bbibop
KOHKPETHOro TpaHcnopTa NPorpaMMnCT AN19 CETEBOro NPUIoXKeHns? Kakon TpaHCMOPTHEIN
NPOTOKO/ NMeeT MaLLUVHY COCTOSHUI N noYyemy?

2. Kakune ocobeHHocTun byayT y cermeHTa Ethernet, B koTopom Bpems aBonHoro obopoTta
bynet 515 6MTOBbLIX MHTEPBaNoB (06bACHUTE NoYeMy)? Kak 3T0 MPUMEHMMO K OYMJIEKCHbLIM
ceTsaM, 06bACHUTE Noyemy?

3. Kak BbIMoHAeTCS MapLllpyTusauma B ceTu Internet? Y1o Takoe aBTOHOMHbIE CUCTEMbI?
Y10 Takoe 3aBUCUMbIE N HE3ABMCMMbIE OT MPOBaNLEepPOB aipecHble NPoCTpaHCTBa IP-agpecos?

1. Y10 Takoe nepenayva wam genernpoBaHne 30Hbl DNS? YTo HY>XHO caenaTh, Y4ToObI
JenernpoBaTth 30HY (ONMWNTE Ka)kgoe OencTene)?

2. C 4yeMm CBSI3aHO OrpaHUYeHNE Ha KOMYECTBO KOMMbIOTEPOB B «MOCKOW CETU»? Kakune
CeTW Ha3blBaOT MJOCKUMM 1 NoYeMy?

3. YTo TakKoe KpuBas NoOMexoyCcTon4MBOCTY (BogonagHasa Kpuas)? Kakune CyLecTByoT
crnocobbl ee NoayyeHna AN 3afaHHOro Bmaa Moaynsaunm?

1. Kak paboTaeT 1 ona 4ero ncnosib3yeTcs NpoTtokon STP? Kakune moryT BbiTb Nnpobnembl
€ro Ucnonb3oBaHna 1 Korpa 6e3 Hero He 060NTUCH?

2. Yem oTnumyatoTca unicast, multicast n broadcasat nepepayn B IP-ceTsax. ECTb i 0TAMYNSA B
agpecax unicast n muticast nakeTos?

3. Y7o Takoe CIDR? MpuBenute npumep 3anucu agpeca IP-cetn B CIDR-hopmaTe. 3anuwimnTe
B CIDR thopmaTe (npedhmKcHOM hopMaTe) afpeca ceTeil K KOTOpPbIM NpuHaaiexar,
COOTBETCTBEHHO, XOCThl: 123.2.3.4/255.0.0.0, 11.22.33.44/255.255.0,
2.1.40.131/255.255.255.248.

1. Y70 Takoe n Kak pabotaeT DHCP? YTo HY>XHO 015 TOro, 4Tobbl NepenTu K
ncnonb3oaHunto DHCP? Kakune npobnemMbl MOXXHO pewnTb npumeHns DHCP? Kakune
NCMOJIb3YTCSA MOPThI Y TPAHCMOPTHbIE NPOTOKOJLI Ans peanunsauuy DHCP?

2. Kak paboTtaeT ARP-npoTokon (no waram)? Yto Takoe MAC-agpec 1 Kak ero onpeaennTb
ON19 KOMMbOTepa, 3a KoTopbIM Bl paboTaeTe? Movyemy ARP-NpoTOKON CYATAETCH O4€EHb
Hebe30nacHbIM, ONULWINTE CLIeHapuK aTak C npuMeHeHnem ARP.

3. Kakne fBe 0CHOBHble KOHUrypauum WiFi-ceTun cywectBytoT? YTo Takoe npobnema
CKPbITbIX TEPMUHAN0B? Buabl opbuT 1 apyrue xapakTepucTuKn CnyTHUKOBLIX CUCTEM CBA3MW.







